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Abstract 
Digital innovations are essential for companies in 

the 21st century. However, due to their reliance on (new) 

technologies, they are associated with cybersecurity 

risks. As the reduction of these can negatively affect an 

organization’s innovation capability, a trade-off might 

result. This trade-off has, to our knowledge, not yet been 

sufficiently researched. Our paper contributes to 

closing this research gap using semi-structured 

interviews with 14 digital innovation and cybersecurity 

experts in the German logistics industry. Findings from 

these interviews suggest that there are different types of 

tensions between digital innovation and cybersecurity 

capabilities detrimentally influencing innovations in 

three ways: by slowing down (temporally), requiring 

more resources (economically), or restricting 

innovative freedom (functionally). Furthermore, we 

were able to identify triggering and resolving factors. 

Thereby, our paper offers valuable contributions from 

both a theoretical as well as practical perspective.  

1. Introduction  

The digital transformation puts companies under 

pressure to innovate. However, it not only brings 

opportunities but also leads to a changing risk 

landscape, e.g., in terms of cybersecurity [17, 57]. 

Interestingly, cybersecurity is perceived as hindering 

the innovation capability. This leads to a potential trade-

off for companies. A balance between the two needs to 

be found to prevent adverse effects [7, 44, 50]. Only 

about 13% of the companies are convinced to have 

solved this challenge [44]. Although tensions between 

the two capabilities have been documented [2, 12, 35, 

44, 50, 52], research is still in its infancy.  

In the logistics industry, digitalization and 

digitization are considered central challenges. In 

addition to the investment costs themselves, companies 

are deterred by the costs of cybersecurity and the danger 

of industrial espionage [7]. While various studies 

examine the potential of digital innovations [3, 31, 38], 

the relevance of cybersecurity is underlined by recent 

incidents. The attack on Toll, for example, caused 

damage in the hundreds of millions of euros [20]. 

According to predictions, the importance of both digital 

innovation and cybersecurity will increase [4, 51]. 

From our perspective, industry specifics, i.e., the 

degree of innovativity and the relevance of 

cybersecurity, play an essential role in the trade-off. We 

thus argue that an industry-specific study is a reasonable 

next step. Despite their relatively low importance in the 

logistics industry today, it makes sense to examine the 

current attitude towards the two capabilities, identify 

existing tensions, and research ways to overcome them. 

Like this, cybersecurity vulnerabilities can hopefully be 

prevented from being built-in when innovations are 

being rashly developed in the future. 

To contribute to the understanding of the interplay 

between cybersecurity and innovation capabilities, we 

chose an inductive, grounded, theory development 

approach. Thereby, we want to uncover the emic 

perspectives of the participants toward the tensions 

between the two capabilities and compare those with the 

etic perspective provided by literature. Aiming at 

tension recognition (i.e., what are different types of 

tensions), salience (i.e., when and how do certain types 

of tensions become visible), and resolutions (i.e., how 

can tensions be resolved in practice), we decided to 

conduct an interview study with innovation and 

cybersecurity experts in the German logistics industry to 

answer the following research questions: 

Do companies in the German logistics industry 

perceive a trade-off between cybersecurity and 

digital innovation?,  

How can tensions be classified?, and  

What are triggering and resolving factors? 

In the next chapter, we describe the theoretical 

background and derive research propositions. Next, our 

research methodology is explained before the findings 

of our study are presented. We discuss the results and 

limitations of our work and finish with a conclusion. 

2. Background and research propositions 

Digital innovation and cybersecurity are growing 

fields with a considerable amount of research. We use 
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both terms as placeholders for the respective 

capabilities, i.e., an organization’s, person’s, or 

system’s ability achieved by “a combination of 

organization, people, processes and technology” [54]. 

Digital innovation refers to the ability to create 

new products, services, or business models based on 

digital technologies [19]. Such digital innovations have 

been predicted to generate up to 1.5 trillion US$ in sales 

potential in worldwide logistics [60]. Consequently, 

there are various examples, e.g., the usage of digital 

voice assistants [31]. However, the German logistics 

sector is relatively slow in implementing these [60]. 

Cybersecurity, mistakenly used as a synonym for 

information security, is not limited to the ability to 

protect information resources from cyber-attacks but 

goes beyond and includes other assets like humans [53]. 

It attempts to make the associated risks controllable and 

mitigate them [14]. This is particularly complex in the 

interwoven supply chains of logistics companies [23]. 

These represent an attractive target for hackers [51] as 

numerous incidents underline [8]. 

Despite our grounded approach, we are not starting 

at zero but base on existing research. As there is limited 

logistic-specific research, we primarily draw on non-

sector-specific contributions to derive propositions. 

Digital innovations are often associated with 

tensions. When seeking to overcome such tensions, a 

theory frequently referred to is organizational 

ambidexterity theory [1, 13]. It seeks to explain how 

companies can balance exploration and exploitation [6]. 

The notion that risk-mitigating activities are time and 

resource-intensive [14] and can restrict innovative 

freedom is not new [11]. Consequently, a tension 

between innovation and cybersecurity has been 

identified, and organizational ambidexterity theory has 

been used as a frame [50]. The term ambidextrous 

cybersecurity has been proposed for a stage-gate model 

describing the capability to protect information 

resources while leveraging technological innovations 

[12]. Furthermore, it has been argued that organizations 

need to explore new while exploiting old cybersecurity 

mechanisms [35]. The relationship between 

cybersecurity and scaling value has been examined to 

improve the understanding of these factors in 

innovations and for start-ups [2]. An approach for 

evaluating risk-reward trade-offs has been proposed and 

applied. Industry-, firm-, technology management- and 

technology maturity-specific factors influencing the 

trade-off were identified [44]. A framework to prioritize 

cybersecurity at the beginning of projects was 

established [45]. We are unaware of logistics-specific 

research of this trade-off. 

P1 – Companies in the German logistics industry 

perceive different tensions between cybersecurity and 

innovation capabilities that result in a trade-off. 

In this context, (industry-specific) external factors 

like competitive pressure and regulations are believed to 

be important. Managers tend to higher risk-taking under 

competitive pressure [39]. Given this pressure, 

organizations are likely to prioritize competitive 

advantages through innovation while neglecting the side 

effects of insufficient cybersecurity [44]. In 

cybersecurity, they do not see the added value but the 

avoidance of possible losses through additional costs 

[18]. However, research suggests that high 

cybersecurity standards can lead to competitive 

advantages [22, 36]. Regulations have a two-sided 

purpose in this context: they shall enable innovation 

while preventing damage to society [59]. The EU, for 

example, is trying to create innovation-friendly 

conditions, but regulations like its data protection 

regulation can also cripple innovation [40]. This effect 

has been confirmed for the logistics industry, e.g., the 

railroad business [24]. Concerning cybersecurity, the 

European Critical Infrastructure (ECI) regulation 

strongly affects the industry [56]. Despite the industry’s 

high innovation potential [60], this might explain that 

many companies have small innovation budgets and 

adopt incremental innovations [58]. 

P2 – External factors like competitive pressure and 

regulations influence innovation and cybersecurity 

capabilities. Both are equally important for most 

German logistics companies, e.g., due to a pressure to 

innovate in a regulated environment.  

Besides external factors, internal factors like 

organizational culture, structures, and the collaboration 

between the capabilities are likely to have an influence.  

Regarding the organizational culture, cybersecurity 

benefits from control-oriented cultures that emphasize 

effectiveness and consistency. This is typically the case 

in risk-averse industries, like the logistics industry [14, 

58]. A company’s ability to innovate was found to be 

negatively related to cybersecurity management [15]. 

Instead, it is positively influenced by flexibility [9, 25]. 

Additionally, the cooperativeness within a company is 

negatively related to confidentiality, one of 

cybersecurity’s objectives [15]. At the same time, the 

accompanying knowledge transfer within a company is 

a strong driver of innovation [46]. An organization’s 

management is vital for implementing its culture. 

Regarding innovation, management has a role in 

balancing ideas and personal tensions [33]. Concerning 

cybersecurity, it was shown that the awareness of and 

commitment to cyber risks at this level varies and 

influences the importance given to the topic [41]. Thus, 

it has been argued that regulations and risk management 

are no substitute for expertise, awareness, and 

cooperation between leadership and management [10].  

P3a – Organizational culture: Risk-averse or 

control-oriented organizational cultures, predominant 
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in German logistics, negatively influence innovation but 

positively affect cybersecurity capabilities. 

Organizational structures are supposed to play a 

role in the trade-off. Innovation capabilities are usually 

anchored in explorative units prepared to take risks to 

leverage opportunities, while cybersecurity capabilities 

are defined by exploitative units, prioritizing the 

minimization of (cyber) risks [cf. 21]. Thus, 

organizational ambidexterity, especially structural 

ambidexterity, might help to frame the trade-off. It has 

been shown that knowledge exchange and networking 

between explorative and exploitative departments 

promote innovative strength [34]. At the same time, it is 

necessary to create freedom through specialized fields 

of work to increase the departments’ performance [1]. 

Interestingly, an information asymmetry resulting from 

separation can throw the prioritization between risk and 

business value off balance. Thus, information sharing 

promotes a proactive approach to (cyber) risk and 

reduces cybersecurity under-investment [28]. As 

German logistics is rather immature with respect to 

digital innovations, small units separated from the rest 

of the organization can be expected. 

P3b – Organizational structure: The trade-off 

between digital innovation and cybersecurity is stronger 

for organizations with clearly separated capabilities, 

which is usually the case in German logistics. 

How the cybersecurity and innovation capability 

are integrated on an operational level influences the 

trade-off. In the early phases of an innovation, creative 

freedom, flexibility, and risk-taking are essential [33, 

37]. However, an early consideration of cybersecurity 

measures is also necessary [45, 47]. This, in turn, could 

restrict the innovation capability. One solution could be 

to implement cybersecurity depending on the risks 

associated with an innovation, which has already been 

proposed for risk management in general [11]. A 

selective approach enables freedom and creativity in the 

ideation phase while ensuring risk-mitigating measures 

are implemented later. However, this is not standard 

practice [44], likely because of experience deficits and 

as time-consuming methods aggravate early risk 

assessments [32]. Due to the low status of innovation 

and cybersecurity, we assume this isn’t the case in 

logistics companies either. 

P3c – Integration & collaboration: Tensions 

between cybersecurity and innovation capabilities are 

weakened by early integration & continuous 

cybersecurity risk management, not yet the norm in 

German logistics companies. 

3. Method 

While a single paper certainly cannot 

simultaneously examine factors like regulation, culture, 

and structure in detail, other factors are not explicitly 

mentioned in our propositions, e.g., customers' 

pressures or technology. Rather than being exhaustive, 

the propositions are intended as a structure for our study. 

We aim to understand their relevance while allowing 

our experts to express divergent ideas. Reflecting the 

nature and low maturity of the research topic, we chose 

an inductive, grounded, theory development approach 

and selected semi-structured expert interviews as a data 

collection method. This qualitative approach will not 

enable us to verify or reject our propositions. The type 

of interview does, however, allow for in-depth, follow-

up questions. As this requires a sound knowledge base 

[26], we conducted 18 preparatory discussions with 

representatives of digital transformation consultancies 

and companies operating in various industries. An 

interview guideline was then prepared to steer the 

interviews and prevent drifting into unrelated topics [42, 

43]. This guideline has five parts: First, we started with 

an introduction to the topic, including definitions of 

digital innovation and cybersecurity, before asking the 

interview partner for professional background, current 

position, and a description of the company for which he/ 

she works. Second, the interview revolved around the 

role of digital innovations for the organization, how they 

are used, and whether cybersecurity concerns are 

associated [7, 16, 52, 58, 60]. Third, our interviews 

focused on whether there is a trade-off between the two 

topics, asking for examples in which the integration 

worked particularly well or poorly [27, 44]. Fourth, we 

asked about the conflict from an organizational and 

operational perspective. Questions aimed at triggering 

and resolving factors, how and when cybersecurity is 

integrated into the innovation process, and the 

distribution of responsibilities in this process [5, 10, 11, 

34, 44, 47, 49]. Fifth, concluding questions made sure 

all relevant points were addressed and tried to identify 

further interviewees. A pre-test with fellow researchers 

ensured all questions were understandable. We are 

happy to provide the interview guideline upon request. 

For data collection, we looked for interview 

partners with experience in the subject area [42]. Thus, 

individuals involved in digital innovations in which 

cybersecurity has an impact were chosen. Examples of 

such individuals are managers of innovation projects/ 

programs, departments with innovation focus (e.g., 

Head of IoT, Head of Digital), and digitalization or IT 

in general (e.g., Chief Information Officer (CIO), IT 

manager). Furthermore, to cover both perspectives, we 

talked to cybersecurity experts involved in the 

innovation process, e.g., as advisors to the roles above. 

Exemplary roles of these experts are Chief Information 

Security Officer (CISO) or IT security manager. 

Interview partners were acquired from the researchers’ 

network, via LinkedIn or by directly contacting logistics 
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companies. Furthermore, we used a snowballing 

approach. A total of 14 experts from 12 companies were 

interviewed, with some respondents explicitly drawing 

on experience from former positions (see Table 1 for an 

overview). The number of people from the same 

companies was intentionally kept low to cover a broad 

spectrum. We deliberately chose mostly large 

companies that are likely to have more extensive 

resources, e.g., dedicated innovation and cybersecurity 

departments [30, 48].

Table 1. Overview of interview partners 

   Responsibility/ Expertise1  

ID Position Company 

size 

Logistics Innovation Cybersec

urity 

Date and duration 

1 CEO; former Vice President of Asset 

Digitization  

<50; 

~30.000  

+ + - 27th Apr 20, 35 min  

2 Head of Digital Transformation / 

BPM 

~40.000 + + = 29th Apr 20, 47 min 

3 Technology Expert; Client Project 

Lead 

~450.000; 

~30.000 

= + = 28th Apr 20, 23 min 

4 Head of Digital Air Freight ~75.000 + + - 07th May 20, 27 min 

5 Business Consultant (IS) ~10.000 + + - 07th May 20, 26 min 

6 Head of Innovation Strategy ~325.000 + + - 06th May 20, 14 min 

7 Head of Digital Security ~4.500 + - + 08th May 20, 31 min 

8 CEO <50 = = + 14th May 20, 43 min 

9 Head of IT & Project Mgmt. ~7.500 + + = 14th May 20, 28 min 

10 Head of IoT  ~75.000 + + = 14th May 20, 27 min 

11 CIO ~5.000 + + = 20th May 20, 38 min 

12 Director Logistics, Strategy, and 

Business Development 

~6.500 + + = 12th Jun 20, 18 min 

13 Associated Partner Cybersecurity ~150 = - + 19th May 20, 32 min 

14 Head of Information Security Mgmt. ~40.000 + - + 09th Jun 20, 39 min 

1: Expertise levels: +: Expert knowledge; =: Average knowledge; -: No knowledge; rated by authors based on information like years of work 

experience from interview partner introduction and additional sources (e.g., LinkedIn profile, Google search results) 

Table 2. Topic areas incl. examples (Excerpt) 

Topic area Example 

Importance of 

innovation 

“Of course, it has an enormous significance, and has also become more and more important in recent 

years. […] What is changing, of course, are the accompanying digital processes” (I9) 

Innovation pressure “We don't have pressure to innovate; we have a desire to innovate, that's a big difference.” (I12) 

“Absolutely. Honestly, I think this industry has rested on its laurels for too long.” (I13) 

Importance of 

cybersecurity 

“We are known for […] tested, working solutions […], both in terms of logistics, but also in terms of 

digital products. […] The expectation […] is that the whole product is very secure.” (I10) 

Logistics-specific 

threats 

“On the one hand [...] [we have] a large network with many […] companies [...] On the other hand, 

there is always the question: How critical is the data for the customer?” (I9) 

Tensions in general “You don't have […] a direct business value if you have a particularly secure product.” (I3) 

“My hypothesis would be, […] that in a large company with regulations that have to be adhered to, 

this falls foul and has an influence on speed or perhaps even on the degree of innovation” (I2) 

Temporal tensions “Supposedly, things would move faster without cybersecurity.” (I11) 

 “The trade-off that I think is happening here is between speed, so to speak how quickly you are able 

to offer something on and market, and absolute security.” (I13) 

Functional tensions “[Innovation] pressure means that a lot of things are proposed that cannot be operated in a compliant 

manner, that cannot even be put into operation with a clear conscience.” (I11) 

Salespeople go to business stakeholders, […] brochures are distributed, and […] desires arise.” (I11) 

Economical tensions “If I realize: ‘Oops, I'll have to do a lot of re-development now, because it doesn't work the way I 

imagined.’, then, of course, […] [cybersecurity creates additional] costs.” (I14) 
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“Of course, you can also go too far with cybersecurity. If you aim for a high level of cybersecurity, it 

must then also be maintained, and you will always need the personnel for this." (I8) 

Integration/ 

Collaboration 

“It depends on the project, but often these challengers […] are brought in selectively as experts.” (I6) 

“If you often do projects like this, then of course you know when you can cleverly involve the lady in 

advance. […] It's always stupid if I only involve the security officer at the end of the chain.” (I2) 

(Cybersecurity) risk 

management in 

innovations 

“If you require the smallest prototype to fulfill the full set of rules, then that will destroy everything. 

[…] What we need is an appropriate approach. There are two variants. The first is the textbook 

approach [...] Variant two [...] I call the sandbox process.” (I11) 

The interviews were conducted by telephone 

between 27th April and 12th June 2020. All 

conversations were held in German, using the 

interviewee’s language and considering his/ her area of 

expertise to ensure a fluent conversation [42]. The 

interview partners agreed with the recording and the 

subsequent transcription. An attempt was made to keep 

the interview to around 30 minutes, as time limitations 

represent a central problem of expert interviews [43]. 

The data analysis was conducted according to 

Meuser & Nagel (1991), which is a standard for 

German-language studies [55]. This approach is meant 

to be adapted to research needs, which we did, e.g., 

during data preparation [42, 55]. As content-

completeness was our objective, we decided to create 

verbatim transcripts, leaving out repetitions and fillers. 

The sentence structure was smoothed to improve 

readability. During this step, no interpretation was 

made, and nothing related to the research topic was left 

out. We did, however, not transcribe small talk. 

Following criticism of the initially suggested 

paraphrasing [55], this step was omitted. Instead, 

headlines were assigned to segments of each transcript 

using the coding function of the qualitative data analysis 

software MAXQDA. Data evaluation followed the 

steps: thematic comparison, conceptualization, and 

theoretical generalization [55]. During the thematic 

comparison, headings were clustered into topic areas to 

present and compare the experts’ statements. The level 

of abstraction was further increased during 

conceptualization, e.g., by replacing non-scientific 

terms and substantiating the statements with literature. 

Finally, during theoretical generalization, existing 

theories were applied, and new theories were 

established. In total, about 500 segments were 

aggregated in 22 topic areas (see Table 2 for an excerpt). 

4. Findings 

4.1. Tension Recognition 

Concerning the logistics industry, digital 

innovation and cybersecurity are classified as highly 

relevant capabilities (I1-I14). However, the industry is 

considered price-driven, conservative, risk-averse, and 

less innovative (I1-I3). Most interviewees do not feel an 

intense pressure to innovate (e.g., I2; I5; I12), and 

almost all focus on incremental innovations with small 

risks and cost (I1-I3; I9; I11). Pursuing digital 

disruptions is not seen as necessary (I2; I9). 

Consequently, there is an unwillingness to take risks to 

reach higher innovation outputs. This is, however, not 

true for every logistics company. Specific sectors or 

companies, especially start-ups (I8), are highly 

innovative. The interviews suggest that these either feel 

pressure to gain market share or have long-term 

strategies that force them to drive innovations (I4; I8; 

I12). These firms are assumed to be more strongly 

affected by tensions between the two capabilities. They 

might prioritize innovation and neglect cybersecurity 

for time, cost, or functional reasons (I4; I6; I8; I13).  

Most companies either view cybersecurity as a 

requirement when implementing innovations or do not 

perceive it as a limiting factor as innovation speed is not 

as crucial as in other industries (I1; I3; I7; I10). The risk 

of creating insecure innovations is therefore considered 

to be low. Not every expert agrees that the supply chain 

of logistics firms is particularly vulnerable, as the data 

is often not considered interesting for attackers (I9; I14). 

Regulations play a significant role in prioritizing 

cybersecurity as they force companies to fulfill specific 

standards no matter the cost. Companies affected by 

them are mainly in the sector of critical infrastructures 

(I11). Such regulations can have a notable effect on the 

innovativeness as well as the attitude towards risk and 

thus cybersecurity of firms. One expert noted, for 

example, that without them, companies might ignore 

cybersecurity standards for cost and time savings at the 

cost of public safety (I13). However, some examples 

show that even without regulations, companies strive to 

implement high security standards. These firms view 

cybersecurity as a competitive advantage. They 

advertise their services as “best-in-class security” and 

thereby create value for their customers (I10; I11) 

In general, innovation and cybersecurity experts’ 

opinions on whether there is a trade-off between their 

capabilities differ. While innovators consider 

cybersecurity as hindering, cybersecurity professionals 

underline the necessity of their topic and do not perceive 

a trade-off (I1-I4; I6-I13). Nonetheless, all parties 
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describe tensions or conflicts between cybersecurity and 

innovation capabilities. These tensions can be 

categorized as: temporal, economical, functional. 

The temporal tension arises when companies or 

teams strive for a high innovation speed (a low time-to-

market) while cybersecurity activities require additional 

time (I2; I8; I13). In practice, additional steps include 

the preparation of risk estimates, as well as the creation, 

implementation, and review of security concepts (I2; I3; 

I14). The experts note that the subsequent 

implementation of these activities has an even higher 

chance of leading to delays (I7; I10; I11). Late discovery 

of insufficient cybersecurity leads to additional steps, 

such as re-works or further quality inspections (I7; I11). 

The economic tension results from the motivation 

to keep the costs of an innovation low despite additional 

investments to implement cybersecurity (I2; I8). These 

costs arise from personnel resources (e.g., involvement 

of experts), know-how (e.g., sourcing of external 

consulting), purchase prices (e.g., higher prices of 

secure devices), and additional functionality (e.g., 

implementation of security features) (I1-I3; I8; I13). 

The experts highlight the importance of cost-benefit 

analysis (I11; I14). Some interviewees mentioned that 

large companies have more resources at their disposal 

and have more room to maneuver (I8; I13). 

The functional tension is found when (parts of) an 

idea cannot be implemented because of its cybersecurity 

risks. The requirements for quality standards in 

cybersecurity make specific solutions fall out of scope 

(I2; I11). That means an innovation is either a) not 

secure enough from the beginning or b) the 

implementation of cybersecurity features is infeasible 

because it restricts the user experience or usability (I7; 

I11). 

4.2. Tension salience & resolution 

Concerning tension salience and resolution, 

triggering and resolving factors are often closely related. 

In many cases, the lack of a particular feature represents 

a trigger, while establishing said feature can resolve the 

tensions (see Figure 1).  

 
Figure 1. Relationship between tensions, 

triggering and resolving factors 

Our interviewees agree that the extent to which the 

tensions are perceived mainly depends on the 

organizational culture. Risk-averse, rather exploiting 

organizations often anchor cybersecurity in the 

company through audit cycles and regulations (e.g., 

mandatory risk-analysis or cybersecurity testing). 

Cybersecurity is then considered a secondary condition 

or must-have feature for innovation (e.g., I7; I10). One 

expert highlights this by saying: “an innovation without 

cybersecurity is not considered an innovation” (I10). 

Such companies usually do not perceive a trade-off, as 

innovation is not pursued at the expense of 

cybersecurity. However, if managers ignore the internal 

policies regarding cybersecurity, the innovation process 

slows down notably. Costs do then increase as re-works, 

re-verifications, or even project delays occur (I7; I11). 

The bypassing of cybersecurity rules is especially 

documented when managers were uninformed or under 

pressure to meet innovation goals (I7; I10; I11). This 

leaves innovators with the impression that cybersecurity 

policies hinder their projects (I7; I11). Innovating, 

explorative organizations like start-ups are more willing 

to take risks to gain competitive advantages (I4; I8; I12). 

They implement less overhead to increase innovative 

freedom, accelerate time-to-market, and decrease costs 

(I8). Furthermore, even known risks might be accepted 

if the potential return is high enough. This usually 

results in more flexibility and more responsibility for the 

project lead, as they have to prioritize cybersecurity 

activities within their project and have fewer guidelines 

to follow (I8; I12). In this context, cybersecurity 

awareness is named as a countermeasure (I1; I7; I8) 

According to the interviewees, the organizational 

structure influences the balance between cybersecurity 

and innovation. In large companies, different 

departments with conflicting interests usually provide 

the capabilities (I1-I3; I5; I7; I9; I14). While innovations 

are driven by various business units, the cybersecurity 

capability is often located in the IT department (I1; I2; 

I5; I7; I9; I14). However, those responsible for 

innovation (e.g., project managers, product owners) are 

usually also liable for ensuring cybersecurity (I10; I12; 

I14). For such situations, an alignment of team interests 

at the management level was mentioned (I5). Small 

firms, in contrast, often only have one Chief Digital 

Officer (CDO), Chief Technology Officer (CTO), or 

CIO responsible for both innovation and cybersecurity. 

This is caused by resource restrictions of small and 

medium enterprises (SMEs). According to our 

interviewees, this company structure leads to flexibility 

and speed at the cost of control orientation. (I8; I9; I13). 

The integration and collaboration of 

cybersecurity and innovation capabilities are crucial in 

reducing tensions (I1-I3; I7; I10; I11; I14). If both 

collaborate closely and cybersecurity is integrated at an 

early project stage, this leads to a high cybersecurity 

maturity, in turn (I1; I2; I10; I11; I14). It can, however, 
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also make innovation teams perceive cybersecurity 

experts as "preventers" (I7; I11), attributed to a lack of 

creative freedom during or shortly after the "ideation 

phase" (I3; I6; I12). However, both parties are not 

opposed to this collaboration, especially if the 

innovation teams have essential competencies and 

sufficient cybersecurity awareness (I5; I10; I14). 

Management encouraging and promoting the 

integration and establishing cybersecurity experts as 

part of the innovation team are named success factors 

(I1; I5). These additional skills and resources require 

investments in training, recruiting new employees, or 

contracting externals (I1, I7; I8). The collaboration is, 

however, said not to be very common in practice (I1; I7; 

I10; I14). While our interview partners provide 

examples in which early, intensive collaboration has led 

to successful innovation projects (I1; I11; I14), the 

departments work separately in most cases and only 

collaborate selectively in the form of consulting services 

or audit cycles (I3; I6; I8; I14). Consequently, 

innovations might be developed that do not fulfill the 

desired cybersecurity standards (I7; I10; I11).  

Furthermore, especially if no cyber breach has 

occurred before, managers tend to believe that 

investments in cybersecurity are useless (I8; I13). Cyber 

threats are perceived as an "invisible risk", against 

which complete protection is impossible (I8; I9; I11; 

I14). This is attributed to the assessment of risk 

representing a significant challenge for companies, 

especially before or at project start (I1; I8). The lack of 

knowledge or historical data often leads to their under-

estimation (I8; I11). Correct assessments require 

specialist knowledge and are time- and resource-

intensive. This can, in practice, lead to them being 

skipped (I7; I8). Furthermore, risk assessors might be 

biased, e.g., to accelerate their own innovation project, 

requiring control mechanisms to ensure correct results 

(I8). Our interviewees point out that it is crucial to also 

consider the business value of an innovation, as most 

companies would accept higher risks for higher returns 

(I4; I8; I9; I13; I14). Finally, these assessments must be 

repeated during the innovation process, as the 

cybersecurity risks or business value might change (I3). 

To counteract some of these points, it might make sense 

to involve externals (I8). If some precautions are 

considered, cybersecurity risk management can, 

according to our interviewees, be suitable to fine-tune 

the integration into the innovation process (I8; I11). 

Such assessments can then help determine the scope of 

cybersecurity: if cyber risks are high, the integration of 

cybersecurity is increased. If they are low, innovators 

get more freedom, and projects are accelerated (I11; I12; 

I14). This does not necessarily mean that an innovation 

with higher risks is subject to more security measures 

than an innovation with lower risks. If cybersecurity 

costs and the potential business value of an innovation 

are disproportionate, a residual risk can be accepted (I8; 

I11; I12 I14). Such an approach was reported to be 

already applied in practice sometimes (I12; I14). 

5. Discussion 

Regarding the first two research questions and 

propositions (P1 and P2), the literature points to a 

conflict between innovation and cybersecurity 

capabilities [5, 11, 33, 49]. However, only a minority of 

the interviewees perceive a trade-off between the two. 

In line with research, the German logistics sector was 

considered not to be very innovative. This could be 

because logistics providers do not fear displacement by 

radical innovations. There is a focus on incremental 

process innovations to increase efficiency or reduce 

costs [58]. Consequently, digital innovation capability 

is currently not seen as a decisive factor in competition. 

Controversial to the findings of Nelson and Madnick 

[44], the majority of logistics companies can thus be 

classified as "beginners" or "secure conservatives". The 

low relevance that the former attribute to the two 

capabilities could explain that no or only a weak trade-

off is perceived. Conservative firms with a high risk-

aversion attribute a higher priority to cybersecurity [14]. 

This could lead to a conscious reduction in innovation 

ability as cybersecurity is regarded as indispensable or 

considered a secondary condition in innovations. Such 

companies could potentially be significantly more 

innovative if tensions between innovation and 

cybersecurity capabilities were lower. These temporal, 

economic, or functional tensions are described by all 

interviewees. While only a few studies research such 

tensions in the context of innovation and cybersecurity 

[2, 44, 50], various studies deal with them in either the 

innovation or cybersecurity context [1, 10, 33, 59]. 

Regarding the third research question, our 

interviewees highlighted several triggering and 

resolving factors to address these tensions.  

The conservative attitude and cybersecurity 

consciousness, which is deeply anchored in the 

organizational culture (P3a), is, for example, influenced 

by the fact that many logistics companies are under 

competitive pressure, deal with goods of high criticality 

or operate critical infrastructure [56]. However, the idea 

that the increasing pressure to perform can lead to a 

greater willingness to take risks in decision-making 

among managers [39] cannot be uniformly transferred 

to our interviews. Most of the interview partners did not 

feel under pressure to innovate. Those that did feared 

their competitors’ agility and speed of innovation, 

especially that of start-ups. It was, however, recognized 

that it is under this innovation pressure that rash 

decisions are made. At the same time, a balance of both 
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topics at the management level was said to lead to higher 

performance. This reflects the results presented in our 

background [10, 41]. Factors like increased regulation 

often lead to a control-oriented culture that positively 

influences cybersecurity [15]. 

Concerning the organizational structure (P3b), 

overcoming the separation between innovation and 

cybersecurity capabilities by promoting collaboration 

through the management and establishing cybersecurity 

experts as part of the innovation team were mentioned. 

Finding the balance between exploitation and 

exploration was considered a question of organizational 

culture rather than its structure [6, 21]. This might be 

explained by the fact that only two interviewees felt 

their organization had separated explorative and 

exploitative units. Presumably, the gap between 

explorative and exploitative capabilities could therefore 

not be observed as an essential field of tension. 

Regarding the integration and cooperation of the 

two capabilities (P3c), our interviewees agreed with 

findings that recognized the need for early consideration 

of cybersecurity [45, 47], e.g., through the integration of 

cybersecurity experts. This can prevent the innovation 

process from being slowed or even shut down because 

cybersecurity is not sufficiently considered. In line with 

research on innovation management, the negative 

perception of the cybersecurity capability this might 

cause was attributed to a lack of creative freedom in the 

"ideation phase" [11]. Cybersecurity risk management 

was mentioned as essential to counteract the 

underestimation of cyber risks and enable a risk-

oriented integration. As proposed in the literature [32], 

assessing cyber risks before the project start was 

deemed challenging. It requires specialist knowledge 

and is time- and resource-intensive, which can lead to it 

being skipped. This is confirmed by research indicating 

that due to a lack of experience, companies tend to take 

a “wait-and-see approach” [29], underinvest in 

cybersecurity [27, 28], or accept risks [23]. 

From our understanding, this study makes 

contributions from both a theoretical and practical 

perspective. From a theoretical standpoint, we add to the 

relatively scarce body of research around the trade-off 

between digital innovation(s) and cybersecurity. We 

identified three different types of tensions, as well as a 

set of triggering and resolving factors. While taking the 

logistics industry as an example, our methodology and 

most of our findings are potentially relevant for other 

industries. In particular, the theoretical background, our 

propositions, and the interview guideline are easily 

adaptable and could thus be re-used. From a practical 

standpoint, our findings provide organizations with a list 

of triggering and resolving factors to be considered 

when trying to find a balance between digital innovation 

and cybersecurity capabilities. We are convinced that 

they are relevant, not only to logistics organizations. 

We are aware that our study has certain limitations. 

Because existing research on the trade-off is limited, we 

chose a broad study design to ensure that all relevant 

aspects are captured. Despite this broad design, a study 

cannot simultaneously cover all perspectives like 

organizational ambidexterity and IT governance. We 

did, furthermore, decide not to consider technology-

specific influencing factors. Additionally, our study is 

limited to the logistics industry. Since the German 

logistics sector is a comparatively risk-averse and 

innovation-weak industry, it can be assumed that the 

observed tensions will be more potent in other 

industries. In addition, the number of interviews and the 

choice of interview partners also represent limitations. 

With 14 experts, the sample size of our study is 

relatively small. We tried to select interview partners 

carefully, e.g., from different organizations and both 

perspectives of the trade-off. However, they might not 

represent the entire spectrum of the industry. 

Furthermore, the selected interviewees might be biased. 

As all interview partners were German, for example, our 

findings might show a cultural bias. Digital innovation, 

cybersecurity, and the logistics industry are developing 

quickly, and the fact that our interviews were conducted 

about 12 months ago might represent another limitation. 

Regarding data analysis, we tried to mitigate any bias 

amongst the researchers and increase credibility and 

validity through member checking. 

6. Conclusion and Outlook 

The role of both digital innovation and 

cybersecurity in the logistics industry is increasing. Due 

to its systemic relevance, the industry is an interesting 

target for hackers, and it is crucial not to introduce 

vulnerabilities when rushing to introduce digital 

innovations. While a tension between digital innovation 

and cybersecurity has already been identified [50], we 

believe that research of this tension, its recognition, 

salience, and resolution is in its infancy. We do therefore 

think that our paper is of high relevance and novelty. 

Nevertheless, further research is required. There 

are additional perspectives from which the digital 

innovation-cybersecurity trade-off could be analyzed. 

Interesting examples are organizational ambidexterity 

theory, a socio-technical perspective on digital 

innovation management, IT governance in general, and 

the interplay of structural and normative IT governance 

mechanisms in specific. While it would certainly be 

interesting to confirm our results in other industries, 

e.g., selected based on digital innovation and 

cybersecurity characteristics, our findings must be 

specified and verified. From our perspective, it would 

Page 6799



make sense to conduct focus studies on selected aspects 

of our findings. We do, for example, consider 

organizational structures and the integration of the 

capabilities on an operational level to be of particular 

interest. Furthermore, we would recommend analyzing 

how strongly the different factors influence the three 

types of tensions. Besides, the impact of different 

technologies should be researched. Finally, the 

development of approaches to balance innovation and 

cybersecurity capabilities seems promising. These could 

put cybersecurity risk management at the heart of the 

innovation process. This would enable organizations to 

fine-tune the integration and limit the tensions found. 
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