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Abstract

Patient information is a major part of healthcare
decision making. Although currently scattered due to
multiple sources and diverse formats, decision making
can be improved if the patient information is readily
available in a unified manner. Mobile technologies can
improve decision making by integrating patient
information from multiple sources. This study explores
how patient generated health data (PGHD) from
multiple sources can lead to improved healthcare
decision making. A semi-systematic review is conducted
to analyze research articles for transparency, clarity,
and complete reporting. We conceptualize the data
generated by healthcare professional as primarily from
EHR/EMR and the data generated by patient as
primarily from mobile apps and wearables. FEight
themes led to the development of Convergence Model
for Patient Data (CMPD). A framework was developed
to illustrate several scenarios, to identify quality and
timeliness  requirements in  mobile  healthcare
environment, and to provide necessary decision
support.

1. Introduction

Decision making for healthcare has been an
important area of research due to its complexity and
potential impact on patients [1]. Quality healthcare
decisions [2-4] lead to improved outcomes for (a) the
patient (health, quality of life, or cost), (b) the healthcare
professional (workload, income, or reduced overhead
and liability), and (c) hospitals, insurance companies,
government, and society (cost, productivity, or healthy
employees and citizens). However, presently patient
information is scattered across various platforms,
generated by different stakeholders. Decision making
can be improved if the patient information is readily
available in a unified manner. We identify the healthcare
professional generated data (HPGD) as primarily from
EHR/EMR and patient generated healthcare data
(PGHD) [5-7] from mobile apps and wearables [8, 9].
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Traditionally, healthcare decision making solely
relied on HPGD retrieved from Electronic Health
Record (EHR) [2, 10, 11], a central repository of all
patient-related data. It has helped in quality of decision
making [2], improving processes [4], and reducing
errors [11]. However, HPGD, generally owned by the
provider(s), is not always current, and is updated only
after a patient encounter.

To improve healthcare, patients are being
empowered to capture data about oneself anytime
anywhere using mobile technologies (mobile apps and
wearables) [12, 13]. This could include daily
information on exercise, medication adherence,
wellness, sleep and activities of daily living. PGHD
extends healthcare quality and coverage [3] by
additional and up-to-date patient information.

Generally, healthcare decision making has been
based on HPGD [2, 15], which has been used for
diagnosing and treating a condition, while PGHD has
been used for monitoring adherence to medication or
activities [14]. We focus on how PGHD and HPGD can
converge to improve healthcare decision making
(Figure 1). Convergence of HPGD and PGHD can
support faster decisions taken remotely and improve
patient care [16-18]. Decisions taken remotely can
improve the ability for quick interventions leading to
better health outcomes [19]. Also, the availability of
accurate and usable PGHD can improve decision
making. One such scenario includes monitoring of
patient’s medication adherence at dose, daily, weekly,
and monthly level. This can yield missing doses due to
“medication holidays” and decision making can lead to
suitable interventions to address such challenges.
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Figure 1. Healthcare decision making landscape
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However, the proposed convergence of PGHD and
HPGD is complex with several challenges [16-18, 20,
21]. We present a high-level view of PGHD (mobile
apps and wearables) for healthcare decision making,
business models, and challenges in Figure 2.
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Figure 2. Schematic for Patient Generated Data for
Healthcare Decision Making

In the context of convergence of PGHD and HPGD,
our research questions are:

RQI1: What are the challenges in convergence of
PGHD and HPGD, and how can they be addressed?

RQ2: How can health care decision making be
improved by using PGHD in addition to HPGD?

Towards that goal, a semi-systematic review is used
to analyze research articles for transparency, clarity, and
complete reporting [22-24]. We then conducted a
systematic literature review using the PRISMA
(Preferred Reporting Items for Systematic Review and
Meta-Analysis) approach [25, 26]. PRISMA consists of
identification, screening, eligibility and inclusion. Eight
themes emerged, which we integrated towards the
development of Convergence Model for Patient Data
(CMPD). We then develop a framework to illustrate
scenarios, to identify quality and timeliness
requirements in mobile healthcare environment, and to
provide necessary decision support.

2. Methodology and literature review
2.1 Methodology

The aim of the semi-systematic literature review was
to gather, analyze and systematize [27] the convergence

of PGHD and HPGD for healthcare decision making [1,
14, 28], following the guidelines from Snyder [29].

PGHD is a rapidly growing field which focuses on data
captured via mobile apps and wearables [30, 31]. HPGD
historically has been data captured in patient encounters
with HP. As PGHD and HPGD terms are more recent
additions to the healthcare glossary, we searched for
articles using inclusive keywords in EBSCOHOST and
JSTOR databases. We also searched for major
informatics and IS journals (Figure 3). We then
conducted a systematic literature review using the
PRISMA (Preferred Reporting Items for Systematic
Review and Meta-Analysis) approach [25, 26]. Figure 3
gives an overview of the process followed where the
studies were identified, screened, assessed for
eligibility, and were included for review. The inclusion
and exclusion criteria of articles are included in each of
the four stages.

2.2 Literature review

We used (“Mobile health” OR “Mobile app”) AND
(“EHR” OR “EMR?”) as search terms in the “Abstract”
of articles in the databases. To make our search robust,
we used variations of the keywords: m-health, mhealth,
and EMR. Our search resulted in a total of 368 articles:
327 from EBSCOHOST (Nggsconost = 327), 22 from
JSTOR (Njstor =22) and 19 from major informatics and
IS journals (Nmasor-is = 19). We screened 368 articles
(NSCREENED = 368) and €XChld€d 100 (NEXCLUDED-
screeNep = 100) duplicate and redundant articles. The
remaining 268 articles (NeLigisre = 268) were assessed
for the eligibility criterion of PRISMA. Therefore, 176
articles (NEXCLUDED-ELIGIBLE = 176) which were not full-
text were excluded. This resulted in 92 articles
(Nivcrupep = 92) which were further reviewed by
focusing on “mobile health” and “EHR” convergence.

Each researcher individually evaluated these articles
and then the team synthesized the findings collectively.
In case there was a difference of opinion concerning
whether an article should be considered or not, the
researchers discussed and resolved the conflict. Text
data from the abstract and articles were analyzed
through an iterative process following the principles of
hermeneutics [32]. Themes were identified following
the guidelines of qualitative analysis from Miles et al.
[33]. Researchers observed that some articles simply
used the terminologies “m-health,” “mobile health,”
and/or “EHR” for references with no emphasis on the
usage, implementation, and/or convergence of m-health
and EHR. This led to the exclusion of additional thirty-
nine articles (NexcLupep-rinar = 39). Finally, the
remaining 53 articles (NincLupeprinar = 53) were
examined in detail to determine how convergence of
PGHD and HPGD data facilitated healthcare decision
making.
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EBSCOHOST (https://www.ebsco.com/products/research-databases) is an online reference system consisting of 375 databases, including MEDLINE Complete,
PUBMED, CINAHL, Business Source Complete, Dynamic Health, Health Library, Global Health, Academic Search Complete, and PsycINFO. JSTOR
(https://about.jstor.org/) is a digital library of 12 million academic journal articles, books, and primary sources across 75 disciplines, including Medicine and Allied
Health, Social Sciences, and Science and Mathematics. Major informatics and IS journals are JAMIA, IJMI, MISQ, ISR, JMIS, EJIS, ISJ, JAIS, JSIS, JIT, & DSS.

Figure 3. Literature Review Based on PRISMA Approach

3. Results

3.1 Themes from PGHD and HPGD studies

The final list of 53 articles were examined with an
emphasis on the convergence of PGHD and HPGD.
Major gaps were identified, and several non-
overlapping patterns emerged. We classified the
patterns into twenty intermediate themes. After several
iterations, eight final themes emerged with little overlap
(Figure 4). 37% of the articles (19/53) focused on
convergence, its challenges, privacy and security, and
trends. 25% of the articles implemented a specific
component of convergence (13/53), while 21% (11/53)
developed prototypes. 9% of the articles (5/53)
considered user training or testing of prototypes with
doctors and medical students, and the remaining 9%
articles (5/53) focused on standardization and
compliance.

3.1.1 Convergence Requirements. The articles (Table
1) considered the convergence of HPGD applications
and decision support systems to improve decision
making, patient care, and quality of life (QoL) [34].
Resistance to EHR adoption using mobile infrastructure
[35], the use of mobile devices to integrate QoL [34] and
clinical trials in EHR [36], and technologies and
strategies to improve outcomes [37, 38] and related
challenges have been identified. Standardized data
exchange and process to integrate HPGD applications
with PGHD applications in diverse settings globally are
proposed. There is a need for tools, guidelines, models,
frameworks, and metrics to assist in the evaluation of
proposed solutions. Further, decision-making research

can study the benefits of convergence at different levels
and generalization of these findings in other settings.

[ ]
Convergence requirements (11%)

. Challenges (9%)

® Standardization and

compliance (9%‘

" Education (9%)

Privacy and
security (8%)
" Implementation and
adoption (25%)
Trends (9%)

e

¥ Systems development and
prototype (21%)

Figure 4. Themes from PGHD and HPGD studies

3.1.2 Challenges. The articles (Table 1) focused on
challenges related to standardization of data generated
by PGHD applications [39], implementation of health
IT [40], and barriers to implementation of PGHD
applications for capturing patient data [41] have been
identified. The intervention of HPs for reporting data
generated by mobile apps & wearables and gaining
insights from patient data have been proposed as unique
solutions [41, 42]. Overload of nurses in the converged
environment, privacy and security related to social
media, data granularity, and the generalization of
solutions can be studied.
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3.1.3 Privacy and Security. The articles (Table 1)
focused on security in data sharing at different
capacities, data storage in the cloud, and implementation
of m-health in regulatory compliance. The key insights
include security risk associated with data sharing and
PGHD  application implementation [43] and
implementing HIPAA in patient data accessible through
cloud [44, 45]. The challenges associated with data
sharing, tradeoffs between protecting data and the
advantages of convergence, and ensuring security and
cloud performance can be addressed.

3.1.4 Trends. The trends (Table 1) will lead to better
decision making once the challenges of mobile devices,
mobile applications, and regulatory compliance in
different settings are addressed. The trends identified
are extended by proposing mobile device in “hospital
modes” [46], identifying several m-health applications
to be reliable, accurate, and FDA-certified [47]
including the evidence for various clinical informatics
approaches [48].

3.1.5 Systems development and prototypes. The
articles (Table 1) focused on prototypes of PGHD
applications, clinical DSS, prototypes for clinicians, and
applications for self-management and personalized
messaging. Evaluation included simulation and user
tests including beta test, pilot test and case studies. The
privacy and security concerns such as secure bi-
directional exchange of encrypted information [16, 18,
21] were addressed.

3.1.6 Implementation and adoption. The articles
(Table 1) focused on chronic diseases such as stroke,
diabetes, and heart disease. Quality of life and end-of-
life care were also studied. Some studies have
implemented FHIR (Fast Health Interoperability
Resources) technologies with mobile technologies [49,
50]. PGHD applications positively affected decision
making and could improve productivity and quality of
care. Mobile devices can support different
functionalities and lead to better and more effective
healthcare as compared to paper-based systems.

3.1.7 Education. The articles (Table 1) focused on
educational activities for medical and pharmacy
students, nurses, and other healthcare professionals [51,
52]. PGHD applications can enhance abilities to develop
and employ self-regulatory and informatics skills.
Simulated patient records, as an effective teaching aid,
can lead to better patient outcomes [53]. The educational
activities will lead to improved productivity and better
outcomes [54]. Further work can include activities for
patients - as individuals and as a group - to improve
adherence and outcomes.

3.1.8 Standardization and compliance. The articles
(Table 1) focused on access, HPGD application
development, and ethics [55]. Standardization and
compliance pose a difficult challenge due to the

dynamic nature of technologies and regulations [56].
Management must balance among multiple factors:
regulatory needs including reimbursement criteria and
employee productivity to achieve desirable outcomes. A
study proposed a middleware model based on HL7 to
support data interoperability [57]. FDA certified PGHD
applications can make healthcare professionals and
HPGD application providers trust patient data can help
in standardizing the data for better decision making.
Further work can be done to test PGHD applications and
infrastructure  for compliance  with  reporting
requirements and to identify challenges in implementing
various frameworks.

Table 1. Themes and Classification of Papers
Article | CR | CH | PS | TR | SDP | TA | ED | SC
[50] X
[16] X

[58] X
[59] X
[57] X
[60] X
[49] X
[61] X

[62] X
[37] X
[63] X

[64] X
[55] X
[65] X
[41] X

[42] X

[66] X
[67] X
[18] X

[38] X

[68] X
[69] X
[
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[
[
[
[
[
[
[
[
[
[
[
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[
[
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[

70]
71]
7]
73]
51] X
46] X
44] X
40] X
74] X
39] X
75] X
52] X
36] X
53] X
76] X
77] X
43] X
78] X
48] X
56] X
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3.2Convergence Model for Patient Data

We synthesize the identified themes into a
multilayer model to characterize the research maturity
by positioning existing work at different layers. This 5-
layer model (Figure 5) offers guidelines in identifying
research opportunities, similar to the Schein’s model of
organizational culture [84, 85] where a subsequent layer
builds on the previous layers(s). Layer 1 includes the
vision, challenges, and requirements. The next step is
implementation and development included in Layer 2,
followed by system testing and adoption in Layer 3.
Layer 4 focuses on decision making, and the health
outcomes are described and studied in Layer 5.

lying Outcomes

Laver 3: Tesiing and Adoption

Lavyer 2: Patient Generated Health

Vision/Identifying
Challenges/Requirements

Figure 5. Convergence Model for Patient Data
(CMPD)
Developed Using Schein’s Model [84, 85]

We mapped the eight themes (Figure 5) into the
CMPD layers. Using hermeneutics, convergence
requirements {6}, challenges {4}, privacy and security
{4}, and trends {5} were mapped to Layer 1 (19
articles). Systems development and prototype {11}
were mapped to Layer 2 (11 articles). Implementation
and adoption {13}, education {5}, and standardization

{5} were mapped to Layer 3 (21 articles). Thus, all 53
articles were mapped into the first three CMPD layers.
We find research gaps in decision making (Layer 4) and
healthcare outcomes (Layer 5) in the converged
environment (shown as dotted rectangles).

4. A framework for decision making

We next present the Quality and Timeliness (Q&T)
framework, based on the literature, using (a) scenarios
of decision making and requirements and (b)
implementation for the converged environment.

4.1Scenarios for decision making

An intriguing dichotomy exists in healthcare where
some healthcare decisions focus on high quality without
time constraints, while other decisions are time critical
even if the quality of information is still uncertain and
evolving such as in disease/epidemic tracking.
However, interestingly there can be situations where
decisions may need both high quality and timeliness
such as emergency response systems. Below, we discuss
numerous scenarios of the Q&T framework (Figure 6)
where time sensitivity increases from green to red.

Remote
Services Management Response Systems
Q
U
A Adherence
L and Training Monitoring EHR Data
I
T
Y
Activity
Patients Monitoring Tracking
TIMELINESS

Figure 6. A classification of several PGHD and
HPGD applications

Timely availability of patient data from both PGHD
and HPGD is becoming crucial for patient care.
Monitoring of patients through PGHD applications can
enhance the quality of care and save lives potentially.
With availability of wide range of sensors (such as ECG,
Sp02), the PGHD can enhance the timeliness and
quality of care [86]. While huge amount of data is
generated for a patient contributing to the Big Data
revolution, timeliness of data availability still remains a
challenge in the healthcare context [87]. Timeliness and
quality requirements are presented in Figure 6 & more
details in Table 2 for the considered scenarios.
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Table 2. Quality and Timeliness Requirements

4.2 Quality & Timeliness (Q&T) framework

. Ql{allty Decision Potential
# Scenarios Requirement Window Impact . . )
of Decisions _ Figure 7 shows an implementation of Q&T
1 lsz‘ynsf;rgrfsncy Response High Minutes Indévri)‘ﬁ;;‘sl to framework with examples of where and how we can add
5 | Mobile Access o [T\ | Minutes | Individuals PGHD and HPGD to improve the quality and timeliness
EHR Data of healthcare decisions. These include (a) determining
Disease/Epidemi ) ) Number of -1
3 Trlziifzg prdeme Low/Medium | Minutes | LM © the need for hospitalization, (b) providing care after an
Remote Management Minutes Group of ER/hospital visit, and (c) suggesting lifestyle changes
4 Of(fgaﬂn*liFeutlcalS High to Hours Patients and/or medications. It is clear that these decisions have
and U 1€8 . . . .
Adh - iy different timeliness requirement and PGHD and HPGD
5 Corin: Medium Howes | Individuals will play different roles in decision making. However
Monitoring to Hours play g. >
i we argue that better decisions will be made by utilizin
6 | Activity Monitoring Low Mlgl‘”‘es Individuals g . y utilizing
to Hours = - both HPGD and PGHD in the healthcare decision
roup o . .
7 | Billing Services High ]\D;Z:l:;’ Healthcare making. Several other scenarios can be developed to
Professionals show how both HPGD and PGHD can be utilized to
. . Group of : : : :
g | Medical Education | \ooponpoq | Davsto |l e meet timeliness and quality requirements.
and Training Weeks .
Professionals
Empowerment of . Days to Group of
o Patients Low/Medium Weeks Patients
Is patient in
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es
No
A
y .
Current and detailed Get symptoms, major : " Mobile access
PGHD and HPGD ———>| complains and past history Q—Pl\é‘;tﬁg";c;;;é% PGHD | Get current condition and |
. from patient and/or family ° an . treatment for the patient °

Improved guidelines from
EHR and clinical trials =—%
(HPGD)

Determine the most likely

PR,
condition ‘mobile apps ang

Is condition
acute?

Suggest tests, lifestyle
changes and/or
medications

l

Provide follow up care

!

Prescription management

Current data on
hospitals and
patient’s preference

@

Find a hospital with
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o
o

Recent medication data
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(PGHD & HPGD)

@

Vital signs and information from

(PGHD)

apps and wearables
(PGHD & HPGD)

@

Ready to
discharge?

d wearables

No Yes Data from prior
health monitoring
(HPGD)
Data from EHR, o] Continue the Provide ]

necessary care follow up care

Long-term data from mobile
apps and sensors on lifestyle
(PGHD)

Recent data from mobile apps
and wearables on daily activities
and adherence (PGHD)

PGHD Patient generated

Mobile access to health data
e-prescription HPGD Healthcare professional
generated data

Figure 7. An Implementation of Quality and Timeliness Framework

5. Discussion

The convergence of PGHD and HPGD offers
improved healthcare decision making and effective
and personalized interventions [78]. One of the major
challenges is to deliver timely and context-sensitive
PGHD to the decision makers in their location at the
best possible quality and lowest cost.

5.1 Recommendations for future research

We identify future research which include access
to infrastructure, reliability, availability, and end-to-
end security (Figure 8) under five directions.

5.1.1 Data integration and mobile access.
Integrating data from PGHD applications and
wearables is challenging due to data volume, various
data formats, different data structures, and data timing.
The semantic interoperability between PGHD
applications and HPGD has been addressed [17, 21,
49]. For convergence, a healthcare professional needs
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to have access to PGHD and HPGD from anywhere,
anytime. Several authors [77, 82] and systems [21, 49]
address parts of the challenge, but an integrated
approach is required to address challenges related to

-

. Data from N

¢ healthcare providers
—

Data from apps
—

’ v

mobile devices (display, battery, and network access),
access to multiple mobile networks (connectivity), and
end-to-end security (trusted networks).

Monitoring

Decision >

Data from sensors
—

.. 4G/5G Cellular

W-LANs .

Satellites .~

\
]
'
'
1
Making !
]
Ll

Quality and
Speed of
Decision Making

Development of Theoretical Framework

Figure 8. Visualization of Future Research Directions

5.1.2 Quality and speed of decision making. None of
the articles addressed the quality of decision making.
However, the speed of decision making was included
in certain articles. Even with a lack of metrics, one way
to study the “quality” of decision making is to focus
on how and where converged information may be used
in the decision making process. Decisions can then be
compared with historical data to see improvements in
healthcare quality. We presented high-level details of
Q&T Framework for subsequent implementation and
evaluation. Multiple metrics, including the speed of
decision making, the number of errors in decision
making, patient outcomes, and healthcare costs, can be
utilized. The comparison can also be done both
immediately after the converged environment
becomes available and longitudinally over time. There
is a need for protocols to deal with data quality
challenges for PGHD (incorrect wearable data).

5.1.3 Cost items and regulatory challenges. The cost
items for the convergence are: (1) the cost of HPGD
application, (2) the cost of integrating information
from multiple sources, (3) the cost of PGHD
applications, (4) the network and device cost, and (5)
the management, regulatory, and maintenance cost.
Therefore, a research study could evaluate the cost
effectiveness using the return on investment (ROI)
metric. Work is needed to address the liabilities related

to errors and their propagation through PGHD
applications [88] and wearables. It is necessary to
study regulatory cost if the FDA treats PGHD
applications as a medical device. More clarity on the
emerging regulatory environment will be beneficial as
the integrated environment is implemented. Globally,
the impact of countries' individual regulations on data
privacy and security, especially for patient health data,
should be addressed in future research.

5.1.4 Impact of emerging technologies. PGHD
applications generate data as they monitor activities
and conditions continuously. The amount of data in
HPGD applications also increases with time. Decision
making will involve analysis of a vast amount of data,
which includes controlled and uncontrolled data from
HPGD and PGHD applications respectively in
multiple forms (structured and unstructured).
Examining for short-term and long-term patterns using
artificial intelligence [89] can facilitate personalized
decision making using smart systems [90]. Future
research can study the impact of emerging
technologies on HP in terms of (a) the need for
additional skills and (b) workload for decision making.
5.1.5 Development of a theoretical framework. We
did not find any studies using theories for decision
making or developing theoretical framework. To add
rigor, a theoretical framework is necessary. Several
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interesting phenomena include patient empowerment,
comfort with PGHD applications, data quality and
security challenges, and difficulties in accessing
HPGD applications while being mobile. Research can
use the lenses of the Health Promotion Model, the
Humanistic Nursing Theory, the Cognitive Load
Theory, the Social Cognitive Theory, the Theory of
Planned Action and Behavior, to explain these
phenomena and evaluation using field studies.

5.2Limitations of the study

Our search included literature published in English
language only, and thus insights from the literature in
other languages are not included in this review.
Research in PGHD applications and wearables is quite
dynamic and therefore some observations may change
over time. Finally, additional research should address
how to improve the quality of data provided by the
patient to improve decision making by addressing
motivation to deliver PGHD and perceived usefulness.

6. Conclusion

Decision making for healthcare has been an
important area of research due to both its complexity
and the potential impact of decisions on patients. This
review generates several interesting insights. Eight
themes were identified: convergence requirements,
challenges, privacy and security, trends, systems
development and prototypes, implementation and
adoption, education, and standardization and
compliance. Besides answering our first research
question, these themes helped us in proposing the
Convergence Model for Patient Data (CMPD). This
model depicts the maturity of research in layers such
that it can be used to evaluate and categorize current
and future research on convergence of PGHD and
HPGD. A framework is presented to identify quality
and timeliness requirements and to provide necessary
decision support for scenarios where timeliness is
more important than accuracy.

Decision making could involve additional data
from PGHD applications and wearables in designing
personalized interventions. The interventions can be
further improved by using current clinical guidelines.
Using monitored data, appropriate decisions can be
made quickly to improve health outcomes. Healthcare
professionals may use PGHD, for example, to
determine the type and frequency of dosing and use
lifestyle data to determine personalized wellness
interventions. This helps in addressing our second
research question. We hope that the findings of this
paper should encourage researchers to focus on the
recommendations for future research, including

changes in the quality of decision making due to
PGHD and its effect on healthcare outcomes. One way
to achieve integration could involve promoting EHR
vendors to also provide m-health apps to address both
interoperability and trust.
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