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Abstract

Data governance have been relevant for companies
for a long time. Yet, in the broad discussion on smart
cities, research on data governance in particular is
scant, even though data governance plays an essential
role in an environment with multiple stakeholders,
complex IT structures and heterogeneous processes.
Indeed, not only can a city benefit from the existing body
of knowledge on data governance, but it can also make
the appropriate  adjustments for its digital
transformation. Therefore, this literature review aims to
spark research on urban data governance by providing
an initial perspective for future studies. It provides a
comprehensive overview of data governance and the
relevant facets embedded in this strand of research.
Furthermore, it provides a fundamental basis for future
research on the development of an wurban data
governance framework.

1. Introduction

The digitization of cities has been discussed for
years within the concept of smart cities. Research on
cities has developed rapidly in recent years, and the term
‘smart city’ is frequently used. The literature on smart
cities reveals multiple perspectives and definitions of
the concept. While some definitions focus on
information and communication technologies (ICTs) as
drivers and enablers of sustainable development, others
focus more on socio-economic, governance, and multi-
stakeholder aspects [1]. The technological discussion is
mainly driven by the implementation of smart city
services with the help of Internet of Things (IoT)
technology and cloud computing [2, 3, 4, 5, 6, 7, 8]. As
such, a silo perspective of the corresponding data is
prevalent. A holistic view of the entire city might break
down the nation of data silos in individual sectors'
applications (e.g. smart solutions for waste
management, traffic management and air pollution) and
yield enormous potential in the area of data-driven
decision-making, simulation and urban services. But,
the baseline for such approaches, in parallel with the
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appropriate information and communication technology
(ICT) infrastructure, are urban data. Urban data are
highly heterogeneous in some aspects (e.g. format,
source, quality, privacy requirements, quantity) [9, 10].
Thus, without proper management of data at the city or
even national level, their potential cannot be fully
realized, digitization projects will always prove
challenging, and a holistic view of the entire city will
not be realized. Data governance can help overcome
these challenges and create semantic compatibility
between different technologies and data silos and bring
stakeholders together through standardized data
processes, data models and policies [11, 12, 13]. While
many publications deal with ICT architectures and IoT
implementations in cities [9, 14, 15], only a few studies
focus on data governance in an urban context [16, 17,
18]. We want to promote research on urban data
governance by providing an initial perspective for future
studies. Therefore, this literature review provides a
comprehensive overview of data governance and the
relevant facets embedded in this research stream.
Consequently, this paper focuses on the following three
research questions (RQ):

RQI: How is the concept of data governance
conceptually defined?

RQ2: How is current research structured with respect
to data governance?

RQ3: Which dimensions of data governance research
are applicable to smart cities?

We applied a machine-learning-supported
systematic literature review method to answer these
RQs. This approach facilitates analysing more than 600
articles and gaining insights from a large dataset that
leads to answers to the RQs.

The rest of this paper proceeds as follows: Section
2 provides background information on smart cities and
data governance. Section 3 positions the paper in
relation to existing work, and section 4 describes the
applied research method. Section 5 shows the results of
the text-mining analysis and unpacks the big picture of
the data governance research stream. Concentrating on
data governance in the urban context, section 6
synthesizes the findings. Finally, the paper concludes
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with a discussion and an outline of further research
directions in section 7.

2. Background

As an umbrella concept, the term governance refers
to the act of governing in public and the private sector
[19]. It sets the framework for the self-regulation of a
system. That includes processes, strategies and
mechanisms that shape the balance of power, decision-
making, conflict resolution and the management of
resources [20]. In the city context, governance is more
than an elected government making and implementing
decisions about assets, strategies and policy
instruments. It is about managing a complex network of
public authorities, citizens, stakeholders, civil society
and businesses, and achieving effective collaboration
between these different actors to promote democratic
decision-making, strengthen citizen participation, foster
public dialogue and improve the quality of decision-
making [21]. That includes the effective use of ICT and
data for transparency, citizen participation and
optimized processes. Some researchers view today’s
cities as data factories and the engine of the urban data
ecosystem that continuously generates enormous data
[9, 22]. These ‘data factories’ consist of various devices
(e.g. IoT) and operational (legacy) systems of city
infrastructure, city services and city administration.
Urban data can be generated and gathered from a wide
range of sources and can be distinguished by source,
structure, format, time, size and access rights (closed,
shared, and open). Thus, urban data can be specified as
highly heterogeneous and extremely fast-growing [9,
10]. This situation leads to two connected topics: data
management and data governance in cities.

A uniform and efficient data management
framework is an integral component of smart cities.
Some studies describe urban data management as
consisting of the components (1) data acquisition, (2)
data processing and (3) data publication [10, 14, 23, 24].
Additional data security and privacy and networking
and computing technologies reflect cross-layer
components [14]. These components contain various
fields of action. For example, standards are necessary to
enable consistent data acquisition across different data
sources. Furthermore, data quality must be ensured, as
poor data quality affects the entire data process. After
raw data are gathered, they can be used by various
applications and services. Therefore, providing a
standardized (open) application programming interface
(API) is essential to foster data reuse and avoid
redundancy [9, 14].

While data management deals with technologies,
systems and their implementation, data governance
deals with strategic issues, such as required data

management measures and responsibilities [25, 26].
Some definitions of data governance are available in
scientific literature, but a common understanding is that
data are a company asset, and data governance
represents a strategic framework for roles, duties and
systems [25, 26, 27, 28, 29]. From a practitioner
perspective, data governance is a company-wide
strategic framework for all data-relevant topics, in
which guidelines, standards, processes, responsibilities
and technologies represent the main action fields. Data
governance and data management are closely
interconnected, but they have a different focus. Data
governance is the blueprint, while data management is
the technical implementation of data governance [25,
30, 31, 32]. Drawing on IT governance theory, Khatri
and Brown [26] define a data governance framework as
consisting of five decision domains: (1) data principles,
(2) data quality, (3) metadata, (4) data access and (5)
data life cycle. The data principles domain derives
appropriate standards, policies and guidelines that affect
the actions of the other four domains. The International
Data Management Association provides a highly
comprehensive framework on data governance and data
management, in which data governance lies at the centre
of all data management activities and ensures balance
and consistency [25].

3. Related work

The discussion on data governance is not entirely
new, either in academia or in practice [25, 26, 28, 29,
30, 31, 32]. Therefore, we analysed relevant related
studies (i.e. literature reviews on data governance) to
better position our work in the body of knowledge and
contribute to research by specifically addressing
research gaps. For example, research has conducted
literature reviews on data governance from a cloud-
computing perspective [33, 34]. In their work, Saed et
al. [34] examine data governance with a particular focus
on security policies. However, they do not explain
which databases, methodologies and search terms they
used to conduct the literature review. Al-Ruithe et al.
[33], also investigate data governance from a cloud-
computing perspective. They describe in detail what
criteria they used to search and select the articles. They
focus on 52 highly cited articles. However, latest
available papers were not included in the analysis.
Further literature reviews on data governance are
available in the health domain [35, 36]. Given that the
health domain deals with personal and sensitive data, it
is not surprising that research is already available there.
Elliott et al. [35] describe state of the art in data
governance policies for healthcare data warehouses.
They explore a conceptual framework for data
warehousing governance, with nine dimensions, in 15
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identified papers. Holmes et al. [36] conducted similar
work a year later. They examine 31 papers regarding
data warehousing governance for clinical research in
distributed research networks. The Data Governance
Institute framework guides the analysis and provides the
grounding framework. Lee et al. [37] conduct a
literature review on data governance to identify
governance factors for platform ecosystems. To this
end, they examined 51 papers. Similar to Saed et al.
[34], they do not mention the search criteria or
methodologies. Alhassan et al. [38] conduct a
comprehensive analysis of data governance by deriving
the current state of research from six academic
databases. The result is an overview of the frequency of
data governance activities, represented by the
dimensions of action, area of governance and decision
domain. Unfortunately, it is not clear from the analysis
which data governance activities are specifically
identified. It is also unclear whether the selection of
literature is limited to a specific sector. Nielsen [39]
conducts a literature review on data governance to
suggest areas for future development of data governance
in the public sector. However, limitations of that work
are that the derivation is based only on reading the
abstracts of the 62 articles, resulting in limited insights.

Literature reviews are a significant scientific
contribution because they provide a stable basis for
scholars’ own research and the research of others. They
identify research gaps in the particular field and provide
an agenda for further research [40, 41, 42, 43]. In
contrast with the presented reviews, we differ in the
methodology used, the number of papers analysed and
the specific focus on smart cities. We contribute to
research and practice by (1) providing an overview of
the research structure of data governance, related
theories and concepts; (2) providing an overview of the
current fields of action of data governance in the smart
city context; and (3) offering a starting point for future
work in other fields with relevance to data governance.

4. Research method

In this paper, in addition to providing a detailed
analysis of data governance in the smart city context, we
aim to present a big picture of data governance research.
Therefore, we developed a text-mining-supported
systematic literature review based on prior work [42,
43]. Figure 1 illustrates the research process.

According to Kitchenham and Charters [43], a
review process has three main steps. The first is
planning the review, in which the motivation, the
research questions and the search strategy are
determined. The second step is to conduct the review.
For this, we initially applied the search strategy shown
in Table 1 in the Web of Science (WoS), ACM, IEEE,

EBSCOhost and Emerald databases. We exported the
results of each database directly as a RIS/BibTeX file,
imported into our literature management software and
cleaned of duplicates, which resulted in a final count of
612 articles.

Review Conducting Reporting
planning the review the review
L Application of the
dentification © the search strategy Documenting and
need for a review e
Extraction of - Thi
Research questions results: This work
relevant paper
Search key words Terts st
Search databases analytics

Qualitative content
analysis

Figure 1. Research process

Criteria and filter

Table 1 reports the search strategy. In contrast to
traditional literature review approaches [40, 42, 43], we
integrated a text-mining phase in the research method.
Through text mining, we were able to cluster 612 papers
by thematic affiliation and generate insights from the
entire dataset. Furthermore, a network analysis revealed
the relationship of the topics to each other. After the text
mining analysis, we identified smart city papers from
the large dataset and conducted a full-text analysis of
these relevant work using an inductive coding approach.
Finally, we captured all results, which is the last step in
the research process.

Table 1. Search strategy

In-/Exclusion criteria Search database
Language: English WoS: 436
Search ‘Data ACM 45
string: Governance’ IEEE: 126
Time range:  To 2021 EBSCOhost: 138
DB search Title, abstract, Emerald: 21
fields: keywords Duplicates: 154
Document Journal article, Total: 612
type: conference paper

5. Data governance research structure

We used RapidMiner Studio 9.9 for the
implementation of the text-mining procedure.
RapidMiner is a machine-learning and data-mining
software that offers an extensive extension for text
processing. It is freely available for research and
educational purposes [44].

The hybrid text-mining-supported literature review
begins with the structuring of the dataset to be analysed.
The dataset should contain at least the title and abstract
of the paper. Using any suitable software, the abstract
texts are processed by tokenizing. This means that the
abstract of each article is parsed into individual
indexable elements. Subsequently, the dataset is cleaned
by filtering out non-letters and stop words (e.g. ‘the’,
‘this’, ‘me”). In addition, we filtered out generic words
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such as ‘article’, ‘paper’, and ‘study’ to remove
background noise from the dataset for cluster analysis.
By tokenizing into individual elements, meaningful
combinations such as ‘big data’ are lost. This also leads
to individual words of the combined term appearing
frequently and distorting the semantic
comprehensibility, resulting in words such as ‘data’
appearing more frequently than others. To recover the
semantic intelligibility, we form n-grams. For example,
a bi-gram is formed by joining two consecutive words
with an underscore (e.g. big_data). In our analysis, we
formed tri-grams, which allowed us to achieve a high
level of detail. Finally, the processed dataset can be
analysed using data-mining methods such as K-means
clustering to identify thematically related clusters.
Therefore, in our case, we used the cosine similarity
value as the clustering algorithm, which is particularly
suitable for texts [45]. Finally, the cluster analysis
output can be used to create a network graph based on
each paper's similarity/distance value.

Figure 2 illustrates the result of the text-mining
process as a word cloud. The most important keywords
in the word cloud are data management, data quality,
data sharing, decision making and data analytics. These
are general topics without domain specification.
Considering the keywords that make up a small part of
the total, domains such as smart city, health data, cloud
computing and big data governance can be identified.
The word cloud is thus a first indicator of how research
on data governance is structured.

data_protection_ret
data_analysis in

data_source
smart, cny

general_data_protection

data mana ement
e data_quality

“erass-data_analytics ata,_collect
% cloud_computingdata - SSets dectoric_peattn

smar_ites parsonal_data .
u

Figure 2. Word cloud

Another artefact used to gain insights from the text-
mining process is the clustering output, as shown in
Table 2 with cluster ID/label, the number of papers per
cluster and the words that make up the cluster.
RapidMiner Studio 9.9 is able to determine the optimal
number of clusters using the value ‘average within-
centroid distance’. The higher this value, the more
variance is contained in the clusters, indicating that the
clusters are not thematically significant [46, 47]. From
the ‘average within-centroid distance’ value and the

interpretability of the words assigned to the cluster, we
estimated the cluster number 10 for 612 articles as
optimal through several iterations, taking into account
human sensemaking to ensure robust results.

Table 2. Data governance cluster

Cluster Significant terms
ID/Label

(No. of

articles)
0/big data | big data; big_data_governance;

(120) data_analytics; big_data_analytics;
data_analysis;

data_governance framework;
social_media; data_processing;
social governance

1/data data_management; data_sources;
management | maturity level; governance processes;
(75) business_models; data_standards
2/data data_sharing; data_integrity;
sharing access_control; machine learning;
(71) data access
3/operation | data_ stewardship; customer data;
and data_collection; cross_functional;
organization | higher education_institutions;
(22) data_governance practices;
4/master master_data; master _data_management;
data data_management; data_quality
a9
S/cloud cloud_computing; cloud_data;
computing | security data; cloud data_governance;

47 data_security
6/decision | data_quality; decision_making;
making business_intelligence;
92) information_technology; enterprise data
data_governance model;
reference_model; quality control

7/corporate | data_assets; information_governance;
governance | corporate_governance;
31 governance_models; information_assets
8/health health data; health_care; clinical data;
(49) covid_pandemic; clinical trials;
web based; health data governance
9/city and | data protection; smart_city;
citizen personal data; general data protection;

59) data_protection_regulation;
european union

Cluster 0 forms the largest cluster, which contains
topics on big data in combination with data analytics,
data processing and data governance framework.
Cluster 1 includes topics on data management, data
sources and data standards. Cluster 2 is dominated by
data sharing and data access topics and contains the
keyword machine learning, which indicates that
machine-learning applications are related to these
topics. Cluster 3 lists the organizational and operational
aspects of research with terms such as data stewardship,
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data collection, and cross-functional and data
governance practices. Cluster 4 represents the thematic
of master data, management of master data and data
quality. Cluster 5 represents the topical focus on cloud
computing; an indication that cloud computing in a data
security context plays a role in data governance is also
visible through the keywords security data and data
security. In cluster 6, keywords such as business
intelligence, decision making and enterprise data are
represented. Data governance thus seems to be intensely
discussed in corporate decision-making (e.g. in the
context of business intelligence activities). That the
keyword data quality is represented indicates the
importance of high-quality data for decision-making.
Cluster 7 shows the strategic character of data
governance. Data are considered an asset in the entire
company, and corporate governance plays an important
role [25, 26, 27, 28, 29]. Cluster 8 shows data
governance in the health sector with the keywords
health data, clinical data and health data governance.
Finally, cluster 9 deals with data protection, personal
data and data protection regulation. Here, the word
‘smart city’ also stands out, indicating that the data
governance discussion in the smart city context centres
on personal data and data protection. This is also shown
in the literature review by Bozkurt et al. [48], where
privacy and data protection are essential topics in the
smart city context. Table 2 reflects how the discussion
on data governance is structured in research and which
thematic focal points are emerging.

The clusters can be represented in a network graph
to find information about the connection of the thematic
foci and the relationship to other clusters. For this
purpose, we created a network graph in Figure 3.

Cluster 0 20,51 % (|
Cl

%
10,09 %

Figure 3. Data governance network graph

Cluster 0 is the largest cluster and thus forms the
largest node. Although cluster 0 forms its own cluster,
individual points are also scattered, indicating that
topics in cluster 0, such as big data, data analytics, and
data processing, are also discussed in other clusters. In
the upper-right-hand corner, the topics of master data

(cluster 4), data management (cluster 1) and data quality
(cluster 6) are grouped. This indicates that these topics
are also discussed together. Cluster 5 with cloud
computing behaves similarly to cluster 0 with big data,
in which there is a focus, but the yellow dots still appear
distributed. Another consolation is formed by cluster 8
(health data) and cluster 2 (data sharing), which show a
close interlocking, indicating that access control is an
important issue, especially in the health sector.
Furthermore, the proximity of cluster 9 shows a valuable
insight that data protection and personal data also affect
health data. Some researchers also understand smart
health as a dimension in the context of smart cities [49,
50, 51], which justifies the proximity of cluster 8 to
cluster 9.

6. Urban data governance

After presenting the broad research stream of data
governance by building the big picture with a cluster and
network analysis of more than 600 papers, this section
aims to provide an in-depth content analysis for an urban
context. To do this, we first screened the full text of all
papers from cluster 9, which is strongly influenced by
city-related topics. Among these 59 papers, we found 15
papers that proved relevant for our detailed analysis.
According to Webster and Watson [42], a review is
successful if it helps the reader understand the topic
through the knowledge gathered. A concept-oriented
structure helps highlight the main concepts in the
literature, reveal patterns and identify research gaps
[42]. An abstraction of individual sub-concepts aids in
recognizing the currently discussed dimensions of urban
data governance, identifying missing action fields, and
contributing to the theory of data governance. For this
purpose, we proceeded with an inductive coding
approach [52, 53, 54] and recorded data governance
concepts, ideas, action fields and problems, and
concerns that emerge in individual papers by full-text
reading. Incrementally, we grouped similar themes into
broader categories, resulting in eight dimensions after
several iterations. The coding process was carried out
iteratively using an Excel file to record and categorise
the individual themes. This synthesis relied primarily on
expert knowledge drawn from relevant literature. Table
3 presents the results of the coding procedure.

A first dimension refers to policy, compliance and
legal. Within this dimension, data ownership, data
sharing, data rights and legal aspects are identified. A
major part of the theme is data privacy, security and
transparency of personal data. The privacy and
transparent treatment of citizens' private data are
considered and discussed in various contexts. For
example, anonymization and re-identification of data
are discussed by An et al. [55] and Calzada and Almirall
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[56]. Privacy is often discussed in the literature as a
concern in the urban context and as a requirement of
governance [16, 17, 56, 57, 58]. A particular emphasis
is put on sharing personal data between companies and
institutions [55, 56, 57, 59, 60]. The General Data
Protection Regulation (GDPR) is stated as an essential
cornerstone [17, 55, 56, 61, 62, 63]. The necessity of
well-defined data rights [55, 60, 62], well-defined
agreements [55] and both visibility and audibility [56]
are highlighted in this context. Finally, data ownership
in the urban context is also addressed [17, 57, 61, 62].
Thus, the data sovereignty of data owners goes hand in
hand [17, 58, 60, 61].

Another dimension that can be derived from the
literature is the management of stakeholders in urban
data governance. Research reveals the following
stakeholders: municipal service providers [59, 60, 61],
city government [55, 57, 59, 60, 61], private companies
[55,57, 59, 61], citizens and municipalities [55, 57, 59,
60, 61], and research institutions and non-profit
organizations [55, 61]. In the context of smart cities,
stakeholders take on an integral role. Different actors
from different sectors have different goals and
requirements. This interdisciplinarity also occurs in the
field of data governance. Paskaleva et al. [17] describe
the stakeholders within urban data governance as a
cross-sectoral structure, making stakeholder
collaboration a key challenge of urban data governance.
Doneda and Belli [64] recommend a collaborative
multi-stakeholder approach to urban data governance. In
general, the collaboration of different stakeholders is
considered necessary for a sustainable and successful
implementation of a smart city [65, 66, 67].
Stakeholders are involved at different levels of the data
process, from data collection to provision. The needs of
the different stakeholders must be taken into account. To
this end, it is important to know which stakeholders are
active in which phase of the data processing and to
ensure the necessary communication, regulations,
cooperation guidelines and contracts. This leads to the
question of the responsibilities and roles of the
individual actors [61].

The dimension of ‘organization’ comprises three
aspects. The first is the collaborative [59, 60] and
comprehensive [55] character of data governance. The
multidisciplinary stakeholders [64] in the organization
must be considered, as described in the stakeholder
context, as must the alignment [16] of stakeholders'
needs and interests [55]. Data governance in
organizations is also related to the transformation and
change process [59]. The literature includes roles and
responsibilities that can be attributed to the organization
dimension. In particular, the following roles are
mentioned in the literature: data steward, technology
steward, governance officer, data committee, data

provider [61], data consumer, data subject and data
collector [55]. However, the literature neither explains
nor describes the roles and responsibilities in detail.
Thus, no firm conclusions can be drawn on the

organizational structure of urban data governance.

Table 3. Urban data governance dimensions

Dimension Key Content Article
Privacy, personal data [16, 17, 55, 57,
. 58, 59, 60, 61,
protection, GDPR, 62. 63. 64 68
transparency, security 69i P
Policy, Data cthics, trust, [55, 56, 58, 63,
compliance o
and legal justice 64]
g Regulations, legal, data | [16, 17, 56, 58,
rights 61, 63, 64]
. . [17, 56,58, 59,
Sharing, ownership 60, 61, 63, 64]
Ppbllc service .p.r0v1der, [16, 17, 60, 61,
Stakeholder citizen, authorities,
) 64, 69]
research, companies
Collaborative,
comprehensive,
alignment, multi- [16,17, 55, 64,
disciplinary, 70]
transformation, needs
and interests
Data steward,
Organization | technology steward,
governance officer, data [16.57. 60, 61,
committee, data 70]
provider, data
consumer, data subject,
data collector
o [16, 56, 58, 61,
Responsibilities 64, 69, 70]
Data dato researc data, gov. | 1165361, 3
classification ’ - EOV- 68, 69]
data
Data quality, misshape,
asymmetry,
Dj‘;fi inconsistency, [16, 55, 63, 69]
quality misinterpretation, data
reusability
Qpen data, private data, [16. 17, 55, 56,
Data internal data, public
. 58,59, 61, 62,
access data, restricted data, 64, 69]
open API ’
Data hf.e cycle, data [17,55.58. 61,
generation, data 63, 69]
collection, data storing >
Data IoT, data model,
management | architecture, data' ' [17,55, 56, 61,
source, data monitoring, 62,63, 69]
data linkage, data >
infrastructure
. Standards, [16, 55, 56, 57,
Principles interoperability,
; a 58, 61, 62, 64]
integrability
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Urban data differ in many ways. Smart cities are
considered as data factories and therefore show high
heterogeneity. The literature shows the classification of
urban data into big data [16, 55, 58, 64, 68], official
institutional data, corporate data, research data [61],
machine-generated data, human-generated data and
organizational data [68]. Big data in the urban context is
the most discussed. Lupi [16] lists a classification of
small, medium-sized and big data. Small data is
understood as data generated by people from visual and
textual media (departmental project reports). Medium-
sized data is understood as data from public
administration, universities and cultural institutions
with a social value published within transparency
measurements and statistics.

Data quality can be identified as another dimension
in data governance. In the literature, misinterpretation of
data and false information due to poor data quality are
discussed. The danger of manipulation of urban data is
also deemed a challenge [55]. Data quality measures are
necessary throughout the entire life cycle to achieve a
consistent database for the city [16, 55, 63, 69].

Data access is a significant dimension because of
the heterogeneity of urban data, whether it is the data
source, the actors or the data structure and type. The
topic can be divided into legal and technical
perspectives. On the one hand, access rights of different
stakeholders are discussed and named as a challenge in
the urban context [55, 56, 60, 61, 63, 68]. This
discussion is mainly considered in connection with data
sharing and data exchange. On the other hand, technical
issues such as the design of open APIs are also listed
here [57, 58]. From the standpoint of data access, the
following classifications are visible: private, internal,
public, restricted data and open data. Especially open
data are often mentioned [16, 57, 59, 60, 61].

Data management is the dimension that deals with
the technical issues throughout the data life cycle. Data
management is also considered the executive hand of
data governance [57]. Data life-cycle issues
encompassing data generation, acquisition, processing,
storage and archiving can be identified from the
literature. In turn, these are linked to broader themes
such as data modelling, metadata management, data
architectures and data infrastructures [17, 55, 56, 58, 61,
62, 63, 69].

To support these dimensions, principles such as
establishing standards in all aspects of data handling
[55, 56, 60, 61, 62, 63] and enabling high
interoperability and integrability [16, 55, 60, 63] appear
in the literature.

7. Discussion and future research
directions

The goal of this literature review is to spark
research on urban data governance by providing an
initial perspective for further studies. Therefore, it
provided a comprehensive overview of data governance
and the relevant facets embedded in this research
stream. Moreover, it provided a fundamental basis for
future research on the development of urban data
governance framework. With regard to RQI1, we first
outlined the data-related challenges of cities and the
need for data governance measures in cities in the
background section. Subsequently, we conceptually
defined the understanding of data governance by
deriving it from the existing literature [25, 26, 27, 28,
29, 30, 31, 32]. By transferring existing knowledge on
data governance from different fields to the urban
context, a valuable contribution can be made to the
development of urban data governance. In related work,
we have reviewed existing literature reviews on data
governance. We differ from existing papers on data
governance in the methodology used, the number of
papers analysed and the combined analysis of data
governance in general and in an urban context. With a
focus on RQ2 to develop the general research structure
on data governance, a comprehensive collection of
papers is required. Searching relevant academic
databases resulted in the collection of more than 600
articles. This large number is difficult to process
manually, so we added a text-mining phase to our
literature review method. We clustered the articles by
their thematic affiliation using K-means. The cluster
analysis with 10 clusters thus shows the discussed areas
of data governance in research and which topics are
discussed frequently (Table 2). Furthermore, the
network analysis shows which superordinate domains
(clusters) are closely linked or have little connection
(Figure 3). These artefacts provide insights into action
fields and domains of data governance on a meta-level.
The identified domains/clusters are valuable in
searching for data governance practices and their
transferability to the smart city sector. Cluster 9 contains
relevant papers for a detailed analysis of urban data
governance. Addressing RQ3, we identified 15 articles
with a clear urban focus within cluster 9 and analysed
them in a full-text reading process. We abstracted the
individual topics found in these articles and categorized
them into eight dimensions through inductive coding.
The dimensions ‘policy’, ‘compliance’ and ‘legal’
appear in 14 of the 15 papers. Here, we observe a
correlation with the smart city literature, in which data
protection and privacy are also dealt with in different
contexts [14, 48, 71]. The European GDPR is an
essential element in data protection and privacy [55, 56,
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61, 62, 63]. The open data movement of cities and the
use of IoT in urban infrastructures (e.g. cameras for
parking surveillance) raise questions about data sharing,
data access and data ownership [61, 65, 72, 73]. That is
not an easy challenge given the multi-stakeholder
landscape in the urban context. Data governance implies
a transformation process and is not a temporary project
but a deeply rooted part of the organization [25, 29]. To
meet the interests of multidisciplinary stakeholders
sustainably, organizational structures with
responsibilities, roles and communication levels are
necessary in urban data governance. According to Batty
et al. [73], smart governance is the required overarching
intelligence that connects the other smart city
dimensions. It aims to improve the quality of life by
involving different stakeholders. To achieve this goal,
ICT solutions are used to connect relevant stakeholders
and make the city ‘smarter’. However, applying ICT to
existing urban infrastructures does not necessarily make
a city smart [74]; instead, it is about how ICT uses data
to drive growth and guide urban development processes
[75]. Therefore, data governance plays an essential role
in smart city research and practice.

The full-text analysis shows that data governance
should support the interests of citizens and the
sustainable development of cities. Unfortunately, the
discussion provides little evidence on how data
governance for cities actually look like and how it can
be implemented. Except for Lupi [16] and Paskaleva et
al. [17], the remaining papers explore only concerns,
issues and challenges related to data and the role of data
governance practices. Therefore, a framework that
supports cities in implementing data governance would
be a fruitful future research direction. The smart city
literature focuses strongly on IoT applications, ICT
reference architectures and smart city frameworks [3, 4,
14,22, 66, 73], but a focus on urban data governance is
missing. Thus, a possible research avenue is to develop
a data governance framework for cities that enables
integrated data management. In this sense, research
could develop an adaptive reference model for urban
data governance that considers the dimensions of Table
3 refined with existing data governance reference
models from other domains and expert interviews.
Developing models can be expensive and time-
consuming for companies and institutions. Therefore,
reference models are a proven method to increase the
effectiveness and efficiency of the actual modelling and
subsequent implementation. Reference models claim to
be generally valid and serve as ready-made solution
schemes for coping with practical problems [76, 77, 78].

By implementing holistic data governance, cities
should be able to build an integrated urban data basis
and merge data silos. Doing so would open the door for
many smart city solutions, from services for citizens to

data-driven decision-making at the policy level and the
implementation of urban digital twins. Data governance
and data management are relevant for companies.
Indeed, a city can benefit from this wealth of knowledge
and make the appropriate adjustments to its digital
transformation. Combining the current understanding of
smart cities, data management and data governance, we
can define urban data governance as follows: Urban data
governance assesses all data-related issues of a city from
a holistic perspective. The main goal is to ensure
sustainable urban development by managing data in the
interest of citizens and promoting business and services.
The findings of this review contribute to research
and practice by (RQ1) conceptualizing the construct of
data governance, (RQ2) outlining the current structure
of research on data governance, and (RQ3) providing a
detailed analysis on the dimensions of urban data
governance. The findings provide a basis for further
research and practical implementation. The identified
gaps and future research directions can help other
researchers to focus their work effectively. In addition,
practitioners can use the results to implement data
governance in their projects and strategies. For example,
when developing a smart city strategy, the results of this
work can help address the need for action on data
governance and take the dimensions of data governance
into account. Beyond contributing to the knowledge
base of data governance, our text-mining-supported
literature review methodology can be adapted to other
research areas. With text mining, we were able to
present the entire collected corpus on data governance
in a structured way and glean insights into the most
frequently mentioned data governance topics, thematic
structures, and thematic clusters' relationships.
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