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Abstract

Data stored in the cloud are susceptible to an array of threats from hackers. This is because threats, hackers
and unauthorized access are not supported by the cloud service providers as implied. This study improves user
privacy in the cloud system, using privacy with non-trusted provider (PNTP) on software and platform as a service
model. The subscribers encrypt the data using user’s personal Advanced Encryption Standard (AES) symmetric
key algorithm and send the encrypted data to the storage pool of the Cloud Service Provider (CSP) via a secure
socket layer. The AES performs a second encryption on the data sent to the cloud and generates for the subscriber
a key that will be used for decryption of previously stored data. The encryption and decryption keys are managed
by the key server and have been hardcoded into the PNTP system. The model was simulated using the Stanford
University multimedia dataset and benchmarked with a Privacy with Trusted cloud Provider (PTP) model using
encryption time, decryption time and efficiency (brute force hacking) as parameters. Results showed that it took a
longer time to access the user files in PNTP than in the PTP system. The brute force hacking took a longer time
(almost double) to access data stored on the PNTP system. This will give subscribers a high level of control over
their data and increase the adoption of cloud computing by businesses and organizations with highly sensitive

information.
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1. INTRODUCTION

Cloud computing is a computing model that
enables convenient on demand network access
to a shared pool of configurable computing re-
sources that can be rapidly provisioned and re-
leased with minimal management efforts or ser-
vice provider interactions [1]. The main aim of
cloud computing is to reduce the need for cus-
tomers’ investment in new hardware or software
by offering flexible cloud services, with a sub-
scriber reaping the benefits of the pay per use
approach. Cloud computing demands addressing
security and privacy issues like vulnerabilities,
threats, and attacks and proffering possible solu-
tions. Threats in cloud computing may include
data breaches, human error such as accidental
deletion of data by the cloud service provider or
physical catastrophe, malicious insider, account
hijacking and distributed denial of service. Iden-
tified vulnerabilities in cloud computing are con-
sumers having reduced visibility and control, on-
demand self-service which has simplified unau-
thorised use of cloud services, Internet-accessible
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management APIs been compromised, failing of
separation among multiple tenants, and incom-
plete data deletion.

A classic definition of security in terms of its
basic characteristics is confidentiality, integrity
and availability which are the three key require-
ments for any secure system [1]. Confidentiality
is the ability to hide information from those peo-
ple unauthorized to view it. It is the basis of many
security mechanisms protecting not only informa-
tion but other resources. Integrity is the ability to
ensure that the data are accurate and unchanged
representation of the original information. Avail-
ability ensures that a resource is readily acces-
sible to the authorized subscriber upon the sub-
scriber’s request [1].

Privacy is the right to have information about
oneself left alone [2] or the selective control of
access where individuals control their interac-
tion and information exchange with others [3].
To assure their privacy, individuals try to con-
trol their openness to others based on their re-
lationship and the value given to the informa-
tion [4]. Despite cloud computing’s widespread
acceptance, security and privacy issues resulting
from the illegal and unethical use of information
or disclosure of confidential information has hin-
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dered businesses from adopting cloud-based ser-
vices due to misconduct that can be performed by
the service provider. Subscribers to cloud-based
services need to be assured of confidentiality, in-
tegrity and availability of their data to gain their
confidence on the use of the platform. As a result,
numerous researchers have studied and surveyed
the issues of security and privacy in cloud envi-
ronments over the years. To induce subscriber’s
confidence, there is need for an efficient system
which performs authentication, verification and
encrypted data transfer. While cloud computing
is associated with numerous security and privacy
problems, it can be improved by implementing ef-
ficacious solutions.

The study separated cloud computing security
issues from its privacy issues while confiden-
tiality, integrity and availability are ensured by
proposing a Privacy with Non-Trusted Provider
(PNTP) system. The subscriber’s data are cate-
gorized based on its level of sensitivity. The sys-
tem will give its subscriber the right to hide very
sensitive information from unauthorized persons
including the cloud service providers.

The rest of the paper is arranged as follows:
Section 2 gives some of the existing work; Sec-
tion 3 discusses description of the proposed sys-
tem, algorithm for secure storage and accessing
data from CSP or PNTP category; system imple-
mentation, result and analysis are given in Sec-
tion 4; conclusion and future work are drawn in
Section 6.

2. LITERATURE REVIEW

The main aim of cloud computing is to reduce
the need for customers’ investment in new hard-
ware or software by offering flexible cloud ser-
vices, with a subscriber reaping the benefits of
the pay per use approach. Customers ‘concern
about privacy issues remain a major barrier for
the adoption of cloud computing services and plat-
forms [5-7].

Cloud subscribers do not have access to the
cloud’s internal operational details; therefore
Cloud Service Providers (CSP) may voluntarily
examine subscribers’ data for various reasons
without detection [8]. An example is the Kenyan
election of September 2017 which was cancelled
due to information tampering and the 2012 attack
to the cloud where 50 million subscriber accounts
of Drop box were hacked [9]. [10] makes an argu-
ment for identity management system to achieve
more automatic and fast subscriber account provi-
sioning and de-provisioning in order to ensure no
un-authorized access to organizations’ cloud re-
sources by some employees who have left the or-
ganizations since mobility of employees in some
organizations is relatively high.

To secure customers data entrusted to cloud
servers’ owner, [11] proposed an authorized
deduplication scheme using Ciphertext-Policy At-
tribute Based Encryption (CP-ABE). The scheme
solved the problem of storage of data, data shar-
ing and control over access permissions in en-
crypted deduplication storage. The scheme pro-
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vided client-side deduplication while providing
confidentiality to prevent exposure of subscribers’
sensitive data on untrusted cloud servers. The
system provided an adequate trade-off between
storage space efficiency and security in cloud envi-
ronment which is suitable for hybrid cloud model.
Loss and manipulation of data from unknown
sources was prevented by providing secure com-
puting environment, which is defined as a system
implemented to control storage and use of data
[12].

[13] provided an enhanced technique for im-
proving security and protecting the privacy of the
cloud computing subscribers by encrypting the
data before it reaches the server’s storage. Anal-
ysis of cloud computing issues on data integrity,
privacy and its current solutions were discussed
by [14]. Integrity check was done by the data
owner or a third party auditing by using RSA
and MD5 (Rivest-Shamir-Adleman and Message
Digest algorithm 5) cryptographic algorithm to
avoid overwhelming workload for the data owner.
[15] developed an authorization system to im-
plement network security and protect sensitive
data of each patient. The system is an access
control model in hybrid cloud for healthcare sys-
tems, which handled security vulnerabilities. It
includes protecting share data containing basic
information of patients among hospitals in the
system and protecting private patient data that
can be accessed only by the treating doctor. The
model was implemented in a real-case application
to demonstrate its effectiveness in managing dif-
ferent levels of security and privacy. [16] proposed
the security of big data in the cloud, such that
only legitimate subscribers will have access to the
cloud services. Their framework considers a data
owner encrypts data with clock timing when stor-
ing data to the cloud storage. When subscribers
try to access the data, it is done by permission
according to its task and role. The research was
able to achieve full secured and authorized access
to cloud with big data. [17] identified challenges
in maintaining multimedia data security and pri-
vacy for mobile cloud subscribers. They proposed
image encryption technique called privacy pre-
serving lightweight image encryption (PPLilE).
The PPLiIE algorithm proceeds with a three step
process to secure the image data in mobile be-
fore storing to the cloud. The encryption time of
PPLiIE was reduced by 50% approximately than
the encryption time of AES algorithm. The mea-
surement of key sensitivity and file with varia-
tion of chunk size expressed superior performance
of PPLiIE. [18] discovered new privacy challenges
originating in emerging new usage requests, on
the accumulated content from multiple sources
of various integrated devices at the Edge. Pri-
vacy content of multiple sources was modelled
as resources of types of Data, Information and
Knowledge known as (data, information, knowl-
edge, wisdom) DIKW architecture. They catego-
rized content objects and relationships uniformly
as typed resources of DIKW comprising of Meta
model of DIKW and extended data graph, infor-
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mation graph and knowledge graph. They also
categorized target privacy resources of data and
information according to their modelled search-
ing space in the DIKW architecture as implicit
and explicit. [19] Considered the provision of
secured cloud environment from malicious sub-
scribers among scientific and business commu-
nity. They proposed computing trust value based
on history of access and behaviour, for the sub-
scribers to access the cloud. Parameters such
as subscriber behaviour, bogus request, unautho-
rized request, forbidden request and specification
of range was considered. Trust evaluation was
performed using K-Nearest Neighbour decision
tree, logistic regression and Naive Bayes.

They have better result in terms of efficiency,
prediction time and error rate. [20] Proposed pri-
vacy preserving deduplication protocol capable of
efficient ownership management in fog comput-
ing. It achieves fine-grained access control by in-
troducing subscriber level key management and
update mechanisms. Data invariant subscriber
level private keys enable data owners to main-
tain a constant number of keys regardless of the
number of outsourced data files. The update of
subscriber level public keys for valid data owners
at the remote storage dramatically reduces com-
munication overhead. Security and performance
analysis indicated efficiency in terms of commu-
nication and key management in fog storage. [21]
Research on the relationship between privacy and
trust in cloud computing. They construct a trust
model based on multiple factors such as direct
trust, trust risk, reward punishment and feed-
back trust. The weight of trust factor by class di-
versity and information entropy theory was deter-
mined. They proposed privacy metrics model with
multiple factors such as privacy preference, cre-
dential attribute, interaction history and privacy
feedback. The weight of privacy factor is based
on maximum dispersion. The trade-off between
privacy and trust; both subscriber and provider
choose privacy protection or trust establishment
priority by personal preference and requirement.
The simulation result revealed that privacy of
each partner can be effectively protected using
success rate, trust evaluation accuracy and pri-
vacy disclosure rate as metrics.

Various cryptography techniques have been
proposed to handle challenges in cloud comput-
ing to provide a secured computing environment
where data confidentiality can be maintained [1,
22-25]. [26] Designed a concrete privacy preser-
vation incentive and rewarding (PPIR) scheme us-
ing bilinear pairing and group oriented cryptog-
raphy technique. This was proved in the ran-
dom model. The PPIR scheme was proven se-
cure and efficient using communication cost and
computational cost as performance metrics. [27]
utilized cryptography and access control to en-
sure confidentiality, integrity and proper con-
trol of access to sensitive data. They designed
their model using an enhanced RSA encryption
algorithm and a combination of role-based ac-
cess control model with Extensive Access Con-
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trol Mark-up Language (XACML).The RSA en-
cryption algorithm was used to secure the data
in the cloud, while data access was through ac-
cess control model with encryption and decryption
having minimum time and cost.

To induce subscriber’s confidence, there is need
for an efficient system that can perform authen-
tication, verification and encrypted data transfer.
While cloud computing is associated with numer-
ous security and privacy problems, it can be im-
proved by implementing effective solutions. The
proposed privacy with non-trusted provider sys-
tem will afford the subscriber an opportunity to
take charge of access to highly sensitive data by
performing a first encryption on the raw data be-
fore uploading and handing over the data manage-
ment to the cloud service providers. However, in-
tending user will not store data with potential gov-
ernment interest. Also data with potential gov-
ernment interest will not be encrypted and stored
aboard the platform of the cloud service provider.

3. PROSPOSED SYSTEM DESCRIPTION

The proposed system in Fig. 1 comprises of
cloud subscriber and non-trusted cloud service
provider. The framework is an infusion of sub-
scriber’s security and cloud security on Privacy
with Non-Trusted Provider (PNTP) system. The
PNTP system consists of the subscriber encryp-
tion which allows the subscriber to encrypt their
data by using subscriber’s personal symmetric
key before the data is sent to the cloud ser-
vice providers (CSP). The subscriber uploads en-
crypted data to the secure cloud and the Non-
trusted provider (NTP) makes use of the Ad-
vanced Encryption Standard (AES) to perform a
second encryption on the data. The NTP gener-
ates for the subscriber a key that will be used for
decryption whenever the cloud data is retrieved.
The encryption and decryption keys are managed
by the key server and have been hardcoded into
the proposed privacy with non-trusted provider
system. The cloud encrypted data are sent to the
cloud database for storage.

Algorithm for Secure Data Storage and Re-
trieval from PNTP

In this category, the data contains highly sensi-
tive information that needs to be concealed from
the CSP. The data is encrypted on subscriber’s
side before uploading to the secure cloud. First,
the data categorization mechanism is applied
to check for highly sensitive data. Then the
subscriber encrypts the data making use of AES
registered in a trusted module and uploads the
encrypted data to the storage pool of the CSP
via secure socket layer (SSL). Data retrieval
entails the subscriber logging into the CSP and
sends a request for data access. The CSP checks
the data category for sensitivity and asks the
subscriber to register on the trusted module to
check the validity of the registration details. If
valid, trusted module informs the CSP and sends
an encrypted symmetric key ko to the subscriber.
The CSP sends data to the subscriber who makes
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Figure 1: Proposed System Design for the PNTP System.

use of the symmetric key to decrypt the data. To
access the original data, the subscriber further
uses their personal decryption key ks from the
first encryption. The algorithms were partitioned
into algorithm 1 for data categorization on PNTP
system, algorithm 2 to retrieve sensitive data
from PNTP system and algorithm 3 for validation
of data retrieval request. The flowchart for algo-
rithm 1, algorithm 2 and algorithm 3 are shown
in Figs. 2, 3 and 4 respectively.

Algorithm 1:
PNTP System

// category is set based on the sensitivity

of data; highly sensitive data is encrypted

before uploading to CSP

// Subscriber checks for data category:

i. IF category is set

Input: DPC = PNTP //here DPC represents data
privacy category

Data Categorization on

THEN do

ii. DSD + EKPrDO (EKPubCSP (PNTP, data id,

owner id, EK (data,K1))) // subscriber

encrypts sensitive data with AES algorithm

before upload to CSP

//DSD represents the highly sensitive data

of the subscriber

iii. DSD « CSP // subscriber uploads

encrypted data to CSP

iv. REGDO +« EKPrDO (EKPubTM (PNTP, data id,

owner id, K2)) //subscriber registers with
trusted module

v. K2 + Generate symmetric key // CSP

performs a second encryption using AES and

generates symmetric key

ELSE

vi. Print: (No privacy required)

//subscriber data is not sensitive
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Algorithm 2: To Retrieve Sensitive Data
from PNTP system

i. input:  REQsub // Subscriber
logs in to CSP and sends request to
retrieve data
ii. ACK + REQsub
//CSP acknowledges request
iii. REGDO « EKPrSub (EKPubTM (Uid, access
control required, owner id, data id,
PNTP)) //Subscriber registers with
trusted module and provides k2
// trusted module receives the registration
information from subscriber and checks for
validity
iv. IF (DPC = PNTP) and K2 is valid
// the data DPC is sensitive
THEN
v. Fetch Data + (PNTP,data id, owner id,
EK(data,kl))
// subscriber decrypts the data
DPC with public key k2 and his own
private key ki
ELSE
vi. PRINT subscriber request cannot be
granted
END IF

Algorithm 3: Validation of Data Retrieval
Request

i. Input: ACDO = ACrequested

// request is valid if the requested access
control is equal to access control of data
permitted by subscriber

ii. IF ( ACDO = ACrequested )

THEN

Vou. 40, No. 2, MarcH 2021.
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iii. PRINT ‘‘Request is valid”

iv. // Trusted module sends subscriber
information to CSP as:

REGDO + EKPrTM (EKPubCSP (Uid, access
control, owner id, data id))

//Trusted module grants permission to CSP to
send the encrypted data EK (data, k2) to
subscriber

v. Trusted module sends the symmetric key K2
to subscriber i.e.

K2 « EKPrTM (EKPub sub (K2)) // K2 represents
encrypted symmetric key

vi. DSD « CSP // CSP sends the encrypted
data EK (data, k2) to subscriber via SSL.
vii. DSD + K2 // Subscriber then decrypts
encrypted data received from CSP using
symmetric key K2

viii. IF (Subscriber accesses the original
data successfully)
THEN

ix. // Subscriber decrypts DSD using
private key, K1 i.e:

DSD « K1 //subscriber uses k1l to perform
a second decryption to access highly
sensitive data

ELSE

x. PRINT: (Invalid Request )

// Subscriber request cannot be granted
END IF

4. SYSTEM IMPLEMENTATION

An AES 256 encryption and decryption key was
hard coded into the PNTP system implementa-
tion using Microsoft C#. NET. Software as a
service (SaaS) and platform as a service (PaaS)
cloud models were considered. The subscriber
sends encrypted data to the CSP who performs
a second encryption on the data and the time it
takes for the encryption to be successfully com-
pleted is recorded by the system as one of the pa-
rameters for evaluation of the system processes.
The encrypted data are then stored on the cloud
database of the CSP secure cloud. At data re-
trieval, the CSP authenticates the request of the
subscriber then checks the data category. The sys-
tem provides the subscriber’s symmetric key man-
aged by the key infrastructure and if it is correct,
the CSP then performs a server decryption on the
CSP encrypted data and returns to the subscriber,
otherwise an error report is returned. The decryp-
tion time is also recorded by the system as evalu-
ation parameter.

To measure the efficiency of the privacy with
non-trusted provider (PNTP) over privacy with
trusted provider (PTP), brute force hacking was
applied on both systems. Assuming that a hacker
has the correct encryption and decryption key
used by the server, brute force then attacks the
system to try and retrieve secure data that was
stored on the cloud. The attack on both systems
was successful but PTP system presented the orig-
inal data that was stored on the cloud while the
PNTP system returned a subscriber encrypted
data to the hacker. It also took the hacker more
time to access files stored on the PNTP system.
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4.1. Home Page Interface

Figure 5 illustrates the home page interface,
showing the interface of both systems (PTP and
PNTP). The home page interface provides sub-
scribers with functionalities like uploading data
to the server, encrypting the data, downloading
data from the cloud and decrypting the data to get
access to the original data. It also shows an eval-
uation based on time it takes for brute force to ac-
cess data. The encrypt-and-upload files to server
allows the subscriber to make selection of the data
to be sent to the CSP and the server encrypt but-
ton encrypts the data and saves the encrypted for-
mat in the cloud. Access to the data stored on the
cloud is possible only when subscriber has the cor-
rect encryption and decryption key. On accessing
server encrypted data, the subscriber further de-
crypts data making use of their client decryption
key. The second part of the homepage shows the
evaluation of both systems making use of a brute
force attack. The evaluation allows for the num-
ber of simulations to be picked and reports the av-
erage success time for each simulation assuming
that a hacker has access to the decryption key of
the data.

4.2. Interfaces for Dataset File Directory

The program has customized file extensions for
encrypted file by the server (.saes) and the client
(.caes). The system shared directory for all files
encrypted by both the provider and the client as
shown in Fig. 6. The caes.saes extension implies
that a file was first encrypted by the subscriber
before uploaded and was encrypted again by the
server of the PNTP system. The encryption and
upload to server in Fig. 7 allows subscribers to
upload and store encrypted data on the PNTP
cloud. A successful encryption notification is re-
turned when encryption is successful otherwise a
failure notification is returned. To retrieve data,
the subscriber must provide credentials to prove
authenticity. At the point of download, the sub-
scriber will have access to the .caes data. A sec-
ond decryption is done on the subscriber side to re-
trieve the original highly sensitive data as shown
in Fig. 8. Provided that the hackers have access to
the correct decryption key, Fig. 9 displays the av-
erage time it takes for a hacker to access the files
stored on the cloud for both privacy with trusted
provider and privacy with non-trusted provider.

5. RESULTS AND DISCUSSION

The system implementation was tested with
files that comprises of audio, video, images
and text from Stanford University multimedia
dataset.

The system implementation revealed the follow-
ing: client file with size 29666 bytes was success-
fully encrypted before uploading to NTP system,
using 0.608 seconds as shown in Fig. 7. Client
file with size 5145440 bytes was successfully de-
crypted from PNTP system using 1.054 seconds as
shown in Fig. 8. In Fig. 10, NTP encrypted client
files (.caes) with size 48032 bytes using 0.61 sec-
onds. NTP attempted to access client encrypted
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Figure 7: Interface for Client to select and upload encrypted files to non-trusted provider.
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Figure 8: Interface showing successful decryption of file from non-trusted provider.
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Average time to hack file with PTP = 1.053seconds
Average time to hack file with PNTP = 2.015seconds

Figure 9: Interface for sample server hacking.
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Table 1: File size vs encryption and decryption time.

Table 2: Average hacking time of PTP vs PNTP.

S/N File type File
size

Encryption Decryption
time (secs) time (secs)

(bytes)

1 pdf 5145436 1.032 1.054
2 pdf 328177 0.644 0.619
3 pdf 83614 0.608 0.608
4 pdf 8011557 1.401 1.319
5 pdf 93384 0.663 0.629
6 pdf 52076 0.6 0.626
7 gif 29666 0.608 0.597
8 gif 35 0.823 0.59

9 jpg 48030 0.994 0.612
10 ipg 252382 0.632 0.64

11 jpg 1384386 0.745 0.737
12 jpg 5372 0.581 0.603
13 doc 73216 0.609 0.58

14 doc 15337 0.591 0.587
15 doc 671351 0.682 0.684
16 doc 474145 0.632 0.641
17 doc 569926 0.647 0.667
18 doc 990721 0.679 0.671
19 mp3 11576278 1.717 1.66

20 mp3 782273 0.692 0.673
21 mp3 835695 0.763 0.672
22 mp3 4555725 1.013 1.01

23 mp3 2610453 0.931 0.862
24 mp3 1704000 0.816 0.739
25 mp4 181715 0.63 0.62

26 mp4 3685525 0.968 0.959
27 3gp 168672756 17.391 21.415
28 mkv 200015204 20.444 20.1

29 avi 87820032 10.632 11.386
30 avi 23357440 3.609 3.575

file (.caes) with size 48048 bytes using decryption
time 0.608 seconds but encounter difficulty to ac-
cess the original data because of the client encryp-
tion performed on the data.

The system was also evaluated with thirty files
from Stanford University multimedia dataset.
The proposed PNTP system was evaluated and
benched marked with the PTP system using
encryption time, decryption time and efficiency
(brute force hacking) as parameters. We assume
file sizes ranging from 35 bytes to 200,015,204
bytes and simulation for 10 iterations. The dif-
ferences in the encryption and decryption time
for PTP and PNTP systems are negligible for the
same file size as showed in Table 1.

This revealed that, there is no opposition to the
use of the proposed PNTP system. The brute force
hacking as showed in Table 2 took longer time (al-
most double) to access data stored on the PNTP
system. The results indicated that, it will take
a longer time to hack subscriber files if they are
first encrypted by the subscriber in the PNTP sys-
tem before uploaded to a trusted module. Also,
the files the hackers gets after successfully break-
ing the PN'TP cloud is an encrypted file while that
olf tl:ie PTP cloud is the original file saved on the
cloud.

Nigerian Journal of Technology (NIJOTECH)

S/N File File size Average Average
type (bytes) hack- hack-
ing time ing time
(PNTP) (PTP)
1 pdf 5145436 10.252 5.182
2 pdf 328177 1.801 0.907
3 pdf 83614 1.356 0.679
4 pdf 8011557 14.918 7.468
5 pdf 93384 1.352 0.673
6 pdf 52076 1.304 0.652
7 gif 29666 1.267 0.625
8 gif 35 1.041 0.518
9 ipg 48030 1.28 0.639
10 jpg 252382 1.665 0.853
11 jpg 1384386  3.614 1.793
12 jpg 5372 1.05 0.512
13 doc 73216 1.454 0.728
14  doc 15337 1.227 0.599
15 doc 671351 2.34 1.17
16 doc 474145 2.017 1.017
17  doc 569926 2.262 1.125
18 doc 990721 2.891 1.448
19 mp3 11576278 21.184 10.651
20 mp3 782273 2.521 1.276
21 mp3 835695 2.616 1.313
22 mp3 4555725 < 9.018 4.518
23 mp3 2610453 6.535 3.133
24 mp3 1704000 4.096 2.042
25 mp4 181715 1.691 0.843
26 mp4 3685525  7.553 3.761
27  3gp 168672756 345.058 171.057
28 mkv 200015204 377.878 184.427
29 avi 87820032 161.139 80.26
30 avi 23357440 42.203 21.154

6. CONCLUSION

Cloud computing is embraced by businesses and
organizations because of easy access to resources
and reduction in the cost of services. While it is
important for subscribers to be able to access their
information on time and unmodified, it is also im-
portant that unauthorized persons do not have ac-
cess to their information.

Privacy with non-trusted provider (PNTP) so-
lution was proposed to address privacy issues
on the cloud platform. The system categorizes
subscribers’ sensitivity information into no pri-
vacy (NP), privacy with trusted provider (PTP)
and privacy with non-trusted provider (PNTP).
Privacy with non-trusted provider system was
implemented for highly confidential information
that has to be kept away from the cloud service
providers. The subscriber will have to upload an
already encrypted file to the cloud and the file is
encrypted again by the service providers. This
method is efficient because access to the original
file may be difficult. Any decryption attempts by
hackers will encounter the encrypted file by the
subscriber due to double encryption. The hack-
ers will have to access the subscriber’s decryption
key before they can access the original informa-
tion which is difficult.

Future works include considering other encryp-
tion and decryption techniques and compare the

Vou. 40, No. 2, MarcH 2021.
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Privacy with Non-Trusted Provider

{oeh

WINPNTP

€\sers sarga Deshiog'cheme e §_ipg jpg caes saes

Chiert file sucessfully decrypted

File sizs: 48048Bytes

Privacy Trusted Provider

Decryption tirme: 0.608¢econds

-
)

Semver Decnet

Wte to file

Processng status

Done!

x

fpconds
[secends

by nen-trusted provider!

Figure 10: Non-trusted provider denied access to client encrypted files (.caes) on the server .

results with AES. The issues of bandwidth, mem-
ory and transmission channel consumption can
also be considered.
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