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Multilateral processes on cybersecurity have recently begun to include
official statements drawing attention to its gendered dimensions. Several
delegations participating in the United Nations Open Ended Working
Group (OEWG) on developments in the field of information and
telecommunications in the context of international security have stated
the need for gender mainstreaming into cyber norm implementation and
gender-sensitive capacity building, as well as a better understanding of the
linkages between cybersecurity and gender equality frameworks. However,
questions remain about the overall application of gender perspectives to
cybersecurity, as well as what kinds of action are needed to effectively
implement a gender approach to cybersecurity and turn those goals into

reality.

To tackle this knowledge gap, this report outlines the relevance of gender
norms to cybersecurity. It draws on existing research, supplemented by
stakeholder and expert interviews, to assess gender-based differences in
the social roles and interaction of women, men and non-binary people of
all ages reflected in the distribution of power (e.g. influence over policy
decisions and corporate governance), access to resources (e.g. equitable
access to education, wages or privacy protections), and construction
of gender norms and roles (e.g. assumptions regarding victims and

perpetrators of cyber-facilitated violence).



Opverall, gender norms inform cybersecurity in two ways. First, gender
constructsindividual identities, roles and expectations within cybersecurity
and broader society, such as the frequent association of technical expertise
with men and masculinity. Second, gender operates as a form of hierarchical
social structure. This means that activities and concepts associated with
masculinity, such as technical expertise, are often, but not always, valued
over those associated with women and femininity, such as communications

expertise or equality, diversity and inclusion initiatives.

To understand how gender shapes specific cybersecurity activities, this
report proposes a new cyber-centric framework based on the three pillars
of design, defence and response, aligned with prevalent perspectives
among cybersecurity practitioners and policymakers. In each of these
three pillars, the research identifies distinct dimensions of cyber-related

activities that need to be considered from a gender perspective.

Design

Technology design is gendered: it misunderstands,
omits and consolidates certain gendered uses,
privileges perceived masculine practices over feminine
ones, and essentializes femininity in problematic ways.
Cybersecurity design inherits these issues. The threat
models, reporting and user-control procedures, and
advertising of cybersecurity technologies mean that
women are more likely to have cybersecurity threats
downplayed or omitted; more likely to have additional
security burdens; and more likely to be affected by

disingenuous cybersecurity marketing.

C
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Defence

Defensive threat simulations and characterizations
often involve gender stereotyping. More deeply,
how we think about defence - that is, what it means
to defend and the common-sense actions we take
to defend - reflects a series of norms associated with
masculinity, such as protection, technical competence
and autonomy. Gender norms around vulnerability
can make admitting error, seeking help or working
cooperatively more difficult, generating reluctance
to actively pursue cybersecurity defence or exercise

transparency.

Response

Cybersecurity responses involve distinct gender
dynamics. The priorities, composition, expected
practices and working hours, and workplace culture
of incident-response teams require gender analysis.
Furthermore, the informality of cybersecurity response
communities — often composed of close trust networks
formed through years of interaction - means that
they may have lower participation from women and
minoritized groups, even when adjusted for overall
proportions in the industry. Cybersecurity responses

can also involve a gendered dynamic of victim-blaming,




wherein organizations or individuals with insufficient cybersecurity

defence or identity-protection measures are perceived as “asking to be
hacked”

Research addressing the linkages between gender and cybersecurity is

sparse, although growing. Thus, in each of these pillars, the report outlines

areas for further investigation. This report also proposes recommendations

for the incorporation of gender considerations throughout international

cybersecurity policy and practice, including:

»

»

»

Cybersecurity standards have an important role to play in the
development of gender-sensitive technology design. Standards makers
should assess the extent of gender equality in cybersecurity standards,
including meaningful participation, standards content and language,
and direct and indirect gender effects. The first step towards this is
the collection of gender-disaggregated data throughout cybersecurity

policy and practice.

Efforts to address the gender gap in cybersecurity should build on
broader moves to increase women’s participation in science, technology,
engineering and mathematics (STEM). Additionally, it is important
to raise the profile and value of cybersecurity skills and expertise
beyond STEM (e.g. communications, ethics, legal governance).
All cybersecurity stakeholders should counter harmful gendered
perceptions and stereotypes, and they should support organizational

and cultural shifts that value diverse activities and capacities.

Cybersecurity legal measures should incorporate a gender perspective

into the development, implementation, oversight and evaluation of



relevant laws. Legal measures should be underpinned by open and
participatory legislative process involving all stakeholders, especially
civil society groups and organizations promoting the rights of

individuals of underrepresented and marginalized gender identities.

» All organizations - in both the public and private sectors — should

»

conduct “gender and cybersecurity” training for practitioners and
policymakers. This training should incorporate a dual focus on (a)
gender equality, diversity and inclusion in the workplace and (b) the
development of a gender perspective on cybersecurity as a professional
skill. This training will provide a practical introduction to gender as
an element of policy, ensuring that gender expertise is a foundational
and respected aspect of cybersecurity professional practice and

policymaking.

States participating in UN cybersecurity processes could support
and fund the development of a cyber and gender training toolkit and
require public sector organizations and private sector contractors to
use it where possible. Non-state actors in academia and, particularly,
civil society could contribute expertise in toolkit development,
while corporate actors could implement modified versions and use
commercial leverage to ensure others do so as well. States could also

use the toolkit to build inter-State cooperation on cybersecurity.

Such measures would ensure that cybersecurity improves the security of

people of all gender identities and expressions, as well as international

peace and security. The ultimate conclusion is that these two levels of

security cannot be separated.



Gendered dynamics and assumptions are
prevalent in the field of cybersecurity. Many
cybersecurity threats are experienced differently
by women and girls, men and boys, and people
of non-binary gender identities.! People of
different genders also participate unequally in
the formation and enactment of cybersecurity

policies and practices.?

However, it was only recently that multilateral
processes on cybersecurity started to include
official statements drawing attention to
the gendered dimensions of cybersecurity
governance.* Notably, several delegations
participating in the UN OEWG on developments
in the field of ICTs in the context of international
security have stated the need for gender
mainstreaming into cyber norm implementation
and gender-sensitive capacity building, as well as
a better understanding of the linkages between

cybersecurity and gender equality frameworks.’

Despite these developments, existing research on

gender and cybersecurity is sparse. This is partly

gender

Gender refers to the socially and culturally
constructed roles, behaviours and attributes
associated with masculinity and femininity
in a given time and place. Gender norms
are changeable over time; they inform
individual identities, social relations, and
the distribution of resources and power in
society. Although gender is often socially
understood as expressing expectations
regarding appropriate behaviour for men
and women, gender is non-binary and
diverse. It refers to people of all gender

identities and expressions.’



due to the common misperception that the technical or technological
aspects of cybersecurity are gender-neutral, and therefore gender-blind,
without different eftects for individuals of marginalized gender and sexual
identities and expressions (and other minoritized groups). It is also
arguably due partially to the constant, iterative change within the field,
which encourages experts to prioritize addressing new risks rather than

evaluating the gendered implications of cybersecurity practices.

To tackle this knowledge gap, this report explores cybersecurity issues
from a gender perspective. Specifically, the research answers the following

questions:

» What are the main gendered implications of cybersecurity policies and

practices?
» How are these implications addressed in current research and policy?

» What further actions would address gendered inequalities and

differential harms in cybersecurity?

The report answers the first research question by developing, in chapter
2, a new, cyber-centric framework, aligned with prevalent perspectives on
cybersecurity among practitioners and policy makers. This framework is
used to organize and analyse the gendered implications of cybersecurity
systems, processes and practices in three pillars: design, defence and
response. Each pillar is then discussed separately in chapters 3-5, which
outline the content of the pillar and the broad, sector-level gender dynamics

at work within it.

To answer the second research question, the discussion of each pillar

also contains a more detailed analysis of an illustrative case study:



cybersecurity standards, talent and expertise,
and legal measures. To assist policy makers
and practitioners in identifying the gender and
equality implications of technical components
of cybersecurity, we answer the third research
question by highlighting key areas for further
research; providing a framework for structuring
and synthesizing this future work; and developing
concrete policy recommendations. In so doing, we
hope to improve international cybersecurity by
reducing the negative consequences of gendered

assumptions, biases and omissions.

gender equality

Gender equality is the principle that
“women and men, girls, boys [and non-
binary people] have equal conditions,
treatment and opportunities for realizing
their full potential, human rights and
dignity, and for contributing to (and
benefitting from) economic, social, cultural

and political development”.”

9
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This report defines cybersecurity as the prevention and mitigation of
malicious interference with digital devices and networks. Malicious
interference, in turn, is defined as illegitimate intrusion into or disruption

of the functioning of digital devices and networks.*

This definition is actor-agnostic. Intrusion and disruption can be part of
State-sponsored activities, including sabotage and espionage. However,
States are far from the only actors performing intrusion and disruption.
Financially motivated cybercriminals probably represent the vast majority
of intrusions, while a range of non-State actors regularly disrupt digital

activities.’

As this definition is narrower than some others, we note two important
qualifications. First, this definition does not include general threats or risks
posed by emerging technologies, such as artificial intelligence (AI), unless
such technologies are used to enable or amplify intrusion and disruption."
Al, including the generation of “deepfake” text, image or video content, is

not per se a cybersecurity issue.

Second, this definition does not include concerns about content. The
question of whether the spread of undesirable content online is a
cybersecurity issue has a contested history. Many experts have commented
on a split between supporters of “like-minded” (or “multi-stakeholder™)
perspectives in cybersecurity, who do not include content concerns in
their conception of cybersecurity, and opponents of this view, often loosely
and simplistically grouped together under the term “cyber-sovereignty”!
This split, however, has narrowed in recent years, as “like-minded” States
have prioritized content concerns under the label of “disinformation” or

“influence/information operations™'?
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There are overlaps between content concerns
and malicious interference as defined above,
“hack-and-leak”

Consequently, in this report we include content

not least in operations."”
issues relating to gender, such as “revenge porn”
(the non-consensual publication of intimate
photos or videos), where there is an element of
malicious interference involved in obtaining that

information.'*

These overlaps notwithstanding, we recognize
that the issues above - AL" deepfakes® and
disinformation"”’ have gendered impacts.
Similarly, trolling, bullying and harassment on
social media are clearly gendered and a pressing
social and policy problem.'® Although these issues
are vitally important, they do not necessarily
involve malicious interference with digital devices

and networks, and so they are not examined here.

Our definition of cybersecurity itself has
gendered implications,” as it begins from the
security of networks, devices and systems,
rather than individuals of marginalized gender
and sexual identities and expressions (and
other minoritized groups). Beginning with the
individual - particularly women - is highly
effective in demonstrating the relevance of digital

technologies to existing gender dynamics and

gender informs
cybersecurity in
two key ways

First, gender constructs individual gender
identities, roles and expectations within
cybersecurity and broader society - such as
frequent association of technical expertise

with men and masculinity.

Second, gender operates as a form of
hierarchical social structure. This often,
but not always, means that activities and
concepts associated with masculinity -
such as technical expertise - are valued
over those associated with femininity, such
as policy expertise or equality and diversity

initiatives.?!



hierarchies. However, it is less effective in demonstrating the ways in
which seemingly gender-neutral “technical” choices - in technological
design, daily practice and regulation - are, in fact, themselves built on
gender hierarchies, assumptions and inequalities (and often inadvertently
produce new ones). We therefore begin with this more technical element
of cybersecurity and work outwards, to examine its gendered assumptions
and effects on individuals.*® By doing so, we hope to speak to current
cybersecurity policy makers and practitioners in familiar language; reveal
the gender implications of seemingly gender-neutral technologies and
practices; and assist practitioners and policy makers in developing this

gender perspective themselves.

2.1 The three-pillar framework

The framework for analysing gender and cybersecurity that we use in this

report has three pillars.

Pillar 1. Design

The design pillar of cybersecurity aims to build security into socio-
technological systems. This reduces attack surface area and prevents whole
classes of vulnerability or attack vector. It also incentivizes or requires
individuals and organizations to act in ways that increase, rather than
decrease, their security. This pillar seeks to prevent and mitigate malicious
interference in a highly anticipatory way, usually by modelling threats and

designing against those models.

13
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Pillar 2. Defence

Asachieving “perfect” cybersecurity design is impossible, the defence pillar
concerns strategies to reduce risk, identify vulnerabilities and ameliorate
potential harms after systems have been designed and implemented. The
defence pillar of cybersecurity aims to anticipate, detect, identify and
neutralize more specific threats of interference and disruption to digital

devices and networks.

Pillar 3. Response

As cybersecurity defence is a question of risk management, there will always
be cybersecurity incidents: successful intrusions into or disruption of
digital devices and networks. The last pillar of cybersecurity concerns how
States respond to these incidents. This includes post-incident investigation
and recovery; legal measures to punish and deter perpetrators; limiting
the spread of incidents through information sharing; and compensation
for those affected.

This framework aligns closely with prevalent conceptions of cybersecurity
in professional and expert communities. These communities generally see
the purpose of cybersecurity as preventing intrusion and disruption, in
line with the narrow definition of cybersecurity above.?> Moreover, these
three pillars resonate with common concepts in these communities, such
as “security by design” (pillar 1), “cybersecurity defence” measures (pillar
2) and “incident response” (pillar 3). The cyclical “workflow” structure of
these pillars - moving from design via defence to response (and back to
(re)design) - is hopefully also intuitive to practitioners who use similar

frameworks to structure and prioritize their plans and operations.



This broad framework is intended to be exhaustive, in that all cybersecurity
actions fit into at least one of these pillars. Given its simplicity, there are
areas of overlap. It is not always easy to decide where design ends and
defence begins, as more adversarial cybersecurity defence (protecting
particular targets against specific threat actors) can be assisted or even
rendered unnecessary by good cybersecurity design. Defence and response
also overlap because - as the well-known cyber “kill chain” illustrates —
cyber-intrusion or disruption is a multistage process, and each stage can

be addressed separately.”

Finally, the three-pillar framework straddles norm implementation and
capacity building. Capacity-building - including State and non-State
cybersecurity capacity - involves improvement across design, defence
and response, while the 11 norms of responsible State behaviour endorsed
by the United Nations General Assembly by consensus in 2015 can also
be implemented through actions in cybersecurity design, defence and

response.”*

In the following chapters, we provide a gender perspective on each pillar
of cybersecurity in turn, focusing on three case studies: cybersecurity
standards, talent and expertise, and legal measures (see Table 1). The case
studies were chosen because they capture existing research and policy on
gender; they offer the opportunity for specific recommendations to current
cybersecurity processes; and they are key to norm-implementation and

capacity-building.



Table 1. The three-pillar framework of

cybersecurity

Pillar Case study

Design Standards

Defence Talent and
expertise

Response Legal measures

16

Other elements (non-exhaustive examples)

Research
Threat modelling

Developing end-user guidance

Preparation and protection
Threat monitoring

Insurance and liability

Incident response
Information-sharing (for mitigation)

Insurance and compensation
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Over and above the specific context of cybersecurity, technology design
is gendered: it misunderstands, omits and consolidates certain gendered
uses, it privileges perceived masculine practices over feminine ones, and
it stereotypes femininity in problematic ways.”® These gendered aspects
have direct impact on cybersecurity. Many technology designers are
aware of the gendered implications of their work, and there are entire sub-
disciplines, including user experience and user-centred design, that seek to
improve technology design along gendered lines.? The following are select

examples of gendered technology design:

» Virtual reality prototypes have, like many technologies, omitted women

almost entirely as their intended users.”’

» The choice of women voice assistants for phones, smart speakers and
devices, and satellite navigation has been shown to reinforce harmful

assumptions about gendered power relationships.”

» The design of technologies directly marketed to women, known as
“femvertizing’, often “prey[s] on women’s assumptive need to correct
problematic behaviors or unacceptable physical deviancies”?” Gendered
assumptions about what is “normal” are deployed in advertising
material to encourage women to purchase products that enable them to

conform or minimize “abnormal” physical and personal characteristics.

» There are gendered differences in academic and industry research on

technology, as in other fields, including in citation practices.”

These broader gendered aspects of technology design influence
cybersecurity in several ways. Most basically, the conception of
cybersecurity employed in technological design is gendered. For example,
the design of smart household devices has not adequately included
intimate partner violence in the “threat modelling” phase of design,

meaning that supposedly secure smart devices increase gendered risks.”



Even services designed to prevent this problem, such as online resources
about leaving abusive relationships, can themselves be a risk to individuals
if the abuser discovers the tool. Therefore, the designers of such tools -
such as emergency “exit” buttons on the websites of victim organizations
— have to take these risks into account in their threat models.*? To reduce
the occurrence of these inadvertently dangerous blind spots, it is thus
important that the design and threat-modelling processes include diverse

perspectives and people from minoritized groups.*

Another example can be found in contemporary cybersecurity measures
aimed at protecting individuals from privacy breaches or identity theft,
which rely on the use of personal information as the backup for passwords
and online account access. These assume that the “bad actor” is a stranger
without other access to the middle name of a parent or the name of a first
pet — an assumption not met in instances of intimate partner and family
violence.* The design of online identity-verification procedures thus has
gendered effects due to the conception of “threat” they employ (and, in

this case, omit).

Theburden of cybersecurity workisalso gendered. Privacy settings on social
media are more likely to be activated by women, especially for images.*
Women are expected to exercise near-total control over their own digital
footprint (such as changing passwords and deleting social media accounts,
etc.) in order to reduce their vulnerability to digital coercive control.*
Failing to act as a perfect digital user — due to a lack of time or literacy, or
a reliance on technology for support and social connections — becomes a
source of victim-blaming.?”” There is also a trade-off here between difterent
cybersecurity goals: permitting companies to design applications that
access location and other data can be a way of preventing other privacy
threats, even though the companies use this data commercially, which can
itself be a threat.
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Finally, the advertising of cybersecurity
technologies is gendered. Software that can
remotely monitor phones and other devices
is marketed as designed for child protection,
enabling families to track the movements of their
children online.*® But this software is also used
in situations of intimate partner violence (and
is often termed “stalkerware”).” Google has
banned all advertising of stalkerware to combat

this dual-use problem.*

Overall,

gendered omissions, biases and reinforcement

cybersecurity design inherits the
of gendered assumptions that are evident in
technology design. The threat models, reporting
and user-control procedures, and advertising of
cybersecurity technologies mean that women (or
the most vulnerable gender groups in a particular
context) are more likely to have cybersecurity
threats downplayed or omitted; more likely to
have additional security burdens; and more likely
to be affected by disingenuous cybersecurity

advertising.

3.1 Case study:
cybersecurity standards

Cybersecurity design and implementation are
governed by a wide range of direct and indirect

standards, aiming to make digital technologies

gender- sensitive
and inclusive

Gender-sensitive policy and programmes
are aware of and address gender differences
in the way people are affected by policy.
Gender inclusive policy-making refers
to the use of language, decision-making
procedures and other practices that
proactively support the equal participation
and influence of people of all gender

identities and expressions.*®



compatible with goals on quality, ethics, safety,
integrity, availability and sustainability, among
others. A standard provides “rules, guidelines
or characteristics for activities or their results,
aimed at the achievement of the optimum degree
of order in a given context”* Standards, as highly
codified but voluntary documents, are a middle
ground between mandatory technical regulations

and broader “best practices”*

Standards cover a wide range of issues across
all three pillars of our framework. However,
the creation of standards is itself part of the
design process, seeking to structure the wider
cybersecurity environment rather than defending

against or responding to specific threats.

Cybersecurity-specific ~ standards are both
public and private and are put forward by a
variety of bodies: national standards bodies
such as the United States National Institute of
Standards and Technology (NIST), international
organizations such as the International
Standards Organization (ISO), the International
Electrotechnical Commission (IEC) and the
International Telecommunication Union (ITU),
technical governing bodies such as the Internet
Engineering Task Force (IETF), or industry- and
sector-specific associations or non-governmental

advocacy organizations.*

gender analysis

Gender analysis requires the systematic
gathering and examination of empirical data
on gender differences and social relations in
context in order to identify and understand
inequities and social structures based on
gender (and other important forms of
social and cultural power). It is the basis for

gender-responsive policy-making.*

21



International standards bodies have recognized that they need to be
“gender-sensitive” - thatis, aware of differential impacts according to gender
— and “gender-responsive” - that is, driving a more inclusive standards-
development process that incorporates different gender perspectives,
addresses gender inequalities and, ideally, empowers women and girls.*
The ITU created its Women in Standardization Expert Group as part of
its efforts to achieve the United Nations Sustainable Development Goal

(SDG) 5 on gender equality and women’s empowerment.*

In 2019, the United Nations Economic Commission for Europe (UNECE)
published a declaration on “Gender Responsive Standards and Standards
Development”, signed by more than 50 standards-developing organizations.

It outlined three groups of actions:

Working towards gender balanced, representative and inclusive

standards-development environments;
Creating gender-responsive standards; and

Creating gender-responsive standards bodies.*”

Following that declaration, the ISO developed a Gender Action Plan
that includes participation in standards development; participation in

standardization bodies; and gender-sensitive standards content.

These initiatives provided a more structured approach to existing research
on the gender impact of standards. Canonical examples of standards
revision following gender analysis include car safety standards (where
seatbelts and crash tests are designed for the average male body weight
and size) and efficiency standards for office air conditioning (which were
based on metabolic rates of men and significantly overestimated women’s

metabolism).* Research has also identified other standards, especially



those relating to United Nations SDGs, such as textile supply chains or
clean cooking equipment, that have a differential impact on women due to

their greater role in, and disproportionate time spent on, these activities.*

To consider the gendered implications of cybersecurity standards, we
focus on the 27000 series developed by the ISO and the IEC and published
in two iterations, in 2005 and 2013.** The ISO 27000 series is a family of
mutually supporting information security management standards that “can
be combined to provide a globally recognised framework for best-practice
information security management”.>> We use the example of the ISO due
to its global influence and wide recognition, although the discussion could

apply equally to other standards and organizations.”

It is difficult to assess gender participation in the historic development of
the ISO 27000 series, as this includes external advice and consultation. The
current ISO 27000 committee, however, is beginning to collect data on the
number of men and women involved in the various projects under this
committee, including absolute ratios of men and women but also ratios in
different roles and at different levels (e.g. project editors) and geographical

and national member distribution.>

This gender analysis of participation in the development and management
of the ISO 27000 series is vital as it seeks to ensure that a diverse range of
views are recognized in the creation of standards and in the management
and operation of standards organizations. However, it is only a first step.
Following the expansive definition of gender equality introduced above,
further analysis should consider whether participation is meaningful and

effective in implementing change.”

Furthermore, efforts to analyse (and, if necessary, expand) participation

must be accompanied by a gender analysis of the content of standards.



Thus far, ISO 27000 cybersecurity standards have been dominated by an
assumption that they are generic and therefore gender-neutral, in line with

broader trends in technological design noted above.

ISO stakeholders did note one example of gendered language in the
27000 series that was subsequently changed. Several years ago, the term
“housekeeping” was flagged by women participating in discussion of
standards revision as inappropriate due to its gendered connotations:
although, in cybersecurity, housekeeping refers to the process of hard
drive space optimization, outside cybersecurity, housekeeping is a
category of feminized work that is frequently under-rewarded or omitted
by labour analyses.® The term was subsequently removed and replaced by
more neutral language.”” A thorough analysis of the content of the 27000
series, including not just gendered language but also gendered effects (e.g.
through assumptions around users and relevant risks) may identify further

instances.

The current work on the 27000 series also highlights that standards
development must address issues of both content and participation in
order to become gender-responsive. These avenues could be coordinated
with the ISO’s overall Gender Action Plan. ISO standards have a default
3-year cycle of revisions, into which new gender-based recommendations
can be incorporated. ISO standards can also be revised early if an urgent

issue is identified.

3.2 Areas for further investigation

An important subject for additional research refers to ways to address
potential gendered impacts in cybersecurity standards. These include

gender-based violence facilitated by home devices connected to the



Internet®® and the disproportionate effect of data breaches on men and
women.”” Although cybersecurity in technology supply chains has received
extensive attention,® it is possible that cybersecurity standards around
“clean” supply chains (i.e. those that do not introduce malicious code or
raise the risk of malicious interference) also have indirect gendered impacts
due to the participation of men and women in relevant occupations (e.g. in

microchip factories).

Another important area for further investigation relates to the integration
of gender-responsive cybersecurity standards into research and policy on
basic Internet protocols. As part of wider efforts to address the human
rights impacts of Internet protocols at the IETE,® several documents have
suggested that a gender analysis of these protocols is necessary.®* These
debates over the “neutrality” of Internet protocols could be usefully
applied to cybersecurity standards, as illustrations of how — and how not -

to incorporate gender considerations into technical environments.

3.3 Recommendations

» International standards organizations, in cooperation with national
standards bodies, should identify, and collect data on, the areas where

cybersecurity standards have gender effects.

» Based on data collection and analysis, current cybersecurity standards

should be revised in a gender-sensitive and gender-responsive manner.

» All proposed new cybersecurity standards should be subject to a
gender impact assessment to ensure gender sensitivity and gender
responsiveness. Practitioners should be given gender and cybersecurity

training to support them in conducting these assessments.

[\
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»

»

International standards organizations and national standards bodies
should ensure that all working groups developing cybersecurity

standards have gender and intersectional equality experts.

International standards organizations and national standards bodies
should ensure diverse gender representation in cybersecurity standard-
making processes, in stakeholder consultations and within standards

organizations.
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How we think about defence - that is, what it means to defend and the
common-sense actions we take to defend - is gendered. It reflects a series of
norms associated with masculinity (e.g. protection, technical competence,
autonomy, etc.) that derive from military understandings of national
security.® This is often positive since it makes cybersecurity intelligible
for a wide range of non-experts through the use of parallel concepts and

language.

It can also, however, have negative effects. Many of the challenges associated
with gender and cybersecurity defence derive from a mismatch between
conventional understandings of national defence and cybersecurity, which
is premised upon mitigating and managing, rather than eliminating, risks.
Masculine norms and expectations that relate to using force to produce
physical safety, for instance, may lead policy makers to downplay non-

physical harms in cybersecurity.**

Masculine gender norms around vulnerability can make admitting error,
seeking help or working cooperatively more difficult.®® This can lead to
reluctance to actively pursue cybersecurity defence or to be adequate
transparent about failures to clients, employees or citizens. Such norms
can also lead to the prioritization of some individuals and organizations
— often those seen as socially prestigious or valuable for defence and
protection (such as the State, the military or large corporations) — over
others (such as civil society organizations and individuals, notably women
and LGBTQ+% people).” A full gender perspective on cybersecurity
defence recognizes that civil society and groups representing women and
LGBTQ+ people have a need for, and a right to, cybersecurity defence -
including the State resources (in terms of capacity-building, expertise and

enforcement) needed to provide it.



More specifically, different elements of cybersecurity defence raise separate
gender issues. Threats need to be monitored through the continuous
evaluation and analysis of networks, infrastructure and devices for
potential intrusions or deliberate disruption.®® Following from this, at a
basic level, what is considered to be a threat is gendered. Cybersecurity is
typically concerned with military and corporate security (and thus threats
relating to espionage and economic theft). A gendered understanding of
cybersecurity threat, however, recognizes that those “traditional” threats,
such as denial of service attacks on State services, have gendered outcomes.®
It also recognizes that intimate partner violence, doxing, cyberstalking
and the non-consensual dissemination of intimate images (i.e. “revenge
porn”) are also threats that can arise from the intrusion into or disruption

of personal devices and networks.”

In terms of technical processes, insofar as threat monitoring relies on
machine learning it is vulnerable to importing the gendered issues that
typify the machine learning field, including gendered assumptions built
into algorithms and biased data.”" Even this largely automated process
rests on human judgments about organizational priorities, allocation of
resources and capacity building - all of which open the potential for the
creation or intensification of inequalities. For instance, an automated email
filter that identifies potentially harmful emails should flag romantic scams

as well as phishing emails and financial scams.”

The processes of preparing for and responding to threats are also gendered.
Threat simulations, for instance, such as the common practice of fake
phishing emails, often involve gender stereotyping (e.g. a woman in an
assistant role, a man as CEO).”> There is a lack of gender-disaggregated
data on phishing victims, which makes the gender consequences of

phishing difficult to assess. But such an assessment is essential since, if
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many cybersecurity breaches result from human error, policy makers need

to have a variety of approaches to the “human” making the errors.

Bug bounty programmes, which are a spectrum of ways for “friendly”
hackers to identify an organization’s vulnerabilities and defence responses
through digital, social or physical vectors, raise associated issues. As these
contests are designed to be anonymous, only pseudonymic data (i.e.
pertaining to hackers’ aliases) is available on prolific bounty hunters and
their payments. The consequences of this anonymity are unclear: it may
make it easier for women and LGBTQ+ people to participate or it may
exacerbate the gendered inequalities of cybersecurity and hacking culture
more generally (see the case studybelow). Furthermore, the characterization
of threats themselves, from the hooded hacker popular in media portrayals
to code names and pictures used in cybersecurity technical reports, also

often include gendered qualities and harmful stereotypes.”

Finally, attempts to protect organizations (and, to some extent, individuals)
from the costs and harms arising from cybersecurity attacks, predominantly
through cybersecurity insurance policies, should also be assessed for
gender implications.”” As with all insurance, it is important that threat
assessments include gender analysis; that the criteria for being insurable
can be met by women, men and non-binary people; and that pricing
for organizations and individuals does not rely on gender stereotypes or

produce discriminatory gender outcomes.”

4.1 Case study: talent and expertise

Talent and expertise is a widely recognized issue in the cybersecurity
industry. Although the question of talent and expertise obviously pertains

to all aspects of cybersecurity, we focus here on the practice of “defence” (i.e.



implementing security) since it is typically understood as cybersecurity’s

central activity.

Issues around talent and expertise are often expressed as a “gap” in
cybersecurity expertise, meaning that the number of positions available is
greater than the number of people qualified to fill them.”” As demonstrated
by research by organizations such as the Global Forum on Cyber Expertise,
this talent gap is global, although pressures are expressed differently
in different local contexts.”® Many States have taken steps to incentivize
people to join the cybersecurity industry and improve their level of skill
once there. This is frequently complicated by competitive pressure between
governments and the private sector, as government positions struggle to

compete with private sector salaries.”

These issues with talent and expertise are exacerbated by gendered
inequality, harms and visibility. Due to space constraints, this section
discusses these dynamics quite generally. Understanding how and why
gendered gaps, inequalities and harms operate in context, however, requires
intersectional gender analysis that looks at how gender, race, sexuality,
class, and rural or urban location, among other factors, interact to support

the participation of some groups in cyber fields while marginalizing others.

A recent survey by the International Information System Security
Certification Consortium indicated that 24 per cent of cybersecurity
professionals worldwide are women.** The 2017 Global Information
Security Workforce Study found that this lack of representation was
accompanied by various forms of inequality, with 87 per cent of
women reporting unconscious discrimination and 19 per cent overt
discrimination.*’ This is a widely recognized problem, with many
websites and social media accounts creating “women in cybersecurity”

networks and events specifically for women.* Similar events, networks



and capacity-building initiatives also exist to support the equality, equity
and participation of queer people in cybersecurity.** Following criticism
of a lack of representation and visibility in cybersecurity conferences,*
events such as the RSA Conference - a prestigious series of international
information technology (IT) events — have sought to ensure gender parity

in keynote speakers and to increase the participation of women overall.®

We split the gender issues for cybersecurity talent and expertise into
three separate areas: the broader gender dynamics in science, technology,
mathematics and engineering (STEM) professions; gender in computer
science and coding; and gender in the cybersecurity industry specifically.
We recognize that not all cybersecurity positions are STEM or “technical”
positions; the prominence of these positions within cybersecurity reflects a
gendered valuation of jobs understood as “masculine” above others. These
positions are also, however, where gender disparities are most evident, and

so we focus on these positions in this section.

4.1.1 Gender dynamics in STEM

Gender issues within STEM professions - again understood as a “gender
gap’ between men and women - are well-researched and typically
understood in terms of pipeline and retention.® It should be noted that
much of this research and policy follows a binary, often heteronormative
understanding of gender; much more needs to be done to understand the
experiences and support the equitable participation of non-binary and
queer people within STEM and cybersecurity. The causes of the “gender
gap” are complex and context specific. Generally, barriers to gender equality
in STEM include (a) disparities in access to infrastructure and education;
(b) individual- and family-level financial constraints and priorities; and

(c) the persistence of sociocultural and institutional gender norms that



suggest STEM professions are predominantly for men.*” In some contexts,
such as Malaysia and the Middle East, women’s participation in STEM
education is considerable but is not translated into STEM careers.*® In
the United States of America and the United Kingdom, in contrast, girls
remain less likely to be encouraged to pursue study of STEM subjects and

less likely to regard themselves as holding STEM talent or expertise.*

Many of the policies aimed at increasing the participation of women
in STEM can also be applied to the cybersecurity industry. These
include greater incorporation of STEM skills into girls’ education;” the
promotion of STEM university programmes to girls and women;** actively
recruiting women through campus visits and social media campaigns;®
offering mentoring and continuing education to women and girls already
employed within organizations; and altering human resources policies to
prioritize hiring and retaining women (e.g. by requiring that at least one
woman be interviewed for all open positions; by improving parental leave
policies, etc.).”® Disparities are often found in senior positions in STEM
and technology start-ups and, given that cybersecurity is a young and
fast-evolving field, the gendered dynamics of entrepreneurship are highly

relevant.*

4.1.2 Gender in computer science and coding

Fields that centrally involve computers and “coding” (an unsatisfactorily
generic term for a wide range of distinct skills) have well-documented
gendered problems. Although, again, it differs across contexts, there is a
global digital literacy gap® between women and girls and men and boys.”
Worldwide, “327 million fewer women than men have a smartphone and
can access the mobile Internet”, while women are four times less likely than

men to be IT professionals.®’
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It is worth remembering that early computing
was relatively open to women and came to be seen
as a masculine profession only as it rose in social
prestige through its increasing importance to the
economy.” Research has demonstrated that some
online communities arranged around coding -
including gaming and hacking - demonstrate a
masculinist culture that emphasizes aggressive
language and individuated approaches to
problem-solving and technical mastery, while
devaluing characteristics perceived to be
associated with femininity, such as empathy and
the expression of emotion.” These cultures can
be explicitly misogynistic and homophobic,
referring to women primarily as sex objects and
to LGBTQ+ people in hateful and exclusionary

terms.!%

As these communities are often seen as a talent
pool for cybersecurity expertise, there is a risk
that cybersecurity recruitment will import
anti-feminist and exclusionary norms (i.e.
attitudes and practices that oppose and devalue
gender equality and racial, ethnic and sexual
inclusivity) into the workplace.””® This makes
work environments uncomfortable (or hostile) to
those who do not conform.'” The 2017 Global

Information Security Workforce Survey found

essentialism

Essentialism is an understanding of gender
that assumes that humanity is divided into
two biologically distinct sexes — male and
female - and that these sexes determine
the inherent behaviour and characteristics
of men and women. It is often associated
with perspectives that assume that all
women (and all men) are the same and
therefore have the same interests, needs
and capacities. This can obscure important
intersectional differences among women
(and men and non-binary people) with
respect to race, class, sexuality, caste and
ability, among other things. A robust gender
perspective recognizes that, although there
are empirical patterns of difference between
men and women, these patterns do not
reflect essential characteristics and are

therefore not inevitable.'”’



that 51 per cent of women in the field had experienced discrimination,
compared to 15 per cent of men.'”® This primarily affects women and
marginalized groups, but may also affect men who do not identify with
such norms.'”* Workplaces that do not have an explicitly anti-feminist
culture may still be organized and operated on the assumption that most
workers are men and that values and practices associated with masculinity
are neutral or “normal’'® Although often without discriminatory or
conscious intent, this perpetuates the gendered structure of cybersecurity
expertise and thus influences hiring, opportunities for promotion and the

ability to determine policy.

Where women do enter these fields, their contribution is often framed with
reference to essentialist characteristics such as emotional and social skills.
Although these are positive attributes, framing women’s contributions
predominantly in terms of, for example, empathy or caring solidifies
gender stereotypes without necessarily increasing the value attributed to
emotional, social and caring aspects of cyber expertise.'®

A greater presence of women (and other members of marginalized
groups) working in cybersecurity is believed to have two benefits. First, it
can contribute to creative problem-solving and better policy governance
and implementation through the introduction of diverse perspectives.'®
Second, itis believed that these perspectives will lead to a gender perspective
in cybersecurity overall.'” Research indicates that this can occur but
that, without support, women and members of other minoritized groups
may instead feel pressure to adapt to the workplace norm."® Tokenized
incorporation of women and members of minoritized groups, without
recognizing their contributions or in ways that reinforce stereotypes, do

not contribute to meaningful participation or greater equality.'"!
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4.1.3 Gender in the cybersecurity industry

Some gendered issues relate specifically to the cybersecurity industry. As
the field of cybersecurity is growing in importance, influence and prestige,
women’s participation in cybersecurity is a matter of equality and equity
in terms of opportunities for success, recognition and earning potential.
Some working practices in cybersecurity, such as the shift requirements of
Security Operation Centres, require furtheranalysisto assess their gendered
implications. Similarly, many cybersecurity certification programmes
require intense sprints with long hours, which is an impractical work model
for people (more likely to be women) with childcare responsibilities.'?

More subtly, the cultivation of work environments, institutional cultures
and management styles that are skeptical of traditional or conventional
authority, although often praised as a characteristic of an innovative
workforce, agile organization and dynamic socio-technological sector, can
facilitate a narrow understanding of masculinity (and discrimination) akin
to the wider fields above.'* Addressing the “gender gap” in cybersecurity
expertise therefore requires policies that promote the inclusion and
participation of women and gender training to reduce harassment and
discrimination and to support organizational and cultural shifts to value a
variety of activities and capacities, including those usually more associated

with femininity.""*

4.2 Areas for further investigation

Many areas of gender and cyber expertise require additional research.
The debates regarding STEM and digital “gender gaps” need to be
contextualized (i.e. in speciﬁc countries, intergovernmental organizations,
corporations etc.) and examined using intersectional gender analysis. There

is a particular absence of data regarding the obstacles and opportunities



experienced in professional cybersecurity (and STEM education) by non-
binary and LGBTQ+ people, as well as people from other minoritized
(e.g. racial, ethnic, religious) backgrounds. Policies that aim to transform
structural obstacles, rather than support individuals to succeed despite

them, should be prioritized.

Greater attention should also be paid to understanding differences in
private and public sector approaches to, and experiences of, gender and
cyber expertise. Professional structures, incentives and hiring practices
differ between the two sectors.!® It is therefore important to know whether
gender dynamics occur in the same way and to consider whether best
practices might be shared between them. Correspondingly, we ought to ask
if there is a difference in the technical literacy (and, indeed, gender equality
commitments) of private and public experts. Similar research should be
conducted comparing (in context) private sector uptake of gender equality

policies in hiring, retention and professional development.

4.3 Recommendations

» International organizations, States and professional bodies should
ensure that policies to promote gender equality and equity in
cybersecurity are sensitive to local contexts and gender dynamics.
States in particular should build on successful similar policies in
STEM generally, including interventions that seek to change current

educational systems rather than simply facilitating success within them.

» All public and private sector organizations should take active measures
to counter anti-feminist and exclusionary workplace norms in
cybersecurity and to create a safe and inclusive environment for all
genders through mandatory gender training and meaningful leadership

by senior management.
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Through incentives and regulation, States should encourage private
sector uptake of gender equality policies in design, hiring and self-

regulated professionalization.

Policy makers at the State and international levels, as well as private
sector practitioners, should apply a gender perspective to identify
“default” (often male/masculine) assumptions in cybersecurity policies

and practices, and revise them accordingly.

All organizations, but particularly the private and educational
sectors, should act to mitigate gender stereotypes in recruitment and
professional practices by avoiding unjustified associations between

women and “softer” cybersecurity skills.

Educational organizations, professional and regulatory bodies, and
employers should promote and support groups and networks for
women, non-binary people and LGBTQ+ members of the cybersecurity
professional community. States and academics should collect data
on, and create policy based on, the experiences in the cybersecurity
profession (and in STEM education) of LGBTQ+ and non-binary

people, as well as people from other minoritized backgrounds.
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Incident response — organizational measures to handle network intrusions,
attacks, data breaches and other malicious cyber acts - is characterized by a
hierarchy of priorities. Studies have shown that the cybersecurity industry
reports on and responds to certain victims (commercial organizations,
governments) that are associated with “traditional” security and the
activities of elite men disproportionately, and it has a blind spot for threats
to civil society and human security (e.g. non-governmental organizations,
educational institutions and individuals)."® As schools, non-governmental
organizations and individuals are more likely to be concerned with issues
of social power, harms and equality, this prioritization has knock-on

gender effects.

The composition, expected practices and working hours, and workplace
culture of incident-response teams also require a gender analysis. There is
some evidence that “tech support” teams, which are often the first line of
response following a security incident, are predominantly staffed by men,
compounding the association of technical expertise with masculinity.'"”
The composition and culture of Computer Emergency Response Teams
(CERTs or CSIRTs) is also a part of cybersecurity response. Research
indicates that CERTSs have distinct political strategies and characteristics,
especially at the national and international levels, and it is possible that

these characteristics include gendered dynamics.'*

Information sharing — the process of trusted exchange of information about
attacks and other security incidents, vulnerabilities, and cybersecurity
practices — is also an essential part of responding to cybersecurity threats.
The same masculine, national defence norms may also impede States and
organizations from sharing information about cyberattacks and system
vulnerabilities. Studies suggest that informal “trust communities” are the
basis for much cybersecurity information sharing, rather than formal lines

of communication between individuals with similar roles.!*’



The informality of these communities, and the consequent unconscious
bias that this permits, means that they may have lower participation
from women and minoritized groups, even when adjusted for overall
proportionsin theindustry. Cybersecurity response can also demonstratean
unfortunate gendered dynamic of victim-blaming, wherein organizations
or individuals with cybersecurity defence or identity-protection measures
that are deemed to be “insufficient” are framed as “asking to be hacked”,
which shifts responsibility onto the party that has been harmed, rather

than the one who committed harm.'?

Cybersecurity insurance is also an important part of the response pillar.
While not a substitute for the proper handling of cybersecurity incidents,
compensation can help to recover damages directly related to a particular
incident. Insurers have also been effective in shifting policyholders

towards professionalized incident response.'*

However, corporate
insurance policies are likely to perpetuate existing gender biases in the
object of cybersecurity, by reflecting and reinforcing gendered hierarchies
in the prioritization of cybersecurity targets. The developing market
for individual cybersecurity insurance policies, on the other hand, may
introduce new biases in definitions of cyber bullying or differing levels
of compensation for personal items and identity cards following fraud
or identity theft."” Finally, gender-disaggregated data is required on
cybersecurity insurance claims and pay-outs to determine whether there

are discriminatory practices or unequal outcomes.'*

5.1 Case study: legal measures

States use various policy and legal tools to respond to malicious digital

acts. These tools include naming and shaming, diplomatic and economic
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sanctions, and criminal justice. Legal frameworks play a crucial role in
enabling State responses, both to inter-State malicious acts and to crime.
Although legal frameworks are relevant to all pillars of security - for
example, they may mandate measures for cybersecurity preparedness'* —
law is central to the “response” pillar. It covers many aspects of cybersecurity
response, from facilitating information sharing to protecting security
researchers engaged in vulnerability testing and detection. Criminal legal
responses also define, investigate, prosecute, and deter malicious acts and

actors.

While international law and norms play a crucial role in maintaining peace
and security, States are the primary actors in addressing cybersecurity
incidents on their “territory”, using domestic legal tools. Despite the current
separation between United Nations processes dealing with international
cybersecurity and with cybercrime, the criminal justice responses to
malicious behaviour in cyberspace and international cybersecurity are

obviously interconnected.

In this regard, the report of the 2015 United Nations Group of
Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security includes
pertinent recommendations. It recommends as a specific confidence-
building measure that States should consider voluntary agreements to
“Cooperate, in a manner consistent with national and international
law, with requests from other States in investigating [information and
communications technology (ICT)]-related crime or the use of ICTs for
terrorist purposes or to mitigate malicious ICT activity emanating from
their territory”'® It also established a norm that calls for cooperation
and assistance in mitigation of malicious ICT activity aimed at critical

infrastructure.'?®



Legal responses are also crucial in deterring malicious actors and holding
them accountable. Even perpetrators backed by a State should be brought
to justice; avoiding impunity is essential to address any malicious activity
in cyberspace, be it crime or acts of adversaries.'” Given the problem
of attribution and the lack of actual use of international law in response
to cyberoperations,'*® many States have charged actors connected to the

foreign adversaries under national criminal legislation.'®

Based on States’ use of their domestic criminal law to respond to adversaries’
malicious acts,”® we consider criminal legal responses to be crucial to
cybersecurity. This goes beyond the issue of so-called “cybercrime” The
criminal legal procedures for the investigation of computer crimes can be
used for the investigation of virtually any criminal act. In many countries,
law enforcement and intelligence services share information and tools for

the investigation of cybersecurity incidents.

Existing research has demonstrated that incidents falling under wider
definitions of cybersecurity than that adopted here have a gendered
impact.”®! This is obvious in the case of online-based harassment and
violence, wherein women and LGBTQ+ people are disproportionately
targeted.’”> Moreover, various gender-based concerns have also been
identified in relation to Internet shutdowns and data breaches. Online
violent extremism and online sex trafficking, which target men and boys as
well as women and girls, also falls into this category.'*® Unfortunately, legal
responses to cybersecurity incidents have not addressed these gendered
impacts in a systematic way, thus exacerbating the problem that the law
generally furthers the “articulation of gendered inequalities”. '**

Legal frameworks typically consider only the most immediately obvious
aspects of gender and cybersecurity, such as harassment and violence

directly targeted at, or committed by, identifiable people. Even then,



gender is not always incorporated in equitable ways. Gender-related issues
hamper access to justice and courts, ranging from rigid expectations
as to “appropriate” behaviour for men and women; differential access
to the material resources and social capital required to pursue a case;
bias relating to the relative credibility of men and women (particularly
LGBTQ+ people); and differential resources committed to investigating
and persecuting crimes that are typically experienced by men in
comparison to those experienced by women (particularly minoritized or
trans women) and non-binary people.’*® Essentialist assumptions that

%6 and men as perpetrators contribute to processes

posit women as victims
of (re)victimization,'"” traumatization and - often for men, boys and

marginalized women - over-incarceration.'”®

These dynamics can be exacerbated in the cyber domain. Crimes are
often new or ill-defined,” leaving space for gender bias and essentialist
assumptions to enter investigations and prosecution.’* It is increasingly
common for abusers to use “stalkerware” to monitor a victim, yet a recent
study of United States and Canadian law revealed that manufacturers and

users are rarely prosecuted for malicious technology use.'*!

Cyber law enforcement remains a field primarily staffed by men, sufters
from a lack of trained judges and is characterized by masculine gender
norms.'"*? It is common in criminal investigations, for instance, to seize
victims’ devices as evidence (which may pose a personal security risk)
and to download all images, violating victims’ privacy and potentially
undermining their credibility in cases of sexual assault or harassment.' If
victims do not wish to share their personal data, authorities have in some
instances declined to prosecute.'** The growing use of Al in cybersecurity
investigations and criminal justice makes victims, offenders and the entire
system of law enforcement vulnerable to both gender and racial bias,

amplifying existing gender-related issues and inequalities.'*



Current legal frameworks for cyber incident
investigations, especially those involving
intelligence services and law enforcement
agencies accessing data or ordering electronic
surveillance with the use of remote forensic
software, do not take into account the gendered
impact of these intrusive tools. Relatedly, legal
approaches to malicious cyber actors may reflect
masculinist norms of law enforcement more
broadly, particularly those that suggest punitive
and aggressive counter-responses to be the best,

and perhaps only, option for response.'*

Gender is central to determining what a
malicious act is - that is, identifying an offence
and determining the appropriate response. While
in some cases this leads to legislation about
gender directly, such as the criminalization of
certain forms of gendered and sexualized online
harassment (e.g. hacking to acquire and post
intimate photos without consent, sometimes to
“sextort” additional sexual content),'"” a gender
perspective is broader. It involves, in other words,
systematic gender analysis of issues that do not
seem to be immediately “about” women and girls
(or men and boys). For example, legal responses to
leaks of private information or hacking of medical
records should consider the gendered impact of
these incidents. In addition to potentially exposing

the private medical information of all involved,'*®

gender
mainstreaming

Gender mainstreaming “is the process of
assessing the implications for girls and
boys and men and women of any planned
action, including legislation, policies and
programmes.** It is the United Nation
system’s primary strategy for accelerating
progress on gender equality, by ensuring
that the distinct perspectives and needs of
women and girls and of men and boys are
incorporated into all policy processes, to
ensure inclusion and avoid the perpetuation

of inequality.'*®
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people with the ability to become pregnant may be particularly affected by
the publication of their reproductive history,'*® while LGBTQ+ people’s
lives, livelihoods and well-being may be endangered through publication,

and involuntary “outing’, of their identities.'*

Legal frameworksthatrespond to maliciousactsin cyberspaceare frequently
rushed through in an alarmist, rather than empowering, manner. This
results in State control and privacy violations, harming or re-victimizing
those whom they are trying to protect.””" For example, laws intended to
protect women or vulnerable groups from online-based violence can
be paternalistic, creating more possibilities for control, dominance and

gender-related privacy infringement through implementation.'*

All these policy changes require support and action by national legislative
bodies as the primary actors responsible for drafting (and gender
mainstreaming) cybersecurity legislation.”® Therefore, it is important to
facilitate an open and participatory legislative (and oversight) process,
involving all stakeholders, especially civil society, women’s rights groups

and LGBTQ+ rights organizations in the discussion.

5.2 Areas for further investigation

We need a better understanding of the linkages between, on the one
hand, norms related to responsible State behaviour and, on the other,
national criminal justice responses to cyber threats and malicious acts in
cyberspace. States increasingly resort to criminal justice for attribution,
investigation and prosecution of the acts committed by adversaries,
connecting cybersecurity with the complex gender dynamics of national

laws and national criminal justice systems. While this does not mean that



separate United Nations processes on international cybersecurity and
cybercrime should necessarily be brought together, the link between the
two should be acknowledged and further researched to avoid isolating

efforts to mainstream gender into cybersecurity.

Legal responses to malicious acts in cyberspace bring our cyber-centric
approach to cybersecurity back into contact with human-centric
approaches through laws regarding gender-based cyber violence,
domestic abuse and harassment legislation. Effectively using the law to
address cybersecurity thus requires considering the gender impact of all
laws tackling cyber threats, from threats to integrity, confidentiality and

availability of data in computer systems to harms to individuals.

Further research is required to assess whether this disparity results in
different experiences of “tech support” by men, women and non-binary
people. This work should also investigate whether the gender identity
of the cybersecurity technical community informs people’s willingness
to report cybersecurity issues perceived as personal (e.g. revenge porn,

romance scams, identity theft).

5.3 Recommendations

» National legislative bodies, in consultation with a wide range of
stakeholders, including civil society and private industry, should
identify the gender impact of (a) the cybersecurity incidents that law

seeks to address, (b) the law itself and (c) its implementation.

»  States, in consultation with wider stakeholders, should collect gender-
and equality-disaggregated data to analyse the impact of existing legal

responses, and revise laws accordingly.



»

»

»

»

»

States, in cooperation with civil society and business, should create and
implement a clear list of indicators to monitor the gender impact of

legal responses to cybersecurity threats.

States, in consultation with other stakeholders, should identify gender
obstacles in accessing justice (i.e.law enforcement and the court system)
and should work towards removing these obstacles. Training for police,

prosecutors and judges is essential.

International and regional organizations, States, and legislative bodies
should further work on promoting gender-sensitive parliaments.
Gender concerns should be a regular component of legislative

committee oversight of cybersecurity law and practice.

Legislation addressing gender and sexual equality (and risks and
discrimination), such as intimate partner violence laws, should
incorporate attention to digital technologies.”® This should be
supplemented by identifying the role and responsibilities of the private
sector in implementation of gender-responsive legal frameworks and

changes in the structure of digital interaction.

Legal responses should recognize the limitations of criminal justice.
Although criminal accountability is an important legal tool, it should
not be the sole solution, particularly in instances where norm creation,
restorative justice and diversion would be more appropriate or eftective

in addressing harms and preventing future incidents."”’



This report adopts a gender approach to cybersecurity, proposing a new
framework to help policy makers and practitioners to think through the
gendered implications of cybersecurity design, defence and response. This
three-pillar framework addresses the common misperception that the
technical or technological aspects of cybersecurity are gender-neutral, and

therefore gender-blind.

This analysis identifies key areas where cybersecurity practices require
gender analysis or other gender policy interventions. The three-pillar
approach, although simplified and schematic, enables a clear analytical
delineation of different gender dynamics. In practice, there is extensive
overlap and interaction between the pillars, and so improvements in one

would lead to improvements in others.

The systematic analysis is supplemented by three in-depth case studies,
examining cybersecurity standards, talent and expertise, and legal
responses. These case studies explore the extent of existing research and
policy on these three issues, emphasizing where research has already
indicated gendered inequalities or other harmful effects, and pointing to

areas for further research and policy interventions to counter such harms.

Eachofthecasestudiesleadsto several recommendationstobeimplemented
by States in conjunction with other stakeholders, including academia,

civil society organizations, international and regional institutions, and



companies. We also make the overarching recommendation for the
development and implementation of gender and cybersecurity training
across all organizations and sectors of the field. This is an essential
prerequisite for further improving gender equality and equity within the
sector, as well as developing substantive expertise in gender analysis as a

professional skill.

The overall objective of this research is to ensure that cybersecurity
improves the security of people of all gender identities and expressions,
as well as international peace and security. The ultimate conclusion is that

these two levels of security cannot be separated.
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conducted in both the Global North and Global South, is essential. K. Crenshaw, “Mapping the
Margins: Intersectionality, Identity Politics, and Violence against Women of Colour”, Stanford
Law Review, vol. 43, no. 6, July 1991, pp. 1241-1299, https://doi.org/10.2307/1229039; and
Combahee River Collective, “A Black Feminist Statement”, Women’s Studies Quarterly, vol. 42,
no. 3/4, fall/winter 2014, pp. 271-280, https://www.jstor.org/stable/24365010, pp. 210-218.

3. UN Women, “Concepts and definitions”, https://www.un.org/womenwatch/osagi/
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