IIVI'P. IIpu sTOM I HaASKHOM M3O0IAIMH PAIHMOHYKINI0B, COJACP KAIIIMXCS B
MaTepHuajiax i KOHCTPYKITUSIX 3aX0OPaHNBAEMbIX PEaKTOPHBIX YCTaHOBOK, MPH O e-
raroT K CO3JIaHHIO JOITOJHUTEILHBIX O0aphepoB 0€301aCHOCTH.

HckyccTBeHHBIE Oapbephbl 0€30MAaCHOCTH Ha OCHOBBI IIPUPOJHBIX INIMH CO-
31aI0TCsI, KaK MPaBHUJIO, C ITOMOIIBIO CIICIMAIBHO pa3pabOTaHHON TEXHOJIOTHU
OecmonocTHoro 3amonHeHus [2]. OmHako Takue Oapbepbl 0€30ITaCHOCTH MOTYT
OBITH MOJBEPKEHBI BHEITHEMY HETaTUBHOMY BO3JCHCTBUIO (TEXHOTEHHOMY HJIH
MIPUPOAHOMY ), UTO MIPUBOIUT YACTUIHOMY YXYIIIIEHUIO UX TPOTUBO P UIBTPAIIU-
OHHBIX U IIPOTHBOMHUIPAIMOHHBIX CBOMCTB.

JIn1s BoccTaHOBJIGHUS 1EJIOCTHOCTH M pab0OTOCIOCOOHOCTH TIIMHOCOIEPIKa-
X 0apbepoB 0E30ITaCHOCTH 11€1€CO00Pa3HO UCIT0JIL30BaTh METOIBLI, HE IPHB O-
JAIIMeE K e1e OOJIbIIeH aerpaaanuy 0apsepHoro marepuana. B ¢cBs3u ¢ 3TuM 11e-
71€c000pa3HO PACCMOTPETH DJIEKTPOOCMOTHUCCKH I METOT OCYILIEHHS.

B pabote moka3ano, 4To 3 PpeKTHBHEE BCETO YAAIIETCI PACTBOP, UMUTHPY -
IOLIMM TpyHTOBBIE BOIbI M3 VIBD npu Hanpsbxkennn 31,8 B 1 pacCTOsSHUM MEXKY
snekTpogamu 40 MMm. B aTOM citydae nmHEHHAsS CKOPOCTh ABMIKCHUS BJIATH CO-
CTaBJISCT 2,5 MM/MHH. DTO O3BOJISICT IIOJTHOCTHIO OCYIIUTh TJIMHOCOAEP KaIIu i
Oapbep Oe3omacHocTH 00BOMHEHHBIM 70 M1 pacTBOpa B TeueHnu (7-8) yacoB. Ta-
KM 00pa3oM, 3JIEKTPOOCMOTHUYECKUI METO BOCCTAHOBIICHUS TJIMHOCOACP KAIIUX
WHKCHEPHBIX 0aphepoB 0€30MMaCHOCTH ITO3BOJIICT KOHIICHTPUPOBATH BJIATY BO3JIC
OJIHOTO U3 JIEKTPOIOB, TEM CAMbIM OCYIIIasl PUJIETAIOILYIO 00JIaCTh TITMHBI.

1. A.B. bymyes, A.®. Koxwun, E.B. Iletposa, B.H. 3yb6apes, T.b. Aneena, H.A.
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2. J1.0. Yyopees, I'.B. Ky3Heros, «}cronb30BaHHe TNIMHUCTHIX MATEPHUATIOB IJIA
co3manus 0apbepoB 0€30IMaCHOCTH BBIBOAMMOIO M3 JKCILTyaTalluM PEaKTopa
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MODELING THE THREAT ASSESSMENT AND ADVERSARY
INTERRUPTION
Opoku S.E., Amoah P.A., I1zgagin D., Stepanov B.P.
Tomsk Polytechnic University 634050, Tomsk, Lenin Ave., 30
E-mail: opoku@tpu.ru

A comprehensive threat assessment considers actual, inherent, and potential
threats. The Anshar Radiation Source Calibration Laboratory and National Reposi-
tory (RSCL) is a hypothetical facility which has been adapted for this research and
Is located in an industrial area near an international airport outside of a city with a
population of 750,000.
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The industrial area is used for processing and packaging the main export
products for the country. There are several residences and apartment buildings lo-
cated within approximately 300 m to the southwest of the RSCL. There is a signif-
icant amount of criminal activity in the general area at night as reported by the se-
curity forces, due to its location and proximity to various commercial properties.
On average, there are five cars stolen per year or vandalized in the immediate vi-
cinity. To tackle this concern, state actors conduct comprehensive and credible
threat assessments followed by appropriate actions to improve radiological securi-
ty.

Threat assessment is the practice of determining the credibility and validity of
a potential threat, and to acknowledge the probability that the estimated threat can
be activated into reality. This study analyzes a hypothetical radiological research
organization using modeling tools. The research evaluates three (3) facilities at the
radiological organization and their Physical Protection System (PPS) to assess pos-
sible entrances and diversion. The three (3) major facilities being considered for
this research atthe RSCL are the Calibration Laboratory (F1), the National Reposi-
tory (F2), and the Interim Storage facility (F3). The buildings allocated for these
facilities are strategically spaced from each other to allow effective transfer of ma-
terials and also to support routine security response concerns.

The site security plan prepared by the stakeholders has considered the need
for periodic threat assessment to be conducted to support the response team and
maintain effective security onsite. This condition with initial probabilities of ad-
versary attack as 0.26, 0.15 and 0.42 leads the scenario into a state of varying
probabilities of threat at the three (3) facilities being considered; F1, F2 and F3 re-
spectively. The research conducts several repetitive runs of the threat assessment
process using the modeling tools, by considering different response elements that
could potentially be added to the design to reach the desired response margin and
overall system effectiveness. After thirteen (13) simulation event trials, a steady
state is reached with final probability of adversary attack values as 0.60, 0.09 and
0.14 for facilities F1, F2 and F3 respectively. The several trials conducted and the
steady state reached serves as a guide for facility managers to acknowledge and de-
termine the resources required to control adversary attacks at the various facilities
considered at the nuclear organization.

EHANCEMENT OF SECURITY CULTURE USING A PREDICTIVE
MODEL TO PREVENT SABOTAGE AND THEFT AT RADIOLOGICAL
FACILITIES
Shcheglova E.A., Amoah P.A., 1zgagin D., Stepanov B.P.

Tomsk Polytechnic University Tomsk, Lenin Ave., 30
E-mail: eas81@tpu.ru

With the increase in the application of nuclear technology around the globe,
there is a need to institute predictive and prudent measures at nuclear and radiolog-
ical facilities and activities to adequately and effectively protect their materials
from incidents and adversaries.
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