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SUMMARY 

ASEAN (Association of South East Asian Nations) and its ten member countries have 

taken many initiatives to secure a good legal infrastructure for e-commerce. However, 

digital divide and lack of suitable laws to enable cross border e-transactions act as a 

non-tariff barrier to the growth of e-commerce within the region. It is suggested that 

harmonisation of laws that follow international standards and best practices through 

adoption of a Model Code for e-transaction is a necessary step towards its efforts in  

integrating into a single market for goods and service in the ICT sector. It will enable 

consumer to have trust, certainty and confidence in the e-transaction and 

consequently, attract investment to the region.   

 

The work has recommended and formulated a Model Code for e-transaction taking 

into account international developments, practices, guidelines of regional bodies and 

legislation of ASEAN trading partners in the area of e-commerce. Discussions and 

analysis in the four core realm of laws namely e-commerce laws (e-contracting & 

Digital Signature and authentication), Evidence, Banking and Jurisdiction and Private 

International law issues are undertaken. The comparative study on the existing e-laws 

of the ASEAN nations with the proposed Model Code shows disparities and 

inadequacies in chosen fields. A separate analysis on the competency of the existing 

laws to cope with legal issues in the chosen field shows that none of the ASEAN 

country’s e-laws are suitable. However, the rating of some ASEAN countries in order 

of compatibility to the Model Code is as follows: Republic of Philippines, Singapore, 

Malaysia and Thailand. Hence, it is recommended that amendments should be made 

to those e-laws of some ASEAN countries that are incompatibility with the proposed 
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model code. Moreover, those countries without any e-laws, adopt the Code into their 

national laws as it is for the sake of harmonisation.  

 

The Code is comprehensive enough, as it covers other areas of laws as well like data 

protection, cyber crimes, privacy issues, intellectual property laws and content 

regulation. It also provides suitable method for the administration of the Code, and 

provides valuable practical suggestions that will help secure a harmonised legal 

framework for e-transaction laws within ASEAN.   

 

Moreover, other developments are equally required for an effective legal framework 

for ASEAN. Those are 1: Strengthening co-operation with other regional groupings 

on e-commerce policy formation, 2: ASEAN’s need to create a stronger institution as 

a whole. 3:Development of other institutional infrastructure like increasing consumer 

awareness, developing dispute settlement mechanism, appellate body for resolving e-

disputes and physical infrastructure for e-commerce; 4: Need to ensure that member 

countries grow in a meaningful way by adopting freeze plus system for the purpose of 

ensuring harmonised development of infrastructure with in ASEAN. 5: Recognizing 

principle of mutual recognition. 6: Work towards harmonisation of procedural laws, 

and creating awareness and efficiency among traditional agencies of ASEAN nations.  

 

An appeal is made to the policy makers of ASEAN to accept the Model Code for e-

transaction, and other recommendations, as this complements ASEAN’s existing 

harmonisation initiatives, and aid few less developed member nations to leapfrog into 

new era of e-commerce smoothly. 
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1 INTRODUCTION 

E-commerce is one of the visible ways in which Information Communication Technology 

(ICT) can contribute to the economic growth of a country. It has fundamentally altered 

how parties interact and transact in today’s business world. Though it has advantages, it 

has created some unrest in the legal and regulatory fields because of it unique, ubiquitous 

and trans-boundary nature. Lack of a suitable legal framework to deal with this unrest, is 

a non-tariff barrier to trade in ICT sector. ASEAN is one of the regional bodies, grappling 

with the issue of raising its competitiveness in the ICT domain. It aims to attract 

investment to its region by branding itself as a global ICT hub.  

1.1 Objective 

This work aims to recognise and emphasis ASEAN’s need for a harmonised e-transaction 

legal framework and proposes an E-commerce Transaction Model Code for the entire 

region to serve as a comprehensive and effective strategy. It takes in account the legal 

developments until 30th September 2005. The purpose of it is to tackle myriad legal 

issues surrounding this area, keeping in mind the organization’s regional visions and 

goals. The formulation of the E-commerce Transaction Model Code (the model code) is 

after carefully considering the, international e-commerce legal and regulatory 

developments. The adaptability of the Model Code to the existing legal framework of the 

ASEAN countries would be accessed using a comparative model. Thereby, the required 

further actions that the member nations of ASEAN and ASEAN need to take can be 

determined. Keeping in mind the diverse legal, social and technological positions of 
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members on the one hand and the regional visions, trends and goals of the organization 

on the other hand, the work proposes few normative recommendations. 

 

1.2 Focus 

The focus of the thesis is restricted to the rationale, discussion, comparative analysis of 

the few core issues. They are E-commerce laws (Contract law, Digital Signature and 

authentication) Evidence Laws, Banking laws (E-payment) and Jurisdiction and Private 

international law. Recommendations/guidelines on the other issues like, Consumer 

Protection, Intellectual Property, Content Regulation, E-governance, Data Protection, 

Cyber Crime,  which are also important elements for an effective e-commerce legal 

framework, will be provided in a brief manner. 

 

1.3 Significance 

The exponential rate at which e-commerce is forecasted to rise in the future and the 

indication that Asia pacific would overtake US and UK, the current market leaders in e-

commerce, makes this study about ASEAN a relevant one. ASEAN is one of the major 

regional bodies taking initiative in this respect and indeed has a great potential to succeed 

in leading the world in the e-commerce field. However, the weak legal infrastructure of 

the member countries, especially lack of or inadequate basic E-commerce Transaction 

laws would undermine the region’s ability to succeed in this field. Trust and confidence 

in e-business are the fundamental factors that would enable the growth of e-commerce, 

and laws are one of the means through which trust and confidence of the market players 
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can be increased. Therefore, there is a primary need to review the Electronic Transaction 

laws in the ASEAN region and to see whether it can withstand the current legal issues 

developed due to increase in complexity of technology and business methods and to 

identify  primarily the existence of such laws. 

 

Moreover, this study is opportune because it complements many of the ASEAN’s 

regional legal initiatives and hopes to influence the ASEAN policy makers in their plan to 

shape a regional legal framework for e-commerce. This work contributes to the sparsely 

available legal literature on e-commerce laws that specifically focus on ASEAN nations. 

It attempts to be one among a few comprehensive studies, providing an extensive 

coverage of all ten ASEAN member nations’ legal framework in a new subject such as e-

commerce law.  

 

1.4 Methodology and Thesis Outline 

The thesis primarily uses comparative analysis method, and it undertakes 

interdisciplinary analysis by taking into account social, economical and legal aspects 

involved in this field of research to arrive at normative recommendations. However, the 

prime limitation for this research is the non availability of suitable legal material on 

relevant subject in most of the ASEAN countries. 

 

The presentation of the research is in eight chapters as described below. This chapter 

covers a general introduction to the entire work. The titled of the second chapter is 

“Preliminary Issues”, which would provide the meanings for common terms used in this 
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work, and as a background, provide an assessment of socio-legal issues pertaining to e-

commerce development in ASEAN, so that the legal problems and recommendation that 

would be analyzed and provided in preceding chapters would gain a holistic perspective. 

The Third chapter would identify the legal issues that need the attention of the policy 

makers, including regulatory and institutional barriers to e-commerce in ASEAN, both 

from a domestic and regional stand points. To understand the legal and regulatory issues 

more clearly a specific case study on the Singapore’s regulatory and institutional 

framework for e-commerce is undertaken. This chapter would also argue a case for 

harmonisation of e-commerce laws as a necessary tool for ASEAN and suggest a suitable 

approach to achieve it.  

 

The fourth chapter will introduce the provisions of the proposed E-commerce Transaction 

Model Code, including the inspiration for the work. The fifth and the sixth chapters 

would be a comparative analysis of the Code and the existing provisions of the Electronic 

Transaction Acts of ASEAN nations. It assists in identifying the compatibility of the 

same with respect to the proposed four core areas of this work. The seventh chapter 

would provide the final analysis of the comparison under each core element. The last 

chapter would provide legal and non-legal recommendations to ASEAN for successful 

integration of the Model Code into the member nations and end with a specific appeal to 

the policy makers to undertake further actions based on the proposals elaborated in the 

dissertation.     
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2 PRELIMINARY ISSUES 

2.1 Common terminology 

ASEAN: The Association of South East Asian Nations is a treaty-based regional 

organization with the ability to pass binding conventions1. It was established on 8 August 

1967 in Bangkok by the five original Member Countries, namely, Indonesia, Malaysia, 

Philippines, Singapore, and Thailand.  Brunei Darussalam joined on 8 January 1984, 

Vietnam on 28 July 1995, Laos and Myanmar on 23 July 1997, and Cambodia on 30 

April 1999. It focused on “cooperative peace and shared prosperity”2. The ASEAN 

nations are extremely diverse in economic and technical development. The World Bank 

reports show that Laos and Myanmar have little or no experience with e-commerce, while 

Singapore, on average, ranked among the top quintile in the e-commerce related 

indicators, and 3rd overall (out of 75 countries), in the 2002/2003 Global Information 

Technology Report’s Networked Readiness Index3. ASEAN’s overarching objective, 

announced at the Fifth ASEAN Summit, is to achieve “shared prosperity through human 

development, technological competitiveness and social cohesiveness”4. There are many 

initiatives taken by ASEAN to promote e-commerce within its region. Details of the same 

will be discussed in Chapter 3 of this thesis and under the heading “Regional initiatives 

taken by ASEAN”  

 

                                                

1 See, Paul J. Davidson, The legal framework for international economic relations ASEAN and Canada, 
Institute of South Asian Studies, Singapore 1998, P. 26-31 
2ASEAN,  www.aseansec.org (accessed on 18th Dec 2005) 
3 UNCATAD,  http://www.unctad.org/en/docs/ecdr2003ch1_en.pdf (accessed on 30 Nov 2005) 
4 ASEAN, http://www.aseansec.org/9990.htm ( accessed on 30 Nov 2005) 
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Internet: Internet is a set of standardized protocol or convention by which data, files, and 

program can be sent from one computer to another over various carriers (like telephone 

lines, cables, satellite channels) without the computer having to be linked to the other 

computer through a dedicated cable 5 

 

Information Communication Technologies (ICT): Information is a data or fact that can be 

stored, retrieved and manipulated. Technology is the application of scientific knowledge 

to design, produce and use products and services for extending the human potential to 

improve and control the natural and human made environment. Information Technology 

is thus, defined as a set of tools, systems, techniques and knowledge developed to solve 

problems involving and utilizing information6.  

 

It is important to consider that e-commerce is just one of the many elements of ICT 

readiness, all of which are fundamentally interdependent and interrelated. For example, e-

commerce relies on physical infrastructure (communications, electricity, transportation) 

rule of law, trained human capital, etc; while ICT use in society and ICT training, partly 

depends on the private sector’s use of technology. However, the present research will 

primarily focus on, e-commerce legal infrastructure needed for ASEAN. 

 

                                                

5 Marcus Franda, Governing the Internet: The emergence of an international regime, Boulder, Colo. : L. 
Rienner Publishers Inc, 2001, pg 6 
6 Economic And Social Council of Asia and the Pacific, Compliance with information and communication 
technology related multilateral framework: Information technology enabling legal framework for greater 
Mekong sub regions. UN,  2004 ST/ESCAP/2329 pg 13, located at http://www.jura.uni-muenster.de/eclip/ 
(accessed on 21st June 2005) 
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Electronic Commerce and Electronic Business: The term “e-commerce” and “e-business” 

and “electronic commerce” are sometimes used interchangeably; they reflect different 

idea about what impact new information technologies will have on business operations.  

 

The term “e-commerce” seems to have been coined in the mid-1990, when internet had 

just begun to capture attention of a larger public7. For the purpose of this work E-

commerce may be broadly referred to as “any transaction over electronic medium either 

internet or in any other open network for commercial purpose”. Such transactions can be 

divided into two categories: 

• Those that involve the sale of physical goods and services; 

• Those that involve the direct, on-line transfer of information and digital goods and 

services (e.g. software, music-on-demand, video-on demand). 

Four elements are essential to constitute an e-commerce transaction. 

a. Commercial context 

b. Goods and services 

c. Telecommunication 

d. Business transaction 

 

                                                

7 One of the first uses of the term appeared in, U.S Encryption Policy Hurting E-Commerce, PC week, 
December 5, 1994, at 81See generally, Jane K.Winn, Open Systems, Free Markets and the Regulation of 
internet commerce, 72 Tul. L. Rev.1179 (1998) 
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E-commerce includes all other commerce like, V-commerce (Voice), T-commerce 

(Television), P-commerce (Public) and the latest U commerce (ubiquity, uniqueness, 

universality, and unison)8 

 

The term “e-business” (Electronic Business) was coined in the late 1990’s; it usually  

indicates a broader focus than the term e-commerce. If e-commerce is about executing 

transaction more efficiently in border marketplace, defined by the new communications 

technologies, then e-business is about, a thorough restructuring of business operation 

within an organisation to take full advantage of a wide range of new information 

technologies9 .  E-business, derived from such terms as "e-mail" and "e-commerce," is 

the conduct of business on the Internet, not only buying and selling but also servicing 

customers and collaborating with business partners10.  

 

E business is of two types 

• Business to customer and  (B2C) 

• Business to business  (B2B) 

 

Business to Consumer (B2C) websites sells products, services to online shoppers 

including the new kind of customer using mobile phone and other wireless devices with 

                                                

8 Association for Information Systems, http://www.isworld.org/ijunglas/u-commerce.htm (accessed on 30 
Sep 2005) 
9 See generally, Ravi Kalakotta & Marcia Robinson, e-Business: Roadmap for success, Chapter 1 Addison-
Wesley 1999.  
10Search CIO, http://searchcio.techtarget.com/sDefinition/0,,sid19_gci212026,00.html (accessed on 3rd Feb 
2005) 
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the advent of U commerce or Ultimate commerce11. Business to Business (B2B) is about 

automating ones supply chain and linking systems with ones business partners.  

 

Electronic Money: (Also known as e-money, electronic currency, digital money, digital 

cash or cyber cash) broadly refers to money that is exchanged only electronically. 

Typically it involves the use of computer networks, the internet and digital stored value 

systems12.  Electronic money products can be stored valued (prepaid), card based and 

network/software based13. Cyber credit cards are an example of card based product.  

 

2.2 Socio-legal issues and developments in e-commerce infrastructure within 
ASEAN 

2.2.1 Technological and legal development in ASEAN with reference to e-commerce 

All ten ASEAN members are from different backgrounds and varied development stages 

when it comes to ICT. They also have different legal systems. An understanding of which 

is necessary for us to visualize a harmonized e-commerce legal regime in ASEAN, which 

is what the dissertation attempts to show.  

 

                                                

11 U-commerce is defined as "the use of ubiquitous networks to support personalized and uninterrupted 
communications and transactions between a firm and its various stakeholders to provide a level of value 
over, above, and beyond traditional commerce" Watson, R. T., Pitt, L. F., Berthon, P. and G. M. Zinkhan 
"U-Commerce: Extending the Universe of Marketing." Journal of the Academy of Marketing Science, 
(2002) 30(4): 329-343. See also Association of information systems , http://www.isworld.org/ijunglas/u-
commerce.htm (accessed on 4th Feb. 2005) 
12 Wikipedia, http://en.wikipedia.org/wiki/E-money (accessed on 9th August 2006) 
13 Committee on payment And Settlement Systems, “Survey on Electronic Money developments”, May 
2000, IBA, available at www.bis.org, accessed on 9th August 2006 
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There are many benchmarks to ascertain a country’s overall ICT level. The first and the 

foremost thing is to know the Telecommunication infrastructure of the country, as it sets 

down the basic infrastructure needed for any kind of ICT14.  

 

The table 1 below provides an overview of the legal system and telecommunication 

infrastructure of ASEAN members. It will establish the relationship between the Gross 

Domestic Product (GDP) of the country and the Telecommunication Access, which is a 

measure for technological development.  A country’s GDP represents the economic 

health of a country15.    

 

Table 1 - GDP, Telecommunication density, legal system 
 

ASEAN 
member 

Government Legal system GDP per 
capita 200216 
Adapted from 
ITU17 

 

Telecommunic
ation density 
per 100 
inhabitants 
2003 

Singapore Parliamentary 
Republic  

Common law 20’894  125.84 

Brunei 
Darussalam 

Constitutional 
Sultanate 

Elements of 
English 
common law 
with Muslim 
elements 

12’447 65.92 

Malaysia Constitutional 
Monarchy 

Common law, 
Adat, Muslim 

3’ 870 62. 36 

                                                

14 See generally, Editors Victor Bekkers, et al, Emerging Electronic Highway, New Challenges for politics 
and law, Kluwer Law International, Hague 1996, Chapter 8, W.J. M Vodermans, Min(D)ing the 
Telecommunication Infrastructure, pg 101 
15Investopedia, http://www.investopedia.com/terms/g/gdp.asp (accessed on 5th Feb 2005) 
16 ITU Statistics, http://www.itu.int/ITU-D/ict/statistics/at_glance/basic03.pdf  (accessed on 20 October 
2004) 
17Ibid,  fn 14 
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law 
Thailand Constitutional 

Monarchy 
Civil law 2,044 36.55 

Philippines Republic Civil law 969 23.29 
Indonesia Republic Civil law, Adat, 

Roman, Dutch 
law 

860 9.17 

Vietnam Communist 
State 

Socialist, Civil 
law 

429 8.78 

Laos Communist 
State 

European 
Continental 
Civil Law 

328 2.12 

Myanmar Military Regime Common law 
with influence 
of French and 
English norms 

148 0.85 

Cambodia Multiparty 
Liberal 
Democracy 
under a 
constitutional 
Monarchy 

Primarily civil 
law with 
French Civil 
law. 

254 3.01 

Source: Author   

 

The analysis of the table shows that the economic growth is directly proportional to the 

telecommunication access. Furthermore, the legal system of each country and their 

political system show diversity in their backgrounds, this may to some extend, affect the 

harmonization process within the ASEAN. 

 

Adequate telecommunication infrastructure deals with the possibility of Availability, 

Accessibility, and Usability of telecommunications services and products at affordable 

rates, including allowing competition in ICT markets and providing for convergence of 

media and services. However, the method used above is the only measure to access the 

technological development of ASEAN members. However, no comprehensive empirical 
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data exists to show the technological development of the ASEAN members. Therefore, 

reports and studies as mentioned below are relied upon18.  

• IBM Global Infrastructure Technology Report On E – Readiness19 

• The Network Index Readiness Study20 

• Mosaic Group’s Framework Internet Diffusion21 

 

2.2.1.1 IBM Global infrastructure Technology Report on E – Readiness  

The ASEAN secretariat commissioned an International Business Machines (IBM) 

Taskforce to assess the relative state of e-readiness among ASEAN members. The basis 

for the assessment was Infrastructure, e-Society, e-Commerce and e-Government.  Figure 

1 below represents this and the basis for classification of the ASEAN, countries. Figure 2 

depicts the classification. Figure 3 provides the state of ICT development of ASEAN 

countries.   

                                                

18 For details about methodology, approach of the studies refers to the individual sources.  
19 e ASEAN, “e-Readiness Assessment Executive Summary”, 24 October 2001, http://www.e-
asean.info/reports/ASEANe-ReadinessAssessment-ReportforPublicBW.pdf  (accessed on 20th Sep 2005) 
20 IBM Global Infrastructure Technology Report on e – readiness report, 
http://www.cid.harvard.edu/cr/gitrr_030202.html (accessed on 20th December 2005) 
21 Peter Wolcott et al., “A framework for assessing the global diffusion of Internet”, Journal of AIS, Vol 2 
Article 6 (November 2001), 1-52.  
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Figure 1 - IBM report e-readiness 

 

 

The study resulted in classification of the member nations into four categories as 

described in the figure 2 below. 
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Figure 2 - IBM categories of Classification of ASEAN countries 

 

Source: IBM report for ASEAN 
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Figure 3 - IBM - ICT Readiness level 

 

Source: IBM report for ASEAN 

 

2.2.1.2 Network Readiness Index22 

It is a special project within the framework of the Global Competitiveness Programme. 

The GITR23 is the result of collaboration between the World Economic Forum, the World 

Bank, and INSEAD. 

                                                

22, Soumitra Dutta & Amit Jain  “The Network Readiness Index, 2003-2004, Overview And Analysis 
Framework, The Global Technology Report 2003 -2004 Towards An Equitable Information Society” 3-22, 
Oxford University Press, Inc, 2004, also available at 
http://www.developmentgateway.org/download/222656/Networked_Readiness_Index.pdf  ( accessed on 
10th October 2005) 
23Global Information Technology Report, 
http://www.weforum.org/pdf/Gcr/GITR_2003_2004/GITR_Contents_03_04.pdf (accessed on 24 Sep 2004) 
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The definition of the Networked Readiness Index (NRI) is as a nation or community’s 

degree of preparation to participate in and benefit from information and communication 

technology. The Networked Readiness Framework is used to assess the relative degree of 

networked readiness and computes the NRI of 102 countries. Network readiness Index 

was developed by Harvard University Centre for International Development (CID)24. A 

country with a high NRI is one with “a highly developed ICT network, harbour great 

potential to exploit those network capacities”25  

 

The NRI utilizes two indexes in its assessments: The Network Use Component index and 

Enabling Factor Component Index. The Network Use Component index measures the 

extent of current network connectivity through five variables namely: Internet user per 

hundred inhabitants, cellular subscribers per hundred inhabitants, internet user per host, 

and percentage of computers connected to the internet, and availability of public access to 

the internet.  

 

The NRI distinguishes two broad Network Readiness Indexes within ASEAN states. One 

side are countries that were ranked and on the other are countries that were excluded. The 

countries that were included may be considered to belonging to a “more connected 

                                                

24 Geoffrey S. Krikman, Carlos A. Osario and Jeffrey D. Sachs, “The network Index Readiness Index: 
Measuring the preparedness of nations for the Network World” in Global Information Technology report, 
ed. Geoffrey S. Krikman et al., (New York and Oxford University Press, 2002), 10-29, also available at 
http://cyber.law.harvard.edu/itg/projects/past_projects.html for more information.  
25 Ibid, pg 11-12 
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level” of network readiness, and the other can be considered as having “less connected 

level”. The results for ASEAN countries are shown below in table 2.  

Table 2 - NRI index ASEAN 
 

ASEAN-NRI 
ranking 

Country Networked 
Readiness Index 

NRI Rank (out of 
102 countries) 

1. Singapore 5.40 2 
2. Malaysia 4.19 26 
3. Thailand 3.72 38 
4. Vietnam 3.13 68 
5.  Philippines 3.10 69 
6. Indonesia 3.06 73 
- Brunei - - 
- Cambodia - - 
- Laos - - 
- Myanmar - - 

Source: Adapted from World Economic Forum, Information Technology Report 2003-
2004 26 

2.2.1.3 Mosaic Group’s framework Internet Diffusion27 

It describes the global diffusion of Internet in a country. The framework assesses the state 

of Internet in a nation along six dimensions (Pervasiveness, geographic Dispersion, 

Sectoral absorption, connectivity Infrastructure, Organizational Infrastructure, and 

Sophistication of use. The GDI framework, therefore, consists of six dimensions, each of 

which describes an important, somewhat intuitive, and measurable feature of the presence 

of the Internet in a country.  Each dimension has five-value ranging from Zero (non-

existent) to four (Highly developed). 

                                                

26 World Economic forum, Klaus Schwab, Global Information Technology Report, 
http://www.weforum.org/site/homepublic.nsf/Content/Global+Competitiveness+Programme%5CGlobal+In
formation+Technology+Report accessed on 29th October 2004 
27 Wolcott, Peter, Larry Press, William McHenry, Seymour E Goodman, William Foster, "A Framework for 
Assessing the Global Diffusion of the Internet", Journal of the AIS, November, 2001, v. 2 article 6. See also 
MOSAIC, http://mosaic.unomaha.edu/gdi.html (accessed on 20th Sep 2005).  
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Internet diffusion in ASEAN countries assessed using GDI framework28.  

Table 3 - Internet diffusion in ASEAN countries using GDI framework 
 

Country Total score 
(Max=24) 

1.  Singapore 22.0 
2.  Malaysia 18.5 
3.  Indonesia 15.5 
4. Thailand 15.5 
5.  Philippines 15.0 
6.  Vietnam 10. 5 
7.  Laos 9.0 
8.  Cambodia 7.5 
9.  Brunei n.a 
10. Myanmar n.a 

Source: Adapted from information Technology Group, Center for international 
Development at Harvard University29 

The following table 4 compares the result of the studies on ASEAN countries.  

Table 4 - Technological Development of ASEAN: A Comparison of IBM report, 
NRI report and GDI framework studies 
 

Comparison table to arrive at the technology development of the ASEAN countries 
IBM report Network Index readiness 

(NIR) 
Internet Diffusion 
accessed by GDI 
framework 

Rank Country Rank Countries Rank Countries 
Extending Singapore 1 Singapore 1 Singapore 
Embedding Malaysia 2 Malaysia 2 Malaysia 

Thailand 3 Thailand 3 Indonesia 
Philippines 4 Vietnam 4 Thailand 

Evolving 

Indonesia 5 Philippines 5 Philippines 

                                                

28 Adapted from, ITU country Case Studies, located at http://www.itu.int/osg/spu/casestudies/index.html, 
(accessed on 20th October 2004) 
29 ibid 
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 Brunei 
Darussalam 

6 Indonesia 6 Vietnam 

Cambodia - Brunei 
Darussalam 

7 Laos 

Laos - Cambodia 8 Cambodia 
Myanmar - Laos - Brunei 

Emerging 

Vietnam - Myanmar - Myanmar 

Source; complied by Author from same sources cited before in this work.   

 

An analysis of the above table makes it clear that Singapore is leading or “extending” in 

ICT developments in the region. Next comes Malaysia (embedding), followed by 

Thailand. Indonesia, Philippines (evolving) follows Thailand and then comes the others. 

Vietnam appears to be in a better footing amongst the least developed members of 

ASEAN (progressing from “Emerging” to “Evolving” stages considering the data). 

Brunei and Myanmar were excluded from the studies, due to non-availability of data. 

This only reveals the poor development of electronic infrastructure. Laos and Cambodia 

are the least developed in this area. 

  

2.3 Benefits and Barriers of e-commerce to ASEAN 

2.3.1 Benefits of e-business 

Knowing the benefits of ICT and e-business would help us appreciate the need for 

protecting and promoting them. Some of the benefits to developing countries from e-

business are as mentioned below: 

 



CH 2-PRELIMINARY ISSUES  

   20   

ICT that facilitates e-business can promote economic growth, social development and 

better governance in a country. An example is the development of e-ASEAN initiative30. 

Consequently creating many opportunities for foreign direct investments, which continue 

to play an increasingly important role in the region’s greater economic growth and 

integration31. 

 

They enhance access to information and news; enlarge employment opportunities; 

increase economic output; protect consumers; provide more efficient access to a range of 

government services; make distance education and training more effective; improve 

delivery of health services, (through the application of tele-medicine); reduce election 

fraud; and promote transparency in public procurement32.  

 

The applications of ICTs empower more people, hitherto un-reached or under serviced, 

and accomplish a deeper geographic penetration, especially to rural areas, than the case 

with traditional means and modalities. ICTs allow access to information sources 

worldwide; promote networking transcending borders, languages and cultures and help 

spread knowledge about "best practices" and experience.33  

 

                                                

30 For more details Read section Below titled “ASEAN and Regional promotion of e-commerce 
infrastructure” 
31  Internet stats, http://www.internetworldstats.com/stats.htm  (accessed on 10th Feb 2005) 
32 ASEAN, http://www.asean.or.id/7659.htm (accessed on 17th June 2005) 
33 Same as above note 29 
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From a business man’s perspective, e-Business enhances the following processes of 

business34 

1. Production processes which include procurement, ordering and replenishment of 

payments, electronic links with suppliers’ production control processes, among others; 

 2. Customer-focused processes, which include promotional and marketing efforts, selling 

over the internet, processing of customers’ purchase orders and payments, and customer 

support, among others and 

3. Internet management processes, which include employee services, training, 

information sharing, video-conferencing, and recruiting. 

 

However, the benefits are achieved by making changes and having an integrated 

approach through addressing strategy, technology, organisation, people and business 

processes. Benefits are not achieved only by technology (though it acts as an enabler)  

 

Some of the many other benefits of e-business can be categorized under the following 

three aspects35: Cost, Marketing, and Competency.  

Costs: 

• Lower transaction expenses. Labour costs associated with administration can be 

reduced; 

                                                

34 Alana, Quimbo, Andam, ePrimer: An Introduction to eCommerce, (Philippines: DAI-AGILE, 2002), 2. 
 
35 See generally, http://www.jura.uni-muenster.de/eclip, accessed on 20th Feb 2005, and also Cheshire 
Henbury, e-business benefits, http://www.cheshirehenbury.com/ebusiness/ebbenefits.html accessed on 18 
Dec 2005 
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• Reduced supply costs. More Internet based information affords firms a wider choice 

of suppliers and by extension, more competitive prices; 

• Publication and distribution fees are minimized. Publishing a brochure online enables 

a vast number of people to access it, while also allowing the company to update and 

then add to the contents; 

• Improved efficiency and productivity; 

• The role of the intermediary becomes less important as companies can sell direct to 

the customer. 

 

Marketing: 

• It helps build brand awareness offering new avenues of promotion; 

• Customer loyalty deepens because web-based purchasing affords customers the 

opportunity to communicate with the company; 

• Improved communications, information and knowledge sharing and; 

• Conversely, a web site also allows the firm to offer better service to consumers. 

 

Competitiveness: 

• E-business offers a reliable, cost effective and involuntary means of doing business. 

Routine tasks are automated and customers, if they wish, can avail 24-hour sales. 

Therefore, there is an improved customer service;  

• Harmonisation and standardization of procedures means better efficiency and thereby 

greater competency. 
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2.3.2  Barriers to E-business in ASEAN countries 

East Asia is economically the fastest growing region in the world36. However, there are 

some barriers to e-commerce that needs attention for ASEAN to effectively compete with 

its trading partners like, China, Korea, and India.  

 

The number of online users determines the success of e-business. The greater the number 

of people online, the greater will be the opportunities for electronic transactions. 

Successful and effective e-business means improvement in number of factors. Some of 

the major barriers to the growth of e-business in ASEAN are low personal computer 

penetration, inadequate infrastructure, government policies, economic considerations, 

personal preferences, and market malleability37. 

 

Personal Computer Penetration: Personal computer penetration is arguably the chief 

gauge for readiness of e-business as there is a direct relationship between computer 

penetration and e-commerce. Since it is related to and dependent on disposable income, 

owning a computer is a major consideration in most developing countries. Number of 

telecommunication devices for every 100 people, Vietnam has: 0.5 PC (globally 5.8, 

Switzerland); televisions (globally U.S, 28); 0.001 Internet users (globally, U.S, 0.01); 

0.2 mobile phones (globally, Finland 4). The table 5 below provides the latest 
                                                

36The Independent, “Feasibility study for East Asia Free Trade Area to begin”,  http://independent-
bangladesh.com/news/jan/25/25012005bs.htm#A14 accessed on 18th Dec 2005 
37. Economic and Social Commission for Asia and the Pacific, Compliance with the information and 
communication technology-related multilateral framework: Information technology enabling legal 
framework for the greater Mekong sub region. Part one “Towards a legal framework for e business in 
Cambodia, china. The Laos people’s democratic republic, Myanmar, Thailand and Vietnam”.  Pg 12, 
United Nations, New York, 2004. 
 (Note: Five of the ASEAN countries were studied in this reference; however the same barriers apply 
equally to all ASEAN countries in my opinion, hence borrowed.) 
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information on the number of users in each ASEAN countries to show the current state of 

computer penetration.  

Table 5 - Internet Usages and Population ASEAN 2005 
INTERNET USAGE AND POPULATION IN ASIA 

ASIA Population  
(2005 Est.) 

Internet 
Users, 
(Year 2000)

Internet 
Users, 
Latest Data 

Penetrat
ion 
(% 
Populati
on) 

(%) 
Users 
in 
Asia 

Use 
Growth 
( 2000-2005 
) 

Cambodia 14,560,030 6,000 41,000 0.3 % 0.0 % 583.3 % 
Indonesia 219,307,147 2,000,000 15,300,000 7.0 % 4.6 % 665.0 % 
Laos 5,612,274 6,000 20,900 0.4 % 0.0 % 248.3 % 
Malaysia 26,500,699 3,700,000 10,040,000 37.9 % 3.0 % 171.4 % 
Myanmar 53,222,658 1,000 63,700 0.1 % 0.0 % 6,270.0 % 
Philippines 84,174,092 2,000,000 7,820,000 9.3 % 2.4 % 291.0 % 
Singapore 3,547,809 1,200,000 2,421,000 68.3 % 0.7 % 101.8 % 
Thailand 65,699,545 2,300,000 8,420,000 12.8 % 2.5 % 266.1 % 
Vietnam 82,851,971 200,000 5,870,000 7.1 % 1.8 % 2,835.0 % 
Brunei 
Darussalam 

383,744 30,000 56,000 14.6 % 0.0 % 86.7 % 

Adapted from the Internet World Stats Website 38 

Infrastructure: Inadequate infrastructure plays a key role in inhibiting e-business 

globally. Even as the cost of personal computers declined, access to Internet connection 

eludes most people in developing countries in ASEAN. Issues such as access to Internet 

services, including the hardware and software, as well as the communications 

infrastructures, remain serious obstacles to e-business. For example in Vietnam where 

16- 20 % of the population earn below one$ USD per day the cost of Internet access in 

                                                

38Internet world statistics, http://www.internetworldstats.com/ (accessed on 18th December 2005) 
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café are a formidable three$ US39 for one hour and in Laos it costs two$ US. This goes to 

prove the lack of good infrastructure in these countries.40 

 

Government policies: Government policies can also severely hamper e-business. In some 

countries, long distance telephone and internet connections pass through a government 

monopoly or corporations owned or controlled by the government. The deficiency in 

encouraging competitor and low funding, invariably results in higher fees, poor service 

and zero or minimal innovation. In addition, many telephone systems charge a toll per 

unit of usage in some ASEAN countries. The combination of connection charges and 

usage charges tend to restrain the usage of internet in many countries and thereby 

reducing e-commerce activity. Careful policy planning is not given due importance in 

many of the ASEAN countries.  

 

Economic considerations: Though information technology revolution has changed 

millions in the world, it hurts to know that it is still an unrealized dream to many poor 

billions who simply cannot afford it. Since “third world” countries would rather devote 

their limited funds to serve and provide for the basic needs of their people, direct 

government financial intervention in this sector is negligible. Poverty level as shown in 

the Table 1, of some of the ASEAN countries has a direct impact on its ICT development. 

 

                                                

39 Travis C. Daub, Net effect , Cost of Cyber living,  August 2004, 
http://www.foreignpolicy.com/story/cms.php?story_id=2594 (accessed on 10th Feb 2005) 
40 Madanmohan Rao, The Internet in Laos: A Rough Guide, http://www.isoc.org/oti/articles/0401/rao3.html 
(accessed on 18th Dec 2005) 
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Personal preferences/Lack of education and awareness: It is a fact that many consumers 

still prefer paying by cash then credit. The statement is truer in developing countries. 

Even in reasonably good legal regime like Singapore, only 5% of the population bought 

things online41 due to trust factor involved in electronic payments. The lack of ability or 

interest to execute credit transactions is a significant barrier to e-commerce. In addition, 

issues of security in transactions and privacy protection over internet are of concern to 

many consumers. 

 

Market concerns. Tariffs, fluctuating currency exchange rates, customs regulations, 

language, and return rates on international shipments are also impediments to a 

successful e-business climate. In a Forrester research survey, forty-six per cent of the 

interviewees indicated, that they turn away international orders because they do not have 

processes in place to handle them. Address verification may be difficult, which increases 

the risk of fraud in non-credit card transactions. It is also quite difficult to estimate 

changes in demand by customers and to determine the amount of inventory in the 

channels of distribution42. It is known that ASEAN countries to some degree do not have 

good logistic and transportation facilities for domestic demands with the exceptions of 

Singapore and Malaysia. Therefore, this factor can act as an impediment in itself.  

Fraudulent transaction in ASEAN is also on rise43 

                                                

41 McKinsey, Kitty, “Shoppers Lost In Cyberspace,” Far Eastern Economic Review, 
February 22, 2001. 
 
42 C. Patrick Fleenor, Peter Raven, Barriers to effective E-Business in developing countries. International 
Business and Economics Research Journal, April 2002  
43 Harry SK Tan, Current Challenges of developing a legal infrastructure for securing e-commerce,  
http://www.unescap.org/tid/publication/tipub2348_part2v.pdf (accessed on 10th October 2005) 
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2.4 Disparity in the uptake of e-commerce and basic legal infrastructure 

One of the basic legal infrastructures needed for e-commerce development is the 

existence of comprehensive electronic transaction, e-commerce laws .  

The table below tabulates the various electronic transaction legislations of  ASEAN 

countries.  

Table 6 - Legal development of ASEAN Nations in E commerce 
 

Country Enactment When it came into force/yet 
to be passed 

Brunei Darussalam Electronic Transaction 
Order 2000 

2000 

Malaysia Digital Signature Act 1997 
Philippines Electronic Commerce Act  2000 
Singapore Electronic Transaction Act, 

Electronic Certification 
Authority Regulation. 

1998, 1999 

Thailand Electronic Transaction Act  2001 
Vietnam Electronic Transaction 

Ordinance 
Yet to be passed 

Myanmar Electronic Transaction Act 30th April 2004 
Laos - - 
Cambodia Draft Sub degree on 

Electronic Transaction.  
2004 yet to be passed 

Indonesia Bill on electronic 
transaction Information  

2004 Yet to be passed 

Source: Author  

Discussions on a thorough comparison of the enactments will be done in individual 

chapters to follow44. However, the main differences are in Electronic Transactions 

Legislation; Electronic Signatures/Digital Signatures; Licensing of Certification 

                                                                                                                                            

43 ASEAN, “Hanoi Action Plan of Action”, 1997 http://www.aseansec.org/687.htm , (accessed on 25th Oct 
2004) 
44 Refer Table Consolidated Comparison of ASEAN e-commerce transaction law with the provisions of the 
Model Code under Chapter Seven of this Work.  
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Authorities (CAs) and Liability of third party. The uptake of e-Commerce and the extent 

of the legal framework are equally disparate. 

The Figure 4 below buttresses this result. 

Figure 4 - IBM progress of ASEAN e-commerce legal infrastructure 

 Source: IBM Global Services  

 

There is a risk that a “digital divide” will emerge, reinforcing existing income and wealth 

inequalities within a country itself “internal digital divide” because of lack of 

accessibility of ICT infrastructure and lack of suitable means to use them and “external 

digital divide between countries as shown in the figure 4. Yet, a major potential benefit of 

globalisation45 is the free movement of technology, including ICT, across borders.  

                                                

45 When I refer to globalisation I mean “The growing integration of economies and societies,  
interdependent among countries around the world with increased cross border trade with the advent of new 
technology in the ICT market” 
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In principle, ICT can have a levelling effect, giving poor countries and poor people 

access to markets, information, and other resources that would otherwise have been 

inaccessible. Most of the ASEAN countries with the exception of Singapore need to 

improve in the area of ICT. The evidence of real benefits is still scattered and anecdotal 

and the obstacles to affordable access remain formidable, but e-commerce does present 

real opportunities to small entrepreneurs in developing countries46.   

 

ASEAN countries needs to catch up with the other industrialized nations and its 

neighbours by embracing ICT and remain competitive if they wish to do so in this 

region47. Overall, there is a wide variation in legal and technological development. It 

shows the digital divide between the member nations of ASEAN. This scenario will act 

as a non-tariff barrier to regional economic and legal integration.  

 

2.5 ASEAN and regional efforts towards e-commerce promotion 

Internet commerce in Asia pacific is approximately US $1.6 Trillion of which only US $ 

69 billion is from ASEAN countries48. ASEAN as an organisation values the importance 

of promoting e-commerce within its region. Therefore, it has taken many initiatives that 

                                                

46 Andrea Goldstein and David O’Connor, E-commerce for Development: Prospects and Policy Issues,  
OECD Development Centre, http://www.oecd.org/dev (accessed on 11 Oct 2005) 
 
47 Challenges and Opportunities in Information and Communications Technologies  
(Excerpts from the Report of the ASEAN Secretary-General to the 33rd ASEAN Ministerial Meeting, July 
2000) located at http://www.aseansec.org/6264.htm (accessed on 11th October 2005) 
 
48 ARIBA, http://www.ariba.com/company/press_archive.cfm?pressid=2176&selectyear=2001&archive=1 
(accessed on 7th July 2005) 
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contribute towards its vision of creating a single market for goods and service through e- 

commerce. The then Prime Minister of Singapore says, “The existence of a sound legal 

system and effective administration of justice is now seen as a key requirement for 

attaining economic and social growth”49. Some of the initiatives mentioned below are 

those that concern with establishing a legal infrastructure for e-commerce and a few on 

the e-commerce infrastructures in general.  

 

2.5.1 ASEAN’s vision of legal infrastructure for promoting e- commerce 

Having a good legal infrastructure is one of the primary requirements for promoting e-

commerce50. Good legal infrastructure means the existence of substantive law, procedural 

laws and laws and policies allowing international co- operation with regard to e-

commerce.  A number of ASEAN’s initiatives show its commitment to develop a legal 

infrastructure suitable for ICT development especially e-commerce. Following are four 

important initiatives: 

2.5.1.1 The Hanoi Plan of Action51: 

• Create policy and legislative environment to facilitate cross-border Electronic 

Commerce; (2.8.1) 

                                                

49 ASEAN, Speech By Prime Minister Goh Chok Tong ,The 4th ASEAN Law Ministers’ Meeting 
Friday, 5 November 1999, The Mandarin Hotel At 10.00 Am , www.aseansec.org (accessed on 6th October 
2005) 
 
50Harry SK Tan, Current Challenges of developing a legal infrastructure for securing e-commerce,  
http://www.unescap.org/tid/publication/tipub2348_part2v.pdf (accessed on 10th October 2005) 
51 ASEAN, “Hanoi Action Plan of Action”, 1997 http://www.aseansec.org/687.htm , (accessed on 25th Oct 
2003) 
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• Ensure the coordination and adoption of framework and standards for cross-border 

Electronic Commerce, which is in line with international standards and practices; 

(2.8.2. ) and 

• Encourage technical cooperation and technology transfer among Member States in 

the development of Electronic Commerce infrastructure, applications and services. 

(2.8.3) 

 

2.5.1.2 The e-ASEAN Framework Agreement adopted by Leaders under Article 552 

‘Facilitation of the Growth of Electronic Commerce’ noted: 

• “Member States shall adopt electronic commerce regulatory and legislative 

frameworks that create trust and confidence for consumers and facilitate the 

transformation of businesses towards the development of e-ASEAN”53. 

 

2.5.1.3 The Initiative for ASEAN Integration, Policy and Legal Framework Program 

Area contains a Program Objective: 

• Create an enabling environment and legal framework for development of ICT in 

CLMV (Cambodia, Laos PDR, Myanmar, and Vietnam) 

                                                

52 ASEAN, “e-ASEAN Legal Framework for Electronic Commerce Legal infrastructure, ASEAN 
secretariat, 2001 http://www.aseansec.org/6267.htm , (accessed on 28th Oct, 2004) 
53 The e-ASEAN initiative is envisioned as a holistic electronic action plan, which will dovetail into 
existing work such as the AII, e-commerce, telecom and other relevant sectors like trade, tourism and 
science and technology. It aims to tie up all these separate initiatives into a comprehensive plan for greater 
synergy to fulfill the ASEAN Vision 2015. This vision hopes to develop a strong ICT infrastructure, 
vibrant electronic services and a dynamic ICT sector within ASEAN. The e-ASEAN initiative shall be 
government-led but private sector driven and will be a Model of public-private sector collaboration. 
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2.5.1.4 ASEAN Australia Development Cooperation Program (AADCP) – Program 

stream to harmonize e-commerce legal infrastructure54  

AADCP is funded by the Australian Government, through AusAID and implemented in 

close collaboration with the ASEAN Secretariat and is managed by ACIL Australia Pty 

Ltd started in 2004. The goal of the project is to assist ASEAN to integrate into one 

market for goods, services and investment by the establishment of a harmonized legal, 

regulatory and institutional environment for e-commerce. 

 

Other efforts and regional projects to encourage e-commerce are provided as an appendix 

under the heading e- ASEAN task Force55. All these initiatives are towards a bigger 

vision of economic integration by 2020. The recent ASEAN Ministers Summit in KL 

(Malaysia) discussed the idea of advancing the target date to 2015; a separate committee 

will soon be studying the feasibility of the proposal56.  

  

One of the latest research studies available in this field has revealed that only 29 out of 62 

e-ASEAN projects planned were executed57.  These show that ASEAN is tenaciously 

taking initiatives to further a legal framework suitable for e-commerce development but 

still needs to improvise on its efforts.  

 

                                                

54 Galexia consultant , http://consult.galexia.com/public/about/news/about_news-id19.html (accessed on 
18th Feb 2005) 
55 Refer Appendix Five titled e-ASEAN TASK FORCE, see also at http://www.aseansec.org/14467.htm 
(accessed on September 2005) 
56 ASEAN, Chairman’s Statement of the 11th ASEAN Summit “One Vision, One Identity, One Community, 
12 December 2005,  http://www.aseansec.org/18039.htm (Accessed 20th December 2005) 
57 Lim May-Ann, e- ASEAN initiative: A evaluation Study, Department of Info communication 
Management programme, National University of Singapore, 2003 
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2.6 Conclusion 

As discussed, there are various socio-legal issues surrounding issues pertaining to e-

commerce legal development. These issues are either country specific or region specific. 

Nevertheless, a proper legal infrastructure suitable for e-commerce is needed in the 

ASEAN countries. It includes among others things, having a harmonized law for 

electronic transactions.  

 

 The need to overcome infrastructural bottlenecks in telecommunications, transport, and 

logistics must be addressed along with the governance aspects of e-commerce, including 

consumer protection, security of transactions, privacy of records, and intellectual 

property. 

 

Therefore, it is submitted that ASEAN is not in the most desirable position to take 

advantage of the ICT or e-commerce growth due to disparity in technology, legal 

development and socio-political conditions. However, having a societal approach in mind 

and improving the technological infrastructure along with legal infrastructure, would lead 

it towards the ASEAN’s vision 2015, of empowerment of its members through e-

commerce growth and eventually, towards an integrated single market for goods and 

service. The next chapter explains the exact legal issues that arise due to the prevalence 

of e-commerce. Demonstrating a case for harmonisation of ASEAN’s legal infrastructure 

for e-commerce in the same chapter. 
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3 LEGAL ISSUES 

3.1 Legal challenges to E-Businesses: Barrier to E-commerce 

Attempts to graft archaic legal systems onto ever-changing circumstances result in a 

struggle to conform novel issues into an out-dated legal framework58. Some of the novel 

issues pertain to the known legal domains of laws such as Contract, Evidence, Payment 

Systems, Governing law and Jurisdiction, Cyber Crime, Intellectual Property Rights, 

Data protection, Administrative laws (e-government), Consumer protection issues and 

Taxation.  

3.2 Legal Infrastructure for e-Commerce: ASEAN’s situation 

Cyber space is invisible59. Unique nature of cyberspace poses several problems to the 

regulators. Lack of legal and technical infrastructure for e-commerce also adds to the 

existing regulatory challenges faced by ASEAN. 

 

As mentioned earlier, countries in ASEAN face different problems in handling the e-

commerce related issues. Problems posed by the lack of adequate legal infrastructure 

would be addressed in this part. Before we proceed further, an understanding of the type 

of legal infrastructure needed to promote e-commerce is essential.  

 

                                                

58 Ethan Katsh, Law in a Digital World: Computer Networks and Cyberspace, 38 VILL. L. REV. 403, 405-
06 (1993).  
59 Cf. Paulus, Multimedia als herausforderung an das internationale Wirschaftsrecht, Multimedia und recht 
1999, 443 seq as referred in Chirstosp G. Paulas, Selected legal issues of e-commerce, pg 166 Kluwer law 
international. 
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The term ‘legal infrastructure’ is a well-recognized term in international law that refers to 

the combination of elements required to make laws work effectively.  

 

3.2.1 Legal infrastructure includes60 

3.2.1.1 Laws 

The law itself, as passed by Parliament and Judge made laws. For ex: Electronic 

Transaction law, Computer Misuse Act like in Singapore. 

 

3.2.1.2 Regulations and Codes 

Any additional regulatory instrument such as regulations and codes of conduct that 

provide for a specific guidance on the application of the law. Telecommunication 

Competition Code of Singapore is an example.  

 

3.2.1.3 Regulators 

The regulatory agencies are responsible for administering and enforcing the law, 

regulations and codes. For Eg: Media Development Authority of Singapore is responsible 

for the regulating Internet content in Singapore.  

 

                                                

60 Galaxia Consulting; An Overview of E-Commerce Legal Infrastructure,  
http://consult.galexia.com/public/research/articles/research_articles-pa04.html (accessed on 13th June 2005 
) 
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3.2.1.4 Registration, licensing and accreditation 

The system applicable for registering, licensing and/or accrediting individuals and 

organizations that provide services under any law. This may include the establishment of 

licensing and accreditation agencies (although sometimes the regulator may also take this 

role). Singapore government authorized Net trust, a government agency, to issue digital 

Signature is an example for this category. 

 

3.2.1.5 Standards 

Government and/or industry may develop technical standards that play a particular role in 

ensuring compliance with the law. In some instances, the law may require compliance 

with the standard, or it may be a licensing or registration requirement. Data Protection 

standards followed by individual companies like IBM, Banks etc are good examples. 

 

3.2.1.6 Enforcement and review 

Some legal infrastructures will include a specific forum for review and enforcement of 

the particular law (such as a specialist tribunal). In many situations, the general court 

system undertakes this role.  

 

3.2.1.7 Training, education and awareness raising 

For a better awareness of laws and consequently for effective compliance of the same, 

there is a need to provide for training and education including rising the awareness of the 



CH 3-LEGAL ISSUES   

   37  

legal requirements amongst service providers and end users. Such as E- ASEAN task 

force project titled “ICT Legislations”. 

 

The list also demonstrates how a comprehensive legal infrastructure will be more 

effective than a stand-alone law. 

 

3.3 Core elements that make up a successful e-Commerce Legal Infrastructure 

It is only fair to deal with a few issues in this short thesis, though there is an array of 

issues in each domain. This work addresses only four core elements (among others) that 

make up a successful E-Commerce Legal Infrastructure.   

3.3.1 E-commerce laws (Online formation of Contracts and Authentication issues) 

The ability to form contracts via electronic means without any legal restrictions like the 

requirement of paper records or hand-written signatures as found in a physical contract 

conclusion. Evidentiary rules needed for enforcing the contracts.  

 

Authentication: It is the ability to authenticate the reliability of the parties to an e-

commerce transaction and the content of any messages exchanged in the transaction 

3.3.2 Jurisdiction and Private International Law  

The ability to determine the jurisdiction of any e-commerce transaction, including 

determining the applicable law and the appropriate forum for the resolution of disputes 

are uncertain. 

 



CH 3-LEGAL ISSUES   

   38   

3.3.3 Electronic Evidence laws 

The acceptance of electronic records in evidentiary proceeding in the court of law, and in 

other enforcement mechanisms is questionable. There is a need to redefine certain 

traditional concept in evidence to suit the current issues raised due to e-commerce. 

3.3.4  Banking laws (Electronic Payment) 

Under banking laws the most important feature is the existence of payment system that 

enables the customer to complete an e-commerce transaction via a secure and reliable 

electronic transfer of value is pertinent for the success of e-commerce. 

3.3.5 Other elements  

The miscellaneous section covers, in brief, other core elements not listed earlier, to an e-

commerce legal infrastructure. Reviews of the exact issues pertaining to these elements 

are not given due to space limitation61. Those elements are; Third parties rights and 

liabilities, Cyber crime that relate to commercial transaction, Intellectual property and 

Content regulation, Data protection and Privacy issues, Internet security issues, 

Education and awareness creation about the electronic environment of doing business.  

 

                                                

61 Primary issue that concerns Intellectual property is, how to protect copyright/trademarks in digital 
environment where infringements of IP can happen more easily than physical world, Issues on cyber crime 
crimes are defining various cyber crimes committed by and with the help of computer network and how to 
identify criminals in cyberspace, how to protect people/ data/ country and entities from violation of their 
personal rights online. Finding a balance between legitimate need to collect information and protect privacy 
rights. Issues like how to protect personal data from the risk like loss or unauthorised access, destruction, 
use, modification or disclosure of data are covered under internet security issues. Finally issues on content 
regulation covers the best approach that can be taken to regulate content in the online environment that may 
harm the country in many ways or restrict competition, and determining the rights and liabilities of the 
players when regulating content regulation. 
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Issues in the above four areas namely e-commerce laws (covering contracts including 

authentication issues) evidence law, banking law (covering electronic payment issues), 

and jurisdiction and Private international laws would only be examined below. It should, 

however, be noted that omission of other areas does not in anyway, mean, that they 

require less attention from legislators/policy makers.  

 

3.4 Overview of main issues in the chosen domain 

3.4.1 E-Commerce laws (Contracts & Authentication) 

Appropriately, Cody describes the law of contract as the foundation on which 

commercial law rests62. The Internet provides four principal processes by which parties 

may enter into an agreement: (1) e-mail, (2) list server and chat services, (3) World Wide 

Web interfaces, and (4) electronic data interchange (EDI).63 Each of these ways poses 

different challenges to the applicability of traditional contract law to online trade. 

 

The presence of an offer made, a clear and unequivocal acceptance, furnishing of 

consideration and an intention to abide by the contract completes the formation of a 

binding contract. In electronic contracts, there are usually no issues concerning the 

fulfilment of the consideration64 and intention to be bound requirements. However, there 

may be uncertainties as to when and whether there is an offer and acceptance. It is known 

                                                

62 Robert Wenenek, Ged O’Neill Jonathan Moore, Hammong Surrage Edge, “E commerce a guide to the 
law of electronic business”Third edition, Butterworths, LexisNexis Publication 2003, pg-14 
63Donnie L. Kidd, Jr. and William H. Daughtrey, Jr, Adapting Contract Law to Accommodate Electronic 
Contracts: Overview and Suggestions, Pg, 4, 26 Rutgers Computer & Tech. L.J. 215 
64 Some Civil law countries do not insist on the condition of “consideration” See Chapter 5 of this work for 
more discussion on it. 
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that the actual point at which offer and acceptance meet, will typically dictate the time 

and place where the contract forms. This has presented few problems, for example, it 

may determine which country’s laws would govern the terms of the contract and their 

enforceability, the tax liabilities of either party, and even the legality of the terms of the 

contract.  

 

Therefore, it is a challenge to find answers to the questions of what is an offer in the 

digital world, when is it effected, how can it be revoked, and what does counter offer 

mean, when is it made, what is the difference between invitation to treat and actual offer 

in digital world. The same questions apply for acceptance of an offer as well. Can offer 

and acceptance be made by conduct (with the advent of click wrap agreements prevalent) 

in online commerce? When does the dispatch and receipt of electronic communication 

take place?  

 

Moreover, due to the non physical nature of the commerce, the issue of trust and identity 

raises complications relating to authentication, attribution and non repudiation of data 

messages send through electronic medium especially internet.  

 

Legislation relating to contracts and other legal instruments are development for a paper 

world, and either assumes or positively requires written, signed or original documents. 

These concepts are difficult to apply in a digital world. In a digital environment, what is 

writing? What is a signature? What is an original?  additional the question of what is a 

document? 



CH 3-LEGAL ISSUES   

   41  

 

Some other questions such as how to allocate the risk resulting from mistakes or 

misunderstandings caused by garbled communications or other system failures i.e., is the 

recipient responsible for the message as sent or as received? When is electronic notice 

effective? “Unilateral mistake” issues also require attention65. These important questions 

must be answered through laws to facilitate online contracts. 

 

3.4.2 Evidence law Issues 

Every dispute has to be ascertained with fact, and facts can be bought to the notice of the 

courts or tribunal with applying the specific rules of the evidence governing the 

respective court or tribunal. E-commerce and the use of interactive media generate 

electronic evidence. However, the usual absence of paper based documentation as in real 

world and the potential ease at which electronic data can be altered, modified, and 

tampered with, has caused some confusion in the legal process of dealing with such 

evidence. 

 

Consequently, there are many fundamental and intricate questions raised. Starting from 

the identification of a “document”, what is an electronic document? What are the 

requirements of authentication needed for acceptability of electronic records as evidence? 

Are there any presumptions of integrity of electronic records required? When can an 

electronic document be acceptable as evidence in the court of law? Should electronic 
                                                

65 Chwee Kin Keong v. Digilandmall.com Pte. Ltd, [2004] S.G.H.C. 71 and [2005]  SGCA 2 
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records be considered as ‘original’ for evidentiary purposes? Would digital/ electronic 

signature be recognized in the local courts? Whether secondary evidence can be given as 

proof for certain types of ephemeral communication, where having a records may not be 

possible all the time (unavailability, destroyed), and what are the standards demanded for 

admissibility of such documents to the court. 

 

What are the circumstances, where court can accept the admission on the electronic 

record without any proof? Are E-Mail and facsimile self-authenticating, as they are 

considered trade description?66 

 

The concept of records management and evidence go hand in hand. The questions as to, 

should there be a fundamental duty on part of the parties to maintain records of their 

transaction for the purposes of any dispute settlement? Should there be any provision for 

spoilage of evidence? Other questions like, how notarization of electronic records is 

accomplished. What is the incidence of burden of proof? If it were accomplished, would 

it be feasible globally? arise in our minds. 

 

Certain basic rules of evidence law are also put to test. There is a doubt whether; “best 

evidence rule” should be applied to electronic records? Similarly, should “hearsay rule” 

be applied to digital world? Should there be a new tort for “spoliation of evidence” 

considering the ease at which evidence can be tampered in digital world? These issues 

                                                

66 Jane K. Winn, Benjamin Wright, Law of Electronic Commerce, 4th edition, Aspen law and Business, 
2003, pg 20-18 
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require legal solution or clarification before a transaction could be meaningful and 

enforceable in the court of law.  

 

3.4.3 Banking law issues (Electronic Payment Systems)  

The growth of e-commerce has led to the development of new payment mechanisms in 

the electronic market place which are termed as “e-payments” i.e. payments that are 

initiated and processed electronically. They have a significant role to play in the 

development of the e-commerce industry as a whole. However, there are many legal 

obstacles to using e-payments. For optimal facilitation  of these systems these issues need 

to be addressed.. Most of the issues are broadly, relating to trust and regulatory 

uncertainties. 

 

Success of e-commerce depends on the realization of the needs and wants of both the 

parties to the transaction. When a consumer or a seller in the networked world is not 

certain, that his credit card number would not be revealed or stolen by a third party, he 

will hesitate to enter into any transaction. Likewise, if the seller is not sure about the fact 

that the credit card provided by the party is genuine he will not accept such payment 

made electronically.  

 

Therefore, establishing a sense of trust among the parties and on the system becomes the 

primary task. Consequently, it is important to have a secure, effective, trustworthy system 

for e-payments. Answers to the questions posed below may lead us to attaining this goal.  
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How can credit cards and other electronic payments satisfy the legal requirements in 

electronic environments? Are banking regulations applicable to issuers of cyber cash and 

cyber credit cards? Does such electronic cash67 constitute legal tender? How can privacy, 

consumer protection and bank secrecy be fulfilled in an electronic banking relationship? 

What is the situation concerning the use of electronic negotiable documents like letters of 

credit, bill of lading, checks? Should e-notarization be legalized, should we require them 

to have licenses? Is there any other law required to regulate the intermediaries executing 

the electronic payment systems like check cashiers, money transmitters, and currency 

dealers? How can one law apply to all of these intermediaries operating from different 

regions? E-payments frauds: are there adequate penal laws to criminalize the culprits?  

 

E-commerce transactions/payments rely on the intermediary role of banks, credit card 

companies and other financial institutions68. There are other liability issues attached to 

third party providing electronic payment services such as, what type of liability could the 

various actors (TTP, Seller and Banking institutions) involved in the offering of goods or 

services face? What type of damages needs to be covered?  What are the causes of 

liability?  

 

These liability issues are equally applicable to other third parties like service providers 

and access provider as well, but it will not be dealt with here. Hence, clarity in regulating 

                                                

67 Refer Chapter I1 Preliminary Issues for definition 
68 Zambia Government, Green Paper on Electronic Commerce for South Africa - for public discussion, 
Theme 3 - access, infrastructure and enabling technologies,  http://docweb.pwv.gov.za/Ecomm-
Debate/myweb/greenpaper/theme3.html  (accessed on 13th June 2005) 
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e-payment system is but a necessity for e-commerce to take off more particularly so, for 

some of the ASEAN countries. 

 

3.4.4 Jurisdiction and Private international law issues 

E-disputes between the parties are as common or infact, more in electronic world than in 

offline world. Jurisdiction simply means the legal authority of a court or tribunal to 

interfere with any dispute. It may be for solving the issues, or for enforcing a judgment of 

another court for example. However, before court proceeds to a decision on the matter, 

the below mentioned basic questions need to be considered. 

 

Which court or tribunal have jurisdiction to deal with a dispute in e-commerce?  What 

are the proper law governing the dispute, both in terms of the issues to be resolved and 

the procedural law to be applied? Which rule of evidence should be exercised? How and 

where will any judgment be enforced? Other questions like, Can all e-disputes, be dealt 

with arbitration? What are the applicable laws/ governing laws in the matters involving 

Contracts Liability, Electronic payments and Banking issues? Who or what determines it. 

Can it be decided by the formation of contract, under customary laws or as per agreement 

between parties?  

 

Similar issue on Criminal Jurisdiction arises. Whether a particular criminal event in 

cyberspace is controlled by the laws of the state or country where the website is located 

or by the laws of the state or country where the internet service provider is located or by 

the laws of the state or country where the user is located, or perhaps by all of these laws.  
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These questions can have no consistent answer, since countries in the world are governed 

by different set of rules and laws. In essence, jurisdictional and governing law issues are 

territorial, whereas e-commerce does not acknowledge physical borders and is 

flourishing, precisely because it is unfettered and supranational. Jurisdiction principles 

recognizes states, unions and trade area, but not network, domains and servers, thus leave 

the courts ill equipped to deal with the issues of legal competence and governing law that 

will rise in almost all e-disputes 69.  

 

The issue of proper law or applicable law also is significant when resolving a dispute 

between foreign parties. Applicable laws to contractual issues (the primary focus) are 

laws of contract that govern the validity interpretation, performance, termination and 

consequence of the breach of that contract. In most of the jurisdiction, parties are free to 

decide the choice of law amongst them and the courts will respect that decision. 

However, what happens when parties are silent about these issues? Which law should 

apply, there are many principles that are associated to justify the application of particular 

laws. There seems no certainty yet, in this arena.  

 

Assuming that a particular court had competency to decide the case, issues of 

enforcement arises as a challenge. Absence of physical assets at the local courts which 

passed the decision, and expensive nature of enforcement proceeding if the judgment 

needs to be enforced in a foreign court (which is the most likely case in e-dispute, the 
                                                

69Hammound Suddards Edge, E-Commerce:A guide to the law of Electronic Business,  edited by Robert 
Wegek, Ged O’neil, Jonathan Moore, Pg  293, 3rd Edition- Butter Worths Publication, 2002.   
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parties will mostly be from different corner of the globe) causes a problem. Some times, 

there are cases (like cyber crimes) where a decision may not be respected by the courts 

where enforcement is sought. In that case, the decision will virtually not be possible for 

execution like in the Yahoo Inc Case70 and hence not of much use.  

 

Therefore, we can see that there is plethora of issues that needs to be addressed in the 

chosen fields for a valid e-transaction to be affected and enforceable in courts of law. A 

predictable framework with clear rules on jurisdiction and electronic contracts, and 

secure payment rights, builds trust, boosts confidence in the internet71 and hence is 

recommended72. It is important to see if members of ASEAN have that predictable legal 

infrastructure. The same will be analyzed in the coming chapters.  

3.5  Regulatory and Institutional Challenges: An Brief Appraisal of Situation in 

Singapore 

To identify some of the regulatory and institutional challenges that may be faced by any 

country in regulating e-commerce, the current e-commerce regulatory situation of 

Singapore is taken as a case study (The most developed of all ASEAN nations in terms of 

physical infrastructure). Thereby, the degree of effort, which may be needed by other 

ASEAN countries in improvising their regulatory and institutional set ups, is evaluated. 

                                                

70 Yahoo Inc V. LICRA, case no C00-212275-JF-RS, filed 13th April 2001 
71Bacchetta, M., Low, P., Mattoo, A., Schuknecht, L., Wager, H. and Wehrens, 
M.,1998, Electronic Commerce and the Role of the WTO, Special Studies, WTO, Geneva, P 37 
72 Details on other issues pointed out are not covered due to research limitations as explained earlier.  
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3.5.1 Case Study Report: Singapore 

The Ministry responsible for e-commerce regulation is MITA, Ministry of Info-

Communication, Technology and the Arts. The primary agency responsible under this 

ministry is the IDA (Info communication development Authority of Singapore). IDA 

works very closely with other government agencies as well as chambers and trade 

associations. Since e-commerce like info-communication, cuts across all sectors of the 

economy. Unlike some industry-specific promotion efforts, the success of e-commerce 

development relies not on one industry, but the coordinated efforts of all relevant 

government agencies73. 

 

The other government agencies that are involved in shaping an e-commerce infrastructure 

in Singapore are: Agency for Science, Technology and Research (A*STAR); Economic 

Development Board (EDB); Inland Revenue Authority of Singapore (IRAS) ,; 

International Enterprise Singapore (IE Singapore) ; Monetary Authority of Singapore 

(MAS) ; Media Development Authority of Singapore (MDA) ; Registry of Companies 

and Businesses (RCB).  

 

Other Chambers and Trade Associations that play a part are Singapore Accreditation 

Council (SAC) Information Technology Standards Committee (ITSC) CommerceNet 

Singapore (CNSG) Association of Banks in Singapore (ABS) to name a few.   

                                                

73Singapore Government, Government Agencies Roles of Singapore, 
 http://www.ida.gov.sg/ 03/17/2002 extracted from 
http://unpan1.un.org/intradoc/groups/public/documents/APCITY/UNPAN003002.pdf#search=%22e-
commerce%20agencies%20singapore%22 (accessed on 30th September 2005) 
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E-commerce regulatory bodies are governed by the policies adopted by the government. 

The role of the state can be seen in three contexts74: as a supplier, demand generator and 

as a creator of a favourable environment. On the supply side, government instruments are 

sufficient, especially in providing infrastructure, technology, facilities, and training. On 

the demand side, the government triggers the use of e-commerce by using purchase and 

procurement policies through public enterprises. E-government in Singapore is one of the 

good models in the world now75. Singapore is reported as the Most Network Ready 

Country 2004-2005 by Network Readiness Index by the World Economic Forum76. The 

weakest aspect seems to be the state’s failure to create an environment that is conducive 

to e-commerce development by private enterprises.  

3.5.1.1 Four prominent areas that pose a challenge considering the current regulatory 

scenario for e-commerce in Singapore77 

Four prominent areas that pose a challenge considering the current regulatory scenario 

are providing transparency and openness, security in transaction, social inclusiveness and 

public awareness creation and providing up-to-date payment and settlement systems. 

Each of these issues are elaborated below. 

3.5.1.1.1 Transparency and Openness:  

                                                

 
75NIC 2020 project, ICT Revolution: Some Reverberations, available at 
www.dni.gov/nic/PDF_GIF_2020_Support/ 2004_05_05_papers/revolution.doc, accessed on 30th 
September 2005 
76 World Economic Forum, Network Readiness Index 2005 , available at 
http://www.forbes.com/technology/2005/03/09/cx_0309wefranking.html, accessed on 30th September 2005 
77 These challenges are pointers to the remaining ASEAN member. It is presumed that these issues affect 
them as well in addition to their domestic regulatory challenges which are not addressed in this thesis due 
to paucity of space. 
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The success of free market in many developed countries has suggested that transparency 

and openness is the fundamental building block to allow effective competition in a 

market.  Though IDA engages the public through consultations in the policymaking 

process it is not apparent as to how the decisions have been made, the rationale for the 

decision is not always given. Neither is the information about the decision making 

process in case of dispute in certain issues given out in public, the notion of government 

secrecy about these issues is highly regarded. Providing consistent, timely and 

sufficiently detailed information is essential for investors to have a complete picture of 

the state of the industry and its players. It will help them take their own market decisions 

and allows the regulators can take a backseat role. It is important to measure the level of 

transparency in government through the developed country’s yardstick. How their actions 

and decisions are open for scrutiny by the public, industry and media. One other initiative 

that can be taken by the Singapore government is to silence any accusation of impropriety 

or favouritism between the government and the Government owned local companies78. 

This is often cited as a criticism especially in media industry, especially in case of content 

creation and regulation, MDA must take a note of the same. Excess regulation by being 

unduly protective under the guise of national interest and secrecy in this area would in the 

long run, be damaging to the creation of more pro e-commerce policy, since invaluable 

public opinion in shaping the e-governance would be deeply affected.  

 

                                                

78 Above views are adapted from Goh Seow Hiong,  
 Singapore’s Policy Framework to Information Communication Technology, para 79, 86 available at 
http://lwb.lawnet.com.sg:80/legal/lgl/html/freeaccess/tldgp/The_impact_of_the_regulatory_framework_on_
e_commerce_in_SG.pdf , accessed on 30th September 2005 
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The long-term role of the government and the regulators must be to stimulate growth, and 

then the policy maker’s job is to create economic value79. Regulation need not necessarily 

be restrictive but can be empowering and enabling.  IDA must proactively improve the 

market efficiency and enhance consumer choice.  

 

3.5.1.1.2 Social inclusiveness and Public awareness: 

Public participation in e-commerce regulation and governance is important as well. 

However, we can see that many agencies under the ministry come up with innovative 

ideas to foster e-commerce, the success of these policy initiatives are in creating 

awareness about them so that the industry including SMEs can use them to their 

advantage and reap the benefits.  

 

Adequate awareness could be created by having a single place to contact for all the e-

commerce needs of the player (SMEs, public and industry participant). There used to be a 

website called www.ec.gov.sg, which, to some extent provided all the e-commerce 

initiatives and policy in it. However, it should be noted that it could no longer be 

accessible. 

 

Hence, a serious consideration on encouraging the public in the participation of e-

commerce must be created. There are some funding schemes initiated by the regulatory 

as well, however these scheme are more suited for the big companies and foreign 

companies then local SMEs. This is one opinion that has been raised by few SMEs in 
                                                

79 Ibid (Goh Seow Hiong) at pg 78  
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Singapore. Hence, adequate measures suitable for all kinds of players must be formulated 

if possible. Therefore, that regulator can also act as an efficient creator like mentioned 

before.  

 

3.5.1.1.3 Security issues 

In general, providing trust and security is fundamental to participation in e-commerce80. 

Security issues has been cited as the second major reason for not conducting transaction 

online in Singapore, it shows that people do not trust and therefore lack confidence in 

conducting e-commerce transaction 81 There are three agencies that deal with security 

aspect per se. They are, Singapore Computer Emergency Response Team (SingCERT)82, 

Singapore PKI83, Controller of Certification Authority set up as per the ETA of 

Singapore. Each of these agencies has some provisions/initiatives to increase security in 

e-commerce. However, their reach amongst the consumers and users is doubtful. 

 

                                                

80 See in general, Theodosios Tsiakis et al, Trust And Security In Electronic Payments: What We Have And 
Need To Know? Transactions On Engineering, Computing And Technology V5 April 2005 ISSN 1305-
5313, Yong Ying-I, Building Trust in E-Commerce, Speech at Trusted E-Commerce in Germany and 
Singapore Workshop, German Centre Singapore, 17 April 2000 
http://www.ida.gov.sg/idaweb/media/infopage.jsp?infopagecategory=general.speeches:media&versionid=4
&infopageid=I708 (accessed on 30th September 2005) 
81IDA, 
http://www.ida.gov.sg/idaweb/factfigure/infopage.jsp?infopagecategory=&infopageid=I3350&versionid=6 
(accessed on 5th September 2005) 
82Sing CERT, http://www.singcert.org.sg/  accessed on 5th September 2005, The Singapore Computer 
Emergency Response Team (SingCERT) is a one-stop centre for security incident response in Singapore. It 
was set up to facilitate the detection, resolution and prevention of security related incidents on the Internet. 
SingCert was initially established in October 1997 as a programme of the Infocomm Development 
Authority of Singapore (IDA), in collaboration with the Centre for Internet Research, National University 
of Singapore (NUS). 
83 A PKI is a comprehensive system that provides public-key encryption and digital signature services to 
ensure authentication, confidentiality, data integrity, and non-repudiation. 
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There has been a recent master plan for cyber security, National Cyber threat Monitoring 

Centre, under the Infocomm Security Master plan provides round-the-clock monitoring 

of critical networks and analysis of threats. However, lack of security in the cyber space 

has been a hindrance for public to enter into e-commerce. Hence, creating awareness 

about security measure and proactively helping SMEs in the area of security is important 

to see progress in use of e-commerce by many people.  Cross certification initiatives must 

also be taken by CCA (Controller of Certification Authority) as e-commerce is global. 

Singapore so far has entered into a cross certification agreement with one country 

(Canada)84. More such agreements with the neighbouring and developed countries should 

also be expedited.  

3.5.1.1.4 E-Payment systems:  

E-payment and settlement mechanisms are important for e-commerce development. B2B 

and B2C e-payments are integral to the development of e-commerce. For instance, 

NETS85 Cash card (The Cash Card) - a smartcard-based multipurpose Stored valued card 

(SVC), was issued by a consortium of banks (Singapore) in November 1996. The Cash 

Card is a bearer SVC containing stored value and is widely accepted by retailers in 

Singapore as a convenient mode of cashless payment. In addition, some of the debit cards 

issued for use at EFTPOS terminals and ATMs also have Cash Card features. The Cash 

Card can also be used to make small-value payments for purchases on the internet via 

                                                

84 IDA, Electronic commerce security reaches a new milestone with the launch of the Regulations to the 
Electronic Transactions Act, Singapore, 10 Feb 1998 copy accessed at www.ida.gov.sg as on 30th 
September 2005 
85 Network for Electronic Transfers (Singapore) Pte Ltd (NETS) is owned by a consortium of banks in 
Singapore. 



CH 3-LEGAL ISSUES   

   54   

NETS Cash86 Credit card payments via the Secure Sockets Layer (SSL) or Secure 

Electronic Transaction (SET) technology on the Internet are now available to the 

consumer. In B2B e-commerce, e-payments together with clearing, procurement and cash 

management services are but some new features offered by Singapore banks in 

collaboration with B2B exchanges87.  

 

However, there are many systems developed to involve easier payment, necessary 

interoperability of such payment types is required. Singapore, now has been holding on 

strong in supporting only those systems that its national banks make available, 

interoperability is deliberately avoided for the purposes of national interest, It is my 

opinion such control would cause more harm than benefits in the long run. Hence, they 

must be revised, enabling all financial institution, and payment systems to be 

interoperable, including VISA, Master Card. It is submitted that the same would improve 

the B2B and B2C tremendously. After all e-commerce transaction is truly global in 

nature, more liberalization in enabling services means more participation.  

 

3.5.1.2 Priority to e-commerce issues: 

IDA appears to be more resourceful to deal with policy and regulation issues in 

telecommunication services compared to IT and e-commerce88. This is an imbalance 

                                                

86 Bank of International Settlements, “Survey of Developments in Electronic Money and Internet and 
Mobile Payments” March 2004 available at www.bis.org  accessed on 30th September 2005 
87MAS, http://www.mas.gov.sg/masmcm/bin/pt1Electronic_Financial_Services.htm (accessed on 5th 
September 2005) 
88 Singapore’s Policy Framework to Information Communication Technology, pg 36 available at 
http://lwb.lawnet.com.sg:80/legal/lgl/html/freeaccess/tldgp/The_impact_of_the_regulatory_framework_on_
e_commerce_in_SG.pdf , (accessed on 30th September 2006) 
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considering the fact that there are only a handful89 of players in Telecommunication 

services as compared to a much wider broader base of players in the IT and e-commerce 

sector90. There is a general need to strengthen IT and e-commerce policy.  IDA needs to 

address a range of policy issues and conflict of interest issues of a converged regulator91 . 

To address them in a more effective and expedient way, a structural change may be 

needed. The existing infrastructure and competition regulation functions of the IDA92 can 

be allocated to a separate body93 . The remaining functions of IDA are primarily one of 

an economic promotion agency, and the policy responsibility for IT, e-commerce and 

higher-level services can be allocated to such an agency. The agency should be vested 

with a primary responsibility to remove regulatory barriers and encourage innovation, 

and a policy authority to move and resolve cross-agency issues with expediency94. This 

suggestion can be questionable but it is submitted that it be given some serious 

deliberation.  

 

                                                                                                                                            

 
89 Major local players are Signtel, MobileOne and StarHub, and international players are MCI Worldcom 
(from the United States) and Reach International (a tie-up between Telstra from Australia and PCCW from 
Hong Kong) providing telecommunications services in Singapore. They are few in number however are 
large and influential.   
90 Singapore’s Policy Framework to Information Communication Technology, pg 35 available at 
http://lwb.lawnet.com.sg:80/legal/lgl/html/freeaccess/tldgp/The_impact_of_the_regulatory_framework_on_
e_commerce_in_SG.pdf , accessed on 30th September 2006 
91 For more discussions refer to“Potential Shortcomings of a Converged Regulator’’. available at 
http://lwb.lawnet.com.sg:80/legal/lgl/html/freeaccess/tldgp/The_impact_of_the_regulatory_framework_on_
e_commerce_in_SG.pdf , accessed on 30th September 2006 
92 Due to recent liberalisation of telecommunication services by Singapore, IDA sees itself in dispute 
settlement role and in the role of promoting fair competition.  
93 Singapore’s Policy Framework to Information Communication Technology, pg 37 available at 
http://lwb.lawnet.com.sg:80/legal/lgl/html/freeaccess/tldgp/The_impact_of_the_regulatory_framework_on_
e_commerce_in_SG.pdf , accessed on 30th September 2006 
94 Supra, pg 37 
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3.5.1.3 Conclusion  

In conclusion, though Singapore appears to be in a better footing within ASEAN, if it 

truly wishes to be a global e-commerce hub, where parties have confidence, trust and 

ease to indulge in e-commerce transactions, it has to improve in the regulatory and 

institutional areas of e-commerce, especially when viewed from global standpoint where 

many developed economies displays higher standards in handling e-commerce. 

Nevertheless, it can be said that regulatory framework in Singapore is effective and to 

large extent facilitates e-commerce but its effectiveness is diluted in many diminutive 

ways that would bear a significant impact in the long run if left un-remedied, leading to 

obstruction to the growth of e-commerce. 

 

3.6 Introduction to the process of harmonisation, its benefits and perils to ASEAN 

 
The ASEAN law making process in the post-independence era was predicated, as a 

former Secretary General of the ASEAN Law Association wrote, on the need to provide 

guarantees for the safety of loans and investment capital  transfer of technology from 

abroad for national development, as well as to “meet new requirements triggered by 

changing values resulting from advances in modernization”95 

 

There is an additional contemporary factor that impels members of ASEAN to revise 

                                                

95 See Tunku Mohammad Radhie, “Harmonization of Laws: Issues and Prospects in ASEAN Law, 
Technology and Development”, ASEAN Law and Society Journal, July-December 1986, Vol. 1, No.2, 
pp.50-61, at 52-3. 
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their e-commerce and related laws is that if they do not streamline their laws with that of 

the main industrial countries they would be left out in their race to benefit the most from 

this new growing frontier of trade. Moreover if ASEAN member wish to be part of the 

legal regime of e-commerce especially when they would want to become members of the 

proposed draft UN convention on electronic contracting and other related international 

instruments such effort96 cannot be ignored and there is desire to come up with a ASEAN 

perspective, however surprising it may seem, a unified e-commerce system would enable 

the entire ASEAN region to successfully exploit e-commerce and be able to increase the 

visibility of the region enabling them to compete effectively to secure a fair piece of 

share in the e-commerce market which is currently dominated by players from west and 

also regional competitors like India and China trying hard to reach the alpha position.  

 

Considering the growing interdependence of all countries in trade, the globalisation of 

economic forces and processes in general and the rise of information as a major factor in 

the competitiveness of industries and countries, the increasing similarity of economic 

laws such as e-commerce across nations should be expected. Indeed, the tendency 

towards a leveling of legal regimes is becoming more and more commonplace. The 

principal actors in the international economic and trade order, the multi-national 

corporations (MNCs), not only benefit from the creation of a single legal regime across 

                                                

96 The proposal of a harmonised model code covers to larger issues than debated under UN convention on 
e-contracting, since the draft UN convention is restricted to merely contracting issues.  Therefore adopting 
the provision of the code would only not only make it consistent with international convention but also give 
it a comprehensive structure in handling wider e-commerce issues and the impact can only be beneficial to 
the member nation of ASEAN. 
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national or state borders, they also work towards extending it and making it permanent97. 

The MNCs would not operate nor prosper without such a vital part of the infrastructure in 

any country as the legal system being available to them. Inevitably, one of the most 

critical benchmarks of any country's attractiveness as a haven for foreign investment and 

as a trading partner has long become the transparency of its legal system. Transparency 

has in turn been expressed in terms of the legal system’s accessibility to foreigners (intent 

on doing business whether through foreign direct investment, FDI, or otherwise) and the 

availability of enforcement mechanisms in case legal rights have to be asserted98. 

 

Harmonization is by no means synonymous with unification; harmonization is a 

process which may result in unification of law provided, a number of (often utopian) 

conditions being accepted, such as, for example, wide geographical acceptance of 

harmonizing instruments, and with wide scope of harmonizing instruments which 

effectively substitute all pre-existing law. Harmonization is a less radical technique than 

pure uniformization. It basically consists of modifying domestic provisions from various 

countries that are not similar in order to make them all coherent, or update them with a 

reform. Therefore, while respecting the particularities of various national legal regimes, 

harmonization permits to reduce their differences in specific areas, or to promote 

increased legal cooperation between the countries99. Generally, such a result is obtained 

through the directives or recommendations adopted by an international organization 

which then directs its member states for implementation of those directives. Member 

                                                

97 See generally, Gunther Teubner, ed, Global Law Without a State, Dartmouth, 1997. 
98 Assafa Endeshaw, Harmonization of Intellectual Property Laws in ASEAN: Issues and Prospects, 
www.ntu.edu.sg/nbs/sabre/working_papers/09-98.pdf, accessed on 30th September 2006 
99   Ibid.  
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states remain free to choose the form of adoption of the new instruments, as long as the 

result is the incorporation of the new harmonized norm (provided that there is sufficient 

incentive to do so), thus leaving much more flexibility100.    

 

Understanding the advantages of harmonization and disadvantages will show that 

harmonisation is indeed, desirable. Studies by the OECD101 and APEC102 have identified 

potential benefits, ranging from cost efficiencies to greater market access. Two factors 

arise on harmonization of e-commerce laws, which facilitate cross-border trade. They are 

predictability and availability of familiar legal or non-legal standards.  

 

Predictability reduces transactional costs; it assists the parties to assess risks related to 

their prospective transaction and has impact on contract drafting. Predictability also has 

an effect on the potential dispute settlement. 

 

Availability of familiar legal or extra-legal standards assists the parties with regard to 

choice of applicable law. In particular, when parties decide to opt for a neutral law, the 

availability of such a familiar standard is essential103.  

 

                                                

100Nadia Bourély, The Context For Transactional Legal Harmonization In The America- A Background to 
the SLA/CIDA Project,  www.saj.oas.org (accessed on 30th September 2005) 
101 The Economic and Social Impacts of Electronic Commerce: Preliminary Findings and Research 
Agenda,  http://www.oecd.org/dataoecd/3/12/1944883.pdf  (accessed on 4th September 2005) 
102 APEC APEC-Wide Action Plan to Support use of Electronic Commerce by Small and Medium-Sized 
Enterprises, http://www.ecommerce.gov/apec/docs/APEC_SME_PLAN_FINAL.html (accessed on 5th Sep 
2005) 
103 Dr Loukas Mistelis Clive M Schmitthoff , Is Harmonization a Necessary Evil? The Future of 
Harmonization and New Sources of International Trade Law, Lecturer in International Commercial Law, 
CCLS. Available at http://www.cisg.law.pace.edu/cisg/biblio/mistelis2.html accessed on 2 Jan 2006 
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Two major mutually exclusive objectives for harmonization of law are. First, unification 

of law, where there is disparity. Second, law reform, when the existing law cannot 

survive with evolving commercial practices. 

 

In our case both the objective are fulfilled, Here there would be development of a legal 

framework and a setting up of a regional standard (Some member nation of ASEAN are 

yet to follow any rules of e-commerce and have no enactments in place, example Laos). 

Considering these objectives, the benefits of harmonization are self-evident. However, 

often countries and the business community are unenthusiastic or slow to embrace the 

change. Therefore, it is important to re-state some of the benefits of e-commerce. 

3.7 Benefits from embracing e-commerce to ASEAN community  

E-commerce is one of the most visible examples of the way in which information and 

communication technologies (ICT) can contribute to economic growth; It improves 

countries trade efficiency; It facilitates the integration of developing countries into the 

global economy104. 

 

It allows businesses and entrepreneurs to become more competitive; It provides new 

business, jobs, thereby creating wealth if more skills are made available; It creates cost 

effectiveness; It provide greater market access which were difficult to enter previously 

                                                

104 see generally for benefits of e-commerce, Rosalina Muroyi,  E-Commerce Under The World Trade 
Organisation, http://www.seatini.org/publications/factsheets/ecommerce.htm accessed on 30th September 
2005 
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especially for (SMEs) due to high transaction costs and other market access barriers105; It 

helps the vendor create a global presence thus generating more potential business; It 

gives the vendors the ability to customize, expand their participation in international 

trade.  

 

For the buyers it increases the choice thereby encouraging better standards of service, 

price reductions and a more tailored service for the customers. 

 

 E-commerce increases the accessibility of foreign products for domestic consumers and 

businesses and can help them get a better deal on imports106; The economy can make 

better use of existing capital and labour and can attract new capital investment; E-

commerce creates information flows, which result in knowledge transfer. Better sharing 

of information means better ICT development; It helps as stated earlier towards the 

economic integration goal stronger links between people and markets, and consequently, 

closer economic integration within ASEAN; It provides a new opportunity for developing 

countries since labour-intensive services can now be delivered online, where cheap 

labour is available; Entrepreneurs in developing countries can also access cheaper, better-

quality trade-related services (for instance, finance or business information), thus 

escaping local de facto monopolies107. It stimulates growth in developing countries by 

                                                

105 Initiatives for E-Commerce Capacity-Building of Small and Medium Enterprises, 
http://www.unescap.org:80/tid/publication/part_one2261.pdf accessed on 30th September 2005. 
106 Benefits mentioned are those found at ESCWA, at Expert Group Meeting on Trade Facilitation And 
Electronic Commerce In The Escwa Region Beirut, 2000 
http://www.escwa.org.lb:80/information/publications/edit/upload/ed-01-6-e.pdf (accessed on 30th 
September 2005) 
 
107 UNCTAD’S comments regarding the UN ICT Task Force involvement  



CH 3-LEGAL ISSUES   

   62   

improving transparency of operation of markets and public institution; Business costs on  

complying with trade related regulations are reduced and the cost of corruption reduced 

(one that always affect SMA’s and other weaker parties in economy) 

3.8 Benefits from harmonization to legal development  

This "emerging pattern of harmonized international commercial law" will be 

strengthened in the future: transnational legislative and regulatory harmonization will be 

further pursued as the possibility of benefiting from a single and predictable set of rules 

becomes more attractive108. The rationale is that following a single set of rules, instead of 

having to consider various state laws, is more efficient, reduces transaction costs and thus 

facilitates the expansion of economic activities.  It facilitates commerce by lifting barriers 

resulting from complexities of different legal system; Regional harmonization will result 

in setting common legal framework for e-commerce transaction disregarding the 

differences in the regulation of domestic transaction. Only harmonization can provide 

neutral law. It fills in the legal gap that was not dealt with before by the national 

economies. Harmonization substitutes a single law for a proliferation of national laws and 

thus within the given field dispenses with the need to resort to conflict of laws rules and 

the opportunity these gives rise to forum shopping. It reduces transactional costs as 

conflict of laws rules need not be applied. There is increased predictability and legal 

certainty and consequent reduction of legal risk with harmonisation. It often fills a legal 

vacuum by providing rules in a field where national law was previously non-existent, e.g. 

                                                                                                                                            

World Summit on The Information Society at www.itu.int/dms_pub/itu-s/md/ 03/wsispc2/c/S03-
WSISPC2-C-0080!!PDF-E.pdf, (accessed on 30 September 2005) 
108   Rosett, Arthur, "UNIDROIT Principles and Harmonization of International Commercial Law: Focus 
on Chapter 7", Uniform Law Review, vol. 2, 1997, 441. 
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UNCITRAL Model Law on Electronic Commerce or The UNCITRAL Draft Convention 

of Electronic Contracting. 

 

3.9 Perils of harmonization by international or regional means that may be 

relevant to ASEAN  

It could be argued the participation of states from different legal traditions and different 

expectations may be excessively restricted the degree of unification and the differences 

may be irreconcilable109. Conflicting differences often result in unacceptable 

compromises. 

 

However “it would be almost impossible to create a uniform legal System”110
 for 

ASEAN, because of their “varied socio-cultural and political background,” Radhie 

advised harmonizing the laws in certain fields to facilitate “cooperation in the economic, 

social and cultural fields as intended by the Bangkok Declaration of 1967.”111  Yet, he 

suggested a step by step harmonisation in such “neutral” areas as trade and business that 

do “not directly impinge upon the cultural sensitivities and legal consciousness of the 

                                                

109 See Arthur Rosett, "Unification, Harmonization, Codification, and Reform in International Commercial 
Law, 40 The American Journal of Comparative Law 683-697, at 684 (1992). See Roy Goode, "Reflections 
on the Harmonization of Commercial Law", in Ross Cranston and Roy Goode (eds.), Commercial and 
Consumer Law. National and International Dimensions, Oxford (Clarendon) 1993, 3-27, at 6-7. . Some of 
the theoretical background in: John A. Spanogle, "The Arrival of Private International Law", 25 Geo. 
Wash. J. Int’l L. & Eco. 477-522 (1991). For a critical and stimulating account of harmonization see Uriel 
Procaccia, "The Case Against Lex Mercatoria", in Jacob S. Ziegel (ed.), New Developments in 
International Commercial Law, Oxford (Hart) 1998, 87-95. 
110 See Tunku Mohammad Radhie, “Harmonization of Laws: Issues and Prospects in ASEAN Law, 
Technology and Development”, ASEAN Law and Society Journal, July-December 1986, Vol. 1, No.2, 
pp.50-61, at 52-3. 
111 ibid at 53 
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member states.”112 Hence harmonization of e-commerce law an area of trade law is 

plausible.   

 

Moreover, harmonising such laws would mean recognising forces of the liberalized, 

global economy and wide recognition given to international standards set by bodies like 

UNCITRAL (whose membership is from both civil law and common law countries). 

Eventually, ASEAN would have to succumb to the pressure of having a single standard. 

It should also be remembered that the nature of internet commerce is such that it 

transcends national (ASEAN) boundaries. Its benefit and effect can be felt in many 

jurisdictions, whether such jurisdiction have comparable standards or not.   

 

The other drawback against harmonisation that is often claimed, conventions or the 

agreed framework will reflect the common denominator and this is often very small; i.e. a  

convention may produce minimum rather than maximum unification of law.  

 

In our case, this assumption can be nullified because the type of harmonisation involved 

here can also be termed as negative harmonisation, as some of the states still do not have 

legislations. Harmonization will result in setting new law rather than trying to reach a 

minimum denominator.  

 

Another opinion against harmonisation is that non-interpretation of harmonisation of law 

in a harmonised manner may make it ineffective. Even though this may be true, it can be 

                                                

112 ibid at 54 
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ameliorated, by providing a good interpretational guide along with the harmonised law. 

Moreover it is viewed that harmonization of internet-related regulations will likely be 

easiest to achieve in two contexts. First, we can expect relatively robust harmonization in 

those contexts— like many aspects of criminal law enforcement— where nations’ 

interests converge and the gains from cooperation are high. Second, harmonization is 

easiest to enforce in coordination situations — such as the communication protocols that 

define the Internet – where every nation has an incentive to adhere the adopted standard. 

The particular standards adopted of course have distributional consequences, which 

usually mean that powerful nations determine their content26; but after the standard is 

adopted, all nations have incentives to adhere to it113. It is widely suggested that the use 

of proper methods or instruments of harmonization would help control such kind of 

pitfalls of harmonization. This brings us to the next section, selecting a suitable 

instrument for harmonization or best approach to harmonisation.  

 

3.10 Best Approach to harmonisation process 

There are many ways to approach harmonisation of laws.114. Since the advent of modern 

international trade, efforts towards the international unification of law have essentially 

taken the form of binding instruments, such as supranational legislation or binding 

international conventions. However, despite some successes, the majority of bilateral or 

                                                

113 Jack Goldsmith, The Internet, Conflicts of Regulation, and International Harmonization 
http://www.coll.mpg.de/pdf_dat/goldsm.pdf#search=%22internet%20content%20regulation%20models%2
0harmonisation%22 (accessed on 30th September 2005) (This type of coordination situations is not likely to 
be present when contested social values are in issue). 
114 Warwick, http://www2.warwick.ac.uk/fac/soc/law/elj/jilt/2000_3/diedrich/#fn33 (accessed on 30th 
August 2005) 
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multilateral treaties of unification or harmonization have generally not been very 

effective, as demonstrated by their subsequent limited use.  It seems that the development 

of a truly successful harmonized solution does not fit with the rigidity of the traditional 

treaty-making process, where unification cannot go beyond the terms of the treaty and 

amendments are difficult to adopt115. However, calls have been increasingly made for 

recourse to non-legislative or non-binding means of unification or harmonization of law. 

For example, through model laws or model clauses and contracts formulated based on 

current trade practices, or even through international restatement of general principles of 

some particular legal domain, such as the UNIDROIT Principles of International 

Commercial Contracts for contract law, which have been very successful.   

 

Moreover, currently, a single, unified/unique regional e-commerce is too ambitious a goal 

for ASEAN. First, because ASEAN is not a supranational organisation, there is no 

regional institute or court to implement or enforce supranational law. Under these 

circumstances, it would be difficult to create a supranational e-commerce law at this stage 

unless ASEAN were to develop its regional legal and institutional framework for that 

very purpose. Second, even though ASEAN has embarked upon the implementation of de 

facto regional economic integration, there is no political will to develop such a 

supranational organization right now116. Third, the ASEAN countries have widely 

                                                

115 Nadia Bourély, The Context For Transactional Legal Harmonization In The America- A Background to 
the SLA/CIDA Project, 13  www.saj.oas.org (accessed on 30th September 2005), 
116Lawan Thanadsillapakul,  The Harmonisation of ASEAN Competition Laws and Policy 
and Economic Integration, http://www.jftc.go.jp/eacpf/04/thailand_lawan.pdf (accessed on 30th September 
2005) 
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diversified levels of economic development as demonstrated earlier. Fourth, the ASEAN 

countries’ economic structures are different as elucidated earlier.  

 

This variety of economic structures within ASEAN affects the participation of ASEAN 

member in e-commerce. The economic theory and economic policy in each ASEAN 

country are geared towards its own brand of economic development, and perforce so are 

their commercial laws117. Consequently, in harmonizing its national e-commerce law, 

ASEAN may need to tolerate some national differences to continue to exist until the 

individual economies are more evenly developed. 

 

A combination of these factors and the structure of ASEAN “Open Regionalism”118, and 

more especially the “ASEAN Way”119, as well as concerted action in terms of economic 

co-operation have forced ASEAN to consider the a soft law approach to harmonization of 

law.  

 

As levels of integration deepen, increased legal convergence would become useful for the 

ASEAN, to make use of the processes of informal harmonization. Informal 

harmonization may consists merely in a new awareness among the participants to a new 

initiative, but generally refers to the development of new soft law, i.e. non-binding 

instruments such as model laws, codes of conduct, guiding principles, etc., which 
                                                

117 ibid note 116 
118 See Thanadsillapakul, Lawan, Open Regionalism and Deeper Integration: the Implementation of 
AFTA, AIA, and AFAS (2000) (posted at http://www.worldbank.org.eapsocial, and in the CEPMLP 
Internet Journal at http://www.cepmlp.org/journal/Dundee University). 
 
119 The concept is a unique decision making process followed by ASEAN see ASEAN, 
http://www.aseansec.org/2849.htm (accessed on 30th September 2005) 
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presents the advantage of flexibility120. Prediction is that in future soft harmonization of 

contested national regulatory regimes will take place before hard harmonization. With 

issues like privacy, consumer protection, and free speech, the most feasible approach for 

harmonization in the short run is through informal means such as informal enforcement 

agreements, targeted goals, a softening of unilateral extraterritorial enforcement on a 

case-by case basis, and information sharing. These soft strategies can help to reduce 

regulatory difference, and can lead to harder harmonization agreements121 A Model Code 

like the UNCITRAL helps to harmonize legal standards with sensible supranational 

concepts. At the same time, it leaves enough leeway for states to add rules that are 

specific or desired for their legal system. Additionally, it facilitates further law reform on 

a global level. This law making method, from international/regional Model laws to 

national legislation, may also pave the way for supranational methods to apply these new 

legal rules for electronic commerce in a uniform or harmonized manner - despite the 

different legal traditions122. Hence, the same would be adopted in our case, where we 

shall design a regional e-transaction Model Code that suits the needs of ASEAN nations. 

It is anticipated that the same would lead way to a regional supernatural law within 

ASEAN in the future.   

 

States would have a light touch approach and take into account, various needs of the 

private parties and other non-governmental bodies in the process of harmonization of 
                                                

120 ibid at 13 
121 Jack Goldsmith, The Internet, Conflicts of Regulation, and International Harmonization 
http://www.coll.mpg.de/pdf_dat/goldsm.pdf#search=%22internet%20content%20regulation%20models%2
0harmonisation%22 (accessed on 30th September 2005) 
122 Lex marcatoria, International uniform laws, mixed forms, For more discussion on each type refer, Frank 
Diedrich, JILT 2000 (3) - http://www2.warwick.ac.uk/fac/soc/law/elj/jilt/2000_3/diedrich/#fn33 (accessed 
on 30th August 2005) 
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laws as well. The objective of E-ASEAN Initiative as described before, envisage that 

legal infrastructure could be in the form of regionally agreed Model for dependable 

national Laws, supported by a suitable infrastructure that will legally recognize the 

effectiveness of online transactions and facilitate their enforceability123.  

 

The great economic and social transformations caused by the multifaceted 

globalization process are also impelling changes at the legal level. International trade and 

related legal reforms have been identified as paramount to further economic and social 

development in the ASEAN. In addition, regional economic integration would benefit 

from the successful development of new inter-ASEAN soft law instruments in 

commercial matters since some of the obstacles to integration would be eliminated 

through commercial harmonization. Successful harmonization would also be conducive 

of further trade and investment in the region, additional business exchanges and 

strengthened trade facilitation mechanisms. 

 

Therefore, a proposal for the development of a uniform Model Code for E commerce 

laws is suitable, where it facilitates rather than regulate e-commerce transaction. It will 

help in adaptation of the existing legal framework and provide legal validity and certainty 

to transactions in e-commerce, thereby strengthening confidence in and use of, electronic 

commerce by businesses, governments and consumers, both within and beyond ASEAN. 

However, much care should be taken in drafting such a law.  

 
                                                

123 E-ASEAN Overview, http://www.aseansec.org/view.asp?file+/ec/ov_easaen.htm (accessed on 20th June 
2005) 
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It has been predicted that the Asia-Pacific region (including ASEAN) will overtake 

Europe and challenge the United States as the pre-eminent e-commerce area within the 

next four years124. Forrester Research predicts that global e-commerce will expand to 

$12.8 trillion by 2006. The key to success and survival in the global market relies 

primarily in wining the trust of the consumer and businesspersons by providing a 

harmonized, firm legal regime, more in compliance with global standards. A harmonised 

system will supplement many of its goals and portray ASEAN as an ICT hub of Asia, 

when it is challenged with sever competition from it neighbour125. In a globalize 

scenarios, taking advantage of the combined 550 million populations will pay off then 

surviving within each nations comfort zones.  

 

Therefore, I propose the Model Code for Electronic Transaction, and will analyze the 

basic principle of the same in the next chapter. That chapter will be followed by the 

comparison of the Code with the laws of ASEAN countries and suggest suitable 

recommendations for implementation of its legal infrastructure including desirable 

amendments required to the existing laws by the member nations of ASEAN, if they wish 

to have a harmonised system of governance in the area of e-commerce.  

 

                                                

124 This study, conducted by Professor Steve Burdon, Visiting Professor of Electronic Commerce at 
Sydney. University of Technology, was presented at the World E-Commerce Forum, held in October 2000: 
Study: Asia Emerging as E-Commerce Powerhouse.,4 Computerworld Vol 6 Issue 44 (September 
1.7, 2000) Forrester Research Inc. of Cambridge, Mass;  Michael Meehan .Asian and Pacific nations are 
expected to start hyper growth in 2002, with most hitting that point in late 2003: News Story by Michael 
Meehan. APRIL 21, 2000. at  http://www.computerworld.com (accessed on 8th  Feb 2005). 
125 India and China for example; See also Somasekhar Sundaresan, Plotting India’s Online Future, 
International Internet Law Review 16 February 2000 and Safir Anand and Himanshu Goswami, .The 
Indian Stock Market Prepares for Take-Off, International Internet Law Review 32 May 2000. 
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3.11 Chapter conclusion:  

We have seen the various legal issues surrounding e-commerce regulation. A highlight of 

other regulatory and institutional challenges to e-commerce were mentioned, taking 

Singapore as a case study to demonstrate the need to look into the problem of regulating 

e-commerce from a holistic perspective. I have discussed the need for harmonisation of 

legal infrastructure, to start with Electronic Commerce legislation of the ASEAN 

members, as a suitable move to adopt. I have also identified the best method to proceed 

with harmonisation process, after analyzing different methods, benefits, and peril of 

harmonisation carefully. Now, I shall proceed to discuss provisions of the proposed 

regional Model Code for e-commerce Transaction, and the inspiration for the same, as 

partial but an important means to achieve a good legal framework for e-commerce within 

the ASEAN region.  
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4 INTRODUCTION TO ELECTRONIC TRANSACTION MODEL 

CODE AND ITS PRINCIPLES 

4.1 Introduction to the Electronic Transaction Model Code 

Considering the need for having a single Model Code for e-commerce laws within the 

ASEAN region, the current Model Code is proposed126. E-commerce laws by nature 

transcend many different areas ranging from contracts, to evidence, and to payment 

systems. Therefore, I believe that adopting one common e-commerce Code would benefit 

the member nations of ASEAN.  

 

The Model Code is formulated with the regional goals in mind and the already existing 

principles embodied in e-ASEAN e-Commerce Legal Framework127 along with other 

international standards currently in vogue. 

 

The Code refers to the regional standards set by EU, OECD and APEC. It has gathered 

principles from the e-commerce legislations, guidelines from the ASEAN’s’ trading 

partners (Japan, India China, and South Korea) and from countries like Australia, Hong 

Kong, New Zealand, Canada and US.  

 

The primary high level principles are mostly based on UNCITRAL Model laws on E-

commerce and Electronic signature, and other international instruments like Convention 

                                                

126 Refer appendix I, Electronic Transaction Model Code for ASEAN”  
127 ASEAN, http://www.aseansec.org/EAWG_01.pdf (accessed on August 2005) 
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on Sale of Goods, Convention on Cyber Crimes and UN Convention on Electronic 

contracting to name a few128. 

 

4.2 Purpose 

The Model Code is intended to serve as a common Model for reference by the ASEAN 

members, while drafting/amending their own electronic transaction/commerce laws in 

their respective territory, in a way as to facilitate cross border electronic transactions. E-

Commerce Transaction Model Code is formulated with the purpose of providing 

predictability and certainty in areas where existing laws fall short. It is meant to 

encourage business and consumer confidence in e-commerce as well as provide legal 

recognition of electronic transactions, electronic records and electronic signatures among 

other things. It will compliment other efforts taken by ASEAN like the e-commerce 

reference framework, and e-Commerce legal, institutional, infrastructural development 

within ASEAN, jointly been assisted by ASEAN Australia Development Cooperation 

Program (AADCP). 

 

4.3 Objectives 

The following are the objectives, the Code intends to achieve from a broader perspective. 

I shall limit the discussion only to the core issues defined previously and will not explain 

                                                

128 The UNCITRAL Draft convention on electronic contracting deals only with the e-contracting area 
primarily, hence the code has adopted provision from other sources to create a comprehensive e-commerce 
code. However it should be noted that the code is consistent with the international conventions. 
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those objectives, as far as it does not relate to the main discussion. Those in italics are the 

ones that pertain to the main issues to be discussed.  

 

• To facilitate electronic communication particularly domestic and international 

dealings, transactions, arrangements, agreements and contracts through the 

utilization of electronic, optical or similar means. (Reliable electronic records). 

• To eliminate barriers to electronic commerce resulting from uncertainties over 

writing and signature requirements. 

• To promote public confidence in the integrity and reliability of electronic 

transactions to enable them to have the same legal effect that is given to transactions 

made by traditional means. 

• To encourage fair business, advertising and marketing practices online. 

• To ensure secure payment mechanisms. 

• To ensure that parties to the electronic transaction have a fair, timely and affordable 

dispute resolution and redress systems. 

• To provide guidelines for privacy protection. 

• To improve consumer and business education about e-commerce in general. 

• Facilitation of electronic filing of bills, and returns. 

• Minimisation of forgery and fraud in e- business.  

• To recognize sending and receiving of electronic data massages.  

• To legitimatise the use of electronic signatures. 

• To provide for evidential admissibility of electronic data messages /Electronic 

records. 
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• To promote the use of electronic communication among governments and general 

public. 

• To recommend for the setting up of regional e-commerce administration body to 

oversee the implementation of this Code among other things. 

 

4.4 Scope 

The Model Code is designed to apply to any kind of information, in the form of a data 

message used in the context of commercial activities or transactions129. It also applies to 

international commercial transactions. Consumer transaction is left to the national 

authorities, as unification of diverse consumer laws is perceived generally to be much 

more complicated than commercial law like e-commerce. The Model Code provides light 

and flexible framework and intends to address, only those elements, which are necessary 

for securing a proper internal market in e-commerce transactions with in ASEAN. The 

Model Code deals, both with information goods and services, ranging from service 

provided online to selling various products online130. It applies horizontally across all 

areas of law that touch on the provision of digital services, regardless of whether it is a 

matter of public, private, or criminal law. Furthermore, it applies equally to business-to-

business (B2B) and business-to-consumer (B2C) e-commerce. It does not cover issues 

regarding, Tax, Insurance, e government, Consumer protection, Anti-trust and Intellectual 
                                                

129 It does not apply to exclusion as provided in the UN draft convention of e-contracting Art 2 (2) “the 
convention does not apply to bills of exchange, promissory notes, consignment notes, bills of lading, ware 
house receipts or any transferable documents or instrument that entitles the bearer or the beneficiary to 
claim the delivery of goods of payment of a sum of money” 
130 It covers a wide variety of services provided online (so-called "information society services") ranging 
from online newspapers and specialized news services (such as business or financial information), online 
selling of various products (books, computer hardware and software, pharmaceuticals, etc.) to the online 
provision of financial services (online banking, online investment). 
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property issues. As these are laws that seek to create confidence among parties engaging 

in electronic transactions by addressing the rights and interests in the underlying 

exchange of goods and services and not particularly concerned with giving validity to the 

e-transaction as such. Some basic guidelines in the area of Intellectual property and 

consumer protection are proposed to give a sense of direction on these subjects for further 

consideration by the ASEAN policy makers131.   

 

4.5 Introduction to the principles of Model Code and its Basis 

There are eleven basic governing principles or high-level principles as it may be called, 

based on which the Model Code is designed. I shall elaborate on each in this section. 

Reflections of these principles are throughout the provisions and recommendations in the 

Code. The eleven principles are Reliability, Integrity, Transparency, Confidentiality, 

Privacy, Security and Authentication, Technology Neutral, Media Neutral, Functional 

equivalent, Minimalist approach to Electronic signature and Recognizing “Party 

Autonomy” to a maximum extent. All of these principles are used to secure a trustworthy, 

certain, and effective e-commerce legal environment.  

 

4.5.1 Reliability 

The principle of reliability means that the electronic records must be reliable, for it to be 

accepted by the consumers. Our goal to facilitate e-commerce transactions will not be 

realized if there is no reliability in the transaction. The principle is embodied in the 
                                                

131  However a detail examination of these topics is beyond the scope of this thesis, due to word limit 
constraints.  
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section of electronic signature. Having a reliable electronic signature is a mandatory need 

for the parties to bestow trust in the identity of the parties. The same applies in case of 

electronic payment mechanisms and to third parties like the certification authorities used 

for certifying digital signature. Reliability must also be present in electronic records so 

that the parties and others can rely on them as an original document. Consequently, 

achieving consistency in the application of laws with regard to original documents arises. 

Reliability principle is particularly applicable in case of evidentiary value of a particular 

transaction, or records or communication. Some recommendations for achieving the 

reliability in these issues are elaborate in the Model Code under the respective sections.  

 

4.5.2 Integrity 

Reliability, Privacy and Integrity are related concepts. Integrity of electronic document 

means, ability to have access to the messages without any kind of alteration to its content 

even unintentionally. Loss of integrity may be by many ways like system flaws or 

interference from third party or software in the transit of such data message or document. 

The need to have the integrity of the document maintained is not only important for the 

parties to a transaction; it is also an important factor that will be considered by the courts, 

where, the proof of the content of an electronic record is questioned. Integrity of 

electronic signature is, in the same light, important for effecting an electronic transaction. 

Compromise of the integrity of document means loss of trust in the medium itself, which 

would in turn mean less participation from parties in the whole system of e-commerce.   
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4.5.3 Transparency and Predictability 

These are important principles that needs to be followed if we intend to encourage people 

to use the electronic medium especially internet, for commercial transactions. 

Transparency, must be adopted while notifying the beneficiaries about the e-commerce 

policies of the government. Transparency must also be adopted by the private e-retailer 

so that consumers are clear as to their rights, liabilities, and the retailer’s duties 

respectively. Transparency with regard to the kind of payment system accepted by the 

parties is one example to show the importance of this concept. To ensure enhanced  

predictability to the entire system all parties to a transaction must adopt this principle..   

 

4.5.4 Confidentiality 

Confidentiality is the very essence of private commercial transaction; therefore, 

government, parties to the transaction and third parties to ensure that confidentiality is 

respected at all times must take measure Any security flaw or mismanagement of 

information would result in compromise of the value of data messages that may result in 

significant cost to all parties involved in the transaction. Therefore, appropriate criminal 

sanctions are recommended for the violators of this principle in the Code under the 

heading “offences against confidentiality”132. For example, the digital signature private 

key must be kept confidential for the entire system to work well, the moment the private 

key of the digital signature is comprised or open to public, it can be misused by many and 

                                                

132 See appendix I for more details. 
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it will lead to chaos in transaction. Maintaining the confidentiality at every level is 

therefore, a basic principle that must be respected by all.  

 

4.5.5 Privacy 

Privacy principles can be looked into in two levels. One is protecting the right to privacy 

of an individual and the other transaction privacy. Protecting privacy also implies that 

preserving the confidentiality of the information in a transaction that is a basic element in 

any commercial transaction in offline world. Transactions must be held private and intact, 

with unauthorized users unable to understand the message’s content. The right to privacy 

may be affected if a business collects the personal information of the consumers and fails 

to prevent disclosure of such information to various private parties or discloses it to third 

party without the consent of the primary parties. Therefore, e-business must act in 

accordance with this principle in mind and it is suggested that opt in approach to 

disclosure of consumer information is more suited, to strengthen the privacy provisions.  

 

As such, many privacy guidelines can be followed. Business-to-consumer electronic 

commerce could be conducted in accordance with the recognized privacy principles set 

out in the OECD Guidelines, Governing the Protection of Privacy and Transborder Flow 

of Personal Data (1980), and taking into account the OECD Ministerial Declaration on 

the Protection of Privacy on Global Networks (1998), to provide appropriate and 

effective protection for consumers.  
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4.5.6 Security and Authentication 

Security can be achieved if privacy, confidentiality and integrity of the information are 

maintained.  Security is necessary for securing information as well as system through 

which the information is transferred. This principle would make, certain parties like the 

e-retailer and the third party like certification service provider, to adhere to certain 

security standards, considering the importance of their function. Digital or electronic 

signature must also adhere to some security procedure so that the integrity of the content 

and the identity attached to the electronic data message are maintained.   With regard to 

the provision of authentication, the Code does not recommend one particular 

authentication mechanism, however having an authentication mechanism to ensure origin 

of a particular transaction or to make sure the right party receives the information 

intended for, is mandatory for providing  an effective, trust worthy e-commerce 

transaction experience. Recommendation from the OECD Guidelines for Security of 

Information Systems133 may be used as a guide in this field by countries and parties. 

 

4.5.7 Technology Neutrality 

The provision of the Code will not favour any particular technology. Any legislative 

product should retain sufficient flexibility to accommodate new types of technology and 

new business practices. It has long been recognized that if laws were not technology-

neutral, they would have an adverse impact on competing technologies. A technology-

specific statute would encourage the private sector to support only that technology which 

                                                

133 OECD, http://www.oecd.org/document/42/0,2340,en_2649_33703_15582250_1_1_1_1,00.html 
(accessed on 8th August 2005) 
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consequently establishes it as a single or sole standard. If this persists, it will inevitably 

result in a dearth of innovation and inventiveness, as all resources will be devoted to 

sustain the favoured technology.134 To avoid this, the Code is written with an over-riding 

concern to embrace the full range of electronic technologies without any bias or 

prejudice. Thus, the Code does not discriminate among any type of electronic document 

or signature utilizing a particular technology. At most, the Code specifies standards and 

criteria and they are written in a neutral manner. For example, the Code encourages all 

types of security measures and the parties are free to determine the type and level of 

security needed for their transactions and to select and use or implement appropriate 

technological methods that suit their need. UNCITRAL Model law on electronic 

commerce emphasis on this approach as well135.  

 

4.5.8  Media Neutrality 

A necessary adjunct to technology neutrality is the principle of "media neutrality" which 

is ingrained in the Code. Non-discrimination against media is termed as media neutrality. 

It means no disparity of treatment between electronic messages and paper documents.  In 

sum, the Code will recognize electronic documents and signatures in whatever media 

they may be found. For example, if an electronic message is received both as an 

electronic mail and as fax, the electronic mail will be considered data message136 or 

                                                

134 Lorna Patajo-Kapunan, Philippine Country Report, http://www.ag-
internet.com/bullet_iln_one_three/bunag.htm (accessed on 8th August 2005) 
135 Article 1 read with Article 2(a) of the UNCITRAL Model law on e-commerce. 
136 Refer Chapter III, Appendix-1, Model Code on Electronic Transaction Law for ASEAN  
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electronic record137 and given the same treatment as a paper document received by way 

of fax. This principle is pivotal in ensuring that electronic transactions receive universal 

recognition. 

 

4.5.9 Functional Equivalence 

This entails an examination of the role currently played by a particular legal rule in the 

non-digital commercial world, identification of the way in which the same function can 

be achieved in electronic transactions and extending the existing rule by analogy to 

electronic transactions. As it can be understood, this approach attempts to fit cyberspace 

within the ambit of familiar legal rules. For example, a signature performs the function, 

among others, of identifying the signer and indicating his consent to a document. If an 

electronic method performs the same functions, then such method would be considered 

an electronic signature.  

 

4.5.10 Minimalist approach to Electronic signature 

A minimalist approach (as opposed to a fundamental reconstruction of the existing legal 

framework) recommends only those changes necessary to accommodate electronic 

commerce, thereby preserving flexibility and permitting the development of new 

technologies and implementations. It allows almost any form of electronic authentication. 

Such initiatives limit themselves to loose descriptions of the circumstances necessary for 

                                                

137 Refer Chapter III, Appendix-1, Model Code on Electronic Transaction Law for ASEAN 
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electronic signatures to fulfil the requirements for tangible signatures, but avoid defining 

binding technical standards.138 

 

4.5.11  Recognizing “Party Autonomy” to a maximum extent 

Party autonomy means that business partners can establish their own set of rules for 

effecting the transactions, without the need of specific laws. In a harmonized legal 

framework, freedom of contract allows globally operating units to work like self-

organizing forces and the hope is that this should lead to an optimized system. Parties 

should be able to vary their rights and responsibilities by agreement. Almost all 

provisions in the Code can be contracted out or varied by the mutual agreement of the 

parties.  

 

4.6 Recommendations on Core issues  

Recommendations on each issue described in the Third chapter, are mentioned in italics 

and preceded by the inspiration for those recommendations, followed by an explanation 

wherever required, as most of the recommendations are self-explanatory in nature and 

written in simple language. A side note on the high-level principles discussed above 

would be provided when a recommendation compliments those principles. The sections 

are divided into Online contracts, Electronic-evidence along with Security and 

Authentication, Jurisdiction and Governing laws, Electronic payments and a 

                                                

138 Silicon Trust, http://www.silicon-trust.com/background/sp_digital-sig-4.asp (accessed July 2005) 



CH 4-INTRODUCTION TO ELECTRONIC TRANSACTION MODEL CODE AND 
ITS PRINCIPLES 

   84   

Miscellaneous section covering Intellectual property, Cyber crimes, Taxation, Dispute 

resolution, Third parties rights and liabilities, and Data protection.  

 

4.6.1  Online Contracts  

The provisions on online contracts are mostly inspired from the UNCITRAL Convention 

on Electronic Contracting139, which was drafted, keeping in mind the UNCITRAL Model 

laws of E-commerce and Electronic Signature. The convention is a well-debated and 

drafted one with the recommendation of both nations and private sector, involved in the 

e-commerce. Other provisions of the Code are taken from the E-Sign Act140 followed in 

the United States of America. The following recommendations intend to solve all the 

issues concerning online contracting as discussed in the third chapter141. The 

recommendations can also be seen under the fourth section of the Appended Model Code, 

the original section number is provided after the section heading respectively.  

4.6.2 Provision Recommended in the Model Code 

4.7 Online contract (4.1)  

4.7.1 Recognition of Electronic Contract (4.1.1) 

Parties can enter into a contract electronically 

Contract should be considered valid even if there is only one or no human participant 

                                                

139 To be adopted by the UN, presented on 15th July 2005 at Vienna, United Nations. 
http://www.unis.unvienna.org/unis/pressrels/2005/unisl96.html (accessed on 8th August 2005) 
140FTC,  http://www.ftc.gov/os/2001/06/esign7.htm accessed on 6th Jan 2005 
141 Under title “ Overview of core issues”  



CH 4-INTRODUCTION TO ELECTRONIC TRANSACTION MODEL CODE AND 
ITS PRINCIPLES 

   85  

4.7.2 Formation of Electronic Contract (4.1.2) 

Both offer and acceptance can be made electronically by means of electronic records or 

electronic data messages. 

Electronic Contract can be formed by conduct; example click wrap agreements  

4.7.3 Attribution/non repudiation (4.1.3) 

To ensure more confidence in using e-communication; certain presumptions have to be 

made with regard to the sender of an electronic record or data message. 

 

A recipient of an electronic record will be entitled to assume that the electronic record 

was sent by the sender and to act on it if: 

a) He/she has applied an agreed procedure to ascertain the authenticity of that record; 

or 

b) The electronic record can be attributed to the actions of a person whose relationship 

with the  sender would enable that person to access the sender’s computer systems, 

such that the record appears to the recipient to originate from the sender.  

It is presumed that a message is sent by the sender if it is indeed sent by  

a) The originator himself (A), 

b) If the message was sent by another person authorized to act on his behalf of A, 

c) The message was sent by an information system programmed by, or on behalf of the 

originator to operate automatically. 

This provision not only assures that the sender does not go back on this message but also 

raises a presumption in case the receiver knew, or should have known that it was that of 

the originator.  
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4.7.4 Form requirement of electronic contracts (4.1.4) 

4.7.4.1 Writing (4.1.4.1) 

A contract or a communication that is required to be in writing shall not be denied 

validity if it is in the form of an electronic communication that maintains its integrity and 

reliability and can be authenticated so as to be usable for subsequent references. A 

reliable electronic record should satisfy certain legal requirements for information142 to 

be in written form or presented in writing, subject to reasonable exceptions. Functional 

equivalent principle  

4.7.4.2 Signature (4.1.4.2), 

4.7.4.2.1 Electronic Signatures (4.1.4.2.1 

Electronic signatures meet all existing requirements of a handwritten Signature143. 

Functional equivalent principle 

4.7.4.2.2  Reliable Electronic Signature (4.1.4.2.2) 

An electronic signature is considered a reliable electronic signature if it meets the 

following requirements: 

 

(1) the signature creation data are, within the context in which they are used, linked to 

the signatory and to no other person; 

                                                

142“Communication” is broadly defined to include statements, declarations, demands, notices, offers, and 
acceptance made in connection with the formation or performance of a contract. See Chris Connolly and 
Prashanti Ravindra, UN Releases,  New International Convention on Electronic Contracting Galexia1 - 4 
January 2005  http://consult.galexia.com/ (accessed on March 2005) 
143 e-Reference framework for electronic commerce Legal Infrastructure, 
www.aseansec.org/EAWG_01.pdf (accessed on 30th September 2005) 
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(2) the signature creation data were, at the time of signing, under the control of the 

signatory and of no other person; 

(3) any alteration to the electronic signature, made after the time of signing, is 

detectable; and 

(4) Where a purpose of the legal requirement for a signature is to provide assurance as 

to the completeness and integrity of the information and any alteration made to that 

information after the time of signing is detectable. 

The provision of paragraph one does not limit that, there is no other way to prove the 

reliability of an electronic signature or the adducing of the evidence of the non-reliability 

of an electronic signature. 

 

Reliable electronic signature should satisfy any law that requires a signature for a 

document, subject to reasonable exceptions. The exceptions may be on the matters below: 

• court orders or notices, or official court documents (including briefs, pleadings, 

and other writings) required to be executed in connection with court 

 proceedings; 

• any notice of—the cancellation or termination of utility services (including 

water, heat, and power); 

• default, acceleration, repossession, foreclosure, or eviction, or the right to cure, 

under a credit agreement secured by, or a rental agreement for, a primary 

residence of an individual; 

• the cancellation or termination of health insurance or benefits or life insurance 

benefits (excluding annuities); or 
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• recall of a product, or material failure of a product, that risks endangering health 

or safety; or 

• Any document required to accompany any transportation or handling of 

hazardous materials, pesticides, or other toxic or dangerous materials.  

 

These exceptions are taken from the E- Sign Act.   

 

It would be to the ASEAN members to include any or all of the above exceptions or 

design new exceptions that are appropriate or reasonable in the circumstances.  

• There should be rules to prove an electronic signature.  

• There must be provisions governing presumptions regarding reliable electronic 

records and electronic signatures/digital signatures. 

• There should be rules to govern the circumstances under which electronic 

records and electronic signatures/digital signatures are treated as reliable records 

and signatures, and the rebuttable presumptions applicable to them. 

Other exception as provided under Clause 4.16 of the Model code would apply to these 

sections, to maintain consistency with the UNICTRAL Draft conventions on Electronic 

Contracting. 

4.7.4.3 Original (4.1.4.3)  

When the law requires information to be presented or retained in the original form, that 

requirement is met by the data message/electronic records if: 

(i) There exists a reasonable assurance as to the integrity; 
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(ii) That the information is capable of being displayed to the person to whom it is to be 

presented.  (Functional Equivalent Principle) 

 

This provision is important, where the notion of uniqueness of an original document is 

primarily relevant, like trade or negotiable documents and other documents that transfer 

rights144. 

 

Therefore as long as the contents of the data message remain complete and unaltered, 

necessary additions to the data message would not affect its “originality”.  

 

4.7.5 Dispatch and Receipt of electronic communication (4.1.5) 

• The time of dispatch of an electronic communication is when it leaves an 

information system under the control of the originator.  

• If the message is sent and received in the same information system, then the time 

of dispatch is when the message was received.  

• The time an electronic communication is received is when it is capable of being 

retrieved by the addressee at an electronic address designated by the 

addressee145.  

The place of dispatch is the place of the originator’s business, and place of receipt is the 

addressee’s place of business. 146 

                                                

144 Unescape, www.unescap.org/icstd/Pubs/st_escap_2329.pdf (accessed on 8th August 2005) 
145 Note: The time of receipt of an electronic communication at another address is when it becomes capable 
of being retrieved and the addressee becomes aware that the communication has been sent to that address. 
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4.7.6 Scope of these provisions (4.1.6) 

 The provision on Online/electronic contract applies as given below:- 

a) It operates as a default rule i.e. it does not override any existing arrangement 

between the parties in relation to the way that a contract will be formed. (Party 

autonomy) 

b) Do not automatically establish the validity of that electronic transaction. It 

merely provides that the electronic form of the transaction does not make it 

invalid (In this context, validity is intended to include legal effect and 

enforceability) 

c) The terms of a contract will include: 

 

The terms the parties have agreed to in their discussions and writings 

- The terms implied by the present and past conduct 

- The terms implied by the industry customs and practice 

                                                                                                                                            

146  UN convention of Electronic Contracting Article 6 defined Location of the Parties as Article 6 sets out 
rules to establish the location of the parties. This includes a broad presumption that the place of business is 
the location indicated by that party. The other tests are:  
— If no location has been indicated, the location will be the place of business that has ‘the closest 
relationship to the relevant contract’;  
— If a natural person does not have a place of business, the location will be their residential address;  
— The location of the equipment and technology supporting an information system used by a party while 
contracting does not necessarily constitute a place of business; and  
— The fact that a person makes use of a domain name or email address connected to a specific country 
does not create a presumption that its place of business is located in that country.  The final text of the Draft 
UN convention of Electronic Contracting is available at, 
<http://www.uncitral.org/uncitral/en/commission/working_groups/4Electronic_Commerce.html (Accessed 
on 17th Nov 2005) 
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- The terms implied by law, such as standards, by commercial bodies, consumer 

protection  Codes, etc147 

d) Electronic contract is not considered within the scope of the Model Code where it 

involves the subject matter concerning 

• Transaction relating to personal or household purposes.  

• Transaction on regulated exchange, Foreign Exchange Transactions, Inter-Bank 

Payment systems, Inter-Bank payment agreements or clearance or settlement 

system relating to securities or other financial systems, transfer or security 

rights in sale, loan, or holding of or agreement to repurchase securities or other 

financial assets or instruments held with an intermediary148.  

 

4.7.7 Treating error in electronic contracting arising out of communicating with an 

automated information system (4.1.7) 

Where a person has made an input error in an electronic communication with an 

automated information system belonging to another party, and is not given an 

opportunity to correct that error, that person has the right to withdraw that electronic 

communication if: 

                                                

147 Legislation such as , The supply of goods (Implied terms) Act as in Singapore, Sales of goods Act and 
Uniform Contract Term Act should be incorporated by reference into national legislation to protect 
consumers in e-commerce.  
148 These clauses are in accordance with the draft Convention on Electronic Contracting as in 
http://www.uncitral.org/uncitral/en/commission/working_groups/4Electronic_Commerce.html  (accessed 
on 8th August 2005).  
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• The person notifies the other party of the error as soon as practicable after 

discovering the error;  

• The person takes reasonable steps, to return the goods or services received (or 

destroy the goods or services if instructed to do so by the other party), if any, as a 

result of the error; and  

• The person has not used or received any material benefit or value from the goods 

or services, if received. 

 

4.7.8 Invitation to make offer (4.1.8) 

Any proposal made to the world at large with out a particular recipient in mind will be 

considered as an invitation to offer and not an offer.     

This provision is motivated towards consumer protection and aims to protect people from 

entering into contracts unwittingly through spam or click-through agreements. 

 

4.8 Electronic Evidence  

The section is inspired from the work called Draft Model law on Evidence, prepared by 

some of the commonwealth countries, with UK taking the lead in the matter149. The idea 

of the Code is to make provisions for the legal recognition of electronic records and to 

facilitate the admission of such records into evidence in legal proceedings. The Model 
                                                

149Commonwealth,  Draft Model law on Electronic Evidence, 
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BE9B3DEBD-1E36-4551-BE75-
B941D6931D0F%7D_E-evidence.pdf (accessed on August 8th 2005) 
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law draws on the Singapore Evidence Act, Section 35 (1), the Canada Uniform Electronic 

Evidence Act and UNCITRAL Model Law on E-Commerce. The same is borrowed for 

our Model Code as well, since it is comprehensive enough to cover all issues relating to 

electronic evidence.  

 

The Expert Group formed for drafting the mentioned Code examined the admissibility of 

electronic evidence and the question of whether the rules that apply to other forms of 

documentary evidence can be applied in a like manner to electronic documents. 

Computer records may be more prone or vulnerable to alteration and degradation than 

records on paper. Therefore, it was thought that, the admissibility rule should take 

account of this risk. The Group working on this Code noted that most jurisdictions 

seeking to impose a minimum level of reliability for admissibility of documents do so by 

focusing not on the document itself but rather on the method (system) by which the 

document was produced, system reliability was decided as the most sensible 

measurement150.  

 

The section on evidence contains provisions on general admissibility, the scope of the 

section, authentication, application of best evidence rule, presumption of integrity, 

standards, proof by affidavit, cross-examination, agreement on admissibility of electronic 

records, and admissibility of electronic signature.  

 

                                                

150 ibid 
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Actual recommendations as in the Model Code are given under section seven, and are 

reproduced as below. The provision helps to solve most of the problems, as raised in 

chapter three of this work. However, some issues like those that the admissibility of 

hearsay evidence is not addressed in any provision of the Model Code.   

 

Essence of hearsay evidence is that, testimony based on personal knowledge is to be 

preferred to second hand accounts of what someone else said or did151.  There are few 

exceptions to this rule like the business records exception given the relevant situation. 

The business records exception is that any records maintained for the purpose of business 

under normal course would be accepted by the court as evidence, though it would 

normally be considered as second hand information and not admissible in court 

otherwise.  

 

The basis of this belief is that, the purpose of storing such records would be only to serve 

business interests of the party; therefore, it is exempted from the normal rule. However, 

exact applicability of this rule, differs from country to country, Hence it is recommended 

that such exception be granted in the local laws, with adequate clarity of the terms like 

what are “business records” and when will court consider that the relevant records are 

maintained regularly and such other issues connected to this rule.  

 

                                                

151 Ronald J. Mann, Jane K. Winn, Electronic commerce , Aspen Law & Business, New York, 2002, Pg 88, 
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4.8.1 Provisions Recommended in the Model Code 

4.8.1.1 Evidentiary requirement in terms of enforcement of electronic contract  

Member nations must incorporate the following provisions in their e-commerce laws 

 

There must be provisions for the legal recognition of electronic records and to facilitate 

the admission of such records into evidence in legal proceedings. A declaration, demand, 

notice or request shall not be denied legal effect or validity solely on the ground that it is 

an electronic record.  

 

4.8.1.1.1 General admissibility (7.1) 

Nothing in the rules of evidence shall apply to deny the admissibility of an electronic 

record in evidence on the sole ground that it is an electronic record/data message. 

 

However, common law or statutory rule relating to the admissibility or records need not 

be modified, except the rules relating to authentication and best evidence.  

4.8.1.1.2  Scope of Section (7.2) 

 

 A court may have regard to evidence adduced under relevant law incorporating 

these provisions in applying any common law or statutory rule relating to the 

admissibility of records. 
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 Incorporation by reference: Digital information shall not be denied legal effect, 

validity or enforceability solely on the ground that it is not contained in the data message 

purporting to give rise to such legal effect, but is merely referred to in the message. 

 

4.8.1.1.3 Authentication (7.3) 

The person seeking to introduce an electronic record in any legal proceeding has the 

burden of proving its authenticity by evidence capable of supporting a finding that the 

electronic record is what the person claims it to be.  

 

4.8.1.1.4 Application of Best Evidence Rule (7.4) 

a. In any legal proceeding, subject to subsection (b), where the best evidence rule is 

applicable in  respect of electronic record, the rule is satisfied on proof of the integrity of 

the electronic records system in or by which the data was recorded or stored. 

b. In any legal proceeding, where an electronic record in the form of printout has been 

manifestly or consistently acted on, relied upon, or used as the record of the information 

recorded or stored on the printout, the printout is the record for the purposes of the best 

evidence rule. 

 

4.8.1.1.5 Presumption of Integrity (7.5) 

In the absence of evidence to the contrary, the integrity of the electronic records system 

in which an electronic record is recorded or stored is presumed in any legal proceeding: 



CH 4-INTRODUCTION TO ELECTRONIC TRANSACTION MODEL CODE AND 
ITS PRINCIPLES 

   97  

 (a) where evidence is adduced that supports a finding that at all material times 

the computer system or other similar device was operating properly, or if not, that in any 

respect in which it was not operating properly or out of operation, the integrity of the 

record was not affected by such circumstances, and there are no other reasonable 

grounds to doubt the integrity of the record. 

 (b) where it is established that the electronic record was recorded or stored by a 

party to the proceedings who is adverse in interest to the party seeking to introduce it; or 

 (c) Where it is established that the electronic record was recorded or stored in the 

usual and ordinary course of business by a person who is not a party to the proceedings 

and who did not  record or store it under the control of the party seeking to 

introduce the record. 

 

4.8.1.1.6 Standards (7.6) 

For the purpose of determining under any rule of law whether an electronic record is 

admissible, evidence may be presented in respect of any standard, procedure, usage or 

practice on how electronic records are to be recorded or preserved, having regard to the 

type of business or endeavour that used, recorded or preserved the electronic record and 

the nature and purpose of the electronic record. 

 

4.8.1.1.7 Proofs by Affidavit (7.7) 
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The matters referred to in under the heading “Application of best evidence rule”, 

“presumption of integrity”, “Standards” may be established by an affidavit given to the 

best of the deponent’s knowledge or belief. 

 

4.8.1.1.8 Cross Examination (7.8) 

A deponent of an affidavit referred to in heading “Proof of affidavit” that has been 

introduced in evidence may be cross-examined as of right by a party to the proceedings 

who is adverse in interest to the party who has introduced the affidavit or has caused the 

affidavit to be introduced. Any party to the proceedings may, with leave of the court, 

cross examine a person referred to in Clause (c) of section with heading” Presumption of 

integrity”. 

4.8.1.1.9 Agreement on Admissibility of Electronic Records (7.9) 

Unless otherwise provided in any other statute, an electronic record is admissible, 

subject to the  discretion of the court, if the parties to the proceedings have expressly 

agreed at any time that its admissibility may not be disputed. 

 

Notwithstanding the above section an agreement between the parties on admissibility of 

an electronic record does not render the record admissible in a criminal proceeding on 

behalf of the prosecution if at the time the agreement was made, the accused person or 

any of the persons accused in the proceeding was not represented by a solicitor.  

 



CH 4-INTRODUCTION TO ELECTRONIC TRANSACTION MODEL CODE AND 
ITS PRINCIPLES 

   99  

Other issues not addressed in the evidence part, but those that concern with retention of 

electronic document, storage and notarization, are addressed below.  

 

4.8.1.1.10  Retention of electronic document (9.10) 

It should be recommended by the member nations that parties to a transaction are 

encouraged to retain copies of their transactions so that it acts as evidence in case of a 

dispute at a later stage. Secure electronic deposits could be encourages as is done in 

some other jurisdiction by the banker or other realizes parties willing take up this 

responsibility.  

 The above method is recommended to eliminate difficulties in case of disputes. 

4.8.1.1.11  Storage of electronic document. (9.11) 

 Signed copy of electronic document or records may be needed for accessing by all 

other parties  relevant to the transaction. Therefore storage must be necessary.  

However, the member nations  should make sure that such a method is secure, and 

documents must be protected against destruction or deletion 

 

4.8.1.1.12  Notarization (9.12) 

If a statute, regulation, or other rule of law requires a signature or record 

relating to a transaction in or affecting interstate or foreign commerce to be notarized, 

acknowledged, verified, or made under oath, that requirement is satisfied if the electronic 

signature of the person authorized to perform those acts, together with all other 

information required to be included by other applicable statute, regulation, or rule of 
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law, is attached to or logically associated with the signature or record. This provision is 

inspired from the E-Sign Act 

 

Member nations must establish some sort of certification process to serve the purpose 

currently served by notary public. So that consumer can verify the Certification Service 

providers’ (CSP) integrity, reputation before relying on the CSP to verify another 

business or consumer’s electronic signature. (Transparency, Consumer protection 

principles)   

 

Any fraud or misconduct on the part of Certification service provider could be dealt with 

through reporting, leading up to fines to license removal. 

 

Security of the consumer signature must be assured by the certification service provider 

through some reliable means. (Security)  

 

Consumer education about the use of electronic signature must be given, so that digital 

divide is minimized 

 

Adaptation to new technology may be difficult but member nations must finds ways to 

remedy the problem relating to Wireless technology (U-commerce). Having a team of 

experts at the regional level, (ASEAN Network Security Coordination Centre) for 

reporting the progress and development made by the region in the area of E commerce 

technology must be formed, they need to report to the administrative body under this 
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Model Code (EJC). The Administrative body can then decide how best the regulatory 

policy can be changed to suit the objectives of this Code.  

 

The above provisions and recommendations are suitable for the ASEAN environment. 

Therefore, it is desirable to be adopted as soon as possible. The adaptability of the local 

laws to these provisions would be analyzed in the next chapter, country by country.  

4.8.1.2 Security and Authentication  

Some of the issues of security and authentication raised in the chapter three of this work 

are dealt with below, under section ten of the Model Code. 

4.8.1.2.1  Security and Authentication (Chapter VIII) 

Adequate mechanism should be adopted by the parties to ensure that there is transaction 

security. The three requirements152 that must be met are: 

Transaction privacy: transactions must be held private and intact, with unauthorized 

users unable to understand the message content 

.Transaction confidentiality: traces of transactions must be dislodged from the public 

network. No intermediary is permitted to hold copies of the transaction unless authorized 

to do so. 

                                                

152 UN, Information Technology Enabling Legal Framework For The Greater Mekong Subregion, New 
York 2004 available at 
http://www.unescap.org/icstd/Pubs/st_escap_2329.pdf#search=%22%20Transaction%20privacy.%20%20T
his%20simply%20means%20that%20transactions%20must%20be%20held%20private%20and%20intact%
2C%20with%20unauthorized%20users%20unable%20to%20understand%20the%20message%20content.%
22 (accessed on 30th September 2005) 
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Transaction Integrity: transactions should be protected from unlawful interference – i.e. 

they must not be altered, modified or deleted. 

 

Countries are free to endorse all or any kind of authentication mechanism that it finds 

reliable and adequate to satisfy the authentication requirements of any transaction. It 

could be digital signature, biometrics or any other technology as long as they comply 

with the above principle. (Technology neutral)  

 

 Countries must ensure that they recognize the security system in place in other Member 

countries of ASEAN so long as it satisfies its requirement and she should not insist the 

use of same technology as in her country so that cross border transaction is facilitated. 

(Cross border recognition, Mutual recognition)  

 

4.9  Jurisdiction and Governing law 

The next core issues that require our attention is to find solutions to jurisdiction and 

governing law issues. Those are addressed in the Chapter 16 of the Model Code. Though 

there is no need for such a provision in a code that promotes harmonisation of laws, it 

merely mentions that the code does not interfere with the private international laws of the 

member nations. It only seeks to promote some basic guidelines that can be taken as a 

precautionary measure before a dispute arises or to settle a dispute more amicably than to 

turn to traditional methods of dispute resolution.   
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4.9.1.1 Provisions recommended in the Model Code 

4.9.1.1.1 Jurisdiction and Governing law (Chapter XVII) 

 

Nothing in these Principles shall restrict the application of mandatory rules, whether 

of national, international or supranational origin, which are applicable in accordance 

with the relevant rules of private international law. 

 

However certain basic guidelines in view of protecting consumers in cyberspace are 

needed: 

Where a business specifies an applicable law or jurisdiction to govern any contractual 

disputes, it should clearly and conspicuously state that information at the earliest 

possible stage to the consumers.  

This provision is mentioned to ensure that there is transparency in dealings, so that 

consumers, who are usually considered as the weakest party, are made aware of the terms 

they may be bound to follow, while entering into e-transaction. 

Businesses and consumer representatives must attempt to develop effective programs to 

prevent and resolve disputes. 

 

There may be cases on non compliance of the relevant consumer laws applicable to the 

transactions then parties need to be well equipped to handle such matters, they should by 

way of contractual clauses resolve such conflicts, or they could collectively agree on a set 

of consumer guidelines that may be agreeable to the parties. One of the effective ways to 
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resolve jurisdictional issues of this nature is to use Alternative dispute methods that are 

available. Owing to the complexity of distance, time and costs such methods can be 

adopted. Private sector initiatives that offer consumers meaningful access to fair and 

effective redress can be provide a practical solution in the short term, A variety of 

promising programs are already in place to help resolve online consumer protection 

disputes, such as online mediation, seal program, and credit card charge backs153. These 

provisions are inspired from the New Zealand Model Code for Consumer Protection in 

Electronic Commerce  

 

It is also recommended to have harmonization in the private international laws of the 

different jurisdictions, so that parties are better able to determine the countries that could 

legitimately exert jurisdiction over their activities. 

It should be noted that there continues to be considerable controversy, on the appropriate 

approach that needs to be adopted in determining issues relating to the scope of personal 

jurisdiction. The difficulty is further compounded by the different conceptual approach, 

such as the realist, representational, post-modern and liberal-constructivist approaches, 

that could be employed when dealing with jurisdictional issues154.  

With regard to jurisdictional issues there is a dilemma that can arises, as to whether 

private regulation or public regulation that would be suitable, considering the cross 

                                                

153  Federal Trade Commission Bureau of Consumer protection, 
www.ftc.gov/bcp/icpw/lookingahead/electronicmkpl.pdf accessed on 30th September, 2005 
154Samtani Anil & Harry SK Tan, Legal, Regulatory and Policy Issues of E-Commerce in Asia, Asian 
Forum on ICT Policies and e-Strategies 2003,  
http://www.apdip.net/projects/2003/asian-forum/docs/papers/session7.pdf (accessed on 24th July 2005) 
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border transactions over the new media. Few scholars have recommended a "hybrid" 

solution that rests comfortably between the two extremes of comprehensive regulation 

and private regulation155. The essence of this stand is that, the relationship between public 

and private regulation must be expressed by public law defining the roles of different 

[public or private] institutions in hybrid regulatory regimes. Public law is subject to 

national frontiers, but private entities are not. Accordingly private institutions, in devising 

and applying rules, can overcome the jurisdictional uncertainties associated with 

translational commerce on the Internet, whereas public institutions cannot156. However, 

private regulation has long been criticized for not being democratically legitimate and 

that it serves already powerful interests.  

The hybrid solution would combine the "jurisdictional strengths of private regulation, and 

the greater political legitimacy of public regulation, thereby avoiding the disadvantages in 

private regulation. Public law can set minimum standards of conduct and provide residual 

enforcement, establishing the boundaries within which a multitude of private regulatory 

regimes can work out detailed rules, dispute resolution and enforcement mechanisms. 157 

The Code therefore has adopted the hybrid approach, it also complements the high-level 

principle that is chosen to be adopted in the Code namely “party autonomy” as private 

sector seems to be the driving force behind cross border e-commerce.  Partnership 
                                                

155 Henry H. Perritt, Jr., Towards a Hybrid Regulatory Scheme for the Internet, 2001 U. 
CHI. LEGAL F. 215 (2001); http://www.kentlaw.edu/perritt/courses/property/uchilegfopub-excerpt.htm 
accessed of 7th August 2005 

156 Katie Sutton, E-Commerce And Jurisdictional Issues: An Overview Freehills Journal: September 2002 
Issue 49, http://www.nswscl.org.au/journal/49/Sutton.html (accessed 5th August 2005) 

157 Henry H. Perritt, Jr., Towards a Hybrid Regulatory Scheme for the Internet, 2001 U.CHI. LEGAL F. 
215 (2001); http://www.kentlaw.edu/perritt/courses/property/uchilegfopub-excerpt.htm accessed of 7th 
August 2005 
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between private and public is required for a most meaningful and smooth regulation of e-

transaction and to sort some of the intricate issues that seems implausible to be solved at 

a global scale yet.  

A jurisdictional regime for crimes that relate to e-transactions such as those mentioned in 

the provisos of the Model Code158 is also at its infant stage of development. Some factors 

that complicate exercising criminal jurisdiction are first, the fast operational speed of 

today’s computer hardware makes criminal activity very difficult to detect. Second, law 

enforcement officials often lack the necessary technical expertise to deal with criminal 

activity. Third, once criminal activity has been detected; many businesses are reluctant to 

lodge a report due to fear of adverse publicity, loss of goodwill, embarrassment, loss of 

public confidence, investor loss, or economic repercussions159. Issue like whether a 

particular event in cyberspace is governed by the laws of the state or country where the 

offence is committed, or by the laws of the state or country where the target is located, or 

perhaps governed by all of these laws are remains unanswered. 

 

Consensus has to be arrived by the member nations of ASEAN at the earliest on how 

jurisdictional issues of cyber crime are proposed to be dealt with, for crimes committed 

by and within the ASEAN region and those committed outside the region160  

                                                

158 Refer Appendix I 
159 National ICT Security and Emergency Response Centre (NISER), Is Cyber Crime Reigning on a No 
Man's Land? Available at  http://www.niser.org.my:80/resources/no_man_land.pdf, accessed on 30th 
September 2006 
 
 
160 If at all the need to make a distinction arise due to any prior agreement to deal with trans-boundary 
exists among member states. 
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The ‘infant’ law must be further nurtured and developed to become a full-fledge set of 

cyber laws that lucidly defines a country’s jurisdiction whenever a cyber crime is 

committed.  

Principles adduced under Art 22 Section 3 of the Convention on Cyber Crimes in relation 

of jurisdiction of cyber crimes could be referred to as a guide. A party would establish 

territorial jurisdiction if the person attacking the computer system and the victim were 

located within the country, or where the victim was inside the territory but the attacker 

was not161. 

At this stage that it become crucial for ASEAN to resolve this issue among members to 

provide for a single uniform approach to criminal jurisdiction at the earliest. A clear 

recommendation cannot be made at this point in time in the model code due to the 

ambiguous state of law on this subject; internal agreement on these issues between 

members therefore seems desirable and achievable as a short term measure.  

 

4.10  Electronic payment  

The various problems addressed in chapter one concerning electronic payments, are 

addressed under chapter eleven of the Model Code, which deals with electronic 

payments. Some of the issues not dealt under it will be discussed after an introduction of 

the provisions of the proposed Code. This chapter is not particularly inspired from any 

                                                

161 Explanatory Report of the Com m. of Ministers [of the Convention on Cybercrime, 
109th Sess. (adopted on Nov. 8 , 2001), art. 1( a),  23 [hereinafter Explanatory Report] (on file 
with the Journal o f Transnational Law & Policy). 
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source; however, the basic high level principle of the Code were kept in mind before 

framing this section, along with the problems posed by Electronic payments systems. The 

best practices adopted in the electronic commerce are taken as solutions to some 

problems, after assessing its functions and capabilities, to fulfil the paramount 

consideration needed for an effective e-payment system, which is integrity and 

security162.  

4.10.1.1 Provision recommended in the Model Code 

4.10.1.1.1  Electronic payment (Chapter XI) 

Electronic payment must be accepted and recognized by the state agencies, and they must 

be given effect to like an ordinary form of payment system.  

However, effective legal infrastructure is needed to support electronic payment 

mechanism, Thereby avoiding the two major pitfalls involved in using this system namely 

one of dishonour of payments and second the risk of forgery or repudiation  

Legal infrastructure needed, which would be an appropriate institutional infrastructure 

to support the encryption technology should also be put in place. 

 

Certification Authorities (though not the only mechanism) would be a desirable 

institutional framework because of its wide acceptance by the many countries163. Their 

                                                

162 See generally,  Bank of international settlement, 
http://www.bis.org/publ/cpss62.pdf#xml=http://search.atomz.com/search/pdfhelper.tk?sp-o=13,100000,0 
pg 92,  (accessed on 8th August 2005) 
163 Like, US, Canada, Japan, Singapore, Malaysia, Korea, to name a few 
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rights and liability are as mentioned before in the section on Online Contracts and Digital 

signature.  

Digital signature should be encouraged as it helps in a secure electronic payment in 

certain ways apart from other similar technology.  

However, there must be no discrimination among the different methods of securing 

payment. 

This leads to adoption of the prior mentioned technology neutral approach in the Code. 

Public key encryption (Infrastructure) (PKI) should be encouraged. As we can see that 

PKI, seemed to have gained the credibility to ensure a secure encryption technology and 

it is widely trusted, therefore the adoption of this technology is recommended by the 

Code164 and the foreign certification authorities must be recognized by domestic 

certification authorities, thereby encouraging trans-boundary electronic transaction not 

only with in the region but also with ASEAN’s trading partners and to the whole world. 

Interoperability is sort to be achieved by this provision; after all, we are talking about 

harmonisation of laws, which necessarily means that laws can survive only if cross 

boundary acceptance of the same can be guaranteed.  Therefore, a request for a public 

key certificate from a foreign CA should be treated identical to the request for a public 

key certificate from a domestic CA.  Interoperability principle.  

Having a national level regulatory system for e-money is recommended. 
                                                

164 Bank of international settlement, 
http://www.bis.org/publ/cpss62.pdf#xml=http://search.atomz.com/search/pdfhelper.tk?sp-o=13,100000,0 
pg 92 (accessed on 8th August 2005) 
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This recommendation is important as it helps control of cyber cash disbursement.  

Allowing many agents to perform the function of issuing cyber cash may only cause 

damage to the system and will eventually lead to many problems like money laundering, 

embezzlement, tax avoidance and other cross border crimes, which gets un-noticeable. 

The problem is compounded, since there are no auditing and tracing systems currently in 

place. As the technology of electronic payment develops, promoting many third parties, 

to perform the function of traditional banking agent may become difficult or almost 

impossible to regulate, when there is breach of rules165. Hence, it is believed that a single 

unified system may reduce this uncertainty in the regulation of intermediaries and 

consequently help in accounting down such cross border crimes. 

Interbank electronic payment must be promoted. This rule again emphasis on 

interoperability in systems.  

The rights, liabilities and allocation of risks with regard to electronic payment could be 

accepted by private contract between the parties (intermediaries like certification 

authorities and banks are also included) so that other issues like choice of law, 

jurisdiction can be mutually agreed, hereby avoiding common conflicts in these areas 

arising out of trans-boundary nature of the dealings.  

In the alternative, it could also be stated in the respective statutes166 Allocation of risks 

and liability is one other issue that needs to be handled, as discussed in the chapter three 

of this work. However, it is recommended that such issues be better left in the hands of 
                                                

165Bank of International Settlement,  www.bis.org  (Accessed on 8th August 2005) 
166 See, Trusted Third Party and Certification Authorities’ rights and liabilities section under the Model 
Code of Electronic Transactions.  
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private parties167. We see that the regulators around the globe are in constant dilemma 

about timing of introduction of regulation on e-money systems. On the one hand, 

establishing a comprehensive regulatory framework at an early stage would risk stifling 

innovation. Although Greenspan, the chairman of the Federal Reserve Board of the USA, 

recognized that in the current period of change and market uncertainty, there may be a 

natural temptation for the regulators and a natural desire on the part of some market 

participants, to have the government step in and resolve the uncertainty, through 

standards, regulation, or other government policies, he still stressed that as financial 

systems become more complex, detailed rules and standards have become both 

burdensome and ineffective, if not counterproductive. He argued that if we wished to 

foster financial innovation, we must be careful not to impose rules that inhibit it. To 

develop new forms of payment, the private sector will need the flexibility to experiment, 

without broad interference by the government. Hence, in the earlier period, industry 

participants may find that self-policing is in their best interest168. As we can see that 

many of ASEAN economies are still at nascent stages in e-payment/e-money systems. 

Hence over-regulation at this stage is not desirable, it does not however mean that there 

be no regulation in this area by the governments it only means that regulation must 

flexible to markets evolution in e-money regulation.169 

                                                

167 Alan Greenspan, Regulating Electronic Money, CATO, Policy Report 
http://www.cato.org/pubs/policy_report/cpr-19n2-1.html (accessed on 8th August 2005 
168 See, Lawbridge, http://www.law-bridge.net/english/e-money.htm accessed on 30th September 2005 for 
more discussion on it and EU Moniter, Finacial Market Special, Pg 4, August 29, 2005 , 
http://www.dbresearch.com/PROD/DBR_INTERNET_EN-  
ROD/PROD0000000000191004.pdf#search=%22self%20regulation%20through%20agreements%20epay
ments%22 9 (accessed on 30th September 2005) 
169 Ibid, fn 168 
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It would also pave way to address the other complicated issues like jurisdiction and 

others in a simple manner. Nevertheless, ensuring that the terms of the contract are made 

known to the respective parties is important, so that a sense of transparency is 

maintained.  

Parties should be encouraged to enter into arbitration for resolving conflicts regarding 

electronic payments. Specialised International arbitration systems must be developed and 

consumer protection aspect of this proposal can be modelled on well established and 

highly successful master agreement under credit card subscriber contracts represented 

by American Express, Diner’s Club, The Visa and MasterCard systems and other similar 

types170 thereby facilitating a convenient mechanism for electronic payment system as a 

whole and raising confidence among parties. Contractual payment settlement is one of 

the suitable methods for securing electronic payments.171 This is just one suggestion as 

relying on the private sector self regulation or industry best practices to solve some issues 

seem to be gaining popularity and reliance in this area172 

The Statues should address certain consumer protection issues as follows 

• Businesses should make available to consumers, payment mechanisms that are 

easy to use and offer a level of security that is appropriate for the method of 

payment.   

                                                

170  Henry H. Peririte, Jr., CyberPayment Infrastructure, 1996 J.Online L. art 6, par 28 
171 Abanet, http://www.abanet.org/scitech/ec/ecp/veronique.html (Accessed on 8th August 2005) 
172  Alan Greenspan, Regulating Electronic Money, CATO, Policy Report 
http://www.cato.org/pubs/policy_report/cpr-19n2-1.html (accessed on 8th August 2005 
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• Businesses should ensure that consumers have access to information on: the 

available methods of making payments (Transparency) 

• the security of those payment methods must be made in clear and in simple 

language in order to assist consumers to judge the level of risk in relying on those 

methods ( Transparency) 

• how to effectively use those methods  

• Businesses should implement reasonable measures to update the payment 

mechanisms they use to ensure that the level of security offered is maintained at 

an appropriate level over time.  

 

The above section has been inspired from the Proposed New Zealand Model Code for 

Consumer Protection in Electronic Commerce173 

Private clearinghouse agreements, such as those already in places to link banks and to 

handle credit card transactions, are the best institutional arrangements to manage both 

forgery and dishonour risks for payment systems174.  Therefore, such kind of agreement 

should be actively promoted among parties using e-commerce by member nations of 

ASEAN.   

To address the questions whether e-money should be treated as a legal tender or not? 

There are recommendations that e- money175 must be considered as a legal tender176 and 

                                                

173Web content,  http://www.webpagecontent.com/arc_archive/82/5/  (accessed on 21 July 2005) 
174 Henry H. Peririte, Jr. Legal and technological Infrastructures for electronic payments, pg 60, 22 Rutgers 
Computers and Tech L.J.1,  
175 Refer Chapter II Preliminary Issues of this document for definition of e-money 
176  Joshua B. Konvisser, Coins, Notes, And Bits: The Case For Legal Tender On The Internet , Harvard 
Journal of Law & Technology Volume 10, Number 2 Winter 1997 
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there are viewpoints that it cannot be a legal tender177. However, there is no international 

consensus on this matter. Hence, suitable suggestion about this cannot be made at this 

point. Adequate regulation of negotiable instruments for electronic banking dealing, 

which is increasingly becoming popular, is needed. 

 

4.10.1.2  E-payment Frauds 

The section of cyber crime under the proposed Model Code is relevant in handling the 

issue of e-payment frauds and mentioned below. 

4.10.1.2.1 Recommended Provision from the Model Code 

4.10.1.2.1.1  Computer-related offences 

Each Party shall adopt such legislative and other measures as may be 

necessary to establish as criminal offences under its domestic law, when 

committed intentionally and without right,  

4.10.1.2.1.2  Computer-related forgery  

Computer-related forgery: The input, alteration, deletion, or suppression of computer 

data, resulting in inauthentic data with the intent that it be considered or acted upon 

for legal purposes as if it were authentic, regardless of whether or not the data is 

directly readable and intelligible 

                                                

177 Henry H. Peririte, Jr., CyberPayment Infrastructure, 1996 J.Online L. art 6, par 6 
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This part of the cyber crime section is inspired from the International Convention of 

cyber crimes 178  which is widely accepted around the globe179. The Convention in 

Cyber Crime being the only major international instrument on the subject matter, to 

which many important countries like US, Canada and Japan are signatories only goes 

to show the importance it has generated in this field and I believe this trend is bound 

to pull more countries in its ambit very soon. .  

 

4.11  Miscellaneous issues 

4.11.1.1 Intellectual property 

 Protecting IP rights of the parties transacting online is one of the important issues. 

Therefore, improvement of IP legislation, protection and enforcement is vital. We can 

look into schemes that may lead to this goal. The issues and implications are in accession 

and compliance with international treaties dealing with harmonisation of IP laws and 

monitoring of conformance and implications like WIPO Internet Treaty (i.e., WIPO 

Copyright Treaty and International Convention for the Protection of Performers, 

Producers of Phonograms and Broadcasting Organizations), Madrid Protocol 

(Trademark) Berne Convention for the Protection of Literary and Artistic Works in 

particular as those related to internet issues in particular. Looking at various issues under 

                                                

178 Budapest, 23.XI.2001, http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm  (accessed on 8th 
August 2005) 
179 As at the date of re-presenting this thesis August 2006, there were 16 countries had ratified the 
convention as of 4th August 2006.  Including US as on 4th August 2006 (see 
http://www.clickondetroit.com/thecnology/9629729/detail.html) there are other signatories to the treaty, 
including Japan, Canada and South Africa who are non-members of the Council of Europe who took part in 
the signing of the convention in November 2001. Please refer to official website to know the latest list of 
members to the convention at  www.convention.coe.int/Treaty/ , last accessed on 30th August 2006. Hence 
it is my belief it only a matter of time for the convention to gain international recognition.  
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ICANN180 is also recommended. We do find that ASEAN has been working towards 

strengthening the IP regime in the region181. It can only be hoped that such efforts can be 

integrated from an e-commerce point of view into a comprehensive legislation for e-

commerce at a later stage182.   

4.11.1.2 Cyber crimes 

Provision on cyber crimes are mostly inspired from the Convention on Cyber Crimes 

Budapest 2002. Some provisions, which do not feature in the above Convention, are 

however recommended for ASEAN, as it is suitable. The convention is now becoming 

universally acknowledged, as the only international treaty dealing with cyber crime 

issues183, therefore adopting its principle will make ASEAN economies on par with the 

rest of the world, when it comes to criminal matters in e-commerce. 

4.11.1.2.1  Cyber Crimes (Chapter XII) 

Members of ASEAN must make the below mentioned crime punishable under their 

criminal laws or e-commerce legislation.   

Offences against the confidentiality, integrity and availability of computer data and 

systems such as Illegal Access or unauthorized access, Illegal Interception, Data 

Interference (covering System Interference, misuse of devices.); Computer-related 

                                                

180 ICANN, www.icann.org (accessed on 8th August 2005) 
181 ASEAN, ASEAN Intellectual Property Right Action Plan 2004-2010,    
http://www.aseansec.org/17071.htm (accessed on 26th July 2005); Assafa Endeshaw, Harmonization of 
Intellectual Property Laws in ASEAN: Issues and Prospects, 
http://www.ntu.edu.sg/nbs/sabre/working_papers/09-98.pdf (accessed on 4th August 2005) 
182 Such efforts can also be incorporated into this model code, once a complete analysis of the IP issue and 
consensus on it are reached by member nations of ASEAN, It should also be noted that some of the 
member nations may perceive it burdensome to adopt the various international conventions/laws on IP at 
this stage owing to their economic conditions. 
183 Cyber crime Treaty Reference Site, the Convention on Cyber crime: What Is It? 
http://www.gliif.org/RatifyNow/reasons.htm (accessed on 8th August 2005) 
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offences covering Computer-related forgery; Content-related offences covering Offences 

related to pornography184; Offences related to infringements of copyright and related 

rights. 

 

Ancillary liability and sanctions makes abetting, attempt of above mentioned crime 

punishable and corporate liability provisions are also inspired from the UN Convention 

on Cyber Crimes. 

 

Moreover, recognising the growing need to tackle international cross border financial 

crimes most importantly, Money Laundering and Financing of Terrorism such provisions 

are included in this section too. The inspirations for the provisions are from many 

international and regional initiatives undertaken by organisation like. Financial Action 

Task Force (FATF)185 which has made many recommendations on this issue, Asia / 

Pacific Group on Money Laundering (APG)186 at; Egmont Group187 and UN initiatives 

such as those taken by United Nations Drug Control and Crime Prevention Program188; 

which as been instrumental in bring about a separate convention called International 

Convention of Suppressing of Financial Terrorism 1999189 (details measure to be taken 

by the member nations to curb financial terrorism). Sanctions and Measures mentioned in 

                                                

184 The provision as in the Convention on cyber crimes is intended for Child Pornography, however 
pornography in general should be regulated in ASEAN as the cultural background of these country suits the 
same. 
185 FATF, www.fatf-gafi.org accessed on 30th September 2005 
186 APG, www.apgml.org accessed on 30th September 2005 
187 EGMONT, www.egmontgroup.org accessed on 30th September 2005 
188 UNODC, www.unodc.org accessed on 30th September 2005 
189 UNODC, www.unodc.org/pdf/terrorist%20financing.pdf accessed on 30th September 2005 
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the Code are also those inspired by Art 13 of the UN Convention on Cyber Crimes it 

reads as follows: 

ASEAN members shall adopt such legislative and other measures as may be necessary to 

ensure that the criminal offences established under this Model Code are punishable by 

effective, proportionate and dissuasive sanctions, which include deprivation of liberty. 

ASEAN members shall ensure that when a legal person is held liable in as per this 

chapter, then it shall be subject to effective, proportionate and dissuasive criminal or 

non-criminal sanctions or measures, including monetary sanctions. 

4.11.1.3 Data protection 

Chapter eleven of the Code deals with Data Protection. The provision is well explained as 

below. Data protection serves to protect users of cyber space from their personal 

information190 being treated, used or applied in a harmful manner and in breach of the 

basic human right of privacy. This has become very important to regulate, especially with 

the advent of new technological developments like data mining.  

4.11.1.3.1 Provision on Data Protection (Chapter XIII) 

                                                

190 Personal Data can be broadly defined as data that relates to a living identifiable person who can be 
identified from such data or from information that is in the possession of or is likely to fall into the 
possession of the data controller. Personal data includes any expression of opinion about the individual and 
any indication of the intentions of the data controller or any other person in respect of the individual.  
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Every member nation of ASEAN must provide adequate protection for data subjects. 

Certain principles recommended under the EU Data protection directive can be used 

directly by ASEAN nations as well. They are 

4.11.1.3.1.1 The Data Protection Principles: 

1. Personal data shall be processed fairly and lawfully  

2. Personal data shall be obtained only for one or more specified and lawful purposes, 

and shall not be further processed in any manner incompatible with that purpose or 

those purposes.  

3. Personal data shall be adequate, relevant and not excessive in relation to the 

purpose or purposes for which they are processed.  

4. Personal data shall be accurate and, where necessary, kept up to date.  

5. Personal data processed for any purpose or purposes shall not be kept for longer 

than is necessary for that purpose or those purposes.  

6. Personal data shall be processed in accordance with the rights of data subjects191 

namely 

a. Right of subject access,  

b. Right to prevent processing likely to cause damage or distress,  

c. Right to prevent processing for the purposes of direct marketing,  

d. Rights in relation to automated decision-taking,  

                                                

191 The Data Subject is the person to whom the personal data relates.  
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e. Right to take action for compensation if the individual suffers damage by any 

contravention of the Act by the data controller,  

f. Right to take action to rectify, block, erase or destroy inaccurate data, and  

g. Right to make a request to the Commissioner for an assessment to be made as to 

whether any provision of the Act has been contravened.   

h. Appropriate technical and organizational measures shall be taken against 

unauthorized or unlawful processing of personal data and against accidental loss 

or destruction of, or damage to, personal data.  

4.11.1.4  Consumer Protection 

Chapter twelve of the Code deals with the consumer protection, though the scope of the 

Model Code is not to deal with it, some principles are nevertheless mentioned, since 

consumer protection is one of the important aspect of cyber world regulation.  

4.11.1.4.1 General Guidelines for consumer protection (Chapter XIV) 192 

Member nations of ASEAN should keep in mind the following guidelines and if possible 

enact as soon as possible, suitable business Code, legislation or other instrument to give 

recognition to them193. 

                                                

192 OECD Regulations, Although the OECD has no formal regulatory role, it is not infrequently used as a 
forum by its 29 members, and even by other countries, in which Codes of conduct or sets of advisory 
principles are formulated, which come to have a de facto legal status. The Ottawa conference in October 
1998, attended at ministerial level by 40 countries, gave the OECD an agenda in respect of e-commerce 
which has had two tangible outcomes so far, with others in prospect. 

The Guidelines for Consumer Protection in the Context of Electronic Commerce, approved on 9 December 
1999 by the OECD’s Council, are designed to help ensure that consumers are no less protected when 
shopping online than they are when they buy from their local store or order from a catalogue. By setting out 
the core characteristics of effective consumer protection for online business-to-consumer transactions, the  
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1. Fair business, advertising and marketing practices; 

 2. Clear information about the identity of an online business the goods or services it 

offers and the terms and conditions of any transactions  

3. A transparent process for the confirmation of transactions;  

4. Secure payment mechanism  

5. Fair, timely and affordable dispute resolution and redress that is not less than the level 

of protection afforded in other forms of commerce 

6. Privacy protection 

7. Member nations must adopt certain content regulation rules for the content provider to 

follow including, advertising rules, fair business practice and anti trust issue 

8. Regulating consumer financial services and consumer credit  

9· Rules concerning liability for defective products must be formulated; and 

10. Consumer and business education. 

 

It should also be noted that consumer protection laws overrides e- commerce transaction 

law at all times. 

                                                                                                                                            

193 Guidelines are intended to help eliminate some of the uncertainties that both consumers and businesses 
encounter when buying and selling online. http://www.offshore-e-com.com/html/ecomlintreg.html  
(accessed on 8th August 2005) 

The OECD supposes that the Guidelines, based on very wide consultation among business and consumer 
organizations, will play a major role in assisting the development of online consumer protection 
mechanisms without erecting barriers to trade. The Guidelines reflect existing legal protection available to 
consumers in more traditional forms of commerce; encourage private sector initiatives that include 
participation by consumer representatives, and emphasis the need for co-operation among governments, 
businesses and consumers.  
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4.11.1.5  Rights and liabilities of third parties and intermediaries 

As mentioned earlier third parties like, certification authorities, ISP and banker require 

appropriate rules to identify their roles clearly for the smooth function of e-commerce.  

Chapter thirteen of the Code speaks about the same.  

4.11.1.5.1  Rights and liabilities of intermediary Chapter XV 

4.11.1.5.1.1  Intermediary service provider will not be liable for certain Intellectual 

property  infringements 

A Internet service provider (ISP) is exempted from Intellectual property right 

infringement, (including copyright, trademarks) committed by his own clients, when the 

provider is acting as mere conduit of transferring information, in case of system caching 

and hosting.  (“Right to communication” is not infringed) 

However, such provider must not have initiated the transmission, selected the receiver of 

the transmission or selected or modified the information contained in the transmission 

itself194 

The ISP to be entitling this immunity must not have actual knowledge of the infringement 

and must not be aware of the facts and circumstances of the infringement.  He must upon 

receiving notice of infringing material must remove or disable excess to the information 

expeditiously. The provider is also bound to promptly inform public authorities of any 

                                                

194 Rather must not be a service provider as well as content provider 
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alleged illegal activity and grant such authority any information it may deem necessary 

in its investigation.  

Service providers must be made to ensure that the customers are provided the basic 

information concerning their activities.  

4.11.1.5.1.2   Universal service 

Member nations must ensure that all service providers are made by law to 

follow the international principle of “Universal service” so that it facilitates the growth 

of e- commerce infrastructure and provide user with their basic right, of access to public 

information. 

4.11.1.5.1.3   Liability of Network service provider 

Network service provider should not be subject to any liability under civil or criminal 

proceeding under any  rule of law in respect of third party materials in the form of 

electronic data message or electronic records to which he merely “provides access”195 if 

such liability if founded on 

a. The making, publication, dissemination or distribution of such material or any 

statement made in such material, or 

b. The infringement of any right subsisting in or in relation to such material.  

                                                

195 This provision is inspired from the Singapore Electronic Transaction Act 1998, section 10, the term 
providing access means” providing the necessary technical means by which third party material may be 
accessed, and includes the automated and temporary storage of third party material for the purpose of 
providing access.  
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However, nothing shall affect the obligation founded on any contracts, or an obligation 

of Network service provider under licensing or other regulatory regime established under 

written law. 

 This provision is inspired from the Singapore Electronic Transaction Act. 

4.11.1.5.1.4 Trusted Third parties or Certification Authorities 

  Member nations must have provision in their e-commerce legislation governing the 

• Duties of trusted third parties (TTPs)/ certification authorities (CAs) 

• Duties between subscribers and their TTPs/CAs.  

• Issuance, management, suspension and revocation of digital 

certificates if any.  

• Regulation and licensing of TTPs/CAs, including the appointment of a 

controller of TTPs/CAs. 

• Define explicitly the rules governing the roles and responsibilities of 

service providers  

4.11.1.6  Intellectual Property and Content Regulation (Chapter V) 

This section on Intellectual property provides a broad guideline for the protection of 

digital content and intellectual property in the digital medium. The section on content 

regulation deals with the growing need to regulate harmful and illegal content on the 

internet, however the code only attempts to provide a direction on making a regulation in 
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these areas, it does not propose a harmonised regulation regime for content regulation as 

collective approach to this issue was not well regarded by ASEAN in the past196. 

4.11.1.6.1 Intellectual Property Rights 

 
The Members of ASEAN must strike a balance between the protection of rights for 

copyright owners and increased public access to intellectual property. They need to 

ensure that its intellectual and copyright laws are harmonized with underlying principles 

in global IPR laws.  

 

Necessary amendments to the local law have to be undertaken at the earliest, especially to 

give effect to the World Intellectual Property Organization Copyright Treaty 1996 and 

the World Intellectual Property Organization Performances and Phonograms Treaty 1996 

which must aim to 

 

a) Improve copyright protection and enforcement measures for copyright owners 

in the digital environment, thus promoting the use of the Internet for business. 

b) Promote legal certainty in the usage of the Internet by clarifying the rights and 

Obligations of copyright owners, intermediaries such as network service providers and 

users such as educational institutions197. 

                                                

196 See ASEAN Agrees on Need for Regulation of Internet, Asian 
Econ. News, Sept. 9, 1996. and See James Kynge, Electronic Undesirables: SE Asian States Are Divided 
on How to Police the Internet, Fin. Times, Sept. 9, 1996, at 17 (noting Asian countries' attempts at 
regulating Internet). Also see How Do You Handcuff Cyberspace? The Challenges Of International 
Internet Content Regulation, 1280 available at llr.lls.edu/documents/documents/lu.pdf accessed on 30th 
September 2005) 
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4.11.1.6.2 Content Regulation  

 
Member state should take necessary steps to regulate (illegal and harmful) internet 

content based on its own cultural values and needs. Some of the areas of concern that 

may apply to most of the member states are: 

 •  national security (instructions on bomb-making, illegal drug production, terrorist 

activities);  

•  protection of minors (abusive forms of marketing, violence, pornography);  
•  protection of human dignity (incitement to racial hatred or racial discrimination);  
•  economic security (fraud, instructions on pirating credit cards);  
•  information security (malicious hacking);  
•  protection of privacy (unauthorized communication of personal data, electronic 
harassment);  
•  protection of reputation (libel, unlawful comparative advertising);  
•  intellectual property (unauthorized distribution of copyrighted works, software or 

music)198 

 

 Member states must set up a separate regulatory body to deal with issues on content 

regulation who shall be enjoined with the duty to set appropriate internet content 

standards, regulate licenses of content providers, design and implement awareness 

programs about the right use of online medium and develop appropriate sanction 

mechanism to deal with the violators under the regulatory framework. They should be 
                                                                                                                                            

197  Inspired from Singapore’s Legal and Policy Environment for E-commerce 
http://unpan1.un.org/intradoc/groups/public/documents/APCITY/UNPAN002010.pdf#search=%22content
%20regulation%20e-commerce%20singapore%22 
198 Communication to the European Parliament, the Council, the Economic and Social Committee and the 
Committee of the Regions COM(1996) 487  available at http://aei.pitt.edu/5895/01/001527_1.pdf  
(accessed on 30th September 2005) 
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given the authority to filter content that enters its country through various means, 

bearing in mind the issues of freedom of speech and privacy of its own nationalities. 

Standards followed by the local print/broadcasting media could be adapted to apply to 

online media as found appropriate.  

 

However member nations must frame their internet content polices in such as way that it 

complements the ASEAN’s need for a stronger internal market in e-commerce, and does 

not distort its growth. 

 

A co-ordinate effort must be taken within ASEAN countries when dealing content rules 

violation issues including those of enforcement of laws of different member states 

 

4.11.1.7 Dispute settlement 

Some recommendations are given for the businesses so that consumer dispute can be 

handled effectively. These recommendations are inspired from the New Zealand 

Consumer Code199.  

4.11.1.7.1 Settlement of Disputes (Chapter XVI) 

4.11.1.7.1.1   Internal Complaint handling 

Businesses should establish fair and effective internal procedures to address and respond 

to consumer complaints and difficulties:  
                                                

199 WebContent. http://www.webpagecontent.com/arc_archive/82/5/  (accessed as of 8th August 2005  
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a. within a reasonable time  

b. in a reasonable manner  

c. free of charge to the consumer  

d. Without prejudicing the rights of the consumer to seek legal redress. 

Businesses should provide clear and easily accessible information to consumers on 

complaints handling procedures.  

If a consumer is unsatisfied with the resolution provided by the internal complaint 

handling mechanism, the business should provide the consumer with information 

regarding any external dispute resolution body to which it subscribes or any relevant 

government body.  

4.11.1.7.2  External Complaint handling 

Businesses should provide clear and easily accessible information to consumers on any 

independent customer dispute resolution mechanism to which the business subscribes 

that is capable of dealing with consumer complaints.  

 Such independent customer dispute resolution mechanisms should be:  

a. accessible  

b. independent  

c. fair  

d. accountable  

e. efficient  
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f. effective  

g. Without prejudice to judicial redress. 

4.11.1.7.3 Role of Regional and Local Commerce Chambers  

Member nations are also recommended to actively encourage the commerce 

bureau/chambers in their jurisdiction to create standard template contracts, or follow the 

ICC rules in this regard and encourage electronic transaction to include alternate 

dispute resolution clauses in them. 

4.12 Conclusion 

To sum up, the chapter explains the provisions of the proposed Model Code for e-

commerce transactions. It provided a good source for high-level guidelines based on the 

current international regime of e-commerce regulation, and the Code suggests some 

meaningful and desirable recommendations to the member nations of the ASEAN and to 

ASEAN as an organization by initiating the harmonisation process, for their adoption. 

This chapter concentrated on the five core areas needed for an effective e-commerce 

infrastructure and merely touches upon some miscellaneous issues for giving an overall 

perspective of e-commerce regulation. The forthcoming chapter will discuss how the 

provisions and principles have already being adopted, or must be adopted by the member 

nations. It will follow a comparative approach between the current Code and the existing 

legal provisions in each of the member nations of ASEAN. 
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5 E-COMMERCE LAW ISSUES 

5.1  Introduction 

 

This chapter would provide a brief discussion on the availability of laws in the core issue 

of e-contracting as discussed earlier for each of the ASEAN member country. First, a 

brief overview of the contract law principle would be given, based on categorization of 

civil and common-law jurisdiction. The second part contains brief country reports on e-

commerce growth and e-contracting initiatives taken by the ASEAN nations in particular, 

keeping the need for harmonisation with the proposed Model Code in mind. This would 

be followed by comprehensive comparison of the Electronic Transaction Act of each 

country as far as it has provisions on e-contracting issues with the provisions of the 

Model Code. The comparison would only relate to six ASEAN member nations that have 

an Electronic Transaction laws in place. Only a general review on this issue would be 

given for other countries.  

 

5.1.1 A brief overview of the principles of Contract law within the ASEAN countries 

It is important to introduce the general principles of contract law primarily, as a 

foundation, for further analysis and discussion about the specific provisions in electronic 

contracting amongst the ASEAN members. The legal systems can generally be classified 

into civil and common-law system. The same distinction applies to the underlying 

principles on contract laws. Either the ASEAN countries are classified as countries 
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following common law principle or civil law principles, any deviation on these general 

standards will be highlighted wherever appropriate. 

 

5.1.1.1 Common law principle 

The following countries can be categorized under common law jurisdiction with regard to 

contracts law: Singapore, Malaysia and Brunei. This categorization is only applicable 

with respect to contracts law. Most of the countries with in ASEAN follow different legal 

system for different laws.   

 

The general condition for the common law countries with respect to formation of binding 

contract are; there must be an offer, a clear and unequivocal acceptance, consideration for 

the contract and finally an intention of the parties to be bound by the contract.  

 

When we compare these principles to the virtual world, we see that with regard to the 

conditions of “consideration” and “intention to be bound by contract” there exists no 

problem. However, the issues as to when an “offer” made is yet to be resolved. The 

question, should “invitation to treat an offer”, be considered as an “offer”, is another 

unclear situation that needs to be resolved as discussed in the earlier chapter on Legal 

Issues.   

 

The next condition that causes some vagueness, when tried in the online environment, is 

the second condition for the formation of a binding contract i.e. “clear and unequivocal 

acceptance”. When is “acceptance” made in the online environment? It can be said that 
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answer to this question would also partially depend on the answer to the previous 

question regarding “offer”.  

 

Both the issues require immediate clarification, since the consequence of the Time of 

receipt of offer and acceptance is directly relevant in deciding, which law applies to the 

transaction. Deciding the jurisdiction means that the country’s laws will be adhered, to 

decide the legality of the contractual terms and enforceability of the contract. Therefore, 

both the above issues are very crucial in the virtual world for the formation and 

conclusion of an e-contract.  

 

Hence, it can be concluded that the existing common law principles of the contract are 

less suitable for the online environment.  There is need for some clarification, so that the 

general principles are adaptable to the virtual world of transaction.   

5.1.1.2 Civil law 

Half of the ASEAN countries and its regional partners follow civil law system for 

governance of contracts.  The countries that are categorized as civil law countries, when 

it comes to contractual laws are: Thailand, Philippines, Vietnam, Laos, Cambodia and 

Indonesia.  

 

The following conditions must be present for the formation of a binding contract. There 

must be an Offer, Acceptance, Realization of intent, Cross offer, Consideration, and Law 

of obligations. However, Consideration is not a mandatory condition for concluding a 

contract in civil law systems. The laws of obligation are similar to all ASEAN countries; 
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hence there are no conflicts about that issue.  However, the same issues addressed earlier 

that cause strains to the common law countries are the ones affecting this set of countries 

as well. Since the issues were discussed earlier it will not be discussed again in this 

section.  

 

Considering the above mentioned scenario of formation of online contracts, it now 

becomes necessary to analyze, and study the specific laws of all the ASEAN countries. 

To see if they offer any solution to the problem that have cropped with formation of 

contract and transaction online, where the general principle of contract law, which has 

been working quite fine so far in the offline world fails to stand up to the various 

challenges of this new medium.   

 

5.1.2 Country Reports and Analysis and Recommendation for E-Contracting issues 

The evaluation and analysis of each country’s Electronic Transaction law would be done 

based on a comparative study of those laws with the proposed Model Electronic 

transaction Code.  Below, are the brief country reports of ASEAN members with regard 

to e-commerce in general and e-contracting in particular200, which have taken some kind 

of legal initiative to lay a foundation for recognizing and effecting transactions online, to 

see how far each country is suited for the proposed harmonization initiative. The 

countries analyzed are, (in no particular order) Brunei, Myanmar, Malaysia, Philippines, 

Singapore and Thailand. The other four countries, which are omitted from this exercise, 

are Cambodia, Laos, Vietnam and Indonesia. Since these countries either have no law or 
                                                

200 Other issues like e-payment and Jurisdiction issues will follow. 
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are in the process of forming a draft law, yet to be passed, it is recommended that the new 

proposed Model Code be accepted as it is, so that it becomes easier for these countries to 

take part in the harmonisation initiative as aimed collectively by the ASEAN.  A brief 

country report explaining the existing situation in these countries would follow the main 

analysis of the above six countries that have enacted an Electronic Transaction or e-

Commerce Laws.  

5.1.2.1 Position of E-Contracting in Brunei 

Brunei like the other ASEAN countries wants to become the cyber-hub of the region and 

she believes to have good prospects in achieving the same201. The first indicator that can 

be used to assess the current e-commerce market in any country would be to see if it has a 

legal infrastructure to handle the same. Brunei has many cyber laws; one of the recent 

ones is the Electronic Transaction Order 2004 (ETO). This Act legally recognizes the 

electronic transactions with in the country. Looking at the specific aspect of “formation 

of contract”, the said Act covers almost all provision as in the proposed Model Code. 

Online electronic contracts are valid and electronic records and other form requirement 

relating to writing, signatures are met by ETO. Brunei’s ETO is closely modelled after 

the Singapore’s Electronic Transaction Act (ETA), which in turn follows the UNCITRAL 

Model law largely. The UNCITRAL is that UN organ tasked to draft Model laws that its 

                                                

201, Asia Forum on Information and Communication Technology Policies and e Strategies, Brunei 
Darussalam country report, www.apdip.net/asian-forum/, 20-22 October 2003, KL Malaysia. (The Asian 
Forum on ICT Policies and e-Strategies is organized by UNDP’s Asia-Pacific Development Information 
Programme under the auspices of the United Nations ICT Task Force, with support from the Ministry of 
Energy, Communications and Multimedia, Malaysia, and the Government of Japan).  
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member nations may adopt in order to have harmonized legal regimes insofar as business 

and trade are concerned. However, some grey areas are not yet covered in the ETO. More 

discussion about the specific provision can be gathered from the country report of 

Singapore. Therefore, we can see that Brunei has paved the way for harmonisation of law 

in certain respects.  

 

The table below will provide a detailed comparison of the proposed e-commerce 

Transaction Code with the existing ETO of Brunei.  
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at
or

 if
 it

 
w

as
 se

nt
 —

  
(a

) b
y 

a 
pe

rs
on

 w
ho

 h
ad

 th
e 

au
th

or
ity

 to
 

ac
t o

n 
be

ha
lf 

of
 th

e 
or

ig
in

at
or

 in
 re

sp
ec

t 
of

 th
at

 e
le

ct
ro

ni
c 

re
co

rd
; o

r  
(b

) 
by

 
an

 
in

fo
rm

at
io

n 
sy

st
em

 
pr

og
ra

m
m

ed
 b

y 
or

 o
n 

be
ha

lf 
of

 t
he

 
or

ig
in

at
or

 to
 o

pe
ra

te
 a

ut
om

at
ic

al
ly

.  
(3

) 
A

s 
be

tw
ee

n 
th

e 
or

ig
in

at
or

 a
nd

 t
he

 
ad

dr
es

se
e,

 a
n 

ad
dr

es
se

e 
is

 e
nt

itl
ed

 t
o 

re
ga

rd
 a

n 
el

ec
tro

ni
c 

re
co

rd
 a

s b
ei

ng
 th

at
 

of
 t

he
 o

rig
in

at
or

 a
nd

 t
o 

ac
t 

on
 t

ha
t 

as
su

m
pt

io
n 

if 
-  

(a
) 

in
 o

rd
er

 t
o 

as
ce

rta
in

 w
he

th
er

 t
he

 
el

ec
tro

ni
c 

re
co

rd
 

w
as

 
th

at
 

of
 

th
e 

or
ig

in
at

or
, 

th
e 

ad
dr

es
se

e 
pr

op
er

ly
 

ap
pl

ie
d 

a 
pr

oc
ed

ur
e 

pr
ev

io
us

ly
 a

gr
ee

d 
to

 b
y 

th
e 

or
ig

in
at

or
 fo

r t
ha

t p
ur

po
se

; o
r  

(b
) t

he
 d

at
a 

m
es

sa
ge

 a
s 

re
ce

iv
ed

 b
y 

th
e 

ad
dr

es
se

e 
re

su
lte

d 
fr

om
 th

e 
ac

tio
ns

 o
f a

 
pe

rs
on

 
w

ho
se

 
re

la
tio

ns
hi

p 
w

ith
 

th
e 

or
ig

in
at

or
 

or
 w

ith
 a

ny
 a

ge
nt

 
of

 t
he

 
or

ig
in

at
or

 e
na

bl
ed

 t
ha

t 
pe

rs
on

 t
o 

ga
in

 
ac

ce
ss

 
to

 
a 

m
et

ho
d 

us
ed

 
by

 
th

e 
or

ig
in

at
or

 to
 id

en
tif

y 
el

ec
tro

ni
c 

re
co

rd
s 

as
 it

s o
w

n.
  

(4
) S

ub
se

ct
io

n 
(3

) s
ha

ll 
no

t a
pp

ly
 —

  
(a

) 
fr

om
 t

he
 t

im
e 

w
he

n 
th

e 
ad

dr
es

se
e 

Th
e 

se
ct

io
n 

13
(1

) t
o 

(3
) 

in
 E

TA
 c

ov
er

s 
th

e 
pr

ov
is

io
n 

as
 r

eq
ui

re
d 

by
 t

he
 C

od
e 

w
el

l. 
H

en
ce

 re
qu

ire
 n

o 
am

en
dm

en
ts

. 
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ha
s 

bo
th

 
re

ce
iv

ed
 

no
tic

e 
fr

om
 

th
e 

or
ig

in
at

or
 t

ha
t 

th
e 

el
ec

tro
ni

c 
re

co
rd

 i
s 

no
t 

th
at

 
of

 
th

e 
or

ig
in

at
or

, 
an

d 
ha

d 
re

as
on

ab
le

 ti
m

e 
to

 a
ct

 a
cc

or
di

ng
ly

;  
(b

) 
in

 a
 c

as
e 

w
ith

in
 s

ub
se

ct
io

n 
(3

) 
(b

) ,
 

at
 a

ny
 ti

m
e 

w
he

n 
th

e 
ad

dr
es

se
e 

kn
ew

 o
r 

ou
gh

t 
to

 h
av

e 
kn

ow
n,

 h
ad

 i
t 

ex
er

ci
se

d 
re

as
on

ab
le

 
ca

re
 

or
 

us
ed

 
an

y 
ag

re
ed

 
pr

oc
ed

ur
e,

 
th

at
 

th
e 

el
ec

tro
ni

c 
re

co
rd

 
w

as
 n

ot
 th

at
 o

f t
he

 o
rig

in
at

or
; o

r  
(c

) 
if,

 i
n 

al
l 

th
e 

ci
rc

um
st

an
ce

s 
of

 t
he

 
ca

se
, 

it 
is 

un
co

ns
ci

on
ab

le
 

fo
r 

th
e 

ad
dr

es
se

e 
to

 
re

ga
rd

 
th

e 
el

ec
tro

ni
c 

re
co

rd
 a

s 
be

in
g 

th
at

 o
f t

he
 o

rig
in

at
or

 o
r 

to
 a

ct
 o

n 
th

at
 a

ss
um

pt
io

n.
  

(5
) W

he
re

 a
n 

el
ec

tro
ni

c 
re

co
rd

 is
 th

at
 o

f 
th

e 
or

ig
in

at
or

 o
r i

s 
de

em
ed

 to
 b

e 
th

at
 o

f 
th

e 
or

ig
in

at
or

, 
or

 
th

e 
ad

dr
es

se
e 

is
 

en
tit

le
d 

to
 a

ct
 o

n 
th

at
 a

ss
um

pt
io

n,
 th

en
, 

as
 

be
tw

ee
n 

th
e 

or
ig

in
at

or
 

an
d 

th
e 

ad
dr

es
se

e,
 t

he
 a

dd
re

ss
ee

 i
s 

en
tit

le
d 

to
 

re
ga

rd
 th

e 
el

ec
tro

ni
c 

re
co

rd
 r

ec
ei

ve
d 

as
 

be
in

g 
w

ha
t 

th
e 

or
ig

in
at

or
 i

nt
en

de
d 

to
 

se
nd

, a
nd

 to
 a

ct
 o

n 
th

at
 a

ss
um

pt
io

n.
  

(6
) 

Th
e 

ad
dr

es
se

e 
is 

no
t 

so
 e

nt
itl

ed
, 

w
he

n 
th

e 
ad

dr
es

se
e 

kn
ew

 
or

 s
ho

ul
d 

ha
ve

 
kn

ow
n 

ha
d 

th
e 

ad
dr

es
se

e 
ex

er
ci

se
d 

re
as

on
ab

le
 c

ar
e 

or
 u

se
d 

an
y 

ag
re

ed
 p

ro
ce

du
re

, t
ha

t t
he

 tr
an

sm
iss

io
n 

re
su

lte
d 

in
 a

ny
 e

rr
or

 i
n 

th
e 

el
ec

tro
ni

c 
re

co
rd

 a
s r

ec
ei

ve
d.

  
(7

) 
Th

e 
ad

dr
es

se
e 

is 
en

tit
le

d 
to

 r
eg

ar
d 

ea
ch

 e
le

ct
ro

ni
c 

re
co

rd
 r

ec
ei

ve
d 

as
 a

 
se

pa
ra

te
 e

le
ct

ro
ni

c 
re

co
rd

 a
nd

 to
 a

ct
 o

n 
th

at
 a

ss
um

pt
io

n,
 e

xc
ep

t 
to

 t
he

 e
xt

en
t 

th
at

 t
he

 a
dd

re
ss

ee
 d

up
lic

at
es

 a
no

th
er

 
el

ec
tro

ni
c 

re
co

rd
 

an
d 

th
e 

ad
dr

es
se

e 
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kn
ew

 o
r 

sh
ou

ld
 h

av
e 

kn
ow

n 
ha

d 
th

e 
ad

dr
es

se
e 

ex
er

ci
se

d 
re

as
on

ab
le

 c
ar

e 
or

 
us

ed
 a

ny
 a

gr
ee

d 
pr

oc
ed

ur
e,

 t
ha

t 
th

e 
el

ec
tro

ni
c 

re
co

rd
 w

as
 a

 d
up

lic
at

e.
 

4.
1.

4 
Fo

rm
 

re
qu

ire
m

en
t o

f 
co

nt
ra

ct
s 

4.
1.

4.
1 

W
rit

in
g 

4.
1.

4.
1 

W
rit

in
g 

A
 c

on
tra

ct
 o

r a
 c

om
m

un
ic

at
io

n 
th

at
 is

 
re

qu
ire

d 
to

 b
e 

in
 w

rit
in

g 
sh

al
l n

ot
 b

e 
de

ni
ed

 v
al

id
ity

 if
 it

 is
 in

 th
e 

fo
rm

 o
f 

an
 e

le
ct

ro
ni

c 
co

m
m

un
ic

at
io

n 
th

at
 

m
ai

nt
ai

ns
 it

s i
nt

eg
rit

y 
an

d 
re

lia
bi

lit
y 

an
d 

ca
n 

be
 a

ut
he

nt
ic

at
ed

 so
 a

s t
o 

be
 

us
ab

le
 fo

r s
ub

se
qu

en
t r

ef
er

en
ce

s. 
 

 A
 re

lia
bl

e 
el

ec
tro

ni
c 

re
co

rd
 sh

ou
ld

 
sa

tis
fy

 c
er

ta
in

 le
ga

l r
eq

ui
re

m
en

ts
 fo

r 
in

fo
rm

at
io

n 
to

 b
e 

in
 w

rit
te

n 
fo

rm
 o

r 
pr

es
en

te
d 

in
 w

rit
in

g,
 su

bj
ec

t t
o 

re
as

on
ab

le
 e

xc
ep

tio
ns

  

Pa
rt 

II 
El

ec
tro

ni
c 

re
co

rd
s 

an
d 

el
ec

tro
ni

c 
sig

na
tu

re
 sa

y 
A

rti
cl

e 
7,

 w
he

re
 r

ul
e 

of
 l

aw
 r

eq
ui

re
 

in
fo

rm
at

io
n 

to
 b

e 
w

rit
te

n 
in

 w
rit

in
g,

 to
 

be
 

pr
es

en
te

d 
in

 
w

rit
in

g 
or

 
pr

ov
id

es
 

ce
rta

in
 c

on
se

qu
en

ce
s 

if 
it 

is 
no

t 
an

 
el

ec
tro

ni
c 

re
co

rd
s 

sa
tis

fie
s 

th
at

 r
ul

e 
of

 
la

w
 is

 s
at

isf
ie

d 
if 

in
fo

rm
at

io
n 

co
nt

ai
ne

d 
in

 it
 is

 a
cc

es
sib

le
 s

o 
as

 to
 b

e 
us

ab
le

 f
or

 
su

bs
eq

ue
nt

 re
fe

re
nc

e.
 

Th
e 

se
ct

io
n 

co
ve

rs
 

th
e 

w
rit

in
g 

re
qu

ire
m

en
t 

as
 

in
 

th
e 

C
od

e.
 

A
cc

es
si

bi
lit

y 
an

d 
us

ab
le

 f
or

 s
ub

se
qu

en
t 

re
fe

re
nc

e 
is 

th
e 

cr
ite

ria
 f

or
 e

le
ct

ro
ni

c 
re

co
rd

 to
 fu

lfi
l t

he
 ru

le
 o

n 
w

rit
in

g.
  

 H
ow

ev
er

, 
th

e 
C

od
e 

ad
ds

 
tw

o 
m

or
e 

te
rm

s 
na

m
el

y 
R

el
ia

bi
lit

y 
an

d 
in

te
gr

ity
. 

Th
e 

in
cl

us
io

n 
of

 t
he

se
 t

w
o 

cr
ite

ria
 i

s 
ju

st
ifi

ed
 a

s 
it 

co
m

pl
et

el
y 

sa
tis

fie
s 

th
e 

ro
le

 w
rit

in
g 

ha
d 

in
 th

e 
of

fli
ne

 w
or

ld
 a

nd
 

to
 a

da
pt

 t
he

 s
am

e 
in

 o
nl

in
e 

w
or

ld
 i

s 
de

si
ra

bl
e.

 H
en

ce
 a

n 
am

en
dm

en
t t

o 
th

at
 

ef
fe

ct
 is

 re
co

m
m

en
de

d 
4.

1.
4.

2 
Si

gn
at

ur
e 

El
ec

tro
ni

c 
si

gn
at

ur
es

 m
ee

t a
ll 

ex
ist

in
g 

re
qu

ire
m

en
ts

 
of

 
a 

ha
nd

w
rit

te
n 

Si
gn

at
ur

e.
  

Pa
rt 

II 
ar

tic
le

 8
 sa

ys
 th

at
 w

he
re

 a
 ru

le
 o

f 
la

w
 re

qu
ire

 a
 si

gn
at

ur
e 

or
 p

ro
vi

de
s 

fo
r a

 
co

ns
eq

ue
nc

e 
if 

th
e 

do
cu

m
en

ts
 is

 
N

ot
 

si
gn

ed
, 

an
 

el
ec

tro
ni

c 
si

gn
at

ur
e 

sa
tis

fie
s t

ha
t r

ul
e.

 

R
eq

ui
re

 
no

 
am

en
dm

en
ts

, 
th

e 
A

rti
cl

e 
re

co
gn

iz
es

 e
le

ct
ro

ni
c 

si
gn

at
ur

e.
 

 4
.1

.4
.2

.1
 E

le
ct

ro
ni

c 
sig

na
tu

re
s 

Sa
m

e 
as

 a
bo

ve
 

Sa
m

e 
as

 a
bo

ve
 

Sa
m

e 
as

 a
bo

ve
 

  4
.1

.4
.2

.2
 

R
el

ia
bl

e 
El

ec
tro

ni
c 

Si
gn

at
ur

e 
C

er
ta

in
 g

en
ui

ne
 e

xc
ep

tio
n 

sh
ou

ld
 b

e 
in

co
rp

or
at

ed
 

fo
r 

ac
ce

pt
in

g 
re

lia
bl

e 
el

ec
tro

ni
c 

si
gn

at
ur

e 

Se
cu

re
 e

le
ct

ro
ni

c 
si

gn
at

ur
e 

is
 t

he
 t

er
m

 
us

ed
: P

ar
t V

, A
rti

cl
e 

17
  

 (1
) 

A
 P

re
sc

rib
ed

 p
ro

ce
du

re
 s

ec
ur

ity
 

pr
oc

ed
ur

e 
or

 c
om

m
er

ci
al

ly
 

R
ea

so
na

bl
e 

se
cu

rit
y 

pr
oc

ed
ur

e 
ag

re
ed

 
to

 b
y 

th
e 

pa
rty

 p
ro

pe
rly

 i
nv

ol
ve

d 
ha

s 
be

en
 a

pp
lie

d 
to

 e
le

ct
ro

ni
c 

re
co

rd
s 

to
 

ve
rif

y 
th

at
 th

e 
el

ec
tro

ni
c 

re
co

rd
s h

as
 n

ot
 

be
en

 a
lte

re
d 

si
nc

e 
a 

sp
ec

ifi
c 

po
in

t  
In

 ti
m

e 
su

ch
 re

co
rd

 s
ha

ll 
be

 tr
ea

te
d 

as
 a

 
se

cu
re

 
el

ec
tro

ni
c 

re
co

rd
 

fr
om

 
su

ch
 

Se
cu

re
 

El
ec

tro
ni

c 
Si

gn
at

ur
e 

is
 

m
en

tio
ne

d 
in

 t
he

 A
ct

 a
nd

 n
ot

 r
el

ia
bl

e 
el

ec
tro

ni
c 

si
gn

at
ur

e.
 

 N
o 

su
ch

 e
xc

ep
tio

n 
as

 r
ec

om
m

en
de

d 
is

m
en

tio
ne

d 
in

 th
e 

A
ct

. 
R

ec
om

m
en

d 
in

cl
us

io
n 
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0
 

 

sp
ec

ifi
c 

po
in

t 
in

 t
im

e 
to

 t
he

 t
im

e 
of

 
ve

rif
ic

at
io

n.
 

 (2
) 

Fo
r 

th
e 

pu
rp

os
e 

of
 th

is 
se

ct
io

n 
an

d 
se

ct
io

n 
17

, 
a 

se
cu

rit
y 

pr
oc

ed
ur

e 
is

 
co

m
m

er
ci

al
ly

 
re

as
on

ab
le

 
de

te
rm

in
e 

re
ga

rd
s 

to
 th

e 
pu

rp
os

e 
of

 th
e 

pr
oc

ed
ur

e 
an

d 
co

m
m

er
ci

al
 c

irc
um

st
an

ce
 a

t t
he

  
tim

e 
th

e 
pr

oc
ed

ur
e 

w
as

 u
se

d 
 in

cl
ud

in
g:

 
 

1.
 

N
at

ur
e 

of
 th

e 
tra

ns
ac

tio
n 

2.
 

so
ph

ist
ic

at
io

n 
of

 th
e 

pa
rti

es
 

3.
 

th
e 

vo
lu

m
e 

of
 si

m
ila

r 
tra

ns
ac

tio
n 

en
ga

ge
d 

in
 b

y 
ei

th
er

 o
r a

ll 
pa

rti
es

 
4.

 
th

e 
av

ai
la

bi
lit

y 
of

 th
e 

al
te

rn
at

iv
es

 o
ff

er
ed

 a
nd

 re
je

ct
ed

 
by

 th
e 

pa
rti

es
 

Th
e 

co
st

 o
f 

al
te

rn
at

iv
e 

pr
oc

ed
ur

e 
an

d 
 

th
e 

pr
oc

ed
ur

e 
in

 g
en

er
al

 u
se

 f
or

 s
im

ila
r 

ki
nd

s 
of

 tr
an

sa
ct

io
n 

 4
.1

.4
.3

 O
rig

in
al

 
W

he
n 

th
e 

la
w

 re
qu

ire
s i

nf
or

m
at

io
n 

to
 

be
 p

re
se

nt
ed

 o
r r

et
ai

ne
d 

in
 th

e 
or

ig
in

al
 

fo
rm

,  
  t

ha
t r

eq
ui

re
m

en
t i

s 
m

et
 b

y 
th

e 
da

ta
 m

es
sa

ge
/e

le
ct

ro
ni

c 
re

co
rd

s i
f: 

   
(i)

 T
he

re
 e

xi
st

s a
 re

as
on

ab
le

 
as

su
ra

nc
e 

as
 to

 th
e 

in
te

gr
ity

; 
   

(ii
) T

ha
t t

he
 in

fo
rm

at
io

n 
is 

ca
pa

bl
e 

of
 b

ei
ng

 d
isp

la
ye

d 
to

 th
e 

pe
rs

on
 to

 
w

ho
m

 it
 is

 to
 b

e 
 p

re
se

nt
ed

   

Se
c 

9 
(1

) 
R

et
en

tio
n 

of
 

el
ec

tro
ni

c 
re

co
rd

s 
 W

he
re

 
a 

ru
le

 
of

 
la

w
 

re
qu

ire
s 

th
at

 
ce

rta
in

 
do

cu
m

en
ts

, 
re

co
rd

s 
or

 
in

fo
rm

at
io

n 
be

 
re

ta
in

ed
, 

th
at

 
re

qu
ire

m
en

t 
is 

sa
tis

fie
d 

by
 

re
ta

in
in

g 
th

em
 in

 th
e 

fo
rm

 o
f e

le
ct

ro
ni

c 
re

co
rd

s 
if 

th
e 

fo
llo

w
in

g 
co

nd
iti

on
s a

re
 sa

tis
fie

d:
  

(a
) 

th
e 

in
fo

rm
at

io
n 

co
nt

ai
ne

d 
th

er
ei

n 
re

m
ai

ns
 a

cc
es

si
bl

e 
so

 a
s t

o 
be

 u
sa

bl
e 

fo
r 

su
bs

eq
ue

nt
 re

fe
re

nc
e;

  
(b

) 
th

e 
el

ec
tro

ni
c 

re
co

rd
 i

s 
re

ta
in

ed
 i

n 
th

e 
fo

rm
at

 i
n 

w
hi

ch
 i

t 
w

as
 o

rig
in

al
ly

 
ge

ne
ra

te
d,

 s
en

t 
or

 r
ec

ei
ve

d,
 o

r 
in

 a
 

fo
rm

at
 w

hi
ch

 c
an

 b
e 

de
m

on
st

ra
te

d 
to

 
re

pr
es

en
t 

ac
cu

ra
te

ly
 

th
e 

in
fo

rm
at

io
n 

Th
er

e 
is 

no
 

pa
rti

cu
la

r 
pr

ov
is

io
n 

on
 

or
ig

in
al

ity
; h

ow
ev

er
 th

e 
es

se
nc

e 
of

 it
 is

 
co

ve
re

d 
un

de
r t

he
 s

ec
tio

n 
“R

et
en

tio
n 

of
 

el
ec

tro
ni

c 
re

co
rd

”.
 

Th
e 

ac
t 

al
so

 
pr

ov
id

ed
 o

th
er

 r
es

tri
ct

io
n 

to
 e

le
ct

ro
ni

c 
do

cu
m

en
t l

ik
e 

ge
tti

ng
 th

e 
co

ns
en

t o
f t

he
 

go
ve

rn
m

en
t e

tc
. 

  T
he

 C
od

e 
m

en
tio

ns
 a

bo
ut

 m
ai

nt
ai

ni
ng

 
in

te
gr

ity
 o

f 
el

ec
tro

ni
c 

re
co

rd
, t

he
 s

am
e 

is 
 a

ck
no

w
le

dg
ed

 in
 th

e 
A

ct
 a

s 
w

el
l b

ut
 

us
in

g 
di

ff
er

en
t 

w
or

ds
 u

nd
er

 (
b)

 (
c)

 o
f 

th
e 

m
en

tio
ne

d 
se

ct
io

n 
w

hi
ch

 re
qu

ire
 th

e 
ac

cu
ra

te
 

in
fo

rm
at

io
n 

as
 

or
ig

in
al

ly
 

cr
ea

te
d 

as
 

a 
sa

tis
fy

in
g 

fa
ct

or
 

fo
r 

re
te

nt
io

n 
of

 d
oc

um
en

t a
nd

 o
rig

in
 o

f t
he
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or
ig

in
al

ly
 g

en
er

at
ed

, s
en

t o
r r

ec
ei

ve
d;

  
(c

) 
su

ch
 in

fo
rm

at
io

n,
 if

 a
ny

, a
s 

en
ab

le
s 

th
e 

id
en

tif
ic

at
io

n 
of

 
th

e 
or

ig
in

 
an

d 
de

st
in

at
io

n 
of

 a
n 

el
ec

tro
ni

c 
re

co
rd

 a
nd

 
th

e 
da

te
 a

nd
 t

im
e 

w
he

n 
it 

w
as

 s
en

t 
or

 
re

ce
iv

ed
, i

s r
et

ai
ne

d;
 a

nd
  

(d
) 

Th
e 

co
ns

en
t 

of
 t

he
 d

ep
ar

tm
en

t 
or

 
m

in
ist

ry
 o

f 
th

e 
G

ov
er

nm
en

t, 
or

ga
n 

of
 

St
at

e 
or

 th
e 

st
at

ut
or

y 
co

rp
or

at
io

n 
w

hi
ch

 
ha

s 
su

pe
rv

is
io

n 
ov

er
 t

he
 r

eq
ui

re
m

en
t 

fo
r 

th
e 

re
te

nt
io

n 
of

 s
uc

h 
re

co
rd

s 
ha

s 
be

en
 o

bt
ai

ne
d.

 

el
ec

tro
ni

c 
re

co
rd

, 
da

te
 e

tc
  

ar
e 

al
so

 
re

qu
ire

d 
w

hi
ch

  
sa

tis
fie

s 
th

e 
ru

le
 o

f 
“r

ea
so

na
bl

e 
as

su
ra

nc
e 

of
 in

te
gr

ity
” 

 
 H

en
ce

 t
he

 p
ro

vi
si

on
 p

er
 s

e 
do

es
 n

ot
 

re
qu

ire
 

m
aj

or
 

am
en

dm
en

ts
 

bu
t 

m
en

tio
ni

ng
 

of
 

th
e 

te
rm

 
or

ig
in

al
ity

 
w

ou
ld

 
be

 
de

si
ra

bl
e.

 
 

C
on

se
nt

 
of

 
m

in
ist

ry
, 

go
ve

rn
m

en
t 

an
d 

co
rp

or
at

io
n 

m
us

t 
no

t 
be

 d
em

an
de

d,
 a

s 
it 

is 
no

t 
in

 
co

ns
on

an
t 

w
ith

 
th

e 
ef

fo
rts

 
of

 
ha

rm
on

iz
at

io
n 

of
 la

w
s. 

4.
1.

5 
D

isp
at

ch
 a

nd
 

re
ce

ip
t o

f e
le

ct
ro

ni
c 

co
m

m
un

ic
at

io
n 

 T
he

 ti
m

e 
of

 d
isp

at
ch

 o
f a

n 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

is 
w

he
n 

it 
le

av
es

 a
n 

in
fo

rm
at

io
n 

sy
st

em
 u

nd
er

 th
e 

co
nt

ro
l 

of
 th

e 
or

ig
in

at
or

.  
  If

 th
e 

m
es

sa
ge

 is
 s

en
t a

nd
 re

ce
iv

ed
 in

 
th

e 
sa

m
e 

in
fo

rm
at

io
n 

sy
st

em
, t

he
n 

th
e 

tim
e 

of
 d

isp
at

ch
 is

 w
he

n 
th

e 
m

es
sa

ge
 

w
as

 re
ce

iv
ed

.  
  T

he
 ti

m
e 

an
 e

le
ct

ro
ni

c 
co

m
m

un
ic

at
io

n 
is 

re
ce

iv
ed

 is
 w

he
n 

it 
is 

ca
pa

bl
e 

of
 b

ei
ng

 re
tri

ev
ed

 b
y 

th
e 

ad
dr

es
se

e 
at

 a
n 

el
ec

tro
ni

c 
ad

dr
es

s 
de

si
gn

at
ed

 b
y 

th
e 

ad
dr

es
se

e.
  

A
rti

cl
e 

15
 T

im
e 

an
d 

pl
ac

e 
of

 d
isp

at
ch

 
an

d 
re

ce
ip

t 

U
nl

es
s o

th
er

w
is

e 
ag

re
ed

 to
 b

et
w

ee
n 

th
e 

or
ig

in
at

or
 a

nd
 th

e 
ad

dr
es

se
e,

 th
e 

di
sp

at
ch

 o
f a

n 
el

ec
tro

ni
c 

re
co

rd
 o

cc
ur

s 
w

he
n 

it 
en

te
rs

 a
n 

in
fo

rm
at

io
n 

sy
st

em
 

ou
ts

id
e 

th
e 

co
nt

ro
l o

f t
he

 o
rig

in
at

or
 o

r 
th

e 
pe

rs
on

 w
ho

 s
en

t t
he

 e
le

ct
ro

ni
c 

re
co

rd
 o

n 
be

ha
lf 

of
 th

e 
or

ig
in

at
or

.  

U
nl

es
s o

th
er

w
is

e 
ag

re
ed

 b
et

w
ee

n 
th

e 
or

ig
in

at
or

 a
nd

 th
e 

ad
dr

es
se

e,
 th

e 
tim

e 
of

 
re

ce
ip

t o
f a

n 
el

ec
tro

ni
c 

re
co

rd
 is

 
de

te
rm

in
ed

 a
s f

ol
lo

w
s: 

 

if 
th

e 
ad

dr
es

se
e 

ha
s d

es
ig

na
te

d 
an

 
in

fo
rm

at
io

n 
sy

st
em

 fo
r t

he
 p

ur
po

se
 o

f 
re

ce
iv

in
g 

el
ec

tro
ni

c 
re

co
rd

s, 
re

ce
ip

t 
oc

cu
rs

 - 
at

 th
e 

tim
e 

w
he

n 
th

e 
el

ec
tro

ni
c 

re
co

rd
 e

nt
er

s t
he

 d
es

ig
na

te
d 

in
fo

rm
at

io
n 

sy
st

em
; o

r  

if 
th

e 
el

ec
tro

ni
c 

re
co

rd
 is

 s
en

t t
o 

an
 

Th
e 

pr
ov

isi
on

 o
n 

di
sp

at
ch

 o
f 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
or

 
el

ec
tro

ni
c 

re
co

rd
s 

co
ve

rs
 a

ll 
th

e 
pr

ov
is

io
ns

 re
qu

ire
d 

by
 th

e 
C

od
e.

 E
xc

ep
t t

ha
t t

he
re

 a
re

 d
iff

er
en

ce
s 

in
 te

rm
in

ol
og

ie
s u

se
d.

 
 Th

er
e 

ar
e 

pr
ov

isi
on

s 
fo

r 
de

te
rm

in
in

g 
th

e 
pl

ac
e 

of
 

di
sp

at
ch

 
of

 
el

ec
tro

ni
c 

re
co

rd
 a

s 
w

el
l. 

H
en

ce
 p

ro
vi

si
on

 i
n 

th
e 

A
ct

 is
 c

om
pa

ct
 a

nd
 d

oe
s 

no
t r

eq
ui

re
 a

ny
 

am
en

dm
en

t. 
 

 H
ow

ev
er

, 
w

e 
ca

n 
se

e 
th

at
 t

hi
s 

se
ct

io
n 

ca
nn

ot
 b

e 
re

lie
d 

up
on

 w
he

re
 a

 o
ff

er
or

 
fa

ils
 to

 s
pe

ci
fy

 w
he

n 
an

d 
ho

w
 a

n 
on

lin
e 

ac
ce

pt
an

ce
 

be
co

m
es

 
ef

fe
ct

iv
e,

 
it 

is
 

un
cl

ea
r 

w
he

th
er

 
an

 
e-

m
ai

l 
or

 
th

e 
au

to
m

at
ed

 f
or

m
 b

ec
om

es
 e

ff
ec

tiv
e 

on
 

di
sp

at
ch

, 
or

 
w

he
n 

re
ce

iv
ed

 
by

 
th

e 
re

ci
pi

en
t. 
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in
fo

rm
at

io
n 

sy
st

em
 o

f t
he

 a
dd

re
ss

ee
 

th
at

 is
 n

ot
 th

e 
de

si
gn

at
ed

 in
fo

rm
at

io
n 

sy
st

em
, a

t t
he

 ti
m

e 
w

he
n 

th
e 

el
ec

tro
ni

c 
re

co
rd

 is
 re

tri
ev

ed
 b

y 
th

e 
ad

dr
es

se
e;

 o
r  

if 
th

e 
ad

dr
es

se
e 

ha
s n

ot
 d

es
ig

na
te

d 
an

 
in

fo
rm

at
io

n 
sy

st
em

, r
ec

ei
pt

 o
cc

ur
s 

w
he

n 
th

e 
el

ec
tro

ni
c 

re
co

rd
 e

nt
er

s a
n 

in
fo

rm
at

io
n 

sy
st

em
 o

f t
he

 a
dd

re
ss

ee
.  

Su
bs

ec
tio

n 
(2

) s
ha

ll 
ap

pl
y 

no
tw

ith
st

an
di

ng
 th

at
 th

e 
pl

ac
e 

w
he

re
 

th
e 

in
fo

rm
at

io
n 

sy
st

em
 is

 lo
ca

te
d 

m
ay

 
be

 d
iff

er
en

t f
ro

m
 th

e 
pl

ac
e 

w
he

re
 th

e 
el

ec
tro

ni
c 

re
co

rd
 is

 d
ee

m
ed

 to
 b

e 
re

ce
iv

ed
 u

nd
er

 su
bs

ec
tio

n 
(4

). 
 

U
nl

es
s o

th
er

w
is

e 
ag

re
ed

 b
et

w
ee

n 
th

e 
or

ig
in

at
or

 a
nd

 th
e 

ad
dr

es
se

e,
 a

n 
el

ec
tro

ni
c 

re
co

rd
 is

 d
ee

m
ed

 to
 b

e 
di

sp
at

ch
ed

 a
t t

he
 p

la
ce

 w
he

re
 th

e 
or

ig
in

at
or

 h
as

 it
s p

la
ce

 o
f b

us
in

es
s, 

an
d 

is 
de

em
ed

 to
 b

e 
re

ce
iv

ed
 a

t t
he

 p
la

ce
 

w
he

re
 th

e 
ad

dr
es

se
e 

ha
s i

ts
 p

la
ce

 o
f 

bu
sin

es
s. 

 

Fo
r t

he
 p

ur
po

se
s o

f t
hi

s s
ec

tio
n 

-  

if 
th

e 
or

ig
in

at
or

 o
r t

he
 a

dd
re

ss
ee

 h
as

 
m

or
e 

th
an

 o
ne

 p
la

ce
 o

f b
us

in
es

s, 
th

e 
pl

ac
e 

of
 b

us
in

es
s i

s t
ha

t w
hi

ch
 h

as
 th

e 
cl

os
es

t r
el

at
io

ns
hi

p 
to

 th
e 

un
de

rly
in

g 
tra

ns
ac

tio
n 

or
, w

he
re

 th
er

e 
is 

no
 

un
de

rly
in

g 
tra

ns
ac

tio
n,

 th
e 

pr
in

ci
pa

l 
pl

ac
e 

of
 b

us
in

es
s;
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if 
th

e 
or

ig
in

at
or

 o
r t

he
 a

dd
re

ss
ee

 d
oe

s 
no

t h
av

e 
a 

pl
ac

e 
of

 b
us

in
es

s, 
re

fe
re

nc
e 

is 
to

 b
e 

m
ad

e 
to

 th
e 

us
ua

l p
la

ce
 o

f 
re

si
de

nc
e;

 a
nd

  

"U
su

al
 p

la
ce

 o
f r

es
id

en
ce

", 
in

 re
la

tio
n 

to
 a

 b
od

y 
co

rp
or

at
e,

 m
ea

ns
 th

e 
pl

ac
e 

w
he

re
 it

 is
 in

co
rp

or
at

ed
 o

r o
th

er
w

is
e 

le
ga

lly
 c

on
st

itu
te

d.
  

Th
is 

se
ct

io
n 

sh
al

l n
ot

 a
pp

ly
 to

 su
ch

 
ci

rc
um

st
an

ce
s a

s t
he

 M
in

ist
er

 m
ay

 b
y 

re
gu

la
tio

ns
 p

re
sc

rib
e.

  

 
 4

.1
.6

 S
co

pe
 o

f t
he

se
 

pr
ov

isi
on

s 
a.

 I
t 

op
er

at
es

 a
s 

a 
de

fa
ul

t 
ru

le
 i

.e
. 

it 
do

es
 

no
t 

ov
er

rid
e 

an
y 

ex
ist

in
g 

ar
ra

ng
em

en
t 

be
tw

ee
n 

th
e 

pa
rti

es
 i

n 
re

la
tio

n 
to

 th
e 

w
ay

 th
at

 a
 c

on
tra

ct
 w

ill
 

be
 

fo
rm

ed
. 

b.
 D

o 
no

t 
au

to
m

at
ic

al
ly

 e
st

ab
lis

h 
th

e 
va

lid
ity

 o
f 

th
at

 e
le

ct
ro

ni
c 

tra
ns

ac
tio

n.
 

It 
m

er
el

y 
pr

ov
id

es
 t

ha
t 

th
e 

el
ec

tro
ni

c 
fo

rm
 o

f t
he

 tr
an

sa
ct

io
n 

do
es

 n
ot

 m
ak

e 
it 

in
va

lid
 

c.
 T

he
 te

rm
s 

of
 a

 c
on

tra
ct

 w
ill

 in
cl

ud
e 

 T
he

 t
er

m
s 

th
e 

pa
rti

es
 h

av
e 

ag
re

ed
 t

o 
in

 
th

ei
r 

di
sc

us
si

on
s 

an
d 

w
rit

in
gs

 T
he

 te
rm

s 
im

pl
ie

d 
by

 th
e 

pr
es

en
t a

nd
 

pa
st 

co
nd

uc
t

 T
he

 t
er

m
s 

im
pl

ie
d 

by
 t

he
 i

nd
us

try
 

cu
st

om
s 

an
d 

pr
ac

tic
e

 T
he

 t
er

m
s 

im
pl

ie
d 

by
 l

aw
, 

su
ch

 a
s 

st
an

da
rd

s, 
by

 
co

m
m

er
ci

al
 

bo
di

es
, 

co
ns

um
er

 
pr

ot
ec

tio
n 

 
C

od
es

, 
et

c
d.

 
El

ec
tro

ni
c 

co
nt

ra
ct

 
is 

no
t 

Pa
rt 

II 
an

d 
IV

 (D
ea

lin
g 

w
ith

 e
-c

on
tra

ct
) 

w
ill

 n
ot

 a
pp

ly
 to

 a
ny

 ru
le

 o
f l

aw
 

re
qu

iri
ng

 w
rit

in
g 

or
 si

gn
at

ur
e 

in
 a

ny
 o

f 
th

e 
fo

llo
w

in
g 

m
at

te
rs

,  
a.

 
cr

ea
tio

n 
an

d 
ex

ec
ut

io
n 

of
 w

ill
s 

b.
 

ne
go

tia
bl

e 
in

st
ru

m
en

t  
c.

 
th

e 
cr

ea
tio

n 
pe

rf
or

m
an

ce
 o

f 
in

de
nt

ur
e 

de
cl

ar
at

io
n 

of
 tr

us
t 

an
d 

po
w

er
 o

f a
tto

rn
ey

 w
ith

 th
e 

ex
ce

pt
io

n 
of

 c
on

st
ru

ct
iv

e 
an

d 
re

su
lti

ng
 tr

us
t 

d.
 

th
e 

co
nv

ey
an

ce
 o

f a
ny

 
im

m
ov

ab
le

 o
r t

ra
ns

fe
r o

f a
ny

 
im

m
ov

ab
le

 
e.

 
do

cu
m

en
ts

 o
f t

itl
e 

M
in

ist
er

 m
ay

 a
m

en
d 

th
e 

pr
ov

isi
on

 
ab

ov
e 

by
 a

dd
in

g 
de

le
tin

g 
or

 a
m

en
di

ng
 

an
y 

cl
as

s o
f t

ra
ns

ac
tio

n 
or

 m
at

te
r. 

Pa
rt 

11
 a

nd
 I

V
 c

ov
er

s 
bo

th
 e

le
ct

ro
ni

c 
re

co
rd

s 
an

d 
el

ec
tro

ni
c 

co
nt

ra
ct

in
g.

 
Th

er
ef

or
e 

th
e 

ex
ce

pt
io

n 
ap

pl
ie

s 
to

 m
os

t 
a 

w
id

e 
ra

ge
 o

f 
m

at
te

rs
 h

ow
ev

er
 t

ho
se

 
th

at
 

ar
e 

re
co

m
m

en
de

d 
in

 
th

e 
C

od
e 

ex
ce

pt
 a

re
 n

ot
 a

do
pt

ed
 a

nd
 th

e 
sa

m
e 

in
 

re
co

m
m

en
de

d 
to

 b
e 

ad
op

te
d.

 
  T

he
 

A
ct

 
gi

ve
s 

im
po

rta
nc

e 
to

 
pa

rty
 

au
to

no
m

y;
 m

os
t 

of
 t

he
 s

ec
tio

n 
al

lo
w

s 
pa

rti
es

 to
 m

ak
e 

th
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5.1.2.2 Position of e-contracting in Myanmar 

Myanmar is one of the less developed countries in ICT. It is a part of the e- ASEAN 

initiative, therefore plans to fulfil its promises to implement necessary provision. The e-

ASEAN framework agreement which was signed at the 4th ASEAN informal Summit in 

Singapore in November 2000, mandates its members to implement the following main 

objectives, which are to: (a) establish  the  ASEAN  Information  Infrastructure (AII ); 

(b)facilitate growth  of  e-commerce; (c) liberalize  trade  and  investments  in  ICT; (d) 

facilitate  trade  in  ICT  products  and  services; (e) build  capacity  and  an  e-Society;  

and (f) promote  the  use  of  ICT  applications  in  the  delivery  of  government  services 

( e-Government). Myanmar decided to fulfil its duties in the area of legal infrastructure 

by generating a vision to have comprehensive cyber laws in place.  

 
In order to promote e-commerce activities in the country and to harmonise the legal 

system with those of other countries, especially with member countries of ASEAN, the 

legal Infrastructure Working Committee has been drafting cyber laws. Its draft Cyber law 

consists of 3 modules: (a) Myanmar Computer Science Development law (b) Myanmar 

Electronic Telecommunications law, and (c) Myanmar Electronic Transaction law.  Out 

of the three drafts, Myanmar Computer Science development law and Myanmar 

Electronic Transaction law are enacted so far.  The National Telecom Authority named as 

Posts and Telecommunications Department is now drafting the Communications Law, 

with a view to substitute the old law of the Myanmar Telegraph Act (1885). 

 

E-Commerce has been introduced very recently to this country. Some e-commerce is 

taking place in some private trading organizations but have little effort at government 
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side to facilitate such trading through computerization of operations to begin with. By the 

technical assistance from second service provider of Bagan Cybertech, local companies 

have attempted some e-commerce businesses such as e-banking, e-shopping, e-

reservation, e-media, and e-entertainment just like cyber or internet cafes which are being 

recently opened in capital city of Yangon and second capital city of Mandalay, altogether 

ten in number202.  

 

There is lack of legal or critical material available to assess the legal development in 

Myanmar regarding electronic contracting issues. Therefore, the table below shows the 

comparative analysis of the existing Myanmar Electronic Transaction Act with the 

suggested e-commerce Code. We can see that the Act is drafted with the UNCITRAL 

Models in mind. However, there are many gaps and inadequacies in them, especially in 

contract formation, and unless amended to suit to the proposed Model Code there is high 

possibility that consumers may not have trust in the current law. The Electronic 

Transaction law of Myanmar, April 2004 as such, is not comprehensive enough in the 

area of electronic contracting.  

  

Table: 2 Comparison table between ETO of Myanmar and The Model Code

                                                

202 APTSEC, The  Specific   Action  Plan  based  from  the  WSIS  Geneva  Declaration  and  Plan  of  
Action of  MYANMAR,  www.aptsec.org/meetings/2004/wsis/ 
Presentation%20Papers/Myanmar%20Presentation.doc  (accessed on 20th September) 
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rit

in
g 

or
 to

 b
e 

si
gn

ed
 

un
de

r a
ny

 e
xi

st
in

g 
la

w
 m

ay
 b

e 
m

ad
e 

by
 e

le
ct

ro
ni

c 
re

co
rd

, 
el

ec
tro

ni
c 

da
ta

 m
es

sa
ge

 o
r 

el
ec

tro
ni

c 
si

gn
at

ur
e.

 

(b
) T

he
 e

le
ct

ro
ni

c 
re

co
rd

, 
el

ec
tro

ni
c 

da
ta

 m
es

sa
ge

 o
r 

el
ec

tro
ni

c 
si

gn
at

ur
e 

m
ad

e 
un

de
r 

su
b-

se
ct

io
n 

(a
) s

ha
ll 

be
 la

w
fu

l a
s i

f t
he

y 
w

er
e 

m
ad

e 
un

de
r t

he
 re

le
va

nt
 la

w
. 

 

Th
e 

se
ct

io
n 

ac
ce

pt
s 

el
ec

tro
ni

c 
re

co
rd

 to
 su

bs
tit

ut
e 

w
rit

in
g.

 
H

ow
ev

er
, i

t f
ai

ls 
to

 p
ro

vi
de

 a
ny

 
gu

id
el

in
es

 fo
r t

he
 p

ur
po

se
s o

f 
ve

rif
yi

ng
 th

e 
in

te
gr

ity
 a

nd
 

au
th

en
tic

ity
 o

f t
he

 re
co

rd
, w

hi
ch

 is
 

an
 im

po
rta

nt
 fa

ct
or

. H
en

ce
, r

eq
ui

re
 

am
en

dm
en

ts
 to

 th
at

 e
ff

ec
t. 

 
 Th

er
e 

is 
no

 p
ro

vi
si

on
 o

n 
re

lia
bl

e 
el

ec
tro

ni
c 

re
co

rd
s. 

R
ec

om
m

en
d 

in
cl

us
io

n 

4.
1.

4.
2 

Si
gn

at
ur

e 
El

ec
tro

ni
c 

si
gn

at
ur

es
 m

ee
t a

ll 
ex

ist
in

g 
re

qu
ire

m
en

ts
 o

f a
 h

an
dw

rit
te

n 
Si

gn
at

ur
e.

  

Th
er

e 
is 

a 
sp

ec
ifi

c 
ch

ap
te

r o
n 

el
ec

tro
ni

c 
si

gn
at

ur
e 

19
. (

a)
 M

at
te

rs
 p

re
sc

rib
ed

 to
 b

e 
re

du
ce

d 
to

 w
rit

in
g 

or
 to

 b
e 

si
gn

ed
 

un
de

r a
ny

 e
xi

st
in

g 
la

w
 m

ay
 b

e 
m

ad
e 

by
 e

le
ct

ro
ni

c 
re

co
rd

, 
el

ec
tro

ni
c 

da
ta

 m
es

sa
ge

 o
r 

el
ec

tro
ni

c 
si

gn
at

ur
e.

 

(b
) T

he
 e

le
ct

ro
ni

c 
re

co
rd

, 
el

ec
tro

ni
c 

da
ta

 m
es

sa
ge

 o
r 

el
ec

tro
ni

c 
si

gn
at

ur
e 

m
ad

e 
un

de
r 

su
b-

se
ct

io
n 

(a
) s

ha
ll 

be
 la

w
fu

l a
s i

f t
he

y 
w

er
e 

m
ad

e 
un

de
r t

he
 re

le
va

nt
 la

w
. 

Th
e 

pr
ov

is
io

n 
sa

tis
fie

s t
he

 n
ee

d 
to

 
re

co
gn

iz
e 

el
ec

tro
ni

c 
Si

gn
at

ur
es

.  

 4
.1

.4
.2

.1
 

Sa
m

e 
as

 a
bo

ve
 

Sa
m

e 
as

 a
bo

ve
 

Sa
m

e 
as

 a
bo

ve
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El
ec

tro
ni

c 
sig

na
tu

re
s 

  4
.1

.4
.2

.2
 R

el
ia

bl
e 

El
ec

tro
ni

c 
Si

gn
at

ur
e 

C
er

ta
in

 g
en

ui
ne

 e
xc

ep
tio

n 
sh

ou
ld

 b
e 

in
co

rp
or

at
ed

 fo
r a

cc
ep

tin
g 

re
lia

bl
e 

el
ec

tro
ni

c 
si

gn
at

ur
e 

N
o 

su
ch

 m
en

tio
n 

of
 re

lia
bl

e 
el

ec
tro

ni
c 

si
gn

at
ur

e 
Su

gg
es

t i
nc

or
po

ra
tin

g 
pr

ov
isi

on
s a

s 
in

 C
od

e 
fo

r t
he

 p
ur

po
se

s o
f 

ha
rm

on
isa

tio
n.

 
 4

.1
.4

.3
 O

rig
in

al
 

W
he

n 
th

e 
la

w
 re

qu
ire

s i
nf

or
m

at
io

n 
to

 
be

 p
re

se
nt

ed
 o

r r
et

ai
ne

d 
in

 th
e 

or
ig

in
al

 
fo

rm
,  

th
at

 R
eq

ui
re

m
en

t i
s m

et
 b

y 
th

e 
da

ta
 m

es
sa

ge
/e

le
ct

ro
ni

c 
re

co
rd

s i
f: 

   
(i)

 T
he

re
 e

xi
st

s a
 re

as
on

ab
le

 
as

su
ra

nc
e 

as
 to

 th
e 

in
te

gr
ity

; 
   

(ii
) T

ha
t t

he
 in

fo
rm

at
io

n 
is 

ca
pa

bl
e 

of
 

be
in

g 
di

sp
la

ye
d 

to
 th

e 
pe

rs
on

 to
 w

ho
m

 
it 

is 
to

 b
e 

pr
es

en
te

d 
  

N
o 

su
ch

 p
ro

vi
si

on
 o

n 
or

ig
in

al
ity

 
Fa

ilu
re

 to
 h

av
e 

th
is 

pr
ov

isi
on

 c
an

 
be

 s
ee

n 
as

 a
 se

t b
ac

k 
to

 e
nc

ou
ra

ge
 

th
e 

e-
 tr

an
sa

ct
io

n,
 a

s t
he

 
or

ig
in

al
ity

 p
ro

vi
si

on
 fo

llo
w

ed
 b

y 
na

tio
na

l c
ou

rts
, w

ill
 n

ul
lif

y 
al

l 
ef

fo
rts

 ta
ke

n 
to

 p
ro

m
ot

e 
e-

co
m

m
er

ce
 a

nd
 th

e 
el

ec
tro

ni
c 

co
nt

ra
ct

 c
an

 n
ev

er
 b

e 
im

pl
em

en
te

d 
in

 c
ou

rt 
of

 la
w

.  
 H

en
ce

, t
he

re
 is

 a
 n

ee
d 

to
 in

se
rt 

pr
ov

isi
on

 fo
r c

om
pl

em
en

tin
g 

th
e 

or
ig

in
al

ity
 p

ro
vi

si
on

 fo
llo

w
ed

 in
 th

e 
of

fli
ne

 w
or

ld
 w

ith
 p

ro
vi

si
on

 a
s i

n 
M

od
el

 C
od

e.
 

4.
1.

5 
D

isp
at

ch
 a

nd
 

re
ce

ip
t o

f 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

 T
he

 ti
m

e 
of

 d
isp

at
ch

 o
f a

n 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

is 
w

he
n 

it 
le

av
es

 a
n 

in
fo

rm
at

io
n 

sy
st

em
 u

nd
er

 th
e 

co
nt

ro
l o

f 
th

e 
or

ig
in

at
or

.  
 If

 th
e 

m
es

sa
ge

 is
 s

en
t a

nd
 re

ce
iv

ed
 in

 

26
. U

nl
es

s o
th

er
w

is
e 

ag
re

ed
 

be
tw

ee
n 

th
e 

or
ig

in
at

or
 a

nd
 th

e 
ad

dr
es

se
e 

in
 re

sp
ec

t o
f d

isp
at

ch
 

an
d 

re
ce

ip
t o

f a
n 

el
ec

tro
ni

c 
re

co
rd

 

Th
e 

pr
ov

is
io

n 
as

 to
 ti

m
e 

an
d 

pl
ac

e 
of

 d
isp

at
ch

 o
f e

le
ct

ro
ni

c 
co

m
m

un
ic

at
io

n 
is 

co
m

pr
eh

en
si

ve
. 

H
ow

ev
er

, t
he

re
 a

re
 sl

ig
ht

 
va

ria
tio

ns
 in

 th
e 

la
ng

ua
ge

 u
se

d,
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th
e 

sa
m

e 
in

fo
rm

at
io

n 
sy

st
em

, t
he

n 
th

e 
tim

e 
of

 d
isp

at
ch

 is
 w

he
n 

th
e 

m
es

sa
ge

 
w

as
 re

ce
iv

ed
.  

 T
he

 ti
m

e 
an

 e
le

ct
ro

ni
c 

co
m

m
un

ic
at

io
n 

is 
re

ce
iv

ed
 is

 w
he

n 
it 

is 
ca

pa
bl

e 
of

 
be

in
g 

re
tri

ev
ed

 b
y 

th
e 

ad
dr

es
se

e 
at

 a
n 

el
ec

tro
ni

c 
ad

dr
es

s d
es

ig
na

te
d 

by
 th

e 
ad

dr
es

se
e.

  

or
 e

le
ct

ro
ni

c 
da

ta
 m

es
sa

ge
: 

(a
) d

isp
at

ch
 o

f i
t o

cc
ur

s w
he

n 
it 

en
te

rs
 in

fo
rm

at
io

n 
sy

st
em

 o
ut

si
de

 
th

e 
co

nt
ro

l o
f t

he
 o

rig
in

at
or

 o
r h

is 
ag

en
t; 

(b
) t

he
 ti

m
e 

of
 re

ce
ip

t o
f i

t i
s a

s 
fo

llo
w

s: 

(i)
 th

e 
tim

e 
w

he
n 

it 
en

te
rs

 th
e 

de
si

gn
at

ed
 in

fo
rm

at
io

n 
sy

st
em

; 

(ii
) i

f a
n 

in
fo

rm
at

io
n 

sy
st

em
 

w
hi

ch
 is

 n
ot

 d
es

ig
na

te
d 

is 
us

ed
, 

th
e 

tim
e 

w
he

n 
it 

is 
re

tri
ev

ed
 b

y 
th

e 
ad

dr
es

se
e;

 

(ii
i) 

if 
no

 in
fo

rm
at

io
n 

sy
st

em
 h

as
 

be
en

 d
es

ig
na

te
d,

 th
e 

tim
e 

w
he

n 
it 

en
te

rs
 a

n 
in

fo
rm

at
io

n 
sy

st
em

 o
f 

th
e 

ad
dr

es
se

e.
 

 

w
hi

ch
 is

 re
co

m
m

en
de

d 
to

 b
e 

al
te

re
d 

so
 th

at
 a

 c
om

m
on

 la
w

 
co

ul
d 

be
 a

pp
lie

d 
th

ro
ug

ho
ut

 a
ll 

A
SE

A
N

 n
at

io
ns

. 

 4
.1

.6
 S

co
pe

 o
f 

th
es

e 
pr

ov
is

io
ns

 
a.

 It
 o

pe
ra

te
s 

as
 a

 d
ef

au
lt 

ru
le

 i.
e.

 it
 d

oe
s 

no
t 

ov
er

rid
e 

an
y 

ex
ist

in
g 

ar
ra

ng
em

en
t 

be
tw

ee
n 

th
e 

pa
rti

es
 i

n 
re

la
tio

n 
to

 t
he

 
w

ay
 t

ha
t 

a 
co

nt
ra

ct
 w

ill
 b

e 
fo

rm
ed

. 
b.

 D
o 

no
t 

au
to

m
at

ic
al

ly
 e

st
ab

lis
h 

th
e 

va
lid

ity
 o

f 
th

at
 e

le
ct

ro
ni

c 
tra

ns
ac

tio
n.

 I
t 

m
er

el
y 

pr
ov

id
es

 th
at

 th
e 

el
ec

tro
ni

c 
fo

rm
 

of
 

th
e 

tra
ns

ac
tio

n 
do

es
 

no
t 

m
ak

e 
it 

in
va

lid
  

c.
 T

he
 t

er
m

s 
of

 a
 c

on
tra

ct
 w

ill
 i

nc
lu

de
 

 T
he

 te
rm

s 
th

e 
pa

rti
es

 h
av

e 
ag

re
ed

 to
 in

 
th

ei
r 

di
sc

us
si

on
s 

an
d 

w
rit

in
gs

C
ha

pt
er

 II
I A

pp
lic

at
io

n 
de

al
s w

ith
 

sc
op

e 
of

 th
e 

ac
t. 

It 
re

ad
s a

s 
fo

llo
w

s 

5.
 T

he
 p

ro
vi

si
on

s c
on

ta
in

ed
 in

 th
is 

La
w

 sh
al

l n
ot

 a
pp

ly
 to

 th
e 

fo
llo

w
in

g 
m

at
te

rs
: 

(a
) “

W
ill

” 
de

fin
ed

 in
 su

b-
se

ct
io

n 
(h

) o
f s

ec
tio

n 
2 

of
 th

e 
Su

cc
es

si
on

 
A

ct
; 

Th
e 

ex
ce

pt
io

ns
 a

re
 w

id
er

 th
at

 in
 th

e 
co

de
, i

t h
as

 to
 h

ow
ev

er
 in

cl
ud

e 
th

os
e 

pr
ov

isi
on

 a
s i

n 
th

e 
co

de
 fo

r 
sa

ke
 o

f c
om

pa
ta

bi
lit

y.
 H

ow
ev

er
, 

th
er

e 
ar

e 
no

 p
ro

vi
si

on
 fo

r a
cc

ep
tin

g 
an

d 
as

su
m

in
g 

ce
rta

in
 im

pl
ie

d 
te

rm
 

in
 to

 E
-C

on
tra

ct
in

g,
 a

s s
ug

ge
st

ed
 b

y 
th

e 
C

od
e.

 T
he

re
fo

re
, i

nc
lu

si
on

 o
f 

su
ch

 p
ro

vi
si

on
 w

ou
ld

 b
e 

ve
ry

 
be

ne
fic

ia
l t

o 
pa

rti
es

 a
t s

ta
ge

s 
of

 
di

sp
ut

e 
re

so
lu

tio
n.

 A
n 

ex
pl

ic
it 

m
en

tio
n 

ab
ou

t t
hi

s d
ef

au
lt 

ru
le

 is
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 T
he

 t
er

m
s 

im
pl

ie
d 

by
 t

he
 p

re
se

nt
 a

nd
 

pa
st

 
co

nd
uc

t
 T

he
 

te
rm

s 
im

pl
ie

d 
by

 
th

e 
in

du
st

ry
 

cu
st

om
s 

an
d 

pr
ac

tic
e

 T
he

 t
er

m
s 

im
pl

ie
d 

by
 

la
w

, 
su

ch
 a

s 
st

an
da

rd
s, 

by
 

co
m

m
er

ci
al

 
bo

di
es

, 
co

ns
um

er
 

pr
ot

ec
tio

n 
 

C
od

es
, 

et
c

d.
 E

le
ct

ro
ni

c 
co

nt
ra

ct
 is

 n
ot

 c
on

si
de

re
d 

w
ith

 i
n 

th
e 

sc
op

e 
of

 t
he

 M
od

el
 C

od
e 

w
he

re
 

it 
in

vo
lv

es
 

th
e 

su
bj

ec
t 

m
at

te
r 

co
nc

er
ni

ng
 

 
• 

Tr
an

sa
ct

io
n 

re
la

tin
g 

to
 p

er
so

na
l o

r 
ho

us
eh

ol
d 

pu
rp

os
es

.  
• 

Tr
an

sa
ct

io
n 

on
 

re
gu

la
te

d 
ex

ch
an

ge
, 

Fo
re

ig
n 

Ex
ch

an
ge

 
Tr

an
sa

ct
io

ns
, 

In
te

r-
Ba

nk
 

Pa
ym

en
t 

sy
st

em
s, 

In
te

r-
Ba

nk
 

pa
ym

en
t 

ag
re

em
en

ts
 

or
 

cl
ea

ra
nc

e 
or

 s
et

tle
m

en
t 

sy
st

em
 

re
la

tin
g 

to
 s

ec
ur

iti
es

 
or

 o
th

er
 

fin
an

ci
al

 
sy

st
em

s, 
tra

ns
fe

r 
or

 
se

cu
rit

y 
rig

ht
s 

in
 s

al
e,

 l
oa

n,
 o

r 
ho

ld
in

g 
of

 
or

 
ag

re
em

en
t 

to
 

re
pu

rc
ha

se
 

se
cu

rit
ie

s 
or

 
ot

he
r 

fin
an

ci
al

 a
ss

et
s 

or
 i

ns
tru

m
en

ts
 

he
ld

 w
ith

 a
n 

in
te

rm
ed

ia
ry

   

(b
) N

eg
ot

ia
bl

e 
in

st
ru

m
en

t”
 

de
fin

ed
 in

 se
ct

io
n 

13
 o

f t
he

 
N

eg
ot

ia
bl

e 
In

st
ru

m
en

ts
 A

ct
; 

(c
) “

Tr
us

t”
 d

ef
in

ed
 in

 se
ct

io
n 

3 
of

 
th

e 
Tr

us
ts 

A
ct

; 

(d
) P

ow
er

 o
f A

tto
rn

ey
” 

gr
an

te
d 

un
de

r t
he

 P
ow

er
s o

f A
tto

rn
ey

 A
ct

; 

(e
) D

oc
um

en
ts

 re
la

tin
g 

to
 ti

tle
; 

(f)
 In

st
ru

m
en

ts
 p

re
sc

rib
ed

 in
 a

ny
 

ex
ist

in
g 

la
w

 to
 b

e 
re

gi
st

er
ed

; 

(g
) M

at
te

rs
 e

xe
m

pt
ed

 b
y 

th
e 

M
in

ist
ry

 b
y 

iss
ui

ng
 n

ot
ifi

ca
tio

n,
 

w
ith

 th
e 

ap
pr

ov
al

 o
f t

he
 

G
ov

er
nm

en
t. 

 

re
co

m
m

en
de

d,
 to

 m
ak

e 
th

e 
la

w
 

m
or

e 
ce

rta
in

 a
nd

 u
na

m
bi

gu
ou

s. 
 

4.
1.

7 
Tr

ea
tin

g 
er

ro
r i

n 
el

ec
tro

ni
c 

co
nt

ra
ct

in
g 

ar
isi

ng
 

ou
t o

f 
co

m
m

un
ic

at
in

g 
w

ith
 a

n 
au

to
m

at
ed

 
in

fo
rm

at
io

n 
sy

st
em

 

W
he

re
 a

 p
er

so
n 

ha
s m

ad
e 

an
 in

pu
t e

rr
or

 
in

 a
n 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
w

ith
 a

n 
au

to
m

at
ed

  i
nf

or
m

at
io

n 
sy

st
em

 
be

lo
ng

in
g 

to
 a

no
th

er
 p

ar
ty

, a
nd

 is
 n

ot
 

gi
ve

n 
an

 o
pp

or
tu

ni
ty

 to
 c

or
re

ct
 th

at
  

er
ro

r, 
th

at
 p

er
so

n 
ha

s t
he

 ri
gh

t t
o 

w
ith

dr
aw

 th
at

 e
le

ct
ro

ni
c 

co
m

m
un

ic
at

io
n 

if:
 

• T
he

 p
er

so
n 

no
tif
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III. Position of E-Contracting in Malaysia 

Malaysia does not have Electronic Transaction Legislation, but it has a Digital Signature 

law. Online contracts are governed by Contracts Act 1950, which generally follows the 

common law203. The challenges caused due to lack of specific legal provision to cope 

with problems discussed causes concern in the Malaysian situation as well. Electronic 

commerce law in Malaysia is examined here, in the light of the Multimedia Super 

Corridor Project and the objectives of government policy. Six so-called cyber laws can be 

examined here in relation to their impact on electronic transactions. The laws include, the 

Copyright (Amendment) Act 1997, the Computer Crimes Act 1997, Telemedicine Act, 

1997, Digital Signatures Act 1997, and the Communications and Multimedia 

Commission Act 1998. 

The table below will give us a comparison of the existing Digital Signature Act and the 

proposed e commerce Code to give us an understanding of what must be done by 

Malaysia in the future with regard to the e-contracting issues.  

                                                

203 APEC, http://www.bakerinfo.com/apec/malayapec_main.htm (accessed on 19th December  2005)) 



C
H

 5
-E

-C
O

M
M

ER
C

E 
LA

W
 IS

SU
ES

  

 
 

 
15

7
 

 

T
ab

le
 9

 - 
C

om
pa

ri
so

n 
be

tw
ee

n 
D

ig
ita

l S
ig

na
tu

re
 A

ct
 o

f M
al

ay
si

a 
an

d 
th

e 
M

od
el

 C
od

e 
 Th

e 
Pr

op
os

ed
 

E-
co

m
m

er
ce

 
Tr

an
sa

ct
io

n 
C

od
e,

 H
ea

di
ng

s 
Th

e 
cu

rr
en

t E
-c

om
m

er
ce

 tr
an

sa
ct

io
n 

C
od

e 
ac

tu
al

 re
co

m
m

en
da

tio
n 

D
ig

ita
l S

ig
na

tu
re

 A
ct

  
A

na
ly

si
s/

 R
ec

om
m

en
da

tio
n 

 

4.
1 

O
nl

in
e 

co
nt

ra
ct

 
 

 
 

4.
1.

1 
R

ec
og

ni
tio

n 
of

 e
le

ct
ro

ni
c 

co
nt

ra
ct

 
Pa

rti
es

 
ca

n 
en

te
r 

in
to

 
co

nt
ra

ct
 

el
ec

tro
ni

ca
lly

 
 C

on
tra

ct
 s

ho
ul

d 
be

 c
on

si
de

re
d 

va
lid

 e
ve

n 
if 

th
er

e 
is 

on
ly

 
on

e 
or

 
no

 
hu

m
an

 
pa

rti
ci

pa
nt

 

N
o 

sp
ec

ifi
c 

pr
ov

isi
on

 o
n 

el
ec

tro
ni

c 
co

nt
ra

ct
in

g.
 

C
on

tra
ct

 
A

ct
 

19
50

 
of

 
M

al
ay

sia
 h

ow
ev

er
 m

ay
 g

iv
e 

va
lid

ity
 

to
 e

-c
on

tra
ct

s. 
 

R
ec

om
m

en
de

d 
th

e 
in

cl
us

io
n 

of
 

su
ch

 p
ro

vi
si

on
s, 

as
 le

av
in

g 
su

ch
 

iss
ue

s 
in

 th
e 

do
m

ai
n 

of
 c

om
m

on
-

la
w

 
 

an
d 

ot
he

r 
do

m
es

tic
 

le
gi

sla
tio

ns
 

w
ill

 
on

ly
 

cr
ea

te
 

un
ce

rta
in

ty
 

in
 

de
ve

lo
pm

en
t 

of
 

ru
le

s i
n 

th
is 

ar
ea

 a
nd

 n
ot

 d
oe

s n
ot

 
co

m
pl

im
en

t 
its

 g
oa

ls 
no

r 
of

 t
he

 
A

SE
A

N
 r

eg
io

n 
in

 t
he

 a
re

a 
of

 e
- 

co
m

m
er

ce
.  

 4.
1.

2 
Fo

rm
at

io
n 

of
 c

on
tra

ct
  

  B
ot

h 
of

fe
r 

an
d 

ac
ce

pt
an

ce
 c

an
 b

e 
m

ad
e 

el
ec

tro
ni

ca
lly

 
by

 
m

ea
ns

 
of

 
el

ec
tro

ni
c 

re
co

rd
s 

or
 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

s.
  E

le
ct

ro
ni

c 
C

on
tra

ct
 c

an
 b

e 
fo

rm
ed

 b
y 

co
nd

uc
t; 

ex
am

pl
e 

is 
cl

ic
k 

w
ra

p 
ag

re
em

en
ts

  

  N
o,

 sp
ec

ifi
c 

pr
ov

isi
on

s o
n 

bo
th

 is
su

es
 

Th
er

e 
is 

m
er

el
y 

a 
m

en
tio

n 
of

 th
e 

te
rm

 e
le

ct
ro

ni
c 

da
ta

 m
es

sa
ge

s 
in

 
th

e 
A

ct
.  

 It 
do

es
 n

ot
 c

ov
er

 p
ro

vi
si

on
 o

n 
re

co
gn

iz
in

g 
co

nd
uc

t 
fo

r 
fo

rm
at

io
n 

of
 c

on
tra

ct
 e

ith
er

. 
 It 

is 
re

co
m

m
en

de
d 

th
at

 
a 

pr
ov

isi
on

 
in

co
rp

or
at

in
g 

th
es

e 
re

co
m

m
en

da
tio

ns
 

be
 

ad
de

d 
to

 
th

e 
sp

ec
ifi

c 
le

gi
sl

at
io

n 
fo

r 
th

e 
sa

ke
 o

f 
be

tte
r 

ce
rta

in
ty

. T
he

re
by

 
cr

ea
tin

g 
tru

st
 a

m
on

g 
th

e 
pa

rti
es

 
to

 e
le

ct
ro

ni
c 

tra
ns

ac
tio

n.
 

4.
1.

3 
A

ttr
ib

ut
io

n/
no

n 
re

pu
di

at
io

n 
  

A
 re

ci
pi

en
t o

f a
n 

el
ec

tro
ni

c 
re

co
rd

 w
ill

 b
e 

en
tit

le
d 

to
 

as
su

m
e 

th
at

 
th

e 
el

ec
tro

ni
c 

re
co

rd
 w

as
 s

en
t 

by
 t

he
 s

en
de

r 
an

d 
to

 a
ct

 
on

 
it 

if:
 a

. 
H

e/
sh

e 
ha

s 
ap

pl
ie

d 
an

 
ag

re
ed

 

 N
o 

su
ch

 p
ro

vi
si

on
s 

R
ec

om
m

en
de

d 
to

 
ha

ve
 

su
ch

 
pr

ov
isi

on
s 

in
 t

he
 f

or
m

 o
f 

ne
w

 
le

gi
sla

tio
n 

or
 a

s 
an

 a
m

en
dm

en
t 

to
 th

e 
D

ig
ita

l s
ig

na
tu

re
 la

w
. 



C
H

 5
-E

-C
O

M
M

ER
C

E 
LA

W
 IS

SU
ES

  

 
 

 
15

8
 

 

pr
oc

ed
ur

e 
to

 a
sc

er
ta

in
 t

he
 a

ut
he

nt
ic

ity
 o

f 
th

at
 

re
co

rd
; 

or
 b

. T
he

 e
le

ct
ro

ni
c 

re
co

rd
 c

an
 b

e 
at

tri
bu

te
d 

to
 

th
e 

ac
tio

ns
 

of
 

a 
pe

rs
on

 
w

ho
se

 
re

la
tio

ns
hi

p 
w

ith
 th

e 
se

nd
er

 w
ou

ld
 e

na
bl

e 
th

at
 

pe
rs

on
 

to
 

ac
ce

ss
 

th
e 

se
nd

er
’s

 
co

m
pu

te
r 

sy
st

em
s 

su
ch

 t
ha

t 
th

e 
re

co
rd

 
ap

pe
ar

s 
to

 th
e 

re
ci

pi
en

t t
o 

or
ig

in
at

e 
fr

om
 

th
e 

se
nd

er
. 

 It
 is

 p
re

su
m

ed
 th

at
 a

 m
es

sa
ge

 is
 s

en
t b

y 
th

e 
se

nd
er

 
if 

it’
s 

in
de

ed
 

se
nt

 
by

 
 a

. 
Th

e 
or

ig
in

at
or

 
hi

m
se

lf 
(A

),
 b

. 
If 

th
e 

m
es

sa
ge

 w
as

 s
en

t 
by

 a
no

th
er

 
pe

rs
on

 a
ut

ho
riz

ed
 t

o 
ac

t 
on

 h
is 

be
ha

lf 
of

 
A

, 
 c

. 
Th

e 
m

es
sa

ge
 

w
as

 
se

nt
 

by
 

an
 

in
fo

rm
at

io
n 

sy
st

em
 p

ro
gr

am
m

ed
 b

y,
 o

r o
n 

be
ha

lf 
of

 
th

e 
or

ig
in

at
or

 
to

 
op

er
at

e 
au

to
m

at
ic

al
ly

.  

4.
1.

4 
Fo

rm
 

re
qu

ire
m

en
t 

of
 

co
nt

ra
ct

s 
 

 
 

4.
1.

4.
1 

W
rit

in
g 

4.
1.

4.
1 

W
rit

in
g

A
 c

on
tra

ct
 o

r 
a 

co
m

m
un

ic
at

io
n 

th
at

 i
s 

re
qu

ire
d 

to
 b

e 
in

 w
rit

in
g 

sh
al

l 
no

t 
be

 
de

ni
ed

 v
al

id
ity

 i
f 

it 
is 

in
 t

he
 f

or
m

 o
f 

an
 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
th

at
 m

ai
nt

ai
ns

 
its

 i
nt

eg
rit

y 
an

d 
re

lia
bi

lit
y 

an
d 

ca
n 

be
 

au
th

en
tic

at
ed

 
so

 
as

 
to

 
be

 
us

ab
le

 
fo

r 
su

bs
eq

ue
nt

 
re

fe
re

nc
es

. 
A

 
re

lia
bl

e 
el

ec
tro

ni
c 

re
co

rd
 s

ho
ul

d 
sa

tis
fy

 c
er

ta
in

 
le

ga
l 

re
qu

ire
m

en
ts

 f
or

 i
nf

or
m

at
io

n 
to

 b
e 

in
 w

rit
te

n 
fo

rm
 o

r 
pr

es
en

te
d 

in
 w

rit
in

g,
 

su
bj

ec
t t

o 
re

as
on

ab
le

 e
xc

ep
tio

ns
  

N
o 

su
ch

 p
ro

vi
si

on
 

R
ec

om
m

en
d 

in
cl

us
io

n.
  

4.
1.

4.
2 

Si
gn

at
ur

e 
El

ec
tro

ni
c 

si
gn

at
ur

es
 

m
ee

t 
al

l 
ex

ist
in

g 
re

qu
ire

m
en

ts
 o

f a
 h

an
dw

rit
te

n 
Si

gn
at

ur
e.

  
Pa

rt 
V

: E
ff

ec
t O

f D
ig

ita
l S

ig
na

tu
re

   
 

 (2
) N

ot
w

ith
st

an
di

ng
 a

ny
 w

rit
te

n 
la

w
 

to
 th

e 
co

nt
ra

ry
 - 

Th
e 

ch
ap

te
r o

n 
di

gi
ta

l s
ig

na
tu

re
s 

re
co

gn
iz

es
 E

le
ct

ro
ni

c 
si

gn
at

ur
e.

   



C
H

 5
-E

-C
O

M
M

ER
C

E 
LA

W
 IS

SU
ES

  

 
 

 
15

9
 

 

(a
) a

 d
oc

um
en

t s
ig

ne
d 

w
ith

 a
 d

ig
ita

l 
sig

na
tu

re
 in

 a
cc

or
da

nc
e 

w
ith

 th
is 

A
ct

 
sh

al
l b

e 
as

 le
ga

lly
 b

in
di

ng
 a

s a
 

do
cu

m
en

t s
ig

ne
d 

w
ith

 a
 h

an
dw

rit
te

n 
sig

na
tu

re
, a

n 
af

fix
ed

 th
um

b-
pr

in
t o

r 
an

y 
ot

he
r m

ar
k;

 a
nd

 
(b

) a
 d

ig
ita

l s
ig

na
tu

re
 c

re
at

ed
 in

 
ac

co
rd

an
ce

 w
ith

 th
is 

A
ct

 sh
al

l b
e 

de
em

ed
 to

 b
e 

a 
le

ga
lly

 b
in

di
ng

 
sig

na
tu

re
.  

(3
) N

ot
hi

ng
 in

 th
is 

A
ct

 sh
al

l p
re

cl
ud

e 
an

y 
sy

m
bo

l f
ro

m
 b

ei
ng

 v
al

id
 a

s a
 

sig
na

tu
re

 u
nd

er
 a

ny
 o

th
er

 a
pp

lic
ab

le
 

la
w

   
   

   
   

   
 4

.1
.4

.2
.1

 E
le

ct
ro

ni
c 

si
gn

at
ur

es
 

Sa
m

e 
as

 a
bo

ve
 

Sa
m

e 
as

 a
bo

ve
 

Sa
m

e 
as

 a
bo

ve
 

  4
.1

.4
.2

.2
 R

el
ia

bl
e 

El
ec

tro
ni

c 
Si

gn
at

ur
e 

C
er

ta
in

 g
en

ui
ne

 e
xc

ep
tio

n 
is 

in
co

rp
or

at
ed

 
fo

r a
cc

ep
tin

g 
re

lia
bl

e 
el

ec
tro

ni
c 

si
gn

at
ur

e 
N

o 
su

ch
 p

ro
vi

si
on

 
Th

er
e 

is 
no

 p
ro

vi
si

on
 o

n 
re

lia
bl

e 
el

ec
tro

ni
c 

si
gn

at
ur

e 
on

ly
 D

ig
ita

l 
sig

na
tu

re
 a

re
 c

ov
er

ed
 b

y 
th

e 
A

ct
, 

he
nc

e 
re

qu
ire

 a
m

en
dm

en
t. 

  
C

ha
ng

in
g 

its
 

po
lic

y 
to

 
te

ch
no

lo
gy

 
ne

ut
ra

l, 
as

 
re

co
m

m
en

de
d 

fr
om

 r
ec

og
ni

zi
ng

 
di

gi
ta

l 
si

gn
at

ur
e 

to
 b

e 
su

pe
rio

r 
te

ch
no

lo
gy

 
fo

r 
au

th
en

tic
at

io
n 

pu
rp

os
es

 is
 n

ec
es

sa
ry

.  
 4

.1
.4

.3
 O

rig
in

al
 

W
he

n 
th

e 
la

w
 re

qu
ire

s i
nf

or
m

at
io

n 
to

 b
e 

pr
es

en
te

d 
or

 re
ta

in
ed

 in
 th

e 
or

ig
in

al
 fo

rm
,  

  
th

at
 R

eq
ui

re
m

en
t i

s 
m

et
 b

y 
th

e 
da

ta
 

m
es

sa
ge

/e
le

ct
ro

ni
c 

re
co

rd
s i

f: 
   

(i)
 T

he
re

 e
xi

st
s a

 re
as

on
ab

le
 a

ss
ur

an
ce

 
as

 to
 th

e 
in

te
gr

ity
; 

   
(ii

) T
ha

t t
he

 in
fo

rm
at

io
n 

is 
ca

pa
bl

e 
of

 
be

in
g 

di
sp

la
ye

d 
to

 th
e 

pe
rs

on
 to

 w
ho

m
 it

 
is 

to
 b

e 
   

pr
es

en
te

d 
  

65
. A

 c
op

y 
of

 a
 d

ig
ita

lly
 si

gn
ed

 
m

es
sa

ge
 sh

al
l b

e 
 

as
 v

al
id

, e
nf

or
ce

ab
le

 a
nd

 e
ff

ec
tiv

e 
as

 
th

e 
or

ig
in

al
 o

f t
he

 d
ee

m
ed

 to
 m

es
sa

ge
 

un
le

ss
 it

 is
 e

vi
de

nt
 th

at
 th

e 
si

gn
er

 
de

si
gn

at
ed

 a
n 

in
st

an
ce

 o
f t

he
 d

ig
ita

lly
 

sig
ne

d 
m

es
sa

ge
 to

 b
e 

a 
un

iq
ue

 o
rig

in
al

, 
in

 w
hi

ch
 c

as
e 

on
ly

 th
at

 in
st

an
ce

 
co

ns
tit

ut
es

 th
e 

va
lid

, e
nf

or
ce

ab
le

 a
nd

 
ef

fe
ct

iv
e 

m
es

sa
ge

.  
 

Th
e 

pr
ov

is
io

n 
re

la
te

s 
on

ly
 

to
 

el
ec

tro
ni

c 
do

cu
m

en
ts

 
th

at
 

ar
e 

di
gi

ta
lly

 s
ig

ne
d.

 T
he

re
 m

us
t b

e 
a 

ge
ne

ric
 p

ro
vi

si
on

 to
 th

e 
ef

fe
ct

 o
f 

re
co

gn
iz

in
g 

th
e 

co
nc

ep
t 

of
 

or
ig

in
al

ity
 t

o 
su

it 
to

 a
ny

 d
at

a 
m

es
sa

ge
 a

nd
 e

le
ct

ro
ni

c 
re

co
rd

.  



C
H

 5
-E

-C
O

M
M

ER
C

E 
LA

W
 IS

SU
ES

  

 
 

 
16

0
 

 

4.
1.

5 
D

isp
at

ch
 a

nd
 r

ec
ei

pt
 o

f 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

 T
he

 ti
m

e 
of

 d
isp

at
ch

 o
f a

n 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

is 
w

he
n 

it 
le

av
es

 a
n 

in
fo

rm
at

io
n 

sy
st

em
 u

nd
er

 th
e 

co
nt

ro
l o

f 
th

e 
or

ig
in

at
or

.  
 If

 th
e 

m
es

sa
ge

 is
 s

en
t a

nd
 re

ce
iv

ed
 in

 th
e 

sa
m

e 
in

fo
rm

at
io

n 
sy

st
em

, t
he

n 
th

e 
tim

e 
of

 
di

sp
at

ch
 is

 w
he

n 
th

e 
m

es
sa

ge
 w

as
 

re
ce

iv
ed

.  
 T

he
 ti

m
e 

an
 e

le
ct

ro
ni

c 
co

m
m

un
ic

at
io

n 
is 

re
ce

iv
ed

 is
 w

he
n 

it 
is 

ca
pa

bl
e 

of
 b

ei
ng

 
re

tri
ev

ed
 b

y 
th

e 
ad

dr
es

se
e 

at
 a

n 
el

ec
tro

ni
c 

ad
dr

es
s d

es
ig

na
te

d 
by

 th
e 

ad
dr

es
se

e.
  

N
o 

su
ch

 p
ro

vi
si

on
 

R
ec

om
m

en
d 

in
cl

us
io

n 

 4
.1

.6
 

Sc
op

e 
of

 
th

es
e 

pr
ov

isi
on

s 
a.

 I
t o

pe
ra

te
s 

as
 a

 d
ef

au
lt 

ru
le

 i.
e.

 it
 d

oe
s 

no
t 

ov
er

rid
e 

an
y 

ex
ist

in
g 

ar
ra

ng
em

en
t 

be
tw

ee
n 

th
e 

pa
rti

es
 in

 r
el

at
io

n 
to

 th
e 

w
ay

 
th

at
 

a 
co

nt
ra

ct
 

w
ill

 
be

 
fo

rm
ed

. 
b.

 
D

o 
no

t 
au

to
m

at
ic

al
ly

 
es

ta
bl

is
h 

th
e 

va
lid

ity
 o

f 
th

at
 e

le
ct

ro
ni

c 
tra

ns
ac

tio
n.

 I
t 

m
er

el
y 

pr
ov

id
es

 t
ha

t 
th

e 
el

ec
tro

ni
c 

fo
rm

 
of

 th
e 

tra
ns

ac
tio

n 
do

es
 n

ot
 m

ak
e 

it 
in

va
lid

 
c.

 T
he

 t
er

m
s 

of
 a

 c
on

tra
ct

 w
ill

 i
nc

lu
de

 
 T

he
 t

er
m

s 
th

e 
pa

rti
es

 h
av

e 
ag

re
ed

 t
o 

in
 

th
ei

r 
di

sc
us

si
on

s 
an

d 
w

rit
in

gs
 T

he
 te

rm
s i

m
pl

ie
d 

by
 th

e 
pr

es
en

t a
nd

 p
as

t 
co

nd
uc

t 
 T

he
 

te
rm

s 
im

pl
ie

d 
by

 
th

e 
in

du
st

ry
 

cu
st

om
s 

an
d 

pr
ac

tic
e

 T
he

 
te

rm
s 

im
pl

ie
d 

by
 

la
w

, 
su

ch
 

as
 

st
an

da
rd

s, 
by

 
co

m
m

er
ci

al
 

bo
di

es
, 

co
ns

um
er

 
pr

ot
ec

tio
n 

 
C

od
es

, 
et

c
d.

 E
le

ct
ro

ni
c 

co
nt

ra
ct

 i
s 

no
t 

co
ns

id
er

ed
 

w
ith

 i
n 

th
e 

sc
op

e 
of

 t
he

 M
od

el
 C

od
e 

w
he

re
 

it 
in

vo
lv

es
 

th
e 

su
bj

ec
t 

m
at

te
r 

co
nc

er
ni

ng
 

-T
ra

ns
ac

tio
n 

re
la

tin
g 

to
 

pe
rs

on
al

 
or

 
ho

us
eh

ol
d 

pu
rp

os
es

.  
-T

ra
ns

ac
tio

n 
on

 
re

gu
la

te
d 

ex
ch

an
ge

, 

 N
o 

su
ch

 p
ro

vi
si

on
 

R
ec

om
m

en
d 

in
cl

us
io

n 



C
H

 5
-E

-C
O

M
M

ER
C

E 
LA

W
 IS

SU
ES

  

 
 

 
16

1
 

 

Fo
re

ig
n 

Ex
ch

an
ge

 
Tr

an
sa

ct
io

ns
, 

In
te

r-
Ba

nk
 

Pa
ym

en
t 

sy
st

em
s, 

In
te

r-
Ba

nk
 

pa
ym

en
t 

ag
re

em
en

ts
 

or
 

cl
ea

ra
nc

e 
or

 
se

ttl
em

en
t s

ys
te

m
 r

el
at

in
g 

to
 s

ec
ur

iti
es

 o
r 

ot
he

r 
fin

an
ci

al
 

sy
st

em
s, 

tra
ns

fe
r 

or
 

se
cu

rit
y 

rig
ht

s 
in

 s
al

e,
 lo

an
, o

r 
ho

ld
in

g 
of

 
or

 a
gr

ee
m

en
t 

to
 r

ep
ur

ch
as

e 
se

cu
rit

ie
s 

or
 

ot
he

r 
fin

an
ci

al
 a

ss
et

s 
or

 in
st

ru
m

en
ts

 h
el

d 
w

ith
 a

n 
in

te
rm

ed
ia

ry
 

4.
1.

7 
Tr

ea
tin

g 
er

ro
r i

n 
el

ec
tro

ni
c 

co
nt

ra
ct

in
g 

ar
isi

ng
 

ou
t o

f c
om

m
un

ic
at

in
g 

w
ith

 a
n 

au
to

m
at

ed
 in

fo
rm

at
io

n 
sy

st
em

 

W
he

re
 a

 p
er

so
n 

ha
s m

ad
e 

an
 in

pu
t e

rr
or

 in
 

an
 e

le
ct

ro
ni

c 
co

m
m

un
ic

at
io

n 
w

ith
 a

n 
au

to
m

at
ed

  i
nf

or
m

at
io

n 
sy

st
em

 b
el

on
gi

ng
 

to
 a

no
th

er
 p

ar
ty

, a
nd

 is
 n

ot
 g

iv
en

 a
n 

op
po

rtu
ni

ty
 to

 c
or

re
ct

 th
at

  e
rr

or
, t

ha
t 

pe
rs

on
 h

as
 th

e 
rig

ht
 to

 w
ith

dr
aw

 th
at

 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

if:
 

• T
he

 p
er

so
n 

no
tif

ie
s t

he
 o

th
er

 p
ar

ty
 o

f t
he

 
er

ro
r a

s s
oo

n 
as

 p
ra

ct
ic

ab
le

 a
fte

r 
di

sc
ov

er
in

g 
th

e 
er

ro
r; 

 
• T

he
 p

er
so

n 
ta

ke
s r

ea
so

na
bl

e 
st

ep
s, 

to
 

re
tu

rn
 th

e 
go

od
s o

r s
er

vi
ce

s r
ec

ei
ve

d 
(o

r 
de

st
ro

y 
th

e 
go

od
s 

or
 se

rv
ic

es
 if

 in
st

ru
ct

ed
 

to
 d

o 
so

 b
y 

th
e 

ot
he

r p
ar

ty
), 

if 
an

y,
 a

s a
 

re
su

lt 
of

 th
e 

er
ro

r; 
an

d 
 

• T
he

 p
er

so
n 

ha
s n

ot
 u

se
d 

or
 re

ce
iv

ed
 a

ny
 

m
at

er
ia

l b
en

ef
it 

or
 v

al
ue

 fr
om

 th
e 

go
od

s 
or

  s
er

vi
ce

s, 
if 

re
ce

iv
ed

). 

N
o 

su
ch

 p
ro

vi
si

on
 

R
ec

om
m

en
d 

in
cl

us
io

n 

4.
1.

8 
In

vi
ta

tio
n 

to
 o

ff
er

 
A

ny
 p

ro
po

sa
l m

ad
e 

to
 th

e 
w

or
ld

 a
t l

ar
ge

 
w

ith
 o

ut
 a

 p
ar

tic
ul

ar
 re

ci
pi

en
t i

n 
m

in
d 

w
ill

 
be

 c
on

si
de

re
d 

as
 a

n 
in

vi
ta

tio
n 

to
 o

ff
er

 a
nd

 
no

t a
n 

of
fe

r. 
 

N
o 

su
ch

 p
ro

vi
si

on
 

R
ec

om
m

en
d 

in
cl

us
io

n.
 



CH 5-E-COMMERCE LAW ISSUES  

   162   

5.1.2.3  Position of e-contracting in Philippines 

Philippines follow the civil law tradition and therefore the condition for the formation of 

contract remains the same as mentioned in the earlier sections. The Philippines' E-

Commerce Act (ECA), passed in June and promptly signed by President Joseph Estrada 

in the wake of the Love bug virus believed to have originated in the Philippines, drew 

attention for its anti hacking provisions but aims primarily to make it easier to get e-

commerce going in the developing island nation.204 The Philippines is the fifth country in 

Asia to enact a law on e- commerce205. The Electronic Commerce Act 2000, (republics 

act no: 8792) deals with electronic transaction a related legal issues. The Act clearly lays 

the fact already acknowledged by the civil Code of Philippines, which says that a contract 

is a meeting of the minds and generally could take whatever shape. The ECA say "an 

offer, the acceptance of an offer and such other elements required under existing laws for 

the formation of contracts may be expressed in, demonstrated and proved by means of 

electronic documents"206.  

 

The law further stipulates that no contract shall be denied validity or enforceability on the 

sole ground that it is in the form of an electronic document. The Philippine’s e-commerce 

Act is based on UNCITRAL (United Nations Commission on International Trade Law) 

Model Law on Electronic Commerce. Under Section 37, it is stipulated that in the 

                                                

204 Stephen Lawson,  Philippine Internet law raises thorny issues, IDG News Service, 07/13/00  
 
205IDG Communications, http://www.computerworld.com.au/index.php/aid (accessed on 10th September 
2005)  
 
206 Sec 16 of the Philippines  ECA 2000, http://www.chanrobles.com/ecommerceimplementingrules.htm 
accessed on 20th December 2005 
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interpretation of this law, regard must be had to its international origin. Section 39 states 

that, if the other party to a transaction comes from a country that does not grant the 

Filipino similar rights contained herein, he will not be allowed to enjoy the benefits of 

this law's provisions.207  

 

Though the Act seemed to be having almost all provisions suggested by the e-commerce 

Model Code, it is however is not sufficient to handle the complexity of e-commerce 

environment. Although the E-Commerce Act recognizes digital signatures, the provision 

on digital signature limits acceptance to only a subset of digital signatures instead of a 

broad acceptance. The law also fails to explain electronic contracting or if click-through 

contracts or e-mail contracts are legal and valid. Moreover, there are not enough details 

on proof and evidence. In litigation, it is not clear how to go about proving electronic 

transaction208 . It can also be seen that the ECA recognize the validity and enforceability 

of electronic forms serving as writing but it is also important to lay certain elements of 

certainty and security in the documents or records for it to be regarded as a functional 

equivalent of “writing” for example, the requirements of inalterability, integrity, and the 

capacity of the document to be authenticated. Such requirements may be considered as 

restricting e-commerce in a sense. It is submitted that the same would also increase the 

                                                

207 Emmanuel C. Lallana and Rodolfo Noel S. Quimbo, The Philippine E-Commerce Law: a Preliminary 
Analysis, http://www.fit-ed.org/papers/ecommerce/index3.php (accessed on 24 March 2005) [Dr. 
Emmanuel C. Lallana is AGILE Policy Team Leader for E-Commerce and Executive Director of the e-
ASEAN Task Force. Atty. Rodolfo Noel S. Quimbo is the Chief of Staff of Senator Juan M. Flavier. Dr. 
Lallana and Atty. Quimbo are co-authors of Business@ Philippines.com (w/ L. Salazar) and e-Primer: An 
Introduction to Electronic Commerce (w/ Z. Andam)] 

208 Jesus Disini, Geoffrey P. Ramos, Philippines E-Commerce Law Raises New Issues 
Http://Www.Computerworld.Com.Au/Index.Php/Id;892905160;Fp;512;Fpid;1423369368  [Accessed 20 
September 2005] 
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trust and confidence in business. Some of the highlights of the Act are 1) legal 

recognition of electronic documents, electronic data messages, and electronic signatures; 

2) guidelines for retention and storage of documents in electronic form; 3) recognition 

and validity of electronic contracts; 3) guidelines for use of transport documents in 

carriage of goods; 4) a 2-year mandate for government to have the capability to transact 

its business electronically; 5) the directive for the Department of Trade and Industry to 

function as the country’s e-commerce authority; 6) the penalties to crimes such as 

hacking, cracking, and piracy offences; 7) made banking transactions done through ATM 

switching networks absolute once consummated; 8) parties are given the right to choose 

the type and level of security methods that suit their needs; 9) mandates RPWeb, a 

strategy that intends to connect all government offices to the Internet and provide 

universal access to the general public(to be implemented); 10) made cable, broadcast, and 

wireless physical infrastructure within the activity of telecommunications; 11) provided 

guidelines as to when a service provider can be liable; 12) all existing laws such as the 

Consumer Act of the Philippines also applies to e-commerce transactions. 209.  

 

Philippines do not have any cases that have tested the formation of contract provision and 

other provisions of the Act. It has certain national policies to support the growth of ICT 

development.  The following are a list of its policies and plans at the national level IT21 

National Long-Term IT Action Agenda (1997) Philippine Information Infrastructure Plan 

(1998), Government Information System Plan (GISP) (2000) Internet Strategy for the 

                                                

209Janette Toral , Philippine Internet Commerce Society, Philippines Responding to the Challenge of the 
Digitized Society V.2 http://www.digitalfilipino.com/ecommerce_article.cfm?id=56 (accessed on 25 March 
2005) 
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Philippines (ISP.com) (2000), ICT Chapter in the 2000-2004 Medium Term Philippine 

Development Plan (MTPDP)210. 

 

Only time will tell, if the ECA will survive. Philippines tenaciously support 

harmonisation of e-commerce laws, it wishes to adopt a common reference framework 

for e-commerce legal infrastructure (e.g., national e-commerce law; online transaction 

laws; electronic authentication and signatures; information security, personal data 

protection; consumer trust)211. Below is the comparison of the ECA and the e-commerce 

Transaction Model Code. Hence, Philippines need to change only a few provisions to 

reach full alignment with the proposed Model Code.  

                                                

210 Ms Maria Lourdes A. Yaptinchay,  Initiatives For E-Commerce Capacity-Building of SMES In 
Philippines, located at http://www.unescap.org/tid/publication/part_three2261_phil.pdf [accessed 20th 
September 2005] 
211 Ibid  
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le

ct
ro

ni
c 

C
on

tra
ct

 c
an

 b
e 

fo
rm

ed
 b

y 
co

nd
uc

t; 
ex

am
pl

e 
is 

cl
ic

k 
w

ra
p 

ag
re

em
en

ts
 

Se
ct

io
n1

6 
sa

m
e 

as
 a

bo
ve

 
Se

ct
io

n 
20

. 
A

gr
ee

m
en

t 
on

 
A

ck
no

w
le

dg
m

en
t 

of
 R

ec
ei

pt
 o

f 
El

ec
tro

ni
c 

D
at

a 
M

es
sa

ge
s 

or
 

El
ec

tro
ni

c 
D

oc
um

en
ts

. 
- 

Th
e 

fo
llo

w
in

g 
ru

le
s 

sh
al

l a
pp

ly
 w

he
re

, 
on

 o
r b

ef
or

e 
se

nd
in

g 
an

 e
le

ct
ro

ni
c 

da
ta

 
m

es
sa

ge
 

or
 

el
ec

tro
ni

c 
do

cu
m

en
t, 

th
e 

or
ig

in
at

or
 a

nd
 t

he
 

ad
dr

es
se

e 
ha

ve
 a

gr
ee

d,
 o

r 
in

 t
ha

t 
el

ec
tro

ni
c 

do
cu

m
en

t o
r 

el
ec

tro
ni

c 
da

ta
 m

es
sa

ge
, 

th
e 

or
ig

in
at

or
 h

as
 

re
qu

es
te

d,
 

th
at

 
re

ce
ip

t 
of

 
th

e 
el

ec
tro

ni
c 

do
cu

m
en

t o
r 

el
ec

tro
ni

c 
da

ta
 m

es
sa

ge
 b

e 
ac

kn
ow

le
dg

ed
:  

a)
 W

he
re

 t
he

 o
rig

in
at

or
 h

as
 n

ot
 

ag
re

ed
 w

ith
 th

e 
ad

dr
es

se
e 

th
at

 th
e 

ac
kn

ow
le

dg
m

en
t 

be
 g

iv
en

 i
n 

a 
pa

rti
cu

la
r 

fo
rm

 o
r 

by
 a

 p
ar

tic
ul

ar
 

m
et

ho
d,

 a
n 

ac
kn

ow
le

dg
m

en
t m

ay
 

be
 

gi
ve

n 
by

 
or

 
th

ro
ug

h 
an

y 

Th
e 

se
ct

io
n 

do
es

 n
ot

 c
ov

er
 e

le
ct

ro
ni

c 
re

co
rd

s 
as

 s
ug

ge
st

ed
 b

y 
th

e 
C

od
e 

bu
t 

us
es

 
th

e 
te

rm
s 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 
or

 
el

ec
tro

ni
c 

do
cu

m
en

ts
.  

Th
e 

ph
ra

se
 “

or
 a

ny
 c

on
du

ct
 o

f 
th

e 
ad

dr
es

se
e”

 i
n 

th
e 

se
ct

io
n 

20
 m

ea
ns

 
th

at
 a

ck
no

w
le

dg
em

en
t 

ca
n 

be
 m

ad
e 

by
 c

on
du

ct
. H

ow
ev

er
, t

he
 p

os
iti

on
 is

 
no

t 
cl

ea
r 

w
he

th
er

 
of

fe
r 

an
d 

ac
ce

pt
an

ce
 c

an
 b

e 
m

ad
e 

by
 c

on
du

ct
. 

 Th
er

ef
or

e,
 

th
es

e 
iss

ue
s 

m
us

t 
be

 
se

ttl
ed

 
by

 
m

ak
in

g 
an

 
ex

pr
es

s 
pr

ov
isi

on
 t

o 
th

e 
ef

fe
ct

 t
he

 e
le

ct
ro

ni
c 

co
nt

ra
ct

 c
an

 b
e 

fo
rm

ed
 e

le
ct

ro
ni

ca
lly

 
an

d 
C

on
du

ct
 c

an
 b

e 
us

ed
 a

s a
 m

od
e 

of
 

fo
rm

at
io

n.
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co
m

m
un

ic
at

io
n 

by
 t

he
 a

dd
re

ss
ee

, 
au

to
m

at
ed

 o
r 

ot
he

rw
is

e,
 o

r 
an

y 
co

nd
uc

t 
of

 
th

e 
ad

dr
es

se
e,

 
su

ffi
ci

en
t 

to
 

in
di

ca
te

 
to

 
th

e 
or

ig
in

at
or

 th
at

 th
e 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 o
r 

el
ec

tro
ni

c 
do

cu
m

en
t 

ha
s a

 b
ee

n 
re

ce
iv

ed
.  

4.
1.

3 
A

ttr
ib

ut
io

n/
no

n 
re

pu
di

at
io

n 
  

A
 r

ec
ip

ie
nt

 o
f a

n 
el

ec
tro

ni
c 

re
co

rd
 w

ill
 b

e 
en

tit
le

d 
to

 
as

su
m

e 
th

at
 

th
e 

el
ec

tro
ni

c 
re

co
rd

 w
as

 se
nt

 b
y 

th
e 

se
nd

er
 a

nd
 to

 a
ct

 o
n 

it 
if:

 

  a
. H

e/
sh

e 
ha

s 
ap

pl
ie

d 
an

 a
gr

ee
d 

pr
oc

ed
ur

e 
to

 a
sc

er
ta

in
 th

e 
au

th
en

tic
ity

 o
f t

ha
t r

ec
or

d;
 

or
 

 b
. T

he
 e

le
ct

ro
ni

c 
re

co
rd

 c
an

 b
e 

at
tri

bu
te

d 
to

 
th

e 
ac

tio
ns

 
of

 
a 

pe
rs

on
 

w
ho

se
 

re
la

tio
ns

hi
p 

w
ith

 th
e 

se
nd

er
 w

ou
ld

 e
na

bl
e 

th
at

 
pe

rs
on

 
to

 
ac

ce
ss

 
th

e 
se

nd
er

’s
 

co
m

pu
te

r 
sy

st
em

s 
su

ch
 t

ha
t 

th
e 

re
co

rd
 

ap
pe

ar
s 

to
 t

he
 r

ec
ip

ie
nt

 t
o 

or
ig

in
at

e 
fr

om
 

th
e 

se
nd

er
.  

  It
 i

s 
pr

es
um

ed
 t

ha
t 

a 
m

es
sa

ge
 i

s 
se

nt
 b

y 
th

e 
se

nd
er

 
if 

it’
s 

in
de

ed
 

se
nt

 
by

 
 a

. 
Th

e 
or

ig
in

at
or

 
hi

m
se

lf 
(A

),
 b

. 
If 

th
e 

m
es

sa
ge

 w
as

 s
en

t 
by

 a
no

th
er

 
pe

rs
on

 a
ut

ho
riz

ed
 t

o 
ac

t 
on

 h
is 

be
ha

lf 
of

 
A

, 
 c

. 
Th

e 
m

es
sa

ge
 

w
as

 
se

nt
 

by
 

an
 

in
fo

rm
at

io
n 

sy
st

em
 p

ro
gr

am
m

ed
 b

y,
 o

r o
n 

be
ha

lf 
of

 
th

e 
or

ig
in

at
or

 
to

 
op

er
at

e 
au

to
m

at
ic

al
ly

.  

SE
C

. 1
8.

 A
ttr

ib
ut

io
n 

of
 E

le
ct

ro
ni

c 
D

at
a 

M
es

sa
ge

. -
 (1

) A
n 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 
or

 
el

ec
tro

ni
c 

do
cu

m
en

t i
s 

th
at

 o
f t

he
 o

rig
in

at
or

 
if 

it 
w

as
 s

en
t 

by
 t

he
 o

rig
in

at
or

 
hi

m
se

lf.
  

(2
) A

s 
be

tw
ee

n 
th

e 
or

ig
in

at
or

 a
nd

 
th

e 
ad

dr
es

se
e,

 a
n 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 o
r 

el
ec

tro
ni

c 
do

cu
m

en
t 

is 
de

em
ed

 
to

 
be

 
th

at
 

of
 

th
e 

or
ig

in
at

or
 if

 It
 w

as
 se

nt
:  

(a
) 

by
 a

 p
er

so
n 

w
ho

 h
ad

 
th

e 
au

th
or

ity
 

to
 

ac
t 

on
 

be
ha

lf 
of

 t
he

 o
rig

in
at

or
  

w
ith

 
re

sp
ec

t 
to

 
th

at
 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 
or

 
el

ec
tro

ni
c 

do
cu

m
en

t; 
or

  

(b
) 

B
y 

an
 

in
fo

rm
at

io
n 

sy
st

em
 

pr
og

ra
m

m
ed

 
by

, 
or

 
on

 
be

ha
lf 

of
 

th
e 

or
ig

in
at

or
 

to
 

op
er

at
e 

au
to

m
at

ic
al

ly
. 

(3
) A

s 
be

tw
ee

n 
th

e 
or

ig
in

at
or

 a
nd

 
th

e 
ad

dr
es

se
e,

 
an

 
ad

dr
es

se
e 

is
 

Th
e 

pr
ov

is
io

n 
ap

pl
ie

s f
or

 e
le

ct
ro

ni
c 

do
cu

m
en

t a
nd

 re
co

rd
s. 

Se
c 

18
 (3

) 
co

ve
rs

 fi
rs

t p
ar

t o
f t

he
 p

ro
vi

si
on

 o
f 

th
e 

C
od

e.
 S

ec
 1

8 
(1

) a
nd

 (2
) o

f t
he

 
EC

A
 

co
ve

rs
 th

e 
la

te
r p

ar
t o

f t
he

 p
ro

vi
si

on
. 

Th
er

e 
ar

e 
ot

he
r c

la
us

es
 li

ke
 1

8 
(4

) a
nd

 
(5

) t
ha

t c
om

pl
im

en
ts

 th
es

e 
pr

ov
isi

on
, 

w
hi

ch
 re

fle
ct

 th
e 

co
m

pr
eh

en
si

ve
ne

ss
 

of
 th

e 
A

ct
 in

 th
is 

ar
ea

.  
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en
tit

le
d 

to
 r

eg
ar

d 
an

 e
le

ct
ro

ni
c 

da
ta

 
m

es
sa

ge
 

or
 

el
ec

tro
ni

c 
do

cu
m

en
t 

as
 b

ei
ng

 t
ha

t 
of

 t
he

 
or

ig
in

at
or

, 
an

d 
to

 
ac

t 
on

 
th

at
 

as
su

m
pt

io
n,

 if
:  

(a
) 

in
 o

rd
er

 t
o 

as
ce

rta
in

 
w

he
th

er
 

th
e 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 
or

 
el

ec
tro

ni
c 

do
cu

m
en

t 
w

as
 

th
at

 o
f 

th
e 

or
ig

in
at

or
, t

he
 

ad
dr

es
se

e 
pr

op
er

ly
 

ap
pl

ie
d 

a 
pr

oc
ed

ur
e 

pr
ev

io
us

ly
 a

gr
ee

d 
to

 b
y 

th
e 

or
ig

in
at

or
 

fo
r 

th
at

 
pu

rp
os

e;
 o

r  

(b
) 

th
e 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 
or

 
el

ec
tro

ni
c 

do
cu

m
en

t 
as

 r
ec

ei
ve

d 
by

 
th

e 
ad

dr
es

se
e 

re
su

lte
d 

fr
om

 
th

e 
ac

tio
ns

 
of

 
a 

pe
rs

on
 w

ho
se

 re
la

tio
ns

hi
p 

w
ith

 
th

e 
or

ig
in

at
or

 
or

 
w

ith
 

an
y 

ag
en

t 
of

 
th

e 
or

ig
in

at
or

 
en

ab
le

d 
th

at
 

pe
rs

on
 to

 g
ai

n 
ac

ce
ss

 to
 a

 
m

et
ho

d 
us

ed
 

by
 

th
e 

or
ig

in
at

or
 

to
 

id
en

tif
y 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

s 
as

 h
is 

ow
n.

 

(4
) P

ar
ag

ra
ph

 (3
) d

oe
s n

ot
 a

pp
ly

:  
(a

) 
as

 o
f 

th
e 

tim
e 

w
he

n 
th

e 
ad

dr
es

se
e 

ha
s 

bo
th

 
re

ce
iv

ed
 n

ot
ic

e 
fr

om
 t

he
  

or
ig

in
at

or
 

th
at

 
th

e 
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el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 
or

 e
le

ct
ro

ni
c 

do
cu

m
en

t i
s 

no
t t

ha
t o

f 
th

e 
or

ig
in

at
or

, 
an

d 
ha

s 
re

as
on

ab
le

 t
im

e 
to

 a
ct

 a
cc

or
di

ng
ly

; o
r  

(b
) 

in
 

a 
ca

se
 

w
ith

in
 

pa
ra

gr
ap

h 
(3

) 
su

b-
pa

ra
gr

ap
h 

(b
), 

at
 a

ny
 ti

m
e 

w
he

n 
th

e 
ad

dr
es

se
e 

kn
ew

 
or

 
sh

ou
ld

 
ha

ve
 

kn
ow

n,
 

ha
d 

it 
ex

er
ci

se
d 

re
as

on
ab

le
 c

ar
e 

or
 u

se
d 

an
y 

ag
re

ed
 

pr
oc

ed
ur

e,
 

th
at

 
th

e 
el

ec
tro

ni
c 

da
ta

 
m

es
sa

ge
 

or
 

el
ec

tro
ni

c 
do

cu
m

en
t w

as
 n

ot
 th

at
 o

f 
th

e 
or

ig
in

at
or

. 

(5
) 

W
he

re
 

an
 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 o
r 

el
ec

tro
ni

c 
do

cu
m

en
t 

is 
th

at
 

of
 th

e 
or

ig
in

at
or

 
or

 
is

 
de

em
ed

 
to

 
be

 
th

at
 

of
 

th
e 

or
ig

in
at

or
, 

or
 

th
e 

ad
dr

es
se

e 
is

 
en

tit
le

d 
to

 a
ct

 o
n 

th
at

 a
ss

um
pt

io
n,

 
th

en
, 

as
 b

et
w

ee
n 

th
e 

or
ig

in
at

or
 

an
d 

th
e 

ad
dr

es
se

e,
 t

he
 a

dd
re

ss
ee

 
is 

en
tit

le
d 

to
 r

eg
ar

d 
th

e 
el

ec
tro

ni
c 

da
ta

 
m

es
sa

ge
 

or
 

el
ec

tro
ni

c 
do

cu
m

en
t 

as
 r

ec
ei

ve
d 

as
 b

ei
ng

 
w

ha
t 

th
e 

or
ig

in
at

or
 i

nt
en

de
d 

to
 

se
nd

, 
an

d 
to

 
ac

t 
on

 
th

at
 

as
su

m
pt

io
n.

 T
he

 a
dd

re
ss

ee
 i

s 
no

t 
so

 
en

tit
le

d 
w

he
n 

it 
kn

ew
 

or
 

sh
ou

ld
 

ha
ve

 
kn

ow
n 

ha
d 

it 
ex

er
ci

se
d 

re
as

on
ab

le
 c

ar
e 

or
 u

se
d 
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an
y 

ag
re

ed
 

pr
oc

ed
ur

e 
th

at
 

th
e 

tra
ns

m
iss

io
n 

re
su

lte
d 

in
 a

ny
 e

rr
or

 
in

 t
he

 e
le

ct
ro

ni
c 

da
ta

 m
es

sa
ge

 o
r 

el
ec

tro
ni

c 
do

cu
m

en
t a

s r
ec

ei
ve

d.
  

(6
) 

Th
e 

ad
dr

es
se

e 
is 

en
tit

le
d 

to
 

re
ga

rd
 

ea
ch

 
el

ec
tro

ni
c 

da
ta

 
m

es
sa

ge
 o

r 
el

ec
tro

ni
c 

do
cu

m
en

t 
re

ce
iv

ed
 a

s 
a 

se
pa

ra
te

 e
le

ct
ro

ni
c 

da
ta

 
m

es
sa

ge
 

or
 

el
ec

tro
ni

c 
do

cu
m

en
t 

an
d 

to
 

ac
t 

on
 

th
at

 
as

su
m

pt
io

n,
 e

xc
ep

t 
to

 t
he

 e
xt

en
t 

th
at

 
it 

du
pl

ic
at

es
 

an
ot

he
r 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 
or

 
el

ec
tro

ni
c 

do
cu

m
en

t 
an

d 
th

e 
ad

dr
es

se
e 

kn
ew

 o
r 

sh
ou

ld
 h

av
e 

kn
ow

n,
 

ha
d 

it 
ex

er
ci

se
d 

re
as

on
ab

le
 

ca
re

 
or

 
us

ed
 

an
y 

ag
re

ed
 

pr
oc

ed
ur

e,
 

th
at

 
th

e 
el

ec
tro

ni
c 

da
ta

 
m

es
sa

ge
 

or
 

el
ec

tro
ni

c 
do

cu
m

en
t 

w
as

 
a 

du
pl

ic
at

e.
  

4.
1.

4 
Fo

rm
 

re
qu

ire
m

en
t 

of
 

co
nt

ra
ct

s 
 

 
 

4.
1.

4.
1 

W
rit

in
g 

4.
1.

4.
1 

W
rit

in
g

A
 c

on
tra

ct
 o

r 
a 

co
m

m
un

ic
at

io
n 

th
at

 i
s 

re
qu

ire
d 

to
 b

e 
in

 w
rit

in
g 

sh
al

l 
no

t 
be

 
de

ni
ed

 v
al

id
ity

 i
f 

it 
is 

in
 t

he
 f

or
m

 o
f 

an
 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
th

at
 m

ai
nt

ai
ns

 
its

 i
nt

eg
rit

y 
an

d 
re

lia
bi

lit
y 

an
d 

ca
n 

be
 

au
th

en
tic

at
ed

 
so

 
as

 
to

 
be

 
us

ab
le

 
fo

r 
su

bs
eq

ue
nt

 re
fe

re
nc

es
. 

  A
 re

lia
bl

e 
el

ec
tro

ni
c 

re
co

rd
 s

ho
ul

d 
sa

tis
fy

 
ce

rta
in

 le
ga

l r
eq

ui
re

m
en

ts
 f

or
 in

fo
rm

at
io

n 
to

 b
e 

in
 

w
rit

te
n 

fo
rm

 
or

 p
re

se
nt

ed
 i

n 
w

rit
in

g,
 su

bj
ec

t t
o 

re
as

on
ab

le
 e

xc
ep

tio
ns

  

Se
c.

 
7.

 
Le

ga
l 

R
ec

og
ni

tio
n 

of
 

El
ec

tro
ni

c 
D

oc
um

en
ts

. 
– 

El
ec

tro
ni

c 
do

cu
m

en
ts

 s
ha

ll 
ha

ve
 

th
e 

le
ga

l 
ef

fe
ct

, 
va

lid
ity

 
or

 
en

fo
rc

ea
bi

lit
y 

as
 

an
y 

ot
he

r 
do

cu
m

en
t 

or
 l

eg
al

 w
rit

in
g,

 a
nd

 -
 

(a
) 

W
he

re
 

th
e 

la
w

 
re

qu
ire

s 
a 

do
cu

m
en

t 
to

 b
e 

in
 w

rit
in

g,
 t

ha
t 

re
qu

ire
m

en
t 

is 
m

et
 

by
 

an
 

el
ec

tro
ni

c 
do

cu
m

en
t 

if 
th

e 
sa

id
 

el
ec

tro
ni

c 
do

cu
m

en
t m

ai
nt

ai
ns

 it
s 

in
te

gr
ity

 a
nd

 re
lia

bi
lit

y 
an

d 
ca

n 
be

 
au

th
en

tic
at

ed
 s

o 
as

 t
o 

be
 u

sa
bl

e 

Th
e 

se
ct

io
n 

re
co

gn
iz

es
 

el
ec

tro
ni

c 
do

cu
m

en
ts

 a
nd

 g
iv

es
 th

em
 th

e 
st

at
us

 a
s 

of
 w

rit
in

g 
in

 th
e 

of
fli

ne
 w

or
ld

. 
 H

ow
ev

er
, t

he
 p

ro
vi

si
on

 a
s 

in
 th

e 
C

od
e 

al
so

 in
cl

ud
es

 
 “

C
on

tra
ct

 
an

d 
C

om
m

un
ic

at
io

n”
 

no
t 

on
ly

 E
le

ct
ro

ni
c 

do
cu

m
en

ts
. T

ho
ug

h 
on

e 
co

ul
d 

ca
te

go
riz

e 
co

nt
ra

ct
s 

 in
 

ad
di

tio
n,

 
co

m
m

un
ic

at
io

n 
as

 
el

ec
tro

ni
c 

do
cu

m
en

ts
, 

bu
t 

fo
r 

th
e 

pu
rp

os
e 

of
 

ha
rm

on
iz

at
io

n,
 

it 
is 

re
co

m
m

en
de

d 
th

at
 a

 c
le

ar
 m

en
tio

n 
of

 
th

e 
te

rm
s 

w
ou

ld
 b

e 
ap

pr
op

ria
te

 a
nd

 
de

si
ra

bl
e.
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fo
r s

ub
se

qu
en

t r
ef

er
en

ce
, i

n 
th

at
 –

 

(i)
 T

he
 e

le
ct

ro
ni

c 
do

cu
m

en
t 

ha
s 

re
m

ai
ne

d 
co

m
pl

et
e 

an
d 

un
al

te
re

d,
 

ap
ar

t 
fr

om
 t

he
 a

dd
iti

on
 o

f 
an

y 
en

do
rs

em
en

t 
an

d 
an

y 
au

th
or

iz
ed

 
ch

an
ge

, 
or

 
an

y 
ch

an
ge

 
w

hi
ch

 
ar

ise
s 

in
 t

he
 n

or
m

al
 c

ou
rs

e 
of

 
co

m
m

un
ic

at
io

n,
 

st
or

ag
e 

an
d 

di
sp

la
y;

 a
nd

  

(ii
) 

Th
e 

el
ec

tro
ni

c 
do

cu
m

en
t 

is
 

re
lia

bl
e 

in
 th

e 
lig

ht
 o

f t
he

 p
ur

po
se

 
fo

r 
w

hi
ch

 it
 w

as
 g

en
er

at
ed

 a
nd

 in
 

th
e 

lig
ht

 
of

 
al

l 
th

e 
re

le
va

nt
 

ci
rc

um
st

an
ce

s. 

(b
) 

Pa
ra

gr
ap

h 
(a

) a
pp

lie
s 

w
he

th
er

 
th

e 
re

qu
ire

m
en

t 
th

er
ei

n 
is 

in
 t

he
 

fo
rm

 o
f 

an
 o

bl
ig

at
io

n 
or

 w
he

th
er

 
th

e 
la

w
 

si
m

pl
y 

pr
ov

id
es

 
co

ns
eq

ue
nc

es
 f

or
 t

he
 d

oc
um

en
t 

no
t b

ei
ng

 p
re

se
nt

ed
 o

r 
re

ta
in

ed
 in

 
its

 o
rig

in
al

 fo
rm

.  

(c
) 

W
he

re
 th

e 
la

w
 r

eq
ui

re
s 

th
at

 a
 

do
cu

m
en

t 
be

 
pr

es
en

te
d 

or
 

re
ta

in
ed

 i
n 

its
 o

rig
in

al
 f

or
m

, t
ha

t 
re

qu
ire

m
en

t 
is 

m
et

 
by

 
an

 
el

ec
tro

ni
c 

do
cu

m
en

t i
f –

 

(i)
 

Th
er

e 
ex

ist
s 

a 
re

lia
bl

e 
as

su
ra

nc
e 

as
 to

 th
e 

in
te

gr
ity

 o
f t

he
 

do
cu

m
en

t 
fr

om
 t

he
 t

im
e 

w
he

n 
it 

w
as

 f
irs

t 
ge

ne
ra

te
d 

in
 i

ts
 f

in
al

 

 Th
er

e 
is 

no
 

su
ch

 
te

rm
 

as
 

re
lia

bl
e 

el
ec

tro
ni

c 
re

co
rd

; 
ho

w
ev

er
, 

th
er

e 
ar

e 
ru

le
s 

th
at

 in
te

nd
 to

 a
pp

ly
 to

 fi
nd

 o
ut

 th
e 

re
lia

bi
lit

y 
of

 th
e 

do
cu

m
en

ts
 a

nd
 re

co
rd

s. 
 

Th
er

ef
or

e,
 

th
er

e 
is 

on
ly

 
a 

ne
ed

 
fo

r 
ad

di
ng

 
ce

rta
in

 
te

rm
in

ol
og

ie
s 

to
 

th
e 

ex
ist

in
g 

la
w

 s
o 

th
at

 it
 s

yn
ch

ro
ni

es
 w

ith
 

th
e 

ex
ist

in
g 

C
od

e 
an

d 
co

ns
eq

ue
nt

ly
 

w
ith

 th
e 

la
w

s o
f A

SE
A

N
 c

ou
nt

rie
s. 

 Th
er

e 
ar

e 
no

 e
xc

ep
tio

ns
 p

ro
vi

de
d 

in
 th

e 
A

ct
 a

nd
 a

s 
su

gg
es

te
d 

by
 th

e 
C

od
e,

 it
 is

 
re

co
m

m
en

de
d 

to
 c

on
si

de
r 

ha
vi

ng
 s

om
e 

ex
ce

pt
io

n 
to

 th
is 

pr
ov

is
io

n.
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fo
rm

; a
nd

  

(ii
) 

Th
at

 d
oc

um
en

t 
is 

ca
pa

bl
e 

of
 

be
in

g 
di

sp
la

ye
d 

to
 t

he
 p

er
so

n 
to

 
w

ho
m

 
it 

is 
to

 
be

 
pr

es
en

te
d:

 
Pr

ov
id

ed
, 

Th
at

 n
o 

pr
ov

is
io

n 
of

 
th

is 
A

ct
 s

ha
ll 

ap
pl

y 
to

 v
ar

y 
an

y 
an

d 
al

l 
re

qu
ire

m
en

ts
 o

f 
ex

ist
in

g 
la

w
s 

on
 f

or
m

al
iti

es
 r

eq
ui

re
d 

in
 

th
e 

ex
ec

ut
io

n 
of

 d
oc

um
en

ts
 f

or
 

th
ei

r 
va

lid
ity

 
m

ai
nt

ai
ns

 
its

 
in

te
gr

ity
 a

nd
 re

lia
bi

lit
y 

an
d 

ca
n 

be
 

au
th

en
tic

at
ed

 s
o 

as
 t

o 
be

 u
sa

bl
e 

fo
r s

ub
se

qu
en

t r
ef

er
en

ce
, i

n 
th

at
 - 

4.
1.

4.
2 

Si
gn

at
ur

e 
El

ec
tro

ni
c 

si
gn

at
ur

es
 

m
ee

t 
al

l 
ex

ist
in

g 
re

qu
ire

m
en

ts
 o

f a
 h

an
dw

rit
te

n 
Si

gn
at

ur
e.

  
Se

c 
8 

as
 d

es
cr

ib
ed

 b
el

ow
 

N
o 

am
en

dm
en

ts
 re

qu
ire

d 

 4
.1

.4
.2

.1
 E

le
ct

ro
ni

c 
si

gn
at

ur
es

 
Sa

m
e 

as
 a

bo
ve

 
Se

c.
 

8.
 

Le
ga

l 
R

ec
og

ni
tio

n 
of

 
El

ec
tro

ni
c 

Si
gn

at
ur

es
. 

- 
A

n 
el

ec
tro

ni
c 

si
gn

at
ur

e 
on

 
th

e 
el

ec
tro

ni
c 

do
cu

m
en

t 
sh

al
l 

be
 

eq
ui

va
le

nt
 t

o 
th

e 
si

gn
at

ur
e 

of
 a

 
pe

rs
on

 o
n 

a 
w

rit
te

n 
do

cu
m

en
t 

if 
th

at
 

si
gn

at
ur

e 
is 

pr
ov

ed
 

by
 

sh
ow

in
g 

th
at

 
a 

pr
es

cr
ib

ed
 

pr
oc

ed
ur

e,
 n

ot
 a

lte
ra

bl
e 

by
 t

he
 

pa
rti

es
 in

te
re

st
ed

 in
 th

e 
el

ec
tro

ni
c 

do
cu

m
en

t, 
ex

ist
ed

 u
nd

er
 w

hi
ch

 –
  

(a
) 

A
 m

et
ho

d 
is 

us
ed

 t
o 

id
en

tif
y 

th
e 

pa
rty

 s
ou

gh
t t

o 
be

 b
ou

nd
 a

nd
 

to
 i

nd
ic

at
e 

sa
id

 p
ar

ty
’s

 a
cc

es
s 

to
 

th
e 

el
ec

tro
ni

c 
do

cu
m

en
t n

ec
es

sa
ry

 
fo

r 
hi

s 
co

ns
en

t 
or

 
ap

pr
ov

al
 

th
ro

ug
h 

th
e 

el
ec

tro
ni

c 
si

gn
at

ur
e;

  

(b
) 

Sa
id

 m
et

ho
d 

is 
re

lia
bl

e 
an

d 

A
s 

w
e 

ca
n 

se
e 

th
e 

se
ct

io
n 

8 
is 

co
m

pr
eh

en
si

ve
 e

no
ug

h 
th

e 
fo

rm
 

re
qu

ire
m

en
t 

of
 

el
ec

tro
ni

c 
sig

na
tu

re
 a

s 
en

vi
sa

ge
d 

by
 t

he
 C

od
e 

is 
fu

lfi
lle

d.
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ap
pr

op
ria

te
 f

or
 t

he
 p

ur
po

se
 f

or
 

w
hi

ch
 

th
e 

el
ec

tro
ni

c 
do

cu
m

en
t 

w
as

 g
en

er
at

ed
 o

r 
co

m
m

un
ic

at
ed

, 
in

 
th

e 
lig

ht
 

of
 

al
l 

th
e 

ci
rc

um
st

an
ce

s, 
in

cl
ud

in
g 

an
y 

re
le

va
nt

 a
gr

ee
m

en
t; 

 

(c
) 

It 
is 

ne
ce

ss
ar

y 
fo

r 
th

e 
pa

rty
 

so
ug

ht
 t

o 
be

 b
ou

nd
, 

in
 o

rd
er

 t
o 

pr
oc

ee
d 

fu
rth

er
 

w
ith

 
th

e 
tra

ns
ac

tio
n,

 t
o 

ha
ve

 e
xe

cu
te

d 
or

 
pr

ov
id

ed
 th

e 
el

ec
tro

ni
c 

si
gn

at
ur

e;
 

an
d 

 

(d
) 

Th
e 

ot
he

r 
pa

rty
 i

s 
au

th
or

iz
ed

 
an

d 
en

ab
le

d 
to

 
ve

rif
y 

th
e 

el
ec

tro
ni

c 
si

gn
at

ur
e 

an
d 

to
 m

ak
e 

th
e 

de
ci

si
on

 t
o 

pr
oc

ee
d 

w
ith

 t
he

 
tra

ns
ac

tio
n 

au
th

en
tic

at
ed

 b
y 

th
e 

sa
m

e.
 

 
  4

.1
.4

.2
.2

 
R

el
ia

bl
e 

El
ec

tro
ni

c 
Si

gn
at

ur
e 

C
er

ta
in

 g
en

ui
ne

 e
xc

ep
tio

n 
is 

in
co

rp
or

at
ed

 
fo

r a
cc

ep
tin

g 
re

lia
bl

e 
el

ec
tro

ni
c 

si
gn

at
ur

e 
N

o 
su

ch
 p

ro
vi

si
on

 
R

ec
om

m
en

d 
in

cl
us

io
n 

of
 e

xc
ep

tio
ns

. 

 4
.1

.4
.3

 O
rig

in
al

 
W

he
n 

th
e 

la
w

 r
eq

ui
re

s 
in

fo
rm

at
io

n 
to

 b
e 

pr
es

en
te

d 
or

 r
et

ai
ne

d 
in

 th
e 

or
ig

in
al

 f
or

m
,  

th
at

 
re

qu
ire

m
en

t 
is 

m
et

 
by

 
th

e 
da

ta
 

m
es

sa
ge

/e
le

ct
ro

ni
c 

re
co

rd
s 

if:
   

(i)
 T

he
re

 e
xi

st
s a

 re
as

on
ab

le
 a

ss
ur

an
ce

 a
s 

to
 

th
e 

in
te

gr
ity

;
   

(ii
) 

Th
at

 t
he

 i
nf

or
m

at
io

n 
is 

ca
pa

bl
e 

of
 

be
in

g 
di

sp
la

ye
d 

to
 th

e 
pe

rs
on

 to
 w

ho
m

 it
 is

 
to

 b
e 

   
pr

es
en

te
d 

  

SE
C

. 
10

. 
O

rig
in

al
 D

oc
um

en
ts

. 
- 

(1
) 

W
he

re
 

th
e 

la
w

 
re

qu
ire

s 
in

fo
rm

at
io

n 
to

 b
e 

pr
es

en
te

d 
or

 
re

ta
in

ed
 i

n 
its

 o
rig

in
al

 f
or

m
, t

ha
t 

re
qu

ire
m

en
t 

is 
m

et
 

by
 

an
 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 
or

 
el

ec
tro

ni
c 

do
cu

m
en

t i
f: 

 
(a

) 
th

e 
in

te
gr

ity
 

of
 

th
e 

in
fo

rm
at

io
n 

fr
om

 th
e 

tim
e 

w
he

n 
it 

w
as

 f
irs

t 
ge

ne
ra

te
d 

in
 i

ts
 f

in
al

 
fo

rm
, 

as
 

an
 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 o
r 

el
ec

tro
ni

c 
do

cu
m

en
t 

Th
e 

se
ct

io
n 

co
m

pl
ie

s 
w

ith
 th

e 
pr

ov
is

io
n 

of
 th

e 
C

od
e.

  
Th

er
ef

or
e,

 
it 

do
es

 
no

t 
re

qu
ire

 
an

y 
ch

an
ge

s. 
O

th
er

 f
ac

to
rs

 a
re

 a
lso

 c
ov

er
ed

 
as

 
to

 
th

e 
cr

ite
ria

 
fo

r 
as

se
ss

in
g 

th
e 

in
te

gr
ity

 
of

 
th

e 
in

fo
rm

at
io

n,
 

an
d 

st
an

da
rd

 o
f r

el
ia

bi
lit

y.
 H

en
ce

, t
he

 A
ct

 is
 

w
el

l 
eq

ui
pp

ed
 

as
 

fa
r 

as
 

Is
su

es
 

of
 

“O
rig

in
al

ity
” 

ar
e 

co
nc

er
ne

d.
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is 
sh

ow
n 

by
 e

vi
de

nc
e 

al
ig

ne
d 

or
 

ot
he

rw
is

e;
 a

nd
  

(b
) 

W
he

re
 

it 
is 

re
qu

ire
d 

th
at

 
in

fo
rm

at
io

n 
be

 p
re

se
nt

ed
, t

ha
t t

he
 

in
fo

rm
at

io
n 

is 
ca

pa
bl

e 
of

 b
ei

ng
 

di
sp

la
ye

d 
to

 t
he

 p
er

so
n 

to
 w

ho
m

 
it 

is 
to

 b
e 

pr
es

en
te

d.
 

(2
) P

ar
ag

ra
ph

 (1
) a

pp
lie

s 
w

he
th

er
 

th
e 

re
qu

ire
m

en
t 

th
er

ei
n 

is 
in

 t
he

 
fo

rm
 o

f 
an

 o
bl

ig
at

io
n 

or
 w

he
th

er
 

th
e 

la
w

 
si

m
pl

y 
pr

ov
id

es
 

co
ns

eq
ue

nc
es

 f
or

 th
e 

in
fo

rm
at

io
n 

no
t b

ei
ng

 p
re

se
nt

ed
 o

r 
re

ta
in

ed
 in

 
its

 o
rig

in
al

 fo
rm

.  

(3
) 

Fo
r 

th
e 

pu
rp

os
es

 
of

 
su

bp
ar

ag
ra

ph
 

(a
) 

of
 

pa
ra

gr
ap

h 
(1

): 
 

(a
) 

th
e 

cr
ite

ria
 

fo
r 

as
se

ss
in

g 
in

te
gr

ity
 

sh
al

l 
be

 
w

he
th

er
 

th
e 

in
fo

rm
at

io
n 

ha
s 

re
m

ai
ne

d 
co

m
pl

et
e 

an
d 

un
al

te
re

d,
 

ap
ar

t 
fr

om
 

th
e 

ad
di

tio
n 

of
 

an
y 

en
do

rs
em

en
t 

an
d 

an
y 

ch
an

ge
 

w
hi

ch
 a

ris
es

 in
 th

e 
no

rm
al

 c
ou

rs
e 

of
 

co
m

m
un

ic
at

io
n,

 
st

or
ag

e 
an

d 
di

sp
la

y;
 a

nd
  

(b
) 

th
e 

st
an

da
rd

 
of

 
re

lia
bi

lit
y 

re
qu

ire
d 

sh
al

l 
be

 a
ss

es
se

d 
in

 t
he

 
lig

ht
 o

f t
he

 p
ur

po
se

 fo
r 

w
hi

ch
 th

e 
in

fo
rm

at
io

n 
w

as
 g

en
er

at
ed

 a
nd

 in
 

th
e 

lig
ht

 
of

 
al

l 
re

le
va

nt
 

ci
rc

um
st

an
ce

s. 
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4.

1.
5 

D
isp

at
ch

 
an

d 
re

ce
ip

t 
of

 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

 T
he

 ti
m

e 
of

 d
isp

at
ch

 o
f a

n 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

is 
w

he
n 

it 
le

av
es

 a
n 

in
fo

rm
at

io
n 

sy
st

em
 u

nd
er

 th
e 

co
nt

ro
l o

f 
th

e 
or

ig
in

at
or

.  
  If

 th
e 

m
es

sa
ge

 is
 s

en
t a

nd
 re

ce
iv

ed
 in

 th
e 

sa
m

e 
in

fo
rm

at
io

n 
sy

st
em

, t
he

n 
th

e 
tim

e 
of

 
di

sp
at

ch
 is

 w
he

n 
th

e 
m

es
sa

ge
 w

as
 

re
ce

iv
ed

.  
  T

he
 ti

m
e 

an
 e

le
ct

ro
ni

c 
co

m
m

un
ic

at
io

n 
is 

re
ce

iv
ed

 is
 w

he
n 

it 
is 

ca
pa

bl
e 

of
 b

ei
ng

 
re

tri
ev

ed
 b

y 
th

e 
ad

dr
es

se
e 

at
 a

n 
el

ec
tro

ni
c 

ad
dr

es
s d

es
ig

na
te

d 
by

 th
e 

ad
dr

es
se

e.
  

SE
C

. 2
1.

 T
im

e 
of

 D
isp

at
ch

 o
f 

El
ec

tro
ni

c 
D

at
a 

M
es

sa
ge

s o
r 

El
ec

tro
ni

c 
D

oc
um

en
ts

. -
 U

nl
es

s 
ot

he
rw

is
e 

ag
re

ed
 b

et
w

ee
n 

th
e 

or
ig

in
at

or
 a

nd
 th

e 
ad

dr
es

se
e,

 th
e 

di
sp

at
ch

 o
f a

n 
el

ec
tro

ni
c 

da
ta

 
m

es
sa

ge
 o

r e
le

ct
ro

ni
c 

do
cu

m
en

t 
oc

cu
rs

 w
he

n 
it 

en
te

rs
 a

n 
in

fo
rm

at
io

n 
sy

st
em

 o
ut

si
de

 th
e 

co
nt

ro
l o

f t
he

 o
rig

in
at

or
 o

r o
f t

he
 

pe
rs

on
 w

ho
 se

nt
 th

e 
el

ec
tro

ni
c 

da
ta

 m
es

sa
ge

 o
r e

le
ct

ro
ni

c 
do

cu
m

en
t o

n 
be

ha
lf 

of
 th

e 
or

ig
in

at
or

.  

SE
C

. 2
2.

 T
im

e 
of

 R
ec

ei
pt

 o
f 

El
ec

tro
ni

c 
D

at
a 

M
es

sa
ge

s o
r 

El
ec

tro
ni

c 
D

oc
um

en
ts

. -
 U

nl
es

s 
ot

he
rw

is
e 

ag
re

ed
 b

et
w

ee
n 

th
e 

or
ig

in
at

or
 a

nd
 th

e 
ad

dr
es

se
e,

 th
e 

tim
e 

of
 re

ce
ip

t o
f a

n 
el

ec
tro

ni
c 

da
ta

 m
es

sa
ge

 o
r e

le
ct

ro
ni

c 
do

cu
m

en
t i

s a
s f

ol
lo

w
s:

  

(a
) I

f t
he

 a
dd

re
ss

ee
 h

as
 d

es
ig

na
te

d 
an

 in
fo

rm
at

io
n 

sy
st

em
 fo

r t
he

 
pu

rp
os

e 
of

 re
ce

iv
in

g 
el

ec
tro

ni
c 

da
ta

 m
es

sa
ge

 o
r e

le
ct

ro
ni

c 
do

cu
m

en
t r

ec
ei

pt
 o

cc
ur

s a
t t

he
 

tim
e 

w
he

n 
th

e 
el

ec
tro

ni
c 

da
ta

 
m

es
sa

ge
 o

r e
le

ct
ro

ni
c 

do
cu

m
en

t 
en

te
rs

 th
e 

de
si

gn
at

ed
 in

fo
rm

at
io

n 
sy

st
em

: P
ro

vi
de

d,
 h

ow
ev

er
, t

ha
t i

f 
th

e 
or

ig
in

at
or

 a
nd

 th
e 

ad
dr

es
se

e 
ar

e 
bo

th
 p

ar
tic

ip
an

ts
 in

 th
e 

Th
ou

gh
 th

er
e 

is 
a 

pr
ov

isi
on

 fo
r d

isp
at

ch
 

an
d 

re
ce

ip
t 

of
 

El
ec

tro
ni

c 
co

m
m

un
ic

at
io

n,
 

th
e 

ru
le

 
ne

ce
ss

ar
ily

 
de

fe
rs

. 
Th

e 
di

sp
at

ch
 o

f 
da

ta
 m

es
sa

ge
 

(u
nl

ik
e 

el
ec

tro
ni

c 
C

om
m

un
ic

at
io

n 
in

 
th

e 
M

od
el

 C
od

e)
 i

s 
de

em
ed

 t
o 

oc
cu

r 
w

he
n 

su
ch

 
da

ta
 

m
es

sa
ge

 
en

te
rs

 
an

 
in

fo
rm

at
io

n 
sy

st
em

, 
w

he
re

as
 t

he
 C

od
e 

re
co

m
m

en
ds

 
th

at
 

th
e 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
is 

w
he

n 
it 

le
av

es
 a

n 
in

fo
rm

at
io

n 
sy

st
em

 u
nd

er
 th

e 
co

nt
ro

l o
f 

or
ig

in
at

or
.  

 Th
er

e 
is 

ne
ed

 
to

 
re

ac
h 

a 
co

m
m

on
 

gr
ou

nd
s f

or
 th

e 
sa

ke
 o

f h
ar

m
on

isa
tio

n.
  

 W
ith

 r
eg

ar
d 

to
 t

im
e 

of
 r

ec
ei

pt
 o

f 
th

e 
el

ec
tro

ni
c 

C
om

m
un

ic
at

io
n 

th
e 

se
c 

22
 (

a)
 s

ta
te

s 
“r

ec
ei

pt
 o

cc
ur

s 
at

 t
he

 t
im

e 
w

he
n 

th
e 

el
ec

tro
ni

c 
da

ta
 m

es
sa

ge
 o

r 
el

ec
tro

ni
c 

do
cu

m
en

t 
en

te
rs

 
th

e 
de

si
gn

at
ed

 
in

fo
rm

at
io

n 
sy

st
em

: P
ro

vi
de

d,
 h

ow
ev

er
 

th
at

 if
 t

he
 o

rig
in

at
or

 a
nd

 t
he

 a
dd

re
ss

ee
 

ar
e 

bo
th

 p
ar

tic
ip

an
ts

 i
n 

th
e 

de
si

gn
at

ed
 

in
fo

rm
at

io
n 

sy
st

em
, 

re
ce

ip
t 

oc
cu

rs
 a

t 
th

e 
tim

e 
w

he
n 

th
e 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 
or

 
el

ec
tro

ni
c 

do
cu

m
en

t 
is 

re
tri

ev
ed

 b
y 

th
e 

ad
dr

es
se

e”
.  
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de
si

gn
at

ed
 in

fo
rm

at
io

n 
sy

st
em

, 
re

ce
ip

t o
cc

ur
s a

t t
he

 ti
m

e 
w

he
n 

th
e 

el
ec

tro
ni

c 
da

ta
 m

es
sa

ge
 o

r 
el

ec
tro

ni
c 

do
cu

m
en

t i
s r

et
rie

ve
d 

by
 th

e 
ad

dr
es

se
e.

  

(b
) I

f t
he

 e
le

ct
ro

ni
c 

da
ta

 m
es

sa
ge

 
or

 e
le

ct
ro

ni
c 

do
cu

m
en

t i
s s

en
t t

o 
an

 in
fo

rm
at

io
n 

sy
st

em
 o

f t
he

 
ad

dr
es

se
e 

th
at

 is
 n

ot
 th

e 
de

si
gn

at
ed

 in
fo

rm
at

io
n 

 sy
st

em
, 

re
ce

ip
t o

cc
ur

s a
t t

he
 ti

m
e 

w
he

n 
th

e 
el

ec
tro

ni
c 

da
ta

 m
es

sa
ge

 o
r 

el
ec

tro
ni

c 
do

cu
m

en
t i

s r
et

rie
ve

d 
by

 th
e 

ad
dr

es
se

e;
  

(c
) I

f t
he

 a
dd

re
ss

ee
 h

as
 n

ot
 

de
si

gn
at

ed
 a

n 
in

fo
rm

at
io

n 
sy

st
em

, 
re

ce
ip

t o
cc

ur
s w

he
n 

th
e 

el
ec

tro
ni

c 
da

ta
 m

es
sa

ge
 o

r e
le

ct
ro

ni
c 

do
cu

m
en

t e
nt

er
s a

n 
in

fo
rm

at
io

n 
sy

st
em

 o
f t

he
 a

dd
re

ss
ee

. 

Th
es

e 
ru

le
s a

pp
ly

 
no

tw
ith

st
an

di
ng

 th
at

; t
he

 p
la

ce
 

w
he

re
 th

e 
in

fo
rm

at
io

n 
sy

st
em

 is
 

lo
ca

te
d 

m
ay

 b
e 

di
ff

er
en

t f
ro

m
 th

e 
pl

ac
e 

w
he

re
 th

e 
el

ec
tro

ni
c 

da
ta

 
m

es
sa

ge
 o

r e
le

ct
ro

ni
c 

do
cu

m
en

t 
is 

de
em

ed
 to

 b
e 

re
ce

iv
ed

.  
 Y

es
 th

er
e 

is 
a 

pr
ov

is
io

n 
 4

.1
.6

 S
co

pe
 o

f t
he

se
 p

ro
vi

si
on

s 
a.

 I
t o

pe
ra

te
s 

as
 a

 d
ef

au
lt 

ru
le

 i.
e.

 it
 d

oe
s 

no
t 

ov
er

rid
e 

an
y 

ex
ist

in
g 

ar
ra

ng
em

en
t 

be
tw

ee
n 

th
e 

pa
rti

es
 in

 r
el

at
io

n 
to

 t
he

 w
ay

 
th

at
 

a 
co

nt
ra

ct
 

w
ill

 
be

 
fo

rm
ed

. 

Se
c 

16
 o

n 
Fo

rm
at

io
n 

of
 c

on
tra

ct
 

st
ar

t w
ith

 “
 e

xc
ep

t o
th

er
w

is
e 

ag
re

ed
 u

po
n 

by
 th

e 
pa

rti
es

” 

Se
c 

16
 o

f t
he

 A
ct

 c
le

ar
ly

 r
es

pe
ct

s 
pa

rty
 

au
to

no
m

y.
 I

t 
fu

lfi
ls 

th
e 

se
ct

io
n 

(b
) 

of
 

th
e 

C
od

e.
 T

he
re

 a
re

 n
o 

pr
ov

isi
on

s 
fo

r 
im

pl
ie

d 
te

rm
s 

in
 c

on
tra

ct
s. 

N
or

 is
 th

er
e,
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b.
 

D
o 

no
t 

au
to

m
at

ic
al

ly
 

es
ta

bl
is

h 
th

e 
va

lid
ity

 o
f 

th
at

 e
le

ct
ro

ni
c 

tra
ns

ac
tio

n.
 I

t 
m

er
el

y 
pr

ov
id

es
 th

at
 th

e 
el

ec
tro

ni
c 

fo
rm

 o
f 

th
e 

tra
ns

ac
tio

n 
do

es
 n

ot
 m

ak
e 

it 
in

va
lid

 
c.

 T
he

 t
er

m
s 

of
 a

 c
on

tra
ct

 w
ill

 i
nc

lu
de

 
 T

he
 t

er
m

s 
th

e 
pa

rti
es

 h
av

e 
ag

re
ed

 t
o 

in
 

th
ei

r 
di

sc
us

si
on

s 
an

d 
w

rit
in

gs
 T

he
 te

rm
s 

im
pl

ie
d 

by
 th

e 
pr

es
en

t a
nd

 p
as

t 
co

nd
uc

t 
 T

he
 

te
rm

s 
im

pl
ie

d 
by

 
th

e 
in

du
st

ry
 

cu
st

om
s 

an
d 

pr
ac

tic
e

 T
he

 
te

rm
s 

im
pl

ie
d 

by
 

la
w

, 
su

ch
 

as
 

st
an

da
rd

s, 
by

 
co

m
m

er
ci

al
 

bo
di

es
, 

co
ns

um
er

 
pr

ot
ec

tio
n 

 
C

od
es

, 
et

c
d.

 E
le

ct
ro

ni
c 

co
nt

ra
ct

 i
s 

no
t 

co
ns

id
er

ed
 

w
ith

 i
n 

th
e 

sc
op

e 
of

 t
he

 M
od

el
 C

od
e 

w
he

re
 

it 
in

vo
lv

es
 

th
e 

su
bj

ec
t 

m
at

te
r 

co
nc

er
ni

ng
 

 
• 

Tr
an

sa
ct

io
n 

re
la

tin
g 

to
 p

er
so

na
l 

or
 

ho
us

eh
ol

d 
pu

rp
os

es
.  

• 
Tr

an
sa

ct
io

n 
on

 r
eg

ul
at

ed
 e

xc
ha

ng
e,

 
Fo

re
ig

n 
Ex

ch
an

ge
 

Tr
an

sa
ct

io
ns

, 
In

te
r-

Ba
nk

 
Pa

ym
en

t 
sy

st
em

s, 
In

te
r-

Ba
nk

 p
ay

m
en

t a
gr

ee
m

en
ts

 o
r 

cl
ea

ra
nc

e 
or

 
se

ttl
em

en
t 

sy
st

em
 

re
la

tin
g 

to
 

se
cu

rit
ie

s 
or

 
ot

he
r 

fin
an

ci
al

 
sy

st
em

s, 
tra

ns
fe

r 
or

 
se

cu
rit

y 
rig

ht
s 

in
 s

al
e,

 l
oa

n,
 o

r 
ho

ld
in

g 
of

 
or

 
ag

re
em

en
t 

to
 

re
pu

rc
ha

se
 

se
cu

rit
ie

s 
or

 
ot

he
r 

fin
an

ci
al

 
as

se
ts

 
or

 
in

st
ru

m
en

ts
 

he
ld

 w
ith

 a
n 

in
te

rm
ed

ia
ry

 

Se
ct

io
n 

16
 a

s s
ta

te
d 

ab
ov

e 
al

so
 

st
at

es
 th

at
 “

no
 c

on
tra

ct
 sh

al
l b

e 
de

ni
ed

 v
al

id
ity

 o
r e

nf
or

ce
ab

ili
ty

 
on

 th
e 

so
le

 g
ro

un
d 

th
at

 it
 is

 in
 th

e 
fo

rm
 o

f a
n 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 o
r e

le
ct

ro
ni

c 
do

cu
m

en
t, 

or
 th

at
 a

ny
 o

r a
ll 

of
 th

e 
el

em
en

ts
 

re
qu

ire
d 

un
de

r e
xi

st
in

g 
la

w
s f

or
 

th
e 

fo
rm

at
io

n 
of

 th
e 

co
nt

ra
ct

s i
s 

ex
pr

es
se

d,
 d

em
on

st
ra

te
d 

an
d 

pr
ov

ed
 b

y 
m

ea
ns

 o
f e

le
ct

ro
ni

c 
do

cu
m

en
ts

.”
 

    

an
y 

pr
ov

is
io

n 
th

at
 in

di
ca

te
s t

he
 sc

op
e 

of
 

th
e 

se
ct

io
n.

 T
hi

s 
ca

n 
be

 c
on

si
de

re
d 

as
 a

 
di

sa
dv

an
ta

ge
 

as
 

ot
he

r 
la

w
s 

th
at

 
do

 
re

qu
ire

 
ph

ys
ic

al
 

do
cu

m
en

ts
 

fo
r 

pu
rp

os
es

 
of

 
th

e 
re

gi
st

ra
tio

n 
of

 
im

m
ov

ab
le

 p
ro

pe
rty

 m
ay

 n
ee

d 
to

 b
e 

ch
an

ge
d.

 
 O

th
er

 la
w

s 
th

at
 a

re
 r

ec
om

m
en

de
d 

to
 b

e 
ex

cl
ud

ed
 

by
 

th
e 

C
od

e,
 

sh
ou

ld
 

be
 

ac
ce

pt
ed

 a
nd

 a
de

qu
at

e 
pr

ov
is

io
n 

to
 th

at
 

ef
fe

ct
 m

us
t b

e 
ad

de
d 

to
 th

e 
A

ct
.  

  
  T

he
re

fo
re

, t
he

re
 is

 a
 n

ee
d 

to
 a

do
pt

 th
e 

re
co

m
m

en
da

tio
n 

in
 th

e 
C

od
e 

an
d 

m
ak

e 
pr

ov
isi

on
 fo

r c
on

tra
ct

s t
ha

t a
re

 e
xc

lu
de

d 
fr

om
 

th
e 

pu
rv

ie
w

 
of

 
th

e 
A

ct
, 

af
te

r 
co

nd
uc

tin
g 

a 
su

rv
ey

 o
f 

th
e 

la
w

s 
th

at
 

m
ay

 n
ee

d 
su

ch
 e

xc
lu

si
on

. 
 A

dd
iti

on
 o

f 
ce

rta
in

 i
m

pl
ie

d 
pr

ov
is

io
n 

in
to

 th
e 

e-
co

nt
ra

ct
 m

us
t b

e 
ef

fe
ct

ed
, l

ik
e 

th
os

e 
te

rm
s 

th
at

 r
ef

le
ct

 t
he

 
in

du
st

ry
 

st
an

da
rd

s, 
an

d 
pr

ac
tic

e 
fo

r e
xa

m
pl

e.
  

 Th
e 

la
w

 c
ov

er
s 

bo
th

 c
om

m
er

ci
al

 a
nd

 
no

n-
co

m
m

er
ci

al
 

tra
ns

ac
tio

ns
, 

so
 

el
ec

tro
ni

c 
tra

ns
ac

tio
ns

 u
se

d 
fo

r 
no

n-
co

m
m

er
ci

al
 

pu
rp

os
es

 
sh

ou
ld

 
al

so
 

be
 

le
ga

lly
 re

co
gn

iz
ed

 a
s s

uc
h.

 

4.
1.

7 
Tr

ea
tin

g 
er

ro
r 

in
 e

le
ct

ro
ni

c 
co

nt
ra

ct
in

g 
ar

isi
ng

 
ou

t 
of

 
W

he
re

 a
 p

er
so

n 
ha

s m
ad

e 
an

 in
pu

t e
rr

or
 in

 
an

 e
le

ct
ro

ni
c 

co
m

m
un

ic
at

io
n 

w
ith

 a
n 

Se
c.

 1
9.

 E
rr

or
 o

n 
El

ec
tro

ni
c 

D
at

a 
M

es
sa

ge
 o

r E
le

ct
ro

ni
c 

D
oc

um
en

t. 
Th

e 
A

ct
 c

ov
er

s 
er

ro
rs

 in
 e

le
ct

ro
ni

c 
da

ta
 

m
es

sa
ge

s t
o 

so
m

e 
ex

te
nt

. N
ev

er
th

el
es

s, 
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co
m

m
un

ic
at

in
g 

w
ith

 a
n 

au
to

m
at

ed
 

in
fo

rm
at

io
n 

sy
st

em
 

au
to

m
at

ed
  i

nf
or

m
at

io
n 

sy
st

em
 b

el
on

gi
ng

 
to

 a
no

th
er

 p
ar

ty
, a

nd
 is

 n
ot

 g
iv

en
 a

n 
op

po
rtu

ni
ty

 to
 c

or
re

ct
 th

at
  e

rr
or

, t
ha

t 
pe

rs
on

 h
as

 th
e 

rig
ht

 to
 w

ith
dr

aw
 th

at
 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
if:

 
• T

he
 p

er
so

n 
no

tif
ie

s t
he

 o
th

er
 p

ar
ty

 o
f t

he
 

er
ro

r a
s s

oo
n 

as
 p

ra
ct

ic
ab

le
 a

fte
r 

di
sc

ov
er

in
g 

th
e 

er
ro

r; 
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5.1.2.4 Position of e-contracting in Singapore 

 

6.1 Singapore has widely encouraged e-commerce and has been one of the first countries 

in the world to give legal recognition to the electronic way of transaction, including 

digital signatures. It enacted its first Electronic Transaction law in July 1998, to provide a 

legal institution for electronic signatures, and which gives predictability and certainty to 

contracts formed electronically. The Singapore Electronic Transactions Act (ETA) 

follows closely the UNCITRAL Model Law on Electronic Commerce, which sets the 

framework for electronic laws in many countries. When the ETA was enacted, the 

Gardner Group even hailed Singapore's ETA as an "Asian Road Map for E-

Commerce"212. The ETA addresses the many issues including but not limited to contract 

formation and other connected matters. The Code (ETA) states as follows213: 

“Commercial Code for e-commerce transactions - The commerce Code for electronic 

transactions was enacted in order to create a predictable legal environment for EC and 

clearly define the rights and obligations of the transacting parties”. It also deals with legal 

aspects of electronic contracts, use of digital signatures, concerns for authentication and 

non-repudiation.  

 

                                                

212  Singapore’s Legal and Policy Environment for E-commerce, 
http://unpan1.un.org/intradoc/groups/public/documents/APCITY/UNPAN002010.pdf  [Accessed 20th 
September] 
 
213 Electronic Transaction Act, May 01, 2002,  www.ida.gov.sg (accessed on 20th Sep 2005) 
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6.2 The ETA defines an electronic signature as any letters, characters, numbers or other 

symbols in a digital form attached to or logically associated with an electronic record, 

and executed or adopted with the intention of authenticating or approving the electronic 

record. 

 

6.3 This wide definition includes digital watermarking, scanned image of handwritten 

signatures, digital signatures and biometric signatures as possible forms of electronic 

signature. Each type of electronic signature has a different level of security afforded to it. 

 

6.4 An important feature of the ETA is the provision for the following rebuttable 

presumptions relating to secure electronic records and secure electronic signatures that 

are appropriately verified: 

• the secure electronic record has not been altered since the specific point in time to 

which the secure status relates; 

• the secure electronic signature is the signature of the person to whom it correlates; and 

• the secure electronic signature was affixed by that person with the intention of signing 

or approving the electronic record. 

It specifies how a digital signature will be treated as a secure electronic signature, and 

how an electronic record signed with such a digital signature will be treated as a secure 

electronic signature.  

 

6.5 Currently, Singapore is conducting consultation spread in three stages through 

consultation papers. Infocom Development Authority of Singapore and the Attorney-
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General’s Chambers are in charge to undertake the same. The first stage is to deal with 

electronic contracting issues. The second stage is to deal with areas of exclusions under 

the legislation, and the third stage will deal with electronic signatures and certification 

authorities. Only the first two stages of the consultation have been released so far. In the 

first part of the consultation dealing with issues of electronic contracting in the ETA, 

feedback on six broad areas was sought: 

• The first area is in relation to party autonomy. The issues under consideration are 

whether the law should compel parties to accept offers and acceptances in the electronic 

form and whether there should be certain mandatory requirements in electronic 

contracting that are not open to variation by the parties. 

 

• The second area is in relation to the recognition of electronic signatures. The issue 

being considered is whether the UNCITRAL requirements in relation to function and 

reliability requirements are consistent with the provisions currently under the law. 

 

• The third area is in relation to the formation of contracts. The issues under consideration 

include whether there should be a provision relating to when offer and acceptance in the 

electronic world should take effect, and whether a proposal to enter into an electronic 

contract made to the world-at-large should be considered an invitation to make an offer. 

 

• The fourth area is in relation to the rules on time and place of dispatch and receipt. 
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The issue under review is whether the present rules should be amended to make it 

consistent with UNCITRAL regarding the control over the electronic message and the 

capability to retrieve messages rather than the information system being used. 

 

• The fifth area is in relation to automated systems. The issue under consideration is the 

status of electronic contracts resulting from the interaction with automated systems, as 

well as issues relating to errors made by a person in communication with an automated 

system. 

 

• The sixth area deals with miscellaneous issues such as the validity of incorporation of 

terms and conditions by reference in electronic communication, the manner in which 

originality of an electronic document is to be addressed, and whether legislation relating 

to the sale of goods in the physical world applies to electronic goods214. 

 

In the second part of the consultation on the exclusions under Section 4 of the ETA, the 

rationale behind the exclusions is considered and feedback is sought on whether the 

exclusions should be retained or modified. The recommendations in the consultation 

paper are that, no changes be made with respect to wills, negotiable instruments and 

documents of title. In addition, the following are considered: 

 

                                                

214 IDA, http://www.ida.gov.sg (accessed on 21st Sep 2005) and AGC,  http://www.agc.gov.sg (accessed 
21st September 2005) 
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• For indentures, it is recommended that secure electronic signatures may be allowed to 

satisfy the requirements of sealing a deed. 

• For trusts, the proposal is to limit the exclusion only to testamentary trusts and trusts 

relating to land. 

• For power of attorney, the consultation paper reflects that there are benefits to remove 

the exclusion, although some jurisdictions limit the exclusion to certain types of powers 

of attorney. 

• For transfer of immovable property, instead of a wide exclusion, consideration is being 

given to whether certain classes of people or types of land transactions should be 

allowed. 

• For carriage of goods (including documents of title and negotiable instruments). 

 

The consultation period for the first stage and the second stage has already concluded and 

the second stage closes in August215 Revision of the Computer Misuse and Singapore 

Evidence Act is also proposed216.  There is much legislation217 dealing with e-commerce 

issues in general; hence, a single legislation is desirable, instead of a piecemeal approach 

to solving legal issues, as this will help increase the trust and certainty amongst the 

participant of e-commerce further.  

 

                                                

215GOH Seow Hiong,,  National E-Commerce Legislation In Asia Pacific: The Case In Singapore 
www.unescap.org/tid/publication/tipub2348_part2ii.pdf (accessed 14th August 2005) 
216 AGC, http://www.agc.gov.sg/ accesed on 3th Jan 2006 
217   Electronic Transaction Act, Computer Misuse Act, Information Communication Technology Act  to 
name a few, 
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We can see from the above efforts that Singapore wants to amend its Electronic 

Transaction law, to match with the latest international development particularly inspired 

by the UNCITRAL Model laws including the UN Convention of Electronic Contracting.  

 

The table below provides a detail comparison and analysis of the actual sections 

concerning the contract formation and suggests suitable changes that are desirable in the 

light of the bigger vision of harmonised laws for e-commerce within ASEAN. It can be 

said with certainty that its aim to become an Asia’s e-commerce hub is achievable when 

considering its legal position and looking at the existing physical infrastructure suitable 

for such business activities to develop.  
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of

 
th

at
 

re
co

rd
; 

or
 b

. 
Th

e 
el

ec
tro

ni
c 

re
co

rd
 c

an
 b

e 
at

tri
bu

te
d 

to
 

th
e 

ac
tio

ns
 

of
 

a 
pe

rs
on

 w
ho

se
 re

la
tio

ns
hi

p 
w

ith
 th

e 
se

nd
er

 w
ou

ld
 e

na
bl

e 
th

at
 p

er
so

n 
to

 
ac

ce
ss

 
th

e 
se

nd
er

’s
 

co
m

pu
te

r 
sy

st
em

s 
su

ch
 

th
at

 
th

e 
re

co
rd

 
ap

pe
ar

s 
to

 
th

e 
re

ci
pi

en
t 

to
 

or
ig

in
at

e 
fr

om
 

th
e 

se
nd

er
. 

 It
 i

s 
pr

es
um

ed
 t

ha
t 

a 
m

es
sa

ge
 i

s 
se

nt
 b

y 
th

e 
se

nd
er

 i
f 

it’
s 

in
de

ed
 

se
nt

 
by

 
 a

. 
Th

e 
or

ig
in

at
or

 
hi

m
se

lf 
(A

),
 b

. 
If 

th
e 

m
es

sa
ge

 w
as

 s
en

t 
by

 
an

ot
he

r 
pe

rs
on

 a
ut

ho
riz

ed
 t

o 
ac

t 
on

 
hi

s 
be

ha
lf 

of
 

A
,

 c
. 

Th
e 

m
es

sa
ge

 w
as

 s
en

t 
by

 a
n 

in
fo

rm
at

io
n 

sy
st

em
 

pr
og

ra
m

m
ed

 
by

, 
or

 o
n 

be
ha

lf 
of

 t
he

 o
rig

in
at

or
 

to
 o

pe
ra

te
 a

ut
om

at
ic

al
ly

.  

13
. (

1)
 A

n 
el

ec
tro

ni
c 

re
co

rd
 is

 th
at

 
of

 th
e 

or
ig

in
at

or
 if

 it
 w

as
 s

en
t b

y 
th

e 
or

ig
in

at
or

 h
im

se
lf.

  
(2

) 
A

s 
be

tw
ee

n 
th

e 
or

ig
in

at
or

 a
nd

 
th

e 
ad

dr
es

se
e,

 a
n 

el
ec

tro
ni

c 
re

co
rd

 
is 

de
em

ed
 

to
 

be
 

th
at

 
of

 
th

e 
or

ig
in

at
or

 if
 it

 w
as

 se
nt

 —
  

(a
) 

by
 

a 
pe

rs
on

 
w

ho
 

ha
d 

th
e 

au
th

or
ity

 t
o 

ac
t 

on
 b

eh
al

f 
of

 t
he

 
or

ig
in

at
or

 
in

 
re

sp
ec

t 
of

 
th

at
 

el
ec

tro
ni

c 
re

co
rd

; o
r  

(b
) 

by
 

an
 

in
fo

rm
at

io
n 

sy
st

em
 

pr
og

ra
m

m
ed

 b
y 

or
 o

n 
be

ha
lf 

of
 

th
e 

or
ig

in
at

or
 

to
 

op
er

at
e 

au
to

m
at

ic
al

ly
.  

(3
) 

A
s 

be
tw

ee
n 

th
e 

or
ig

in
at

or
 a

nd
 

th
e 

ad
dr

es
se

e,
 

an
 

ad
dr

es
se

e 
is

 
en

tit
le

d 
to

 
re

ga
rd

 
an

 
el

ec
tro

ni
c 

re
co

rd
 

as
 

be
in

g 
th

at
 

of
 

th
e 

or
ig

in
at

or
 

an
d 

to
 

ac
t 

on
 

th
at

 
as

su
m

pt
io

n 
if 

—
  

(a
) 

in
 o

rd
er

 t
o 

as
ce

rta
in

 w
he

th
er

 
th

e 
el

ec
tro

ni
c 

re
co

rd
 w

as
 t

ha
t 

of
 

th
e 

or
ig

in
at

or
, 

th
e 

ad
dr

es
se

e 
pr

op
er

ly
 

ap
pl

ie
d 

a 
pr

oc
ed

ur
e 

pr
ev

io
us

ly
 

ag
re

ed
 

to
 

by
 

th
e 

or
ig

in
at

or
 fo

r t
ha

t p
ur

po
se

; o
r  

(b
) 

th
e 

da
ta

 m
es

sa
ge

 a
s 

re
ce

iv
ed

 
by

 th
e 

ad
dr

es
se

e 
re

su
lte

d 
fr

om
 th

e 
ac

tio
ns

 
of

 
a 

pe
rs

on
 

w
ho

se
 

re
la

tio
ns

hi
p 

w
ith

 t
he

 o
rig

in
at

or
 o

r 
w

ith
 a

ny
 a

ge
nt

 o
f 

th
e 

or
ig

in
at

or
 

en
ab

le
d 

th
at

 p
er

so
n 

to
 g

ai
n 

ac
ce

ss
 

to
 a

 m
et

ho
d 

us
ed

 b
y 

th
e 

or
ig

in
at

or
 

Th
e 

se
ct

io
n 

13
(1

) 
to

 (
3)

 i
n 

ET
A

 
co

ve
rs

 w
el

l t
he

 p
ro

vi
si

on
 a

s r
eq

ui
re

d 
by

 
th

e 
C

od
e.

 
H

en
ce

, 
re

qu
ire

 
no

 
am

en
dm

en
ts

.  
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to
 id

en
tif

y 
el

ec
tro

ni
c 

re
co

rd
s 

as
 it

s 
ow

n.
  

(4
) S

ub
se

ct
io

n 
(3

) s
ha

ll 
no

t a
pp

ly
  

(a
) 

fr
om

 
th

e 
tim

e 
w

he
n 

th
e 

ad
dr

es
se

e 
ha

s 
bo

th
 re

ce
iv

ed
 n

ot
ic

e 
fr

om
 

th
e 

or
ig

in
at

or
 

th
at

 
th

e 
el

ec
tro

ni
c 

re
co

rd
 is

 n
ot

 th
at

 o
f t

he
 

or
ig

in
at

or
, 

an
d 

ha
d 

re
as

on
ab

le
 

tim
e 

to
 a

ct
 a

cc
or

di
ng

ly
;  

(b
) i

n 
a 

ca
se

 w
ith

in
 s

ub
se

ct
io

n 
(3

) 
(b

) 
, 

at
 

an
y 

tim
e 

w
he

n 
th

e 
ad

dr
es

se
e 

kn
ew

 o
r 

ou
gh

t 
to

 h
av

e 
kn

ow
n,

 
ha

d 
it 

ex
er

ci
se

d 
re

as
on

ab
le

 c
ar

e 
or

 u
se

d 
an

y 
ag

re
ed

 
pr

oc
ed

ur
e,

 
th

at
 

th
e 

el
ec

tro
ni

c 
re

co
rd

 
w

as
 

no
t 

th
at

 
of

 
th

e 
or

ig
in

at
or

; o
r  

(c
) 

if,
 i

n 
al

l 
th

e 
ci

rc
um

st
an

ce
s 

of
 

th
e 

ca
se

, 
it 

is 
un

co
ns

ci
on

ab
le

 f
or

 
th

e 
ad

dr
es

se
e 

to
 

re
ga

rd
 

th
e 

el
ec

tro
ni

c 
re

co
rd

 a
s 

be
in

g 
th

at
 o

f 
th

e 
or

ig
in

at
or

 o
r 

to
 a

ct
 o

n 
th

at
 

as
su

m
pt

io
n.

  
(5

) 
W

he
re

 a
n 

el
ec

tro
ni

c 
re

co
rd

 i
s 

th
at

 o
f t

he
 o

rig
in

at
or

 o
r i

s 
de

em
ed

 
to

 b
e 

th
at

 o
f 

th
e 

or
ig

in
at

or
, o

r 
th

e 
ad

dr
es

se
e 

is 
en

tit
le

d 
to

 a
ct

 o
n 

th
at

 
as

su
m

pt
io

n,
 t

he
n,

 a
s 

be
tw

ee
n 

th
e 

or
ig

in
at

or
 a

nd
 t

he
 a

dd
re

ss
ee

, 
th

e 
ad

dr
es

se
e 

is 
en

tit
le

d 
to

 r
eg

ar
d 

th
e 

el
ec

tro
ni

c 
re

co
rd

 re
ce

iv
ed

 a
s b

ei
ng

 
w

ha
t 

th
e 

or
ig

in
at

or
 

in
te

nd
ed

 t
o 

se
nd

, 
an

d 
to

 
ac

t 
on

 
th

at
 

as
su

m
pt

io
n.

  
(6

) T
he

 a
dd

re
ss

ee
 is

 n
ot

 so
 e

nt
itl

ed
 

w
he

n 
th

e 
ad

dr
es

se
e 

kn
ew

 
or

 
sh

ou
ld

 
ha

ve
 

kn
ow

n 
ha

d 
th

e 
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ad
dr

es
se

e 
ex

er
ci

se
d 

re
as

on
ab

le
 

ca
re

 o
r u

se
d 

an
y 

ag
re

ed
 p

ro
ce

du
re

, 
th

at
 t

he
 t

ra
ns

m
iss

io
n 

re
su

lte
d 

in
 

an
y 

er
ro

r 
in

 t
he

 e
le

ct
ro

ni
c 

re
co

rd
 

as
 re

ce
iv

ed
.  

(7
) 

Th
e 

ad
dr

es
se

e 
is 

en
tit

le
d 

to
 

re
ga

rd
 

ea
ch

 
el

ec
tro

ni
c 

re
co

rd
 

re
ce

iv
ed

 a
s 

a 
se

pa
ra

te
 e

le
ct

ro
ni

c 
re

co
rd

 
an

d 
to

 
ac

t 
on

 
th

at
 

as
su

m
pt

io
n,

 e
xc

ep
t 

to
 t

he
 e

xt
en

t 
th

at
 

th
e 

ad
dr

es
se

e 
du

pl
ic

at
es

 
an

ot
he

r 
el

ec
tro

ni
c 

re
co

rd
 a

nd
 t

he
 

ad
dr

es
se

e 
kn

ew
 o

r 
sh

ou
ld

 h
av

e 
kn

ow
n 

ha
d 

th
e 

ad
dr

es
se

e 
ex

er
ci

se
d 

re
as

on
ab

le
 c

ar
e 

or
 u

se
d 

an
y 

ag
re

ed
 

pr
oc

ed
ur

e,
 

th
at

 
th

e 
el

ec
tro

ni
c 

re
co

rd
 w

as
 a

 d
up

lic
at

e.
 

4.
1.

4.
1 

W
rit

in
g 

W
rit

in
g 

A
 c

on
tra

ct
 o

r 
a 

co
m

m
un

ic
at

io
n 

th
at

 i
s 

re
qu

ire
d 

to
 b

e 
in

 w
rit

in
g 

sh
al

l n
ot

 b
e 

de
ni

ed
 v

al
id

ity
 if

 it
 is

 
in

 
th

e 
fo

rm
 

of
 

an
 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
th

at
 m

ai
nt

ai
ns

 i
ts

 
in

te
gr

ity
 a

nd
 re

lia
bi

lit
y 

an
d 

ca
n 

be
 

au
th

en
tic

at
ed

 s
o 

as
 t

o 
be

 u
sa

bl
e 

fo
r 

su
bs

eq
ue

nt
 

re
fe

re
nc

es
. 

A
 

re
lia

bl
e 

el
ec

tro
ni

c 
re

co
rd

 s
ho

ul
d 

sa
tis

fy
 c

er
ta

in
 l

eg
al

 r
eq

ui
re

m
en

ts
 

fo
r 

in
fo

rm
at

io
n 

to
 b

e 
in

 w
rit

te
n 

fo
rm

 
or

 
pr

es
en

te
d 

in
 

w
rit

in
g,

 
su

bj
ec

t t
o 

re
as

on
ab

le
 e

xc
ep

tio
ns

. 

Pa
rt 

II 
El

ec
tro

ni
c 

re
co

rd
s 

an
d 

el
ec

tro
ni

c 
si

gn
at

ur
e 

ge
ne

ra
lly

.  
A

rti
cl

e 
7 

sa
y 

w
he

re
 r

ul
e 

of
 l

aw
 

re
qu

ire
 i

nf
or

m
at

io
n 

to
 b

e 
w

rit
te

n 
in

 
w

rit
in

g,
 

to
 

be
 

pr
es

en
te

d 
in

 
w

rit
in

g 
or

 
pr

ov
id

es
 

ce
rta

in
 

co
ns

eq
ue

nc
es

 
if 

it 
is 

no
t, 

an
 

el
ec

tro
ni

c 
re

co
rd

s 
sa

tis
fie

s 
th

at
 

ru
le

 
of

 
la

w
 

if 
in

fo
rm

at
io

n 
co

nt
ai

ne
d 

in
 it

 is
 a

cc
es

si
bl

e 
so

 a
s 

to
 

be
 

us
ab

le
 

fo
r 

su
bs

eq
ue

nt
 

re
fe

re
nc

e 

Th
e 

se
ct

io
n 

co
ve

rs
 

th
e 

w
rit

in
g 

re
qu

ire
m

en
t 

as
 

in
 

th
e 

C
od

e.
 

A
cc

es
si

bi
lit

y 
an

d 
us

ab
le

 
fo

r 
su

bs
eq

ue
nt

 re
fe

re
nc

e 
is 

th
e 

cr
ite

ria
 

fo
r 

el
ec

tro
ni

c 
re

co
rd

 t
o 

fu
lfi

l 
th

e 
ru

le
 

on
 

w
rit

in
g.

 
H

ow
ev

er
, 

th
e 

C
od

e 
ad

ds
 tw

o 
m

or
e 

te
rm

s 
na

m
el

y 
R

el
ia

bi
lit

y 
an

d 
in

te
gr

ity
. 

Th
e 

in
cl

us
io

n 
of

 t
he

se
 t

w
o 

cr
ite

ria
 i

s 
ju

st
ifi

ed
 a

s 
it 

co
m

pl
et

el
y 

sa
tis

fie
s 

th
e 

ro
le

 w
rit

in
g 

ha
d 

in
 t

he
 o

ff
lin

e 
w

or
ld

 a
nd

 t
o 

ad
ap

t 
th

e 
sa

m
e 

in
 

on
lin

e 
w

or
ld

 i
s 

si
m

pl
y 

de
si

ra
bl

e.
 

H
en

ce
, 

an
 

am
en

dm
en

t 
to

 
th

at
 

ef
fe

ct
 is

 re
co

m
m

en
de

d.
 

 
4.

1.
4.

2 
Si

gn
at

ur
e 

A
n 

el
ec

tro
ni

c 
si

gn
at

ur
e 

m
ee

ts
 a

ll 
ex

ist
in

g 
re

qu
ire

m
en

ts
 

of
 

a 
ha

nd
w

rit
te

n 
Si

gn
at

ur
e 

 

. P
ar

t I
I a

rti
cl

e 
8 

sa
ys

 th
at

 w
he

re
 a

 
ru

le
 o

f 
la

w
 r

eq
ui

re
s 

a 
si

gn
at

ur
e 

or
 

pr
ov

id
es

 f
or

 a
 c

on
se

qu
en

ce
 i

f 
th

e 
do

cu
m

en
ts

 
ar

e 
no

t 
si

gn
ed

, 
an

 

R
eq

ui
re

 n
o 

am
en

dm
en

ts
, t

he
 

A
rti

cl
e 

re
co

gn
iz

es
 e

le
ct

ro
ni

c 
sig

na
tu

re
.  
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el
ec

tro
ni

c 
si

gn
at

ur
e 

sa
tis

fie
s 

th
at

 
ru

le
. 

 4
.1

.4
.2

.1
 E

le
ct

ro
ni

c 
si

gn
at

ur
es

 
. S

am
e 

as
 a

bo
ve

 
Sa

m
e 

as
 a

bo
ve

  
Sa

m
e 

as
 a

bo
ve

 
  4

.1
.4

.2
.2

 
R

el
ia

bl
e 

El
ec

tro
ni

c 
Si

gn
at

ur
e 

C
er

ta
in

 g
en

ui
ne

 e
xc

ep
tio

n 
sh

ou
ld

 
be

 
in

co
rp

or
at

ed
 

fo
r 

ac
ce

pt
in

g 
re

lia
bl

e 
el

ec
tro

ni
c 

si
gn

at
ur

e 
 

Se
cu

re
 e

le
ct

ro
ni

c 
si

gn
at

ur
e 

is 
th

e 
te

rm
 u

se
d:

 P
ar

t V
, A

rti
cl

e 
17

 a
nd

 
A

rti
cl

e 
18

 
 (1

) A
 P

re
sc

rib
ed

 s
ec

ur
ity

 
pr

oc
ed

ur
e 

or
 c

om
m

er
ci

al
ly

 
re

as
on

ab
le

 s
ec

ur
ity

 p
ro

ce
du

re
 

ag
re

ed
 to

 b
y 

th
e 

pa
rty

 p
ro

pe
rly

 
in

vo
lv

ed
 h

as
 b

ee
n 

ap
pl

ie
d 

to
 

el
ec

tro
ni

c 
re

co
rd

s t
o 

ve
rif

y 
th

at
 

th
e 

el
ec

tro
ni

c 
re

co
rd

s h
as

 n
ot

 b
ee

n 
al

te
re

d 
si

nc
e 

a 
sp

ec
ifi

c 
po

in
t i

n 
tim

e 
su

ch
 re

co
rd

 s
ha

ll 
be

 tr
ea

te
d 

as
 a

 se
cu

re
 e

le
ct

ro
ni

c 
re

co
rd

 fr
om

 
su

ch
 sp

ec
ifi

c 
po

in
t i

n 
tim

e 
to

 th
e 

tim
e 

of
 v

er
ifi

ca
tio

n.
 

 (2
) F

or
 th

e 
pu

rp
os

e 
of

 th
is 

se
ct

io
n 

an
d 

se
ct

io
n 

17
, a

 se
cu

rit
y 

pr
oc

ed
ur

e 
is 

co
m

m
er

ci
al

ly
 

re
as

on
ab

le
 d

et
er

m
in

e 
re

ga
rd

s t
o 

th
e 

pu
rp

os
e 

of
 th

e 
pr

oc
ed

ur
e 

an
d 

co
m

m
er

ci
al

 c
irc

um
st

an
ce

 a
t t

he
 

tim
e 

th
e 

pr
oc

ed
ur

e 
w

as
 u

se
d 

 
in

cl
ud

in
g:

 
 N

at
ur

e 
of

 th
e 

tra
ns

ac
tio

n 
so

ph
ist

ic
at

io
n 

of
 th

e 
pa

rti
es

 
th

e 
vo

lu
m

e 
of

 si
m

ila
r t

ra
ns

ac
tio

n 
en

ga
ge

d 
in

 e
ith

er
 o

r a
ll 

pa
rti

es
 th

e 
av

ai
la

bi
lit

y 
of

 th
e 

al
te

rn
at

iv
es

 
of

fe
re

d 
an

d 
re

je
ct

ed
 b

y 
th

e 
pa

rti
es

. 
Th

e 
co

st
 o

f a
lte

rn
at

iv
e 

pr
oc

ed
ur

e 
an

d 
th

e 
pr

oc
ed

ur
e 

in
 g

en
er

al
 u

se
 

  Se
cu

re
 E

le
ct

ro
ni

c 
Si

gn
at

ur
e 

is
 

m
en

tio
ne

d 
in

 t
he

 A
ct

 a
nd

 n
ot

 
re

lia
bl

e 
el

ec
tro

ni
c 

si
gn

at
ur

e.
 

Pr
es

um
pt

io
n 

of
 

in
te

gr
ity

 
an

d 
au

th
en

tic
ity

 
of

 
el

ec
tro

ni
c 

sig
na

tu
re

s 
ar

e 
re

co
gn

is
ed

 i
n 

th
e 

A
ct

. 
 N

o 
su

ch
 

ex
ce

pt
io

n 
as

 
re

co
m

m
en

de
d 

is 
m

en
tio

ne
d 

in
 th

e 
A

ct
. 
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fo
r s

im
ila

r k
in

ds
 o

f t
ra

ns
ac

tio
n.

 
A

rti
cl

e 
18

 re
fe

rs
 to

 th
e 

pr
es

um
pt

io
n 

of
 se

cu
re

 e
le

ct
ro

ni
c 

re
co

rd
s a

nd
 s

ig
na

tu
re

s. 
18

 (2
) 

cl
ea

rly
 st

at
es

 th
at

 “
 In

 a
ny

 
pr

oc
ee

di
ng

s i
nv

ol
vi

ng
 se

cu
re

 
El

ec
tro

ni
c 

Si
gn

at
ur

e,
 it

 sh
al

l b
e 

pr
es

um
e 

un
le

ss
 e

vi
de

nc
e 

to
 th

e 
co

nt
ra

ry
 is

 a
dd

uc
ed

 th
at

, (
a)

 
A

 s
ec

ur
e 

el
ec

tro
ni

c 
si

gn
at

ur
e 

is 
th

e 
si

gn
at

ur
e 

of
 th

e 
pe

rs
on

 to
 

w
ho

m
 it

 c
or

re
la

te
s, 

an
d.

, 
(b

) t
he

 s
ec

ur
e 

el
ec

tro
ni

c 
w

as
 

af
fix

ed
 b

y 
th

at
 p

er
so

n 
w

ith
 th

e 
in

te
nt

io
n 

si
gn

in
g 

or
 a

pp
ro

vi
ng

 th
e 

el
ec

tro
ni

c.
  

 4
.1

.4
.3

 O
rig

in
al

 
W

he
n 

th
e 

la
w

 
re

qu
ire

s 
in

fo
rm

at
io

n 
to

 
be

 
pr

es
en

te
d 

or
 

re
ta

in
ed

 
in

 
th

e 
or

ig
in

al
 

fo
rm

,  
th

at
 re

qu
ire

m
en

t i
s 

m
et

 b
y 

th
e 

da
ta

 
m

es
sa

ge
/e

le
ct

ro
ni

c 
re

co
rd

s 
if:

   
(i)

 
Th

er
e 

ex
ist

s 
a 

re
as

on
ab

le
 

as
su

ra
nc

e 
as

 
to

 
th

e 
in

te
gr

ity
;

   
(ii

) 
Th

at
 

th
e 

in
fo

rm
at

io
n 

is
 

ca
pa

bl
e 

of
 b

ei
ng

 d
isp

la
ye

d 
to

 t
he

 
pe

rs
on

 
to

 
w

ho
m

 
it 

is 
to

 
be

  
pr

es
en

te
d 

  

Se
c 

9 
(1

) R
et

en
tio

n 
of

 e
le

ct
ro

ni
c 

re
co

rd
s 

R
et

en
tio

n 
of

 e
le

ct
ro

ni
c 

re
co

rd
s 

9.
 —

(1
) W

he
re

 a
 ru

le
 o

f l
aw

 
re

qu
ire

s t
ha

t c
er

ta
in

 d
oc

um
en

ts
, 

re
co

rd
s o

r i
nf

or
m

at
io

n 
be

 re
ta

in
ed

, 
th

at
 re

qu
ire

m
en

t i
s s

at
isf

ie
d 

by
 

re
ta

in
in

g 
th

em
 in

 th
e 

fo
rm

 o
f 

el
ec

tro
ni

c 
re

co
rd

s i
f t

he
 fo

llo
w

in
g 

co
nd

iti
on

s a
re

 sa
tis

fie
d:

  
(a

) t
he

 in
fo

rm
at

io
n 

co
nt

ai
ne

d 
th

er
ei

n 
re

m
ai

ns
 a

cc
es

sib
le

 so
 a

s t
o 

be
 u

sa
bl

e 
fo

r s
ub

se
qu

en
t 

re
fe

re
nc

e;
  

(b
) t

he
 e

le
ct

ro
ni

c 
re

co
rd

 is
 

re
ta

in
ed

 in
 th

e 
fo

rm
at

 in
 w

hi
ch

 it
 

w
as

 o
rig

in
al

ly
 g

en
er

at
ed

, s
en

t o
r 

re
ce

iv
ed

, o
r i

n 
a 

fo
rm

at
 w

hi
ch

 c
an

 
be

 d
em

on
st

ra
te

d 
to

 re
pr

es
en

t 
ac

cu
ra

te
ly

 th
e 

in
fo

rm
at

io
n 

or
ig

in
al

ly
 g

en
er

at
ed

, s
en

t o
r 

Th
er

e 
is 

no
 p

ar
tic

ul
ar

 p
ro

vi
si

on
 

on
 

or
ig

in
al

ity
; 

ho
w

ev
er

, 
th

e 
es

se
nc

e 
of

 i
t 

is 
co

ve
re

d 
un

de
r 

th
e 

se
ct

io
n 

“R
et

en
tio

n 
of

 
el

ec
tro

ni
c 

re
co

rd
”.

 T
he

 a
ct

 a
lso

 
pr

ov
id

ed
 

ot
he

r 
re

st
ric

tio
n 

to
 

el
ec

tro
ni

c 
do

cu
m

en
t l

ik
e 

ge
tti

ng
 

th
e 

co
ns

en
t 

of
 t

he
 g

ov
er

nm
en

t 
et

c.
 

 Se
e 

s 
35

(1
) 

an
d 

se
ct

io
n 

65
/6

6/
67

, 
Ev

id
en

ce
 

A
ct

 
de

al
s 

w
ith

 c
on

ce
pt

 o
f O

rig
in

al
 

  T
he

 
C

od
e 

m
en

tio
ns

 
ab

ou
t 

m
ai

nt
ai

ni
ng

 in
te

gr
ity

 o
f 

el
ec

tro
ni

c 
re

co
rd

, t
he

 s
am

e 
is 

 a
ck

no
w

le
dg

ed
 

in
 

th
e 

A
ct

 
as

 
w

el
l 

bu
t 

us
in

g 
di

ff
er

en
t 

w
or

ds
 u

nd
er

 (
b)

 (
c)

 o
f 

th
e 

m
en

tio
ne

d 
se

ct
io

n 
w

hi
ch

 
re

qu
ire

 th
e 

ac
cu

ra
te

 in
fo

rm
at

io
n 

as
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re
ce

iv
ed

;  
(c

) s
uc

h 
in

fo
rm

at
io

n,
 if

 a
ny

, a
s 

en
ab

le
s t

he
 id

en
tif

ic
at

io
n 

of
 th

e 
or

ig
in

 a
nd

 d
es

tin
at

io
n 

of
 a

n 
el

ec
tro

ni
c 

re
co

rd
 a

nd
 th

e 
da

te
 a

nd
 

tim
e 

w
he

n 
it 

w
as

 se
nt

 o
r r

ec
ei

ve
d,

 
is 

re
ta

in
ed

; a
nd

  
(d

) T
he

 c
on

se
nt

 o
f t

he
 d

ep
ar

tm
en

t 
or

 m
in

ist
ry

 o
f t

he
 G

ov
er

nm
en

t, 
or

ga
n 

of
 S

ta
te

 o
r t

he
 st

at
ut

or
y 

co
rp

or
at

io
n 

w
hi

ch
 h

as
 

su
pe

rv
isi

on
 o

ve
r t

he
 re

qu
ire

m
en

t 
fo

r t
he

 re
te

nt
io

n 
of

 su
ch

 re
co

rd
s 

ha
s b

ee
n 

ob
ta

in
ed

. 

or
ig

in
al

ly
 c

re
at

ed
 a

s 
a 

sa
tis

fy
in

g 
fa

ct
or

 f
or

 r
et

en
tio

n 
of

 d
oc

um
en

t 
an

d 
or

ig
in

 o
f t

he
 e

le
ct

ro
ni

c 
re

co
rd

, 
da

te
 e

tc
  

ar
e 

al
so

 r
eq

ui
re

d 
w

hi
ch

  
sa

tis
fie

s 
th

e 
ru

le
 o

f 
“r

ea
so

na
bl

e 
as

su
ra

nc
e 

of
 in

te
gr

ity
” 

 
 H

en
ce

, 
th

e 
pr

ov
is

io
n 

pe
r 

se
 d

oe
s 

no
t r

eq
ui

re
 m

aj
or

 a
m

en
dm

en
ts

 b
ut

 
m

en
tio

ni
ng

 o
f 

th
e 

te
rm

 o
rig

in
al

ity
 

w
ou

ld
 b

e 
de

si
ra

bl
e.

  
C

on
se

nt
 o

f 
m

in
ist

ry
, 

go
ve

rn
m

en
t 

an
d 

co
rp

or
at

io
n 

m
us

t n
ot

 b
e 

de
m

an
de

d 
as

 it
 is

 n
ot

 i
n 

co
ns

on
an

t 
w

ith
 t

he
 

ef
fo

rts
 o

f h
ar

m
on

isa
tio

n 
of

 la
w

s. 
4.

1.
5 

D
isp

at
ch

 
an

d 
R

ec
ei

pt
 

of
 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
Th

e 
tim

e 
of

 
di

sp
at

ch
 

of
 

an
 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
is 

w
he

n 
it 

le
av

es
 a

n 
in

fo
rm

at
io

n 
sy

st
em

 
un

de
r t

he
 c

on
tro

l o
f t

he
 o

rig
in

at
or

. 
  If

 
th

e 
m

es
sa

ge
 

is
 

se
nt

 
an

d 
re

ce
iv

ed
 i

n 
th

e 
sa

m
e 

in
fo

rm
at

io
n 

sy
st

em
, 

th
en

 t
he

 t
im

e 
of

 d
isp

at
ch

 
is 

w
he

n 
th

e 
m

es
sa

ge
 w

as
 re

ce
iv

ed
. 

  T
he

 
tim

e 
an

 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

is 
re

ce
iv

ed
 

is
 

w
he

n 
it 

is 
ca

pa
bl

e 
of

 
be

in
g 

re
tri

ev
ed

 b
y 

th
e 

ad
dr

es
se

e 
at

 a
n 

el
ec

tro
ni

c 
ad

dr
es

s 
de

si
gn

at
ed

 b
y 

th
e 

ad
dr

es
se

e.
  

A
rti

cl
e 

15
 T

im
e 

an
d 

pl
ac

e 
of

 
di

sp
at

ch
 a

nd
 re

ce
ip

t 

U
nl

es
s o

th
er

w
is

e 
ag

re
ed

 to
 

be
tw

ee
n 

th
e 

or
ig

in
at

or
 a

nd
 th

e 
ad

dr
es

se
e,

 th
e 

di
sp

at
ch

 o
f a

n 
el

ec
tro

ni
c 

re
co

rd
 o

cc
ur

s w
he

n 
it 

en
te

rs
 a

n 
in

fo
rm

at
io

n 
sy

st
em

 
ou

ts
id

e 
th

e 
co

nt
ro

l o
f t

he
 

or
ig

in
at

or
 o

r t
he

 p
er

so
n 

w
ho

 se
nt

 
th

e 
el

ec
tro

ni
c 

re
co

rd
 o

n 
be

ha
lf 

of
 

th
e 

or
ig

in
at

or
.  

U
nl

es
s o

th
er

w
is

e 
ag

re
ed

 b
et

w
ee

n 
th

e 
or

ig
in

at
or

 a
nd

 th
e 

ad
dr

es
se

e,
 

th
e 

tim
e 

of
 re

ce
ip

t o
f a

n 
el

ec
tro

ni
c 

re
co

rd
 is

 d
et

er
m

in
ed

 a
s 

fo
llo

w
s: 

 

if 
th

e 
ad

dr
es

se
e 

ha
s d

es
ig

na
te

d 
an

 
in

fo
rm

at
io

n 
sy

st
em

 fo
r t

he
 

 T
he

 p
ro

vi
si

on
 o

n 
di

sp
at

ch
 o

f 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

or
 

el
ec

tro
ni

c 
re

co
rd

s 
co

ve
rs

 a
ll 

th
e 

pr
ov

isi
on

s 
re

qu
ire

d 
by

 th
e 

C
od

e.
 

Ex
ce

pt
 

th
at

, 
th

er
e 

ar
e 

di
ff

er
en

ce
s 

in
 

te
rm

in
ol

og
ie

s 
us

ed
. 

 Th
er

e 
ar

e 
pr

ov
isi

on
s 

fo
r 

de
te

rm
in

in
g 

th
e 

pl
ac

e 
of

 
di

sp
at

ch
 o

f 
el

ec
tro

ni
c 

re
co

rd
 a

s 
w

el
l. 

H
en

ce
, 

pr
ov

isi
on

 
in

 t
he

 
A

ct
 i

s 
co

m
pa

ct
 a

nd
 d

oe
s 

no
t 

re
qu

ire
 

an
y 

am
en

dm
en

t. 
H

ow
ev

er
, 

w
e 

ca
n 

se
e 

th
at

 t
hi

s 
se

ct
io

n 
ca

nn
ot

 b
e 

re
lie

d 
up

on
 

w
he

re
 a

 o
ff

er
or

 f
ai

ls 
to

 s
pe

ci
fy

 
w

he
n 

an
d 

ho
w

 
an

 
on

lin
e 

ac
ce

pt
an

ce
 b

ec
om

es
 e

ff
ec

tiv
e,

 it
 

is 
un

cl
ea

r 
w

he
th

er
 a

n 
e-

m
ai

l 
or

 
th

e 
au

to
m

at
ed

 
fo

rm
 

be
co

m
es

 
ef

fe
ct

iv
e 

on
 d

isp
at

ch
, 

or
 w

he
n 
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pu
rp

os
e 

of
 re

ce
iv

in
g 

el
ec

tro
ni

c 
re

co
rd

s, 
re

ce
ip

t o
cc

ur
s -

  

at
 th

e 
tim

e 
w

he
n 

th
e 

el
ec

tro
ni

c 
re

co
rd

 e
nt

er
s t

he
 d

es
ig

na
te

d 
in

fo
rm

at
io

n 
sy

st
em

; o
r  

if 
th

e 
el

ec
tro

ni
c 

re
co

rd
 is

 s
en

t t
o 

an
 in

fo
rm

at
io

n 
sy

st
em

 o
f t

he
 

ad
dr

es
se

e 
th

at
 is

 n
ot

 th
e 

de
si

gn
at

ed
 in

fo
rm

at
io

n 
sy

st
em

, a
t 

th
e 

tim
e 

w
he

n 
th

e 
el

ec
tro

ni
c 

re
co

rd
 is

 re
tri

ev
ed

 b
y 

th
e 

ad
dr

es
se

e;
 o

r  

if 
th

e 
ad

dr
es

se
e 

ha
s n

ot
 

de
si

gn
at

ed
 a

n 
in

fo
rm

at
io

n 
sy

st
em

, r
ec

ei
pt

 o
cc

ur
s w

he
n 

th
e 

el
ec

tro
ni

c 
re

co
rd

 e
nt

er
s a

n 
in

fo
rm

at
io

n 
sy

st
em

 o
f t

he
 

ad
dr

es
se

e.
  

Su
bs

ec
tio

n 
(2

) s
ha

ll 
ap

pl
y 

no
tw

ith
st

an
di

ng
 th

at
, t

he
 p

la
ce

 
w

he
re

 th
e 

in
fo

rm
at

io
n 

sy
st

em
 is

 
lo

ca
te

d 
m

ay
 b

e 
di

ff
er

en
t f

ro
m

 th
e 

pl
ac

e 
w

he
re

 th
e 

el
ec

tro
ni

c 
re

co
rd

 
is 

de
em

ed
 to

 b
e 

re
ce

iv
ed

 u
nd

er
 

su
bs

ec
tio

n 
(4

). 
 

U
nl

es
s o

th
er

w
is

e 
ag

re
ed

 b
et

w
ee

n 
th

e 
or

ig
in

at
or

 a
nd

 th
e 

ad
dr

es
se

e,
 

an
 e

le
ct

ro
ni

c 
re

co
rd

 is
 d

ee
m

ed
 to

 
be

 d
isp

at
ch

ed
 a

t t
he

 p
la

ce
 w

he
re

 
th

e 
or

ig
in

at
or

 h
as

 it
s p

la
ce

 o
f 

bu
sin

es
s, 

an
d 

is 
de

em
ed

 to
 b

e 

re
ce

iv
ed

 b
y 

th
e 

re
ci

pi
en

t 
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re
ce

iv
ed

 a
t t

he
 p

la
ce

 w
he

re
 th

e 
ad

dr
es

se
e 

ha
s i

ts
 p

la
ce

 o
f 

bu
sin

es
s. 

 

Fo
r t

he
 p

ur
po

se
s o

f t
hi

s s
ec

tio
n 

if 
th

e 
or

ig
in

at
or

 o
r t

he
 a

dd
re

ss
ee

 
ha

s m
or

e 
th

an
 o

ne
 p

la
ce

 o
f 

bu
sin

es
s, 

th
e 

pl
ac

e 
of

 b
us

in
es

s i
s 

th
at

 w
hi

ch
 h

as
 th

e 
cl

os
es

t 
re

la
tio

ns
hi

p 
to

 th
e 

un
de

rly
in

g 
tra

ns
ac

tio
n 

or
, w

he
re

 th
er

e 
is 

no
 

un
de

rly
in

g 
tra

ns
ac

tio
n,

 th
e 

pr
in

ci
pa

l p
la

ce
 o

f b
us

in
es

s;
  

if 
th

e 
or

ig
in

at
or

 o
r t

he
 a

dd
re

ss
ee

 
do

es
 n

ot
 h

av
e 

a 
pl

ac
e 

of
 b

us
in

es
s, 

re
fe

re
nc

e 
is 

to
 b

e 
m

ad
e 

to
 th

e 
us

ua
l p

la
ce

 o
f r

es
id

en
ce

; a
nd

  

"u
su

al
 p

la
ce

 o
f r

es
id

en
ce

", 
in

 
re

la
tio

n 
to

 a
 b

od
y 

co
rp

or
at

e,
 

m
ea

ns
 th

e 
pl

ac
e 

w
he

re
 it

 is
 

in
co

rp
or

at
ed

 o
r o

th
er

w
is

e 
le

ga
lly

 
co

ns
tit

ut
ed

.  

Th
is 

se
ct

io
n 

sh
al

l n
ot

 a
pp

ly
 to

 
su

ch
 c

irc
um

st
an

ce
s a

s t
he

 
M

in
ist

er
 m

ay
 b

y 
re

gu
la

tio
ns

 
pr

es
cr

ib
e.

  

 
 4

.1
.6

 S
co

pe
 o

f t
he

se
 p

ro
vi

si
on

s 
 a

. I
t o

pe
ra

te
s 

as
 a

 d
ef

au
lt 

ru
le

 i.
e.

 
it 

do
es

 n
ot

 o
ve

rr
id

e 
an

y 
ex

ist
in

g 
ar

ra
ng

em
en

t 
be

tw
ee

n 
th

e 
pa

rti
es

 
in

 
re

la
tio

n 
to

 
th

e 
w

ay
 

th
at

 
a 

Pa
rt 

11
 a

nd
 IV

  w
ill

 n
ot

 a
pp
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5.1.2.5  Position of e contracting in Thailand: 

 

Thailand has newly formulated the IT 2010 policy which among other things aims to 

strengthen the infrastructure for e-commerce including the legal infrastructure.218 The 

National Electronics and Computer Technology Center (NECTEC) and The National 

Information Technology Committee (NITC) are the two bodies responsible for the 

development of e-commerce in general. NECTEC has been working on issues relating to 

electronic commerce in three main areas: developing the electronic commerce framework 

for Thailand, drafting six IT laws, and drafting technical specifications and 

recommendations and the later mainly concentrates on supervising the IT development of 

Thailand and assigned NECTEC to develop an electronic commerce framework 

suggesting the roles and responsibilities of government agencies.  The six laws that were 

planned to be drafted are Data Protection Law, Computer Crime Law, Electronic Data 

Interchange Law, Digital Signature Law, Electronic Funds Transfer Law and Universal 

Access Law. The six laws are meant to provide the infrastructure for doing electronic 

commerce and enhance confidence among the members of the electronic transaction 

playfield with strict regard to rules and etiquette for fair play.  

 

However, only one out of those six drafts is passed and has come in effect, namely: 

Electronic Transaction Act B.E. 2544 (2001). Moreover, to provide a legal infrastructure 

                                                

218Somnuk Keretho, Ph.D, Paisan Limstit, E commerce Organisation, e-Commerce the Way of Business in 
Thailand, 2002, http://www.ecommerce.or.th/APEC-
Workshop2002/ppt/pdf/ec_way_business_in_Thailand.pdf  (accessed 20th March 2005).  
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for e-commerce NITC launched an IT Law Development Project in 1997 which among 

the many, strives to facilitate the electronic commerce environment in Thailand. Since, at 

present there are no fundamental laws that support electronic business transactions, it is 

vital to promulgate IT law as a crucial legal national infrastructure and thereby create 

business incentives to attract foreign investment. 

 

Having fundamental laws such as the Electronic Data Interchange Law, the Digital 

Signature Law and the Electronic Funds Transfer Law will definitely attract foreign 

investors to Thailand. As a means of promoting confidence to foreign investors, they can 

be assured that their data and their fundamental rights will be protected under the Data 

Protection Law and the Computer Crime Law219.   

The Electronic Transaction Act 2001 applies to online contracts. It takes the functional 

equivalent approach recommended by the UNITRAL Model Code. It also follows the 

principle of party autonomy and freedom of contract. Most of the provision in the 

"Electronic Transaction Act" of 2001 deals explicitly with electronic trading and 

electronic transactions and the Act is legally binding on all kinds of E-Commerce such as 

B2B, B2C, and B2G. It effectively provides a high level of security and thereby raises the 

consumer confidence in this sector. Moreover, enhanced level of security is needed for 

                                                

219 Thaweesak Koanantakool, Ph.D,  
NECTEC, Electronic Commerce Development in Thailand, May 22, 1999 , 
http://www.nectec.or.th/users/htk/e-commerce/intro.html (accessed 21st September 2005) 
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B2B transactions for not only trading data or communications online but also to allow 

processes in a paperless environment such as negotiating and finalizing contracts220. 

Thailand is classified as a country predominantly following civil law system but she does 

borrow certain common law principles in few cases. Therefore, the same conditions as 

are applicable to a civil law system are applicable in case of formation of contract in 

Thailand. Though there is a specific Act for securing electronic transaction, the Act has a 

clause which says that anything not covered by the ETA would be covered by the Civil & 

Commercial Code (CCC) which primarily governs the transaction of private nature in 

Thailand. CCC is amended from time to time to cope with social and economic changes. 

CCC however retains the principle of freedom of contract or party autonomy intact221. 

This means, parties have autonomy in concluding an agreement, so long as the purpose of 

the agreement is not prohibited by law or contrary to good morals, or against public 

policy.  

Like other jurisdictions, the general rule of contract under the CCC is that a contract is 

concluded and binding where the offer is accepted and the acceptance is communicated 

from the offeree to the offeror. The postal rule under the common law tradition is not 

imported into Thai legal system. As per S 4 of the CCC it is understood that the CCC will 

have jurisdiction over all cases that come within the letter or the spirit of any of its 

                                                

220Oraphan oonyalug, Strategies, Industry Sector Analysis on e-commerce in Thailand. US and Foreign 
Commercial States and US states Department, 2004, http://strategis.ic.gc.ca/epic/internet/inimr-
ri.nsf/fr/gr127360f.html (accessed on 21st September 2005) 
 
221 S.149-151 of the CCC provides:"S.149 Juristic acts are voluntary lawful acts the immediate purpose of 
which is to establish between persons juristic relations, to create, modify, transfer, preserve or extinguish 
rights.  S.150 An act is void if its object is expressly prohibited by law or is impossible, or is contrary to 
public order or good morals, 
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provisions. Where no provision is applicable, the case shall be decided according to the 

local custom. If there is no such custom, the case shall be decided by analogy to the 

provision most nearly applicable, and in default of such provision, by the general 

principles of law.  

There are no judicial decisions so far to see the effectiveness of the Electronic 

Transaction Act. The Electronic Transaction Act follows closely the UNCITRAL Models 

in both E-commerce and Digital signature. The Act is comprehensive in most ways.  An 

analysis of the provisions and its effectiveness in terms of letter of the law can is given 

below in the table, where the ETA is compared with the Model Electronic Transaction 

Code. 
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ea
ns

 o
f 

el
ec

tro
ni

c 
re

co
rd

s 
or

 
el

ec
tro

ni
c 

da
ta

 
m

es
sa

ge
s.

  E
le

ct
ro

ni
c 

C
on

tra
ct

 
ca

n 
be

 
fo

rm
ed

 b
y 

co
nd

uc
t; 

ex
am

pl
e 

is
 

cl
ic

k 
w

ra
p 

ag
re

em
en

ts
  

ex
pr

es
se

d 
by

 m
ea

ns
 o

f a
 d

at
a 

m
es

sa
ge

. A
 c

on
tra

ct
 sh

al
l n

ot
 b

e 
de

ni
ed

 le
ga

l e
ff

ec
t s

ol
el

y 
on

 th
e 

gr
ou

nd
s t

ha
t s

uc
h 

of
fe

r o
r 

ac
ce

pt
an

ce
 is

 m
ad

e 
in

 th
e 

fo
rm

 o
f 

a 
da

ta
 m

es
sa

ge
. 

  S
ec

tio
n 

19
. I

n 
th

e 
ca

se
 w

he
re

 a
n 

ac
kn

ow
le

dg
em

en
t 

of
 r

ec
ei

pt
 o

f 
a 

da
ta

 m
es

sa
ge

 i
s 

re
qu

ire
d 

w
he

th
er

 
at

 t
he

 r
eq

ue
st

 o
f 

th
e 

or
ig

in
at

or
 o

r 
as

 
ag

re
ed

 
w

ith
 

th
e 

ad
dr

es
se

e 
be

fo
re

 o
r 

at
 t

he
 t

im
e 

of
 s

en
di

ng
 

su
ch

 d
at

a 
m

es
sa

ge
 o

r 
as

 a
pp

ea
re

d 
in

 th
at

 d
at

a 
m

es
sa

ge
, t

he
 fo

llo
w

in
g 

ru
le

s 
sh

al
l 

ap
pl

y:
   

   
   

 (1
) 

w
he

re
 th

e 
or

ig
in

at
or

 h
as

 
no

t 
ag

re
ed

 
th

at
 

th
e 

ac
kn

ow
le

dg
em

en
t 

be
 g

iv
en

 i
n 

a 
pa

rti
cu

la
r 

fo
rm

 o
r 

by
 a

 p
ar

tic
ul

ar
 

m
et

ho
d,

 a
n 

ac
kn

ow
le

dg
em

en
t m

ay
 

be
 g

iv
en

 b
y 

an
y 

co
m

m
un

ic
at

io
n 

by
 t

he
 a

dd
re

ss
ee

, 
w

he
th

er
 b

y 
an

 
au

to
m

at
ed

 i
nf

or
m

at
io

n 
sy

st
em

 o
r 

by
 a

ny
 o

th
er

 m
et

ho
d,

 o
r 

by
 a

ny
 

co
nd

uc
t o

f t
he

 a
dd

re
ss

ee
 s

uf
fic

ie
nt

 
to

 i
nd

ic
at

e 
to

 t
he

 o
rig

in
at

or
 t

ha
t 

th
e 

ad
dr

es
se

e 
ha

s r
ec

ei
ve

d 
th

e 
da

ta
 

m
es

sa
ge

. 
 

da
ta

 
m

es
sa

ge
s 

ar
e 

no
t 

re
co

gn
iz

ed
. W

he
n 

w
e 

lo
ok

 a
t 

th
e 

de
fin

iti
on

 
of

 
da

ta
 

m
es

sa
ge

 
an

d 
co

nt
ra

st
 

it 
w

ith
 

th
e 

C
od

e’
s 

de
fin

iti
on

 
of

 
el

ec
tro

ni
c 

da
ta

 
m

es
sa

ge
 it

 is
 a

lm
os

t t
he

 sa
m

e.
  

 “D
at

a 
m

es
sa

ge
” 

in
 t

he
 A

ct
 m

ea
ns

 
in

fo
rm

at
io

n 
ge

ne
ra

te
d,

 
se

nt
, 

re
ce

iv
ed

, 
 st

or
ed

 o
r 

pr
oc

es
se

d 
by

 e
le

ct
ro

ni
c 

m
ea

ns
, 

su
ch

, 
as

 
el

ec
tro

ni
c 

da
ta

 
in

te
rc

ha
ng

e 
(E

D
I),

 e
le

ct
ro

ni
c 

m
ai

l, 
te

le
gr

am
, 

te
le

x 
or

 
fa

cs
im

ile
; 

 Th
e 

de
fin

iti
on

 
of

 
th

e 
C

od
e 

on
 

el
ec

tro
ni

c 
da

ta
 

m
es

sa
ge

 
is

 
“e

le
ct

ro
ni

c 
da

ta
 m

es
sa

ge
” 

m
ea

ns
 

in
fo

rm
at

io
n 

ge
ne

ra
te

d,
 

se
nt

, 
re

ce
iv

ed
 o

r 
st

or
ed

 b
y 

el
ec

tro
ni

c,
 

op
tic

al
 o

r 
si

m
ila

r 
m

ea
ns

 in
cl

ud
in

g,
 

bu
t 

no
t 

lim
ite

d 
to

, 
el

ec
tro

ni
c 

da
ta

 
in

te
rc

ha
ng

e 
(E

D
I),

 e
le

ct
ro

ni
c 

m
ai

l, 
te

le
gr

am
, 

te
le

x 
or

 
te

le
co

py
. 

H
ow

ev
er

 e
le

ct
ro

ni
c 

re
co

rd
s 

ar
e 

no
t 

in
cl

ud
ed

 th
er

ef
or

e 
th

e 
sa

m
e 

sh
ou

ld
 

be
 in

cl
ud

ed
 w

he
re

ve
r d

at
a 

m
es

sa
ge

 
is 

us
ed

 in
 th

e 
A

ct
. 

 A
bo

ut
 t

he
 c

on
du

ct
 a

s 
a 

fo
rm

 o
f 

ac
ce

pt
an

ce
 i

t 
ca

n 
be

 s
ai

d 
th

at
 t

he
 

A
ct

 i
s 

an
 u

nc
le

ar
 o

n 
th

is 
iss

ue
. 

Se
ct

io
n 

19
 

ac
ce

pt
s 

ac
kn

ow
le

dg
em

en
t o

f a
n 

of
fe

r t
o 

be
 

m
ad

e 
by

 c
on

du
ct

. H
ow

ev
er

 it
 is

 n
ot

 
cl

ea
r, 

if 
of

fe
r 

or
 a

cc
ep

ta
nc

e 
ca

n 
its

el
f 

be
 m

ad
e 

by
 c

on
du

ct
. 

H
en

ce
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th
er

e 
is 

a 
ne

ed
 t

o 
ad

op
t 

sp
ec

ifi
c 

te
rm

s 
as

 
re

co
m

m
en

de
d 

by
 

th
e 

C
od

e.
  

  
4.

1.
3 

A
ttr

ib
ut

io
n/

no
n 

re
pu

di
at

io
n 

  
A

 re
ci

pi
en

t o
f a

n 
el

ec
tro

ni
c 

re
co

rd
 

w
ill

 b
e 

en
tit

le
d 

to
 a

ss
um

e 
th

at
 th

e 
el

ec
tro

ni
c 

re
co

rd
 w

as
 s

en
t 

by
 t

he
 

se
nd

er
 

an
d 

to
 

ac
t 

on
 

it 
if:

 a
. 

H
e/

sh
e 

ha
s 

ap
pl

ie
d 

an
 a

gr
ee

d 
pr

oc
ed

ur
e 

to
 

as
ce

rta
in

 
th

e 
au

th
en

tic
ity

 
of

 
th

at
 

re
co

rd
; 

or
 b

. 
Th

e 
el

ec
tro

ni
c 

re
co

rd
 c

an
 b

e 
at

tri
bu

te
d 

to
 

th
e 

ac
tio

ns
 

of
 

a 
pe

rs
on

 w
ho

se
 re

la
tio

ns
hi

p 
w

ith
 th

e 
se

nd
er

 w
ou

ld
 e

na
bl

e 
th

at
 p

er
so

n 
to

 
ac

ce
ss

 
th

e 
se

nd
er

’s
 

co
m

pu
te

r 
sy

st
em

s 
su

ch
 

th
at

 
th

e 
re

co
rd

 
ap

pe
ar

s 
to

 
th

e 
re

ci
pi

en
t 

to
 

or
ig

in
at

e 
fr

om
 

th
e 

se
nd

er
. 

 It
 i

s 
pr

es
um

ed
 t

ha
t 

a 
m

es
sa

ge
 i

s 
se

nt
 b

y 
th

e 
se

nd
er

 i
f 

it’
s 

in
de

ed
 

se
nt

 
by

 
 a

. 
Th

e 
or

ig
in

at
or

 
hi

m
se

lf 
(A

),
 b

. 
If 

th
e 

m
es

sa
ge

 w
as

 s
en

t 
by

 
an

ot
he

r 
pe

rs
on

 a
ut

ho
riz

ed
 t

o 
ac

t 
on

 
hi

s 
be

ha
lf 

of
 

A
,

 c
. 

Th
e 

m
es

sa
ge

 w
as

 s
en

t 
by

 a
n 

in
fo

rm
at

io
n 

sy
st

em
 

pr
og

ra
m

m
ed

 
by

, 
or

 o
n 

be
ha

lf 
of

 t
he

 o
rig

in
at

or
 

to
 o

pe
ra

te
 a

ut
om

at
ic

al
ly

.  

Se
ct

io
n 

15
. W

ho
ev

er
 se

nd
s a

 d
at

a 
m

es
sa

ge
 b

y 
w

ha
te

ve
r m

ea
ns

, i
t 

sh
al

l b
e 

de
em

ed
 th

at
 th

e 
da

ta
 

m
es

sa
ge

 b
el

on
gs

 to
 su

ch
 p

er
so

n.
 

A
s b

et
w

ee
n 

th
e 

or
ig

in
at

or
 a

nd
 th

e 
ad

dr
es

se
e,

 a
 d

at
a 

m
es

sa
ge

 is
 

de
em

ed
 to

 b
e 

th
at

 o
f t

he
 o

rig
in

at
or

 
if 

it 
is 

se
nt

 b
y:

 
   

   
   

 (1
) a

 p
er

so
n 

w
ho

 is
 

au
th

or
iz

ed
 to

 a
ct

 o
n 

be
ha

lf 
of

 th
e 

or
ig

in
at

or
 in

 re
sp

ec
t o

f t
ha

t d
at

a 
m

es
sa

ge
; o

r 
   

   
   

 (2
) a

n 
in

fo
rm

at
io

n 
sy

st
em

 
pr

og
ra

m
m

ed
 to

 o
pe

ra
te

 
au

to
m

at
ic

al
ly

 in
 a

dv
an

ce
, b

y 
th

e 
or

ig
in

at
or

 o
r a

 p
er

so
n 

au
th

or
iz

ed
 

to
 a

ct
 o

n 
be

ha
lf 

of
 th

e 
or

ig
in

at
or

.  

 

Th
e 

se
ct

io
n 

co
ve

rs
 a

lm
os

t 
ev

er
y 

as
pe

ct
 

in
 

th
e 

C
od

e 
bu

t 
us

es
 

di
ff

er
en

t 
te

rm
s. 

El
ec

tro
ni

c 
re

co
rd

s 
ar

e 
co

ve
re

d 
un

de
r 

th
e 

C
od

e 
w

he
re

as
 t

he
 A

ct
 d

ea
ls 

w
ith

 o
nl

y 
da

ta
 M

es
sa

ge
s. 

A
ttr

ib
ut

io
ns

 o
f 

th
e 

da
ta

 
m

es
sa

ge
 

ar
e 

no
t 

co
ve

re
d.

 
Th

er
ef

or
e 

Se
ct

io
n 

(b
) 

of
 t

he
 C

od
e 

m
us

t b
e 

in
co

rp
or

at
ed

 in
to

 th
e 

A
ct

. 
 

4.
1.

4 
Fo

rm
 

re
qu

ire
m

en
t 

of
 

co
nt

ra
ct

s 
 

 
 

4.
1.

4.
1 

W
rit

in
g 

4.
1.

4.
1 

W
rit

in
g 

A
 c

on
tra

ct
 o

r a
 c

om
m

un
ic

at
io

n 
th

at
 is

 re
qu

ire
d 

to
 b

e 
in

 w
rit

in
g 

Se
ct

io
n 

8.
 S

ub
je

ct
 to

 th
e 

pr
ov

isi
on

 
of

 S
ec

tio
n 

9,
 in

 th
e 

ca
se

 w
he

re
 th

e 
la

w
 re

qu
ire

s a
ny

 tr
an

sa
ct

io
n 

to
 b

e 

It 
fu

lfi
ls 

th
e 

fa
ct

or
s c

ov
er

ed
 u

nd
er

 
th

e 
C

od
e 

co
nc

er
ni

ng
 re

qu
ire

m
en

t 
of

 “
w

rit
in

g”
. H

en
ce

 re
qu

ire
 n

o 
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sh
al

l n
ot

 b
e 

de
ni

ed
 v

al
id

ity
 if

 it
 is

 
in

 th
e 

fo
rm

 o
f a

n 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

th
at

 m
ai

nt
ai

ns
 it

s 
in

te
gr

ity
 a

nd
 re

lia
bi

lit
y 

an
d 

ca
n 

be
 

au
th

en
tic

at
ed

 so
 a

s t
o 

be
 u

sa
bl

e 
fo

r s
ub

se
qu

en
t r

ef
er

en
ce

s. 
 

A
 re

lia
bl

e 
el

ec
tro

ni
c 

re
co

rd
 sh

ou
ld

 
sa

tis
fy

 c
er

ta
in

 le
ga

l r
eq

ui
re

m
en

ts
 

fo
r i

nf
or

m
at

io
n 

to
 b

e 
in

 w
rit

te
n 

fo
rm

 o
r p

re
se

nt
ed

 in
 w

rit
in

g,
 

su
bj

ec
t t

o 
re

as
on

ab
le

 e
xc

ep
tio

ns
  

m
ad

e 
in

 w
rit

in
g,

 to
 b

e 
ev

id
en

ce
d 

in
 w

rit
in

g 
or

 su
pp

or
te

d 
by

 a
 

do
cu

m
en

t w
hi

ch
 m

us
t b

e 
pr

od
uc

ed
, i

f t
he

 in
fo

rm
at

io
n 

is 
ge

ne
ra

te
d 

in
 th

e 
fo

rm
 o

f a
 d

at
a 

m
es

sa
ge

 w
hi

ch
 is

 a
cc

es
sib

le
 a

nd
 

us
ab

le
 fo

r s
ub

se
qu

en
t r

ef
er

en
ce

 
w

ith
ou

t i
ts

 m
ea

ni
ng

 b
ei

ng
 a

lte
re

d,
 

it 
sh

al
l b

e 
de

em
ed

 th
at

 su
ch

 
in

fo
rm

at
io

n 
is 

m
ad

e 
in

 w
rit

in
g,

 is
 

ev
id

en
ce

d 
in

 w
rit

in
g 

or
 is

 
su

pp
or

te
d 

by
 a

 d
oc

um
en

t. 

 

am
en

dm
en

ts
 p

ro
vi

de
d 

th
e 

pr
ev

io
us

 
re

co
m

m
en

da
tio

ns
 a

re
 a

dh
er

ed
 to

 
w

ith
 re

fe
re

nc
e 

to
 th

e 
te

rm
 

el
ec

tro
ni

c 
re

co
rd

s. 

4.
1.

4.
2 

Si
gn

at
ur

e 
El

ec
tro

ni
c 

si
gn

at
ur

es
 

m
ee

t 
al

l 
ex

ist
in

g 
re

qu
ire

m
en

ts
 

of
 

a 
ha

nd
w

rit
te

n 
Si

gn
at

ur
e.

  

 S
ec

tio
n 

9.
 In

 th
e 

ca
se

 w
he

re
 a

 
pe

rs
on

 is
 to

 e
nt

er
 a

 si
gn

at
ur

e 
in

 a
 

w
rit

in
g,

 it
 sh

al
l b

e 
de

em
ed

 th
at

 
su

ch
 d

at
a 

m
es

sa
ge

 b
ea

rs
 a

 
sig

na
tu

re
 if

: 
(1

) t
he

 m
et

ho
d 

us
ed

 is
 c

ap
ab

le
 o

f 
id

en
tif

yi
ng

 th
e 

si
gn

at
or

y 
an

d 
in

di
ca

tin
g 

th
at

 th
e 

si
gn

at
or

y 
ha

s 
ap

pr
ov

ed
 th

e 
in

fo
rm

at
io

n 
co

nt
ai

ne
d 

in
 su

ch
 d

at
a 

m
es

sa
ge

 a
s 

be
in

g 
hi

s o
w

n;
 a

nd
 

(2
) s

uc
h 

m
et

ho
d 

is 
a 

re
lia

bl
e 

on
e 

an
d 

ap
pr

op
ria

te
 fo

r t
he

 p
ur

po
se

 fo
r 

w
hi

ch
 th

e 
da

ta
 m

es
sa

ge
 is

 
ge

ne
ra

te
d 

or
 se

nt
, h

av
in

g 
re

ga
rd

 to
 

th
e 

su
rr

ou
nd

in
g 

ci
rc

um
st

an
ce

s o
r 

an
 a

gr
ee

m
en

t b
et

w
ee

n 
th

e 
pa

rti
es

. 

 

El
ec

tro
ni

c 
si

gn
at

ur
es

 a
re

 a
cc

ep
te

d 
by

 t
he

 A
ct

 a
s 

lo
ng

 a
s 

it 
ce

rta
in

 
cr

ite
ria

. 
Th

e 
pr

ov
is

io
n 

is 
go

od
 

en
ou

gh
 to

 r
ed

uc
e 

th
e 

ba
rr

ie
r 

to
 th

e 
re

qu
ire

m
en

t 
of

 
si

gn
at

ur
e 

in
 

th
e 

on
lin

e 
en

vi
ro

nm
en

t. 
H

en
ce

 r
eq

ui
re

 
no

 c
ha

ng
es

.  

 4
.1

.4
.2

.1
 E

le
ct

ro
ni

c 
si

gn
at

ur
es

 
Sa

m
e 

as
 a

bo
ve

 
 

 
  4

.1
.4

.2
.2

 
R

el
ia

bl
e 

El
ec

tro
ni

c 
Si

gn
at

ur
e 

C
er

ta
in

 g
en

ui
ne

 e
xc

ep
tio

n 
sh

ou
ld

 
be

 
in

co
rp

or
at

ed
 

fo
r 

ac
ce

pt
in

g 
Se

ct
io

n 
26

. A
n 

el
ec

tro
ni

c 
sig

na
tu

re
 is

 c
on

si
de

re
d 

to
 b

e 
a 

Th
e 

pr
ov

is
io

n 
ta

lk
s 

ab
ou

t 
re

lia
bl

e 
el

ec
tro

ni
c 

si
gn

at
ur

e,
 

it 
do

es
 

no
t 
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re
lia

bl
e 

el
ec

tro
ni

c 
si

gn
at

ur
e.

  
re

lia
bl

e 
el

ec
tro

ni
c 

si
gn

at
ur

e 
if 

it 
m

ee
ts

 th
e 

fo
llo

w
in

g 
re

qu
ire

m
en

ts
:

(1
) t

he
 si

gn
at

ur
e 

cr
ea

tio
n 

da
ta

 a
re

, 
w

ith
in

 th
e 

co
nt

ex
t i

n 
w

hi
ch

 th
ey

 
ar

e 
us

ed
, l

in
ke

d 
to

 th
e 

si
gn

at
or

y 
an

d 
to

 n
o 

ot
he

r p
er

so
n;

 

 (2
) t

he
 si

gn
at

ur
e 

cr
ea

tio
n 

da
ta

 
w

er
e,

 a
t t

he
 ti

m
e 

of
 si

gn
in

g,
 u

nd
er

 
th

e 
co

nt
ro

l o
f t

he
 si

gn
at

or
y 

an
d 

of
 

no
 o

th
er

 p
er

so
n;

 
 (3

) a
ny

 a
lte

ra
tio

n 
to

 th
e 

el
ec

tro
ni

c 
sig

na
tu

re
, m

ad
e 

af
te

r t
he

 ti
m

e 
of

 
sig

ni
ng

, i
s d

et
ec

ta
bl

e;
 a

nd
 

 (4
) w

he
re

 a
 p

ur
po

se
 o

f t
he

 le
ga

l 
re

qu
ire

m
en

t f
or

 a
 si

gn
at

ur
e 

is 
to

 
pr

ov
id

e 
as

su
ra

nc
e 

as
 to

 th
e 

co
m

pl
et

en
es

s a
nd

 in
te

gr
ity

 o
f t

he
 

in
fo

rm
at

io
n 

an
d 

an
y 

al
te

ra
tio

n 
m

ad
e 

to
 th

at
 in

fo
rm

at
io

n 
af

te
r t

he
 

tim
e 

of
 si

gn
in

g 
is 

de
te

ct
ab

le
. 

Th
e 

pr
ov

is
io

n 
of

 p
ar

ag
ra

ph
 o

ne
 

do
es

 n
ot

 li
m

it 
th

at
 th

er
e 

is 
no

 o
th

er
 

w
ay

 to
 p

ro
ve

 th
e 

re
lia

bi
lit

y 
of

 a
n 

el
ec

tro
ni

c 
si

gn
at

ur
e 

or
 th

e 
ad

du
ci

ng
 o

f t
he

 e
vi

de
nc

e 
of

 th
e 

no
n-

re
lia

bi
lit

y 
of

 a
n 

el
ec

tro
ni

c 
sig

na
tu

re
. 

 

pr
ov

id
e 

an
y 

ex
ce

pt
io

n 
to

 t
hi

s 
ru

le
 

as
 

re
co

m
m

en
de

d 
by

 
th

e 
C

od
e.

 
R

ec
om

m
en

d 
to

 a
ss

es
s 

in
cl

us
io

n 
of

 
ex

ce
pt

io
ns

  

 4
.1

.4
.3

 O
rig

in
al

 
W

he
n 

th
e 

la
w

 
re

qu
ire

s 
in

fo
rm

at
io

n 
to

 
be

 
pr

es
en

te
d 

or
 

re
ta

in
ed

 
in

 
th

e 
or

ig
in

al
 

fo
rm

,  
th

at
 R

eq
ui

re
m

en
t 

is 
m

et
 b

y 
th

e 
da

ta
 m

es
sa

ge
/e

le
ct

ro
ni

c 
re

co
rd

s 
if:

Se
ct

io
n 

10
. I

n 
th

e 
ca

se
 w

he
re

 t
he

 
la

w
 r

eq
ui

re
s 

th
at

 a
ny

 i
nf

or
m

at
io

n 
be

 
pr

es
en

te
d 

or
 

re
ta

in
ed

 
in

 
its

 
or

ig
in

al
 

fo
rm

 
as

 
an

 
or

ig
in

al
 

do
cu

m
en

t, 
if 

su
ch

 i
nf

or
m

at
io

n 
is

 

Th
e 

re
qu

ire
m

en
t 

of
 o

rig
in

al
ity

 i
s 

sa
tis

fie
d 

an
d 

th
e 

fa
ct

or
 o

f a
ss

es
si

ng
 

th
e 

in
te

gr
ity

 o
f 

th
e 

do
cu

m
en

t 
as

 
m

en
tio

ne
d 

in
 t

he
 C

od
e 

ar
e 

al
so

 
m

en
tio

ne
d 

in
 

th
e 

A
ct

, 
th

er
ef

or
e 
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(i)

 
Th

er
e 

ex
ist

s 
a 

re
as

on
ab

le
 

as
su

ra
nc

e 
as

 
to

 
th

e 
in

te
gr

ity
;

   
(ii

) 
Th

at
 

th
e 

in
fo

rm
at

io
n 

is
 

ca
pa

bl
e 

of
 b

ei
ng

 d
isp

la
ye

d 
to

 t
he

 
pe

rs
on

 
to

 
w

ho
m

 
it 

is 
to

 
be

  
pr

es
en

te
d 

  

pr
es

en
te

d 
or

 r
et

ai
ne

d 
in

 t
he

 f
or

m
 

of
 d

at
a 

m
es

sa
ge

 p
ur

su
an

t 
to

 t
he

 
fo

llo
w

in
g 

re
qu

ire
m

en
ts

, i
t s

ha
ll 

be
 

de
em

ed
 t

ha
t 

su
ch

 i
nf

or
m

at
io

n 
is

 
pr

es
en

te
d 

or
 

re
ta

in
ed

 
as

 
an

 
or

ig
in

al
 d

oc
um

en
t 

un
de

r 
th

e 
la

w
:

   
   

   
 (1

) a
 re

lia
bl

e 
m

et
ho

d 
is 

us
ed

 
w

ith
 t

he
 d

at
a 

m
es

sa
ge

 t
o 

as
su

re
 

th
e 

in
te

gr
ity

 
of

 t
he

 
in

fo
rm

at
io

n 
fr

om
 th

e 
tim

e 
w

he
n 

it 
is 

ge
ne

ra
te

d 
in

 
its

 
fin

al
 

fo
rm

; 
an

d
   

 (2
) t

he
 in

fo
rm

at
io

n 
is 

ca
pa

bl
e 

of
 

be
in

g 
su

bs
eq

ue
nt

ly
 d

isp
la

ye
d.

 
 Th

e 
in

te
gr

ity
 o

f 
th

e 
in

fo
rm

at
io

n 
un

de
r 

(1
) 

sh
al

l 
be

 d
et

er
m

in
ed

 b
y 

ha
vi

ng
 r

eg
ar

d 
to

 it
s 

co
m

pl
et

en
es

s 
an

d 
in

 a
lte

ra
tio

n,
 a

pa
rt 

fr
om

 t
he

 
ad

di
tio

n 
of

 a
ny

 e
nd

or
se

m
en

t 
or

 
re

co
rd

 o
r 

an
y 

ch
an

ge
 w

hi
ch

 m
ay

 
ar

ise
 

in
 

th
e 

no
rm

al
 

co
ur

se
 

of
 

co
m

m
un

ic
at

io
n,

 s
to

ra
ge

 o
r d

isp
la

y 
of

 th
e 

in
fo

rm
at

io
n,

 w
hi

ch
 d

oe
s 

no
t 

af
fe

ct
 

th
e 

in
te

gr
ity

 
of

 
th

at
 

in
fo

rm
at

io
n.

 
In

 d
et

er
m

in
in

g 
th

e 
m

et
ho

d 
us

ed
 

fo
r 

as
su

rin
g 

th
e 

in
te

gr
ity

 o
f 

th
e 

in
fo

rm
at

io
n 

un
de

r 
(1

), 
al

l r
el

ev
an

t 
ci

rc
um

st
an

ce
s 

m
us

t 
be

 t
ak

en
 i

nt
o 

co
ns

id
er

at
io

n,
 

in
cl

ud
in

g 
th

e 
pu

rp
os

e 
fo

r 
w

hi
ch

 
su

ch
 

in
fo

rm
at

io
n 

is 
ge

ne
ra

te
d.

 
 

re
co

m
m

en
d 

no
 

ch
an

ge
s 

to
 

th
e 

sa
m

e.
  

4.
1.

5 
D

isp
at

ch
 

an
d 

re
ce

ip
t 

of
 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
 T

he
 

tim
e 

of
 

di
sp

at
ch

 
of

 
an

 
el

ec
tro

ni
c 

co
m

m
un

ic
at

io
n 

is 
w

he
n 

it 
le

av
es

 a
n 

in
fo

rm
at

io
n 

sy
st

em
 

un
de

r t
he

 c
on

tro
l o

f t
he

 o
rig

in
at

or
. 

Se
ct

io
n 

22
. T

he
 d

isp
at

ch
 o

f a
 d

at
a 

m
es

sa
ge

 is
 d

ee
m

ed
 to

 o
cc

ur
 w

he
n 

su
ch

 d
at

a 
m

es
sa

ge
 e

nt
er

s a
n 

in
fo

rm
at

io
n 

sy
st

em
 o

ut
si

de
 th

e 

Th
ou

gh
 

th
er

e 
is 

a 
pr

ov
isi

on
 

fo
r 

di
sp

at
ch

 
an

d 
re

ce
ip

t 
of

 
El

ec
tro

ni
c 

co
m

m
un

ic
at

io
n,

 t
he

 r
ul

e 
ne

ce
ss

ar
ily

 
de

fe
rs

. 
Th

e 
di

sp
at

ch
 o

f 
da

ta
 m

es
sa

ge
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 If
 

th
e 

m
es

sa
ge

 
is

 
se

nt
 

an
d 

re
ce

iv
ed

 i
n 

th
e 

sa
m

e 
in

fo
rm

at
io

n 
sy

st
em

, 
th

en
 t

he
 t

im
e 

of
 d

isp
at

ch
 

is 
w

he
n 

th
e 

m
es

sa
ge

 w
as

 re
ce

iv
ed

. 
 T

he
 

tim
e 

an
 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
is 

re
ce

iv
ed

 
is

 
w

he
n 

it 
is 

ca
pa

bl
e 

of
 

be
in

g 
re

tri
ev

ed
 b

y 
th

e 
ad

dr
es

se
e 

at
 a

n 
el

ec
tro

ni
c 

ad
dr

es
s 

de
si

gn
at

ed
 b

y 
th

e 
ad

dr
es

se
e.

  

co
nt

ro
l o

f t
he

 o
rig

in
at

or
. 

 S
ec

tio
n 

23
. T

he
 re

ce
ip

t o
f a

 d
at

a 
m

es
sa

ge
 is

 d
ee

m
ed

 to
 o

cc
ur

 fr
om

 
th

e 
tim

e 
w

he
n 

su
ch

 d
at

a 
m

es
sa

ge
 

en
te

rs
 a

n 
in

fo
rm

at
io

n 
sy

st
em

 o
f 

th
e 

ad
dr

es
se

e.
 

If 
th

e 
ad

dr
es

se
e 

ha
s d

es
ig

na
te

d 
an

 
in

fo
rm

at
io

n 
sy

st
em

 fo
r t

he
 

pu
rp

os
e 

of
 re

ce
iv

in
g 

da
ta

 m
es

sa
ge

 
sp

ec
ifi

ca
lly

, i
t s

ha
ll 

be
 d

ee
m

ed
 

th
at

 th
e 

re
ce

ip
t o

f a
 d

at
a 

m
es

sa
ge

 
oc

cu
rs

 a
t t

he
 ti

m
e 

w
he

n 
th

e 
da

ta
 

m
es

sa
ge

 e
nt

er
s t

he
 d

es
ig

na
te

d 
in

fo
rm

at
io

n 
sy

st
em

. H
ow

ev
er

, i
f 

su
ch

 d
at

a 
m

es
sa

ge
 is

 se
nt

 to
 a

n 
in

fo
rm

at
io

n 
sy

st
em

 o
f t

he
 

ad
dr

es
se

e 
th

at
 is

 n
ot

 th
e 

de
si

gn
at

ed
 in

fo
rm

at
io

n 
sy

st
em

, i
t 

sh
al

l b
e 

de
em

ed
 th

at
 th

e 
re

ce
ip

t o
f 

a 
da

ta
 m

es
sa

ge
 o

cc
ur

s a
t t

he
 ti

m
e 

w
he

n 
th

e 
da

ta
 m

es
sa

ge
 is

 re
tri

ev
ed

 
fr

om
 th

at
 in

fo
rm

at
io

n 
sy

st
em

. 
   

   
   

  

Th
e 

pr
ov

is
io

n 
of

 th
is 

se
ct

io
n 

ap
pl

ie
s n

ot
w

ith
st

an
di

ng
 th

at
 th

e 
pl

ac
e 

w
he

re
 th

e 
in

fo
rm

at
io

n 
sy

st
em

 is
 lo

ca
te

d 
m

ay
 b

e 
di

ff
er

en
t 

fr
om

 th
e 

pl
ac

e 
w

he
re

 th
e 

da
ta

 
m

es
sa

ge
 is

 d
ee

m
ed

 to
 b

e 
re

ce
iv

ed
 

by
 th

e 
ad

dr
es

se
e 

un
de

r S
ec

tio
n 

24
. 

 S
ec

tio
n 

24
. T

he
 d

isp
at

ch
 o

r t
he

 
re

ce
ip

t o
f a

 d
at

a 
m

es
sa

ge
 s

ha
ll 

be
 

de
em

ed
 to

 b
e 

di
sp

at
ch

ed
 a

t t
he

 

(u
nl

ik
e 

el
ec

tro
ni

c 
C

om
m

un
ic

at
io

n 
in

 
M

od
el

 C
od

e)
 is

 d
ee

m
ed

 to
 o

cc
ur

 w
he

n 
su

ch
 

da
ta

 
m

es
sa

ge
 

en
te

rs
 

an
 

in
fo

rm
at

io
n 

sy
st

em
 w

he
re

as
 t

he
 C

od
e 

re
co

m
m

en
ds

 
th

at
 

th
e 

el
ec

tro
ni

c 
co

m
m

un
ic

at
io

n 
is 

w
he

n 
it 

le
av

es
 a

n 
in

fo
rm

at
io

n 
sy

st
em

 u
nd

er
 t

he
 c

on
tro

l 
of

 o
rig

in
at

or
.  

 Th
er

e 
is 

ne
ed

 
to

 
re

ac
h 

a 
co

m
m

on
 

gr
ou

nd
s 

fo
r t

he
 s

ak
e 

of
 h

ar
m

on
isa

tio
n 

of
 

la
w

s. 
 

 Th
er

e 
ar

e 
ot

he
r 

pr
ov

is
io

ns
 c

ov
er

in
g 

th
e 

pl
ac

e 
of

 d
isp

at
ch

 o
f 

m
es

sa
ge

 a
s 

w
el

l, 
w

hi
ch

 m
ay

 b
e 

co
ns

id
er

ed
 a

s 
a 

go
od

 
pr

ov
isi

on
 t

o 
ha

ve
, 

ho
w

ev
er

 i
t 

is
 n

ot
 

ne
ce

ss
ar

ily
 m

an
da

to
ry

.  
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pl
ac

e 
w

he
re

 th
e 

or
ig

in
at

or
 h

as
 it

s 
pl

ac
e 

of
 b

us
in

es
s o

r r
ec

ei
ve

d 
at

 
th

e 
pl

ac
e 

w
he

re
 th

e 
ad

dr
es

se
e 

ha
s 

its
 p

la
ce

 o
f b

us
in

es
s, 

as
 th

e 
ca

se
 

m
ay

 b
e.

 
If 

th
e 

or
ig

in
at

or
 o

r t
he

 a
dd

re
ss

ee
 

ha
s m

or
e 

th
an

 o
ne

 p
la

ce
 o

f 
bu

sin
es

s, 
it 

sh
al

l b
e 

de
em

ed
 th

at
 

th
e 

pl
ac

e 
of

 b
us

in
es

s i
s t

ha
t w

hi
ch

 
ha

s t
he

 c
lo

se
st

 re
la

tio
ns

hi
p 

to
 th

e 
un

de
rly

in
g 

tra
ns

ac
tio

n 
fo

r t
he

 
pu

rp
os

e 
of

 p
ar

ag
ra

ph
 o

ne
. 

H
ow

ev
er

, i
f i

t i
s u

na
bl

e 
to

 
de

te
rm

in
e 

th
at

 w
hi

ch
 p

la
ce

 o
f 

bu
sin

es
s 

ha
s t

he
 c

lo
se

st
 

re
la

tio
ns

hi
p 

to
 th

e 
un

de
rly

in
g 

tra
ns

ac
tio

n,
 it

 sh
al

l b
e 

de
em

ed
 th

at
 

th
e 

pr
in

ci
pa

l p
la

ce
 o

f b
us

in
es

s i
s 

th
e 

pl
ac

e 
w

he
re

 su
ch

 d
at

a 
m

es
sa

ge
 

is 
re

ce
iv

ed
 o

r d
isp

at
ch

ed
. 

If 
th

e 
or

ig
in

at
or

 o
r t

he
 a

dd
re

ss
ee

 
do

es
 n

ot
 h

av
e 

a 
pl

ac
e 

of
 b

us
in

es
s, 

it 
sh

al
l b

e 
de

em
ed

 th
at

 h
is 

ha
bi

tu
al

 
re

si
de

nc
e 

is 
th

e 
pl

ac
e 

w
he

re
 a

 d
at

a 
m

es
sa

ge
 is

 re
ce

iv
ed

 o
r d

isp
at

ch
ed

.
Th

e 
pr

ov
is

io
ns

 o
f t

hi
s s

ec
tio

n 
sh

al
l 

no
t a

pp
ly

 to
 th

e 
di

sp
at

ch
 a

nd
 

re
ce

ip
t o

f a
 d

at
a 

m
es

sa
ge

 b
y 

te
le

gr
am

m
e 

an
d 

te
le

x 
or

 b
y 

an
y 

ot
he

r m
ea

ns
 o

f c
om

m
un

ic
at

io
n 

pr
es

cr
ib

ed
 in

 th
e 

R
oy

al
 D

ec
re

e.
 

 
 4

.1
.6

 S
co

pe
 o

f t
he

se
 p

ro
vi

si
on

s 
a.

 I
t o

pe
ra

te
s 

as
 a

 d
ef

au
lt 

ru
le

 i.
e.

 
it 

do
es

 n
ot

 o
ve

rr
id

e 
an

y 
ex

ist
in

g 
ar

ra
ng

em
en

t 
be

tw
ee

n 
th

e 
pa

rti
es

 

Se
ct

io
n 

3.
 T

hi
s A

ct
 sh

al
l a

pp
ly

 to
 

al
l c

iv
il 

an
d 

co
m

m
er

ci
al

 
tra

ns
ac

tio
ns

 p
er

fo
rm

ed
 b

y 
us

in
g 

a 

A
 p

ro
vi

si
on

 t
ha

t 
is 

un
iq

ue
 t

o 
Th

ai
la

nd
 

an
d 

no
t 

fo
un

d 
in

 
th

e 
El

ec
tro

ni
c 

tra
ns

ac
tio

n 
A

ct
s 

of
 i

ts
 c

ou
nt

er
pa

rts
 i

s 
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0
 

 

in
 

re
la

tio
n 

to
 

th
e 

w
ay

 
th

at
 

a 
co

nt
ra

ct
 

w
ill

 
be

 
fo

rm
ed

. 
b.

 D
o 

no
t 

au
to

m
at

ic
al

ly
 e

st
ab

lis
h 

th
e 

va
lid

ity
 

of
 

th
at

 
el

ec
tro

ni
c 

tra
ns

ac
tio

n.
 It

 m
er

el
y 

pr
ov

id
es

 th
at

 
th

e 
el

ec
tro

ni
c 

fo
rm

 
of

 
th

e 
tra

ns
ac

tio
n 

do
es

 
no

t 
m

ak
e 

it 
in

va
lid

  
c.

 T
he

 t
er

m
s 

of
 a

 c
on

tra
ct

 w
ill

 
in

cl
ud

e 
 

 T
he

 te
rm

s 
th

e 
pa

rti
es

 h
av

e 
ag

re
ed

 
to

 in
 th

ei
r d

is
cu

ss
io

ns
 a

nd
 w

rit
in

gs
 T

he
 te

rm
s 

im
pl

ie
d 

by
 th

e 
pr

es
en

t 
an

d 
pa

st
 

co
nd

uc
t

 T
he

 te
rm

s 
im

pl
ie

d 
by

 th
e 

in
du

st
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5.1.3  Country reports of Cambodia, Laos, Vietnam and Indonesia with regards to e-

contracting issues 

5.1.3.1 Indonesia: Country report on e-contracting 

Indonesian contract law is based on three principles, namely a) principle of consensus or 

mutual consent between the parties b) principle that the parties shall fulfill what they 

have agreed to in good faith and c) the third principle of freedom of contract, as long as 

contract does not offend the public order or good moral rules. According to the 

Indonesian Civil Code, to be valid, a contract has to fulfill four basic requirements, i.e.:  

• it must be concluded by competent parties;  

• these parties have consented to be bound by the contract;  

• the contract has a definite object;  

• The cause of the contract is permissible.  

There are certain contracts that require special notaries apart from these conditions, like 

in the case of sale of property and formation of limited liability Company etc. Apart from 

these, which are called lex genralis there are initiative drawn for lex specialis laws as 

well. The new proposed Indonesia bill on e-commerce will provide some special rules 

that govern commercial transaction online. The bill is drafted in a technology neutral way 

and borrows certain elements from the UNICTRAL Model laws as well as from ASEAN 

neighbors.  

The Bill validated electronic contract and the same will be enforceable in Indonesian 

court of laws and it recognizes electronic signature and gives it equal status as that of 
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writing. There are rules for time and place for acknowledgement of receipt of acceptance 

and there is certain exemption to the provision of the bill as in the Model Code. Party 

autonomy is respected. There are no cases yet, that has tested the current local laws in 

case of e-contracting. However, Indonesia follows the comparison of law approach 

therefore; it can follow the foreign judgment in so far as it does not offend public order or 

good morals. It can be said that the bill is a good attempt to lay a foundation to electronic 

transaction, however other elements covered by the Model Code are not dealt with in the 

bill, hence a revision of the bill is desirable incorporating the recommendations made in 

the Code.  

5.1.3.2 Vietnam country report on e-contracting  

Vietnam falls under the category of countries following civil law tradition. There are no 

specific laws or regulation governing transaction made electronically. However, the 

commercial law of Vietnam has a provision on formation of contract. Art. 49 of the 

Commercial Law states that a commercial sales contract can be formed orally, either in 

writing or by a specific conduct. Among these forms, "e-mail and other electronic forms 

of communication" are also considered to constitute writings. The contract is concluded 

when the offeror of an offer receives an irrevocable and unconditional acceptance from 

the recipient of such offer or when both parties have agreed to the Essential Terms (as 

discussed below) of a contract.  

In addition, a commercial contract, whether entered into online or off-line, must contain 

the following essential elements ("Essential Terms"): the name of the goods; quantity, 
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specification and quality of the goods; price and terms of payment; and place and time for 

delivery and receipt of the goods. 

Moreover, a contract concluded online is not signed by the parties, and since digital 

signatures are not recognized under Vietnamese law, it is difficult to prove the existence 

of e-contract. Printing a copy of the acceptance sent by the other party may be useful 

piece of evidence in the court in the case of any dispute. However, the authenticity of the 

evidence and acceptance itself is a matter of doubt in case of Vietnam as the situation 

right now is very unclear. It is recommended that it follow the proposed Code and draft a 

new law favouring the harmonisation initiative for which it has voted as a member of 

ASEAN.  

5.1.3.3 Cambodia and Laos: Country reports on e- contracting 

Laos is very backwards in reaching out to make use of this new medium for commerce. It 

thoroughly lacks any legal infrastructure for e-commerce existence. There are no specific 

laws applicable to cyberspace. ICT is not yet spread amongst the people of the country. 

Cambodia is also slow in ICT sector. However, it has taken the initiative to draft a draft 

sub degree on electronic transaction, which is yet to be passed as a valid law but no 

review on the same is available. Most laws in communications were enacted with the 

assumption of single network for specific services. There is complete lack of legal 

literature on both the countries and hence less knowledge is available to comments on the 

exact situation of developments in this area of law. The lack of material itself can be 

taken as a negative point when speaking about information communication technology 

and e-commerce in general, where information plays the pivotal part in its existence and 
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growth. In view of the digital information age and the benefits that less developed 

countries get, it is only opportune that Cambodia and Laos consider drafting law that suit 

to the newly converged phenomenon, which incorporates at the least, the core elements 

covered in the proposed Model Code and thereby leapfrog into this new era of commerce.
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6 EVIDENCE, E-PAYMENTS AND JURISDICTION AND 
GOVERNING LAW ISSUES  

6.1 Evidence Issues 

A country report on the ASEAN member nations, which have an e-evidence 

law/provision in their domestic law, will be provided below in no particular order. The 

members under this category are Singapore, Brunei Darussalam, Malaysia, Thailand and 

Philippines. 

6.1.1 Singapore Country Report 

In Singapore the Evidence Act was amended to accept electronic records as evidence in 

the courts. The new amended Act which came into force in March 1996 contains the 

following section.  

Under section 35(1) of the Act, as amended, where computer output is tendered in 

evidence, the output will be admissible if it is relevant or otherwise admissible, and it is:  

• expressly agreed between the parties that neither the authenticity, nor the accuracy 

of its contents, are disputed;  

• produced in an "approved process"; or  

• shown by the party tendering the output that (i) no reasonable ground exists for 

believing that the output is inaccurate because of improper use of the computer 

and that no reason exists to doubt or suspect the truth or reliability of the output, 

and (ii) there is reasonable ground to believe that at all material times, the 

computer was operating properly or, if not, that in any respect in which it was not 
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operating properly, the accuracy of the output was not affected by such 

circumstances.  

Concept of relevance has been emphasized in the provision and the reference to whether 

the computer had been operating properly at the material time, which was a requirement 

under the old provisions, has been retained. 

The Act further defines an "approved process" to mean a process that has been approved 

in accordance with the provisions of any regulations made by:  

the Minister, or   

by a person or an organisation appointed by the Minister to be a certifying authority 

under such regulations.  

When person holding a responsible position in relation to the operation and management 

of the “approved process” duly certifies a computer output, it shall be presumed that it 

accurately reproduces the contents of the original document unless the contrary can be 

proven. In instances where a certificate is produced, provision has been made such that it 

shall be sufficient for a matter to be stated to the best of the knowledge and belief of the 

person stating it. However, safeguards are provided in that where a person making a 

statement in a certificate knowing the statement to be false or does not reasonably believe 

that the statement is true, such a person shall be guilty of an offence which is punishable 

upon conviction by a fine or an imprisonment term of not exceeding 2 years, or both. 
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 In essence this rule is an exception to the hearsay rule222. The certificate must relate to 

the operation and management of the relevant computer system which:  

 purports to identify such output and describes the manner in which it was 

produced;  

 gives particulars of any device involved in the processing and storage of such 

output; and  

 deals with the matters mentioned in section 35(1) (c). 

Then the certificate shall be sufficient evidence of the matters stated in the certificate.  

 Party autonomy is respected in terms of admissibility of computer outputs as evidence, 

when the authenticity and the accuracy of the content of the evidence are agreed that it 

will not be disputed223. Section 35(2), as amended, provides that notwithstanding such 

agreement, the computer output shall not be admissible224 in evidence if: 

• tendered on behalf of the prosecution in criminal proceedings, if at the time the 

agreement was made, the accused did not have legal representation; or  

• in any proceedings, the agreement was obtained by means of fraud, duress, 

mistake or misrepresentation.  

Guidelines have been given under the new provisions as to the weight to be attached to 

any computer output tendered as evidence under section 35, as amended. The Court is to 

                                                

222 APEC e-commerce Singapore http://www.bakerinfo.com/apec/singapec.htm accessed on 19th 
December 2005. 
223 Industrial and Commercial Bank limited V. Bankco Ambrosiano Veneto Spa [2003] 1 SLR 221, 225 
224 This view is supported by the Supreme Court of Singapore in Lim Mong Hong v. Public Prosecutor 
[2003] 3 SLR 88 
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have regard to all the circumstances from which inference can be reasonably drawn as to 

the accuracy, or otherwise, of the computer output, and in particular: 

 whether or not the information which the output reproduces or is derived from 

was supplied to the computer, or recorded for the purpose of being supplied to 

it, contemporaneously with the occurrence or existence of the facts dealt with 

in that information, where such contemporaneity is relevant; and  

 Whether the supplier of the information or any person involved in the 

processing of such information had any incentive or motive to conceal or 

misrepresent the information so supplied.  

Additionally, it is provided that any computer output tendered in evidence, and duly 

authenticated, shall not be inadmissible as evidence of proof of the contents of the 

original document merely because: 

• certain parts or features of the original document, such as boxes, lines and 

colours, do not appear in the output if such parts and features do not affect the 

accuracy of the relevant contents; or  

• it is secondary evidence.  

The new provisions reserve for the Courts a discretion to call for further evidence if it is 

unsatisfied that the computer output sought to be admitted under section 35 accurately 

reproduces the relevant contents of the original document. It is worth noting that further 

evidence may be produced by way of affidavit: 
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• by a person occupying a responsible position in relation to the operation or 

management of the certifying authority; 

• by any other person occupying a responsible position in relation to the operation 

of the computer at the relevant time;  

• by the person who had control or access over any relevant records and facts in 

relation to the production of the computer output;  

• by the person who had obtained or been given control or access over any relevant 

records and facts in relation to the production of the computer output; or  

• by an expert appointed or accepted by the Court.  

The court also retains its discretion to call for oral evidence regarding any matters 

concerning the accuracy of the computer output225.  

6.1.2 Brunei country report 

The Evidence Act of Brunei as amended in 1997 governs admissibility of electronic 

documents. Section 35A of the Act provides that documents produced by a computer 

shall be admissible if the following conditions which are mentioned in Section 35A (2) 

are satisfied:  

• the document must be produced by the computer during a period over which the 

computer was used regularly for the purpose of any activities regularly carried on 

over that period, and  

                                                

225 See-Lim Mong Hong v. Public Prosecutor [2003] 3 SLR 88 more discussion see Seng, D and Sriram 
Chakravarthi “Computer Output as Evidence”Consultation Paper, Technology Law development Group, 
[2003] Singapore Academy of Law. 
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• during the material time, the computer must have been operating properly, or  

• if not operating properly, it did not affect the production of the document or the 

accuracy of the contents.  

These conditions can be proved by a certificate signed by a person holding a responsible 

position in relation to the operation of the relevant device or the management of the 

relevant activities226. 

6.1.3 Thailand Country Report 

In any legal proceedings, no laws on evidence shall be applied to deny the admissibility 

of a data message as evidence, simply because it was made electronically.  

Information in the form of a data message shall be given due evidentiary weight. The 

evidentiary weight of a data message shall be accessed by taking into the following 

consideration, regard shall be given to the reliability of the manner in which  

• the data message was generated or communicated, 

• the integrity of the information was maintained, 

• its originator was identified and (iv) any other relevant factors. 

The proposed Guidelines for Litigation Process in the Intellectual Property & 

International Trade Cases recognize messages stored and processed by computer. In fact, 

Clauses 34-37 of the Guidelines spell out the principles of admissibility of evidence under 
                                                

226 APEC, Brunei Darussalam http://www.bakerinfo.com/apec/bruneiapec.htm  (accessed on 19th December 
2005) 
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the Civil Procedural Code. The printout of information stored and processed by computer 

is admitted as genuine evidence if such information is automatically recorded by 

computer and it has been proven that the computer did not malfunction. The extent to 

which these guidelines apply to on-line contract depends on how much the Thai Court 

trusts the reliability of the electronic commerce system227.  

6.1.4 Malaysia country report 

The Malaysian Evidence Act was amended in 1993 making it possible in any criminal or 

civil proceeding, a computer generated "document" (a word widely defined in the Act) or 

any statement contained in such document, admissible as evidence of any fact stated 

therein. Computer generated records in the form of printed documents or even discs, 

tapes etc, containing electronic data are thus no longer hearsay and are admissible 

provided that the document is produced by the computer in the course of its ordinary 

use and this may be proven by a certificate to that effect signed by a person normally 

responsible for the management or operation of the computer. 

The Digital Signature Act 1997 (DSA) provides that a document signed with a digital 

signature shall be as legally binding as a handwritten signature, an affixed thumbprint or 

any other mark and that a digital signature created in accordance with the Act shall be 

deemed to be a legally binding signature. The DSA also provides that a message shall be 

as valid, enforceable and effective as if it had been written on paper if it bears in its 

entirety a digital signature and the signature is verified in accordance with the procedure 

laid out in the Act. The court will in case of dispute relating to a document in which 
                                                

227 APEC Thailand,  http://www.bakerinfo.com/apec/thaiapec.htm (accessed on 19th December 2005) 
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Digital signature appears and the signature is verified in accordance with the procedures 

set out in this Act, it shall presume that:  

• the digital signature is the digital signature of the person who is a subscriber under 

the procedures;  

• the signature was affixed by the subscriber with the intention of signing the 

message; and 

• the recipient of the signature has no knowledge or notice that the signer has 

breached a duty as a subscriber or that the signer does not rightfully hold the 

private key used to affix the signature. 

Furthermore, the Malaysian Rules of the High Court (the "Rules") provide for, amongst 

others, the process of discovery of documents in civil litigation in the Malaysian High 

Court. While the Rules do not define the word "document", but assistance may be gained 

from the Malaysian Interpretation Act which defines "document" as "any matter 

expressed or described upon substance by means, intended to be used or which may be 

used for the purpose of recording that matter". Thus the Rules could conceivably be used 

to affect the discovery of any evidence in electronic form which is relevant in a civil 

litigation228. 

6.1.5  Philippines Country Report 

 

                                                

228 APEC Malaysia, http://www.bakerinfo.com/apec/malayapec.htm (accessed on 19th December 2005) 
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The following provision of the ECA of Philippines Sec 9, 11, 12, 14, 15 deal with the 

Electronic Evidence section of the Model Code.  

 

6.1.5.1  Presumption Relating to Electronic Signatures (Sec. 9) 

 In any proceedings involving an electronic signature, it shall be presumed that -  

(a) The electronic signature is the signature of the person to whom it correlates; and  

(b) The electronic signature was affixed by that person with the intention of signing or 

approving the electronic document unless the person relying on the electronically signed 

electronic document knows or has notice of defects in or unreliability of the signature or 

reliance on the electronic signature is not reasonable under the circumstances. 

 

6.1.5.2  Authentication of Electronic Data Messages and Electronic Documents (Sec. 

11) 

 Until the Supreme Court by appropriate rules shall have so provided, electronic 

documents, electronic data messages and electronic signatures, shall be authenticated by 

demonstrating, substantiating and validating a claimed identity of a user, device, or 

another entity in an information or communication system, among other ways, as follows:  

(a) The electronic signature shall be authenticated by proof that a letter, character, 

number or other symbol in electronic form representing the persons named in and 

attached to or logically associated with an electronic data message, electronic 

document, or that the appropriate methodology or security procedures, when 

applicable, were employed or adopted by a person and executed or adopted by 
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such person, with the intention of authenticating or approving an electronic data 

message or electronic document;  

(b) The electronic data message and electronic document shall be authenticated by 

proof that an appropriate security procedure, when applicable was adopted and 

employed for the purpose of verifying the originator of an electronic data message 

and/or electronic document, or detecting error or alteration in the communication, 

content or storage of an electronic document or electronic data message from a 

specific point, which, using algorithm or Codes, identifying words or numbers, 

encryptions, answers back or acknowledgment procedures, or similar security 

devices. 

6.1.5.3  Supreme Court 

The Supreme Court may adopt such other authentication procedures, including the use of 

electronic notarization systems as necessary and advisable, as well as the certificate of 

authentication on printed or hard copies of the electronic document or electronic data 

messages by electronic notaries, service providers and other duly recognized or appointed 

certification authorities.  

6.1.5.4 Burden of proof 

The person seeking to introduce an electronic data message and electronic document in 

any legal proceeding has the burden of proving its authenticity by evidence capable of 

supporting a finding that the electronic data message and electronic document is what the 

person claims it to be.  
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6.1.5.5 Integrity of information in the absence of evidence 

 In the absence of evidence to the contrary, the integrity of the information and 

communication system in which an electronic data message or electronic document is 

recorded or stored may be established in any legal proceeding -  

(a) By evidence that at all material times the information and communication 

system or other similar device was operating in a manner that did not affect the 

integrity of the electronic data message and/or electronic document, and there are 

no other reasonable grounds to doubt the integrity of the information and 

communication system;  

(b) By showing that the electronic data message and/or electronic document was 

recorded or stored by a party to the proceedings who is adverse in interest to the 

party using it; or  

(c) By showing that the electronic data message and/or electronic document was 

recorded or stored in the usual and ordinary course of business by a person who is 

not a party to the proceedings and who did not act under the control of the party 

using the record. 

6.1.5.6 Admissibility and Evidential Weight of Electronic Data Message and Electronic 

Documents (Sec. 12) 

In any legal proceedings, nothing in the application of the rules on evidence shall deny 

the admissibility of an electronic data message or electronic document in evidence -  

a. On the sole ground that it is in electronic form; or  
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b. On the ground that it is not in the standard written form and electronic data 

message or electronic document meeting, and complying with the requirements 

under Sections 6 or 7 hereof shall be the best evidence of the agreement and 

transaction contained therein. 

In assessing the evidential weight of an electronic data message or electronic document, 

the reliability of the manner in which it was generated, stored or communicated, the 

reliability of the manner in which its originator was identified, and other relevant factors 

shall be given due regard.  

6.1.5.7 Retention of Electronic Data Message and Electronic Document (Sec 13) 

Notwithstanding any provision of law, rule or regulation to the contrary -  

(a) The requirement in any provision of law that certain documents be retained in their 

original form is satisfied by retaining them in the form of an electronic data message or 

electronic document which -    

i. Remains accessible so as to be usable for subsequent reference  

ii. Is retained in the format in which it was generated, sent or received, or 

in a format which can be demonstrated to accurately represent the 

electronic data message or electronic document generated, sent or 

received;  

iii. Enables the identification of its originator and addressee, as well as the 

determination of the date and the time it was sent or received.  
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(b) The requirement referred to in paragraph (a) is satisfied by using the services of a 

third party, provided that the conditions set forth in subparagraphs (i), (ii) and (iii) of 

paragraph (a) are met. 

 

6.1.5.8 Proof by Affidavit. (Sec 14) 

The matters referred to in Section 12, on admissibility and Section 9, on the presumption 

of integrity, may be presumed to have been established by an affidavit given to the best 

of the deponent's knowledge subject to the rights of parties in interest as defined in the 

following section.  

6.1.5.9 Cross-Examination (Sec 15) 

(1) A deponent of an affidavit referred to in Section 14 that has been introduced in 

evidence may be cross-examined as of right by a party to the proceedings who is adverse 

in interest to the party who has introduced the affidavit or has caused the affidavit to be 

introduced.  

(2) Any party to the proceedings has the right to cross-examine a person referred to in 

Section 11, paragraph 4, sub-paragraph   

6.1.5.10 Supreme Court Rule on evidence 

In addition to the following provision, there are also the rules of electric evidence 

approved by the Supreme Court of the Philippines. On July 17, 2001, the Supreme Court 

of the Philippines approved the Rules on Electronic Evidence (the “Rules”), applicable to 

civil actions and proceedings, as well a quasi-judicial and administrative cases. The Rules 
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are supplementary to the Rules of Court, which also apply to electronic documents, 

signatures and transactions on matters not covered by the Rules. The Rules adopt the 

same presumption found in the ECA for electronic signatures. It adds a new class of 

disputable presumptions relating to digital signatures, as follows: 

6.1.5.10.1.1  Disputable presumptions relating to digital signatures (Rule 6, Sec. 4) 

Upon the authentication of a digital signature, it shall be presumed that: 

(a) The information contained in a certificate is correct 

(b) The digital signature was created during the operational period of a certificate 

(c) No cause exists to render a certificate invalid or revocable 

(d) The message associated with a digital signature has not been altered from the time it 

was signed; and, 

(e) A certificate had been issued by the certification authority indicated therein.” 

6.2 ASEAN member with no or uncertain situation for recognition of electronic 

evidence 

The countries that do not yet have any particular legal provision for acceptance of 

electronic evidence are Indonesia, Myanmar, Laos, Vietnam, and Cambodia. For 

Myanmar, the Electronic Transaction Act recognizes the electronic signature. However, 

due to lack of available material that may give us any idea on whether the Evidence law 

is amended to include electronic documents as evidence in courts, there is some 

uncertainty involved. 
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Sec 19. (a) of Myanmar ETA says: Matters prescribed to be reduced to writing or to be 

signed under any existing law may be made by electronic record, electronic data message 

or electronic signature. 

(b) The electronic record, electronic data message or electronic signature made under 

sub-section 

(a) shall be lawful as if they were made under the relevant law. 

In addition, section 20 of the Act reads, “the originator and the addressee shall, in 

accordance with the stipulated means, perform the sending, receiving or storing of 

electronic record, electronic data message or electronic signature”. However, if there is a 

specific agreement between them, it may be performed in accordance with the means of 

such agreement. 

In Indonesia there is recognition of electronic documents. Hence the view that electronic 

document may be mostly accepted as evidence. However, there are no specific laws to 

allow for recognition of electronic evidence. A law is passed that allows any company to 

store document electronically. The entire custom payment system is changed from one 

based on paper to an EDI system and implementation of paperless trading in Indonesia’s 

stock exchanges has been started. These developments are not yet complete, but they are 

definite pointers towards the increasing acceptance of electronic documents as evidence 

of transactions and increasing confidence in their reliability. Law No. 30/1999 on 

Arbitration and Alternative Dispute Settlement for the first time introduces e-mail as one 

of the media and therefore is considered as evidence in arbitration procedures. These 



CH 6-EVIDENCE, E-PAYMENT, JURISDICTION & PVT INTL’ LAW ISSUES  

   231  

suggest that the court may probably accept electronic document as evidence. 

Nevertheless it’s an assumption which is risky. Hence parties in this jurisdiction must be 

wary of all the possibility of rejection of the electronic records as evidence and must have 

their contract written down.  

The same case in Vietnam as well, though the Draft Electronic Transaction Bill has 

provision recognizing electronic evidence. So far, the position regarding e-evidence is 

uncertain and it all depends upon the court’s discretion. Proof of authenticity of the 

electronic record will always be a problem in this country.   

Cambodia and Laos have no law on electronic evidence as yet. Hence, a need for such a 

law as proposed earlier. 

6.3 E-payment issues 

Brunei, Singapore, Philippines, Myanmar and Thailand’s Electronic Transaction laws 

provide for electronic payment systems to be accepted and recognized by the government 

agencies229. The ETAs’ supports Encryption technologies in the respective countries. 

Institutional Authority i.e. certification authority are also recognized. However clear 

mention of their right and liability must be provided, only certain countries have such 

provisions. Digital signature is encouraged in Malaysia vehemently; the same technology 

is not discriminated in the Singapore, Brunei, Thailand, and Philippines infact they are in 

use. Indonesia is expected to have authentication of digital signature and thereby 

strengthening the e-payment system along with cyber security and crimes against frauds 

                                                

229 See Table Consolidated comparison of ETA’s  as in Chapter seven 
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in electronic transaction by enacting the Draft law on e-Commerce that is due230. Vietnam 

seemed to have regulations for e-signature and e-payment. However a copy of the same 

was not obtainable for the study231.  

E-ASEAN endorsed project called ASEAN regional electronic gateway intends to 

address the other interoperable issues of payment systems for the whole region. Some of 

the benefits from the project are: 

Encourage and promote trade opportunities including e-Commerce, as businesses and 

Small and Medium Enterprises (SMEs) in ASEAN will have greater access to the 

customer community in ASEAN and beyond; Increase the regional competitiveness and 

reach of local financial institutions by enabling them to provide cross- border payments at 

more competitive prices as a result of reduced total cost of operations (TOC); Establish a 

stronger, more cohesive and efficient ASEAN as the ASEAN Payment Gateway will help 

ASEAN countries to better compete against bigger economies and other regional 

groupings. The ASEAN Payment Gateway will serve as the ASEAN equivalent to 

STEP1, the European cross-border retail payment system. It can also be interlinked with 

other international payment infrastructures; Provide individuals with cross-border retail 

payment services, which are cost effective and timely, comparable to domestic retail 

payment services; Bridge the digital divide between ASEAN countries. It will promote 

knowledge transfer both at the technology level for the local technology vendors, and 

also at the business practice level for clearing houses, financial institutions and 
                                                

230 e-Security Task Group, Doc no:Telwg31/ 
ESTG/31,  Indonesia's Electronic Authentication and Security of Information Infrastructure and Network 
Update Report for TEL 31 , www.apectelwg.org (accessed on 15th September 2005) 
231Rechten,  http://rechten.uvt.nl/simone/ds-new.htm (accessed on 15 September 2005) 
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corporations; Improve the cash and risk management capabilities of local corporations 

and SMEs, especially those with overseas customers and operations, to allow them to 

compete side by side with global corporations; Enable clearing houses and payment 

processing centers to grow in relevance as they will be able to support financial 

institutions to service electronic cross-border payments on a timely basis; Achieve 

economies of scale by leveraging on existing infrastructure and payment processing 

systems for both local and cross border payments; Through a connection with the 

clearing houses or payment processing centers, banks in remote geographic areas in 

ASEAN can be connected to the ASEAN Payment Gateway to facilitate cross border 

retail payments.  

The project is expected to start with a pilot initiative involving 2-3 countries and 

incrementally rolled out to other ASEAN countries232. Asia Pacific Economic 

Cooperation (APEC) e-Security Task Group of the e-Communications and Information 

Working Group is involved in review of the cyber laws including criminal laws, which 

will eventually affect some of the ASEAN members.  ASEAN PKI forum is also 

established to handle a Public key infrastructure with ASEAN; there is an understanding 

to work with Japan, Korea and china on this matter233.  

12.6 Governing law and Jurisdiction issues 

                                                

232 The ASEAN Regional Electronic Payment Gateway,  https://www.bcsis.com/products11.html (accessed 
on  15th September 2005) 
233Gate4Korea,  
http://www.gate4korea.com/ttboard/ttboard.cgi?act=view&Code=680&bname=NEWS&page=110 
(accessed on 15 September 2005 
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In case of Singapore, Brunei, Malaysia and Indonesia, in the absence of an international 

treaty, which lays down a set of rules governing a contract, made over the Internet; the 

usual rules regarding international contracts apply. The company selling goods on the 

Internet should state, as part of its terms, the choice of law governing the contract. The 

common law courts will give respect to party autonomy in most cases234. This will avoid 

the court having to apply the "Objective proper law of the contract" doctrine that 

considers intention of the parties or localization of the contract235. However, in case of 

Indonesia the freedom of the party in selecting the choice of law may be limited by public 

policy, which may prohibit choice of law in certain transaction and prescribe that 

domestic law shall be applicable to them. The limit of public policy is not very clear. 

Although the doctrine held that they only consist of fundamental principles of the 

Indonesian legal system, sometimes the Courts classify mandatory rules of Indonesian 

law (that are not fundamental in nature) as public policy rules, which preclude choice of 

law in contracts whose object are regulated by these rules. For instance, import of rice is 

regarded as a matter of public policy because it is regulated under a special mandatory 

import regime. In this situation, it would be advisable to seek advice on whether or not 

any rules, which would prevent choice of law, exist236.  

                                                

234 At common law, intentions of the party or principle of party autonomy is respected subject to however it 
being “bonafide, Legal and not contrary to public policy”, as laid in leading case on this subject Vita Food 
Products v. Unus Shipping Co [1939] AC 277. However the limits of this rule is rather clearer among 
most of the common law countries, see generally SAL (Law Reform Sub-Committee), Report on reforms of 
the law concerning choice of law in contract, September [2003], pg 6-14., 
http://www.sal.org.sg:80/Pdf/Report%20on%20Reform%20of%20the%20law%20concerning%20choice%
20of%20law%20%20in%20Contract.pdf (accessed on 30th September 2005) 
235 See Supra note (Law Reform Sub-Committee, SAL) for more details on this subject and Vita Food 
Products v. Unus Shipping Co [1939] AC 277 
 
236 APEC,  http://www.bakerinfo.com/apec/default.htm (accessed on 19th December 2005) 
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In case of Thailand, the choice of law made by the parties is respected. Where a contract 

involves a party located outside of the Thai jurisdiction, under Section 13 of The Act on 

Conflict Laws B.E. 2481 (A.D. 1938), the parties to the contract may determine which 

law they intend to be bound by. Where there is no such prior agreement between the 

parties, then the provisions of Section 13 may provide guidelines. These include: 

1. If the parties are of the same nationality, the laws of that country will 

apply  

2. "If the parties are not of the same nationality, the law of the country where 

the contract has been made will apply 

In instances where a contract has been made between parties at a distance, the country 

where the contract is deemed to have been made is the country where notice of the 

acceptance reaches the seller. If such a place cannot be ascertained, the law of the country 

where the contract is to be performed shall govern237 

Vietnam has a slightly different approach to solve the problem of identifying the 

governing law in an electronic contract scenario. Usually the Vietnamese laws allows the 

contracting parties to decide the governing law and legal jurisdiction, provided that such 

choice will not be contrary to the general principles of Vietnamese law. The only 

instances in which a contract will be made subject to local law, despite the parties' 

alternative choice of law are:  

i. Where the contract is executed and fully performed in Vietnam.  

                                                

237 ibid , (APEC) 
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ii. Under specific pieces of legislation. For example, contracts signed under the Law 

on Foreign Investment in Vietnam must be governed by Vietnamese law, 

although the parties may choose foreign arbitration for dispute settlement.  

Since, Vietnam does not have judicial enforcement agreements with most countries 

except some ex-socialist countries it is better to settle for arbitration when dealing with 

Vietnamese party as she is a member of the New York Convention on Recognition and 

Enforcement of Foreign Arbitral Award. Hence it is the best mode for dispute settlement 

that could be recommended. Philippines being a member of the same convention, the 

above recommendation are suitable. In case of e-transaction giving rise to tortuous 

claims238 the following rules will be adopted in Philippines.  The courts will apply the 

doctrine of the “state of the most significant relationship”, which takes into account the 

place where the injury occurred, the place where the conduct causing the injury occurred, 

the domicile, residence, nationality, place of incorporation and place of business of the 

parties, and the place where the business relationship, if any, of the parties is centered.  

The position of Myanmar, Laos and Cambodia is not clear yet. Hence, the parties must 

take necessary precautions by selecting a choice of law in the contracts while dealing 

with parties from these jurisdictions. Lao People's Democratic Republic is a party to the 

New York Convention on Recognition and Enforcement of Foreign Arbitral Award, 

hence adding an arbitration clause in the e-contracts is one more option that could be 

resorted to solve the issue of governing law and jurisdiction.

                                                

238 Though the preview of the Code is restricted to contractual issue, this provision is mentioned to give a 
general picture of countries judicial principles. 
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7 FINAL ANALYSIS ON THE COMPARISON OF ASEAN 
JURISDICTION REGARDING THE CORE ELEMENTS OF E-
COMMERCE INFRASTRUCTURE 

 

7.1 Overall analysis on core elements for e-commerce infrastructure 

 

On an overall analysis on the core elements of an effective infrastructure for e-commerce, 

we find that none of the countries follows the Model Code provision comprehensively. 

However, Philippines seem to have more provisions compatible to the Model Code, 

especially those that related to evidence. It can be noted that legal infrastructure 

development in Philippines supersedes the uptake of e-commerce. This development may 

be detrimental to its economy in the end. Singapore and Brunei have similar laws and 

they are the next countries with the most compatible provision in its Electronic 

Transaction law with the proposed Model Code. They are followed by Thailand. 

Although some elements like security and authentication are stronger aspects in 

Malaysia, she is at the same footing as Myanmar. The two countries Malaysia and 

Myanmar seem to be lagging behind in many ways. The rest of the countries Cambodia, 

Laos, Indonesia, and Vietnam are at the bottom, they need to have the necessary laws in 

place that would provide the essential core legal infrastructure for e-commerce to survive 

and grow.   

 

The table below is a consolidated and brief comparison of the Model Code and Electronic 

Transaction law of the 6 ASEAN countries that have such laws. 
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7.2 Analysis on e-commerce law provisions 

 

• All countries recognized electronic means of communication and contracting 

except the ones without any legislation on electronic transaction/Commerce. 

• Malaysia is the weakest, when compared to all other countries. The reason is 

that a Digital Signature law does not explicitly provide many basic provisions 

as given in the ETA’s of other countries for securing e-contracting.  

• Singapore, Brunei, Thailand and Philippines’s legislation are very 

comprehensive. However Philippine’s ETA seems to be the most compatible 

with the Model Code. 

• Legal acceptance of non-human agent involved in concluding the contracts is 

not clear in most jurisdictions. 

• Provision regarding error in e-contracting is only available in the legislation of 

two ASEAN countries. 

• Provision on invitation to treat does not exist in any country’s ETA except the 

Philippines. 

• The basic terminology varies according to each ETA, hence it requires 

harmonisation before any confusion be caused. 

• Some ETA’s applies to civil, criminal and consumer transactions, whereas the 

others are applicable to civil transactions. 

• Provision of dispatch and receipt of electronic messages is also provided in 

many countries.  Singapore, Brunei and Philippines are comprehensive in this 

regard. Malaysia has no such provision. 
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• Electronic signature is accepted in most of the countries except the ones with 

no legislation on electronic transaction. 

• The concept of reliability of signature is also provided in most of the countries 

except for the ones with no legislation on electronic transaction. 

• The other countries without any electronic transaction law must follow the 

Model Code or enact such a law as soon as possible. 

 

7.3  Analysis on the provisions on electronic evidence 

 

Some of the common provisions missing / different among ASEAN countries are 

• Incorporation by reference. 

• Authentication as 7.2 of the Code, burden of proof on the 

person adducing electronic evidence. 

• Best Evidence rule, is not explicitly mentioned in some 

countries (like that of Singapore) 

• Presumption of integrity as in 7.5 of the Model Code. 

• Standard for preservation and proof of electronic records. 

• Proof by affidavit can be given on certain issues. 

• Cross-examination is allowed when an affidavit is 

introduced as of right by the parties. 

Overall, there are many issues not sorted out in the case of electronic evidence. 

However, Singapore and Philippines seem to be placed in a better position than the 

rest of the ASEAN members in these aspects. 
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7.4 Analysis regarding banking law issues 

Non-existence of certain essential infrastructure for e-payment among the member 

nations can be noticed, in the following cases: 

• Certification authority, foreign recognition of such authorities. 

• Interoperability in e-payment mechanisms. 

• Uniform use of authentication mechanism. 

• Recognition of many modes for authentication of electronic documents.  

• Fully developed PKI infrastructure. 

• Operation of regional standards already set. 

• Legal recognition of e-payments. 

• Encouraging public participation in e-payment systems, wide participation of 

governments in e-payment systems.   

• Developed regional encryption standard that facilitate interoperability. 

• Specific Laws against the cyber crime like fraud and dishonour of electronic 

payment. 

Most of the other provisions in the Model Code are not implemented by single 

ASEAN member. Hence, more ground has to be covered in this sphere. However, 

it is submitted that the elimination of current inequalities through harmonization 

requires high attention from the policy makers.  

In conclusion, the e-payment infrastructure must be developed in all the ten (10) 

ASEAN countries equally. Implementation can only be foreseen in different phase 

considering the existing physical infrastructure of the ASEAN members.  
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7.5 Analysis on Jurisdiction and private international law provisions 

 

Overall many points of difference and uncertainty exists among ASEAN members, 

such as 

 

• No specific legal provision that is applicable to international electronic 

transaction disputes. 

• Uncertainty in the exercise of jurisdiction over cross border issues. 

• Party’s agreement on choice of law will most likely be enforced in many 

jurisdictions within ASEAN; hence, there is lack of certainty. 

• Lack of regional standards available to govern e-disputes. 

• Alternative dispute settlement mechanisms are not encouraged and are 

recognized only in some ASEAN members. 

• Only some of the ASEAN countries are members of New York Convention on 

Arbitration therefore applicability of arbitration process in solving e-disputes 

is also uncertain. 

• So far, online dispute settlement is effectively used only in Singapore as an 

alternative to court proceedings where private international law applies. 

• Even if the dispute is settled using the local laws or the chosen laws, 

enforcement mechanism are weak. As is the case in Vietnam, hence a 

judgment obtained cannot be enforced in such country, due to lack of bi-lateral 

enforcement agreement between the country and its neighbouring ASEAN 

members. 
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8 RECOMMENDATIONS AND CONCLUSION 

 

This chapter has three sections. The first section deals with recommendations that can 

be adopted by the ASEAN members and the second, provides the proposition of this 

work and final section concludes with a relevant appeal to the ASEAN policy makers.  

 

The first section highlights some recommendations to strengthen further the existing 

regional e-commerce legal framework. Some of the recommendations are in the form 

of legal guidelines and principles already covered by the Model Code and as 

appended to this work and some recommendations that focus on institutional 

framework, needed to support the harmonized e-commerce legal framework within 

ASEAN.  

 

Many factors are needed for a comprehensive e-commerce legal framework within 

ASEAN. Only the core elements of the legal framework from the Model Code were 

discussed and analyzed in the previous chapters of this work. However, the Model 

Code has provided relevant guidelines for a comprehensive legal framework dealing 

with other areas of law as well. It is submitted that these provisions also require 

attention from the ASEAN’s e-commerce policy makers and relevant authorities. In 

the coming paragraphs, I would briefly cover the gist of those provisions. For more 

detailed information, please refer to the relevant chapters of the Model Code239. 

 

                                                

239 Appendix 1 Model Code 



CH 8-RECOMMENDATIONS AND CONCLUSION  

   249  

8.1 Recommendations 

8.1.1 Legal guidelines on the non-core elements of the Model Code 

 

The non- core provisions are under chapters 8, 9, 10, 12, 13, 14, 15, 16, 17, 19 and 20 

of the Model Code. The following paragraphs would give a short description of the 

relevant provisions in a chapter order as it appears in the Model Code. 

 

Chapter 8 is titled - Electronic Contracts and Consumer Protection issues: This 

chapter gives detail guidelines for the E-businesses, so that consumers are adequately 

protected while entering into e-transactions. Chapter 9 - Electronic Signature and 

Electronic records: The main issues covered under this chapter are: the conduct of 

signatory while using a signature creation data and conduct of certification service 

provider while certifying electronic signature. Guidelines for trustworthiness of 

certification process used by the certification service provide is also given. Lastly, 

issues of cross border recognition of foreign signature and certification services are 

mentioned. 

 

Chapter 10 deals with Security and Authentication principles: Three types of 

transaction security are mentioned. They are: 

 Transaction privacy: Transactions must be held private and intact, with 

unauthorized users unable to understand the message content. 

 Transaction confidentiality: Traces of transactions must be dislodged from 

the public network. No intermediary is permitted to hold copies of the 

transaction unless authorized to do so. 
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 Transaction Integrity: Transactions should be protected from unlawful 

interference – i.e. they must not be altered, modified or deleted. 

 

Moreover, this chapter also discusses the security issues and consumer protection 

exclusively. There are two kinds of security issues. They are Information security 

and System security. The last section is that of Privacy issues. For the adoption of the 

e-businesses, many privacy guidelines based on international standard practices are 

mentioned. An “opt in” approach to strengthen the privacy protection of the 

customer’s transaction and data is recommended for the adoption by businesses.   

 

Chapter 12 discusses Cyber Crime issues, some of it are dealt with under chapter 

three of this work under legal issues, the offences that are recommended for the e-

commerce transaction legislation are those that relates to following category: 

Offences against the confidentiality, integrity and availability of computer data and 

systems; Offences against computer; Offences relating to content; Offences related to 

infringements of copyright and related rights. The Code also mentions other 

recommendations that should be adopted by the ASEAN nations to give effect to 

these cyber crime provisions. Those recommendations relates to the following: 

 

• ASEAN Network Security Coordination Centre should be created to help 

monitor the adoption of these principles of cyber crimes.  

 

• ASEAN members must enter into co-operative efforts, through mutual 

assistance, extradition agreements and other measures in order to combat 

cyber crime trans-boundary issues.  
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• ASEAN Members must immediately enact substantive, procedural and mutual 

assistance laws relating to cyber security. 

 

• ASEAN Members must provide assistance between and among the economies 

in developing threat and vulnerability assessment capabilities. 

 

• ASEAN Members must develop security and technical guidelines that can be 

used by governments and corporations in their fight against cyber-crimes. 

 

• ASEAN Members must regularly conduct outreach programmes to economies 

and consumers regarding cyber security and cyber ethics. 

 

• ASEAN Members must provide adequate resources to law enforcement 

agencies so that these agencies possess the necessary tools, equipment, and 

know-how for the successful defence of their country’s network systems from 

cyber-attacks.  

 

• ASEAN Members must recognize that consultation, coordination and 

cooperation between and among governments and the private sector is 

important, in order to harmonize as completely as possible measures, 

practices, and procedures that will be utilized in combating cyber crime 

problem. 
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• ASEAN Members must actively work with industry and other cyber-crime 

advocates to develop appropriate solutions to cyber-crime concerns that may 

not be addressed adequately by private sector. 

 

• ASEAN Members must develop Social consensus about the proper and ethical 

use of the computers and information systems.  

 

Chapter 13 relates to those provisions concerning Data protection, which are already 

mentioned under chapter four of this work. Chapter 14 provides General guidelines 

for Consumer Protection as follows: 

 

ASEAN Members should keep in mind the following guidelines and if possible enact, 

as soon as possible, suitable business Code, legislation or other instrument to give 

recognition to the following:- 

1. Fair business, advertising and marketing practices 

2. Clear information about the identity of an online business the goods or services it 

offers and the terms and conditions of any transaction 

3. A transparent process for the confirmation of transactions 

4. Secure payment mechanisms  

5. Fair, timely and affordable dispute resolution and redress that is not less than the 

level of protection afforded in other forms of commerce 

6. Privacy protection;  

7. Member nations must adopt certain content regulation rules for the content provider 

to follow including, advertising rules, fair business practice and anti trust issues 

8. Regulating consumer financial services and consumer credit  
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9· Rules concerning liability for defective products must be formulated; and 

10. Consumer and business education. 

 

It should also be noted that consumer protection laws overrides e-commerce 

transaction laws at all times. 

 

Chapter 15 provides Guidelines for the rights and liabilities of Intermediaries. 

Provisions Such as intermediary service provider will not be liable for certain 

Intellectual property infringements, Universal Service and Liability of Network 

service provider are discussed in this chapter. Moreover, the chapter discusses the 

need to define the rights and liabilities of the Trusted Third parties or Certification 

Authorities and their duties and rights.  

Chapter 16 is titled Settlement of Disputes. It discusses the various measures; e-

businesses can take, to settle disputes effectively between them and its consumers. It 

covers internal dispute settlement and external dispute settlement methods. The 

chapter also stresses on the role of regional and local chambers of commerce and it 

reads as follows “ASEAN Members are also recommended to actively encourage the 

commerce bureau/chambers in their jurisdiction to create standard template contracts, 

or follow the ICC rules in this regard, encourage electronic contracts to include 

alternate dispute resolution clauses in them 

Chapter 18 deals with Fraudulent and Deceptive commercial practices in e-trade, 

the following recommendation are made under this chapter: ASEAN Members and 

their judicial, regulatory, and law enforcement authorities must co-operate at the 

regional level, as appropriate, through information exchange, co-ordination, 
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communication and joint action to combat cross-border fraudulent, misleading and 

unfair commercial conduct. Governments, businesses, consumers and their 

representatives should devote special attention to the development of effective cross-

border redress systems. For the purpose of this section “fraudulent and deceptive 

commercial practices” refers to those fraudulent and deceptive commercial practices 

that cause actual harm to consumers or that pose an imminent threat of such harm if 

not prevented, such as: 

1. A practice of making misrepresentations of material fact, including implied factual 

misrepresentations that cause significant detriment to the economic interests of misled 

consumers. 

2. A practice of failing to deliver products or provide services to consumers after the 

consumers has been charged. 

3. A practice of charging or debiting consumers’ financial, telephone or other 

accounts without authorization. 

From a criminal law point, it is required that member nations of ASEAN shall adopt 

such legislative and other measures as may be necessary to establish as criminal 

offences under its domestic law, when committed intentionally and without right, the 

causing of a loss of property to another by 

A.     any input, alteration, deletion or suppression of computer data, 

B.     any interference with the functioning of a computer system, 

with fraudulent or dishonest intent of procuring, without right, an economic benefit 

for oneself or for another.  
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Those Member countries must work to develop a framework for closer, faster, and 

more efficient co-operation amongst their consumer protection enforcement agencies 

in combating fraudulent and deceptive commercial practices that includes where 

appropriate: 

 

 Establishing a domestic system for combating cross-border fraudulent and 

deceptive commercial practices against consumers. 

 Enhancing notification, information sharing, and investigative assistance. 

 Improving the ability to protect foreign consumers from domestic 

businesses engaged in fraudulent and deceptive commercial practices. 

 Improving the ability to protect domestic consumers from foreign 

businesses engaged in fraudulent and deceptive commercial practices. 

 Considering, how to ensure effective redress for victimized consumers and 

 Co-operating with relevant private sector entities240. 

 

Member countries should work together to develop fast and efficient methods for 

gathering and sharing information. They should build on existing projects to gather 

and share information, including consumer complaints and notifications of pending 

investigations and cases, through online tools and databases. 

 

All consumer protection enforcement agencies whose territories are affected by 

fraudulent and deceptive commercial practices against consumers should have 

appropriate authority to investigate and take action within their own territory.  
                                                

240 OECD Guidelines for Protecting Consumers from Fraudulent and Deceptive Commercial Practices 
Across Borders 
http://www.oecd.org/document/56/0,2340,en_21571361_34590630_2515000_1_1_1_1,00.html 
(accessed on 5th Nov 2005) 
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There is a need to set up a national public body as determined by each member 

country which will have the ultimate mission of implementing laws against 

fraudulent, misleading, or unfair commercial practice affecting and could be given the 

power to conduct investigation, to pursue enforcement proceedings or both241.   

Chapter 19 deals with E-commerce Education for consumer, public and 

governmental authorities’: It is one of the most important sections having 

tremendous bearing on the success of the harmonised instrument. It mentions the 

following guidelines.  

 Education and awareness 

Education and awareness. Governments, business and consumer representatives 

should work together to educate consumers about electronic commerce, to foster 

informed decision-making by consumers participating in electronic commerce, and to 

increase business and consumer awareness of the consumer protection framework that 

applies to their online activities. 

 Awareness 

Awareness. Providing users appropriate knowledge of the existence and general 

extent of measures for the security of information systems. Control, as well as the 

promotion of awareness of the crimes that are committed in cyberspace and the 

availability of possible measures against them is important. 

                                                

241OECD,  http://www.oecd.org/dataoecd/24/33/2956464.pdf (accessed on 5th Nov 2005) 
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 Methods on Raising Awareness 

1. Seminars for awareness creation must be conducted continuously and in a sustained 

manner. 

2. The need for education and awareness of the public and businesses, as well as the 

legal community on e-commerce issues must be addressed. Those who are most likely 

to enjoy the benefits of e-commerce and e-business must exercise responsibility in the 

use of the new medium. 

3. The general public, business and technology experts must be educated as to the 

proper use or ethical practices in the utilization of computers, the Internet and other 

wealth-generating technologies that arrive in the future. 

 Role of Governments 

 

ASEAN Members must urge the Judges, lawyers and other members of the legal 

profession to undergo capacity building and training programmes to raise the level of 

expertise or competence in handling e-commerce-related cases. 

 

ASEAN Members must establish and consistently apply rules that are clear, 

transparent, predictable, and  

 

ASEAN Members, particularly those responsible for the enactment and enforcement 

of e-commerce regulations should be encouraged to participate in trainings and 

seminars on e-commerce. 
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The final Chapter 20 is titled - Administration of the Code. The following 

guidelines are given under it for the administration of the Code: 

 The administration and implementation of this Code may be given to a committee 

called “E-commerce Justice Committee”  

 It will have the duty to interpret; apply these provisions in case of any doubts 

between the members or other parties using this Code.  

 It will have the authority to oversee, manage the sub-committees on Common 

Online arbitration, ASEAN Network Security Coordination Centre, other 

committee that may be formed in the future with the approval of by the EJC 

itself.  

 One member from every ASEAN member preferably, a person with 

knowledge of e-commerce activities or a lawyers or technology savvy person 

should be designated for this committee.  

 There can be one “Chairman” elected by the rest of the members who will be 

the head of the committee and therefore responsible for the overall functioning 

of the committee. 

 The committee will have another sub committee consisting of entrepreneur, 

consumers, commerce groups and expertise in e-commerce industry who 

would be consulted before making any substantial changes to this Code. 

 EJC will also oversee the committee called Appellate Body for e-Commerce 

Disputes which primary will be handling the entire dispute arising between 

parties with in ASEAN which are submitted by the local authorities or by the 

parties themselves for resolution to it. 
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 The EJC must be an independent body directly reporting to the ASEAN 

secretariat. It will act as the commercial court, on issues relating to e-

commerce. 

It is submitted that, these provisions as suggested above, are desirable to be 

adopted by the ASEAN Members apart from the core element suggested in the 

earlier chapters.  

8.1.2 Institutional/ Other recommendations 

8.1.2.1 Strengthening co-operation with other regional groupings on e-commerce 

policy formation 

 

Nation states are enmeshed in an inevitable and accelerating shift towards 

internationalization and globalization242. Harmonization of laws and policies is the 

strategy adopted by many regional organizations for international co-operation and 

shared economic benefits. ASEAN is committed to open regionalism243. Therefore, 

strengthening ties with various loosely structured regional organizations in terms of e-

commerce policy formation is recommended. The various organization starting from 

growth triangle to sub regional  economic zones (SREZ) at the smallest level to 

groups such as Greater Mekong sub region (GMS) group to ASEAN plus 3 group to 

APEC (Asia pacific Economic Co-operation) and ASEM (Asia Europe Meeting). 

However, the amount of co-operation that can be sought through these initiatives will 

depend upon building regional institutions and mechanisms.  
                                                

242 Christopho Antons, Micheal Blackney, Chirstopher Heath,  Intellectual property Harmonisation 
within ASEAN and APEC “Analysis of industrial property law in Vietnam, Kluwner law international, 
126, 2004 
243 Lim May-Ann, e- ASEAN initiative: A evaluation Study, Department of Info communication 
Management programme, National University of Singapore, 2003 
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8.1.2.2 ASEAN’s needs to be develop a stronger institution for having effectiveness 

in its desired operations: 

Expert asserts that ASEAN will not have any future if it does not create the institution 

and legal mechanism for an effective multilateral organization. ‘The ASEAN way’ of 

taking many decisions, though has been working quite well for decades, it is now put 

to constant test with the complicated issues cropping up in the region and at least 

some devolvement of authority to the regional institutions over the next few year, will 

be very important for the future prospects244. 

 

Besides having to reconcile the difference between the e-commerce legal regimes in 

ASEAN, the success of harmonization would also involve the development of 

institutional infrastructure that would support and facilitate the existence of the 

harmonized rules. Hence, I shall briefly touch on various institutions that in my 

opinion need to be developed in order to complement the existence of the harmonized 

regime of e-commerce laws. The purpose of these institutions is to preserve and 

ensure a uniform interpretation of the Model Code and to pave way for 

interoperability of various institutions, so that the benefits of harmonization may be 

maximized. The following are the area that I submit, needs to be considered: 

 

1. Creation of a regional appellate tribunal to hear e- commerce disputes based 

on consensus.  

                                                

244 Ibid, (Chirstopho Antons), pg 120 
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2. Legal education about e-commerce issues in general to the masses. Increase 

education and awareness among Judiciary, enforcement agencies in particular 

about the legal and procedural nuances of this new trade system. 

3.  Need for encouraging judicial cross border discussion as a means to enhance 

and share the understanding of complex issues and legal reasoning behind a 

particular issue for a better and a consistent approach to e-dispute settlement 

by judiciary.  

4. Need for awareness campaign that foster co-operation among government 

bodies, private and professional organizations about e-commerce legal issues 

and protection in general.  

5. Encourage and promote online dispute resolution systems for faster resolution 

of e- disputes. 

6. Transparency of not only rules and regulations but also e-commerce 

judgments through wide publication of the same in a common language, 

preferably English within ASEAN nations. Availability of translated versions 

should be aimed at ideally until there is sufficient evidence to suggest that 

English has become a common language for e-transactions within ASEAN. 

7. Development of ICT Education and Physical Infrastructure in general. 

8. Region wide creation of consumer redresses/Feedback system to provide 

meaningful review of e-commerce policies and laws that encompasses the 

view of the beneficiaries of such policies and laws. 

9. E-commerce affairs are recommended to be included as a permanent item on 

the agenda, in ASEAN Minister Summits, so that constant review and cross 

border learning at policy level can be achieved.   
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8.1.2.3 Adopt Freeze plus system245 

This system allows for a gradual harmonization of the Code into the domestic legal 

systems of the ASEAN members. This means that a particular nation will not reduce 

the existing legal safeguard for e-commerce, but it will take some amount of time to 

achieve full harmonization. Such allowances would be necessary in this case, 

considering the digital divide between ASEAN nations.  

8.1.2.4 Emphasizing on principle of Mutual Recognition 

Principle of mutual recognition like in the EU directive of e-commerce246 must also 

be adopted among ASEAN countries, when it comes to dealing with conflicting 

standards. Respect for each other’s regulations is necessary. This could help strike a 

balance between the need for harmonization and national sovereignty (a known 

defence to any harmonization efforts in general). However, it must be noted that the 

principle has its downside as well; it may lead to general weakening of 

protection/regulatory standard if the difference in the legal framework of the countries 

is too diverse247. Nevertheless, in this case the above view is not tenable, as the 

countries that have diverse legal framework do not have conflicting laws in place 

(since some countries are yet to frame any law on the subject matter under 

consideration) at this moment. They are certainly looking forward to adopt the current 

legal trend in this field and leap frog to take advantage of this new medium of trade.  

                                                

245 See ibid (Chirstopo Antons) Pg 45 
246 See ibid (Chirstopo Antons)  
247 See ibid (Chirstopo Antons)  
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8.1.2.5 Harmonizing the procedural law for e-commerce: The next foreseeable 

measure for adoption within ASEAN 

Harmonized procedural laws, that relate to e-commerce are needed as much as 

substantive laws, especially as regards electronic payment systems, e-banking, 

conflict resolution/online dispute settlement, cyber crime and taxation. It is submitted 

that having a coordinated procedure for the above areas would encourage creating 

certainty in cross border e-transactions and interstate trade in this area largely. With 

regard to dispute settlement mechanism, the following research conducted by oxford 

university mentions essential requirements that may be used as a guideline for 

formulating a regional procedural standard for a self regulatory that works effectively 

in the digital media/content area. The Oxford PCMLP-IAPCODE Study recommends 

that such schemes should amongst other things, be beneficial to consumers; accessible 

to members of the public; independent from interference by interested parties; 

adequately funded and staffed; provide effective and credible sanctions; provide for 

auditing and review by the relevant independent regulatory authority; be publicly 

accountable; and provide for an independent appeal mechanism248.
 
The Oxford 

research also suggests
249 

that the way forward may lie with Codes of conduct 

                                                

248 Oxford PCMLP-IAPCODE “Self Regulation of Digital Media Converging onto the Internet: 
Industry Codes of Conduct in Sectoral Analysis” ,  http://pcmlp.socleg.ox.ac.uk/execsummary.pdf, 
(accessed on 19 May 2005) 
249. Oxford PCMLP-IAPCODE “Self regulation of digital media converging onto the Internet: Industry 
Codes of conduct in sectoral analysis” http://pcmlp.socleg.ox.ac.uk/execsummary.pdf, (accessed on 19 
May 2005)/ Joint IDA-AGC Review of Electronic Transactions Act Stage III: Remaining Issues  
 http://statutes.agc.gov.sg/agc/Publications/ConsultnPap/ETA_StageIII_Remaining_Issues_2005.pdf 
(accessed on 20th December 2005) 
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developed by relevant industry bodies accredited by the relevant independent 

regulatory authority for that industry sector250.  

8.1.2.6 Need to create awareness and efficiency among traditional enforcement 

agencies of ASEAN nations 

It must be remembered that the interpretation and enforcement of harmonized 

principles and the procedures are left to the respective national courts. Like there is 

diversity in working environment of the court within the EU251, ASEAN too has 

diverse legal systems and court structure.  Hence, a common enforcement structure is 

highly desirable. However, it should be noted that it is not an easy task. It is indeed 

seen as an impossible task within the EU context. Interpretation of these law are left 

to the national courts is most cases. E-commerce like intellectual property and 

competition law has cross-broader impact. Therefore, consistency in enforcement of 

the laws in the area of e-commerce is a mandatory concern. Hence, I recommend the 

formulation of suitable measures for the adoption by the enforcement agencies by the 

ASEAN members to solve the above problem and increase its efficiency. 

Consequently, as an interim measure, creating awareness among the enforcement 

authorities would partially solve the problem of mis-interpretation of the laws in e-

commerce field.  

 

                                                

250 Charlotte Waelde and Lillian Edwards, Online Intermediaries and Liability for Copyright 
Infringement, World Intellectual Property Organization (WIPO) Seminar on Copyright and Internet 
Intermediaries, Geneva, 18 Apr 2005 page 32-34. 
251 Supra note 164, (Chirstopo Antons) pg 53 
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8.2 Conclusion 

8.2.1 Propositions of this thesis 

 

In the final analysis, I submit the following: 

 

In the light of ASEAN’s trend towards regionalism and its vision of an integrated 

ASEAN in field of e-commerce and the cross broader nature of the legal issues that 

stifle the growth of this new economy, harmonization of e-commerce transaction law 

would be a step in the right direction, helping to eliminate the non tariff barrier of lack 

of adequate legal infrastructure/ framework. 

 

A good legal framework for e-commerce should not only concentrate on national 

conveniences but as e-commerce is trans-boundary by nature, integrating international 

legal norms and standards is inevitable and unavoidable. 

 

Considering the diversity in current e-commerce legislations and regulations among 

some ASEAN countries, particularly in the core areas as highlighted in this work and 

recognizing the gaps in legal provisions in a few other ASEAN economies, the need 

for a common Model law for e-transactions that proposes a guideline in conformity 

with the international standards is strongly felt.  

 

The proposed Model Code follows international standards and suits ASEAN legal 

climate. Hence, it would be desirable that it be adopted at the earliest by the ASEAN 

nations, either as separate entity or as a unified regional grouping, given the above 

need. 
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To avoid conflict, and maintain synchronization between national laws and the Model 

Code, the suggested amendments by this work to the national laws must be 

undertaken by the respective ASEAN economies. Other economies that lack any law 

on the issues dealt with in the Model Code are requested to adopt the provisions and 

guidelines as it is through suitable means as it may decide and thereby leap frog into 

this new economy with a stronger legal regulation for e-commerce than its 

counterparts leap.  

 

E-commerce legal framework is just one of the essential aspects that help in the 

progress of e-commerce in a country or in the region. There is a need for many other 

infrastructural improvements simultaneously, such as the physical infrastructure, 

judicial, educational, among others. Therefore, securing a good legal infrastructure is 

merely as one of the means in building an overall good infrastructure for e-commerce 

and is not recommended as the only solution to securing such an infrastructure for e-

commerce for the region. 

 

The need to develop a suitable implementation plan for the adoption of the Model 

Code is left to the ASEAN secretariat, and a separate research on this recommended 

and desirable at the earliest.  

 

8.2.2 A strong appeal 

 

An appeal to the regional organizations in general and ASEAN in particular. 

Adoption of a harmonized framework as suggested by this work is highly desirable 
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for many reasons as highlighted in this work. Therefore, I propose that ASEAN 

should form a review committee to see the feasibility of adopting the guidelines and 

recommendations given in this work as soon as possible and thereby ensuring that the 

value of this work can be materialized at the right time. This will endow the most 

benefit to the people of ASEAN by creating a stable and encouraging atmosphere for 

e-commerce to flourish within its region. Consequently, a significant progress towards 

its regional vision of integrated ASEAN by 2015 in this narrow, prospective and  

promising field of e-commerce can be achieved. 
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1 CHAPTER I: PRELIMINARY 

1.1 Introduction 

Since there is need for harmonisation of e-commerce laws, and the lawmaking department in 

the field of network, information, and trade act in their own manner, there seems to be a 

greater need for uniformity in such area. Moreover, e-commerce laws by nature transcend 

many different areas from contracts, to evidence to payment systems therefore having one 

common Code to adopt would benefit the member nations of ASEAN. 

 

The Model Code is set with the regional goals in mind and the already existing principle 

embodies in E-ASEAN e-commerce legal framework along with other standards currently in 

vogue from an international perspective. 

 

The Model Code has referred to regional standards set by EU, and OECD, APEC. It has 

gathered principles from the e commerce legislations of the ASEANS’ trading partners 

(Japan, China, and South Korea) and also from countries like Australia, Hong Kong, India, 

and New Zealand. 

 

It also has referred to legislations, guidelines from countries like Canada, New Zealand, US   

 

The primary broader principle are mostly based on UNCITRAL Model laws on e-commerce 

and electronic signature, Convention on electronic-contracting and other international 

instruments like Conventions on Sales of Goods, Convention on Cyber Crimes . 

 

1.2 Purpose 

To serve as a common Model Code of reference to the ASEAN members while 

drafting/amending their own electronic transaction/commerce laws in their respective territory 
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suitably to facilitate cross border electronic transactions. E-Commerce transaction Model 

Code is formulated with the purpose of providing predictability and certainty in areas where 

existing laws fall short. It is meant to encourage business and consumer confidence in e-

commerce as well as provide legal recognition of electronic transactions, electronic records 

and electronic signatures among other things. It will also serve as a complementing material 

to other efforts taken my ASEAN like the E commerce reference framework, and e-

Commerce legal, institutional, infrastructural development with in ASEAN jointly been 

assisted by ASEAN Australia Development Cooperation Program (AADCP) 

 

1.3 Objective 

1. To facilitate electronic communication particularly domestic and international dealings, 

transactions, arrangements, agreements and contracts through the utilization of electronic, 

optical or similar means. (Reliable electronic records). 

2. To eliminate barriers to electronic commerce resulting from uncertainties over writing 

and signature requirements. 

3. To promote public confidence in the integrity and reliability of electronic transactions to 

enable them to have the same legal effect as that given to transactions made by traditional 

means 

4. To encourage  fair business, advertising and marketing practices online; 

5. To ensure secure payment mechanisms; 

6. To ensure that parties to the electronic transaction have a fair, timely and affordable 

dispute resolution and redress systems; 

7. To provide guidelines for Privacy protection 

8. To improve consumer and business education about e-commerce in general. 

9. Facilitation of electronic filing of bills, and returns. 

10. Minimisation of forgery and fraud in e- business  

11. To recognise sending and receiving of data massages.  
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12. To legitimate the use of electronic signatures 

13. To provide for evidential admissibility of data messages /Electronic records 

14. To promote the use of electronic communication among governments and general public 

15. To recommend for the setting up of regional e-commerce administration body to oversee 

the implementation of this Code among other things. 

 

1.4 Scope 

The Model Law is designed to apply to any kind of information in the form of a data message 

used in the context of commercial activities or transactions252. The Model Code provides light 

and flexible frameworks and intends to address only those elements which are necessary for 

securing a proper internal market in e-commerce transactions with in ASEAN. The Model 

Code deals both with information goods and services, ranging from service provided online to 

selling various products online253. The Model Code applies horizontally across all areas of 

law which touch on the provision of digital services, regardless of whether it is a matter of 

public, private, or criminal law. Furthermore, it applies equally both to business-to-business 

(B2B) and business-to-consumer (B2C) e-commerce. However it does not cover issues 

regarding, Tax, Insurance, e government, consumers protection, Anti trust and Intellectual 

property and content regulation issues in detail, due to the complex nature of such issues 

consensus may be hard to reach among all ASEAN countries as some countries are relatively 

new to the concept of e-commerce and are yet to discover its full potential..   

                                                

252 It does not apply to exclusion as provided in the UN draft convention of e-contracting Art 2 (2) “the 
convention does not apply to bills of exchange, promissory notes, consignment notes, bills of lading, 
ware house receipts or any transferable documents or instrument that entitles the bearer or the 
beneficiary to claim the delivery of goods of payment of a sum of money” 
253 It covers a wide variety of services provided online (so-called "information society services") 
ranging from online newspapers and specialized news services (such as business or financial 
information), online selling of various products (books, computer hardware and software, 
pharmaceuticals, etc.) to the online provision of financial services (online banking, online investment). 
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2 CHAPTER II: GOVERNING PRINCIPLES  

The following are some of the principles that are necessary to secure a trustworthy, confident 

and an e commerce transaction that has certainty for consumers and business men.  

• Reliability 

• Integrity 

• Transparency  

• Confidentiality 

• Privacy 

• Security and authentication 

• Technology neutral 

• Media neutral 

• Functional equivalent 

• Minimalist approach to Electronic signature  

• Recognizing “Party Autonomy” to a maximum extend 

 

3 CHAPTER III: MEANING OF TERMS 

“E-commerce” refers to electronic transactions on the Internet or any other open networks.  

 

Such transactions can be divided into two categories: 

a. Those that involve the sale of physical goods and services; 

b. Those that involve the direct, on-line transfer of information and digital goods and services 

(e.g. software, music-on-demand, video-on demand). 

 

Four elements are essential to e-commerce 

• Commercial context 
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• Goods and services 

• Telecommunication 

• Business transaction 

 

"pornography" shall include pornographic material that visually depicts: a : a person 

engaged in sexually explicit conduct; b. realistic images representing a person engaged in 

sexually explicit conduct. 

`Electronic Signature254' means an electronic sound, symbol, or process, attached to or 

logically associated with, a data message, which may be used to identify the signatory in 

relation to the data message and to indicate the signatory’s approval of the information 

contained in the data message; 

 “Certificate” means a data message or other record confirming the link between a signatory 

and signature creation data255; 

 “Certification service provider256” means a person that issues certificates and may provide 

other services related to electronic signatures; 

“data” means representations, in any form, of information or concepts; 

 “electronic data message” means information generated, sent, received or stored by 

electronic, optical or similar means including, but not limited to, electronic data interchange 

(EDI), electronic mail, telegram, telex or telecopy257; 

“electronic record” means data that is recorded or stored on any medium in or by a computer 

system or other similar device and that can be read or perceived by a person or a computer 

system or other similar device. It includes a display, print out or other output of that data258.  

                                                

254 Article 2 (a), UNCITRAL Model Law on Electronic Signature (2001) 
255 Article 2 (b), UNCITRAL Model Law on Electronic Signature (2001) 
256 Article 2 (e), UNCITRAL Model Law on Electronic Signature (2001) 
257 Article 2, UNCITRAL Model Law on Electronic Commerce (1996)  
258 Commonwealth, Draft Model law on Electronic Evidence, 
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BE9B3DEBD-1E36-4551-BE75-
B941D6931D0F%7D_E-evidence.pdf (accessed on August 8th 2005) 
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“electronic records system” includes the computer system or other similar device by or in 

which data is recorded or stored, and any procedures related to the recording and preservation 

of electronic records259. 

“Legal proceeding” means a civil, criminal or administrative proceeding in a court or before 

a tribunal, board or commission. 

“reliable electronic signature”  

 “Relying party”260 means a person that may act on the basis of a certificate or an electronic 

signature. 

“Signatory” means a person that holds signature creation data and acts either on its own 

behalf or on behalf of the person it represents; associated with a contract or other record and 

executed or adopted by a person with the intent to sign the record261.  

 

4 CHAPTER IV: GENERAL PRINCIPLES ON SPECIFIC ASPECTS OF E-

COMMERCE TRANSACTION 

4.1 Online contract 

4.1.1 Recognition of electronic contract 

Parties can enter into a contract electronically 

 

Contract should be considered valid even if there is only one or no human participant262 

4.1.2 Formation of contract  

Both offer and acceptance can be made electronically by means of electronic records or 

electronic data messages. 
                                                

259 Supra Note (Electronic Record) 
260 Article 2 (f), UNCITRAL Model Law on Electronic Signature (2001) 
261 This definition is adopted as it is broader than the UNCITRAL Model Code. 
262 Inspired from Art 12 of the Draft Convention on Electronic Contracting, 1997 
http://www.uncitral.org/uncitral/en/commission/working_groups/4Electronic_Commerce.html  
(accessed on 8th August 2005) (Herein after called the Draft Convention on E-contracting) 
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Electronic Contract can be formed by conduct; example click wrap agreements  

 

4.1.3 Attribution/non repudiation263  

A recipient of an electronic record will be entitled to assume that the electronic record was 

sent by the sender and to act on it if: 

a. He/she has applied an agreed procedure to ascertain the authenticity of that record; or 

b. The electronic record can be attributed to the actions of a person whose relationship with 

the sender would enable that person to access the sender’s computer systems, such that the 

record appears to the recipient to originate from the sender.  

 

It is presumed that a message is sent by the sender if it’s indeed sent by  

a. The originator himself (A), 

b. If the message was sent by another person authorized to act on his behalf of A, 

c. The message was sent by an information system programmed by, or on behalf of the 

originator to operate automatically264.  

4.1.4  Form requirement of electronic contracts 

4.1.4.1 Writing 

A contract or a communication that is required to be in writing shall not be denied validity if 

it is in the form of an electronic communication that maintains its integrity and reliability and 

                                                

263 To ensure more confidence is using e communication, there require certain presumption to be made 
with regards to the sender of an electronic record or data message. ASEAN, “e-ASEAN Legal 
Framework for Electronic Commerce Legal infrastructure, ASEAN secretariat, 2001, para 40 available 
at http://www.aseansec.org/6267.htm, accessed on 28th October, 2004 (Herein after referred to as e-
ASEAN Framework) 
264 This provision not only assures that that the sender does not go back on this message but also 
qualifies raises a presumption in case the receiver knew, or should have known was not of the 
originator’s.  
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can be authenticated so as to be usable for subsequent references265. A reliable electronic 

record should satisfy certain legal requirements for information266 to be in written form or 

presented in writing, subject to reasonable exceptions. 

 

4.1.4.2 Signature 

4.1.4.2.1 Electronic signatures 

Electronic signatures meet all existing requirements of a handwritten Signature267 

An electronic signature is considered to be a reliable electronic signature if it meets the 

following requirements: 

 

(1) the signature creation data are, within the context in which they are used, linked to the 

signatory and to no other person; 

(2) the signature creation data were, at the time of signing, under the control of the 

signatory and of no other person; 

(3) any alteration to the electronic signature, made after the time of signing, is detectable; 

and 

(4) where a purpose of the legal requirement for a signature is to provide assurance as to 

the completeness and integrity of the information and any alteration made to that 

information after the time of signing is detectable268. 

 

                                                

265 Inspired from Art 9, Draft Convention on E-contracting 
266“Communication” is broadly defined to include statements, declarations, demands, notices, 
offers, and acceptance made in connection with the formation or performance of a contract. See 
Chris Connolly and Prashanti Ravindra, UN Releases,  New International Convention on 
Electronic Contracting Galexia1 - 4 January 2005  http://consult.galexia.com/ (accessed on 
March 2005) 
267 e-ASEAN Framework, para 20(d) 
268 Art 6 (3), UNCITRAL Model law on Electronic Signature, 2002 UN Publication, 
http://www.uncitral.org:80/pdf/english/texts/electcom/ml-elecsig-e.pdf (accessed on 30th September 
2005) (Herein after Referred to as UNCITRAL Model law on E-Signature) 
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The provision of paragraph one does not limit that, there is no other way to prove the 

reliability of an electronic signature or the adducing of the evidence of the non-reliability of 

an electronic signature269. 

 

Reliable electronic signature should satisfy any law that requires a signature for a document, 

subject to reasonable exceptions270 

 

The exceptions may be on the matters below, a review on the need for such exceptions must 

as and when appropriate and agreeable to all member nations of ASEAN: 

•  court orders or notices, or official court documents (including briefs, pleadings,  and 

other writings) required to be executed in connection with court  proceedings; 

•  any notice of—the cancellation or termination of utility services (including 

 water, heat, and power); 

•  default, acceleration, repossession, foreclosure, or eviction, or the right to cure, 

 under a credit agreement secured by, or a rental agreement for, a primary 

 residence of an individual; 

•  the cancellation or termination of health insurance or benefits or life insurance 

 benefits (excluding annuities); or 

•  recall of a product, or material failure of a product, that risks endangering 

 health or safety; or Any document required to accompany any transportation or     

handling of hazardous materials, pesticides, or other toxic or dangerous materials271 

 

There should be rules to prove an electronic signature.  

There must be provisions governing presumptions regarding reliable electronic records and 

electronic signatures/digital signatures. 
                                                

269 Art 6 (4)  UNCITRAL Model law on E-Signature 
270  e-ASEAN Frame Work, para 26  
271 Electronic Signatures In Global And National Commerce Act, Sec 103 Specific Exception, available 
at http://www.admiraltylawguide.com/documents/esignact00.html (accessed on 30th September 2005) 
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There should be rules that govern the circumstances under which electronic records and 

electronic signatures/digital signatures are treated as reliable records and signatures, and the 

rebuttable presumptions applicable to them272 

 

4.1.4.3 Original 

When the law requires information to be presented or retained in the original form, that 

requirement is met by the data message/electronic records if: 

(i) There exists a reasonable assurance as to the integrity; 

(ii) That the information is capable of being displayed to the person to whom it is to be 

 presented273  

 

Therefore as long as the contents of the data message remain complete and unaltered, 

necessary additions to the data message would not affect its “originality”.274 

 

4.1.5 Dispatch and receipt of electronic communication 

• The time of dispatch of an electronic communication is when it leaves an information 

system under the control of the originator.  

• If the message is sent and received in the same information system, then the time of 

dispatch is when the message was received.  

• The time an electronic communication is received is when it is capable of being retrieved 

by the addressee at an electronic address designated by the addressee275.  

                                                

272 Provisions Inspired from e-ASEAN Framework, Para 26, 27 
273 Art 9 (4) of Draft Convention on E-contracting , This provision is important where the notion of 
uniqueness of an original is primarily relevant, like trade or negotiable documents and other documents 
that transfer rights.  
274 Art 9 (5) (a) of Draft Convention on E-contracting 
275 Inspired by Art 10 of Draft Convention on E-contracting Note: The time of receipt of an electronic 
communication at another address is when it becomes capable of being retrieved and the addressee 
becomes aware that the communication has been sent to that address.  
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4.1.6 Scope of these provisions 

 The provision on Online/electronic contract applies as given below:- 

a. It operates as a default rule i.e. it does not override any existing arrangement between the 

parties in relation to the way that a contract will be formed. (Party autonomy) 

b. Do not automatically establish the validity of that electronic transaction. It merely provides 

that the electronic form of the transaction does not make it invalid (In this context, validity is 

intended to include legal effect and enforceability) 276 

c. The terms of a contract will include277  

The terms the parties have agreed to in their discussions and writings 

The terms implied by the present and past conduct 

The terms implied by the industry customs and practice 

The terms implied by law, such as standards, by commercial bodies, consumer protection 

Codes, etc278 

d. Electronic contract or communication is not considered within the scope of the Model Code 

where it involves the subject matter concerning279 

• Transaction is relating to personal or household purposes.280  

                                                                                                                                       

 
276 E-ASEAN Reference Framework, Para 36 
277 Inspired from Art 4(1) -4 (3) of UNIDRIOT Principles of International Commercial Contract, 2004 
<http://www.unidroit.org>. accessed on 30th September 2005 
278 Legislation such as , The supply of goods (Implied terms) Act as in Singapore, Sales of goods Act 
and Uniform Contract Term Act should be incorporated by reference into national legislation to protect 
consumers in e-commerce.  
279 Contracts for the sale or other disposition of immovable property or any interest in immovable 
property; Family law matter and succession, (along with few other exclusions) were proposed to be 
deleted from the proposed draft the Draft Convention on Electronic Contracting, 1996; refer Report of 
the Working Group on Electronic Commerce on the work of its forty-fourth session (Vienna, 11-22 
October 2004) 
 http://daccessdds.un.org:80/doc/UNDOC/GEN/V04/589/92/PDF/V0458992.pdf?OpenElement 
(accessed on 30th September 2005) 
280 In accordance with the Draft Convention on Electronic Contracting as in 
http://www.uncitral.org/uncitral/en/commission/working_groups/4Electronic_Commerce.html  
(accessed on 8th August 2005) 
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• Transaction on regulated exchange, Foreign Exchange Transactions, Inter-Bank Payment 

systems, Inter-Bank payment agreements or clearance or settlement system relating to 

securities or other financial systems, transfer or security rights in sale, loan, or holding of 

or agreement to repurchase securities or other financial assets or instruments held with an 

intermediary.  

 

4.1.7 Treating error in electronic contracting arising out of communicating with an 

automated information system 

Where a person has made an input error in an electronic communication with an automated 

information system belonging to another party, and is not given an opportunity to correct that 

error, that person has the right to withdraw that electronic communication if: 

• The person notifies the other party of the error as soon as practicable after discovering the 

error;  

• The person takes reasonable steps, to return the goods or services received (or destroy the 

goods or services if instructed to do so by the other party), if any, as a result of the error; 

and  

• The person has not used or received any material benefit or value from the goods or 

services, if received281. 

4.1.8 Invitation to make offer 

Any proposal made to the world at large with out a particular recipient in mind will be 

considered as an invitation to offer and not an offer282.     

 

                                                

281 refer Art 14 of the Draft Convention on E-contracting 
282 Essence of Art 11 Draft Convention on E-contracting , note if the there is a clear indication that 
there will be a binding contract on such acceptance of offer it will be considered as a offer and not an 
invitation to offer. 
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5 INTELLECTUAL PROPERTY AND CONTENT REGULATION 

5.1 Intellectual Property laws 

 
The Members of ASEAN must strike a balance between the protection of rights for copyright 

owners and increased public access to intellectual property. They need to ensure that its 

intellectual and copyright laws are harmonized with underlying principles in global IPR laws.  

 

Necessary amendments to the local law have to be undertaken at the earliest, especially to 

give effect to the World Intellectual Property Organization Copyright Treaty 1996 and the 

World Intellectual Property Organization Performances and Phonograms Treaty 1996 which 

must aim to 

 

a) Improve copyright protection and enforcement measures for copyright owners 

in the digital environment, thus promoting the use of the Internet for business. 

b) Promote legal certainty in the usage of the Internet by clarifying the rights and 

Obligations of copyright owners, intermediaries such as network service providers and users 

such as educational institutions283. 

 

5.2 Content Regulation 

Member state should take necessary steps to regulate (illegal and harmful) internet content 

based on its own cultural values, needs and benifits. Some of the areas of concern that may 

apply to most of the member states are: 

 •  national security (instructions on bomb-making, illegal drug production, terrorist 

activities);  

•  protection of minors (abusive forms of marketing, violence, pornography);  
•  protection of human dignity (incitement to racial hatred or racial discrimination);  
                                                

283  Inspired from Singapore’s Legal and Policy Environment for E-commerce 
http://unpan1.un.org/intradoc/groups/public/documents/APCITY/UNPAN002010.pdf#search=%22cont
ent%20regulation%20e-commerce%20singapore%22 
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•  economic security (fraud, instructions on pirating credit cards);  
•  information security (malicious hacking);  
•  protection of privacy (unauthorized communication of personal data, electronic 
harassment);  
•  protection of reputation (libel, unlawful comparative advertising);  
•  intellectual property (unauthorized distribution of copyrighted works, software or music)284 

 

 Member states must set up a separate regulatory body to deal with issues on internet content 

regulation who shall be enjoined to set appropriate internet content standards, regulate 

licenses of content providers, design and implement awareness programs about the right use 

of online medium and develop appropriate sanction mechanism to deal with the violators 

under the regulatory framework. They should be given the authority to filter content that 

enters its country through various means, bearing in mind the issues of freedom of speech and 

privacy of its own nationalities. Standards followed by the local print/broadcasting media 

could be adapted to apply to online media as found appropriate285.  

 

However member nations must frame their internet content polices in such as way that it 

complements the ASEAN’s need for a stronger internal market in e-commerce, and does not 

distort its growth286. 

 

A co-ordinate effort must be taken within ASEAN countries when dealing with content rules 

violation issues including those of enforcement of laws of different member states. 

 

6 GOVERNING LAW 

 

                                                

284 Communication to the European Parliament, the Council, the Economic and Social Committee and 
the Committee of the Regions COM(1996) 487  available at http://aei.pitt.edu/5895/01/001527_1.pdf  
(accessed on 30th September 2005) 
 
285 View taken by Singapore Government in handling internet content issues 
286 Similar view is adopted by Communication to the European Parliament, the Council, the Economic 
and Social Committee and the Committee of the Regions COM(1996) 487 
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The governing law will be as decided by the parties as per their agreed terms, but as a general 

rule the consumer to the electronic transaction will have to be mentioned of the rules 

pertaining to governing law as soon as possible during pre contract stages. 

 

7 EVIDENTIARY REQUIREMENT IN TERMS OF ENFORCEMENT OF 

ELECTRONIC CONTRACT 

 

Member nations must incorporate the following provisions in their e-commerce laws287 

 

There must be provisions for the legal recognition of electronic records and to facilitate the 

admission of such records into evidence in legal proceedings. A declaration, demand, notice 

or request shall not be denied legal effect or validity solely on the ground that it is an 

electronic record.  

 

7.1  General admissibility 

Nothing in the rules of evidence shall apply to deny the admissibility of an electronic record 

in evidence on the sole ground that it is an electronic record/data message. 

 

However common law or statutory rule relating to the admissibility or records need not be 

modified, except the rules relating to authentication and best evidence.  

 

                                                

287  All the provision under this chapter are adapted from Commonwealth,  Draft Model law on 
Electronic 
Evidence,http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BE9B3DEBD-1E36-
4551-BE75-B941D6931D0F%7D_E-evidence.pdf (accessed on August 8th 2005) 
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7.2  Scope of section 

A court may have regard to evidence adduced under relevant law incorporating these 

provisions in applying any common law or statutory rule relating to the admissibility of 

records. 

  

Incorporation by reference: Digital information shall not be denied legal effect, validity or 

enforceability solely on the ground that it is not contained in the data message purporting to 

give  rise to such legal effect, but is merely referred to in the message. 

 

7.3  Authentication 

The person seeking to introduce an electronic record in any legal proceeding has the burden 

of proving its authenticity by evidence capable of supporting a finding that the electronic 

record is what the person claims it to be. 

 

7.4  Application of Best Evidence Rule 

a. In any legal proceeding, subject to subsection (b), where the best evidence rule is 

applicable in  respect of electronic record, the rule is satisfied on proof of the integrity of 

the electronic records system in or by which the data was recorded or stored. 

b. In any legal proceeding, where an electronic record in the form of printout has been 

manifestly or consistently acted on, relied upon, or used as the record of the information 

recorded or stored on the printout, the printout is the record for the purposes of the best 

evidence rule. 

7.5  Presumption of Integrity 

In the absence of evidence to the contrary, the integrity of the electronic records system in 

which an electronic record is recorded or stored is presumed in any legal proceeding: 
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(a) where evidence is adduced that supports a finding that at all material times the computer 

system or other similar device was operating properly, or if not, that in any respect in which it 

was not operating properly or out of operation, the integrity of the record was not affected by 

such circumstances, and there are no other reasonable grounds to doubt the integrity of the 

 record. 

 

(b) where it is established that the electronic record was recorded or stored by a party to the 

proceedings who is adverse in interest to the party seeking to introduce it; or 

 

(c) Where it is established that the electronic record was recorded or stored in the usual and 

ordinary course of business by a person who is not a party to the proceedings and who did not 

record or store it under the control of the party seeking to introduce the record. 

 

7.6  Standards 

For the purpose of determining under any rule of law whether an electronic record is 

admissible, evidence may be presented in respect of any standard, procedure, usage or 

practice on how electronic records are to be recorded or preserved, having regard to the type 

of business or endeavor that used, recorded or preserved the electronic record and the nature 

and purpose of the electronic record. 

 

7.7  Proofs by Affidavit 

The matters referred to in under the heading “Application of best evidence rule”, 

“presumption of integrity”, “Standards” may be established by an affidavit given to the best 

of the deponent’s knowledge or belief. 
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7.8  Cross Examination 

A deponent of an affidavit referred to in heading “Proof of affidavit” that has been introduced 

in evidence may be cross-examined as of right by a party to the proceedings who is adverse in 

interest to the party who has introduced the affidavit or has caused the affidavit to be 

introduced. 

 

Any party to the proceedings may, with leave of the court, cross examine a person referred to 

in Clause (c) of section with heading” Presumption of integrity”. 

 

7.9 Agreement on Admissibility of Electronic Records 

Unless otherwise provided in any other statute, an electronic record is admissible, subject to 

the  discretion of the court, if the parties to the proceedings have expressly agreed at any 

time that its admissibility may not be disputed. 

 

Notwithstanding the above section an agreement between the parties on admissibility of an 

electronic record does not render the record admissible in a criminal proceeding on behalf of 

the prosecution if at the time the agreement was made, the accused person or any of the 

persons accused in the proceeding was not represented by a solicitor 

 

8 ELECTRONIC CONTRACT AND CONSUMER PROTECTION ISSUES 

Businesses should implement mechanisms that allow an opportunity for the consumer to:  

1. review and accept or reject the terms and conditions of the contract  

2. identify and correct any errors  
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3. Confirm and accept or reject the offer288. 

Businesses should promptly acknowledge receipt of the order289. 

Businesses engaged in electronic commerce should provide adequate information about the 

terms and conditions of contracts to allow consumers to make fully informed decisions.  

Such information should be clear, accurate, easily accessible, and provided in a manner that 

gives consumers an adequate opportunity for review before entering into the transaction290.  

Businesses should provide all information online which they are required to provide offline 

either by law or by any relevant Code of practice to which they subscribe. Where there is a 

legislative or other mandatory regime for the disclosure of contractual information, 

compliance with that regime is sufficient to meet the obligations of this Model Code in 

relation to the disclosure of that information.  

All information that refers to costs should indicate the applicable currency.  

Information concerning the terms and conditions of a transaction should be clearly identified 

and distinguished from advertising and marketing material291.  

Businesses should provide consumers with a clear and complete text of the terms and 

conditions of the transaction in a manner that makes it possible for consumers to access and 

maintain an adequate record of such information.  

Where applicable and appropriate given the nature of the transaction, the information should 

include the following:  

1. Either:  

i. an itemisation of total costs collected by the business, or  

ii. where the total cost of a transaction cannot be ascertained in advance, a statement 

that a total cost cannot be provided and a description of the method that will be 

                                                

288 adopted from, Proposed New Zealand Model Code for Consumer Protection in Electronic 
Commerce, para 21; available at http://www.webpagecontent.com/arc_archive/82/5/ (accessed on 30th 
September 2005) (hereinafter referred to as New Zealand Consumer Code) 
289 New Zealand Consumer Code, para 29 
290 New Zeraland Consumer Code, para 22 
291 Above clauses are taken from New Zealand, para 23-25  
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used to calculate it, including any recurrent costs and the methods used to 

calculate them, and 

e. notice of the existence of other costs to the consumer that are not collected by the 

business, this may include delivery, postage, handling and insurance and, where it would 

be reasonably known to the business, taxes and duties, and  

f. notice of ongoing costs, fees and charges and methods of notification for changes to those 

costs, fees and charges, and  

g. if limited, the period for which the offer is valid, and  

h. any restrictions, limitations or conditions of purchase, such as geographic limitations or 

parental/guardian approval requirements for minors, and  

i. details of payments options, and  

j. terms of delivery, and  

k. mandatory safety and health care warnings that a consumer would get at the offline point 

of sale, and  

l. Conditions related to termination, return, exchange, cancellation and refunds, and (Full 

refund if goods are not provided with in the dates agreed). 

m. details of any applicable cooling-off period or right of withdrawal, and  

n. any conditions related to contract renewal or extension, and  

o. details of any explicit warranty provisions offered by the manufacturer or supplier, and  

p. details of any after-sales service provided292. 

 

9 ELECTRONIC SIGNATURE AND ELECTRONIC RECORDS 

9.1  Equal treatment of signature technologies 

Nothing in this Law, except valid agreement under applicable law between the party, shall be 

applied so as to exclude, restrict or deprive of legal effect any method of creating an 

                                                

292 Above clauses are taken from New Zealand, para 25-27 
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electronic signature that satisfies the requirements referred to in section 9.2 paragraph 1, or 

otherwise meets the requirements of applicable law293. 

 

9.2  Compliance with a requirement for a signature294 

1. Where the law requires a signature of a person, that requirement is met in relation to a data 

message if an electronic signature is used that is as reliable as was appropriate for the purpose 

for which the data message was generated or communicated, in the light of all the 

circumstances,  including any relevant agreement. 

 

2. Paragraph 1 applies whether the requirement referred to therein is in the form of an 

obligation or whether the law simply provides consequences for the absence of a signature. 

 

3. An electronic signature is considered to be reliable for the purpose of satisfying the 

requirement referred to in paragraph 1 if: 

(a) The signature creation data are, within the context in which they are used, linked to the 

signatory and to no other person; 

(b) The signature creation data were, at the time of signing, under the control of the signatory 

and  of no other person; 

(c) Any alteration to the electronic signature, made after the time of signing, is detectable; and 

(d) Where a purpose of the legal requirement for a signature is to provide assurance as to the 

 integrity of the information to which it relates, any alteration made to that information 

after the  time of signing is detectable. 

                                                

293 Art.3,  UNCITRAL Model law on Electronic Signature 2001, 
http://daccessdds.un.org:80/doc/UNDOC/GEN/V04/589/92/PDF/V0458992.pdf?OpenElement 
(accessed on 30th September 2006) (Herein after referred to as UNCITRAL Model on Electronic 
Signature) 

 
294 Section inspired from Art 6, UNCITRAL Model on Electronic Signature 
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4. Paragraph 3 does not limit the ability of any person: 

(a) To establish in any other way, for the purpose of satisfying the requirement referred to in 

paragraph 1, the reliability of an electronic signature; or 

(b) To adduce evidence of the non-reliability of an electronic signature. The provisions of this 

 section may be limited in certain cases by the member nations of ASEAN. 

 

9.3 Satisfaction of Provision under 9.2295 

1. [Any person, organ or authority, whether public or private, specified by the enacting State 

as competent] (Certification Service Providers or Trusted Third party) may determine which 

electronic signatures satisfy the provisions of 9.2 of this Code. 

2. Any determination made under paragraph 1 shall be consistent with recognized 

international  standards. 

3. Nothing in this article affects the operation of the rules of private international law. 

 

9.4 Conduct of the signatory296 

1. Where signature creation data can be used to create a signature that has legal effect, each 

signatory shall: 

(a) Exercise reasonable care to avoid unauthorized use of its signature creation data; 

(b) Without undue delay, utilize means made available by the certification service provider 

pursuant to article 9.5 of this Code, or otherwise use reasonable efforts, to notify any person 

that may reasonably be expected by the signatory to rely on or to provide services in support 

of the electronic signature if: 

                                                

295 Section inspired from Art 7, UNCITRAL Model on Electronic Signature 
 
296 Section inspired from Art 8, UNCITRAL Model on Electronic Signature 
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i. The signatory knows that the signature creation data have been compromised; or 

ii. The circumstances known to the signatory give rise to a substantial risk that the 

signature creation data may have been compromised; 

(c) Where a certificate is used to support the electronic signature, exercise reasonable care to 

 ensure the accuracy and completeness of all material representations made by the 

signatory that are relevant to the certificate throughout its life cycle or that are to be included 

in the certificate. 

 

2. A signatory shall bear the legal consequences of its failure to satisfy the requirements of 

paragraph 1. 

 

9.5 Conduct of the certification service provider 

All certification Authority recognizing electronic signatures must be authorized to carry on 

such business under a permit or license from the government of the member nation of the 

ASEAN. A Foreign certification service provider (FCSP) willingly to establish certification 

service in a member nations must be accredited by the local government or relevant 

ministries, if it fulfils the same set of standards that local certification service providers as 

supposed to abide by and FCSP are bound to follow the rules and regulation applicable to a 

local certification service provider such as reliance limit etc297.  

 

1. Where a certification service provider provides services to support an electronic signature 

that may be used for legal effect as a signature, that certification service provider shall: 

(a) Act in accordance with representations made by it with respect to its policies and 

practices; 

 
                                                

297 Japan, Korea, Chinese Taipei, Singapore, Malaysia are some countries that has system to provide 
recognition to foreign Certification Service Authorities. However registration/Licence has not been 
made compulsory in most countries. 
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(b) Exercise reasonable care to ensure the accuracy and completeness of all material 

representations made by it that are relevant to the certificate throughout its life cycle or that 

are included in the certificate; 

 

(c) Provide reasonably accessible means that enable a relying party to ascertain from the 

certificate: 

(i) The identity of the certification service provider; 

(ii) That the signatory that is identified in the certificate had control of the signature creation 

data at the time when the certificate was issued; 

(iii) That signature creation data were valid at or before the time when the certificate was 

issued; 

 

(d) Provide reasonably accessible means that enable a relying party to ascertain, where 

relevant, from the certificate or otherwise: 

(i) The method used to identify the signatory;  

(ii) Any limitation on the purpose or value for which the signature creation data or the 

certificate may be used; 

(iii) That the signature creation data are valid and have not been compromised; 

(iv) Any limitation on the scope or extent of liability stipulated by the certification service 

provider; 

(v) Whether means exist for the signatory to give notice pursuant to article 8, paragraph 1 (b), 

of this Law; 

(vi) Whether a timely revocation service is offered;  

 

(e) Where services under subparagraph (d) (v) are offered, provide a means for a signatory to 

give notice pursuant to article 8, paragraph 1 (b), of this Law and, where services under 

subparagraph (d) (vi) are offered, ensure the availability of a timely revocation service; 
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(f) Utilize trustworthy systems, procedures and human resources in performing its services. 

 

2. A certification service provider shall bear the legal consequences of its failure to satisfy the 

requirements of paragraph 1298. 

 

 

9.6 Trustworthiness 

For the purposes of section 9.5, paragraph 1 (f), of this Law in determining whether, or to 

what extent, any systems, procedures and human resources utilized by a certification service 

provider are trustworthy, regard may be had to the following factors299: 

(a) Financial and human resources, including existence of assets; 

(b) Quality of hardware and software systems; 

(c) Procedures for processing of certificates and applications for certificates and retention of 

records; 

(d) Availability of information to signatories identified in certificates and to potential relying 

parties; 

(e) Regularity and extent of audit by an independent body; 

(f) The existence of a declaration by the State, an accreditation body or the certification 

service provider regarding compliance with or existence of the foregoing; or 

(g) Any other relevant factor. 

 

9.7 Conduct of the relying party 

A relying party shall bear the legal consequences of its failure: 

(a) To take reasonable steps to verify the reliability of an electronic signature; or 

                                                

298 Clause 1 & 2 are adapted from Art 9, UNCITRAL Model on Electronic Signature 
299 adapted from Art10, UNCITRAL Model on Electronic Signature 
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(b) Where an electronic signature is supported by a certificate, to take reasonable steps: 

(i) To verify the validity, suspension or revocation of the certificate; and 

(ii) To observe any limitation with respect to the certificate300. 

 

9.8 Recognition of foreign certificates and electronic signatures 

1. In determining whether, or to what extent, a certificate or an electronic signature is legally 

effective, no regard shall be had: 

(a) To the geographic location where the certificate is issued or the electronic signature 

created or used; or 

(b) To the geographic location of the place of business of the issuer or signatory. 

 

2. A certificate issued outside [the enacting member nations of ASEAN] shall have the same 

legal effect in [the enacting member nation of ASEAN] as a certificate issued in [the enacting 

Member nation of ASEAN] if it offers a substantially equivalent level of reliability. 

 

3. An electronic signature created or used outside [the enacting member Nation of ASEAN] 

shall have the same legal effect in [the enacting member nation of ASEAN] as an electronic 

signature created or used in [the enacting Member Nation of ASEAN] if it offers a 

substantially equivalent level of reliability. 

 

4. In determining whether a certificate or an electronic signature offers a substantially 

equivalent level of reliability for the purposes of paragraph 2 or 3, regard shall be had to 

recognized international standards and to any other relevant factors. 

 

                                                

300 section adapted from Art 11, UNCITRAL Model on Electronic Signature 
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5. Where, notwithstanding paragraphs 2, 3 and 4, parties agree, as between themselves, to the 

use of certain types of electronic signatures or certificates, that agreement shall be recognized 

as sufficient for the purposes of cross-border recognition, unless that agreement would not be 

valid or effective under applicable law301. 

 

9.9 Admissibility of Electronic Signature 

Where a rule of evidence requires a signature, or provides for certain consequences if a 

document is not signed, an electronic signature satisfies that rule of law or avoids those 

consequences302. 

 

An electronic signature may be proved in any manner, including by showing that a procedure 

existed by which it is necessary for a person, in order to proceed further with a transaction, to 

have executed a symbol or security procedure for the purpose of verifying that an electronic 

record is that of the person303 

 

9.10 Retention of electronic records 

It should be recommended by the member nations that parties to a transaction are encouraged 

to retain copies of their transactions so that it acts as evidence in case of a dispute at a later 

stage304. Secure electronic deposits could be encourages as is done in some other jurisdiction 

by the banker or other realizes parties willing take up this responsibility.  

  

                                                

301 section adapted from Art 12, UNCITRAL Model on Electronic Signature 
302 Commonwealth,  Draft Model law on Electronic Evidence, Art 12 (1) 
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7BE9B3DEBD-1E36-4551-BE75-
B941D6931D0F%7D_E-evidence.pdf (accessed on August 8th 2005) (Hereinafter referred to as Model 
Law on Electronic Evidence) 
 
303 Art 12(2), Model Law on Electronic Evidence 
304 Inspired from similar provision under E-Sign Act, 2000, Pub. L. No. 106-229, 114 Stat. 464 (2000) 
(codified at 15 U.S.C. § 7001 et seq.) 
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The above method is recommended to eliminate difficulties in case of disputes. 

 

9.11 Storage of electronic records 

Signed copy of electronic document or records may be needed for accessing by all other 

parties  relevant to the transaction. Therefore storage must be necessary.  However the 

member nations should make sure that such a method is secure, and documents must also be 

protected against destruction or deletion.  

 

9.12 Notarization 

If a statute, regulation, or other rule of law requires a signature or record relating to a 

transaction in or affecting interstate or foreign commerce to be notarized, acknowledged, 

verified, or made under oath, that requirement is satisfied if the electronic signature of the 

person authorized to perform those acts, together with all other information required to be 

included by other applicable statute, regulation, or rule of law, is attached to or logically 

associated with the signature or record305.  

 

Member nations must establish some sort of certification process to serve the purpose 

currently served by notary public306. So that consumer can verify the Certification Service 

providers’ (CSP) integrity, reputation before relying on the CSP to verify another business or 

consumer’s electronic signature307.  

 

                                                

305Inspired from notarisation provision of the E-sign Act, Pub. L. No. 106-229, 114 Stat. 464 (2000) 
(codified at 15 U.S.C. § 7001 et seq.) 
306 Concept of cyber notary or the like are becoming popular, visit Cyber Notary Sub Committee for 
more details on it at http://www.abanet.org/scitech/ec/cn/home.html (accessed on 30th September 
2005)   
307Inspired by writings of, Mingchao Ma & Christoph Meinel, A proposal for trust model: 
Independent Trust Intermediary, In Proceedings of IADIS International Conference WWW/Internet 
2002, Nov.2002,Lisbon, Portugal, pp.785-790 
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Any fraud or misconduct on the part of Certification service provider could be dealt with 

through reporting, leading up to fines to license removal. 

 

Security of the consumer signature must be assured by the certification service provider 

through some reliable means.  

 

Consumer education about the use of electronic signature must be given, so that digital divide 

is minimized 

 

Adaptation to new technology may be difficult but member nations must finds ways to 

remedy the problem relating to Wireless technology (U-commerce). Having a team of experts 

at the regional level, (ASEAN Network Security Coordination Center) for reporting the 

progress and development made by the region in the area of E commerce technology must be 

formed, they need to report to the administrative body under this Model Code (EJC). The 

Administrative body can then decide how best the regulatory policy can be changed to suit the 

objectives of this Code. 

10 SECURITY AND AUTHENTICATION  

Adequate mechanism should be adopted by the parties to ensure that there is transaction 

security308. 

The three requirements that must be met are: 

Transaction privacy: transactions must be held private and intact, with unauthorized users 

unable to understand the message content. 

                                                

308 based on common knowledge and need the provisions in the sections are drawn. It is not taken from 
any particular source. 
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Transaction confidentiality: traces of transactions must be dislodged from the public network. 

No intermediary is permitted to hold copies of the transaction unless authorized to do so. 

 

Transaction Integrity: transactions should be protected from unlawful interference – i.e. they 

must not be altered, modified or deleted. 

 

Countries are free to endorse all or any kind of authentication mechanism that it finds 

reliable and adequate to satisfy the authentication requirements of any transaction. It could be 

digital signature, biometrics or any other technology as long as they comply with the above 

principle. 

 

Countries must ensure that they recognize the security system in place in other Member 

countries of ASEAN so long as it satisfies its requirement and she should not insist the use of 

same technology as in her country so that cross border transaction is facilitated. 

 

10.1 Security issues and consumer protection 

There are two kinds of security issues that need to be handles one is Information security 

and System security.  

System security refers to measures the business can take to protect its own computer system 

and the records and other information they contain from an attack from outside (Hacking, 

Viruses and natural disasters)  

Information security means providing assurance that the digital information, although it can 

be read, copied, or modified regardless of where it resides. This can be achieved by using 

proper Digital signature, Providing replies and acknowledgment, repeat-back 

acknowledgement. The use of process of system that produces demonstrable trustworthy 
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documents, data and time stamping, Trusted Third party (Electronic safe deposit keepers like 

banks), Encryption. 

 

E commerce Businesses should:  

1. ensure that consumers have access to information about the security and authentication 

mechanisms that the business uses in clear, simple language in order to assist consumers 

to judge the level of risk in relying on those systems  

2. provide a level of security appropriate for protecting consumers' personal and payment 

information  

3. provide appropriate levels of security for identification and authentication mechanisms to 

be used by consumers  

4. not encourage consumers to provide confidential information in a manner that is 

considered insecure  

5. Implement reasonable measures to update the security and authentication mechanisms 

they use to ensure the level of security offered is maintained at an appropriate level over 

time.  

The countries are recommended to refer to the OECD guidelines for security of information 

systems309.  

 

Privacy. Business should notice when collecting consumer information and prevent disclosure 

of consumer’s various private information without the consent of the consumers and, if such 

consent is obtained the use of the information for a purpose other than the consented purpose.  

 

An “opt in” approach to must be adopted by businesses so that privacy provisions are further 

strengthened  

 
                                                

309 OECD, http://www.oecd.org/document/42/0,2340,en_2649_33703_15582250_1_1_1_1,00.html 
accessed on 4th Jan 2005 
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Protecting privacy also implies that preserving the confidentiality of the information in a 

transaction which is a basic element in any commercial transaction in offline world. 

 

Business-to-consumer electronic commerce should be conducted in accordance with the 

recognized privacy principles set out in the OECD Guidelines Governing the Protection of 

Privacy and Transborder Flow of Personal Data (1980), and taking into account the OECD 

Ministerial Declaration on the Protection of Privacy on Global Networks (1998), to provide 

appropriate and effective protection for consumers. 

 

11 ELECTRONIC PAYMENT  

Electronic payment must be accepted and recognized by the state agencies, and they must 

be given effect to like an ordinary form of payments system.  

 

• However, effective legal infrastructure is needed to support electronic payment 

mechanism, Thereby avoiding the two major pitfalls involved in using this system namely 

one of dishonour of payments and second the risk of forgery or repudiation  

• Legal infrastructure needed, which would be an appropriate institutional infrastructure 

to support the encryption technology should also be put in place.310   

 

• Digital signature should be encouraged as it makes sure that electronic payment is 

secure in certain ways apart from other similar technology. However, there must be no 

discrimination among the different methods of securing payment.311 

 

                                                

310 Creation of Certification authorities would be the appropriate institutional infrastructure to support 
the encryption technology their rights and duties are mentioned in the section titled electronic signature 
and electronic records. 
311 Technology neutral approach 
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• Public key encryption should be encouraged, and the foreign certification authorities 

must be recognized by domestic certification authorities, thereby encouraging trans-

boundary electronic transaction not only with in the region but also with ASEAN’s 

trading partners and to the whole world. Therefore, a request for a public key certificate 

from a foreign CA should be treated identical to a request for a public key certificate from 

a domestic CA312.  

• Having a national level regulatory system for e-money is recommended. 

• Interbank electronic payment must be promoted. 

• The rights, liabilities and allocation of risks with regard to electronic payment could be 

accepted by private contract between the parties so that other issues like choice of law, 

jurisdiction can be mutually agreed, hereby avoiding common conflicts in these areas 

arising out of trans-boundary nature of the dealings.  

• In the alternative, it could also be stated in the respective statutes313 Nevertheless, 

ensuring that the terms of the contract are made known to the respective parties is 

important, so that a sense of transparency is maintained.  

• Parties should be encouraged to enter into arbitration for resolving conflicts regarding 

electronic payments. Specialised International arbitration systems must be developed and 

consumer protection aspect of this proposal can be modelled on well established and 

highly successful master agreement under credit card subscriber contracts represented by 

American Express, Diner’s Club, The Visa and MasterCard systems and other similar 

types314 thereby, facilitating a convenient mechanism for electronic payment system as a 

whole and raising confidence among parties Contractual payment settlement is one of the 

suitable methods for securing electronic payments.315 This is just one suggestion as 

                                                

312 Co-Operation and cross recognition  
313 See, Trusted Third Party and Certification Authorities’ rights and liabilities section under the Model 
Code of Electronic Transactions.  
314  Henry H. Peririte, Jr., CyberPayment Infrastructure, 1996 J.Online L. art 6, par 28 
315 Abanet, http://www.abanet.org/scitech/ec/ecp/veronique.html (Accessed on 8th August 2005) 
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relying on the private sector self regulation or industry best practices to solve some issues 

seem to be gaining popularity and reliance in this area316 

• The Statues should address certain consumer protection issues as follows 

• Businesses should make available to consumers, payment mechanisms that are easy to 

use and offer a level of security that is appropriate for the method of payment.   

• Businesses should ensure that consumers have access to information on: the available 

methods of making payments (Transparency) 

• the security of those payment methods must be made in clear and in simple 

language in order to assist consumers to judge the level of risk in relying on those 

methods ( Transparency) 

• how to effectively use those methods  

• Businesses should implement reasonable measures to update the payment 

mechanisms they use to ensure the level of security offered is maintained at an 

appropriate level over time.  

 

• Private clearinghouse agreements, such as those already in places to link banks and to 

handle credit card transactions, are the best institutional arrangements to manage both 

forgery and dishonour risks for payment systems.  Therefore such kind of agreement 

should be actively promoted among parties using e-commerce by member nations of 

ASEAN.   

 

12 CYBER CRIME 

Members of ASEAN must make the below mentioned crime punishable under their criminal 

laws or e-commerce legislation317.   

                                                

316  Alan Greenspan, Regulating Electronic Money, CATO, Policy Report 
http://www.cato.org/pubs/policy_report/cpr-19n2-1.html (accessed on 8th August 2005 
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12.1 Offences against the confidentiality, integrity and availability of computer data 

and systems 

Each Party shall adopt such legislative and other measures as may be necessary to establish as 

criminal offences under its domestic law, when committed intentionally,  

12.1.1  Illegal Access or unauthorized access 

The access to the whole or any part of a computer system without legally recognized right, 

authority, permission, or consent. A Member state of ASEAN may require that the offence be 

committed by infringing security measures, with the intent of obtaining computer data or 

other dishonest intent, or in relation to a computer system that is connected to another 

computer system. 

12.1.2  Illegal Interception 

The interception without right, made by technical means, of non-public transmissions of 

computer data to, from or within a computer system, including electromagnetic emissions 

from a computer system carrying such computer data is a crime. A member nation of ASEAN 

may require that the offence be committed with dishonest intent, or in relation to a computer 

system that is connected to another computer system. 

12.1.3  Data Interference 

The damaging, deletion, detoriation, alteration or suppression of computer data without right 

is a crime under this section. 

                                                                                                                                       

317 Provision under this chapter are those adapted from relevant provisions of Draft Convention on 
Cyber Crimes by  Council of Europe. 
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12.1.4  System Interference 

Serious hindering without right of the functioning of a computer system by inputting, 

transmitting, damaging, deleting, deteriorating, altering or suppressing computer data is a 

crime. 

12.1.5 Misuse of Devices 

a. The production, sale, procurement for use, import, distribution or otherwise making 

available of: 

1. a device, including a computer program, designed or adapted primarily for the purpose of 

committing any of the offences established above 

2. a computer password, access Code, or similar data by which the whole or any part of a 

computer system is capable of being accessed with intent that it be used for the purpose of 

committing any of the offences established above provisions Would be a criminal offence 

 

b. the possession of an item referred to in paragraphs (a) (1) and (2) above, with intent that it 

be used for the purpose of committing any of the offences established in above provision is a 

crime. 

 

Articles made or distributed for the legal purpose such as authorized testing or protection of a 

computer system is not a criminal offence under this section. 

 

12.2 Computer-related offences 

Each Party shall adopt such legislative and other measures as may be necessary to establish as 

criminal offences under its domestic law, when committed intentionally and without right,  

12.2.1  Computer-related forgery  

Computer-related forgery: The input, alteration, deletion, or suppression of computer data, 

resulting in inauthentic data with the intent that it be considered or acted upon for legal 
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purposes as if it were authentic, regardless whether or not the data is directly readable and 

intelligible. 

12.3 Content-related offences  

12.3.1  Offences related to pornography 

Each Party shall adopt such legislative and other measures as may be necessary to establish as 

criminal offences under its domestic law, when committed intentionally and without right, the 

following conduct: 

a.     producing “pornography318” for the purpose of its distribution through a computer 

system; 

b.     offering or making available pornography through a computer system; 

c.     distributing or transmitting pornography through a computer system; 

d.     procuring pornography through a computer system for oneself or for  

 another; 

e.     possessing pornography in a computer system or on a computer-data  storage 

medium. 

12.4 Offences related to infringements of copyright and related rights 

Each Party shall adopt such legislative and other measures as may be necessary to establish as 

criminal offences under its domestic law the infringement of copyright and related rights with 

the exception of any moral rights conferred by such Conventions to which member nations 

are party to, where such acts are committed wilfully, on a commercial scale and by means of a 

computer system. 

                                                

318 The provision as in the Convention on cyber crimes is intended for Child Pornography, however 
pornography in general should be regulated in ASEAN as the cultural background of these country 
demands the same. 
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12.5 Financial Offences-Money laundering and financing of terrorism 

Each Part shall adopt legislative and other measures as may be necessary to establish as 

criminal offence under its domestic law those financial offences especially activities of 

money laundering and financial terrorism and related offences carried out electronically319. It 

shall apply existing laws on money laundering and financing of terrorism to electronic media. 

Appropriate laws to deal with the proceeds of crime should also be formulated.  

12.6  Ancillary liability and sanctions 

Attempt and aiding or abetting any of the offence mentioned under this section as with the 

intention that such be committed is also considered as a crime with in this section 

12.7  Corporate liability 

When any under this chapter is committed for the benefit of a Legal person, by any natural 

person, acting either individually or as part of an organ of the legal person, who has a leading 

position within the legal person, based on: 

a.     a power of representation of the legal person;  

b.     an authority to take decisions on behalf of the legal person;  

c.     an authority to exercise control within the legal person. 

Then it is to be considered as if the legal person has committed the offence.  

Such liability of a legal person may be criminal, civil or administrative and it shall be without 

prejudice to the criminal liability of the natural persons who have committed the offence.  

                                                

319 Reference on these issues can be gathered from various international initiatives taken by Financial 
Action Task Force (FATF) at www.fatf-gafi.org, Asia / Pacific Group on Money Laundering (APG) at 
www.apgml.org; Egmont Group www.egmontgroup.org, United Nations Drug Control and Crime 
Prevention Program www.unodc.org; and International convention of suppressing of financial 
terrorism 1999 www.unodc.org/pdf/terrorist%20financing.pdf accessed on 30th September 2005 
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12.8 Sanctions and measures 

Member nations of ASEAN shall adopt such legislative and other measures as may be 

necessary to ensure that the criminal offences established under this Model Code are 

punishable by effective, proportionate and dissuasive sanctions, which include deprivation of 

liberty. 

 

Member nations of ASEAN shall ensure that when a legal person is held liable in as per this 

chapter, then it shall be subject to effective, proportionate and dissuasive criminal or non-

criminal sanctions or measures, including monetary sanctions. 

12.9 Other measures to be adopted  

ASEAN Network Security Coordination Center should be made to further help to monitor the 

adoption of these principles of cyber crimes.  

 

Member Nation of ASEAN must to enter into cooperative efforts, through mutual assistance, 

extradition agreements and other measures in order to combat cyber crime trans-boundary 

issues.  

 

Member nations of ASEAN must immediately enact substantive, procedural and mutual 

assistance laws relating to cyber security; 

 

Member nations of ASEAN must provide assistance between and among the economies in 

developing threat and vulnerability assessment capabilities; 

 

Member nations of ASEAN must develop security and technical guidelines that can be used 

by governments and corporations in their fight against cyber-crime; 
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Member Nations of ASEAN must regularly conduct outreach programmes to economies and 

consumers regarding cyber security and cyber ethics. 

 

Member Nations of ASEAN must provide adequate resources to law enforcement agencies so 

that these agencies possess the necessary tools, equipment, and know-how necessary for the 

successful defence of their country’s network systems from cyber-attacks.  

 

Member nations must recognize that consultation, coordination and cooperation between and 

among governments and the private sector is important, in order to harmonize as completely 

as possible measures, practices, and procedures that will be utilized in combating cyber crime 

problem. 

 

Member nations must actively work with industry and other cyber-crime advocates to develop 

appropriate solutions to cyber-crime concerns that may not be addressed adequately by 

private sector. 

 

Member nations must develop Social consensus about the proper and ethical use of the 

computers and information systems.  

 

13 PROVISION ON DATA PROTECTION 

Data protection serves to protect user of cyber space from their personal information320 being 

treated, used or applied in a harmful manner and in breach of the basic human right of 

                                                

320 Personal Data can be broadly defined as data that relates to a living identifiable person who can be 
identified from such data or from information that is in the possession of or is likely to fall into the 
possession of the data controller. Personal data includes any expression of opinion about the individual 
and any indication of the intentions of the data controller or any other person in respect of the 
individual.  
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privacy. It has become very relevant to regulate especially with the advent of new 

technological developments like data mining.  

 

Every member nation of ASEAN must provide adequate protection for data subjects. Certain 

principle followed by the EU Data protection directive can be used directly by ASEAN 

nations as well. They are 

 

13.1 The Data Protection Principles: 

The Data Protection Principles: 

1. Personal data shall be processed fairly and lawfully  

2. Personal data shall be obtained only for one or more specified and lawful purposes, and 

shall not be further processed in any manner incompatible with that purpose or those 

purposes.  

3. Personal data shall be adequate, relevant and not excessive in relation to the purpose or 

purposes for which they are processed.  

4. Personal data shall be accurate and, where necessary, kept up to date.  

5. Personal data processed for any purpose or purposes shall not be kept for longer than is 

necessary for that purpose or those purposes.  

6. Personal data shall be processed in accordance with the rights of data subjects321 namely 

a) Right of subject access,  

b) Right to prevent processing likely to cause damage or distress,  

c) Right to prevent processing for the purposes of direct marketing,  

d) Rights in relation to automated decision-taking,  

                                                

321 The Data Subject is the person to whom the personal data relates.  



 

   341  

e) Right to take action for compensation if the individual suffers damage by any 

contravention of the Act by the data controller,  

f) Right to take action to rectify, block, erase or destroy inaccurate data, and  

g) Right to make a request to the Commissioner for an assessment to be made as to 

whether any provision of the Act has been contravened.   

 

7. Appropriate technical and organizational measures shall be taken against unauthorized or 

unlawful processing of personal data and against accidental loss or destruction of, or 

damage to, personal data. 

 

14 GENERAL GUIDELINES FOR CONSUMER PROTECTION 

Member nations of ASEAN should keep in mind the following guidelines and if possible 

enact as soon as possible, suitable business Code, legislation or other instrument to give 

recognition to them322. 

1. Fair business, advertising and marketing practices; 

2. Clear information about the identity of an online business the goods or services it offers 

and the terms and conditions of any transaction;  

3. A transparent process for the confirmation of transactions;  

4. Secure payment mechanisms;  

                                                

322 OECD, EU and other Guidelines are intended to help eliminate some of the uncertainties that both 
consumers and businesses encounter when buying and selling online. http://www.offshore-e-
com.com/html/ecomlintreg.html  (accessed on 8th August 2005)  

The OECD supposes that the Guidelines, based on very wide consultation among business and 
consumer organizations, will play a major role in assisting the development of online consumer 
protection mechanisms without erecting barriers to trade. The Guidelines reflect existing legal 
protection available to consumers in more traditional forms of commerce; encourage private sector 
initiatives that include participation by consumer representatives, and emphasis the need for co-
operation among governments, businesses and consumers. available at 
http://www1.oecd.org/publications/e-book/9300023E.PDF (accessed on 30th September, 2005) 
(hereinafter referred to as OECD Consumer guidelines) 
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5. Fair, timely and affordable dispute resolution and redress that is not less than the level of 

protection afforded in other forms of commerce; 

6. Privacy protection323;  

7. Member nations must adopt certain content regulation rules for the content provider to 

follow including, advertising rules, fair business practice and anti trust issues; 

8. Regulating consumer financial services and consumer credit324;  

9· Rules concerning liability for defective products must be formulated325; and 

10. Consumer and business education. 

 

It should also be noted that consumer protection laws overrides e- commerce transaction law 

at all times326. 

. 

15 RIGHTS AND LIABILITIES OF INTERMEDIARY 

15.1 Intermediary service provider  

Intermediary service provider will not be liable for certain Intellectual property infringements 

A Internet service provider (ISP) is exempted from Intellectual property right infringement, 

(including copyright, trademarks) committed by his own clients, when the provider is acting 

as mere conduit of transferring information, in case of system caching and hosting.  (“Right to 

communication” is not infringed) 

However, such provider must not have initiated the transmission, selected the receiver of the 

transmission or selected or modified the information contained in the transmission itself327 

                                                

323Clauses 1-6 are extracted from OECD consumer guidelines http://www.offshore-e-
com.com/html/ecomlintreg.html (accessed on 30th September 2005) 
324 Inspired by Distance Marketing of Financial Services Directive 2002/65/EC, available at http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0065:EN:NOT (accessed on 30th 
September 2005) 
325 The protection of consumers in respect of distance contracts, 20 May 1997  Directive 97/7/EC 
available at http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31997L0007:EN:NOTv 
(accessed on 30th September 2005) 
326 e-ASEAN Framework on E-commerce 
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The ISP to be entitling this immunity must not have actual knowledge of the infringement and 

must not be aware of the facts and circumstances of the infringement.  He must upon 

receiving notice of infringing material must remove or disable excess to the information 

expeditiously. The provider is also bound to promptly inform public authorities of any alleged 

illegal activity and grant such authority any information it may deem necessary in its 

investigation.  

 

Service providers must be made to ensure that the customers are provided the basic 

information concerning their activities 

15.2 Universal service 

Member nations must ensure that all service providers are made by law to follow the 

international principle of “Universal service” so that it facilitates the growth of e- commerce 

infrastructure and provide user with their basic right, of access to public information. 

 

15.3 Liability of Network service provider 

Network service provider should not be subject to any liability under civil or criminal 

proceeding under any  rule of law in respect of third party materials in the form of electronic 

data message or electronic records to which he merely “provides access”328 if such liability if 

founded on 

c. The making, publication, dissemination or distribution of such material or any statement 
made in such material, or 

d. The infringement of any right subsisting in or in relation to such material.  

                                                                                                                                       

327 Rather must not be a service provider as well as content provider 
328 This provision is inspired from the Singapore Electronic Transaction Act 1998, section 10, the term 
providing access means” providing the necessary technical means by which third party material may be 
accessed, and includes the automated and temporary storage of third party material for the purpose of 
providing access.  
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However nothing shall affect the obligation founded on any contracts, or an obligation of 

Network service provider under licensing or other regulatory regime established under written 

law. 

15.4 Trusted Third parties or Certification Authorities 

    

  Member nations must have provision in their e-commerce legislation governing the 

• Duties of trusted third parties (TTPs)/ certification authorities (CAs) 

• Duties between subscribers and their TTPs/CAs.  

• Issuance, management, suspension and revocation of digital certificates if any.  

• Regulation and licensing of TTPs/CAs, including the appointment of a controller of 

TTPs/CAs. 

• Define explicitly the rules governing the roles and responsibilities of service providers  

 

16 SETTLEMENT OF DISPUTES  

16.1  Internal Complaint handling329 

Businesses should establish fair and effective internal procedures to address and respond to 

consumer complaints and difficulties:  

a. within a reasonable time  

b. in a reasonable manner  

c. free of charge to the consumer  

d. Without prejudicing the rights of the consumer to seek legal redress. 

 

                                                

329 Section is adapted from New Zealand Consumer Code, para 36-38 
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Businesses should provide clear and easily accessible information to consumers on 

complaints handling procedures.  

If a consumer is unsatisfied with the resolution provided by the internal complaint handling 

mechanism, the business should provide the consumer with information regarding any 

external dispute resolution body to which it subscribes or any relevant government body.  

 

16.2 External Complaint handling330 

Businesses should provide clear and easily accessible information to consumers on any 

independent customer dispute resolution mechanism to which the business subscribes that is 

capable of dealing with consumer complaints.  

 Such independent customer dispute resolution mechanisms should be:  

a. accessible  

b. independent  

c. fair  

d. accountable  

e. efficient  

f. effective  

g. Without prejudice to judicial redress. 

16.3  Role of regional and local commerce chambers  

Member nations are also recommended to actively encourage the commerce bureau/chambers 

in their jurisdiction to create standard template contracts, or follow the ICC rules in this 

regards electronic transaction to include alternate dispute resolution clauses in them. 

17 JURISDICTION AND PRIVATE INTERNATIONAL LAW 

Nothing in these Principles shall restrict the application of mandatory rules, whether 

                                                

330 Section is adapted from New Zealand Consumer Code, para 39 & 40 
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of national, international or supranational origin, which are applicable in accordance with the 

relevant rules of private international law. 

 

However recent basic guidelines in view of protecting consumers in cyberspace are needed: 

 

• Where a business specifies an applicable law or jurisdiction to govern any contractual 

disputes, it should clearly and conspicuously state that information at the earliest possible 

stage of the consumers.  

 

• It is also recommended to have harmonization in the private international laws of the 

different jurisdictions, so that parties are better able to determine the countries that could 

legitimately exert jurisdiction over their activities. 

 

• Consensus has to be arrived by the member nations of ASEAN at the earliest on how 

jurisdictional issues of cyber crime are proposed to be dealt with, for crimes committed 

by and within the ASEAN region and those committed outside the region331  

• Principles adduced under Art 22 Section 3 of the Convention on Cyber Crimes in 

relation of jurisdiction of cyber crimes can be referred to as a guide. A party would 

establish territorial jurisdiction if the person attacking the computer system and the victim 

were located within the country, or where the victim was inside the territory but the 

attacker was not332.  

                                                

331 If at all the need to make a distinction arise due to any prior agreement to deal with trans-boundary 
exists among member states. 
332 Explanatory Report of the Com m. of Ministers [of the Convention on Cybercrime, 
109th Sess. (adopted on Nov. 8 , 2001), ar t. 1( a),  23 [hereina fter Explanatory Report] (on file 
with the Journal o f Transnational Law & Policy). 
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18 FRAUDULENT AND DECEPTIVE COMMERCIAL PRACTICES  

Member nations of ASEAN and their judicial, regulatory, and law enforcement authorities 

must co-operate at the regional level, as appropriate, through information exchange, co-

ordination, communication and joint action to combat cross-border fraudulent, misleading and 

unfair commercial conduct333  

 

Governments, businesses, consumers and their representatives should devote special attention 

to the development of effective cross-border redress systems. 

 

For the purpose of this section “fraudulent and deceptive commercial practices” refers to 

those fraudulent and deceptive commercial practices that cause actual harm to consumers or 

that pose an imminent threat of such harm if not prevented, such as: 

1. A practice of making misrepresentations of material fact, including implied factual 

misrepresentations that cause significant detriment to the economic interests of misled 

consumers. 

2. A practice of failing to deliver products or provide services to Consumers after the 

consumers has been charged. 

3. A practice of charging or debiting consumers’ financial, telephone or other accounts 

without authorisation334. 

From a criminal law point it is required that member nations of ASEAN shall adopt such 

legislative and other measures as may be necessary to establish as criminal offences under its 

domestic law, when committed intentionally and without right, the causing of a loss of 

property to another by: 

a.     any input, alteration, deletion or suppression of computer data, 
                                                

333 Inspired from OECD Guidelines for Protecting Consumers from Fraudulent and Deceptive 
Commercial Practices Across Borders, available at 
http://www.oecd.org/document/56/0,2340,en_21571361_34590630_2515000_1_1_1_1,00.html 
(accessed on 30th September 2005) 
334Inspired from OECD Guidelines for Protecting Consumers from Fraudulent and Deceptive 
Commercial Practices Across Borders available at http://www.oecd.org/dataoecd/24/33/2956464.pdf 
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b.     any interference with the functioning of a computer system, 

With fraudulent or dishonest intent of procuring, without right, an economic benefit for 

oneself or for another335.  

 

Those Member countries must work to develop a framework for closer, faster, and more 

efficient co-operation amongst their consumer protection enforcement agencies in combating 

fraudulent and deceptive commercial practices that includes where appropriate: 

 

• Establishing a domestic system for combating cross-border fraudulent and deceptive 

commercial practices against consumers. 

• Enhancing notification, information sharing, and investigative assistance. 

• Improving the ability to protect foreign consumers from domestic businesses engaged in 

fraudulent and deceptive commercial practices. 

• Improving the ability to protect domestic consumers from foreign businesses engaged in 

fraudulent and deceptive commercial practices. 

• Considering how to ensure effective redress for victimized consumers. And 

• Co-operating with relevant private sector entities336. 

 

Member countries should work together to develop fast, efficient methods for gathering and 

sharing information. They should build on existing projects to gather and share information, 

including consumer complaints and notifications of pending investigations and cases, through 

online tools and databases337. 

 

                                                

335 Art 8 Council of Europe -Convention on Cyber crimes 
336 Recommendations of OECD Guidelines for Protecting Consumers from Fraudulent and Deceptive 
Commercial Practices Across Borders 
337 Inspired from IV (d)  OECD Guidelines for Protecting Consumers from Fraudulent and Deceptive 
Commercial Practices Across Borders 
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All consumer protection enforcement agencies whose territories are affected by fraudulent 

and deceptive commercial practices against consumers should have appropriate authority to 

investigate and take action within their own territory338.  

 

There is a need to set up a national public body as determined by each member country which 

will have the ultimate mission of implementing laws against fraudulent misleading, or unfair 

commercial practice affecting and could be given the power to conduct investigation, to 

pursue enforcement proceedings or both339.   

19 E COMMERCE EDUCATION FOR CONSUMER, PUBLIC AND 

GOVERNMENTAL AUTHORITIES  

19.1 Education and awareness 

Education and awareness. Governments, business and consumer representatives should work 

together to educate consumers about electronic commerce, to foster informed decision-

making by consumers participating in electronic commerce, and to increase business and 

consumer awareness of the consumer protection framework that applies to their online 

activities. 

 

19.2  Awareness 

Awareness. By providing users appropriate knowledge of the existence and general extent of 

measures for the security of information systems. Control, as well as the promotion of 

awareness of the crimes that are committed in cyberspace and the availability of possible 

measures against them is important. 

 
                                                

338 Clause V (a), OECD Guidelines for Protecting Consumers from Fraudulent and Deceptive 
Commercial Practices Across Borders 
339 Inspired from OECD Guidelines for Protecting Consumers from Fraudulent and Deceptive 
Commercial Practices Across Borders  
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19.3  Methods on Raising Awareness 

1. Seminars for awareness creation must be conducted continuously and in a sustained 

manner. 

2. The need for education and awareness of the public and businesses, as well as the legal 

community on e-commerce issues must be addressed. Those who are most likely to enjoy the 

benefits of e-commerce and e-business must exercise responsibility in the use of the new 

medium. 

3. The general public, business and technology experts must be educated as to the proper use 

or ethical practices in the utilization of computers, the Internet and other wealth-generating 

technologies that arrive in the future. 

 

19.4  Role of Governments 

Member nations must make their Judges, lawyers and other members of the legal profession 

to undergo capacity building and training programmes to raise the level of expertise or 

competence in handling e-commerce-related cases. 

 

Member nations of ASEAN must establish and consistently apply rules that are clear, 

transparent, predictable, and  

 

Member nations of ASEAN particularly those responsible for the enactment and enforcement 

of e-commerce regulations should be encouraged to participate in trainings and seminars on e-

commerce. 

 

20 ADMINISTRATION OF THE CODE 

The administration and implementation of this Code may be given to a committee called 

“Ecommerce Justice Committee”  



 

   351  

 

It will have the duty to Interpret; apply these provisions in case of any doubts between the 

members or other parties using this Code.  

 

It will have the authority to oversee, manage the sub committees on common online 

arbitration, ASEAN Network Security Coordination Center, other committee that may be 

formed in the future with the approval of by the EJC itself  

 

One member from every member nations of ASEAN preferably a person with the Knowledge 

of E commerce activities or a lawyers or technology savvy person should be designated.  

 

There can be one “Chairman” elected by the rest of the members who will be the head of the 

committee and therefore responsible for the overall functioning of the committee. 

 

The committee will have another sub committee consisting of entrepreneur, consumers, 

commerce groups and expertise in e commerce industry who would be consulted before 

making any substantial changes to this Code. 

 

EJC will also oversee the committee called Appellate body for e commerce disputes which 

primary will be handling the entire dispute arising between parties with in ASEAN which are 

submitted by the local authorities or by the parties themselves for resolution. 

 

The EJC must be an independent body directly reporting to the ASEAN secretariat.  
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C Appendix III E-ASEAN Task Force 

 
Figure 5 - e-ASEAN Task Force 
 

e-ASEAN Task Force 

 
PID Project Title 

Year 2005 
1420/ETF/ICT/05/002/REG ASEAN Seminar on e-Learning 

0920/ETF/ICT/05/003/REG
China-ASEAN Information and 
Communications (ICT) 
Workshops 

Year 2004 

ETF/ICT/04/001/REG New Concept and Framework of 
Telecom Operation 

ETF/ICT/04/04/002/REG Broadband IP Network 

ETF/ICT/04/003/REG Wireless Internet and 3 G 
Mobile Communication 

ETF/EAS/04/004/REG 
Joint IAI Project on e-ASEAN: 
ASEAN e-Commerce 
Programme (17-21 Nov 2003) 

ETF/ICT/04/009/REG The Exchange Visit of ASEAN 
and Korean Officials 

Year 2003 

ETF/EAS/03/004/IAI 

Advanced Computing & Mobile 
and Satellite Communications 
System for CLMV countries 
(intermediate level) 

ETF/EAS/03/003/IAI 
Computing and Evolution of  
Networking for CLMV 
countries (basic level) 

ETF/EAS/03/005/IAI 

Managing your Network and 
Mastering Technology to Create 
Digital Environment for CLMV 
countries (advanced level) 

ETF/ICT/03/006/REG ASEAN-India Exploratory 
Study Mission 2004 

Year 2002 
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ETF/02/001 Telecommunication Frameworks 

ETF/02/002 National ICT Development 
Master Plan 

ETF/02/003 ICT Legislations 

ETF/02/004 National Action Plan for ICT 
HRD 

ETF/02/005 E - Government 

ETF/02/006 ICT Training in Developing 
Countries 

ETF/02/007 E_ASEAN Task Force 

ETF/02/008 

Training Programs on 
Information Communication 
Management and Technology 
for High / Middle Level 
Officials and Technicians for 
ASEAN Countries 

ETF/02/009 

Telecom Network Management 
Training Program for ASEAN 
High Level Officials and 
Technicians 

ETF/02/010 
Training Project of Wireless 
Internet and 3G Mobile 
Communications for ASEAN 

ETF/02/011 

Training Project on Information 
Communication Management 
and Technology for the Seniors 
from ASEAN 

ETF/02/012 

Training of New Technologies 
of Optical Network and Internet 
for Communication Managers 
and Technicians in ASEAN 
Member Countries 

ETF/02/013 

Access Networks Training 
Program for ASEAN High / 
Middle Level Officials and 
Technicians 

ETF/02/014 The ASEAN Internet and Web 
Design (Year 2002) 

ETF/02/015 ICT Seminar Series for CLMV 
Senior Government Officials 

ETF/02/016 ICT Seminar for ASEAN 
Secretariat 

Year 2001 
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ETF/01/001 AF - e-ASEAN Readiness 
Assessment 

ETF/01/002 ACCF - China-ASEAN ICT 
Seminar 

ETF/01/003 AF - e-ASEAN Task Force 
Secretariat Project Proposal 

ETF/01/004 

(JAGEF- JACPP) Joint 
Conference of Government 
Officials, Prominent Academics 
and Business Leaders for IT 
Cooperation in East Asia 

ETF/01/005 ASEAN Institute of e-
Government, (AIEG) 

ETF/01/006 

The Second (2nd) Seminar on 
ASEAN-China Information and 
Communication Technology 
(ICT) 

Year 2000 
ETF/00/001 AF - e-ASEAN Task Force 

Year 1999 

ETF/99/001 AF - ASEAN Study on 
Electronic Commerce 

ETF/99/002 

To Ensure all Mission-Critical 
Sectors in Member Countries are 
able to address the Millenium 
Bug Adequately for them to 
Continue to Provide Their 
Services after 1 January 2000  

 

Source: Adapted from the e-ASEAN website, www.asean.org 

 

 

 

 


