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SUMMARY

Denid of Service (DoS) and Didributed Denid of service (DDoS) attacks are
characterized by an explicit attempt to prevent legitimate users from access to a service.
They pose a grave danger to Internet operation and cause significant financial damage
every year, thus making it essential to devise effective techniques to defend against them.
This thesis addresses this problem by proposing a new filtering traceback hybrid

mechanism, which is shown to be an effective way to defend against DoS/DDoS attacks.

Over the past few years, many countermeasures have been proposed for DoSDDoS
attacks. These approaches are broadly classified into four categories, namely prevention,
detection, filtering and traceback. Many studies have shown that prevention methods can
effectively prevent the attack from happening, detection and filtering can react to
DoS/DDoS attacks in real time and traceback is feasible even &fter the DoS/DDoS éttacks
stop. However, few proposas address the issues of minimizing discarding legitimate

traffic and link bandwidth consumption when the DoS/DDoS attack is raging on.

In this thesis, | propose a Hybrid Traceback Filtering-DoS (HTF-DoS) mechanism and its
extended version the Hybrid Traceback-Filtering DDoS (HTF-DDoS) mechanism to use
traceback to enhance packet filtering accuracy that minimizes dropping legitimate traffic.
While the HTF-DoS mechanism is effective in smple DoS attack cases, the HTF-DDoS

mechanism isfeasible in distributed denial of service attack cases.

In the two mechenisms, the packet-dropping function at routers is recursively activated

hop-by-hop using traceback. In so doing, the bandwidth consumed by attack traffic in

viii



upstream links is decreased as compared to other proposas where only routers on a hop
away from the victim perform filtering. In HTF-DoS and HTFDDoS, we use controlled
flooding to reconstruct the attack path, and then filter packets which come from attack
links only at the routers which are on the attack path. This minimizes the false positive
ratio caused by imprecise filtering. To minimize the reaction delay against DoS attacks,

packet-filtering and route-reconstruction are conducted simultaneously.

Simulation results show that HTF-DoS and HTF-DDoS are able to drop 30% of bad

packets at the start of the process and up to 100% when the traceback is completed in

simple DoS cases and DDoS cases respectively. Our simulation also shows that fase
positive ratios range from 15% to 0% at the beginning and end of the traceback-filtering
process respectively. As a result, both the HTF-DoS and HTF-DDoS mechanisms can
improve the throughput of legitimate packets. Theoretical analysis of some types of graph
topologies shows that our mechanism can save link bandwidth consumption. For instance,
when there is only me attacker and the generation rate of bad packets is 500 times that of
the good packets, the link bandwidth consumption can be saved by more than 56 percent.
And when there are thirty attackers and the generation rate of bad packets per attacker is
100 times that of the good packets, the link bandwidth consumption can be saved by more

than 400 percent.






CHAPTER 1
INTRODUCTION

The widespread usage of the Internet and networking, whil e increasing productivity,
efficiency and knowledge sharing has resulted in additiona problems in computer
security. The increase in the vulnerability of systems connected to the Internet is not only
because there are more systems available for attack, but aso because there are more

systems available from which the attack can be carried out. Also, advancement in

technology has provided sophigticated attack tools, which can be used even by novices.

DoS/DDoS[1] attacks take advantage of all the three weaknesses mentioned above.

A DoS/DDoS attack is characterized by an explicit attempt to prevent legitimate users of
a sarvice from using these services. Examples of DoS/DDoS attacks include attemptsto
flood a network thereby preventing legitimate traffic from passing through the flooded
links, attempts to disrupt connections between two machines thereby preventing access to

a service, and attempts to prevent a particular individual from accessing a service.

Distributed denia of service attacks against high- profile web sites such as Yahoo, CNN,
Amazon and E* Trade in early 2000 [2] demonstrate how damaging DDoS attacks are,
and how defenseless the Internet is under such attacks. The services of these web sites
were unavailable for hours or even days as a result of the attacks. Since then, much work
has been carried out to develop efficient countermeasures to defend against DoS/DDoS
atacks. However, there are few proposals that address the issue of minimizing fase

positive ratio and link bandwidth consumption. This thesis addresses this issue.



1.1 Accomplishmentsand Contributions

Our mgjor cortribution, which is daborated in Chapter 3 and Chapter 4, is the
development of an effective hybrid traceback-filtering mechanism called HTFDoS and
its extended version, named HTFDDoS. The two mechanisms enhance packet filtering in
conjunction with traceback in DoS and Distributed DoS respectively, and are able to

minimize the false positive ratio and bandwidth consumption.

1.2 Structure of the Thesis

Chapter 2 presentsa survey of DoS/DDoS attacks and its countermeasures.

In Chapter 3, we present our approach to DoS defense mechanism which addresses the
false positive ratio and link bandwidth consumptionin DoS attacks. This protocol, named
HTF-DoS uses traceback to propagate an increasingly refined filter for DoS. We show
through simulations that our mechanism is able to drop a largefraction of bad packets
while keeping the false positive to a low vaue. As aresult, our mechanism can improve
the throughput of legitimate packets greetly. A theoretica analysis shows that our

mechanism can alsosave link bandwidth consumption.

In Chapter 4, we present HTF-DDoS, an extersion of the HTFDoS mechanism to
DDoS We show by simulation and theoretica analysis that HTF-DDoS is also effective
in dropping bad packets, keeping a low fase-positive ratio, improving throughput of

legitimate packets, and saving link bandwidth consumption in DDoS.

Findly, in Chapter 5 we present a summary of the various accomplishments and

contributions of this study. We aso outline several possible futureresearch directions.



CHAPTER 2
DOSDDOS ATTACKS AND
COUNTERMEASURES

A Denia of Service (DoS) attack is akind of attack which explicitly attempts to consume
the resources of a host or network, thereby preventing legitimate users from accessing
these services. The attackers typically send a huge amount of seemingly legitimate traffic
to the victim to request for services, and in so doing, result in the significant consumption
of CPU cycles or memory of the target host, or the bandwidth of the target network. Such
atacks essentially disable the target host or target network from providing service to

legitimate users.

Based on the number of attacking hosts deployed by the attacker to implement the attack,
the attack can be classified into two categories---DoS attack and Distributed DoS attack
(DDo0S). A DDoS attack is a smple variation of a DoS attack. In DoS attacks, a single
attacker consumes dl the available bandwidth by generating a large number of packets
operating from a single host while in the distributed cases multiple attackers coordinate
together to produce the same effect from severd hosts on the network. Because of the
availability of automated tools that made it easy for unsophisticated attacker to conduct
DoS/DDoS attacks, DoS/DDoS attack has become widespread [3]. With the emergence of
E-commerce, the DoS/DDoS threat is becoming a serious problem which affects E-
commerce service' s availability. The Computer Emergency Response Team (CERT), the
Internet's leading security watchdog, warns that Distributed Denia of Service (DDoS)

attacks pose a mgjor threat to ecommerce and ebusiness in the future [4]. Once under
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attack, the E-commerce servers are out of service for some time and no legitimate clients
can access the servers. This eventually results in loss of business, time and money for

both clients and enterprises.

In DoS/DDoS attacks, the attackers typically put spoofed source address in the |P header
of attack packets. This is known as “IP source address Spoofing” [5] or smply “IP-
spoofing”. With 1P spoofing, the attacker can easily prevent itself from being identified,
filtered and traced back by the victim. The difficulty in identifying the genuine source of
DoS/DDoS attackers makes it much harder to stop DoS/DDoS attacks and to ingtitute
accountability. Traceback is another type of countermeasures that attempts to identify the

true |P address of the attacker and the path taken by the attack packets.

In section 1, we present several kinds of (Distributed) DoS attacks. Then in section 2 we

introduce the countermeasures against DoS attacks and hew approaches in this area.

2.1 DoS/DDoS Attacks

DoS/DDosS attacks aim to deny or limit the legitimate users’ access to a certain host or
network. Based on the different objective of a DoS/DDoS attack, we can classify the
atacks into two categories, namely flood attacks and logic or software attacks [6]. In
flood attacks, an Internet host is overwhelmed by a continuous flood of traffic designed to
consume resources at the targeted server (CPU cycles and memory) and/or in the network
(bandwidth and packet buffers). These attacks result in degraded service or a complete
ste shutdown. The SYN Flood dtack [7], Smurf IP attack [8], and the UDPHood atack
[9] are dl well-known example of flood DoS/DDoS attack While in software or logic
attacks, a small number of malformed packets are designed to exploit known software
bugs on the target system. These attacks are relatively easy to counter either through the
installation of software patches that eliminate the vulnerabilities or by adding speciaized
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firewall rulesto filter out malformed packets before they reach the target system. A wdl-
known example is Ping of Death atack [10]. We describe each of these attacks in the

following sections.

211 SYN Flood Attack

The SYN Hood attack is one of the most common attacks used to deny legitimate TCP
connection to a server. This attack takes advantage of the vulnerability in the working
mechanism of the TCP 3way handshake protocol [11] used in the connection phase of
TCP protocol. The client initiates the connection and sends a TCP SYN packet to the
server. In a TCP SYN packet, the source address of the client is included in the packet
header. Upon the receipt of the TCP SYN packet, the server sends a SYN-ACK packet to
the source address marked on the TCP SYN packet header. At the same time the server
allocates a connection buffer record, storing information for the connection which is
waiting to be completed in the connection queue. When the client receives the SYN-ACK
packets, an ACK packet is sent out to the server and this completes the connection

establishment. This message exchange is called a threeway handshake.

TCP SYN

Step 1
SYN ACK

Step 2
agg”

Step 3

Figure 2.1 TCP 3way handshake protocol

The potentiad for abuse lies in the allocation of a data structure describing all pending



connections. This data structure is of finite size, and it can be made to overflow by
intentionally creating too many hdf-open connections (connections whose three way
handshake has not completed yet), then the system will be unable to accept any new
incoming connections until the table is emptied out. During a TCP SYN Flood attack, the
attacker sends alarge number of TCP SYN packets with a spoofed source address to the
server. Upon receipt of those TCP SYN packets, the server alocates buffer space for each
hdf -open connection until the connection establishment is completed. Because the source
address in the TCP SY N packet is spoofed, no ACK packet is sent out and the connection
is dways in haf-open states, so that the buffer space alocated will not be released.
Because the attacker generates a multitude of half-open connections, the haf-open
connections data structure on the victim server system will eventualy fill and no more

incoming connections can be accepted.

Thereisno acceptable solution to this problem with the current IP protocol technology.
However, one way to avoid this kind of attacks is to ingtal filter in routers which can
reduce the number of spoofed 1P packets entering and exiting the network. In addition,
SYN cookies [12] can aso be used as another countermeasure against SYN floods. The
three-way handshake requires the sequence number to match between the SYN-ACK and
ACK packet to protect against accidentally reopened old connections and unauthorized
access. SYN cookies calculate the sequence number as a cryptographic hash vaue of
source address, source port, detination address, destination port, and a destination
specific secret key. A server that uses SYN cookies doesn’'t have to drop connections
when its SYN queue fills up. Instead, it sends back the sequence number calculated in the
cryptographic way to the requesting client, and the state is not kept in the SYN queue. On
a result, the SYN queue is not exhausted and normal TCP communication can continue.
When the server receives an ACK, it recd culates the sequence number by using its secret

key, the addresses and the ports. If the sequence number recalculated by the receiver
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matches the one calculated by the requesting hogt, the receiver rebuilds the SYN queue
entry then. SYN cookies are now a standard part of Linux. However, they are not enabled
by default under Linux. To enable them, we need to add a command to the boot scripts
[13]. In [14], Schuba develops a software tool synkill that can lessen the impact of SYN
flooding attacks by generating RST packets or ACK packets to the victim. The RST
packets and ACK packets can rdease the resources allocated at the victim for the
connection establishments. Those actions are in response to observed traffic and the
decision making is based on a synkill finite state machine which has four states classified
by the source IP addresses of TCP packetsGOOD, NULL, BAD and NEW respectively.
NULL means never seen hosts; Good means belonging to correctly behaving hosts, NEW

means potentially spoofed addresses; and BAD means most certainly spoofed addresses.

2.1.2 UDP Flood Attack

UDP is a connectionless protocol which does not require any connection setup procedure
to transfer data. The UDP flooding attack targets computers providing UDP services. A
UDP Food attack is usudly based on UDP ECHO and character generator service
(chargen) [15] provided by most computers on the network. Chargen service and echo
service are both designed for some performancetesting network programs. Chargen
service generates a stream of characters for each packet it receives while Echo service
echoes any character it received [16]. When the attacker uses some forged UDP packets
to hook up one system’s echo service with another system’ s chargen service, a flood of
data passes between the two systems, and the network bandwidth is soon exhausted. And

the service provided in the network is denied due to serious congestion.

There is no perfect solution to defeat UDP flood attacks. Recommendations particularly

include disabling useless UDP services and blocking UDP ports at firewalls. However, if



one redly needs to provide these services, then he cannot protect them. He neads to

monitor activity on UDP ports for signs of misuse.

2.1.3 Smurf Attack

ICMP [17] is a protocol used to provide feedback about problems in communication
environment. For example, it delivers information about network errors and congestion, it
helps to troubleshoot, and it reports IP packet timeouts. ICMP allows checking if a host
on a network is responding by sending it an ICMP-ECHO packet. On receipt of an
ICMP-ECHO reply packet from the remote host, one can measure the availability and
maximum delay time from the remote host. The Smurf attack is a reflector attack that
tekes advantage of the ICMP-ECHO mechanism. In a Smurf attack the attacker uses
broadcast P addresses to increase the effect of an attack. Broadcast | P addresses are used
to send messages to al the hosts connected to a particular network and they are usualy
formed by setting al the bits of their host part to 1. By sending a message to a broadcast
address, an attacker ensures that the message will be received by many hosts. If these
messages requirea response, then the attacker will generate a high number of messages as
well the hogts will reply. Thus a multitude of machines in this network will receive

ICMP_ECHO request and reply to the victim, soon the victim’ s network is overwhelmed.
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Figure 22 Smurf Attack

Unfortunately, there is no easy defensive solution for victims receiving the potentialy
large number of ICMP echo reply packets. However, we can prevent the smurf attack
from occurring to some extent by preventing a site from being used as an intermediary in
the attack. The way is to disable IP directed-broadcasts at the routers. By disabling these
broadcasts, we can configure the routers to deny IP broadcast traffic onto our network

from other networks, and which avoids the attack processto some extent.

2.14 PING of Death Attack

Ping of death is a DoS attack caused by an attacker deliberately sending an P packet
larger than the 65,536 bytes alowed by the IP protocol. One of the features of TCP/IP is
fragmentation; it dlows a single IP packet to be broken down into smaller segments. In
1996, attackers began to take advantage of that feature when they found that a packet
broken down into fragments could add up to more than the allowed 65,536 bytes [18].

When an attacker sends an ICMP ECHO request packet that is much larger than the



maximum |P packet size to the victim, since the received ICMP echo request packet is
bigger than the normal 1P packet size, the victim cannot reassemble the packets and the

operating system will freeze, crash or reboot.

For defending against the ping of death attack, the best line of defense it to keep the
system patched up. By the end of 1997, operating system vendors had made patches
available to avoid the ping of death. In addition, many Web sites block Internet Control
Message Protocol (ICMP) ping messages at their firewalls to prevent any future

variations of this kind of denia of service attack.

PING
A

PING REPLY
-—

B

Figure 2.3 Ping of Death Attack

2.2 Taxonomy of DoS/DDoS Counter measur es

From their early days, DDoS attacks have attracted a lot of attention in the research and
commercial communities. Many security efforts aim at identifying a certain feature of the
attacks to prevent them or to constrain their effect. Generally, the countermeasures can be
categorized into four categories. Prevention, Detection, Filtering and Traceback. Figure
2.4 shows the taxonomy of DoS/DDoS countermeasures. We will introduce them in the

following sections.
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l DoS/DDoS Countermeasures ‘

Prevention | Detection & Filtering | Traceback

--{ Link Testing ‘

+1 ICMP Traceback |

Authentication

Simplification

Filtering

Zombies Alert —>{ PPM Traceback |

Monitoring _>| Logging Traceback |

I

Configuration

-hi Ingress / Egress Filtering |

Figure 2.4 Taxonomy of DoS/DDoS Countermeasures

221 Prevention

Currently, there are many ways that can effectively prevent DoS/DDoS from happening.

e Authentication: T he inahility to authenticate the true source of an originating packet
in the TCP/IP protocol suite is an important reason for DoS/DDoS attack occurring. The
atacker can easily forge a packet with false source address. A TCP SYN Flood attacker
takes advantage of it to send TCP SYN packets with faked source address to the victim. A
more effective authentication mechanism may prevent the attack from happening to some

extent.

e Simplification: Simplification means enabling only essentially services and
disabling the rest. Any vulnerability in redundant services may be used by the attackersto
conduct DDoS attacks. As we have mentioned before, we may disable the chargen, echo
and other unused UDP services to prevent from UDP flooding attack. And to prevent the

Smurf attack we can disable |P-directed broadcast at router s.

e Zombie Alert: Before conducting a DDoS attack, the attacker needs to sel ect several

hosts in the Internet to help perform the attack. The sdected hosts are then installed with
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a DDoS attack program. We cdl these hosts “zombies’ because once they are corrupted.
They become unwitting attackers [19]. The availability of zombies is indispensable for
the attacker to launch a DDoS attack. If @l hosts on the Internet can be prevented from
being compromised, a DDoS atack is much harder to carry out. To guard against
DoS/DDoS attacks, hosts must be updated with the latest security patches. Hencewe can
protect hosts from being used as zombies by the attacker and prevent DDoS attacks to

some extent.

e Regular Monitoring: We can monitor server CPU load and network bandwidth
utilization regularly. Once an abnormal pattern is detected, we should check whether an

attack isoccurring or whether the host is compromised.

e System Configuration: We can decrease the timeout valuefor the receipt of TCP
ACK packet which will help in pruning haf-open connections from the SYN queue. This
may help to prevent TCP SYN attacks. In addition, significantly increasing the length of
the SYN queue may dso help the system cope with more simultaneous half-open

connections.

e Ingress Filtering Preventing |P-spoofing is akey defense against DoS attacks. If
we can successfully block specific IP addresses or IP address range, then we can
effectively perturb the DoS/DDoS attack. The good way to address the problem of
anonymous attacks is ingress filtering which can reduce the ability to forge source
address. The concept of Ingress filtering was proposed in RFC 2827 [5]. The idea of
Ingress filtering is to configure routers to block packets that arrive with invalid source
addresses to reduce or completely eliminate the attacker’s ability to use forged source
addresses. Ingress filtering requires a router with sufficient power to examine the source
address of every packet and sufficient knowledge to distinguish between legitimate and

illegitimate addresses. If Ingress filtering can be accomplished successfully, it would
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ultimately result in much easier tracing back to the true source of an attack and as such
would serve as a significant deterrent for attackers. However, some limitations of the
approach dill exigt. Firdly, it may be the case that an address is forged, but it is gill a
valid address that corresponds to that of another host on the same network and it cannot
be detected. Secondly, the approach when applied to high speed links can become an
expensive operation and may reduce network bandwidth. The third drawback is that
ingress filtering relies heavily on widespread deployment in the routers in order to be
effective. Unfortunately, a significant fraction of 1SPs, perhaps the majority, do not
implement this service either because they are uninformed or have been discouraged by
the administrative burden, potential router overhead and complications with services such
& mobile IP [20]. Unless these problems are resolved, there is till a significent need for

traceback technology.

2.2.2 Detection

Asprevention mechanisms can not provide one hundred percent guaranteg DoS attacks
still occur. A critical problem is how to detect the attack quickly and accurately. Usually
we use intrusion detection systems (IDS) which can inform us immediately about any
suspicious activity, the presence of an intruder, and help to provide accountability for the

attacker's actions.

An Intrusion Detection System (IDS) [21] is responsible for detecting inappropriate or
other data occurring on a network that may be considered unauthorized. An IDS captures
and inspects dl traffic, regardiess of whether it's permitted or not. Based on the contents,
a ether the IP or application level, an aert is generated. For instance, Snort [22] isa
sample IDS which currently includes the ability to detect more than 1100 potential

vulnerabilities. Intrusion Detection Systems can monitor the network for known attack
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signatures. An attack signature or packet format is a sequence of events, which is known
to occur prior to or during an atack. Therefore, there is no way of knowing the attack

signature until at least one site has been attacked.

Besides some feasible tools (snort, etc) several approaches on how to detect Denia of

Service more efficiently and accurately have been proposed recently.

In [23], Hussain proposes an attack fingerprinting system to identify instances of repeated
attack scenarios by spectral analysis of the arrival stream of attack traffic. To make this
identification, firstly, Hussain filters the attack packets and create an attack fingerprint
which can be uniquely mapped as a multivariate probability density function
corresponding to the attack scenario. The power spectral density is computed by
performing the discrete-time Fourier transform on the autocorrelation function (ACF) of
the attack segment [23] and is derived from the characteristics of the attack stream which
is shaped by many factors. number of attackers, attack tool, operating system, host CPU,
network speed, host load, and network crosstraffic. Secondly, Hussain uses the Bayes
maximum-likelihood classifier [23] to test if the current attack scenario is similar to a

previoudly registered attack fingerprint in the database.

In [24], Haining Wang and Danlu Zzhang propose a simple and robust mechanism for
detecting SYN flooding attacks. The mechanism utilizes the inherent TGP SYN-FIN
pairs behavior for SYN flooding detection. According to the specification of TCP/IP
protocol, in normal operation, a FIN packet is paired with a SYN packet at the end of data
transmission. (The SYN/FIN packets delimit the beginning and end of each TCP
connection.) However, under SYN flooding attacks, this SYN-FIN pairs behavior is
violated and the strong positive correlation between SYN and FIN packets offers a clear

indication for SYN flooding.
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2.2.3 Filtering

Filtering is an effective way to defend against DoS attacks when the attack is in progress.
It attempts to mitigate the effect of DoS attack by dropping bad packets. The main
components of a filtering approach are the establishment of filtering rules and the
installation of a filtering module. The former focuseson setting the most efficient set of
filtering rulesand its main task is to identify attack packets from good ones precisely. By
preferably dropping attack packets, the attack stream can be stopped. A proper set of
filtering rules should prevent good streams from collatera damage at best. The
installation of filtering module isresponsible for settingthe filtering function in those
routers that can filter most effectively. Some filtering mechanisms [25] [26] [27] have
been proposed. In [25], Mahgjan proposes an aggregation-based filtering mechanism
where the routers preferably drop packets belonging to high-bandwidth aggregates. In
[26], Sung proposes a traceback-based filtering mechanism where the routers
preferentialy drop packets coming from the attack path. (Details of [25] [26] will be
given in chapter 3). In [27], Yau proposes a Max-min Fair Server -centric router throttles
mechanism. The basic idea of this mechanism is for a server under stress to install a
router throttle at selected upstream routers. By asking the selected routers to  regulate
their own contributing packet rates to more moderate levels, the mechanism can forestall
an impending attack. The throttle rates in distributed routing points can be dynamically
adjusted. If the current throttle fails to bring down the load effectively, the throttle is

reduced, and otherwise increased.

2.2.4 Traceback
Prevention is employed before the occurring of an attack and filtering is used during the
attack. Traceback is another kind of countermeasure against the DoS attack. Traceback is

usudly conducted during or after the attack Traceback can trace the truelocation of the
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attacker and help in gathering evidence for law enforcement. But the inability to
authenticate the true source of an originating packet [28] addresses us a great difficult to
trace back to the attacker. Some practical and efficient trace back methods have been
proposed. In [29], Belovin proposes an ICMP traceback technique in which whenever a
router forwards an IP packet, it generates an ICMP packet, called ICMP Traceback, with
a low probability and sends it to the same destination address as the IP packet with
information about the router’s backward or forward links or both. Upon reception of a
sufficient number of ICMP Traceback packets, the victim can reconstruct the attack path

and determine the true IP address of the attacker.

Probabilistic packet marking (PPM) is a traceback method that was first proposed by
Savage in [31]. In PPM, routers probabilistically add partiad path information in the
packets that are forwarded. This information is typicaly added in the 16-hits
Identification field in the IP header. When the victim detects an attack, it can reconstruct
the attack path using a sufficient number of marked packets received. In [32], Burch and
Cheswick describe a link-testing traceback method. In this method, the victim is assumed
to know the network topology. By selectively flooding the various links, the victim can
infer the links that carry the attack traffic. This is done by observing how the controlled-
flooding perturbs the attack traffic at the victim end. Logging is another way to traceback
the red attacker which was proposed in [33]. The basic idea of this approach is that every
router stores arecord of every forwarded packet. When a victim is attacked, it queries the
routers to determine the ones that have forwarded the attack packets so as to determine
the attack path. The current solutions can be broadly grouped into four categories: link

testing, ICMP traceback, probabilistic marking and logging.

2241  Link Testing

Controlled flooding [32] is an ingenious method to trace the source of spoofed attack
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traffic. The victim selectively floods links in the network and by observing whether the
attack traffic is perturbed at the victim, the attack links can be identified Usudly,
controlled- flooding is dtarted from the links nearest to the victim, then recursively
applied to upstream links. How to produce an effective and powerful load to make
obvious attack perturbation is the key challenge in controlled flooding. Suggested by
Burch in [32], the best way is to use the UDP chargen service available on the routers.
The Chargen service generates continuous data to anyone who connects to it and the rate
of data flow is limited in genera by the rate data being acknowledged by the client
machine. Though the chargen service is turned off on many Internet hosts and routers,
there are till many hosts with the service tumed on, and they are easy to find. Bfore
loading a link, cooperative hosts at the right places in the network map in order to
produce the required load must be identified. The ideal routers are those which turn on the
chargen service and are aso on the far end of the link under test as seen from the victim.
Asiillustrated in Figure 2.5, when we want to load the link R7-R8 that is on the attack
path, routers R4 and R2 that provide the Chargen services should be identified first. Then
we spoof the source addresses of the UDP chargen packets to be the address of router R8.

Asaresalt, the chargen response packets will seriously congest the link R7-R8.

Though many traceback approaches have been proposed, most of them require the tedious
continued attention and cooperation of each intermediate Internet Service Provider (I1SP)
for tracing. Thisis not always easy given the worldwide scope of the Internet. However,
controlled flooding can trace spoofed packets to their actual source host without relying
on the cooperation of intervening ISPs. This is a great advantage of controlled flooding.
However, to effectively load a link, victim must resort to some assistance from the hosts
or routers in the Internet, as it is difficult to generate a flow of packets from a single host
[8]. Controlled flooding is itself a kind of DoS attack that will influence the legitimate

users during traceback.

17



attaker

Victim

Figure 2.5 Controlled-Flooding Mechanism

2242  ICMP Traceback

In the Internet draft P9], Belovin proposes an ICMP traceback technique where each
router picks one packet out of a large amount of |P packets, (say one out of 20,000) and
generates anew ICMP packet intended for the same destination address as the selected
packet. In those ICMP packets, some information about the back or forward link or both
of them is included. With the receipt of a sufficient number of such ICMP packets, the
victim can reconstruct the attack path from the information included in them. Another
important ICMP traceback scheme called intention-driven ICMP traceback was proposed
by Allson Mankin in [34]. Intension-driven ICMP traceback is a smple enhancement to
the IET F draft which introduces an extra bit in the routing and forwarding process to
improvethe probability that a router sends valuable ICMP packets. Mankin finds that a
router cannot aways pick up the attack ones to send ICMP packets for instead the router
usualy tends to pick up some innocent ones due to a potentialy large amount of noisy
background traffic passing through the routers at the same time. Those ICMP packets
corresponding to the innocent packets will be sent to non-victims and become invaluable
and usefulness. Usually, the closer the router is to the victim, the higher the probability

the router can send the packets to the victim. On the other hand, the routers closer to the
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attacker might send |CMP packets to non-victims with a higher probability. So the author
proposes an evaluation model to evaluate the value of each ICMP packet before sending
them out. Then an intention bit which indicates whether or not the network node is
interested in receiving the ICMP messages is introduced. It is added in the BGP routing
table and only when the intention bit for a particular route entry is 1, the ICMP packet
will be sent. The specia intention value can be propagated to routers through Border
Gateway Protocol (BGP) updates, thus the probability for a victim to receiving ICMP
traceback packets from remote routers is increased. Two modules in this mechanism
(Itrace generation and decision module) generate ICMP packets only to those routers that
want to receive them and set the intention bit as 1, and try to choose the farther one to the
victim out of those willing to receive it. Thus the probability for a router to generate
valuable and useful ICMP packets is raised. So we can do traceback more effectively. In
[30] Henry Lee proposes an enhanced ICMP Traceback scheme, called I Trace CP (ICMP
Traceback with Cumulative Path) that encodes the cumulative attack path information in
the ICMP Traceback message The ITrace CP scheme is able to reconstruct the attack

path with fewer attack packets.

2243  Probabilistic Packet Marking

The key idea of PPM is to probabilistically mark packets at routers (over which the
attackers have no control) with partia path information. Once an attack is detected, the
entire path could be reconstructed post-mortem at the victim with the receipt of sufficient
marked packets. One of the earliest efforts to identify the source of the packet through
PPM was done by Savage [31]. The approach alows avictim to identify the network path
traversed by the attack packets without requiring interactive operational support from
Internet Service Providers. In the marking procedure, the 16 bit identification field in the

IP header is used to record a hop count and an edge id which is the XOR vaue (32 hits)
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of the two IP addresses of adjacent routers. To reduce the per-packet space requirements,
Savage suggests subdividing each edge-id into a few smaller nonoverlapping fragments.
Consequently, the choice for gpportioning the identification field is follows 3 offset bits
to present 8 possible fragments, 5 bits to represent the distance, and 8 bits for the edge
fragment. In [37], the dgorithm uses a 32-bit hash, which doubles the size of each router
address to 64 bits. This implies that 8 separate fragments are needed to represent each
edge which is indicated by a unique offset value. After the PPM scheme was proposed
[31], a number of papers have been published which try to improve the performance of
that basic scheme. For example, in [35], Song and Perrig propose two new schemes, the
advanced marking scheme and the authenticated marking scheme for tracing back the
approximate origin of spoofed IP packets. In the advanced marking scheme, instead of
encoding the full IP address of a router into eight fragments as in [31], they simply
encode its hash value. The 16-bit IP identification field is divided into a 5hit distance
field and an 11-bit edge field. The advanced marking scheme results in lower
computational overhead for the victim to reconstruct the attach paths under large-scale
distributed DoS attacks. However, it cannot prevent a compromised router from forging
the markings of other uncompromised upstream routers. The authenticated marking
scheme solves this problem by authenticating the packet marking. In the process of packet
marking authentication, cryptographic MAC (Message Authentication Code) is used.
Each router shares a unique secret key with the victim and instead of sending the router
address; the router sends a MAC which is a function of its IP addressand packet-specific
information, and s own secret key to the victim. This presents the compromised router

from creating forged packet marking.

Different from the PPM scheme [31] [35] that uses a fixed marking probability, Tao Peng
proposss an adjusted PPM scheme in [36]. In this scheme, the marking probability is

adjusted in each router accordingto the distance between the router and the victim, so that
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the victim receives packets marked by each router with equal probability. As packets
further from the destination victim have a higher probability of being overwritten, the
marking probability should increase with increasing distance from the destination The
new scheme successfully reduces the number of packets needed to reconstruct the attack

path by 40% compared to uniform PPM

In approach [37], Franklin reframes the traceback problem as a polynomia reconstruction
problem and uses techniques from agebraic coding theory to provide robust methods of
transmission and reconstruction. The number of 1P authentication header s is reduced from
16 to 13. This scheme does not require an upstream router map to reconstruct the attack

path, but it is very vulnerable to fake markings put in the packets by theattackers.

Goodrich presents another approach to do PPM traceback which is called randomized-
and-link in [38]. In this scheme, checksum cords are used to "link" message fragments in
away that is highly scalable, for the checksums serve both as associative addresses and
data integrity verifiers. The main advantage of these checksum cords is that they spread
the addresses of possible router messages across a spectrum that is too large for the
attacker to easily create messages that collide with legitimate messages. Therefore the
methods scale to attack trees containing hundreds of routers and do not require that a
victim know the topology of the routers a priori. In addition, by utilizing authenticated
dictionaries in a novel way, the methods do not require routers to sign any setup message
individualy. Also there are some studies focusing on the tradeoffs for various parameters
in conventional PPM. In [39], Abraham Y aar proposes a novel packet marking approach
in which a path fingerprint is embedded in each packet, enabling a victim to identify
packets traversing the same paths through the Internet on a per packet basis, regardless of
source IP address spoofing and which is called Path Identifier (P1). In this per-packet

deterministic mechanism each packet traveling aong the same path carries the same
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identifier. This alows the victim to take a proective role in defending against a DDoS

attack by using the Pl mark to filter out packets matching the attackers' identifiers.

2244  Logging

The basic idea of logging is that the routers store the actual contents of every packet
passing through the router, so that the victim can trace back the origin of the packet by
using the history in the router. The drawback with logging approach is that it requires
additional storage at the routers. To reduce the low storage requirement, Snoeren
proposes a hash-based Source Path Isolation Engine (SPIE) [ 33] to enable IP traceback by
storing packet digests instead of the actua packet contents in the routers. This can aso
preserve traffic confidentiality as SPIE is prevented from being used as a tool for
eavesdropping. Sneoeren' s research shows that the first 24 invariant bytes of a packet
(20-byte IP header with 4 bytes masked out plus the first 8 bytes of payload) are sufficient
to differentiate amost al non-identical packets, thus SPIE computes digests over the 24
bytes. If a packet is determined to be offensive by some intrusion dtection system, a
query is dispatched to SPIE which in turn queries routers for packet digests of the
relevant time periods. The query information includes a packet, victim and the time of
atack. The results of this query are used to build an attack graph that indicates the

packet’ s source.

2.3 Summary

Denid of Service is a kind of attack which attempts to deny the users from legitimate
sarvice or just disrupt a service. Based on the scale of DoS attack, DoS attacks fal into
two categories which are smple DoS and Distributed Denia of Service. While a smple
DosS attack only involves one attacker, a DDoS attacker uses numerous coordinated hosts
to carry out the attack. In this kind of attacks, the real attacker commands a set of
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compromised hosts to make them execute an attack against a single target, thus
multiplying the effectiveness of the attack. There are many kinds of DoS attacks and we
classify the attacks into two categories. host-based attacks and network-based attacks. In
host-based attacks, the attacker aims to crash the server by exhausting the server's
resources, such as its CPU utilization, memory or file storage. SYN Flood Attack is a
well-known example. While in retwork-based attacks, the atacker tries to consume all
available network bandwidth connecting the target to the rest of the Internet by sending
plenty of useless packets to the host. Well-known examples include UDP Flood Attack,
Smurf IP Attack, and ICMP Flood Attack. The serious consequence that DoS attack
brings has gained more and more attention in both the research and commercia
communities. Many effective countermeasures have been developed. The main
countermeasures include prevention, detection, filtering and traceback. Prevention
method is carried out prior to the occurring of the attack and there are many ways to
prevent the attack from happening in advance. Ingress/Egress filtering, authentication,
smplification and configuration etc are al effective in attack prevention. Detectionand
filtering are another ways to defend against DoS attacks and they usually are conducted
when DoS attack is raging on. Intrusion Detection System is a widely implemented
system in detecting attacks. Traceback is an after-term defense mechanism and many
different approaches have been proposed. There are four common kinds of traceback

methods which are link testing, logging, PPM and ICMP traceback.

In this chapter, we have introduced several common kinds of (Distributed) DoS attacks-
SYN Flood Attack, UDP Flood Attack, Smurf IP Attack, and ICMP Flood Attack
respectively. And we have aso introduced the countermeasures against DoS attacks from

the aspect of prevention, detection, filtering and traceback respectively.
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CHAPTER 3
HTF - DOSVERSION

In this chapter we propose the Hybrid Traceback-Filtering (HTF) DoS defense
mechanism that is able to improve the throughput of legitimate traffic with minimum
collateral damage and bandwidth consumption in upstream links. This mechanism
leverages on the attack path constructed by the controlled flooding traceback method [32]

to enable the routers to filter intelligently. The controlled flooding scheme selectively
floods links based on the network topology, then identifies the attack links by observing
whether the attack stream is perturbed by the flooding. With the knowledge of the whole
or partial attack path, the scheme recursively activates a filtering function in the routers
that are on the attack path. By filtering out the packets coming from attack links in chosen
routers, the attack stream can be effectively controlled while protecting the legitimate
traffic. Compared to conventional approaches where filtering is only effected at a single
level of routers, our mechanism can save bandwidth in upstream links effectively when
filtering on routers further away from the victim are activated. To evduate its
effectiveness in defending against DoS attacks, the scheme is simulated in ns2 [40].
Simulation results show that the throughput of the legitimate trafficis increasedwhile the
false positive ratio and upstream link bandwidth consumption decrease. This approach
can mitigate the effect of DoS attacks in redl time as the filtering function is activated

immediately once thefirgt attack link is identified

Section 3.1 introduces a few related works. Section 3.2 gives an overview of the hybrid

mechanism. In section 3.3 we evaluate the performance of our mechanism. Section 3.4
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concludes the chapter.

3.1 Related Work

In [25], Mahgjan and Bellovin propose an aggregate -based filtering mechanism where the
congested aggregates (high-bandwidth aggregates) are in fact responsible for congestion
is an assumption. The idea behind this approach is to identify the signature of the high-
bandwidth aggregates, and then preferentially drop packets belonging to these aggregates
in routers. An aggregate is a collection of packets from one or more flows that have some
properties in common and the property could be anything from destination or source
address prefixes to a certain agpplication type (streaming video, for instance). The
aggregate-based Congestion Control (ACC) module in each router identifies the
signatures of the congested aggregates by analyzing the statistics of dropped packets and
then drops the packets with the congest signatures. The authors also extend the simple
ACC mechanism to a Pushback form. In pushback, a filtering request is recursively
propagated from downstream routers to upstream routers hop-by-hop. The bandwidth of
upstream links is saved as bad packets ae dropped in upstream routers before arriving at
downstream routers; however, the whole procedure is complex. Firstly, in [25], to decide
which upstream router should filter, a downstream router needs to contact al its upstream
routers to identify which one(s) contributes the major part of the traffic load. This
consumes a lot of computational resource at the routers and leads to link bandwidth
consumption in the transfer of contact information (dummy packets and status packets)
between upstream and downstream routers. Secondly, identifying the signature of high-
bandwidth aggregates is resourceconsuming as much work needs to be done in

information extraction and analysis of dropped packets.

In [26], Sung proposes a technique which leverages on the information concerning
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whether a network edge is on the attacking path of an atacker (“infected”) or not
(“clean™). While an attacker will have al the edges on its path marked as “infected’,
edges on the path of a legitimate client will mostly be “clean”. By preferentialy filtering
packets that are inscribed with the hash value marks of “infected” edges, the proposed
scheme attemptsto remove most of the DoS traffic while affecting legitimate traffic only
dightly. However, in this method the victim relies on the receipt of a large number of
attack packets to identify an attack edge, which brings about a high reactive delay against
DoS attacks if the probability for routers to mark packets is not high. Meanwhile, & the
malicious packets will traverse a lot of upstream links before reaching the twa hop-away

routers, the upstream link bandwidth cannot be effectively saved.

3.2 Overviewof HTF-DoS

In this section, we propose a controlled flooding-filtering hybrid traceback-filtering
mechanism (HTF). The idea of this mechanism is to preferentially drop packets coming
from attack links in the routers which are on the attack path, and in so doing, the attack
stream is effectively stopped whilethe good stream is protected from collateral dropping.
Here we use the controlled flooding method to identify the attack links. In HTF, the
filtering function is activated recursively from downstream routers to upstream routers
hop-by-hop and the activation follows the sequence as controlled flooding. The
synchronization of filterin g and controlled flooding can effectively decrease the reaction
latency againgt DoS attacks because the filtering function can be activated by the
identification of a single attack link instead of whole attack path. As the filtering function
is activated n upstream routers that are close to the attacker, upstream link bandwidth
consumed by attack packets can be greatly saved. In the rest of this section, we explain
why controlled flooding is chosen as the traceback method in our mechanism, and then
we introduce the functionality in routers and victimsrespectively.
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321 Moativationsto Select Controlled Flooding

Asweintroduced in section 2.2.4, there are four different kinds of waysto trace back the
original source(s) of an attack, which are logging, PPM, ICMP traceback and controlled
flooding respectively. Although each traceback method can be used to provide us the
atacking route information and help enhance filtering to some extent, n HTF, we only
use controlled flooding as our traceback method. The reason lies in the hop- by-hop way
that the controlled flooding method is carried out, which is consistent to our expectation
of the HTF mechanism. We aim to propose a hybrid mechanism which is an integration
of traceback and filtering mechanism and which can dso react to DoS/DDoS attack with
alow reaction delay and put a little burden on the routers meanwhile Controlled flooding
gtarts from the links nearest to the victim and then recursively propagate up to the edges
furthest from the victim a hop-by-hop. After each step of controlled flooding, a partial

route of attack path (one edge) is identified which enables the scheme to propagate the
filtering request to upstream routers recursively hop-by-hop. This feature enables us to
cregte atight connection between traceback mechanism and filtering mechanism filtering
follows the step of traceback. Logging can also provide us the hop-by-hop feature as the
victim can contact the upstream routers recursively and enable the filtering function

simultaneously. However, the storage requirement for the routers in logging traceback is
extremely high and we do not consider it currently. PPM and ICMP traceback can also
enhance filtering and some works have been done in this fidd. As we introduced in

section 3.1, [6] proposes a way to use PPM to improve output of legitimate traffic.

However, the filtering function is totally non-integrated with the traceback function. Only
after the traceback module completes its task, filtering function starts to work, which is
not consistent to our idea of introducing a tightly- hybrid mechanism. In addition, it aso
brings a high reaction delay. In HTF, we evoke filtering function once a single link is

identified as a bad one which enables the mechanism reacts to the DoSDDoS attack
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faster compared to the other mechanism using PPM or ICMP. In PPM or ICMP, the
filtering function is idle until the full attack route is reconstructed. In addition, PPM and
ICMP traceback put a great burden in the routers. The routers are responsible for pending
partia path information in a packet on the fly or generating a new packet while in
controlled flooding, the routers can be released from such works. However, we are not
saying that using PPM or ICMP to enhance filter is not feasible; the reason we don not
sect them is based on our own concerns. In fact, using PPM or ICMP has its own
advantages. PPM and ICMP will not introduce much extra traffic to traceback like
controlled flooding does. Generaly, how to use traceback method to enhance filtering is
worthy research aspect and our future work may include investigating the feasibility of

the combination between filtering and other traceback method (PPM or ICMP).

In this paper, we use controlled flooding based on the consideration of low reaction delay,
low consumption of routers and tightly-hybrid characterization. The use of PPM or ICMP
is an aternative if the extra traffic produced by controlled flooding is not acceptable in
some cases. We will discuss the damage brought by controlled flooding in simulation
section and by studying the potential damage brought by controlled flooding in aspecia
case, a wise decison on whether or not to use controlled flooding in terms of potential

damage can be made.

3.22 TheFunctionality of the Victim
The main functionaity of the victim includes controlled flooding functionality, attack link

identification functionality, and filtering signa generation functionality.

3221  Controlled Flooding Functionality

In our scheme, starting from the router most closeto the victim, we apply a brief burst of
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load to each link which is attached to the nearest router, and then recursively apply the
link loading to all the upstream links. Three functions are required in the victim to
conduct successful controlled flooding. Firstly, it requires that the victim be able to start
the controlled flooding procedure correctly. The wictim should be able to activate trace
back as soon as the attack is detected. Secondly, it requires the victim find out voluntary
cooperators in the Internet that can assgt in flooding specific link effectively. To
effectively load a link, the victim must resort to some assistance from the hosts or routers
in the Internet, as the victim is unable to flood al the links effectively on its own ability.
It must identify cooperdtiv e hosts that are willing to perform the task and are at the right
place in the network map in order to produce the required load. The ided routers are
those that turn the chargen service on and are also on the far end of the tested link seen
from the victim (Details refer to Chapter 2). Thirdly, the victim should be able to specify
alink to test at each step. In selecting atested link, the ideais that if alink is identified to
be a good one then there is no need to test dl the links behind it from the side of the
victim. Otherwise, dl the links behind it need to be tested in next steps. Lastly, once the
atack is restrained into an acceptable range, the traceback should be stopped timely. If
the attack has been effectively controlled by means of filtering, no upstream routers need
to filter, thus no further controlled flooding should be conducted. Otherwise, further

controlled flooding should be done.

3222  Attack Link Identification Functionality

This functionality requires the victim to observe the effect caused by cortrolled flooding.
By observing changes in the attack streams, the dtack link identification functionality can
identify which links are bad. The assumption here is that if the loaded link is a component
of the path of the attacking stream, te induced load will perturb the attacking stream.

Therefore by observing the statistics of the attack stream before and after link loading, it
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can deduce whether the tested-link is used by the attacker to send malicious packets. If
the intensity of the stream is unperturbed by the load, it is unlikely to be the attack link.
However, if the stream is dtered when we load a link, then thislink is likely to be on the

path from the attacker to the victim.

3223  Filtering Signal Generation Functionality

The function of filtering sgnal generation is to control filtering in different routers. It
enables the victim to generate two different kinds of signaling packets. We define two
new types of ICMP packets. ICMP filter-on and ICMP filter-off. The ICMP filter-on
packd activatesthe filtering function in the destination router while the ICMP filter -off
packet deactivates it. After a link is identified as being on the attack path, the victim
generates an ICMP filter-off packet for the downstream router which was activated in the
previous step and then generates an ICMP filter-on packet for the upstream router which
is chosen to filter in the current step. An ICMP filter-on packet includes two items of
information: the 1P addresses of the routers at the ends of an attack link and the Base
Vaue (BV) as atuning parameter based on which routers adjust their filtering probability.
BV depends on the hop distance fromthe router to the victim. The direct upstream router
of the victim is specified as level-1 node while routers with atwo-hop distance from the
victim are level2 nodes, so on and so forth. Generaly, a higher BV is assigned to a
higher-level router, while asmaller BV isassigned to a lower-level router. Assume BV

refers o the base value of the level-i routers, and n is the highest level, then

BV, =BV, +D,, ., 0<BV,<l__ 0<D <1(i=12L n)

Ashigher-level routers are closer to the attacker than lower-level routers, the precision in

differentiating bad packets of high-level router is higher; they should be assigned with
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relatively higher BVs. On the contrary, lower-level router should be assigned with

relatively lower BV to minimize the probability of dropping good packets.

3.23 Functionality of the Routers
The main functionalities of the routers include Decision Making Functionality and Packet

Dropping Functionality.

3231 Decision Making Functionality

The dcison making functionality enables the victim to decide the type of packets that
should be dropped and in what percentage. Generally, it performs two tasks. The first task
is to classify the packets passing through the router. Consider that the router knows the
attack edge. We represent the destination address of a packet and the incoming link of the
packet as dest and link respectively. The address of the victim is denoted by Avic, and
the combination of dl the attack links is denoted by Latt. The various parameters are

illustrated in the following table.

Table 3.1 Parameters used in Decision Making Functionality

Parameters M eaning of the parameters

det the destination address of a packet
link the incoming link of a packet

Avic The address of the victim

Latt the combination of al the attack links

In our scheme, we classify the packetsinto four categories.

Type A linkT Lat& dest = Avic

Type B: ||nki Latt& deStl Avic
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Type C  linkl Lat& dest = Avic

Type D: linki Laut& dest® Avic

Corresponding to the four types of packets, we calculate four different probability values.

P,: probability of passing packets of type A
Py,: probability of passing packets of type B
P.: probability of passing packets of type C

Py: probability of passing packets of type D

The values of the four probability parameters are determined by the following:

1 Wedefine four globa probability parameters. Py ,Py’, P, and Py . We assume that all
the routers in our mechanism have the same set of values of these parameters and that the
values are dl in the range of O to 1.0.

2 According to the conditional probability of certain types of packets to be attack
packets, we can set different values of the four parameters. P, Py, P’ and Py
respectively. Clearly, type A packets are most likely to be attack packets, therefore, the
value for R’ should be highest. Similarly, type D packets are most likely to be good
packets, hence the value of Py should be the smallest. And the values of R} and P/’
should be set between P, and Py

3 Initidly, R’ is set to alarge percentage vaue (1.0 in the smulation) to effectively
stop type A streams. P, and P4’ are set to a very small value (0.0 in the simulation) to
pass type B or D packets as most as those packets are not destined to the victim. P, can
aso be set to a smal vaue (0.0 in the smulation) as these packets are identified as
legitimate ones in our scheme. However, as the precision in identifying an attack link
cannot be guaranteed which may be affected by many factor, we should increase the

valuefor P’ dightly.
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4. All the values should be decided based on the base value passed by the victim.
Suppose that the base value set for arouter isBV, then all the probabilities for this router

to drop packets arecaculated as:

Pa=BV’~ Px
Po=BV" P
Pc=BV~ Pc'
Pa=BV" Pd'

3232  Packet Filtering Functionality
Based on the information generated from the filtering decision functionality, the
preferential packet filtering is carried out. Figure 3.1 presents a pseudo code of the

filtering agorithm.

3.3 Performance Evaluation

In this section, we evauate the performance of our hybrid mechanism under a DoS attack
using the ns2 simulation software. First we explain the common configuration settings of
routers and hosts in our simulation, and the attack model used in our simulation. Then we
present some performance metrics used in the simulation. Finaly, we present the results

of our smulation.

For each incom ng packet
If linkl Lat
I f dest= Aic
Pass the packet with probability P,
El se
Pass t he packet with probability Py
Else |If dest= Aic
Pass the packet with probability P,
El se
Pass the packet with probability Py
Figure 3.1 Packet Filtering Functionality
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3.3.1 Common Configuration

For our simulation, we use a binary tree topology construction as our network model. In
this topology, there are 256 hosts, 255 routers and 1 victim as shown in Figure 3.2 We
choose our attacker from 256 hosts randomly, and theother hosts are assumed to be

legitimate ones.

hostl hOSt2 - e . «++ host host

255

256

victim

Figure 3.2 Network Topology in NS-2 Simulation
The basic configuration parameters of dl the legitimate hosts are the same. They are
assumed to have the same packet generationrate in each run and the same maximum
packet size. Specificaly, to create a successful attack that can generate congestion
effectively, we set the packet generation rate of the attacker to amuch larger value than
the legitimate ones. In section 3.3 we show the effect of different packet generation rates
on the performance metrics which are introduced in section 3.3.2. In our mechanism the
routers execute the same tasks, and we set the same queue length In this ssimulation, we
have 511 links with the same link bandwidth and link delay. Detailed configuration

vauesaregivenin Table 3.2.



3.32 PerformanceMerics

To evaluatethe performance of our mechanism, some performance metrics are introduced
Firdly, to show the advantage in improving the throughput of legitimate packets we
introduce two metrics. the Good Packets Percentage (GPP) and the Bad Packets
Percentage (BPP), w hich are the percentage of good and bad packets respectively. These
two metrics are measured at the victim and we have

Table 3.2 Common Configuration Values

Bad Packets Generation Rate R, 50,100,200,500,1000
packets/second

Good Packets Generation Rate R, 1 packet/second

Maximum Packet Size Sge | 500 bytes

Maximum Length of Packet Queue | Lyee | 64

in routers

Maximum Delay time of arouter Taaay | 30ms

Link Bandwidth Biink 1Gb/s

Link Dday Tlink 100ms

Base value to 1-hop away router Bv; [0.3

I ncrement ? 0.1

BPP+GPP=1 by definition. As our mechanism strives to release dropping legitimate
packets, we evaluate our mechanism on the effectiveness of dropping bad packets and

protecting good ones. We define God Packets Dropping Percentage (GPDP), which is

actually the False Positive Ratio, and Bad Packets Dropping Percentage (BPDP). INHTF,
we recursively propagate the filtering request to upstream routers to save the bandwidth
consumption of upstream links, so we aso evauate the performance of bandwidth

consumption theoreticaly. In the rest of the section we present our results for each metric

respectively.
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333 Simulation Resultsand Analysis
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Figure 3.3 Bad Packet Drop Percentagein DoS cases
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Figure 3.4 Good Packet Drop Percentage (Fal se Positive Ratio) in DoS cases

Figure 3.3 and Figure 3.4 show the BPD P and the GPDP as afunction of the hop number
respectively. Aswe can see from Figures 3.3 and 3.4, BPDP and GPD P a a given hop are
amost the same when the attackers generate bad packets at different rates. For instance,
when the first-levd routers filter, the BPDPs and GPDPs are about 30% and 15%
respectively (Detailed values are shown in Table 3.3 and Table 34). That is because
routers drop packets with the same probability despite the packets generation rate. As
shown in Figure 3.3, when the hop number increases, BPDP increases. For instance,
BPDP is about 30% when first-level routers filter, and then gradualy increases to 100%
when last hop is reached. That is consistent with the dropping probability used in our

simulation which ranges from 0.3 to 1. Similarly, & we can see from Figure 3.4, while
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hop number increases, GPDP decreases instead For instance, when first-level routers

filter, GPDP is about 15%; at the last hop, the vaue decreases to about 0%. The reason

for GPDPs decreasing with increasing dropping probability of a router is that higher

precision for higher-level routers helps identify bad packetswhich makes upfor collateral

damage. Higher-level routers are more accurate in differentiating good packets from bad

packets by their incoming links as the bad and good streams are not highly integrated at

this point. Even though the higher-level routers drop packets heavily, good packets are

discarded less
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Figure 3.5 Good Packets Percentage (GPP) in DoS cases

Table 3.3 Bad Packet Drop Percentage (BPDP) in DoS cases

Ratio Nhon_l Nhon_2 Nhoo_3 Nhon_4 Nhon_5 N hon_6 Nhon_7 N h00:8
50:1 30.20 39.48 [ 50.50 | 60.03 69.29 79.67 90.16] 100.00
100:1 [ 29.11 40.59 | 50.57 | 60.01 70.05 79.64 | 90.14] 100.00
2001 | 29.67 40.04 | 49.57 [ 59.42 69.72 79.78 89.99| 100.00
500:1 | 30.11 39.46 | 49.50 | 59.56 69.85 80.21 | 89.91| 100.00
1000:1 [ 30.04 39.62 [ 49.97 1 59.81 /0.25 79.76 | 90.02] 100.00
Table 3.4 Good Packet Drop Percentage (GPDP) in DoS cases
Ratl o NhoD: 1 NhoD: 2 Nhoo—3 N hoo—4 Nhoo— 5 Nhoo— 6 Nhoo—7 N hoo—8
501 1507 10.04 557 347 2.52 133 0.11] 0.0039
100:1 1531 9.99 5.82 3.13 2.62 0.95 0.23| 0.00/8
200:1 14.15 9.7/ 6.40 3.45 2.79 152 0.59| 0.0039
500:1 1532 10.16 6.39 3.76 2.24 09/ 0.82| 0.02/0
1000:1 1522 873 451 4.23 3.06 204 0.84| 0.0039
Table 3.5 Good Packets Percentage (GPP) in DoS cases
Ratio Nhop=0 | Nhop=1 | Nhop=2 [ N1oy=3 | Nho=4 | Npo=5 Nhop=6 | Nhog=7 | Nnoi=8
50:1 83.67| 86.12| 88.35( 90.68 | 92.49| 94.18| 96.12| 98.11( 100.00
100:1 71.87 | 75.29| 79.44| 82.93 | 86.07| 89.24 | 92.54| 96.27 | 100.00
200:1 56.25] 60.88] 65.74| 70.30 | /5.21] 80.361 | 86.13 [ 92.68 [ 100.00
500:1 33.87 ] 38.19| 43.08| 48.57| 54.83| 62.32| 71.85] 83.37 [ 100.00
1000:1] 20.92 [ 23.61[ 27.82]| 32.73]| 37.80] 45.38] 55.24] 71.71] 100.00
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Figure 3.5 shows GPP as a function of the hop number. The five curves in the figure
correspond to 50:1, 100:1, 200:1, 500:1 and 1000:1 respectively, which are the ratio of
the rate that bad packets are generated over the rate that good packets are generated. As
shown in Figure 3.5, when the hop number increases, GPP increases gradually (Detailed
values are shown in Table 3.5). For instance when the ratio is 1000:1, GPP increases
from 21% to 100%, which represents an improvement of 378%. The higher GPP reflects
the increasing effectiveness of HTF. Particularly, when the highest-level routers drop all

the bad packets (BVis set to 1), GPP finally reaches 100%.
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Figure 3.6 Simulation Time

Figure 3.6 shows the time consumption in the smulation of the HTF-DoS mechanism as
a function of the hop number. As we can see from the above figure, there are five curves
which correspond to 50:1, 100:1, 200:1, 500:1 and 1000:1 respectively. Each ratio
represents the ratio of the rate that bad packets are generated over the rate that good

packets are generated, which is the same as that in figure 3.5.

38



As shown n Figure 3.6, when the hop number increases, time increases gradualy due to
the progress of the simulation. In addition, the curve corresponding to a smaller ratio
value is dways above the one corresponding to a greater ratio value during the whole
simulation progress. The curve corresponding to 50:1 is the highest curve and the curve
corresponding to 1000:1 is the lowest one among the five curvesin Figure 3.6. Thisis due
to the method we use to simulate the functionality of the victim, specificaly, the Attack
Link ldentification Functiondity. As we introduced in section 3.2.2, the attack link
identification functionality of the victim is to identify the bad links by observing changes
in the attack streams. For smplicity, in this smulation, we identify the bad links by
counting the percentage of the number of the bad packets over the number of al packets.
The change of the percentage of the bad packets is a sign of perturbation of the bad
streams, and aso a sign of bad link identification consequently. To identify the bad links
more precisely, we count the percentage of the number of the bad packets only when the
number of al the packets reaches a certain threshold instead of counting it at a random
time point. According to the rational of the probability theory and mathematical statistics,
the result is more accurate when the sample space is bigger. By setting a threshold when
we need to count the bad packets percentage, we can guarantee the sample space is large
enough to produce an accurate enough result. That is to say, a proper setting of threshold
vaue for the total number of the packets can guarantee the bad packets percentage
represents the change of an attacking stream accurately. We use the same counting
threshold whatever the rate that bad packets are generated, which results in the different
process time of the HTF-DoS mechanism with different bad packets generation rate.
When the rate of bad packets generation is higher, it is faster to meet the requirement of
counting threshold and the decision can be made in a shorter time, which results in a

shorter process time. On the contrary, when the attacker generates the bad packets in a
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lower rate, the process time is increased. That is why the curve corresponding to a smaller

ratio value is dw ays above the one corresponding to a higher ratio value.

From figure 3.6, we can see that when the ratio is 1000:1, our mechanism processes to the
firsd-level routerswhen the smulation time is around 21 and processes to the last leve

when the simulation time is around 778. Aswe said in section 2.2.4, link testing itsdf isa
kind of DoS attacks. It brings temporarily congestion to the internet links when it is
carried on, which results in serious packets lost or even link inaccessibility. That isto sy,
during the period of 778 smulation time, there are aways some links suffering from link
testing. And the period lasts even longer when the bad packets generation rate is lower.

The potential damage brought by link testing is the main downside of our mechanism .
However, it doesn’t deny the feasibility of the HTF-DoS mechanism. The reason is as
follows, from the figure 3.6 we can e that the HTF-DoS mechanism takes effect at

simulation time 21, which shows that our mechanism can react to a DoS attack timely. On
simulation time 21, the DoS attack is under control already. During the period from time
21 to time 778, there are some links suffering from link testing; however there aredtill

some links released from DoS attack by the filtering functionality at routers. The damage
brought by the link testing, while at the same timeand the benefits some links can get
from the link testing interact together during the whole process time. Therefore, we can
not take the period of 708 smulation time as a totaly disaster time. Moreover, we can
understand that after the whole process completes al the effect that the HTFDoS
mechanism brings is in the bright side As the damage brought by link testing is dways a
big concern, we have some suggestions in implementing the HTFDoS mechanism. If the
current DoS attack tends to last a long time, say, much longer than 778s, we can
definitely use the HTFDoS mechanism, as the link testing time is neglectable compared

to the whole attack period. In along run, it is worthwhleto temporarily congest some



suspicious links in order to release the network from the attack which may last for along
period of time When it is not sure of the period that a DoS attack may lagt, or it tends to
last shorter than 778s, the decision is not that straight forward and we need to consider it
carefully. However, the benefits that the HTF-DoS mechanism brings and unique
characters that the HTF-DoS mechanism has till qualify the implementation of the HTF-
DoS for our consideration. Especially, when there is a requirement of short reaction delay
and few burdens on the routers, and even when other mechanisms are not applicably at
current time, the use of the HTF-DoS mechanism is ill a good choice. Moreover,
regarding the process time, we need to mention that it represents only the simulation time,
which may be further reduced in real implementation. In this simulation, we use a very
dump method to imitate the link identification functionality, which costs a lot of
unnecessary time to wait the total number of the packets exceeding the threshold. In
redlistic implementation, we can use the real monitoring tools which can detect the
change of the bad stream timely, and in so doing, we can save the process time greatly.
The bad link identification functionality is the key functiondity of the HTFDoS
mechanism, which is caled in each step. If we can reduce the process time of bad link
identification functionality even dightly by introduction of real monitoring tools, the
whole process timeis expected to be reduced greatly and the potential damage brought by

link testing can be reduced consequently.

334 Theoretical Analysis
Our mechanism aso saves upstream bandwidth consumption compared to those schemes
where only the low level routers filter. We assume the router i hops away from the victim

dropsthetype A packets with the probability Pai, drops B, C and D types of packets with

zero probability respectively. Suppose the bad packet generation rate is Rb and the good
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packet generation rate is Rg. In an i-level binary tree topology where the number of
attackers is Na and the number of non-attackers is Nn, the upstream link consumption C

in our mechanism is as follows:

C=(NeR + NeRy) + (NasRpe(1-Paj.g) + NeRy)e(l-1)
Before arriving at the highest-leve routers, al streams (good and bad) traverse without

packet being dropped. Therefore the bandwidth consumption at highest-level link is (Na e
Rb + Nn ¢ Rg). After passing through the highest level, Pal-1 of bad packets are
dropped. So the bandwidth consumption of each following level is Na ¢ Rbe (1-Pal-1) +
Nn ¢ Rg. Altogether, the totd link bandwidth consumption caused by HTF is given in

above formula

Let's consider the case that only the router one-hop away from the victim filters and
drops all A type of packets with probability P of 1, then the upstream link consumption

C isasthe following:

C = (Na*Rb + Nn*Rg)e(l-1) + (Na*Rbe(1-P) + NneRg)

Because no packet is dropped until reaching the levet1 routers, the total bandwidth
consumption from levekl to leveltl is (Na ¢ Rb + Nn « Rg) ¢ (I-1). After passing
through level-1 routers, P of bad packets are dropped, so the bandwidth consumption of

the link between victim and levet 1 routersis Na s Rbe (1-P) + Nn ¢ Rg.

Thevauesof Cand C' accarding to different values of Rb are shown in Table 3.6.

Table 3.6 Valuesof Cand C'

R,=50 R,=100 R,=200 R,=500 R,=1000
Consumption | 2345 2395 2495 2795 3295
Consumption’ | 2695 3095 3895 6295 10295
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As we can see from Table 3.6, the upstream bandwidth consumption is grestly saved in
our mechanism by 12.99%, 22.62%, 35.94%, 55.60% and 67.99% when Rb is 50, 100,
200, 500 and 1000 respectively. And the higher rate for the atacker to generate bad
packets, larger percentage of link bandwidth is saved. Hence we can say our scheme

works even better when the attacker is stronger on the metric of bandwidth consumption.

335 Feadhbility in Real Network
In this smulation, we use a binary-tree topology as our network construction. When we
implement the HTFDoS mechanism in real network, we need no changes in the design of

HTFDoS itsdf. Theillustration is as follows.

Figure 3.7 Random Network Topology in DoS Cases

In a random network topology as shown in figure 3.7, there is one attacker A and some
good hosts marked as G. The route that the attacking traffic takes is marked red while the
routes that are not affected by the attacking traffic are marked black. When implementing

the HTF-DoS mechanism in arandom network topology, for instance figure 3.7, we need



not change any functionaity in the routers or the victim. Specidly, as for the filtering
signa generationfunctionally of the victim, victim is responsible to generate two kinds of
different signaling packets to contral filtering and link testing in different routers. Once a
link is identified as a bad one in a certain level, the according ICMP packets are sent out
by the victim immediately. The victim will not test other links in the same level anymore
and propagate the mechanism to upstream levels directly. Whatever how many links are
connected to arouter (in arandom graph, the number of the links connecting to a router is
uncertain), the method works well which will not let any suspicious links untested. The
reason lays in a DoS attack the attack traffic has only one source and comes from only
one direction. Once an attack link is identified, there isno possibility of other attack links
exiging besides this one. Hence whatever the topology is, ultimately, we can traceback
the attacking source A and evoke filtering module in router R8. The red linesin figure 3.7

show the way that filtering function is evoked consequently.
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Figure 3.8 Random Network Topology in DoS cases (good links omitted)



3.4 Summary

In this chapter, we proposed ahybrid traceback-filtering (HTF) mechanism that leverages
on the controlled flooding method to identify the attack links. Then by preferentially
dropping packets coming from attack links in the routers that are on the attack path, HTF
effectively mitigates the attack while protecting the legitimate traffic from collatera
damage. In the HTF mechanism, the packet filtering function at the routers is recursively
activated hop-by- hop to progressively save the bandwidth consumption in upstream links.
We performed simulations using ns2 to evaluate the performance of our HTF mechanism
under DoS attack. Simulation results show that our mechanism is able to drop 30% of bad
packets at the start of the process and up to 100% when the traceback is completed. Our
simulation aso shows that the false positive ratio ranges from 15% to 0% at the
beginning and end of the tracebackfiltering process respectively. As a result, our
mechanism can improve the throughput of legitimate packets. Theoretical anaysis shows
that our mechanism can save link bandwidth consumption. For instances, when the
generation rate of bad packets is 500 times that of the good packets, the link bandwidth

consumption can be saved by more than 56 percent.
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CHAPTER 4
HTF-DDOSVERSION

DDosS attacks aim to deny legitimate users from their access to some services as well as
DoS attacks do. However, the scale of a DDoS attack is much larger than a DoS attack. In
a DoS attack, only one attacker is involved in while in a DDoS attack, numerous hosts are
coordinated by the real attacker to carry out an attack. Thanks to its distributed

characterigtic, DDOoS attacks multiply the effectiveness of an attack. Also, DDoS attacks

are harder to be traced as DDoS attacks enable a diversity of sources. All of these
accelerate DDoS attacks subgtitute DoS attacks to be the main trend in DoS attacker

community. And it is necessary for us to extend the HT F mechanism to DDoS cases.

To extend the HTF mechanism to DDoS cases, we entitle the victim with more
responsibility. Accordingly, the three functionality of the victim (controlled flooding
functionadity, attack identification functiondity and filtering signal generation
functionality) become more complicated We will introduce them respectively in section
4.2 and 4.3. Meanwhile, as we keep the functionality of the routers unchanged, we will
not repeat them in this chapter (pleaserefer to chapter 2 for the details of the functionality

in the routers).

This chapter is organized as follows. Section 4.1 briefly introduces the improvement of
the functiondity of the victim in the HTF-DDoS mechanism. Section 4.2 introduces the

functionality of the victim respectively. In section 4.3 both performance evaluations



through extensive smulations in ns-2 and theoretically analysis are described. Finaly in

section 4.4 we summarize the results and conclude this chapter.

4.1 A Brief Introduction of the Functionality of the Victim

e Controlled Flooding Functionality. The controlled flooding functionality requires
the victim to have three basic abilities which are similar to those in the HTFDoS
mechanism. However, some difference exists. Firdly, in the HTF-DoS mechanism, the
termination of the whole process depends on the how theattack stream isrestrained. Only
when the attack stream isrestrained into an acceptable range the HTF-DoS mechanism is
stopped. However, in the HTF-DDoS mechanism, the termination is also determined by a
new tuning parameter T which affects the highest level of the Internet that the HTFDDoS
mechanism can reach. Details of the tuning parameter T is given in the section 4.2.
Secondly, a bad link marking algorithm is added to the HTFDDaoS mechanism which

helps to specify alink to test in each step.

e Attack Link Identification Functionality. The atack link identification
functionality means the ability for a victim to identify attack links from good ones. The
difference between the HTFDoS mechanism and the HTF-DDoS mechanism lies on the
introduction of a tuning parameter T which adjusts the sensitivity of the victim in

identifying the bad links.

e Filtering Signal Generation Functionality. The filtering signd generation
functionadlity is the ability for a victim to control the filtering function and link testing
function in routers. Different from the HTF-DoS mechanism, four kinds of signal packets
are added to the HTF-DDoS mechanism which is ICMPfilter-on, ICMP filter-off, ICMP

linktesting-on and ICMP linktesting-off.
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4.2 The Functionality of the Victim

The main functionality of victim includes controlled flooding functionality, atack link

identification functionality and filtering signal generation functionality.

e Controlled Flooding Functionality. Similar to the HTF-DoS mechanism, in the
HTF-DDoS mechanism, starting from router closet to the victim, we apply a brief burst of
load to each link which is attached to the nearest router, and then recursively apply the
link loading to all the upstream links. Three functions are required in the victim to
conduct successful controlled flooding. Firgtly, it requires that the victim be able to start
the controlled flooding procedure correctly which is the same to the HTFDoS
mechanism. Secondly, it requires the victim find out voluntary cooperatorsin the Internet
that can assist in flooding specific link effectively which is mostly similar to the HTF-
DoS mechanism except that in DDoS attacks, much more voluntary cooperators are
needed. It is not easy to get so many cooperators in redlity, however, for the sake of
research, we assume that the victim can always get the cooperate hosts on its needs.
Thirdly, the victim should be able to specify alink to test in each stepwhich issimilar to
that in the HTF-DoS mechanism. Additionally, we propose abad link marking agorithm
(illustrated in the following figure) which identifies the unsuspicious links from the
suspicious ones and marks them respectively.

In the marking agorithm, we assume the maximum identification value of al the linksin
the Internet is M, the highet level of the Internet is H and the union of al the
unsuspicious links is U. Suppose the identification number of alink is id, the level of a
link in the Internet is L, and the near end of the link is Ny and the far end of the link is
Fiq. All the parameters are listed in Table 4.1 and Figure 4.1 illustrates te marking

algorithm briefly.



Table 4.1 Parameters in Marking Algorithm

Parameters Meaning of the parameters
M the maximum identification value of al the links on
thelnternet
H the highest level of the I nternet
U the union of all unsuspicious links
id theidentification number of alink
Lid the level of alink
Nid the near end of alink
Fig the far end of alink

In the DDoS-HTF mechanism, we adopt a Breadth-First Traversal agorithm [41] for link
searching. The process of selecting a suspicious link to be tested in each step is actudly a
tree traversal process. By using the breadth-first traversal algorithm, we prefer to choose
the links which are in the same level as the previoudy tested link |, unless dl the
suspicious links in this level are dready tested, we select the link to be tested next from

the suspicious links in the upstream levels.

Lastly, the victim should stop the whole process timely. There are two cases. firstly, when
the attack is restrained into an acceptable range which is the same as that inthe HTFDoS
mechanism. Secondly, the victim terminates the process when the HTF-DDoS mechanism
cannot be propagated up any more, which is agreat difference compared to DoS cases. A
tuning parameter T is introduced to the HTF-DDoS mechanism which affects the highest
level thet the HTF-DDoS mechanism can reach in the Internet, therefore the HTFDDoS
mechanism may become ineffective before the red attacker is traced or the attack stream
is constrained into an acceptable range. Besides the two cases, further controlled flooding

should be done.
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For each link id in the Internet
If linkidis a good one
Put id into U
Wiile (id < M&& L;4<H)
For each link id in level Ljq4*+1
If Ng = Fyg
Put id intoU
id=id

Lig=Liq*+1

Figure 4.1 Making Algorithm

e Attack Link Identification Functionality. This functiondlity requires the victim
to observe the effect caused by controlled flooding By observing changes in the attack
sreams, the victim tells which links are bad ones. However, there is no quantitative
specification on how much change could be a sign of bad stream perturbing so far. Hence
we introduce a tuning parameter T to solve this problem. We state that only if the
intensity of the attack stream after link testing is less than the value of T out of the
intensity before link testing, the link under test is identified as an attack one. Otherwise,
the link under test is identified as a good one. In one word, the victim takes the links
which contribute more than /T of the whole attack traffic as bad links.

The introduction of the tuning parameter T brings two particulars to the HTFDDoS
mechanism. Firstly, the value of the tuning parameter T decides the sensitivity of the
victim in attack link identification. Specificaly, a higher value of the tuning parameter T
enables a higher sensitivity while a smaller value of the tuning parameter T brings alower
sensitivity. When T is given a high value, according to the definition of the tuning
parameter T, the victim can detect links contributing more that /T percent of the attack
traffic and which is a small value accordingly. That means the victim can identify the
atack links sendgitively. On the contrary, when T is given a low value, the sengitivity of

the victim is low.
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Secondly, the value of the tuning parameter T indirectly affects the highest level that the
HTF-DDoS mechanism can reach in Internet. The reason is as follows: the attack stream
is gradudly integrated while flowing to the victim, and seen from the victim, a higher-
level atack link contribute a smaller portion to the whole attack stream. Therefore, when
T is given asmaller value, the victim is less sengitive in the attack traffic change and it is
less possible to identify the higher-level bad links. Inversely, when we have a higher
vaue of the tuning parameter T, the victim is more capable to detect the higher - level bad
links and the HTFDDoS mechanism can be propagated up to a higher-leve of the

Internet. We prove the two statements by simulations which aregiven in Section 4.3.

e Filtering Signal Generation Functionality. The function of filtering signa
generation is to control filtering and link testing in different routers. In the HTFDoS
mechanism, the correspondent functionality introduces two kinds of signaling packets:
ICMP filter-on and ICMP filter-off. In the HTFDoS mechanism, the victim generates
two more kinds of signaling packets: ICMP linktesting-on and ICMP linktesting off, at

the same time we also improve the function of | CMP filter -on and ICMP filter - off.

The ICMP filter-on packet activates the filtering function in the destination router while
the ICMP filter-off packet deactivates it. Different from the ICMP filter-off in the HTF-
DoS mechanism which turns off the filtering function entirely, the ICMP filter-off
packetsin the HTFDDoS mechanism turns off it partially. It only deactivates the router
in dropping packets from specific links. In the HTF-DoS mechanism, on the receipt of
ICMP filter- off, the router passes dl the packets through whatever their incoming links.
However, in the HTF-DD0S mechanism, the routers only lets those from the link
specified in the ICMP filter-off packet go and keeps dropping the rest. The ICMP
linktesting-on packet activates the link testing function in the destination router while the

ICMP linktesting-off packet deactivatesit.
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After alink R1-R2 (R1 and R2 are the end routers of R1-R2 link) is identified as being on
the attack path, thevictim generatesan ICMPfilter-on packet for the nearer end of R1-R2
link seen from the victim, say R2. If the R1-R2 link is aright branch in Internet, the
victim aso generatesan ICMP filter-off packet for the father node of R2 which is R3.
The ICMPfilter-off packet stops R3 router from dropping packets coming from R2-R3. If
the attack link is identified as not being on the attack path, two cases come up. If the R1-
R2 is a right branch, the victim generates an ICMP linktesting- off packet for the R2 and
generates an ICMP filter-on packet to R3 Otherwise the victim generates an ICMP

linktesting-on packet to the R2 and the right sibling branch of R1-R2 isto be tested next.

An ICMP filter-on packet includes two items of information: the |IP addresses of the
routers at the ends of an attack link, and the Base V alue (BV) as a tuning parameter based
on which routers adjust their filtering probability which is the same to that in the HTF-

DoS mechanism.

An ICMP filter-off packet tells the destination which incoming link should not be rate
limited by then. Hence an ICMP filter-off packet includes the |P addresses of the end

routers of thislink.

An ICMP linktesting-on packet includes the |P addresses of the end routers of the link
which is chosen to test next and an ICMP linktesting-off packet includes the | P addresses

of the end routers of the link which is currently tested.

Suppose the near end router of alink Rn-Rf is Rn and the far end is Rf. Then the

algorithm is as the following:
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For the link tested in the current step
If the link is a bad one
If the link is a right one
Send an ICWP° filter-on packet for R, aimed at R
Send an ICWP filter-off packet for Rn/2 aimed at Rn
El se
Send an ICWP filter-on packet for R ainmed at Rf
Else if the link is a right one
Send an | CWP |inktesting-off packet for Rn aimed at R
Send an ICWP filter-off packet for Rn/2 ainmed at Rn
El se

Send an ICWP filter-on packet for Rn aimed at Rf+1

Figure 4.2Filtering Signa Generation

4.3 Performance Evaluation

In this section, we evauate the performance of the HTF-DDoS mechanism under DDoS
atack using the ns2 simulation software. First we explain the common configuration
settings and attack model used in our simulation. Then we present the results of our
smulation by some performance metrics which is the same as that in the HTFDoS

mechanism.

431 Common Configuration

In the HTF-DDoS simulation, we use the same network model as the one used in HTF-
DoS smulation. We smulate a larger-scale attack by increasing the number of the
atackers which are selected from 256 hosts randomly and are also location-integrated.
The rest hosts are assumed to be legitimate ones. The basic configuration parameter s of
al the legitimate hogts, attacks, routers and links are the same as that used in DoS

simulations.
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432 PerformanceMérics

To evduae the performance of the HTRDDoS mechanism, we use the same
performance metrics introduced in Chapter 3 the Good Packets Percentage (GPP), the
Bad Packets Percentage (BPP), the Good Packets Dropping Percentage (GPDP) and the
Bad Packets Dropping Percentage (BPDP). We dso evaduate the performance of
bandwidth consumption theoretically. In the rest of the sction we present our results for

each metric respectively.

4.3.3 Simulation Resultsand Analysis
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Figure 43 GPP with T equa to 0.85
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Figure 4.3 to Figure 4.6 show the GPP as a function of the hop number respectively. The
eight curves in each figure above reflect the different scale of DDoS atacks and
correspond to one-attacker case, five-attacker case and ten-attacker case etc respectively.
As shown in each figure, when the hop number increases, GPP increases gradually. For
instance, as we can see from Figure 4.5, when the number of the attackers is 10 and the
value of thetuning parameter is 0.95, GPP increases from 20% to 100%, which represents
an improvement of 400%. The higher GPP reflects the higher effectiveness of HTF. In
addition, we can see from each figure that when the number of the attacker s increases, the
highest-level that HTFDDOoS can reach increases. For instance, in figure 4.5 when there
are less than 15 attackers, the HTFDDoS mechanism can be propagated up to the top
level of the internet topology, while when the number of attackers is between 20 and 40,
the HTF-DDaoS mechanism can only reachthe secondtop level of the internet topology.
The observation is consistent to the value of T used in the simulation. In figure 4.5, the
value of the tuning parameter T is 0.95 which means we can only detect the attack links
which contribute at least twenty percent of the whole attack volume and those
contributing less than twenty percent of the whole attack volume are neglected. When
the number of the attackers is less than 15, dl the top-level links being on the way of the
attack stream contribute at least 15 percent of the attack stream; therefore, each of them
can be detected by the HTF-DDoS mechanism. While when thenumber of the atackersis
between 20 and 40, dl the top-level bad links contribute less than the 20 percent of the
whole attack volume and the HTF-DDoS process can not reach the highest level.
However, the process can be propagated up to the second-top level of the internet
topology as each second-leve attack links contribute more than twenty percent of the

whole attack volume.

56



From the four figures-Figures 4.3 to Figure 4.6, we can see that when the attack scaleis
fixed, the HTFDDoS mechanism is more effective when the vaue of T is higher. When
the vaue of T increases from 0.85 to 0.95, the HTFDDoS process can be propagated up
to a higher and higher kve. For instance, when the value is 0.85, we can implement the
HTF-DDoS mechanism to the whole internet only when the number of the attackers
ranges from 1 to 5, however, when the value of the tuning parameter is 0.98, the HTF-
DDoS mechanism can reach top level of internet topology when number of attacker
ranges from 1 to 20. In addition, when the number of the attackers is 30, the highest level
tha the HTF-DDoS mechanism can be propagated up to is fourth-top leve, third-top
level, second-top level and top-level when the vaue of T is 0.85, 0.9, 0.95 and 0.98
respectively. It can be explained by the mechanism itself. The bigger value of the tuning
parameter T enables the HTFDDoS mechanism to detect those less contribution links
which may not be detected given a smaller T vaue, asa result, the highest level can be

reached increases.

Suppose the value of T is Vt and there are Ni links passed by the attack packets in ith-
level of the internet topology. When the top level of internet topology is |, we can use the

following formula to estimate the highest level H that HTF-DDoS can reach theoretically.

57



100

2 3 4 5 6 7 8
BPDP (%)

90 I Node=1
80 ] @ Node=5
5 Zg x| {1 0 Node=10
g (| O Node=15
i 28 LI (M| B Node=20
2 30 LI M| I Node=30
20 LI {1 | [m@Node=40
10 LI —— O Node=50
0 1 1 1 1 1 1 1
2 3 4 5 6 7 8
BPDP (%)
Figure 4.7 BPDPwithT egqual to 0.85
100
90 @ Node=1
80 ] @ Node=5
5 Zg Lol (o O Node=10
g 0 (] (| O Node=15
= ig 0100 (| B Node=20
2 5 (] (| B Node=30
20 Ll LN — ] Node=40
10 HTY . — O Node=50
O 1 1 1 1 1 1 1
2 3 4 5 6 7 8
BPDP (%)
Figure 4.8 BPDPwith T equal t0 0.9
100
90 | | @ Node=1
80 || | ®m Node=5
5 ;8 L || [oNode=10
S B || |ONode=15
= 4518 AL || [ mNode=20
2 30 IR L || | @ Node=30
20 L] L] || | @ Node=40
10 L L | | O0Node=50
O 1 1 1 1 1 1 1

Figure 4.9 BPDPwith T equa to 0.95

58




100

90 1 O Node=1
80 I @ Node=5
g 10 1[I 0 Node=10
= gg R O Node=15
i 40 | | | i B Node=20
2 30 i i 0 I Node=30
20 il il il | E Node=40
10 H H H L 0 Node=50
0 1 1 1 1 1 1 1
1 2 3 4 5 6 7 8
BPDP (%)
Figure4.10 BPDPwith T equal t0 0.98
100
90 @ Node=1
80 @ Node=5
g 10 O Node=10
S gg O Node=15
= 20 B Node=20
2 3 @ Node=30
20 W Node=40
10 mll] & Node=50
0
1 2 3 4 5 6 7 8
GPDP (%)
Figure4.11 GPDPwith T equal to 0.85
100
90 O Node=1
80 B Node=5
5 70 O Node=10
£ gg O Node=15
=
2 40 B Node=20
T 5 O Node=30
20 B Node=40
O Node=50
18 m“-l.lmul'lh.l‘nrm_-.. [0, W | 1 1
1 2 3 4 5 6 7 8
GPDP (%)
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Figure 4.5 to Figure 4.12 show the BPDP and the GPDP as a function of the hop number
respectively. As we can see from the above figures, whatever the value of the tuning
parameter T is, BPDP and GPDP at a given hop are amost the same despite the number
of attackers varies. For instance, w hen the first-level routers filter, the BPD Ps and GPDPs
are dl about 30% and 15% respectively. That is because that the routers drop the bad
packets with the same probability despite the number of attackers In addition, we can see

from Figure 4.5 to Figure 4.8 that when the hop humber increases, BPDP increases. For

Figure4.14 GPDPwith T equal to 0.98
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instance, BPDP is about 30% when first-level routers filter, and then gradualy increases
to 100% at the last hop. That is consistent to the dropping probability used in our
dmulations which ranges from 0.3 to 1. In addition, as we can e from Figure 4.9 to
Figure 4.12 while the hop number increases, GPDP decreases ingtead. For instance, w hen
the firs-level routers filter, GPDP is about 15%; & the last step, the value decreases to
about 0%. The reason for GPDPs decreasingwith increasing dropping probability of a
router is that the higher precision for a higher-level router to identify bad packets makes
up the collateral damage greatly. Higher-level routers are more accurate in differentiating
good packets from bad packets by their incoming links as the bad and good streams are
not highly integrated. Even though the higher-level routers drop packets heavily, good
packets are discarded less. Due to the imperfect precision of the simulation, the
decreasing trend of GPDP is not absolute and it may be disturbed in afew steps, however,

seen as awhole GPDP decreases as expected.
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Figure 4.15 BPDP with five attackers
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Figure 4.20 GPDP with fifty attackers

Figure 4.15 to 4.20 show the BPDP and the GPDP as a function of the hop number
respectively. As we can see from the above figures, the BPDPsand GPDPs do not change
with the vaue of T, neverthelessthe highest level can be reached by the HTRDDoS

process changes. For instance, in figure 4.16 and figure 4.17 when the first-level routers

filter, the BPDPs and GPD Ps are all about 30% and 15% whatever the value of the tuning
parameter T is0.85 or 0.9 or 0.95 and 0.98. That is becauserouters drop packetswith the

same probability despite of the value of T. However, the highest level that the HTFDDoS
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mechanism changes when the value of T, which is theoretically analyzed in section 4.2

and we don not repeat again.

4.34 Theoretical Analysis

Our mechanism aso saves upstream bandwidth consumption compared to those schemes
where only the low level routers filter. We assume therouter i hops away from the victim
dropstype A packets with the probability Pai, drops types B,C and D packetswith zero
probability respectively. Suppose the bad packet generation rate is Rb and the good
packets generation rate is Rg. In a i-level binary tree topology where the number of
attackers is Na and the number of non-attackers is Nn, the upstream link consumption C

in our mechanism is as follows:

C=(Na*Ry + N R)) + (NasRye(1-Pay.g) + NpeRy) « (1-1)

Let’s consider the case that only the router one hop away from the victim filters and drop
all type A packets with probability P of 1, then the upstream link consumption C' isasthe

following:

C = (Na*Rb + Nn*Rg)+(Il-1) + (Na*Rbe (1-P) + Nne Rg)

Thevauesof Cand C' according to different values of Rb are shown in Table 4.2,

Table 4.2 Vaues of C and C' in DDoS cases

Na=1 N, =10 N,=20 N, =30 N,=50
Consumption | 2395 3214 4124 5034 6854
Consumption’ | 3095 10214 18124 26034 41854




As we can see from Table 4.2, the upstream bandwidth consumption is greatly saved in
our mechanism by 29.23%, 217.8%, 339.48%, 417.16% and 510.65% when Nais 1, 10,
20, 0 and 50 respectively. And the bigger scale of the distributed attack, larger
percentage of link bandwidth is saved. Hence we can say our scheme works even better
when the distributed denial of service is more intense on the metric of bandwidth

consumption.

435 Value Stting of theTuningParameter

Aswe can see from the figures and the tables listed in section 4.3.4, given a hig her value
of the tuning parameter T, the HTF-DDoS mechanism can be propagated to a higher level
in internet topology and the output of good packets are better. However, it doesn’t mean
that the rule for us to set the value of T is the higher, the better. Sometimes, asmaler
value is better than a bigger vaue. We should take into account the following two factors
in setting a proper vaue: Firdtly, the good packets are probably collateral dropped when
the value of T is quite high. The big value of T makesthe victim very sensitive in volume
change of the attack streams, therefore a tiny change caused by the unstable status of
internet or unstable bad packets transition rate can be detected and is wrongly looked as a
sign of bad stream perturbing. Consequently, the link under test is identified as a bad link
even it is a good one in fact and the good link will be ratelimited next. The bad
consequence isthat good packets coming from this link are dropped which increases false
positive ratio of the HTF-DDoS mechanism. The performance of our mechanism is
influenced. However, when the value of the tuning parameter T is not extremely high, the
tiny change brought by the environmentis neglected and the false positiveratio is kept

low.
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Secondly, the cost effectiv eness is another key consideration when setting the value of T.
We should take into account the cost of the implementation of link testing as well as the
benefit we can get. As we have mentioned above, link testing itself is a kind of DDoS
attack. It brings a short period of servicedenia to the link under test, which affects
internet availability. Therefore we try not to conduct it unless it is avoidable. Our aim is
to release the attack effect, so once the attack stream is constrained into an acceptable
range, we can terminate the process. It is not necessary totrace all the way to the attacker
as the attack may be effectively controlled aready before we reaching the highest level of
the Internet. We should consider the balance of pains and gains carefully and strive to get
better result with lower cogt. It is always unnecessary to identify the links contributing a
little and trace them to the top level. Instead, we should put the effort in stopping the main
branches of an attack stream and terminate the HTFDDoS processas soon as the attack

is under control.

When we set a value to the tuning parameter T, many factors should be considered and

try to find the one fitting our current need best.

4.3.6 Feadhility in Real Network

In this simulation, we use a binary-tree as our network topology as we dd in HTRDoS
simulation. When we implement the HTFDDoSmechanismin the real network, the basic
idea of the HTF-DDoS mechanism need not be changed. However, some details of the
design need to be changed. We will explain them respectively. Firdtly, let us discuss the
feashility of our HTF-DDoS mechanism in the implementation in a random network
topology. We assume figure 4.21 is a random network topology which is alsoa non-tree

construction.
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Figure 4.21 Random Network Topology in DDoS Cases

In this topology, w e have three attack sources which are A1, A2 and A3 respectively. And
the rest of the components are non-attackers and routers which are marked as G and R

respectively. The arrow linerepresents the attacking path.

As we dd in binary-tree situation, wewill test the links hop-by-hop. Firstly, we test the
links in level 1 and identify R1-V and R2-V as attack links, then we test links in level 2
and identify that R3R1, R4R2 and R5-R2 are bad links. Consequently, we test the links
inlevel 3 and we find out that R5R4 is an attack link and R5 is dready been identified as
the end of other attack link. The situation will not happen in a binary-tree or other tree
topology while it tends to happen in non-tree topology. In this situation, we will not filter
the packets coming from R4-R5 immediately as we can get the same effect by filtering
the packets coming from R7R5 and R8-R5 in next gep. Hence, the route tha we

propagate the filtering function is shown as figure 4.22 which is essentidly a tree-
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topology. According to the explanation above, we can see it clearly that our HTFDDoS
mechanism which essentially propagate the mechanism in a tree-construction way works

wel in arandom non-tree

Figure 4.22 Random Network Topology in DDoS Cases (con't)

topology. However, to implement the HTF-DDoS mechanism in real DDaoS scenario, we

need change the filtering signal generation functiondity dightly.

In our primary design of this functionality, we define the procedure of filtering signal
generation based on the binary tree topology which is not feasible in non binary-tree
construction. Hence we redefine it as follows. Suppose a link R1-R2's nearer end and
further end are R2, R1 from the side of the victim respectively. The direct downstream

router of R2 is R3 from the side of the victim. We revise the procedure as follows.
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For the link RI-R2 tested in the current step
If the link is a bad one
If there are links whose nearer end is R2 remain untested
Send an ICW filter-on packet for R2,ained at Rl
El se
Send an ICWP filter-on packet for R2 ained at Rl
Send an I CWP filter-off packet for R3 ainmed at R2
El se
If there are |inks whose nearer end is R2 remain untested
Send an ICWP |inktesting-off packet for R2 ained at Rl
Send an I CWP linktesting-on packet for R2 to test other I|inks
El se

Send an |CWP filter-off packet for R3 ained at R

Figure 4.23 Revised Signal Generation Procedure

As we have dready discussed in chapter 3, link teting itsdlf is a kind of DoS attacks.

When we apply it in DDoS scenarios, the problem becomes even more serious. In DDoS

scenarios, there are more than one attacker, and hence, the number of suspicious links that

we need to identify one by one is great. The time we may spend in identifying the bad

links is expected to be much longer, which results in a more serious damage brought by

link testing. However, as we have discussed in chapter 3, there still exist the feasibility of

the HTF-DDoS mechanism. Firdtly, if the attack is expected to last even longer than the

whole process time the implementation of the HTF-DDoS mechanism is acceptable in a

long runas the benefit is far beyond the damage. Our mechanism can improve the output

of good packets greatly and also provide the information of the original attacking source

which can help us catch the bad guy effectively. If the attack lasts for only a short time,
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perhaps before we get the true source of the attacking stream, we need to consider the use
of HTF-DDoS mechanism carefully as  mentioned in chapter 3 (please refer to section
3.3). In addition, if the victim has enough knowledge to predict that the attacks are highly
integrated instead of diversaly distributed, we can reduce the scope of bad links searching.
In this condition, the DDoS scenarios will not differ too much from the DoS scenarios.

The feasibility of the HTF-DDoS mechanism is still up to our consideration.

4.4 Summary
In this chapter, we proposal an extended version of the HTFDoS mechanism which is
caled the HTF-DDoS mechanism. Different from the HTF-DoS mechanism which is

only practicable in DoS cases, the HTF-DDoS mechanism is feasiblein DDoS cases.

In the HTFDDoS mechanism, the routers have the same functionality as those in the
HTF-DoS mechanism but the victim is entitled with more complex functionality. In this
chapter, a tuning parameter T is introduced to the HTF-DDoS mechanism. T is aimed to
make a quantitative specification on how much change could be a sign of bad stream
perturbing and we specify that only when the intensity of the attack stream after link
testing is less than the value of T out of the intensity before link testing, the link under
test isidentified being on the attack path. Otherwise, the link under test is identified as a
good one. The value of the tuning parameter T not only affects the victim's sengtivity in
bad link identification and also indirectly decides the highest level that the HTFDDoS
process can be propagated up to. By running extensive smulations on NS2, we have
proved that a bigger value of T enables the victim be more sensitive in attack link

identification and enables the HTFDDoS process reach a higher level of the internet

topology.
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By extensive simulations on NS2, we aso evauate the performance of the HTRDDoS
mechanism. Simulation results show that our mechanism is able to drop 30% of bad
packets a the start of the process and up to 100% when the traceback is completed
whatever the scale of DDoS attacks and the value of T are. Our smulation aso shows
that the false podtive ratio ranges from 15% to 0% at the beginning and end of the
traceback-filtaing process respectively. As a result, our mechanism can improve the
throughput of legitimate packets greatly. Theoretical analysis shows that our mechanism
can save link bandwidth consumption. For instance, when the number of attacker is 50,
the link bandwidth consumption can be saved by more than 500 percent. And the link

bandwidth can be more saved when the distributed denial of service is more intense.
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CHAPTER 5
CONCLUSIONS

DoS/DDoS attacks aim to deny or limit the legitimate users’ access to a certain host or
network. Based on the different objective of a DoS/DDoS attack, we can classify the
atacks into two categories, namely flood attacks and logic or software attacks. In flood
atacks, an Internet host is overwhelmed by a continuous flood of traffic designed to

consume resources at the targeted server (CPU cycles and memory) and/or in the network
(bandwidth and packet buffers). These attacks result in degraded service or a complete
gte shutdown. While in software or logic attacks, asmall number of malformed packets
are designed to exploit known software bugs on the target system. These attacks are
relatively easy to counter either through the installation of software patches that eliminate
the vulnerabilities or by adding specialized firewall rules to filter out malformed packets
before they reach the target system. These attacks can cost the target a great deal of time
and money. For instance, Yahoo, Buy.com and many other large commercial sites has
been the target of DDoS attacks and was out of service for several hours. Due to the grave
threat to internet security that DoS/DDoS attacks have posed, many security effortsaim at
exploiting a certain feature of current attacks to prevent them or to constrain their effect
have been made recently. Generally the countermeasures are categorized into four folds:
Prevention, Detection, Filtering and Traceback. Although those approaches can
effectively defend against DoS/DDoS attacks to some extent, few address the issue of
minimizing false podtive ratio and link bandwidth consumption when the DoSDDoS

attack is raging on.

2



5.1 Contribution

In this thesis, we propose a Hybrid Traceback-Filtering (HTF)-DoS mechanism to use
traceback to enhance packet filtering. In this scheme, the packet-dropping function at
routers is recursively activated hop by hop using traceback. In so doing, the bandwidth
consumption of upstream links is reduced as compared to other proposals where only
routers closest to the victim perform filtering. In HTF-DoS, we use controlled floodingto
recondruct the attack path, and then filter packets only at the routers which are on the
atack path. This minimizes the false pogitive ratio caused by imprecise filtering. To
minimize the reaction delay against DoS attacks, packet-filtering and route-reconstructing
are conducted simultaneoudy. Simulation results show that our mechanism is able to drop
30% of bad packets at the start of the process and up to 100% when the traceback is
completed. Our simulation also shows that false positive ratio ranges from 15% to 0% a
the beginning and end of the tracebackfiltering process respectively. As a result, our
mechanism can improve the throughput of legitimate packets. Theoretical anaysis shows
that our mechanism can save link bandwidth consumption. For instance, when the
generation rate of bad packets is 500 times that of the good packets, the link bandwidth

consumption can be saved by more than 56 percent.

And to release the limitation of the HTF-DoS mechanism which is only practica in DoS
cases, we extend the HTF-DaoS mechanism to DDoS cases and the new mechanism is
named HTFDDoS. We entitle the victim in DDoS cases with more responsibility than
the one in DoS cases and keep the routers functionality unchanged. By extensive
smulation results and theoretical analysis, we show that HTF-DDoS mechanism is
effective in bad packet dropping, minimizing false positive ratio, improving throughput of
good packets and saving link bandwidth consumption in DDoS cases aswell asthe HTF-
DoS mechanism does in DoS cases. Smulation results show that HTF-DDoS is &ble to
drop 30% of bad packets at the start of the process and up to 100% when the traceback is
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completed whatever the scale of the DDoS attacks and the value of the tuning parameter.
Our simulation also shows that the false positive ratio ranges from 15% to 0% at the
beginning and end of the tracebackfiltering process respectively. As a result, our
mechanism can improve the throughput of legitimate packets greatly. Theoretical anaysis
shows that our mechanism can save lin k bandwidth consumption. For instance, when the
number of attacker is 50, the link bandwidth consumption can be saved by more than 500
percent. And the link bandwidth can be more saved when the distributed denial of service

is more intense.

5.2 Future Work

In our hybrid mechanism, controlled flooding is chosen as our traceback method that
assists in identifying attack links. As we have mentioned in section 3, controlled flooding
has many advantages over other traceback approaches, however, a great drawback of
controlled flooding method is that itsdlf isakind of DoS attacks. When flooding the links,
even if the abrupt of stream is of atiny period, there are till alot of good packets will be
affected by the artificia congestion. Fortunately, our mechanism succeeds in minimizing
the collatera damage on the good streams that may make up this drawback to some
extent. Thereisa tradeoff between the benefitswe may get from the HTF filtering and the
bad effects brought by the HTF traceback To strengthen the benefits brought by our
hybrid mechanism, in the future we may focus on how to improve the Attack Path
I dentification Functionality of the victim. If the victim is able to identify abad link within
the minimum time the period of artificia flooding can be minimized; therefore, less

packets areinfluenced by the controlled flooding itself.

More effectively filtering rules are expected in future. For instance, the setting of base

values for each router should be considered more carefully. In our mechanism, the base
vaue follows the simply linear function and more reliable exponential functions should
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be employed to find out the ideal setting of base values.
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