Edinburgh Research Explorer

Multi-Client Functional Encryption for Separable Functions

Citation for published version:

Ciampi, M, Siniscalchi, L & Waldner, H 2021, Multi-Client Functional Encryption for Separable Functions. in
JA Garay (ed.), Public-Key Cryptography -- PKC 2021. Lecture Notes in Computer Science, vol. 12710,
Springer International Publishing, Cham, pp. 724-753, 24th IACR International Conference on Practice and
Theory of Public Key Cryptography, 10/05/21. https://doi.org/10.1007/978-3-030-75245-3_26

Digital Object Identifier (DOI):
10.1007/978-3-030-75245-3_26

Link:
Link to publication record in Edinburgh Research Explorer

Document Version_:
Peer reviewed version

Published In:
Public-Key Cryptography -- PKC 2021

General rights

Copyright for the publications made accessible via the Edinburgh Research Explorer is retained by the author(s)
and / or other copyright owners and it is a condition of accessing these publications that users recognise and
abide by the legal requirements associated with these rights.

Take down policy

The University of Edinburgh has made every reasonable effort to ensure that Edinburgh Research Explorer
content complies with UK legislation. If you believe that the public display of this file breaches copyright please
contact openaccess@ed.ac.uk providing details, and we will remove access to the work immediately and
investigate your claim.

OPEN (75 ACCESS

Download date: 23. Feb. 2022


https://doi.org/10.1007/978-3-030-75245-3_26
https://doi.org/10.1007/978-3-030-75245-3_26
https://www.research.ed.ac.uk/en/publications/545e0ec5-5f27-4c72-a0c2-509438b7bbb8

Multi-Client Functional Encryption for Separable Functions

Michele Ciampi! @, Luisa Siniscalchi?, and Hendrik Waldner!

! The University of Edinburgh, Edinburgh, UK
{michele.ciampi,hendrik.waldner }@ed.ac.uk
2 Concordium Blockchain Research Center, Aarhus University, Aarhus, Denmark
Isiniscalchi@cs.au.dk

Abstract. In this work, we provide a compiler that transforms a single-input functional encryption
scheme for the class of polynomially bounded circuits into a multi-client functional encryption (MCFE)
scheme for the class of separable functions. An n-input function f is called separable if it can be described
as a list of polynomially bounded circuits f*,..., f" s.t. f(z1,...,20) = f(x1) + -+ + f"(x,) for all
Z1,...,Zn. Our compiler extends the works of Brakerski et al. [Eurocrypt 2016] and of Komargodski et
al. [Eurocrypt 2017] in which a generic compiler is proposed to obtain multi-input functional encryption
(MIFE) from single-input functional encryption. Our construction achieves the stronger notion of MCFE
but for the less generic class of separable functions. Prior to our work, a long line of results has been
proposed in the setting of MCFE for the inner-product functionality, which is a special case of a separable
function. We also propose a modified version of the notion of decentralized MCFE introduced by Chotard
et al. [Asiacrypt 2018] that we call outsourceable multi-client functional encryption (OMCFE). Intuitively,
the notion of OMCFE makes it possible to distribute the load of the decryption procedure among at
most n different entities, which will return decryption shares that can be combined (e.g., additively)
thus obtaining the output of the computation. This notion is especially useful in the case of a very
resource consuming decryption procedure, while the combine algorithm is non-time consuming. We
also show how to extend the presented MCFE protocol to obtain an OMCFE scheme for the same
functionality class.
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1 Introduction

Compared to traditional public-key encryption, functional encryption (FE) [BSW11,0’N10] enables fine-
grained access control over encrypted data. In more detail, a FE scheme is equipped with a key generation
algorithm that allows the owner of a master secret key to generate a functional key sk associated with a
function f. Using such a functional key sk for the decryption of a ciphertext ct = Enc(sk, x) yields only f(z).
Roughly speaking, the security of a functional encryption scheme guarantees that no other information except
for f(x) is leaked. In the classical notion of FE, the decryption algorithm takes as input a single ciphertext and
a functional key for a single-input (one-variable) function. The more general notion of Multi-Input Functional
Encryption (MIFE) [GGG™14] allows the evaluation of an n-input function on n encrypted inputs. In more
detail, the decryption algorithm takes as an input n ciphertexts Enc(sk, z1),. .., Enc(sk, z,) and a functional
key for an n-input function f’ and outputs f’'(x1,...,x,).

In this work we consider an even stronger notion than MIFE called multi-client functional encryption
(MCFE) [GGG™14]. In the MCFE setting, each ciphertext Enc(sk;, z;) is encrypted using a different secret key
sk;. Moreover, an arbitrary set of secret keys Z = {sk;,,...,sk;_ } can be leaked to the adversary. Intuitively,
the notion of MCFE, says that the adversary cannot learn more about the ciphertexts generated using the
disclosed keys than what it can learn by evaluating f’. Note that the adversary in this case can evaluate
f/ using any input that it chooses with respect to the positions iy, ...,%,. In general, we can distinguish
between two types of MCFE schemes: labeled and unlabeled [ABKW19, ACFT18]. In the labeled case every
ciphertext is encrypted under a label £. A valid decryption requries that the input ciphertexts have been
encrypted under the same label (otherwise the decryption procedure generates an invalid output). Our results
are proven secure under the stronger notion of security with labels, which also allows the adversary to
obtain multiple ciphertexts under the same label. This additional security requirement has been considered
since [CDG'18b, ABKW19].

In this work we focus on MCFE for a specific functionality class called separable functions [MS08, MAS06].
A separable function is an efficiently computable function f that can be separated into a list of efficiently

computable functions f1, ..., f* s.t. f(z1,...,2,) = fH(z1)+- -+ f(x,) forall zy, ..., x,, with 2; contained
in the domain of f*. This is not restricted to addition but to any group operation, therefore also multiplication
(e., f(x1,...,2n) = fX(x1) ... f*(x,) for all z1,...,z,, with z; contained in the domain of f?). Separable

functions are used in many real-world applications, and a MCFE scheme, covering such a functionality class,
would enable privacy in these scenarios. For example, consider the problem of counting a specific word w in n
different files, provided by n different parties, that contain sensitive information. In more detail, assume that
we have n parties and each party P; owns a file which is encrypted using a FE scheme under the secret key sk;.
Consider now an entity P, that receives all the encrypted files and wants to count the number of times that
the word w occurs in all these files. In addition, P, receives a functional key sky, for the separable function
fu = fL ..., f7 where each function fi simply counts the number of occurrences of the word w in a file.
Given all the encrypted files and sk, , P, can compute the number of occurrences of w over all the encrypted
files. In addition, even if P, manages to obtain some of the encryption keys, the content of the files remains
partially hidden.? A second scenario where a MCFE scheme can be useful is the aggregation of SQL-queries.
In this context, it would be possible to do the computation of sums, counting, and averages over multiple
(n) encrypted tables held by different authorities. As already mentioned in [MS08] separable functions have
several applications in sensor and peer-to-peer networks, where different functions are computed over the data
of the different sensors (or resp. peers) and only the sum of evaluations should be learned by the decryptor,
but nothing about the individual results of the sensors (resp. peers).

Decentralized MCFE. Both, the notions of MIFE and MCFE, assume the existence of a central trusted
authority that generates and distributes the secret and functional keys. This is undesirable in some scenarios,
given that an adversarial trusted authority can compromise the security of the MCFE scheme (note that the
trusted authority can generate any functional key, hence also the functional key for the identity function). To

3 For example in the worst case, where the adversary has all but the key sk;, it should be able to compute the number
of times that the word w appears in the i-th file, but nothing more than that.



remove the need for a trusted authority, Chotard et al. [CDG'18a] introduced the notion of decentralized
multi-client functional encryption (DMCFE), where the generation of the secret keys and the functional keys
happens in a decentralized way. In this work, we consider DMCFE for the case of separable functions.

1.1 Ouwur Contribution

In this paper we investigate the feasibility of constructing MCFE for separable functions starting from any
general-purpose FE scheme. In more detail, we provide a compiler that takes as input any secret-key FE
scheme and outputs a MCFE scheme for separable functions that is selectively secure* and supports an a
priori bounded (but still polynomial) number of encryption and an unbounded number of n-input functional
key queries (where n is polynomially related to the security parameter). We show how to extend the above
scheme to the case of adaptive security® (where the adversary can request an a priori bounded number of
encryptions and functional keys at any time). We now state our theorems informally.

Theorem 1 (informal). Assuming the existence of any selective secure secret-key FE scheme that supports an
a priori bounded number of encryption queries and an unbounded number of functional key queries, then there
exists a selective secure MCFE scheme for separable functions that supports a bounded number of encryption
queries and an unbounded number of functional key queries.

Theorem 2 (informal). Assuming the existence of any adaptive secure secret-key FE scheme that supports
an a priori bounded number of encryption and functional key queries, then there exists an adaptive secure
MCFE scheme for separable functions that supports a bounded number of encryption queries and functional
key queries.

We prove our constructions for the so-called pos* security notion [ABG19,CDG¥18b]. In a pos™ security
game an adversary is required to ask a left-or-right query under a specific label in either every or none
position. A second notion called any security [ABG19, CDG'18b] allows the adversary to ask a left-or-right
encryption query on as many positions as it wants without any restrictions. To achieve the notion of any
security, we make use of a slightly modified version of a black-box compiler presented in [ABG19] which
amplifies any pos™ secure MCFE scheme into an any secure MCFE scheme.

In the next step, we discuss how to modify our constructions in order to obtain a DMCFE scheme for
separable functions and prove the following theorem.

Theorem 3 (informal). Assuming the existence of any selective (adaptive) secure secret-key FE scheme that
supports an a priori bounded number of encryptions queries (and a bounded number of functional key queries),
then there exists a selective (adaptive) secure DMCFE scheme for separable functions that supports a bounded
number of encryption queries (and a bounded number of functional key queries).

Outsourceable MCFE. As an additional contribution, we introduce a new notion called outsourceable multi-
client functional encryption (OMCFE). Intuitively, the notion of OMCFE makes it possible to outsource the
load of the decryption procedure among n different entities. In more detail, let f be the n-input separable
function that we want to evaluate, then the key-generation algorithm of an OMCFE scheme generates n
partial functional keys sky1,...,sks,, (one for each input-slot of f), instead of generating one functional key
sky for f. Each of the functional keys sky; can be applied on a ciphertext ct; ¢ (a ciphertext under label ¢
that contains the i-th input of the function) to obtain a decryption share ¢; o. An evaluator that obtains all
the n share (one for each input slot), can compute the final output by running a combine algorithm taking
the shares as an input.

4 We actually mean static-selective, i.e. the adversary has to submit all its message and corruption queries at the
beginning of the game.

5 We consider adaptive-adaptive security, which means that the adversary is allowed to query all the oracles, i.e.
message and corruption oracles, throughout the whole game.



This notion becomes important in the case where the combine algorithm is significantly more efficient
than the partial decryption procedure. More formally, we require that the computational complexity of the
combine algorithm is independent from the computational complexity of the function f.

Coming back to the word count example, it is possible to give sky: and an encryption of the i’th part
of a huge file, to an entity P; (for each i € [n]) and let P; generate the decryption share by executing the
decryption procedure. In this way, an evaluator P, would receive the decryption shares from Py, ..., P,,
and execute the (light) combine algorithm to obtain the final output of the computation. The word count
example can also be seen as a special case of a class of problems that can be parallelized using the MapReduce
paradigm [DGO8]. This parallelization paradigm consists of a map phase which divides the problem into
sub-problems and a reduce phase which parallelizes the aggregation of the partial solutions. It is easy to see
that if the reduce phase consists of addition/multiplication operations then our OMCFE scheme could be
particularly useful to implement a layer of privacy on top of this parallelization paradigm.

The security definition of this notion is almost identical to the security definition of MCFE. They mainly
differ in their correctness definition (since the key generation algorithm and the decryption algorithm are
different). We show how to obtain an OMCFE for the class of separable functions. In particular, we have the
following informal theorem.

Theorem 4 (informal). Assuming the existence of any selective (adaptive) secure secret-key FE scheme that
supports an a priori bounded number of encryptions queries (and a bounded number of functional key queries),
then there exists a selective (adaptive) secure OMCFE scheme for separable functions that supports a bounded
number of encryption queries (and a bounded number of functional key queries).

Instantiations. Our constructions can be instantiated from various assumptions. There exists a general-
purpose secret-key FE scheme from indistinguishability obfuscation or multilinear maps [BKS18]. We can
obtain our adaptive secure MCFE scheme (and the decentralized one) from learning with errors [GKP*13],
one-way functions or low-depth pseudorandom generators [GVW12]. In more detail, as already mentioned
in [BKS18], based on the results of Ananth et al. [ABSV15] and Brakerski et al. [BS18], it is possible
to generically obtain a function-hiding scheme by relying on any selectively secure and message-private
functional encryption scheme.® This implies that function-hiding schemes for any number of encryption and
key-generation queries can be based on indistinguishability obfuscation [GGH"13, Wat15], differing-input
obfuscation [BCP14, ABG'13], and multilinear maps [GGHZ16]. Besides this, it is possible to construct
function-hiding schemes for a polynomially bounded number, denoted by ¢, of encryption and key-generation
queries by relying on the Learning with Errors (LWE) assumption (where the length of ciphertexts grows
with ¢ and with a bound on the depth of allowed functions) [GKP*13], or on pseudorandom generators
computable by small-depth circuits (where the length of ciphertexts grows with ¢ and with an upper bound
on the circuit size of the functions) [GVW12], and based on one-way functions (for ¢ = 1) [GVW12].

1.2 Overview of our Techniques

Our Compiler. We present a compiler that transforms any selectively secure single-input FE scheme FE
into a selectively secure MCFE scheme MCFE for the class of n-input separable functions. We provide an
incremental description of how our compiler works.

In the setup procedure of MCFE we execute n times the setup of FE thus obtaining n master secret keys
msky, ..., msk,. We define the i’th secret key for MCFE as sk; := msk; for i = 1,... n, whereas the master
secret key of MCFE is represented by all the secret keys {ski, ..., sky}. To encrypt a message x; for the position
7 we simply run the encryption algorithm of FE using the secret key sk; and the message z; thus obtaining
the ciphertext ct;. To generate a functional key for a separable function f := {f!,..., f"} the key generation
algorithm randomly samples a secret sharing of 0: 71 + - -+ 4+ r,, = 0 (we refer to this values as r-values) and

5 In the informal theorems above we actually require the underlying functional encryption scheme to be function-hiding,
but since this property comes for free from any selectively secure and message-private functional encryption scheme,
we do not state it specifically.



runs, using the master secret key msk; (which corresponds to sk;) of FE the key generation algorithms for FE
to generate a functional key sky: for fﬁ The function f,? takes as an input z; and outputs f¢(z;) + r;. The
output of the key generation alglorithm is then represented by {sk Floee ,sk . }. The decryption algorithm
of MCFE, on input the ciphertext ct := {cty,...,ct,} and the functional keys {Skfrll Yoy Skfl‘n} runs the
decryption algorithm for FE on input sky: and ct; thus obtaining ¢; for ¢ = 1,...,n. The output of the
decryption procedure is then given by ¢ +l- -+ + ¢p, which is equal to f(z1,...,z,) due to the property of f
and the way the values rq,...,r, are sampled. Intuitively, the security of this scheme comes from the fact
that a functional key sk fi, for FE hides the description of the function, hence it hides the value r;. The fact

that the value 7; is protected allows us to argue that ¢; encrypts the partial output f(z;) (that the adversary
is not supposed to see). Indeed, ¢; can be seen as the one-time pad encryption of f¢(x;) using the key r;.
We show that for the class of separable functions the described one-time pad encryption is sufficient
for several encryption queries. This is possible by exploiting the fact that the security game for functional
1

encryption requires that f(z9,...,29) = f(zi,...,2L) for all the challenge queries (2?,z}) and all the

functional key queries f. This means, in the case of separable functions, that ;. fi(a?) = 2 i) fi(xh),
which is equivalent to f* (z%) — £ (zL) = Doicm)\{i*} fi(z}) — fi(29). This restriction enforces the security
of the information-theoretic encryption under many queries (we show this using a simple reduction).

To extend our scheme to the labeled setting, we start by considering a technique from the work of Abdalla
et al. [ABG19]7, that allows multiple parties to generate a secret sharing of 0 non-interactively by agreeing
on a set (of size n) of pseudo-random function (PRF) keys for every of the n parties during the setup.

In more detail, the master secret key is augmented with n? PRF keys {Ki,j}i,jein)- To generate a functional
key, as before we generate a functional key for each single input FE instance. But this time, for each i € [n]
we generate the key skf&-i for the function f,‘( where K; = {K; ;}jem)\i3- The function f& takes as an input

(24,£), where £ represents the label, and outputs f*(x;) +t} ,, where t} , = 3., (=1)?<'PRFk, , (f,€). The
output of the key generation algorithm is then represented by {sk FLoeee sskyn }. The way in which each

functional key evaluates the PRF guarantees that for each i the sum of the values t; ¢ for a fixed f and a
fixed ¢ is 0.

We refer to Section 4.1 for more details. The adaptive g-message g-function bounded MCFE scheme works
in a similar way, the main differences are regarding the size of the ciphertext and the size of the functional
keys. For the selective scheme only the size of the functional keys depends on ¢, whereas in the adaptive
scheme also the ciphtertexts grow with ¢q. The details for this proof can be found in Section 4.2.

Decentralized Multi-Client Functional Encryption. In a DMCFE scheme, as introduced in [CDGT18a],
the key-generation phase is decentralized in the sense that each secret key owner should be able to compute a
partial functional key for a function f, such that the combination of all these partial functional keys allows the
generation of a valid functional key for f. Additionally, it is assumed that the setup procedure is a protocol
between the different parties that allows for the generation of the different secret keys. This results in a
completely decentralized setup that does not require a trusted authority. The MCFE scheme presented above
is easily translatable into the decentralized setting.

Outsourceable Multi-Client Functional Encryption. We show how to obtain, with minor modifications
to the presented compiler, an OMCFE scheme. The proof works, as already mentioned in the previous sections,
by relying on the fact that the values ¢; ; do not reveal any information on the encrypted messages.

Remark 1.1. Without loss of generality, in the remainder of this paper, we only refer to the case of additive
separability. However, our compiler also works for the case of multiplicative separability. To achieve multi-
plicative separability all the additive operators need to be replaced by its multiplicative counterparts (i.e.
addition with multiplication and subtraction with division). Also the group we need to operate in needs to be
changed from an additive group to a multiplicative group, e.g. from Z, to Z,

7 This technique has previously been used in [CCO09] to remove the central authority in the context of multi-authority
attribute based encryption and in [KDK11] in the context of privacy-friendly aggregation.



Number

of Inputs Functions  Setting Assumptions
[BKS16]  Constant Generic MIFE  SK Single-Input FE
log())° . .
[KS17] 0<é <1 Generic MIFE  SK Single-Input FE

(D)MCFE SK Single-Input FE
(no labels) for Inner-Product

PK Single-Input FE
for Inner-Product

[ACF*18] poly(\) Inner-Product

[ABG19] poly(A) Inner-Product (D)MCFE

This Separable
work poly(A) Functions

Table 1: Comparison with the most relevant compilers. A: the security parameter, SK: secret key, PK: public
key.

(D)MCFE SK Single-Input FE

1.3 Related Work

Multi-Input/Client Functional Encryption. Since the introduction of multi-input and multi-client functional
encryption [GGG™T14] several contributions have been made to provide constructions in these areas. In this
work we follow the notation of [GKL*13], which means that we denote a scheme with a single encryption
key that can be used to generate ciphertexts for every position as a MIFE scheme and a scheme where
every position is associated with its own encryption key as multi-client functional encryption scheme. One of
the main techniques that have been proposed to construct MIFE schemes are “liftings” from single-input
functional encryption into the multi-input setting. The first foundational work that presents such a “lifting” in
the secret-key setting is the work of Brakerski et al. [BKS16]. In this work, the authors manage to transform
a single-input selectively secure functional encryption scheme into an adaptive function-hiding multi-input
functional encryption scheme which supports a constant number of inputs. In [KS17] the authors, among other
results, improve the result of [BKS16] by obtaining a MIFE scheme that supports functions with 2¢ = (log \)°
inputs, where 0 < § < 1. Both of these transformations require a single-input functional encryption scheme
for the class of polynomially bounded circuits as an input. The schemes that cover the class of polynomially
bounded circuits can be divided into two categories. The first category is only able to handle a bounded
number of plaintexts (a so called message-bounded scheme) and (or) a bounded number of functional keys,
whereas the second class is able to handle an unbounded number of queries and functional keys. A construction
that falls into the first category is given by Gorbunov, Vaikuntanathan and Wee [GVW12]. Their construction
relies only on the existence of one-way functions. A second construction in this category has been proposed
by Goldwasser et al. [GKP*13] and it is based on the Learning with Errors (LWE) assumption.

In the case of unbounded message security most of the known constructions are based on less standard
assumptions like indistinguishable obfuscation [BGJS15, Wat15, GGH™ 13|, multilinear maps [GGHZ16] and
differing-input obfuscation [ABG'13,BCP14]. All of the mentioned schemes are also covering the functionality
class of polynomially bounded circuits.

Beside the class of polynomially bounded circuits, it is also possible to construct multi-input functional
encryption schemes for more specific functionality classes, like inner-products. The first multi-input functional
encryption scheme for inner-product functions has been provided by Abdalla et al. [AGRW17]. The construction
they present relies on pairings. A follow up work [ACF118] proposes a compiler that takes as input a single-
input functional encryption scheme that fulfills some special properties and outputs a MIFE scheme for
inner-product functions. This construction does not require pairings and can be instantiated using DDH,
Paillier or LWE. It turns out that the construction of Abdalla et al. [ACF 18] also fulfills the stronger notion
of multi-client functional encryption (without labels) which has been proven in [ABKW19]. In the case of
multi-client functional encryption, it can be distinguished between two cases, the labeled and the unlabeled



case. Labels enforce an additional restriction on the decryption procedure. Namely, it is only possible to
decrypt tuples of ciphertexts that are encrypted under the same label, otherwise the decryption procedure
outputs an invalid value. The first labeled scheme for the inner-product functionality has been proposed
in [CDG™T18a]; its security is proven based on DDH in the random oracle model. Following, Abdalla et
al. [ABG19] and Libert and Titiu [LT19] show how to construct multi-client functional encryption with labels
in the standard model. In more detail, Abdalla et al. [ABG19] present a compiler that lifts a single-input
public key functional encryption scheme, which can be instantiated using MDDH, DCR or LWE, into a
MCFE scheme with labels. Whereas, Libert and Titiu [LT19] show how to directly construct a MCFE scheme
with labels based on LWE. More recently, Abdalla et al. [ABM™20] show how to construct a MCFE scheme
with labels in the random oracle model based on MDDH, DCR or LWE, which extends the results of Chotard
et al. [CDG™18a]. In Table 1 we provide a short comparison between the most relevant compilers that turn a
single-input FE scheme into a MIFE or MCFE scheme.

Decentralization. The notion of DMCFE has been introduced in the work of Chotard et al. [CDG'18a] in
the context of inner product functional encryption. In their work, the authors also present a construction
based on the symmetric external Diffie-Hellman assumption in the random oracle model that achieves
security in the DMCFE setting. Since then, several compilers for inner product functional encryption have
been proposed [ABKW19, ABG19, CDG™18b] that turn a MCFE scheme into a DMCFE scheme. In the
works [ABKW19, ABG19] the authors present decentralization compilers that purely rely on information
theoretic arguments in the standard model and in the work of Chotard et al. [CDG'18b] the authors present
a compiler based on either the CDH assumption in the random oracle model or the DDH assumption in the
standard model. The standard notion of DMCFE [CDG™"18a], with and without labels [ABKW19], has the
main limitation that it is not possible to let parties join or leave adaptively after the setup procedure has
been executed. This problems has been first considered in the work of Agrawal et al. [ACFT20], where the
authors propose the notion of Ad Hoc Multi-Input Functional Encryption. In this setting every user generates
its own public and secret key. Functional key shares are generated with respect to the public keys of other
parties. Combining all the functional keys of the specified subset of parties yields the full functional key. This
notion allows every party to join the system adaptively and to decide during the key generation which parties’
data can be used in the decryption. The authors show how to realize this notion by bootstrapping standard
MIFE to ad hoc MIFE without relying on additional assumptions. They also present a direct construction of
an ad hoc MIFE for the inner product functionality based on the LWE assumption. In both constructions
malicious security is achieved in the common reference string (CRS) model. The high level idea of these
constructions is to combine standard MIFE and two-round secure multi-party computation. Another work
that considers the above mentioned limitation is the work of Chotard et al. [CDSG™20]. In their work, the
authors introduce the notion of dynamic decentralized MCFE, which generalizes the notion of ad-hoc MIFE.
The notion of dynamic DMCFE does not require a specified group of users for the generation of a functional
key. Additionally, their notion also considers labels, to prevent certain mix and match attacks and leaks less
information about the underlying plaintexts. The authors present a dynamic DMCFE scheme for the inner
product functionality from standard assumptions in the random oracle model.

2 Preliminaries

Notation. We denote the security parameter with A € N. A randomized algorithm A is running in probabilistic
polynomial time (PPT) if there exists a polynomial p(-) such that for every input z the running time of A(x)
is bounded by p(]z|). We call a function negl : N — R negligible if for every positive polynomial p()) a
Ao € N exists, such that for all A > Mg : €(A) < 1/p(A). We denote by [n] the set {1,...,n} for n € N. We use
“=" to check equality of two different elements (i.e. @ = b then...) and “:=” as the assigning operator (e.g.
to assign to a the value of b we write a := b). A randomized assignment is denoted with a + A, where A
is a randomized algorithm and the randomness used by A is not explicit. If the randomness is explicit we
write a := A(z;7) where z is the input and r is the randomness. We denote the winning probability of an
adversary A in a game or experiment G as WinG (), n), which is Pr[G(), n,.A) = 1]. The probability is taken



over the random coins of G and 4. We define the distinguishing advantage between games Gy and G; of an
adversary A in the following way: Adv§(\,n) = |WinJG4°(/\7 n) — WinJGL\1 (A, n)|. The notation (—1)7<¢ denotes
—11if j < i and 1 otherwise.

2.1 Secret-Key Functional Encryption

In this section, we define the notion of secret-key functional encryption (SK-FE) [BS15]. They are an adaption
of the notion from [BSW11,0’N10].

Definition 2.1 (Secret-Key Functional Encryption). Let F = {F)}xen be a collection of function
families (indexed by ), where every f € Fy is a polynomial time function f: Xy — YVi. A secret-key functional
encryption scheme (SK-FE) for the function family Fx is a tuple of four algorithms FE = (Setup, KeyGen,
Enc, Dec):

Setup(1*): Takes as input a unary representation of the security parameter A and generates a master secret
key msk.

KeyGen(msk, f): Takes as input the master secret key msk and a function f € Fx, and outputs a functional
key sky.

Enc(msk, z): Takes as input the master secret key msk, a message x € X to encrypt, and outpuls a ciphertext
ct.

Dec(sky,ct): Takes as input a functional key sky and a ciphertext ct and outputs a value y € Yy.

A scheme FE is correct, if for all A € N, msk < Setup(1?), f € Fa, x € X\, when sk; < KeyGen(msk, f), we
have

Pr [Dec(sky, Enc(msk,z)) = f(z)] =1 .

We define the security of a SK-FE scheme using a left-or-right oracle. We distinguish between selective
and adaptive submission of the encryption challenges. We consider a function-hiding secure SK-FE scheme,
which, intuitively, means that the SK-FE scheme guarantees privacy for both, the description of the functions
and the encrypted messages. We will recall now the formal definition.

Definition 2.2 (Function-Hiding of SK-FE). Let FE be an SK-FE scheme, F = {Fx}ren @ collection
of function families indexed by . For xx € {sel,ad} and 8 € {0,1}, we define the experiment XX—FHZE n
Fig. 1, where the oracles are defined as:

Left-or-Right oracle QLeftRight(z°, 2'): Outputs ct < Enc(msk, 2%7) on a query (z°,2'). We denote by
QLefRight the set containing the queries (z°,z').
Key generation oracle QKeyG(f°, f1): Outputs sk; < KeyGen(msk, %) on a query (f°, f!). We denote

by Q the queries of the form QKeyG(-,-).
and where Condition (*) holds if all the following condition holds:

— For every query (f°, f) to QKeyG, and every query (z°,21) € QLeftright, we require that:

We define the advantage of an adversary A for xx € {sel,ad} in the following way:

AdviE S (V) = | Prixc-FHEE (A, A) = 1] — Prlxx-FHTS (X, A) = 1]| .

A secret-key functional encryption scheme FE is xx-FH secure, if for any polynomial-time adversary
A, there exists a negligible function negl such that: Adv’é’é:iH()\) < negl(A). In addition, we call a scheme
g-message bounded, if |QLefiright] < ¢ and g-message-and-key bounded, if |QLertright| < ¢ and |Q| < g, with

q = poly(A).



sel- FHE" (), A) ad-FHG" (), A)
QLeftRight < A(1Y) msk < Setup(1*)
msk <« Setup(1>‘) o — AQLeftRight(A,-),QKeyG(-,~)(IA)
ct/ + QLeftRight(z70, 271), Output: « if Condition (*) is
for all (270, 29:1) € QLeftRight satisfied, or a uniform
o AWYCC) (Leti} o0 ) bit otherwise
Output: « if Condition (*) is satisfied,
or a uniform bit otherwise

Fig. 1: Function-Hiding Games for SK-FE

2.2 Multi-Client Functional Encryption

Now, we introduce multi-client functional encryption (MCFE) as in [GGGT14, ABKW19, ABG19]. In a
multi-client functional encryption scheme, every client can encrypt its own input (corresponding to a slot)
and the evaluation of a functional key is executed over the ciphertexts of all the clients.

Definition 2.3 (Multi-Client Functional Encryption). Let F = {F)}ren be a collection of function
families (indexed by \), where every f € Fx is a polynomial time function f: Xx1 X -+ X Xy — Ya. Let
Labels = {0,1}" or {L} be a set of labels. A multi-client functional encryption scheme (MCFE) for the
function family Fy supporting n users, is a tuple of four algorithms MCFE = (Setup, KeyGen, Enc, Dec):

Setup(1*,n): Takes as input a unary representation of the security parameter X, and the number of parties n
and generates n secret keys {sk;}ic[n), and a master secret key msk.

KeyGen(msk, f): Takes as input the master secret key msk and a function f € Fy, and outputs a functional
key sky.

Enc(sk;, z;,€): Takes as input a secret key sk;, a message x; € Xy ; to encrypt, a label ¢ € Labels, and outputs
a ciphertext ct; g.

Dec(skys,ctig, ..., cty0): Takes as input a functional key sky and n ciphertexts under the same label £ and
outputs a value y € Y.

A scheme MCFE s correct, if for all \,;n € N, ({sk;}ic[n], msk) <= Setup(1*,n), f € Fa, z; € Xy, when
sk < KeyGen(msk, f), we have

Pr[Dec(sky, Enc(skyi, z1,¢),...,Enc(skp, zp, £)) = f(z1,...,2,)] =1 .

A scheme can either be without labels, in this case Labels = {1} or with labels/labeled, where Labels =
{0,1}". In this work, we only consider schemes that are labeled, i.e. Labels = {0,1}". Where the latter case
implies the former.

The security definition is the initial definition of Goldwasser et al. [GGG™14] (more specifically [GKL*13]),
whereas we also allow the adversary to determine under which label it wants to query the left-or-right
oracle and, in addition, we give the adversary access to an encryption oracle. Besides this, we also allow
the adversary to query a single label several times. This security definition has initially been considered
in [CDG*18b,ABG19]. As also noted in [ABKW19, ABG19] the security model of multi-client functional
encryption is similar to the security model of standard multi-input functional encryption, whereas in the
latter only a single master secret key msk is used to generate encryptions for every slot i. In comparison to
the standard multi-input functional encryption model, we also consider static and adaptive corruption of
the different slots and selective and adaptive left-or-right and encryption oracle queries in the multi-client
case. In more detail, in the selective case the adversary is required to ask all his left-or-right, encryption
and corruption queries in the beginning of the game. In the adaptive case, the adversary is allowed to ask
left-or-right, encryption and corruption queries throughout the whole game.



Definition 2.4 (Security of MCFE). Let MCFE be an MCFE scheme, F = {Fa}taen a collection of
function families indexed by X\ and Labels a label set. For xx € {sel,ad}, yy € {pos™,any} and 8 € {0,1}, we
define the experiment sel—yy—INDg'CFE in Fig. 2 and ad—yy—IND%ACFE in Fig. 3, where the oracles are defined
as:

Corruption oracle QCor(i): Outputs the encryption key sk; of slot i. We denote by CS the set of corrupted
slots at the end of the experiment.

Left-or-Right oracle QLeftRight(i, 2, 2}, ¢): Outputs ct;, <+ Enc(ski,xf,ﬁ) on a query (i,29,z},¢). We
denote the queries of the form QLeftRight(7,-,-,£) by Q¢ and the set of queried labels by QL.

Encryption oracle QEnc(i, x;,¢) Outputs ct; ; < Enc(sk;,z;,£) on a query (i,z;,¢). We denote the queries
of the form QEnc(s, -, £) by Q; , and the set of queried labels by QL.

Key generation oracle QKeyG(f): Outputs sky < KeyGen(msk, f) on a query f. We denote by Q¢ the

queries of the form QKeyG(-).
and where Condition (*) holds if all the following conditions hold:

— Ifi € CS (i.e., slot i is corrupted): for any query QLeftRight(i,2?, z},¢), 29 = z}.
— For any label { € Labels, for any family of queries {QLeftRight(i, 29, x},¢) or QEnc(i, x4, ) }icin\cs, for
any family of inputs {x; € X\ }iccs, we define 2¥ =z} = x; for any slot i € CS and any slot queried to

P =

QEnc(i, x4, £), and we require that for any query QKeyG(f):
f(@°) = f(x') where x® = (25,...,2%) for b€ {0,1} .

— When yy = pos™: If there exists a slot i € [n] and a ¢ € Labels, such that |Q;¢| > 0, then for any
slot k € [n]\ CS,|Qk,e| > 0. In other words, for any label, either the adversary makes no left-or-right
encryption query or makes at least one left-or-right encryption query for each slot i € [n]\ CS.

— When yy = any: there is no restriction in the left-or-right queries of the adversary.

sel-yy-INDY FE (X, n, A)
(€S {Qie}iemccqr {Qi  }icm) teqrr) + A(1*,n)
({ski}iepn], msk) < Setup(1*,n)
ct{x — QLeftRight(i,xf’o,xg’l,f), for all (x{’o,xg 1) € Qi
for all ¢ € [n] and ¢ € QL.
ctgz — QEnc(i,xZ,Z), for all xi € @, for all i € [n]
and £ € QL.
a ¢ AKSYEO) ({sk;}iecs, {cti ehicimeeqr ielu;
{ct? Ve ceqr ety )
Output: « if Condition (*) is satisfied, or a uniform bit

otherwise

Fig. 2: Selective Security Games for MCFE

We define the advantage of an adversary A for xx € {sel,ad}, yy € {pos™,any} in the following way:

AdvisZE P (A, n) = | Pr[xcyy-INDY'“FE (A, n, A) = 1] — Prlxocyy-INDY R (X, n, A) = 1]| .
A multi-client functional encryption scheme MCFE is xx-yy-IND secure, if for any polynomial-time
adversary A, there exists a negligible function negl such that: Adv’,\(/,xc_bF'ETD(/\,n) < negl(\).
In addition, we call a scheme g-message bounded, if > o, (> seqr [Qiel + Xieqr 1Qil) < g and
g-message-and-key bounded, if 3¢, (Xreor |Qiel + 2reqr Qi) < q and |Qy| < g, with ¢ = poly(A).



ad-yy-INDY“"E(\, n, A)
({Ski}ie[n]a mSk) A Setup(l/\7 Tl)
o <_.AQCor(-),QKeyG('),QEnc(~,-,'),QLe]‘tRight(-,-,',~)(1)\)

Output: a if Condition (*) is satisfied, or

a uniform bit otherwise

Fig. 3: Adaptive Security Games for MCFE

We omit n when it is clear from the context. We also often omit A as a parameter of experiments or
games when it is clear from the context.

Multi-input functional encryption (MIFE) and functional encryption (FE) are special cases of MCFE.
MIFE is the same as MCFE without corruption, and FE is the special case of n =1 (in which case, MIFE
and MCFE coincide as there is no non-trivial corruption). In the case of single-input functional encryption,
we only consider the two security definitions of sel-FH and ad-FH. For simplicity, in the notion of MCFE
security, we denote by sel the case of static corruption, and selective left-or-right and encryption queries. By
ad we denote the case in which all three, corruption, left-or-right and encryption queries, are adaptive.

We recap the notion of 1-label security as introduced by Abdalla et al. [ABG19]. Additionally, we also
recap their lemma that a 1-label security scheme is also a “many label” secure scheme. We use this result to
make the security proofs in the rest of the paper easier.

Definition 2.5 (IND-1-label Security). Let MCFE be an MCFE scheme, F = {Fx}ren a collection of

function families indexed by X\ and Labels a label set. For yy € {pos™,any} and 3 € {0,1}, we define the

experiment ad—yy—IND?gACFE as in Fig. 3, where the oracles are defined as in Definition 2.4, except:

Left-or-Right oracle QLeftRight(i,2?, z}, ¢): Outputs ct;, + Enc(ski,xf,ﬁ) on a query (i,29,x},0). We
denote the queries of the form QLeftRight(i, -, -, £) by Q; ¢ and the set of queried labels by QL. This oracle
can be queried at most on one label. Further queries with distinct labels will be ignored.

Encryption oracle QEnc(i, x;,¢) Outputs ct; ¢ < Enc(sk;, z;,£) on a query (i,x;,£). We denote the queries
of the form QEnc(i, -, €) by Q; , and the set of queried labels by QL'. If this oracle is queried on the same
label that is queried to QLeftRight, the game ends and return 0.

and where Condition (*) is defined as in Definition 2.4.
We define the advantage of an adversary A for xx € {sel,ad}, yy € {pos™,any} in the following way:

AdvyEEE PP (N n) = | Prlxx-yy-IND-1-labely ™8 (X, n, A) = 1]—Pr[xc-yy-IND-1-label)' "5 (A, n, A) = 1]| .

A multi-client functional encryption scheme MCFE is xx-yy-IND-1-label secure, if for any polynomial-time
adversary A, there exists a negligible function negl such that: Adv’,\(/lxc_bF'*‘é'TD'l_labd()\, n) < negl(\).

In addition, we call a scheme g-message bounded, if > o, (> reqr [Qiel + Xieqr 1Qil) < g and
g-message-and-key bounded, if 3¢, (Xreor |Qiel + 2reqr Qi) < a and |Qy| < g, with ¢ = poly(A).

Lemma 2.6 (From one to many labels). Let MCFE be an MCFE scheme that is ad-yy-IND-1-label
secure, for yy € {pos™,any}, then it is also secure against PPT adversaries that query QLeftRight on many
distinct labels (ad-yy-IND-1-label ). Namely, for any PPT adversary A, there exists a PPT adversary B such
that:
ad-yy-IND ad-yy-IND
AdVMC}I;}I;,A (An) < genc - AdVMC}F?I;,B (A, ),

where Adv;"\‘/,dc'?é‘IBND()\, n) denotes the advantage of B against an experiment defined as above, except QLeftRight
can be queried on at most one label and QEnc must not be queried on that label. By qenc we denote the number
of distinct labels queried by A to QLeftRight in the original security game.

10



2.3 Security Compiler

As already mentioned in previous works [ABG19, ABKW19, AGRW17, ACF*18,CDG™18b] there exist two
different types of security, namely pos™ and any security. In the case of pos™, the adversary is forced to ask a
left-or-right query for every slot ¢ € [n]. The any security definition does not enforce any requirements on the
slots that are asked to the left-or-right oracle by the adversary. Multi-client functional encryption schemes do
not usually directly fulfill the notion of any security, since it is possible to ask left-or-right oracle queries in a
few slots, such that Condition (*) cannot be evaluated, but the adversary is able to use its queries and its
(partial) functional keys to distinguish if the left or right challenge message has been encrypted. Since these
types of attacks are not possible in the setting of pos™ security, a common approach is to construct a MCFE
schemes that is pos™ secure and then a compiler [ABKW19, ABG19, CDG"18b] is applied to achieve the
desired notion of any security. In this paper we follow the same approach.

In the recent work [ABG19], an additional encryption oracle, besides the left-or-right oracle, has been
considered. As already mentioned in [ABG19, Remark 2.3], the security definition without the encryption
oracle QEnc, as defined in [ABKW19,CDG™18a], is only equivalent to the security notion with the encryption
oracle in the case of any security but not in the case of pos™ security. If we want to simulate the encryption
oracle in the case of pos™ security, we would simulate it by asking the message the adversary queries in
both positions to the left or right oracle, but since pos™ enforces the reduction to ask a message in all
the remaining positions it might not be possible to find such a message. Therefore the definition with the
additional encryption oracle is slightly stronger.

Now, we recap the recent “pos™” to “any” security compiler as introduced in [ABG19] w.r.t. a decentralized
MCFE scheme that follows the definition of [ABG19] We now provide a proof sketch that shows that the result
also holds in the case of a selectively secure (key and) message bounded multi-client functional encryption
scheme.

Setup’(1*,n)
{ski}icn) < Setup(1*,n)

KeyGenShare' (sk’, f) :
For i.j € [n] eyGenShare'(sk;, f)

Parse sk := (sky, {kij, kj,i}je[m)
Return sk; ; < KeyGenShare(sk;, f)

k@j < GenSE 1*

(1)
skl := (ski, {kijs kj’i}je[”])

Ret k/ i€(n
eturn {sk; }ic KeyGenComb'({sk; }icpn)) :

sk := KeyGenComb({sk; ;}ic(n])

Parse sk := (ski, {kij. kj,i}je(n)
ct; < Enc(sk;, z;, £)
For all j € [n] :
ki, j(£) := PRFy, ;(£)
Ki(6) 1= D ki ()
ct] + EncE (K, (0), cty)
ct = (ct, {k;,i(0) }iem))
Return ct

Dec’(sky,ct/,...,ct!l)
Parse {ct} := (ctj, {k;.i(0) }jem)) biem)
For i € [n]

Ki =D ki (D)

ct; := Dec®(K;(£), ct)

K3

Return Dec(sky,cty, ..., cty)

Fig. 4: Compiler from an xx-pos™-IND-secure DMCFE scheme, DMCFE, into an xx-any-IND-secure DMCFE
scheme, DMCFE’.
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Theorem 2.7. Let DMCFE = (Setup, KeyGenShare, KeyGenComb, Enc, Dec) be an xx-post-IND-secure (key
and) message bounded DMCFE scheme for a family of functions F. Let SE = (GenSE, EncSE, DecSE) be an
IND-CPA secure symmetric key encryption scheme and let PRF be a IND secure pseudorandom function.
Then the DMCFE scheme DMCFE’ = (Setup’, KeyGenShare’, KeyGenComb', Enc’, Dec’) described in Fig. j is
(key and) message bounded xx-any-IND secure.

Proof (Sketch). The proof uses the xx-pos™-IND security of the scheme DMCFE for the case where all honest
slots are queried to QLeftRight(-, -, -, £*), for a single label £*, and the security of the PRF together with the
IND-CPA security of SE for the case where all honest slots are queried to QLeftRight(, -, -, £*).

We define the game Gg as the ad—pos*—INDBMCFE/()\7 n, A) game, except that the game guesses uniformly
random an honest slot i* + {0,...,n}, where i* = 0 means that all honest slots are queried, that is not
going to be queried to QLeftRight(-,-, -, £*). In the case that the guess ¢* is unsuccessful, Gj outputs 0. This
guessing is not necessary in the case of selective security. In the case of selective security, we can just pick an
honest slot, since the honest slots are directly disclosed by the adversary in the beginning of the game.

If i* = 0, we are in the case of pos™ and therefore, we can directly reduce the security to the security of
DMCFE.

To prove the security for all i* € [n], we use the fact that if there is a left-or-right oracle query
QLeftRight(i, 27, 2"') with 27° # 27", then the slot cannot be corrupted anymore after Condition (*)
of Definition 5.2. Such a slot and the corresponding query is called explicitly honest.

We define hybrid games Gg , for all p € {0,...,n} as G except that every explicitly honest query
QLeftRight(z’,xf’o,xf’l,f*) is answered by Enc/(sk;,xg’l,f*) for i < p and by Enc'(ski,:cg’o,é*) for i > p. It
follows that Gg , = Gg and Gg,, = GJ. We note that, again, in the case of selective security all the honest
slots are known from the beginning and therefore we directly know how to answer which slots.

To go from hybrid G ,_; to Gg ,, we distinguish between two different cases. First, slot p is never queried
on an explicitly honest slot, in this case the two games are the same by definition. Otherwise, we rely on the
security of the PRF to make the key k, ;«(¢*) uniformly random. This switch is possible, since we know the
slots i* and p. If the guess i* is correct, the key k, ;«(¢*) only appears in the output of QLeftRight(p, -, -, ¢*).
This results in the fact that we have a uniformly random key K,(¢*), which allows us to rely on the IND-
CPA security of the the symmetric encryption scheme, since Gen®E just generates a random element as the
encryption key, and change the encryptions of xf’o in Gf ,_; to encryptions of xf’l in G ,. Afterwards, we
switch back the key k, ;+ from uniformly random to pseudorandom by relying on the security of the PRF an
additional time.

Applying this reduction for all the n different slots and all the queried labels yields the theorem. O

For more details on this proof, we refer to [ABG19].

2.4 Separable Functions

In this work, we focus on the class of additive separable functions. We recap the definition of a separable
function and the corresponding functionality:

Definition 2.8 (Separable Functions [MASO06]). A function f : Xx1 X -+ X Xapn — W, 15 called
separable, if there exists a function f*: X\ ; — Y\ for alli € [n], such that

flz, ... zn) = Z fi(xi), with x; € Xx; for alli € [n] .

i€[n]

Functionality Class. We define the functionality class for separable functions as F;P := {f(x1,...,2,) =
FH@1) + oo+ F(@a), with fi5 Xy, — Wi}

In this work, we consider the class of separable functions over the group Z,. Since the separability of a
function f is not necessarily unique, we require the adversary to submit its functional key generation query
as a set of the separated functions {f*};c(n-
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2.5 Pseudorandom Functions
In this section, we recap the definition of a pseudorandom function (PRF) as in [GGMS6].

Definition 2.9 (Pseudorandom Function). Let PRF : K x V — W be a deterministic polynomial-time

algorithm, with key space K = {0, 1}A, domain V and range W. For 3 € {0,1}, we define the experiment
INDERF in Fig. 5, where the oracle Opgrg is defined as:

PRFk (¢ if =0
Opgre(£) = «() ,fﬂ
RF(¢) ifp=1
with RF(€) denoting a random function. We define the advantage of an adversary A in the following way:

AdVERR 4(A) = | PH{INDEFF (), 4)] — Pr{INDERF (), A)]| .

A pseudorandom function PRF is secure, if for any polynomial-time adversary A, there exists a negligible
function negl such that: Advg\,;E,A()\) < negl(\).

INDERF (), A)
K+ K

o — AOPRF(‘)(]_)\)
Output: «

Fig. 5: Security Games for PRF

3 Symmetric Encryption and One-Time Pad Extension

In this section, we recap some definitions regarding symmetric encryption. This consists of the security
definition and the one-time pad. We start by formally defining symmetric encryption.

Definition 3.1 (Symmetric Encryption). A symmetric encryption scheme (SE) for the key space K and
the message space M is a couple of algorithms SE = (Enc, Dec):

Enc(K,m): Takes as input the symmetric key K, a message m € M to encrypt, and outputs a ciphertext ct.

Dec(K,ct): Takes as input the symmetric key K and a ciphertext ct and outputs a message or L if decryption
fails.

A scheme SE is correct, if for all X € N, K+ K, m € M, we have
Pr [Dec(K,Enc(K,m))=m] =1 .

Before formally introducing the one-time pad, we recap the security definition for a symmetric encryption
scheme.

Definition 3.2 (IND-CPA Security of SE). Let SE = (Enc,Dec) be an SE scheme, for the message
space M. We define the experiment IND—CPA%E in Fig. 6, where the oracle is defined as:

Left-or-Right oracle QLeftRight(m??, m’!): Outputs ct/ = Enc(K,m??) on a query (m?° m?1). We de-
note by QLeftright the set containing the queries (mo,ml).
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We define the advantage of an adversary A in the following way:

Adveg 5974 (A) = | Pr[IND-CPAZF (A, A) = 1] — Pr[IND-CPAT*(\) = 1]| .

A symmetric encryption scheme SE is called IND-CPA secure, if for any PPT adversary A it holds that
AdvsE 5 P (N) < negl(N).
Additionally, we define the advantage

Advsg i P () = | Pr[IND-CPAGE (), A) = 1] — Pr[IND-CPAT*(\) = 1]| ,

where we require that the QLeftRight oracle in the IND-CPA game is only queried once.
A symmetric encryption scheme SE is called perfectly (one-time) secure, if for any adversary A it holds
PERF-IND [\ __
that AdVSE,A (A) =0.

IND-CPASF (), A)
K+ K
a — AQLeftRight(-,~)(1>\)

Output: «

Fig. 6: IND-CPA Security Game for a symmetric encryption scheme

One-Time Pad. Now, we recap a specific symmetric encryption scheme, the one-time pad.

Enc(K,m € M) :
ct:=m+K
Return ct
Dec(K,ct) :

m:=ct—K

Return m

Fig. 7: The One-Time Pad.

It has been proven in [Sha01] that the one-time pad is perfectly secure under the XOR, operation. An
adaption of this proof to finite groups is straightforward and can be found for example in [Wicl5].

Theorem 3.3 (One-Time Pad). The scheme SE = (Enc,Dec) defined in Fig. 7 is perfectly (one-time)
secure. Namely, for any A it holds that AdvspgiF'IND =0.

After introducing the one time pad and recapping that it fulfills perfect security, we introduce a new
notion called conditional perfect security.

Definition 3.4 (Conditional Perfect Security of SE). Let SE = (Enc, Dec) be an SE scheme, for the
message space M. We define the experiment CON—PERF—IND%E in Fig. 8, where the oracle is defined as:

Left-or-Right oracle QLeftRight(m?*, m’!): Outputs ct/ = Enc(K,m??) on a query (m?° m?1). We de-
note by QLeftright the set containing the queries (mo,ml).
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CON-PERF-INDSF (), A)

K+ K

@ <__AQLeﬁ:Right(~,<)(1)\)

Output: « if Condition (*) is satisfied,

or a uniform bit otherwise

Fig.8: Conditional Perfect Security Game

and where Condition (*) holds if for all couple of queries (m?°, m?1), (m*0 mk1) € QLeftright we have that

m],O _ m],l — mk,O _ mk,l .

We define the advantage of an adversary A in the following way:

AdvsP N PERFIND (\) = | Pr[CON-PERF-IND3F (), A) = 1] — Pr[CON-PERF-IND3®(\) = 1]| .

A symmetric encryption scheme SE is called conditional perfectly secure, if for any adversary A it holds
CON-PERF-IND [y __
that AdVSE,A ()\) =0.

Now, we show that the one-time pad also achieves conditional perfect security.

Lemma 3.5. Let SE = (Enc, Dec) be the perfectly secure one-time pad, then SE = (Enc, Dec) is also condi-
tional perfectly secure. Namely, for any adversay A, there exists an adversary BB such that

AdvggE—PERF—IND (/\) _ Advl;glgF—IND ()\)

Proof. We build an adversary B that simulates the CON—PERF-IND%E game to A, when interacting with

the PERF—IND%E experiment.

When A submits its first encryption query (m'°, mb!) to B, B forwards it to its experiment, receives ct! as
an answer and sends ct! to A. For every further query (m#°, m?!) that A asks, B computes cj = mdl —mbl!
and sends ct? := ct! 4+ c; as a reply to A.

To complete the proof, we show that ct/ corresponds to an encryption of m’*#. This results in a perfect
simulation and therefore the theorem follows.

In the first step, B receives ct! = m>? + K from its experiment. For all the following queries made by A,
it holds that m?! — m?9 = mb! — m10 Therefore we can write the two different queries m?:° and m?! as
follows:

MmO = L0 il _ it

m],l _ ml,l + m],O _ ml,O
For the message m?', we can also write m?! = mb! + m?! — mb! through zero addition. By setting

cj = m?! —mb! and calculation ct! + ¢j, we get an encryption of ct/ and therefore the theorem follows. O

4  Multi-Client Functional Encryption for Separable Functions

In this section, we present our compiler, described in Fig. 9, that turns a single-input functional encryption
scheme for class F;°" into a multi-client functional encryption scheme MCFE with labels Labels for the class

of separable functions F:%P, by relying on a PRF instantiated with the keyspace K := {0, 1}’\, the domain
V := Labels and the range W := Y\, where ), is the range of the functions f € F;.
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The construction works in the following way: In the setup procedure, n different instances of the single-
input functional encryption scheme {msk;};cp,) and shared keys K; ; (shared between slot i and j) for all
i,j € [n],i # j, with K; ; = K; ; are generated. These keys are used as PRF keys in the functional keys. The
setup procedure outputs a master secret key msk containing all the different master secret keys from the
different single-input instances and a secret key sk; := (msk;, {K; j }jen)\{s}) for every slot i € [n].

To generate the ciphertext ct; , for position 7, the encryption algorithm for the single-input scheme is
evaluated using msk;, taking a message x; and a label £ as an input.

The key generation procedure, takes as inputs the master secret key msk and a function f € F;°P separated
into the functions f1,..., f* with f* € F;% for all i € [n]. To generate the functional key, a functional key
sk fi, for the function ff< 7 is generated for every single-input instance i € [n]. The function ff< f takes as
inpﬁt a message x; and a label ¢ and outputs the addition of the message z; together with a masking value
th o e fie, p (w4, 0) = f*(x;) + % 4, this masking value is generated on the fly using the PRF keys taking the
function f and the label £ as an input. The functional key sk is defined as the set of all the functional keys
generated by the single-input instances {sk fi f}ie[n]-

Setup™(1*,n) :
msk; < Setup®(1*), for all i € [n] KeyGen™ (msk, { f'}icpn) :

For i € [n],j > i: Parse msk := ({mski}ie[n], {Ki}ie[n])
Ki,j = Kj,i < {07 1})\

skf&:i’f + KeyGen® (msk;, fi, 1)

Ki = {Kij}jemny with fi , as defined in Fig. 10a/Fig: 108'.
msk := ({msk; }ic[n], {Ki}iem)) v
sk, := (msk;, Ky)

Return ({sk; }ie[,, msk)
Enc™(sk;, x;, ) :

Parse sk; := (msk;, K;)

Ctip Encs‘i(mski7 (zi,[ L, 0))
Return ct; ¢

Return sk := {skféiyf}iG[n]
Dec™ (sky, {cti e }icm])

Parse sky := {Skféhf Fien)
Decs'(skfézwf,Ctz',z) = fi(x) + t?”,z
Return Zie[n] fi (i) + tjﬂe

Fig. 9: The generic construction of g-message bounded sel-pos™-IND-secure MCFE and g-message-and-key

bounded |ad-posT-IND-secure MCFE | multi-client functional encryption from single-input functional encryp-
tion. We note that “1” denotes a slot of size q.

ff@.,f(%f) : f&i,f(x,J_7£) :
Parse K; := {Ki,j}je[n]\{,»} Parse K; = {Ki,j}je[n]\{i}
o= Zj#(—l)fiPRFKm (f,0) o= le#(—l)JflPRFKi’j(f, £)
Output: f*(z) +t%, Output: f*(z) +t%,

(a) Selective Security (b) Adaptive Security

Fig. 10: Description of the function that is used for the key generation under the different security definitions.

To decrypt a set of ciphertexts {ct; ¢};c[n) using a decryption key sky = {skfé_ f}ie[n], the decryptions of

all the instances are generated and the final output is computed by adding up all of the decryptions. In more
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detail, Dec(sk f7Cti,é) = f*(x;) 4t} , is computed for all i € [n] and the final output f(z1,...,z,) is equal

to Zie[n} fl(l‘l) + t;‘,l'

The output of the decryption of a single-input instance, i.e. f¢(z;) + tlﬂ ensures that it is not possible to
combine ciphertexts encrypted under different labels or functional keys generated in different key generation
procedures. If one of the ciphertexts in the decryption procedure is generated under a different label
or a different partial functional key has been used the decryption procedure will not output the correct

flay, ... zy).

Correctness. The correctness of the multi-client scheme follows from the correctness of the single input
scheme and the fact that Zie[n] t%, = 0. Let us consider in more detail the decryption of the correctly
generated ciphertexts cty g, ...,ct,, under a correctly generated functional key sky = {sk fi f}ie[n]. Due

to the correctness of the single-input scheme it holds that f?(z;) + t}’ , = Dec®(sk fi f:CtM) and together
with the properties of the tfm values it follows that Zie[n] fi(z) + t;,e = Zié[n] fi(x;). Together with the
separability property of the function Zie[n] fix;) = f(x1,...,x,) correctness follows.

4.1 Selective Security

To prove the selective security of the proposed construction, we proceed via a hybrid argument. We start by
encoding all the function evaluations of the left submitted challenges, i.e. f*(z?) + t? , inside the functional
keys® and switch from encryptions of (27, /) to encryptions of (x},¢).° In the next hybrid, we replace the
PRF evaluations with random function evaluations between a selected honest party ¢* and all the remaining
honest parties i € HS \ ¢* such that the padding values téc, , are randomly generated. Since, after this step,
all the random values are part of the functional key, we can rely on an information theoretic argument and
change the values encoded in the functional key from f*(z7) +t% , to f*(z}) +t% ,. In the next hybrid, we
replace the random function evaluations back to pseudorandom function evaluations. In the last hybrid, we
generate the functional key as described in the construction which concludes the security proof. We present
the formal security proof:

Theorem 4.1 (g-message sel-post-IND-security of MCFE). Let FE = (Setup®, KeyGen®, Enc®', Dec®) be
a g-message bounded sel-FH-secure single-input functional encryption scheme for the functionality class F;-,
and PRF an IND secure pseudorandom function, then the MCFE scheme MCFE = (Setup™®, KeyGen™, Enc™,
Dec™) described in Fig. 9 is a q-message bounded sel-post-IND-secure for the functionality class FP.

Namely, for any PPT adversary A, there exists PPT adversaries B and B' such that:
AdvEEes NP (A) < 20 - AdVERER(X) + 2(n — 1) - AdVRR 5 (V)

Proof. The arguments used for the generation of the values ¢; ¢, are based on the proof in [ABG19] and
we recap those parts here adapted to our construction. For the case with only one honest (non-corrupted)
position, we can rely directly on the sel-FH security of the underlying single-input functional encryption
scheme FE. N N

Namely, we build a PPT adversary B such that AdviAEIC'}F)(E’?A'IND(/\,n) < AdvEeEI:EOS FH(N). After B has

received {Qi ¢}icn],ceqrs {QL@}Z’G[TL],EGQD and CS from A, it generates msk; < Setup®(1*) for all i € [n] \ i*,
where i* denotes the honest slot, and samples K, ; for all i < j € [n]. Finally B sets sk; := (msk;, K;)

8 This encoding results in a functional key size that polynomially depends on the number of challenge and encryption
queries. The security of our construction can therefore only been shown if the number of challenge and encryption
queries is bounded such that the desired programming is possible.

9 For our compiler to work, it is required that the underlying single-input functional encryption scheme allows for
the desired programmability of the functional keys. Therefore every functional encryption scheme which allows for
the desired programming can be used in our compiler and not only functional encryption schemes for a general
functionality class, as stated in the formal theorem.
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with K; == {K; ;}jem)\ i} and sends {sk; }Ze[n]\{l -y to A. It must hold for the queries {Q; ¢}icin) reqr, i-e.
{(, 22 O,x{’l O)}Yicin) LeQrL,jel|Qs, [”7 of Athat 2% = 27" for all i € [n]\{i*} and j € [|Q;.¢|]. This results in the
fact that fi f( 20 0) = i, f( ' ¢) in every slot i € [n] \ {i*} and for all queries j € [|Q;.¢|], which implies
that fK (@ Z* ) = fK f( 71 0). The left-or-right queries {Q;, ¢}icm)\i* teqr can directly be answered by
B, it submits {((mf;o,f), (22, ))}geQL jell@s.e)) for all £ € QL computed by B, as its own left-or-right queries
to the experiment. It receives {ctz g}éeQL j€l|Qi.el) @ an answer and sends {ctz 0 }icn] LeQL jE[|Q. . |) @S @ Teply

to A.

For the submitted queries {Q] ,}icn),ccqrs, i-e- { (4, ], 0) Vi) eeqL el ,|» to the encryption oracle QEnc,
we distinguish between two different cases. In the case that A asks for an encryption for all positions i # i*,
B computes ct; , < Encs'(mski, (z7,0)) for all j € [|Q; /|| and £ € QL. If A queries QEnc for the position
i*, i.e. it queries (i*,27,¢), B queries its own left-or-right encryption oracle on ((i*,z7,¢), (i*,27,¢)) for all
J E [|Q; |} and £ € QL’. Finally, B sends the answer {Ctg,e}ie[n],EeQL',je[\Q,’L. ) to A

Whenever A asks a key generation query QKeyG({fi}ie[n]), B generates Skfféi,f + KeyGen(msk;, f,iiyf) for
all i € [n] \ {¢*}. For the functional key skf&:* o B queries its own key generation oracle on (ff(i e ff(1 1)
Finally it sends sky := {Skf}ii,f}ie[n] as a reply to A.

This results in the fact that Adv,S\AeIC'E(E)’S;'IND (A,n) < Adviz 57 (V).

For the cases with more than one honest position, we use a hybrid argument with the games defined

in Fig. 11. Note that Gy corresponds to the game sel—pos*—INDBACFE (\,n, A), and Gy corresponds to the
game sel-postT-INDMFE()\ n, A). This results in:

l-post-IND e
Advigceea (An) = IWin% (A, n) — Win§ (A, n)] .
We describe the different intermediate games in more detail:
Game G;: We replace the encryptions of (zg’o,é) with the encryptions of (I’g’l, ¢) for all (xg’o, le) € Qi all

£ € QL and all i € [n] in the left-or-right oracle. We also replace the functional key sky := {skfé‘ f}ie[n]
(see Fig. 10a for the function description) with sky := {skfig , tiem) (see Fig. 13 for the function

description). The hardcoded values y] S G Yi are generated using the queries (mz’o, le) € Qi and by

computing the masking values ¢! FYIRES yz e = fi(a?g’o) + ti‘,é' The same holds for the hardcoded values

yijzf € Y;. They are generated using the queries =) € Q; , and by computing the masking values t% ,, i.e.

y:]/ = fi(x ) + th. The transition from Gg to G; is achieved using a hybrid argument with a sequence
of games GOch for k € [n]. As already described in Fig. 11, it holds that Gg = Gg.o and G; = Gy ,,. This
results in .
IWin% (A, n) — WinG (A, n)| < Z|Wini°"“‘l()\,n)—Win?4°~k(A,n)| ,
k=1
for any PPT adversary A. The transition from Gg_1 to Gg. is justified by the function-hiding of FE.
Namely, in Lemma 4.3, we exhibit a PPT adversary By, for all k& € [n] such that:

IWin =1 (A, n) — WinS# (A, n)| < AdviE BT (A)

Combining both of the statements and noticing that a PPT adversary By can be obtained by picking
i € [n] and running B;, we can justify the transition from Gy to G;. Namely, in Lemma 4.2, we exhibit a
PPT adversary By such that:

IWin% (A, n) — WinG (A, n)| < n - Advig 5H(N) .

Game Gy: We replace the PRF evaluation for the computation of the masking values ¢’ % ¢ in the functional
keys sk¢ for the non-corrupted positions ¢ € [n] \ CS with random function evaluations. In more detail,
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we switch from the PRF generated values PRFk, . (f,€) to RF(f,£), for all s € {2,...,h}, where the
set of honest users is denoted as HS := {i1,...,4r}, h < n denotes the number of honest users, and RF
denotes a random function (see Fig. 12 for more details). The transition from G; to G is justified by the
security of the PRF. Namely, in Lemma 4.4, we exhibit a PPT adversary B; such that:

IWinG (A, n) = Wing (A, n)| < (h — 1) - Advprp 5, (A) -

Game G3: We change the generation of all the values yf ’{ ‘e Y;, which are computed using the queries
(279, 27") € Qi 4 and the masking values t?,t We change the generation from yf’f = fi(al®) + t;’e to

yﬁc = f’(xfl) + tlﬂ. The transition from Gs to Gj is justified by an information theoretic argument
and happens for all ¢ € [n]. In more detail, we prove the transition by relying on the conditioned perfect
security of several instances of the one-time pad as shown in Lemma 3.5. Namely, in Lemma 4.5, we show
that

IWin% (A, n) — Win§ (A\,n)| =0 ,

for all adversaries .A.

Game G4: We replace the random function evaluations for the computation of the masking values t? ¢ in
the functional keys sk for the non-corrupted positions ¢ € [n] \ CS with PRF evaluations. The transition
from G3 to G4 is almost symmetric to the transition from G; to Gs, justified by the security of the PRF.
Namely, it can be proven as in Lemma 4.4 that there exists a PPT adversary By such that:

IWin§ (A, n) = Win§ (A, n)| < (h — 1) - Advprp 5, (A) -

We defer to the proof of Lemma 4.4 for further details.

Game Gj5: This game is identical to sel—pos“‘—IND'}ACFE()\,n,A). We replace the functional key sky :=
{skfig _ }ieln) (see Fig. 13 for the function description) with sky := {sk: f}ie[n] (see Fig. 10a for the

i

function description). The transition from G4 to Gs is almost symmetric to the transition from Gg to
Gi, justified by the function-hiding of FE applied on every slot i € [n]. Namely, it can be proven as in
Lemma 4.5 that there exists a PPT adversary Bs such that:

IWinSt (A, n) — Win§ (A, n)| < n - Advig 5 (M) .

We defer to the proof of Lemma 4.5 for further details.

Putting everything together, we obtain the theorem. a
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justification/

Game ctge sk
’ remark
Go | Enc®(msk;, (mg’o, 0)) KeyGen® (msk;, ff(bf)
Ifi<k
For all ¢ € QL, (xg’o, Z’Z he Qi

té",f vZ: Gen(Km i fa f)
R = ) v,
For all { € QL' z] € Q;,é
th o = Gen(Ky, 4, f,0)

EnCSi(mSki7 ( x-'g,l ?Z))’ y/J»]” = f7(.1'j) + th
for i <k we ’ j’f Function-Hiding
Go.k T Q; == {{Qi}reqr {Q] Jecqr}
Enc®(msk; (1;7.’0 £)) i f ’ of FE
v Y= {{yl heeorgenies
fori >k g

15,
(Wil heeqrjenar, i}

Ifi <k:
KeyGen® (msk;, f5,v)
Ifi>k:
KeyGen® (msk;, fi ()
For all £ € QL, (J;{’O,xg 1) € Qi
tif,Z = Gen(Ky, i, f,£)
yll = i@l +
For all £ € QL' x] € Q;:,é
},Z := Gen(K;, 1, f,4)
G, EncSi(mSki7( R 1) ygéf'i — fl(xZ) th?,z Gy =Gy,
Qi = {{Qir}eeqr, {Q} }reqr'}
Y, = {{yljjgfl_}ZGQijEHQi,éH’
Wi Yeequr senar i1}

KeyGen® (msk;, f5,v,)

Fig. 11a: Description of the games Gy to Gy for the proof of selective security. The procedure Gen, for the
generation of the tags, is defined in Fig. 12.
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_ justification
Game Ct,ji ) sky : /

remark

For all £ € QL, (22°,27%) € Qi
t?e = Gen/(Kia i, f7 f)
yhl = i@l + 1,
For all ¢ € QL' 2 € Q)
t?e = Gen/(Kia iv f7 f)
| . ot -
G2 EnCs (mSki, (Z‘z 7£)) y;?éf = fb(x-Z) + tgcve e
Q; == {{Qi,z}eeQu {Q oecqr}
Y; = {{y{;{ Yeeqr jelQids
(w7 Yeequ jenar i}

KeyGen® (msk;, fo,v,)

For all £ € QL, (z]°,27") € Qi
tjﬁf = Gen'(K;, i, f,¢)
yif = Pt +
For all £ € QL/, ) € Qi
| 4 t}j := Gen'(Ky, i, f,£)
Gy | Enc(msks, (:6‘277176)) y;]jgfl — fl(JTZ) + tzj‘% inf. theoretic
Q; = {{Qi,tf}éeQLv {Q;,Z}KEQL’}

Y; = {{y{’f}eeQL,je[lQi,zHv
W Yeear senar i}

KeyGen® (msk;, féy)

Fig. 11b: Description of the games G to Gs for the proof of selective security. The procedure Gen’, for the
generation of the tags, is defined in Fig. 12.
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justification/

Game ctge sky
’ remark

For all £ € QL, («7°,27") € Qi
th. ¢ == Gen(K;, i, f, 1)
gl = fialt) + 1,

For all £ € QL', z] € Q},
th ¢ == Gen(K;, i, f, 1)

i i1 — — ,
Gs |Enc®(msk,, (z7,0)) yf/ — f’(mf)-i-tsgg PRF

Qi = {{Qirteeqr {Qi Jreqr}
Y; = {{yf{{ Yeeqr.jel@i
{yf,}f }zeQL',jEHQ;,M}

KeyGen® (msk;, fo,v,)
Ifi>k
For all £ € QL, (¢}, 21) € Qi
ty, = Gen(K;,i, f,0)
vl = @) + by
For all £ € QL',z] € Qj ,
tif’z :‘: Gen(Kiv i? f7 E)
yl = i)+t
Gak |Enc¥(msk;, (z],0) | Qi == {{Qic}ecqr, Qi cteeqr}

Function-Hiding

Y, = {{yz:{l‘}ZGQLJGUQi,eH’ o
{yg{éﬂ}éeQL’,jEHQZ;zH}
If ¢ <k
KeyGen® (msk;, flihf)
Ifi>k:
KeyGen® (msk;, fZQlYZ)
Gs | Enc®(msk,, (¢1,0)) KeyGen®'(msk;, fi, ;) G5 = Gan

Fig. 11c: Description of the games G4 to G5 for the proof of selective security. The procedure Gen, for the
generation of the tags, is defined in Fig. 12.
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Gen(Ki,i,f,f) Gen/(Kiai7f7€)

Parse K; := {K; ; }jem i} Parse Ki := {Ki j}jem\ i)

té",[ = Zj;éi(_l)j<iPRFKi,j (f7 K) t;”,f = Zj¢i<_1)J<ZPRFK1‘,j <f7 g)

Return t},é Ifi € HS := {i1,...,in}, then:
o Ifi =1,

},E = ZjECS(_l)j<iPRFK7:,j (f7 f)
+ U, RF(f,0)
o Ifi=1i,, for se€{2,...,h}
t?,e = Zje[n]\{il,is}(71)]<ZPRFKL,‘(f7 ?)
—RFs(f,¢)
Return t},é

Fig. 12: Generation of the tags in the selective security case.

fiQi,Yi (Jj,f) :
Parse Q; := {{Qir}ecqr, {Q] Hreqr} and
Yi = {yl] Yeearieniau (Wi Yeeqr seqor, i}
If o = 27" with (,mfl) € Qi
Output: yfg
If x S Q{i,l

Output: ygéfi

Fig. 13: Description of the function that is used in the reduction for the selective security reduction.

Lemma 4.2 (Transition from Gy to G;). For any PPT adversary A, there exists a PPT adversary BB’
such that
IWin% (A, n) — Win§ (A, n)| < n - Advig 5 (N) .

Proof. To prove that Gy is indistinguishable from G; we need to apply a hybrid argument over the n slots,
using the function-hiding of the single-input functional encryption scheme.
Using the definition of the games in Fig. 11 and the triangle inequality, we can see that

IWinS (A, n) = Win§ (A, n) < 37 [WinS = (A, n) — Win§* (A, n)]
k=1

where Gy corresponds to game Gy o and whereas G; is identical to game G ,,.
Now, we can bound the difference between each consecutive pair of games for every k € [n].

Lemma 4.3. For every k € [n], there exists a PPT adversary By against the sel-FH property of the single-
input scheme FE such that

IWinSe =1 (A, n) — Win§* (A, n)| < AdvigEE ()
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Proof. We build an adversary By, that simulates Go.x—148 to A when interacting with the underlying sel—FHgE
experiment.

In the beginning of the reduction, By, receives CS, {Qi¢}icin)ccor and {Qg,g}ie[n],leQL’ from A and
sets Q; := {{Qir}reqr,{Q] Jecqr }- If k € CS, the adversary By, directly outputs o « {0,1}. This is
due to the fact that the games Ggx—1 and Gg are identical in this case, which results in an advantage
equal to 0 and Lemma 4.3 trivially holds. If k ¢ CS, By, generates msk; < Setup®(1*) for all i € [n] \ {k},
samples K; ; = K, ; < {0, 1}* for all i < j € [n], and sets sk; := (msk;, K;), with K; = {Ki,j}jem)\ iy for all

€ [\ {k}. | | |

To answer the left-or-right queries, By computes the ciphertexts ctJ + Enc®(msk;, (xj-’l,f)) for all

(27 20" € Qiv, £ € QL with i < k and i € HS and ct! e Enc® (msk;, (270, €)) for all (220, 27") € Q. L €

QL withi > kor¢ € CS. To compute Ctk,z + Enc® (mskk, mk ,f) Bj, submits the set {((xk ,0), (wi’l, 0))}eeQr jel|Qs.e]

xy

as its own left-or-right queries to the experiment. It receives {ctk 1} eeQL.je[|Q.,|] @S an answer to its queries.
The adversary By behaves similar to answer the encryption oracle queries. If ¢ = k, B, submits the left-or-
right query ((z7, /), (mk,ﬂ)) for all ;€ Q). , for all £ € QL' to its own left-or-right oracle and receives ct, as

an answer. For i < k and i € HS, By, uses its master secret key msk; and computes ct;{z « Enc(msk;, (27, ))
for all xf € Q;,Z for all £ € QL' and for i > k and ¢ € CS, By uses its master secret key msk; and computes
ct/i{e « Enc(msk;, (27, €)) for all 27 € Q; forall £ € QL. .

As an answer to the queries asked by A in the beginning of the game, By, sends ({sk; }iccs, {ctg’f}ie[n],EGQLJ-QHQMH,
{Ctgj,e}ie[nMEQL/JE[IQ;,le) to A.

Whenever the adversary A asks a key generation query QKeyG({f"}icn)), Br. generates tgc’ .= Gen(K;, 1, f, 0)
forall i € [k]\CS, ¢ € QL and computes y{ := fi(x]%)+t} , for all (x1°,27") € Qi £ € QL with i € [K]\CS.
Additionally, Bk generates t“ := Gen(K;, 4, f,¢) for all i € [k] \ CS, £ € QL' and computes y:jéf = f’(xf) +

tio+riforallal € Q) ,, ¢ € QL' with i € [k]\ CS. By, sets Y; := {{yg;g Yecar jellonels {ygéf Yeeor jeliqr i}

for all ¢ € [k] \ CS and computes skpi |, KeyGenSi(mskhfiQth) for the slots i < k with ¢ € HS
and skf&v ;e KeyGenSi(msk%f,ii’f) for i > k or i € CS. To generate sk, By queries its own key gen-
eration oracle QKeyG on (f¢, ;5 f§, y,); this query fulfills the functional restriction, ie. it holds that
f’KCk f(xio, l) = ka Ya (xk ,0) for all (xk ,*) € Qg for all £ € QL. By receives skyr as an answer, sets
sky = {Skf1 v, }16% 1n\es Y {Skfk} U {Skf7 }16({k+1 .,nIuCs) and sends sk to A.

This covers the simulation of the game GO k—1+g- Finally, By outputs the same bit 8’ returned by .A. Thus,
we obtain the lemma. O

The proof of the lemma follows by noticing that the adversary B” in the lemma statement can be obtained
by picking k € [n] and running By. O

Lemma 4.4 (Transition from G; to Gy). For any PPT adversary A, there exists a PPT adversary B"
such that
IWinG (A, n) = WinG (A, n)| < (h — 1) - Advpg g (A1)

where h < n denotes the number of honest users.

Proof. This proof works mainly as described in [ABG19].

For all the honest positions i, j € HS, we can replace the PRF PRF with a random function RF. This is
due to the fact that the keys K; ; (with ¢,j € HS) are totally hidden from the adversary A. We can show
that it is sufficient for the transition of game Gy to G; to rely on the security of the PRF in A — 1 chosen
slots. In more detail, we write the ordered set HS := {i1,...,ip}, with 43 < iy < -+ < ip. For all keys of the
form K;, ; with j € HS \ {i1} we rely on the security of the PRF.

The adversary B” works as follows. After receiving CS and the challenge messages {Qi ¢ }ic[n),ccor and

{Q tiem) eeqry from A, it samples msk; Setup™(1*) for all i € [n] and sets msk := {msk; };c[,). In the

24



next step, B’ samples K; ; = K; ; < {0, 1}*, for all i € [n] \ {i1} and j > i. The secret keys for the corrupted
positions i € CS are defined as sk; := (msk;, K;) with K; = {K; ;j}jep\(i}- After B has set the secret keys
for the corrupted positions, it sends them to A. B’ answers the queries to QLeftRight(i,xg’O,mg’l,f) and
QEnc(i, z, ¢) using msk; for all i € [n].

The generation of the masking values t? , for the honest position, used in the key generation, depends on
the queried slot. For the first honest slot 41, B’ computes

h
the= Y (=1V<"PRFx, (f,0)+ Y RF(f,0) .
Jjecs s=2
For all the other honest slots, B’ computes
;‘,E = Z (71)j<ZSPRFK7tS,j (f7£) +ZRF9(f7£) )
JE€\{is i1} 5=2

and uses it to answer the key generation queries asked to QKeyG.

In this experiment, the adversary B” is interacting with h — 1 instances of the INDZRF()\, B") experiment.
With many instances we mean that the adversary is querying many different experiments but in all of these
experiments the reply is either the random function evaluation or the pseudorandom functions evaluation.
It can be shown via a simple hybrid argument that the many instances experiment follows from a single
instance experiment. O

Lemma 4.5 (Transition from Gy to G3). For any adversary A it holds that
IWin% (A, n) — Win% (\,n)| =0 .

Proof. We build a PPT adversary 5" that simulates Ga4 5 to A, when interacting with (|HS|—1)-|QL]| - |Qy]
instances of the one-time pad in the CON-PERF-INDg experiment, as proven in Lemma 3.5. With many-
instances we mean that encryption oracle of the one-time pad can be queried several times, but always the
same position (left or right) is encrypted. In more detail, a new key tlﬂ is chosen for every position i € HS
but one, for every label £ € QL and for every function f € Q.

In the beginning of the reduction, B receives CS, {Qir}icin)ceqr and {Q] s }iein) reqrs from A and
sets Q; = {{Qir}reqr,{Q} }reqr}. Then B" generates msk; < Setup®(1*) for all i € [n], samples
Ki; =K;; < {0, 1}* for all i < j € [n], with i € CS and sets sk; := (msk;, K;) with K; := {Kij}iemp iy for
i1 €CS.

To answer the left-or-right queries, B"’ proceeds differently corresponding to the queried position i. For
all (7, 27"y € Qi for all £ € QL, B" computes the ciphertexts ct] , < Enc®(mski, (z7',0)) if i € HS and
it computes the ciphertext ctié < Enc®(msk;, (w{’o, ?)) for i € CS.

To answer the encryption oracle queries a7 € Q;, for all £ € QL', B" uses its master secret key msk; to
compute ct??, « Enc(msk;, (z,£)) for all i € [n].

As an answer to the queries asked by A in the beginning of the game, B” sends ({sk; }iccs, {Ctg,g}ie[n},éeQL,je[|Q,~,g|]a

{ct e ecqr jerar,n) to A.

Whenever the adversary A asks a key generation query QKeyG({f*}icn), B” queries the underlying one-
time pad for all the honest slots except one, i.e. for all i € %S\ {k}. In more detail, B queries the underlying
one-time pad with (f(z2%), fi(z]")) for all i € HS\ {k}, all («7°,20") € Qi ¢ and all £ € QL. B" also queries
the underlying one-time pad with (fz(xf), fz(xi)) for all i € HS\ {k}, all xf € Q;and all £ € QL. To prove
that this query made by B’ is valid, in the sense of the CON-PERF-IND3 game, we need to show that for
all i € HS\ {k}, all (2%, 27") € Qip and all £ € QL it holds that fi(z;"') — fi(z;°) = fi(al") — fi(2)?).
This follows immediately from the fact that a left-or-right query needs to be asked in every position and
the fact that f(z?°,...,220) = f(«)', ... 25" for all i € [n], all (27°,27") € Q;, and all £ € QL, which
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is equivalent to Zie[n] fia??) = Yicin fi(z?") in the case of separable functions. In more detail, we
consider the case in which a left-or-right query has been asked in every position at least once and another
left-or-right query, (zl ,x?;l), is made for the slot ¢*. For the function evaluation of this query, it must
hOld that Zze[n]\{z*} f ( ;70) + fl* (:Eilo) = Z’LE[TL]\{’L }f ( 1 1) + f’L ( :k ), Wthh I“eSultS in fi* (lel) -
@) = Dici\(i} fi(zl?) —Zie[n]\{z }fi( 1), since this holds for all j € [|Q;.¢|] it directly follows that
Fo@h) = 7@l = 7 (@l = £ (@20) for all (222, 272') € Qiv 4 for all £ € QL. After showing that the
condition of the CON-PERF-IND4 game is fulfilled, we show that B perfectly simulates the key generation.
After B" received the replies yj’fl of its queries (f(z2°), fi(z?")) for all i € HS\ {k}, all («2°,27") € Qi v
and all ¢ € QL, it computes e” = f(l°, ... 2i0) = f(:zzjll,.. zht) for all j € HQMH and sets y]f

efz (Zze[n]\{k} yz Vi ) for all j € [|Qiel]. B sets Y; := {{ylz }EEQLJE [1Qiel]> {yz s }ZGQL’ JelQ; ZH} In the
final step, B” generates skfl = KeyGen(msk;, fQ y,) for all i € HS and Skfz — KeyGen(mskZ, fi) for all

i € CS, sets sky := {skfl }167{5 U {Skfz tiecs and sends sk to A.

This shows the perfect snnulatlon of Ga4p. Finally, B” outputs the same bit 5’ returned by A. Thus, we
obtain the lemma. O

4.2 Adaptive Security

To prove the adaptive security of our construction, we face two main problems that do not occur in the case of
selective security: First, we do not know all the honest slots in advance and therefore cannot directly replace
the honest pseudorandom function evaluations with random function evaluations. The second problem is that
we cannot encode all the function evaluations inside the functional keys since we do not know all the message
queries in advance.

We overcome the first problem using a proof technique borrowed from [ABG19]. We define an explicitly
honest slots (as in [ABG19]) as slots Where the first left-or-right oracle query to a specific label £* happens for
different messages x? and z}, i.e. x ;é x . Notice that if a slot ¢ is disclosed as explicitly honest it cannot
be corrupted afterwardb anymore and we can replace the pseudorandomness in this slot with real randomness
(i-e. by relying on the security of the PRF). To know which slots are going to be explicitly honest, we will
guess, at a very high level, the number of corrupted slots and the index of the first and the last slots that
will be corrupted. This results only in a polynomial loss in the reduction instead of an exponential loss. To
solve the second issue, we make use of the L slot in the different encryptions. In more detail, we create a list
that contains all the functions that have already been queried to the key generation oracle and whenever
the adversary queries the left-or-right oracle or the encryption oracle on a new challenge, we place all the
function evaluations for every previous queried functions inside the L position of the ciphertext. Combining
this with the approach from the selective security proof, we ensure that the function evaluation happens
correctly no matter if the encryption or left-or-right oracle query happened before or after a functional key
query. Since the ciphertext also contains function evaluations, we need to replace them together with function
evaluations contained inside the functional key. This happens with the same information theoretic argument
as in the selective security case extended to the ciphertexts. The formal proof is described below.

Theorem 4.6 (¢-message-and-key ad-pos™-IND-security of MCFE). Let FE = (Setup®, KeyGen®', Enc®,
Dec®) be a q-message-and-key bounded ad-FH-secure single-input functional encryption scheme for the func-
tionality class F;*, and PRF an IND secure pseudorandom function, then the MCFE scheme [MCFE
described in Fig. 9 is a q-message-and-key bounded ad-post-IND-secure functional encryption scheme for
the functionality class F2*. Namely, for any PPT adversary A, there exists PPT adversaries B and B' such
that:

Advpycbe® A'IND(A) < An(n + 1)genc - AdVEEET (M) + 2(n + 1)n(n — 1)%ggnc - Advprp s (A)

where qenc denotes the number of distinct labels queried to QLeftRight.
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Proof. Due to Lemma 2.6, we can assume that the adversary 4 only queries QLeftRight on one label £*, that
is not queried to QEnc it is sufficient to show that:

Advicbes INPLIabel () < (4 1) - AdVEEER() 20+ Dn(n — 1)% - AdVERR 5/ (M),

The arguments used for the generation of the values t}’ ¢ is based on the proof in [ABG19] and we recap those
parts here adapted to our construction. _

We denote by @Q; ¢ the encryption queries of the form (xf’o
key queries of the form (f?, f) made for every position i € [n].

For the case with only one explicitly honest position, we proceed in the same way as for the selective
security case, with a direct reduction to the underlying adaptive secure single input functional encryption
scheme.

As in Abdalla et al. [ABG19], we consider a slot i as explicitly honest if the first left-or-right oracle query
for the label ¢*, i.e. QLeftRight(7, x;’()? x%’l, £*), that has been made for this slot contains two challenges such
that " # 1", For the slots that are not explicitly honest, i.e. it holds for the first query that z"° =z, it
must hold that for all further queries j in this slot that fi(z7°) = f*(z}"") (a detailed reasoning why this
holds can be found in the proof of Lemma 4.11) and therefore the security of such a slot ¢ can be directly
reduced to the security of the underlying functional encryption scheme.

For the cases with more than one honest position, we use a hybrid argument with the games defined in
Fig. 14. This results in:

,mz’l,ﬁ) made for position ¢ and by Q; ¢ the

Advimebes NP (4 n) = [Win§ (A, ) — WinE (A, n)] .
We describe the different intermediate games in more detail:

Game G The game is the same as the ad-pos™-IND-1-labely game, but with the difference that the
number of explicitly honest slots is guessed in advance. This happens by choosing a uniformly random
k* < {0,...,n}. This guess is necessary since the honest slots are not known in advance as in the selective
case. The game behaves exactly as the ad-pos™-IND-1-labely game, except that it outputs 0 and ignores
A’s output in the case that the guess k* was incorrect. Since the guess is correct with probability %H,

we have
Winjo ()\’ T‘L) — (n " 1) . Winad—pos+—IND—1—1abe10 ()\7 T‘L)
Game Gj: We replace the encryptions of (:cf’o, L, ¢*) with the encryptions of (le, Z;, %) for all (mz’o, xfl) €

Qi and all i € [n] in the left-or-right oracle. The hardcoded values zf ’lf: € Z; are generated using
the values (fi, f) € Qi ¢, the queries (ch’o,xf’l) € Qi and by computing the masking values tjc’e*,
ie. 2 = fil®) + ty - We also replace the functional key sky := {sky: f}ie[n] (see Fig. 10b for
the function description) with sky := {sk: . bicin) (see Fig. 16 for the function description). The
hardcoded values yfg* € QY; are generated using the queries (xf’o, xfl) € Q;,¢~ and by computing the
masking values t})e*, ie. yf{: = fz(:czo) + tlﬂ*. The transition from G§ to G} is achieved using a hybrid
argument with sequence Gf ., for k € [n]. As already described in Fig. 14, it holds that G§ = G, and

T = G ,,- This results in

n
WinS (A, n) = Win§E (A m)] < 3 [Win5 " (A, n) — WinS* (A, )|
k=1

for any PPT adversary A. The transition from G§ ,_; to G, is justified by the function-hiding of FE.
Namely, in Lemma 4.8, we exhibit a PPT adversary By, for all k € [n] such that:

Win 5= (A, n) — WinS (A, )| < AdvEEER(3) .
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combining both of the statements and noticing that a PPT adversary By can be obtained by picking
i € [n] and running B}, we can justify the transition from G§ to G}. Namely, in Lemma 4.7, we exhibit a
PPT adversary By such that:

IWinSe (A, n) = Win§ (A, )] < n - AdvETEE (L)

Game G3: We change the distribution of the t; o values, for the case k* > 2. For these, the t; o+ vector gets
computed as usual, but a share of a perfect k* out of k* secret sharing is added. This game is similar to
the game G; from Fig. 11 for the proof of Theorem 4.1. Similarly to Lemma 4.4, we justify this transition
using the security of the PRF with the crucial difference that corruptions happen adaptive here. Therefore,
the reduction does not know the set of honest slot in advance. Since guessing the entire set of explicitly
honest slot would incur an exponential security loss, we gradually introduce the shares. Starting with 2
out of 2 perfect secret sharing, then 3 out of 3 until we reach the the k* out of k* secret sharing among all
the queried slots. This gradual introduction happens via a hybrid argument that is described in Fig. 17.
To go from one hybrid to another, we only require to guess a pair of slot (¢, j) (namely the first and the
last slot to be revealed) to use the security of the PRF on the key K; ;. Namely, in Lemma 4.9, we show
that there exists a PPT adversary B; such that:

Win§ (A, n) — Win% (A, n)| < n(n — 1) - AdvER 5, (A, n) .

Game Gj;: We change the generation of all the values y; {* €Y; and 2/ g* € Z;, which are computed using the
querles Qi o+ and Qi,r and the masklng Values tf o We change the generatlon from y]’g* = fi(z] 7,0 )+tf o

to yz e* = filalh) + f,z* and from zl é* = fia?®) + fZ* to z”f* = fi(z! )+tf ¢+ The transition from
G3 to Gj is justified by an information theoretlc argument and happens for all ¢ € [n]. In more detail, we
prove the transition by relying on the conditioned perfect security of several instances of the one-time
pad as shown in Lemma 3.5. Namely, in Lemma 4.11, we show that

Win%2 (A, n) — Win§ (A,n)| =0 ,

for all adversaries A.

Game Gj: We change the distribution of the #* % ¢+ values back to the PRF evaluations without additional
shares. As in G3 we do this gradually. The transition from G3 to G} is almost symmetric to the transition
from G7 to G3, Justlﬁed by the security of the PRF. Namely, it can be proven as in Lemma 4.9 that there
exists a PPT adversary Bs such that:

Win§ (A, n) — Win§ (A, n)| < n(n — 1) - AdvprPs, (A, n) .

We defer to the proof of Lemma 4.9 for further details. _ '

Game G%: We replace the encryptions of (27!, Z;, £*) with the encryptions of (2", L, ¢*) for all (2%, 27") €
Qi+ and all ¢ € [n] in the left-or-right oracle. We also replace the functlonal key sk := {Skf,iq roy. Yiein)
(see Fig. 10D for the function description) with sky := {sk: , }ien) (see Fig. 16 for the function description).
The transition from G} to G} is almost symmetric to the transition from G§ to G, justified by the
function-hiding of FE applied on every slot ¢ € [n]. Namely, it can be proven as in Lemma 4.7 that there
exists a PPT adversary Bs such that:

WinSi (A, n) = Win% (A, )] < n - AdvETEE (L)
We defer to the proof of Lemma 4.7 for further details.

Since G} is exactly as the game ad—pos“‘—IND—l—labelg/'CFE()\, n, A) except the guess k* < {0,...,n}, we
have

Wmig ()\7 n) — . Winad—pos+-IND-1—labell ()\7 n)

1
(n+1)
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Putting everything together, we obtain the theorem.
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- justification/
Game ct] . sk
’ remark
G} Enc (msk;, (20, L, £%)) KeyGenSi(mski,f&i’f)
Ifi<k Ifi <k
Add (2]°,2]") to Qi e Add (f?, f)tlef
For all (i, f) € Qi ¢ For all (z Z’ Ly 1) e Qi o
t} e = Gen(Kzaiva ) tf ‘ = Gen(Kz,z,f,E*)
= @)+t L = .
. 1 e f ‘ yl Z I 0+ f o Function-Hiding
Go.k Z; = {Zi,z* }(fi,‘)EQi,f Vi = {Qi,Z*v{yi,Z* }jEHQi,Z*H} of FE
Enc®(msk;, (|20, Zi |, ¢*)), |Ifi<k:
for i < k KeyGen® (mski, f¢  oy,)
Enc® (msk;,, (27, L, *)), If i > k:
for i > k: KeyGen® (msk;, fk,,f)
Add (1, 2]") to Q- Add (f7, f) to sz
For all (f%, f) € Qi ¢ For all (7, 27") € Qi -
tgfg* = Gen(Kzaiafae*) tf@* = Gen(Kl,z,f,E*)
G,{ zé* = f ( ) f@* yz [* = f ( ) f[* G){ = Gan
Zi = {Zi,é* }(fi")eQi,f Vi = {Qi,@*v{yi,l }JGHQLZ"H}
Enc®(msk;, (27", Z; |, £%)) KeyGen® (msk;, feir.09,)
Add (2%, 27" to Q- Add (£, f) to Qi s
For all (f%, f) € Q; ¢ For all (z fo, x] 1 e Qi er
t;t = Gen% 0> (K’Lv i, f7 E*) tj“,[* = Genkﬁz* (K“ 1, f7 g*) PRF
Gy — fi Jf . pif,.050 i
Le | 20 = fi(@]°) + 1%, i = I ):'itf,e* (see Fig. 17)
Z; = {Zi,é* HrieQi s QVi = A{Qie+, {¥l7- Yienqu o}
Enc® (msk;, (z] L7 0%)) KeyGenSi(mski,ff(ﬂnyyi)
Add(L 5 Z)tOQzZ* Add(flf)tOQif
For all (f%, f) € Qir For all (= l’ L] ) € Qi
tic o= Gen’e’*(Ki,Lf, ) tzf o= Geng*(Ki,z, 1,0
G§ 7,6* : f ( ) f@* yzé* =T ( ) ff* GE:GT”
Zy = {Z‘i,w Yriea s Vi i=A{Qie, (v Vet o}
Enc®(msk;, (2", Z;, 1)) KeyGen® (msk;, f&i,f’Qyi)

Fig. 14a: Description of the games G§ to G for the proof of adaptive security. The procedures Gen and Geny.
are defined in Fig. 15 and Gengl* is defined in Fig. 17. All of the procedure specify the generation of the tags.
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. stificati
Game ct] . sk Justification/
’ remark
Add (27°,27") to Qur A (,1) 0 Qs
For all (f%, f) € Qi ¢ For all (z7°, 2)") € Qi -
tﬁc o = Geny. (Ky, i, f, %) th g = Geng. (Ki, i, f, 0)
G3 20 z* = fia?) + £ g yfgf* = fia?h) + th g inf. theoretic
,L = {Zz 0x } (fi,)€Qu. 5 be = {Qi,f*a {yi{* }je[‘Qi,é*”}
Encsi(mski,( P75, 0%) KeyGen® (mski, fi ;. oy,)
Add (27, 22") to Qi Add (f*, f) to Qi y
For all (f, f) € Qis For all (2%, 27") € Qi -
tjc = Gen:; ko (Kis i, f,07) t? o = Geng ko (Kisd, f,€5) PRF
* 7 7
G5k “i, 4* = f ( ) fl* yl 4* = ( ) f»f* (see Fig. 17)
Zi = {0 Y vean, QV; = {Qiee W Yietqu o1}
EncSi(mski, (x{’l, Zi, 0)) KeyGenSi(mski7 fli,;,f,gyi)
Add (27°,20") to Q- Add (f7, f) to QZ f
For all (f%, f) € Qi For all( Z’ L )GQM*
t'Zf ox = Gen(Ki,i f, 6*) fﬁ* = Gen(K“'L f, g*)
G} ”,* = fz( 1y 4 £ 4 yz e* = fi(z?) + . Gy =G},
Zi == e Vi = A{Qie o Vet )
Enc®(msk,, (2", Z;, 1)) KeyGen® (msk;, fi. r.0v,)
Ifi>k Ifi>k
Add (1, 27") to Qi Add (f, f) to Ql f
For all (f%, f) € Qi s For all (z7°, 27") € Qi 4
t’J} g* = Gen(Kz,i,f,K*) tf,f* = Gen(K;, 4, f, 0*)
i Gt pi( 0l i
. = x e 1= )+
. M )+ s Yt s )]f pt Function-Hiding
G4-k 2 = {Zi,e* }(fi:')eQi,f le = {Qi7e*7 {yi,yé }je[‘Qi,Z*H} Of FE
Enc (msk;, (22, L], £)), Ifi < k:
for i <k KeyGen® (msk;, fi..p)
Enc® (msk,, (7', Z;, %)), If i > k:
for i > k KeyGen® (msk;, f .oy.)
G Enc®(msk;, («71,] L] £%)) KeyGen® (msk;, fi, ¢) Gt =G},

Fig. 14b: Description of the games G% to GZ for the proof of adaptive security. The procedures Gen and Genj.

are defined in Fig. 15 and Gen;{_k’@* is defined in Fig. 17. All of the procedure specify the generation of the
tags.
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Gen(KZ—,i,f,ﬁ) GenZ*<Ki7i7f7€)

Parse K; := {Ki j }jem\ (i} Parse K; := {Ki j}jem\ (i}
th o= 3 (—1ISIPRF, | (f,0) |t 7= 205 (—1) ='PRF (f,0)
Return t;} ; We denote by {i1,...,i.} the set of explicitly

honest slots in the order they are revealed.
If i € {i1,...,4x} and £ = £*, then:
o If i =iy
tj”,l = Zj;ﬁi*(_l)j<iPRFKi,j (fv 8)
2o uf s
o If i =i, for s € {2,...,k*}
th 0 =202 (=1)/<'PRFk, (. 0)

S
—UY o

Return t;}’ ‘

Fig. 15: Generation of the tags in the adaptive security case.

frig,f,gyi(ﬂﬁa Zib)
Parse Qi == {Qie, (¥l Yieta,}
If¢ =0 and z = le with (-, 27") € Q.4+
Parse Z; := {Zg:g:}(fi,-)eczi,f
If yfgf* is defined
Return yfzf*
Return szf:
Else
tz},e = Zj;éi(_l)j<iPRFKi,j(f5 0)
Return f*(z) + 1},

Fig. 16: Description of the function that is used in the reduction for the adaptive security.
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Gy, for ke {0,...,n}:
k¥ {0,...,n}, for all s € {2,...,k*} and all
possible number ¢ of functions f'°, sample U} pe < I

({Ski}ie[n]a mSk) A Setupl(1A7 TL)
a<_AQCor(~),QKeyG(~),QEnc(~,~,~),QLeftRight(~,-,~,~)(1/\)

Output « if Condition (*) is satisfied AND the guesses k* is correct, or

0 otherwise.

Geny, . (Ki, i, f, 0):

Parse K; := {K; j}jem\ (i}

U},Z = Zj#(fl)jQPRFKm(f, 0).

We denote by {i1,...,i.} the set of explicitly honest slots in the order they are

revealed (i1 is the first honest slot, io the second, ...), and we set 6 := min(x*, k).
If # > 2 and ¢ = £* then do the following;:

—If i =41, then t;}}z = U},Z + Zzzg uf g

—Ifi =i, for s € {2,...,0}, then t;}j = U;’f,z = UF

~Ifi=is forse{0+1,...,k*}, then tlﬂ = vh

—If i =i, for s > k*, that means k > k*, the guess was incorrect.

Ends the game and outputs 0.

Else, then t} , := v} ,.

Return t? ¢

Fig. 17: Games for the proof of Lemma 4.9. The guess k* is correct if it equals the size of the set of explicitly
honest slots.

Lemma 4.7 (Transition from G§ to GY). For any PPT adversary A, there exists a PPT adversary BB’
such that X N
WinSi (A, ) — Win§ (A, n)| < n- Advie 5 ())

Proof. To prove that G} is indistinguishable from Gf we need to apply a hybrid argument over the n slots,
using the function-hiding of the single-input functional encryption scheme.
Using the definition of the games in Fig. 14 and the triangular inequality, we can see that

Win% (A, n) = Win§ (A n)] < 37 WinS 5 (A, n) — WinS+ (A, m)]
k=1

where Gj corresponds to game Gfj, and where Gy is identical to game Gj ,,.
Now, we can bound the difference between each consecutive pair of games for every k € [n].

Lemma 4.8. For every k € [n], there exists a PPT adversary By, against the ad-FH property of the single-
input scheme FE such that

IWin =1 (A, m) — WinS# (A, )| < AdvEER())

10 1t is also possible to sample the shares for the different f’s whenever a new f is queried to the generation procedure.
For a better presentation, we sample them here at the beginning of the game.
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Proof. We build an adversary By that simulates Gj ;. 5 to A when interacting with the underlying ad—FHgE
experiment.

We denote by EHS the set of explicitly honest slots and by RS the set of remaining slots. Before answering
any oracle queries, the adversary By initializes the lists @Q; ¢+ for all ¢ € [n] and the list @Q; ; for all i € [n].
Afterwards, By, generates msk; < Setup™(1*) for all i € [n] \ {k}, samples K, ; = K ; + {0,1}* for all
i € [n],i < j and sets sk; := (msk;, K;) with K; = {K; j}jcm)\ 1i}-

For every corruption query QCor(¢) with i # k, By, sends sk; to A. If a corruption query is asked for k,
the adversary By, directly outputs « < {0,1}. This is due to the fact that the games G} ,_, and G, are
identical in this case, which results in an advantage equal to 0 and Lemma 4.8 trivially holds. The same
happens in the case that k is not an explicitly honest slot. _ _

Whenever A asks a left-or-right query (i, 2%, 2", £%), By, adds (2%, 27") to the list Q; ¢« and computes

f o = Gen(K;, 14, f,0*). To generate the final ciphertext B proceeds different corresponding to the different

posmons i. For i < k and i € EHS, By, computes 27}, = fi(z] ) fe* for all (f¢, f) € Qi,f, sets Z; :=
{Zi,e* }ri)eq.,, and computes Cti’g* « Enc(sk;, (7 1, Zi,ﬁ*)) For i = k, By, computes zl e* = fR(ay 20y 4 ”*
for all (f*, f) € Qx.y, sets Zj = {Zl‘?;’éf;&l}(‘fﬁ"l)eQiy.f and submits ((xk , L, 0%), (:ck , Zi, £*)) to its own left-or-
right oracle and receives the ciphertext ct;, ,. < Enc™(mskg, (x2P,Z8 %)) (with Z° = 1, Z' = Z},) as an
answer. For ¢ > k and i € RS, By, computes ctg,é* — Enc®(sk, (x f ' L,¢%)). Finally By sends ctgjé* as a reply
to A.

To answer an encryption query (i,z],¢) asked by A, the adversary By, proceeds different corresponding
to the different positions i. For i # k, By computes ct;fz « Enc®(ski, (z],L,¢)). For i = k, Bj submits
((:vfg, 1,0), (xfﬂ, 1,¢)) to its own left-or-right oracle and receives the ciphertext Ct;ie + Enc® (msky, (aci, 1,¢))

as an answer.
Whenever the adversary A asks a key generation query QKeyG({f*}icpn)), Br adds (f7, f) to the list Q; .

For all the left- or—rlght oracle querles (270, 22") € Q.4+, By generates th g = Gen(Ky, i, f, ) forall i € [K]\RS

and computes y?’ Z* = fi(x)°) + t' o for all j € [|QF]]. By sets QY; := {Qi - {yf”{:}je[@z”} and computes
Skféyi + KeyGen® (msk;, fPi(i,f,Qyi) for the slots i < k with ¢ € EHS and Skff@-,f + KeyGen® (msk;, f&i,f) for

i >k ori € RS. To generate sk, By queries its own key generation oracle QKeyG on (f’gk,ﬂ fllzk,f,ka)’

this query fulfills the functional restriction, ie. it holds that f§ (x}°,¢*) = f§ oy (21°,0*) for all
(xio, -) € Qg+~ as well as all the encryption queries under different labels than ¢*. By receives sk« as an
answer, sets sky 1= {skféy/ Vie—1\rs U {sk sk} U {skfé‘)f Yie({k+1,....njurs) and sends sky to A.

This covers the simulation of the game Gf , ;. g Finally, B, outputs the same bit 3’ returned by A. Thus,
we obtain the lemma. O

The proof of the lemma follows by noticing that the adversary B’ in the lemma statement can be obtained by
picking k € [n] and running B. |

Lemma 4.9 (Transition from G} to G%). For any PPT adversary A, there exists a PPT adversary 1B
such that . .
Win$ (A, n) = Win§E (A, n)| < n(n — 1) - AdvERe 5 (A) -

Proof. To prove that G is indistinguishable from G} we need to apply a hybrid argument over the explicitly
honest users by relying on the security of the PRF.
Using the definition of the games in Figs. 14 and 17 and the triangular inequality, we can see that

n
. * ) * ) G* ) *
|W|nf;41 (\,n)— Wlni‘2 (\n)| < Z [Win ,“** (A, n) — Wlnjl"“(/\,n)| ,
k=2
where G corresponds to game Gi , (and G ;) and whereas G3 is identical to game G} ,,. Since GT ; = G} 4,
we do not need to analyze the transition between these two games.
Now, we can bound the difference between each consecutive pair of games for every k € {2,...,n}.
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Lemma 4.10. For every k € {2,...,n}, there exists a PPT adversary B), against the IND property of PRF
such that N
WinS5=1 (A, ) — WinSik (A, n)| < n(n — 1) - Advire s (V)

Proof. This proof works mainly as described in [ABG19].
We build an adversary Bj that simulates G} ;,_,, 5 for k € {2,...,n} to A when interacting with the

underlying INDZRF experiment.
If k* < 2, the games G} ;,_; and G, are the same. Therefore, we only consider the case where k* > 2.
The adversary Bj, starts by guessing the first and k’th honest slots i* and j*, by sampling random
i*,j* < [n], with ¢* < j*. Whenever A asks a left-or-right or key generation query, B}, generates the value
t? o+ if required, as described in Fig. 17 for every explicitly honest slot in the order they are revealed. Since
Bj, guessed the first and k’th explicitly honest slot, it knows how to answer the queries for every explicitly
honest slot that is revealed in between. If it turns out that the guess of B), is incorrect, the simulation ends
and returns 0. If the guess turns out to be correct, we can rely on the indistinguishability of the PRF on the
key K;« j» and a random function evaluation RF(f,£*). Then we argue that RF(f, £*) is identically distributed
to RF(f, %) + u% o and therefore, since the former distribution corresponds to G} ,_; and the latter game
G 4, the computational indistinguishability between G} ;, and G7 ,_; follows. We analyze the advantage
of this transition in more detail. The guessing of the two honest slots happens with probability

which results in a security loss of ”("271), ie.

2
! n(n—1)°
= CWinSEET (A n) — WinSi (A, n)| < Advire s (V) &

Win 51 (A, n) — WinS (A, )| < 21 . Ady Vo5, (A). Finally, we switch RF(f, £*) back to PRFi.. . (f,*)
using the security of the PRF on the key K;« ;« a second time. This results in the advantage described in the
lemma.

For every corruption query QCor(2), Bj, just returns sk;. O
O

Lemma 4.11 (Transition from G} to G}). For any adversary A it holds that
WinS2 (A, n) — WinS (A, n)| =0 .

Proof. We build a PPT adversary B" that simulates G5, 5 to A, when interacting with (|EHS| — 1) - [Qy|
instances of the one-time pad in the CON-PERF-INDg experiment, as proven in Lemma 3.5. With many-
instances we mean that encryption oracle of the one-time pad can be queried several times, but always the
same position (left or right) is encrypted. In more detail, a new key t}ﬁ is chosen for every position i € [n]
and for every function f € Q.

We denote by EHS the set of explicitly honest slots and by RS the set of remaining slots. Before answering
any oracle queries, the adversary B” initializes the lists Q; ¢« for all ¢ € [n] and the list Q; ; for all ¢ € [n].
Afterwards, B generates msk; < Setup® (1*) for all i € [n], samples K; ; = K;; < {0, 1} for all i € [n],i < j
and sets sk; := (msk;, K;) with K; == {K; ;} e\ iy for all i € [n].

For every corruption query QCor(i) asked by A, B" sends sk; to A.

Whenever the adversary A asks a key generation query QKeyG({f'}icjn)), B adds (f%, f) to Qi .
Afterwards, B" queries the underlying one-time pad for the explicitly honest slots i € EHS unequal to the

#*’th explicitly honest slot. In more detail, B” queries the underlying one-time pad with (f(z7°), f(z?"))
for all (] 30 29 1) € Qi ¢+. To prove that this query made by B is valid, in the sense of the CON-PERF- INDB
game, we need to show that for all (z zo’ 31) € Qi+ it holds that fi(x 211) fi(xr T; 0y = fi(a? x Y — fi(a? xl 0.
This follows unmedlately from the fact that a left-or-right query needs to be asked in every position,

and the fact that f(xy ,..._,x{;o) = f(x1 s xkt) for all (x jo,xg’l) € Q, ¢, which is equivalent to
Zie[n] fi(xd ) = Zie[n] i g,o) in the case of separable functions. In more detail, we consider the case i{rl Which
a left-or-right query has been asked in every position at least once and another left-or-right query, (:z:f;o, a:Z;l),

is made for the slot ¢*. For the function evaluation of this query, it must hold that > e iy Filel?) +
FU@EEY) = Cicpn ey L@l + £ (@), which results in 7 (a}') — 7 (220) = Yiepu iy F1@°0) -
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Zie[n‘]\{i*} fi(xlm),‘ since this holds for all j € [|Q}]] it directly follows that £ (z}:') — f7 (z;2°) = £ (a2') —
@0 for all (27°,27") € Qi+ After showing that the condition of the CON-PERF-INDs game is

K2 ) K3

fulfilled, we show that B”’ perfectly simulates the key generatlon After B received the replies yj f* of

its queries (f*(z2%), fi(al")) for all i € EHS\ {n*} and all (27°,27") € Q4+ and, if left-or-right oracle
querles have already been submitted for all of the k* explicitly honest slots under the label £*, it computes
e ge 1= f(m{o,...,zflo) = f(a)',... alt) for all j € [|QF|] and sets ymfe* = ef o — (Ciemn sy yi,@* +

Diel\{r+} Zi é*) for all j € [|QF]]. B sets QY; = {Qi,[*,{yi’p bie@:n}- In the final step, B generates
skflgy. +— KeyGen(mskZ,fKi’f,Qyi) for all i € EHS and skf&v L= KeyGen(mski,ff(i’f) for all i € RS, sets

sky = {Skféyi bicens U {Skf&iﬁf}ieﬁg and sends sky to A.

For every left-or-right query (i, x{’o, x{’l,f*) asked by A, B adds (xi ] 1) to the list Q; ¢-. To generate
the final ciphertexts B proceeds different corresponding to the different positions i. For the explicitly
honest slots ¢ € EHS unequal to the x*’th explicitly honest slot, B’ queries the underlying one-time pad.
In more detail, B queries the underlying one-time pad with (f(z7°), f*(z?'")) for all (f?,-) € Qi.;. These
queries are valid for the same reason as described in the key generation querles After B" received the
replies 2z z* " of its querles (Fi(a0), fi(zdh)), for all (f7,-) € Q. it sets Z; := {z)"] A }(f17 )eq..; and generates
ctm* <« Enc®(sky, (27 1. Z;,0%)) as a reply for A. For a left-or-right query for the n*’th expllcltly honest

slot, B"" computes e;{e* = f@l? . 20 = faPt, . adt) for all f € Qf and all (270, 27") € Qi

Z ? ’L

Then, B sets zi*f;* = elfj’g* - (Zie[n]\{m} yief* + Zie[n]\{n*} Zi:é* ) for all f+" € Qrx, . Afterwards, B sets

R* )

Zpr = {zi*f;* Hpet )eq,. , and generates ctf{*’e* — EncS(skyes, (a2}, Zv, £%)) and sends it as a reply to A.
For all the remaining slots i € RS, B’” computes ct! ,, < Enc®(sk;, (27, 1,£)) as a reply for A.
To answer an encryption query (i, x7, ¢) asked by A, the adversary By, computes ctgz + Enc® (sk;, (:cf, 1,0))

IR
and sends ct” ;¢ answer to A.

This shows the perfect simulation of G5, 5. Finally, B” outputs the same bit 3’ returned by A. Thus, we
obtain the lemma. O

5 Decentralized Multi-Client Functional Encryption

5.1 Definition

Here, we recap the definition of decentralized multi-client functional encryption (DMCFE) as introduced
in [CDG'18a].

Definition 5.1 (Decentralized Multi-Client Functional Encryption). Let F = {F\} be a family
(indexed by \) of sets Fx of functions f: Xx1 X -+ x Xrn — V. Let Labels = {0,1}" or {L} be a set of
labels. A decentralized multi-client functional encryption scheme (DMCFE) for the function family F and the
label set Labels is a tuple of siz algorithms DMCFE = (Setup, KeyGenShare, KeyGenComb, Enc, Dec):

Setup = (P1,...,Pn): Is an interactive protocol between n PPT algorithms Py,..., Py, s.t. for alli € [n] P;
on input 1* and interacting with P; for all j € [n] with i # j obtains the i-th secret key sk;.

KeyGenShare(sk;, f): Takes a secret key sk; from position i and a function f € Fx, and outputs a partial
functional key sk; ¢.

KeyGenComb(sky, 7, ...,sky r): Takes as input n partial functional decryption keys sk s, ..., sky, r and outputs
the functional key sky.

Enc(sk;, x;,¢) is defined as for MCFE in Definition 2.3.

Dec(sky,ctig, ..., Cty ) is defined as for MCFE in Definition 2.3.

' where )7 = 27" =0 for all i € RS
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A scheme DMCFE s correct, if for all \,n € N, {sk;};c},) are the output of Setup = (Py,...,Py) evecuted
between Pi,...,Pn, [ € Fa, £ € Labels, z; € X\;, when sk; ; < KeyGenShare(sk;, f) for i € [n], and
sk < KeyGenComb(sky ¢, ...,sky, ), we have

Pr [Dec(sky, Enc(sky, z1,9), ..., Enc(sky, zn,0)) = f(z1,...,2n)] =1 .

Definition 5.2 (Security of DMICFE). The xx-yy-IND security notion of DMCFE (xx € {sel,ad} with
yy € {pos™,any}) is similar to the notion of MCFE (Definition 2.4), except that the Setup is executed by
Pi,..., Py and the adversary A can corrupt a subset of them, namely P;,,...,P;, s.t. j; € CS. Moreover,
there is no msk and the key generation oracle is now defined as:

Key generation oracle QKeyG(f): Computes sk; s < KeyGenShare(sk;, f) for all i € [n] and outputs
{ski,fbiem)-

5.2 Construction

In this section, we describe the necessary modifications to turn the presented MCFE of Fig. 9 into a
decentralized MCFE scheme (DMCFE). In the decentralized setting, following Definition 5.1, the setup
algorithm Setup is an interactive protocol and the key generation algorithm KeyGen is separated into two
algorithms KeyGenShare and KeyGenComb. We decentralize the setup procedure by letting the parties execute
a multiparty computation protocol to generate the different PRF keys. In more detail, setup is executed
between a set of players Py, ..., Py, (i.e., P; is the i-th client of DMCFE scheme), where IT = (P,...,P,) is
a n-party MPC protocol [Yao86] that securely computes the function Fic that on input the indexes 1,...,n
outputs for each index i the keys {K; ;}jcinp\i)- st forall i < j € [n]: K; ; = Kj; « {0, 1}*. In the setup
phase P; executes the player P; of IT to obtain the PRF keys. The KeyGenShare procedure simply executes the
key generation procedure of the single-input scheme for the function f,’( - The complete functional key sk
output by KeyGenComb contains of all the keys of the different single input instances, i.e. sk = {Skfi-.f Yiein]-

We formally describe the algorithms Setup, KeyGenShare and KeyGenComb of our DMCFE scheme iri'Fig. 18.
The Enc and Dec algorithms are defined as for the MCFE scheme (Fig. 9).

Setup™©(1*,n) : KeyGenShare™(sk;, f) :
For all i € [n], P; executes the following steps: | Parse sk; := (msk;, K;)
msk; < Setup® (1*) ski.r < KeyGen® (msk, fi. ),
Run P; of II to obtain PRF keys with f&f as defined in
for all j € [n],j > Fig. 10a | Fig. 10b
Ki; =K, <+ {0, 1}’\ Return sk; ¢
Ki == {Kij}jem it KeyGenComb™(sky 1, ..., sky, ) :
sk, := (msk, K;) sk := {ski, i)
Return sk; Return sk

Fig. 18: The description of the Setup, KeyGenShare and KeyGenComb procedure for the generic construction
of a g-message bounded sel-DMCFE and g-message-and-key bounded [ad-DMCFE | decentralized multi-client
functional encryption from single-input functional encryption. The encryption procedure Enc and decryption
procedure Dec are defined as in Fig. 9.

Following the approach of Section 4.2 we also obtain a decentralized MCFE scheme |[DMCFE that is
ad-IND secure with a bounded number of message-and-functional key queries.
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Correctness. The correctness of DMCFE follows from the correctness of FE, and the completeness of IT. We
note that Dec(sky, Ctie,. .., cty,¢) outputs the value 3=, f'(w:) + 4, = 3,y f'(2i), where the equality

follows from the fact that > th = 0. This shows the correctness of the construction.

i€[n]

Theorem 5.3 (sel-pos™-IND security). Let FE = (Setup®, KeyGen®, Enc®, Dec®) be a g-message bounded
sel-FH-secure single-input functional encryption scheme for the functionality class F7*°, PRF an IND secure
pseudorandom function, and II secure realizes function Fy, then DMCFE described in Fig. 18 is q-message
bounded sel-posT-IND-secure for the functionality class FSP.

Proof (Sketch). The security proof proceeds very similar to the one of Theorem 4.1, with the difference that
we consider an initial game G} where we switch to the simulator Sy of II in order to simulate P;,,...,P;,
s.t. j; € HS. The transition from G} to G; follows from the security of II.

O

Theorem 5.4 (ad-post-IND security). Let FE = (Setup®, KeyGen®, Enc®, Dec®) be a g-message-and-
key bounded ad-FH-secure single-input functional encryption scheme for the functionality class F;°", PRF
an IND secure pseudorandom function and Il secure realizes function Fi with security against adaptive
corruption, then the DMCEE  scheme described in Fig. 9 is a q-message-and-key bounded ad-FH-secure for
the functionality class F;P.

The security proof proceeds very similar to the one of Theorem 4.6 with the argument described above.
Moreover correctness of [ DMCEE follows from the same arguments as the correctness of DMCFE.

Finally, we note that the compiler of Section 2.3 can be slightly modified in order to obtain the decen-
tralized schemes DMCFE’ and [DMCFE’ , which are sel-any-IND and ad-any-IND secure. The algorithms
KeyGenShare’, KeyGenComb', Enc’, Dec’ work as described in Fig. 4, whereas the algorithm Setup’ is defined as

an interactive algorithm in order to preserve the decentralized nature of the schemes DMCFE’ and | DMCFE" .
We notice that the algorithm Setup’ as described in Fig. 4 can be easily decentralized using the same
decentralization techniques as for DMCFE and [DMCFE|. In particular, let IT = (P, ..., P,) be a n-party
MPC protocol [Yao86] that securely computes the function Fiey, which is defined as follows: On input a index

i, Fxey outputs the keys {k; j, ki j};ecn), where k; j, k; j < {0, 1}’\. Formally, Setup’ is defined as follows:

Setup’ = (P1,...,P,) :

sk; < Setup(1?), for all i € [n]

For all ¢ € [n]: P; executes the following steps:
Run P; of IT to obtain PRF keys for all j € [n] :
ki ; and k;,; < {0,1}*

ski = (ski, {kij kj,i}jem)

Return {sk;};c[n)

Fig. 19: Description of the setup procedure Setup’ for the security compiler defined in Fig. 4.

Theorem 5.5. Let DMCFE = (Setup, KeyGenShare, KeyGenComb, Enc, Dec) be an xx-post-IND-secure (key
and) message bounded DMCFE scheme for a family of functions F, SE = (GenSE, EncSE, DecSE) an IND-CPA
secure symmetric key encryption scheme, II secure realizes function Fiey (with security against adaptive
corruption), then the DMCFE scheme DMCFE' = (Setup’, KeyGenShare’, KeyGenComb', Enc’, Dec’) described
in Figs. 4 and 19 is (key and) message bounded xx-any-IND secure.

Proof (Sketch). The security proof proceeds very similar to the one of Theorem 4.1, but we consider an initial
(different) game G where we switch to the simulator Sy of IT in order to simulate P;,,...,P;, with j; € HS.
The transition from G§ to G follows immediately from the security of II. O
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6 Outsourceable Multi-Client Functional Encryption

6.1 Definition

In addition to the definition of (decentralized) multi-client functional encryption, we present another definition
called outsourceable multi-client functional encryption (OMCFE). The notion of OMCFE makes it possible to
outsource the decryption procedure of the n different ciphertexts to at most n different entities. This notion
is especially useful in the case of a very resource consuming decryption procedure. The different ciphertexts
ct; ¢ can be sent together with the corresponding partial functional key sk; y to the i-th entity. The partial
decryption procedure applied on ct; ¢ using sk; ; generates a decryption share s; ¢. Finally, the shares s; , for
every position ¢ € [n] can be used to reconstruct the final functional output f(z1,...,x,). We capture this
notion formally:

Definition 6.1 (Outsourceable Multi-Client Functional Encryption). Let F = {Fa}ren be a
collection of function families (indexed by X), where every f € Fy is a polynomial time function f: X1 X

- X Xan — Va. Let Labels = {0,1}" or {L} be a set of labels. A outsourceable multi-client functional
encryption scheme (OMCFE) for the function family Fy supporting n users, is a tuple of four algorithms
OMCFE = (Setup, KeyGen, Enc, PartDec, DecComb):

Setup(1*,n): Takes as input a unary representation of the security parameter X and the number of parties n,
and generates n secret keys {sk;}icn) and a master secret key msk.

KeyGen(msk, f): Takes as input the master secret key msk and a function f € Fy, and outputs n functional
keys ski ¢, ...skp, .

Enc(sk;, z;,€): Takes as input a secret key sk;, a message x; € Xx; to encrypt, a label £ € Labels, and outputs
a ciphertext ct; g.

PartDec(sk;, r, ct; ¢): Takes as input a functional key sk; y and a ciphertext ct; ; and outputs a decryption
share s; 0 € Vx.

DecComb({si,¢}icin)) Takes as input n decryption shares {s;¢}icn) under the same label £ and outputs a
value y € Y.

We require that the computational complexity of DecComb is independent from the computational complexity
of the function f, where f € Fy.

A scheme OMCFE is correct, if for all \,n € N, ({sk}ie[n], msk) <= Setup(1*,n), f € Fx, x; € Xy ;, when
{ski, s }ie[n) + KeyGen(msk, f), we have

Pr[DecComb(PartDec(sky, s, Enc(skq, z1,¢)), ..., PartDec(sky, f, Enc(sky, zn,£))) = f(21,...,2n)] =1 .

The security definition for this new notion is the same as for multi-client functional encryption (Defi-
nition 2.4). We remark that in [FT18] the authors describe a definition of distributed public key FE that
has a similar syntax as our definition of OMCFE. Our main goal is to provide a notion of MCFE with an
outsourceable decryption procedure, whereas Fan and Tang [FT18] try to construct a public-key functional
encryption scheme that achieves a notion of function-hiding. In particular, our definition does not require any
privacy w.r.t. the partial functional key.

Respectively, we can also define a decentralized version of OMCFE by decentralizing the key generation
procedure and the setup as in Definition 5.1. This adaption is straightforward and we omit it here.

6.2 Construction

In our OMCFE = (Setup, KeyGen, Enc, PartDec, DecComb) scheme the algorithms Setup, KeyGen, and Enc are
defined as for the MCFE scheme MCFE described in Fig. 9 and the algorithms PartDec and DecComb are
defined as follows:

We observe that DecComb satisfies the efficiency requirement stated in Definition 6.1 since it only consists
of a single addition of shares.
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PartDec(sk;, r, ct;¢) :

Return s; , = Dec® (sk; f, ct; )
DecComb({si,¢}icn)) :
Return Zie[n] Si e

Fig. 20: Description of PartDec and DecComb.

Correctness. The correctness of the OMCFE scheme follows from the correctness of FE. We note that the
values s;  correspond to f*(z;) + t})g for‘ i € [n], Which in turns implies that DecComb({s; ¢};c[n]) outputs
the valqe Zie[n] Si6 = Zie[n] @) + 5, = Zie[n] f'(x;), where the equality follows from the fact that
> ien) Uy,e = 0. This shows the correctness of the construction.

Theorem 6.2. Let FE = (Setup®, KeyGen®, Enc®, Dec®) be a g-message bounded sel-FH-secure single-input
functional encryption scheme for the functionality class F;°* and PRF an IND secure pseudorandom function,
then the OMCFE scheme described above is q-message bounded ad-pos™-IND-secure scheme for the functionality
class FoP.

We notice that the proof of Theorem 4.6 can be carried out in the same way for Theorem 6.2 with the
only difference that the decryption phase is composed of the algorithms PartDec and DecComb.

Following the approach of Section 4.2 we also obtain an outsourceable MCFE scheme [OMCFE  that is
ad-posT-IND-secure with a bounded number of message-and-key queries. In the adaptively secure scheme
OMCEE = (Setup, KeyGen, Enc, PartDec, DecComb) the algorithms Setup, KeyGen, Enc correspond to the ones

of the MCFE scheme |MCEE| as described in Fig. 9, whereas PartDec, DecComb are defined as described
in Fig. 20.

Theorem 6.3. Let FE = (Setup®, KeyGen®, Enc®, Dec®) be a g-message-and-key bounded ad-FH-secure single-
input functional encryption scheme for the functionality class Fi® and PRF an IND secure pseudorandom
function, then the (OMCFE  scheme described above is g-message-and-key bounded ad-posT-IND-secure scheme
for the functionality class F;P.

The proof proceeds with the same arguments as the proof of Theorem 6.2.
We remark that we achieve sel-pos™-IND and ad-pos™-IND security for the schemes OMCFE and [OMCFE
respectively.
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