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Abstrak 

Pengkomputeran awan adalah teknologi yang baru muncul. Masyarakat 
menggunakan teknologi ini pada kadar yang lebih pantas, kerana trafik rangkaian 
awan ini berkembang pada kadar yang sukar untuk dikendalikan. Alat pemantauan 
adalah aspek penting dalam pengkomputeran awan dan menjadi lebih menyerlah 
dengan penggunaan perkhidmatan awan. Rangkaian tindanan menyediakan laluan 
baru untuk menumpu rangkaian dan bekerja sebagai rangkaian maya bebas di atas 
rangkaian fizikal. Pada masa kini, teknologi rangkaian tindanan awan dalam 
infrastruktur awan mempunyai jurang kebolehlihatan, yang bermaksud pembekal 
awan dan pengguna terlepas isu prestasi utama untuk mengatasi masalah trafik 
rangkaian tindanan. Justeru, untuk memastikan pengawasan rangkaian dan 
mengenalpasti potensi masalah, alat pemantauan rangkaian diperlukan untuk 
mengesan dan melaporkan lebih mendalam bukan sahaja untuk melihat trafik yang 
tersembunyi tetapi juga menyediakan maklumat berkaitan teknologi rangkaian 
tindanan awan yang khusus sesuai dengan pusat data skala besar moden. Oleh itu, 
kajian ini mencadangkan mekanisme peningkatan Eksport Maklumat Aliran IP 
(IPFIX), mengikuti Kaedah Penyelidikan Reka Bentuk untuk pengawasan 
rangkaian tindanan awan dengan mengadopsi teknik berasaskan aliran yang 
fleksibel. Tambahan pula, penyelesaian yang disediakan dalam penyelidikan ini 
terdiri daripada pelbagai mekanisme: mekanisme penapisan paket yang lebih baik 
melalui teknik penapisan perbandingan sifat dan teknik penapisan hash-based. 
Mekanisme klasifikasi aliran berasaskan Virtual Extensible Local Area Network 
(VXLAN), menggunakan bentuk aliran 6-tupel dan bentuk aliran yang diterima 
pakai. Mekanisma templat mesej IPFIX yang terdiri daripada kumpulan ruangan 
merekod data dalam sistem pemproses aliran IPFIX. Penemuan menunjukkan 
bahawa pendekatan yang dicadangkan dapat menganalisa trafik rangkaian 
tindanan multi-tenant untuk mengenal pasti, menjejaki, menganalisis dan terus 
memantau prestasi perkhidmatan rangkaian tindanan awan. Selain itu, mekanisme 
yang dicadangkan adalah sumber yang cekap di mana gabungan Mesej 
VFMFM+6tuple+VXLAN menggunakan 4.63% kurang CPU, manakala 
gabungan Mesej VHFM+AFCM+AFCM menggunakan 11.45% kurang CPU 
daripada IPFIX Standard. Sumbangan kajian ini akan membantu pengendali 
rangkaian awan dan pengguna akhir untuk menyelesaikan masalah prestasi 
berasaskan rangkaian tindanan dengan cepat dan secara proaktif dengan 
kebolehlihatan secara akhir-ke-akhir dan wawasan yang boleh dilakukan. 

Kata kunci: Pengkomputeran awan, Rangkaian tindanan, Virtual Extensible 
Local Area Network, Pemantauan aliran paket. 
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Abstract 

Cloud computing is an emerging technology. People are adopting cloud at a faster 
rate, due to this cloud network traffic is increasing at a pace which is challenging 
to manage. Monitoring tool is an essential aspect of cloud computing and becomes 
more apparent with the acquired of cloud services. Overlay network provides new 
path to converge network and run as an independent virtual network on top of 
physical network. Currently, cloud overlay network technologies in cloud 
infrastructure have visibility gaps, which mean cloud provider and consumers miss 
out the major performance issues for troubleshooting of overlay network traffic. 
Hence, to keep a close watch on network and catch potential problems, a network 
monitoring tool required, to track and report more in-depth for not only see the 
hidden traffic but also presents the related information of cloud overlay network 
technologies specifically suited to the modern cloud-scale data center. Therefore, 
this study proposes an enhanced IP Flow Information Export (IPFIX) mechanism 
for cloud overlay network monitoring by adopting flexible flow based technique. 
Furthermore, the solution provided in this research consist of diverse mechanisms: 
enhanced packet filtering mechanisms using property match filtering technique 
and hash-based filtering technique. Virtual Extensible Local Area Network 
(VXLAN) based flow classification mechanisms using 6-tuple flow pattern and 
adoptable flow patterns. IPFIX message template mechanisms, which is comprise 
set of fields for data records within the IPFIX flow processing system. The 
findings demonstrate that the proposed mechanism can capture multi-tenant 
overlay network traffic to identify, track, analyze and continuously monitor the 
performance of cloud overlay network services. The proposed mechanisms are 
resource efficient where the combination of VFMFM+6tuple+VXLAN Message 
consume 4.63% less CPU, while the combination of VHFM+AFCM+AFCM 
Message consume 11.45% less CPU than Standard IPFIX. The contributions of 
this study would help cloud network operators and end-users to quickly and 
proactively resolve any overlay network based on performance issues with end-to-
end visibility and actionable insights. 

Keywords: Cloud computing, Overlay networks, Virtual Extensible Local Area 
Network, Packet flow monitoring 
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CHAPTER ONE  

OVERVIEW 

 

This chapter presents a brief introduction to the proposed research. This chapter 

also presents the general background information of cloud computing along with 

cloud monitoring and brief overview of cloud overlay networks. The chapter also 

outlines the problem statement and research questions, research motivation, 

research objectives, research scope and the significance of the research along with 

the expected contribution. Finally, the outline of the proposal is presented at the 

end. 

1.1 Background  

Cloud computing provide the various computing resources as a service. It is the 

current iteration of utility computing and returns to the model of resource sharing. 

The terms “cloud computing” and “cloud” have previously been contentious. 

According to National Institute of Standards and Technology (NIST)’s definition: 

“Cloud computing is a model for enabling ubiquitous, convenient, on-demand 

network access to a shared pool of configurable computing resources (e.g., 

networks, servers, storage, applications, and services) that can be rapidly 

provisioned and released with minimal management effort or service provider 

interaction” [1]. Cloud terminology has largely become standardized and has 

entered the academic lexicon. Today, cloud computing underpins a significant 



 

196 

 

REFERENCES 

[1] P. Mell and T. Grance, “The NIST Definition of Cloud Computing Recommendations 

of the National Institute of Standards and Technology,” Natl. Inst. Stand. Technol. Inf. 

Technol. Lab., vol. 145, p. 7, 2011. 

[2] K. Fatema, V. C. Emeakaroha, P. D. Healy, J. P. Morrison, and T. Lynn, “A survey 

of Cloud monitoring tools: Taxonomy, capabilities and objectives,” J. Parallel 

Distrib. Comput., vol. 74, no. 10, pp. 2918–2933, 2014. 

[3] G. Aceto, A. Botta, W. de Donato, and A. Pescapè, “Cloud monitoring: A survey,” 

Comput. Networks, vol. 57, no. 9, pp. 2093–2115, 2013. 

[4] D. C. Marinescu, Cloud Computing: Theory and Practice. Elsevier Inc., 2013. 

[5] S. Clayman, A. Galis, and L. Mamatas, “Monitoring virtual networks with Lattice,” 

Netw. Oper. Manag. Symp. Work. (NOMS Wksps), 2010 IEEE/IFIP, no. ii, pp. 239–

246, 2010. 

[6] J. S. Ward and A. Barker, “Varanus: In Situ Monitoring for Large Scale Cloud 

Systems,” 2013 IEEE 5th Int. Conf. Cloud Comput. Technol. Sci., vol. 2, pp. 341–344, 

2013. 

[7] M. M. Mamta Madan, “Cloud network management model -A novel approach to 

manage cloud traffic,” Int. J. Cloud Comput. Serv. Archit., vol. 4, no. October, pp. 9–

20, 2014. 

[8] S. Khurram, O. Ghazali, F. Shahzad, and A. S. Osman, “A Survey of Cloud 

Monitoring: High Level, Low Level, Underlay and Overlay,” in NETAPPS2015, 

2015, pp. 1–7. 

[9] V. Del Piccolo, A. Amamou, K. Haddadou, and G. Pujolle, “A Survey of Network 

Isolation Solutions for Multi-Tenant Data Centers,” IEEE Communications Surveys 

and Tutorials, vol. 18, no. 4. pp. 2787–2821, 2016. 



 

197 

 

[10] G. T. Lakshmanan, P. Keyser, A. Slominski, F. Curbera, and R. Khalaf, “A business 

centric end-to-end monitoring approach for service composites,” Proc. - 2010 IEEE 

7th Int. Conf. Serv. Comput. SCC 2010, pp. 409–416, 2010. 

[11] J. R. Vacca, Computer and information security handbook. Morgan Kaufmann 

Publishers, 2017. 

[12] E. F. Naranjo and G. D. Salazar Ch, “Underlay and overlay networks: The approach 

to solve addressing and segmentation problems in the new networking era: VXLAN 

encapsulation with Cisco and open source networks,” in IEEE 2nd Ecuador Technical 

Chapters Meeting, ETCM 2017, 2018, vol. 2017-Janua, pp. 1–6. 

[13] M. Mahalingam et al., “VXLAN: A Framework for Overlaying Virtualized Layer 2 

Networks over Layer 3 Networks,” no. October, pp. 1–23, 2014. 

[14] P. Garg and Y. Wang, “NVGRE: Network Virtualization Using Generic Routing 

Encapsulation,” no. 7637, 2015. 

[15] B. Davie and J. Gross, “A stateless transport tunneling protocol for network 

virtualization (STT),” Draft-Davie-Stt-06, pp. 1–21, 2012. 

[16] “Cisco Global Cloud Index: Forecast and Methodology, 2013–2018,” Cisco Press, 

2014. [Online]. Available: http://www.cisco.com/c/en/us/solutions/collateral/service-

provider/global-cloud-index-gci/Cloud_Index_White_Paper.pdf. 

[17] L. Santos, C. Rabadão, and R. Gonçalves, “Flow monitoring system for IoT 

networks,” in Advances in Intelligent Systems and Computing, 2019, vol. 931, pp. 

420–430. 

[18] A. Viratanapanu, A. Kamil, A. Hamid, Y. Kawahara, and T. Asami, “On demand fine 

grain resource monitoring system for server consolidation,” 2010 ITU-T 

Kaleidoscope: Beyond the Internet? - Innovations for Future Networks and Services. 

pp. 1–8, 2010. 

[19] G. Katsaros, R. Kübert, and G. Gallizo, “Building a service-oriented monitoring 

framework with REST and nagios,” Proc. - 2011 IEEE Int. Conf. Serv. Comput. SCC 



 

198 

 

2011, pp. 426–431, 2011. 

[20] S. Ferretti, V. Ghini, F. Panzieri, M. Pellegrini, and E. Turrini, “QoS-aware clouds,” 

Proc. - 2010 IEEE 3rd Int. Conf. Cloud Comput. CLOUD 2010, pp. 321–328, 2010. 

[21] J. Shao, H. Wei, Q. Wang, and H. Mei, “A runtime model based monitoring approach 

for cloud,” Proc. - 2010 IEEE 3rd Int. Conf. Cloud Comput. CLOUD 2010, pp. 313–

320, 2010. 

[22] D. Zissis and D. Lekkas, “Addressing cloud computing security issues,” Futur. Gener. 

Comput. Syst., vol. 28, no. 3, pp. 583–592, Mar. 2012. 

[23] J. Schad, J. Dittrich, and J.-A. Quiané-Ruiz, “Runtime measurements in the cloud: 

observing, analyzing, and reducing variance,” Proc. VLDB Endow., vol. 3, no. 1–2, 

pp. 460–471, 2010. 

[24] K. Alhamazani et al., “CLAMS: Cross-layer Multi-cloud Application Monitoring-as-

a-Service Framework,” 2014 IEEE Int. Conf. Serv. Comput., no. iii, pp. 283–290, 

2014. 

[25] Y.-S. Peng and Y.-C. Chen, “SNMP-based monitoring of heterogeneous virtual 

infrastructure in clouds,” 13th Asia-Pacific Netw. Oper. Manag. Symp., pp. 1–6, 2011. 

[26] M. Roughan, “A Case Study of the Accuracy of SNMP Measurements,” J. Electr. 

Comput. Eng., vol. 2010, pp. 1–7, Jan. 2010. 

[27] P. Barford and J. Sommers, “Comparing probe-and router-based packet-loss 

measurement,” IEEE Internet Comput., vol. 8, no. 5, pp. 50–56, Sep. 2004. 

[28] L. Deri and F. Fusco, “MicroCloud-based network traffic monitoring,” p. 1418. 

[29] V. Mann, A. Vishnoi, and S. Bidkar, “Living on the edge: Monitoring network flows 

at the edge in cloud data centers,” in 2013 Fifth International Conference on 

Communication Systems and Networks (COMSNETS), 2013, pp. 1–9. 

[30] “NetFlow.” [Online]. Available: https://www.cisco.com/c/en/us/products/ios-nx-os-

software/ios-netflow/index.html. [Accessed: 25-Oct-2017]. 



 

199 

 

[31] P. Phaal, S. Panchen, and N. McKee, “InMon Corporation’s sFlow: A Method for 

Monitoring Traffic in Switched and Routed Networks,” Rfc 3176, pp. 1–31, 2001. 

[32] P. Aitken, “Specification of the IP Flow Information Export (IPFIX) Protocol for the 

Exchange of Flow Information,” pp. 1–75, Sep. 2013. 

[33] P. Kopietz, P. Scharf, M. Skaf, and S. Chakravarty, “Requirements for IP Flow 

Information Export (IPFIX),” IETF RFC 3917, pp. 1–34, 2004. 

[34] T. Zseby, E. Boschi, N. Brownlee, and B. Claise, IP Flow Information Export (IPFIX) 

Applicability. 2009, pp. 1–31. 

[35] N. Bitar, S. Gringeri, and J. X. Tiejun, “Technologies and protocols for data center 

and cloud networking,” IEEE Commun. Mag., vol. 51, no. September, pp. 24–31, Sep. 

2013. 

[36] A. A. Semnanian, J. Pham, B. Englert, and X. Wu, “Virtualization technology and its 

impact on computer hardware architecture,” in Proceedings - 2011 8th International 

Conference on Information Technology: New Generations, ITNG 2011, 2010, pp. 

719–724. 

[37] F. Bazargan, C. Y. Yeun, and M. J. Zemerly, “State-of-the-Art of Virtualization , its 

Security Threats and Deployment Models,” vol. 2, no. December, pp. 335–343, 2012. 

[38] H. Kim and N. Feamster, “Improving network management with software defined 

networking,” IEEE Commun. Mag., vol. 51, no. 2, pp. 114–119, Feb. 2013. 

[39] “VXLAN Overview: Cisco Nexus 9000 Series Switches - Cisco.” [Online]. Available: 

https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-

switches/white-paper-c11-729383.html. [Accessed: 12-Jul-2015]. 

[40] “NVGRE – Define The Cloud.” [Online]. Available: 

http://www.definethecloud.net/nvgre/. [Accessed: 06-Feb-2015]. 

[41] “Comparison: VXLAN vs NVGRE vs STT vs LISP - Overlay Network 

Technologies.” [Online]. Available: https://www.routexp.com/2017/06/comparison-



 

200 

 

vxlan-vs-nvgre-vs-stt-vs.html. [Accessed: 30-Aug-2017]. 

[42] Y. Mei, L. Liu, X. Pu, and S. Sivathanu, “Performance measurements and analysis of 

network I/O applications in virtualized cloud,” in Proceedings - 2010 IEEE 3rd 

International Conference on Cloud Computing, CLOUD 2010, 2010, pp. 59–66. 

[43] “OpenNebula | Flexible Enterprise Cloud Made Simple.” [Online]. Available: 

http://opennebula.org/. [Accessed: 08-Nov-2017]. 

[44] “Nagios Core. Nagios Open Source Project.” [Online]. Available: 

https://www.nagios.org/. [Accessed: 08-Nov-2017]. 

[45] “Nimbus.” [Online]. Available: http://www.nimbusproject.org/. [Accessed: 10-Nov-

2017]. 

[46] J. Montes, A. Sánchez, B. Memishi, M. S. Pérez, and G. Antoniu, “GMonE: A 

complete approach to cloud monitoring,” Futur. Gener. Comput. Syst., vol. 29, no. 8, 

pp. 2026–2040, 2013. 

[47] J. Povedano-Molina, J. M. Lopez-Vega, J. M. Lopez-Soler, A. Corradi, and L. 

Foschini, “DARGOS: A highly adaptable and scalable monitoring architecture for 

multi-tenant Clouds,” Futur. Gener. Comput. Syst., vol. 29, no. 8, pp. 2041–2056, 

2013. 

[48] S. A. De Chaves, R. B. Uriarte, and C. B. Westphall, “Toward an architecture for 

monitoring private clouds,” IEEE Commun. Mag., vol. 49, no. 12, pp. 130–137, 2011. 

[49] M. Rak, S. Venticinque, T. Máhr, G. Echevarria, and G. Esnal, “Cloud application 

monitoring: The mOSAIC approach,” Proc. - 2011 3rd IEEE Int. Conf. Cloud 

Comput. Technol. Sci. CloudCom 2011, pp. 758–763, 2011. 

[50] V. C. Emeakaroha, T. C. Ferreto, M. a S. Netto, I. Brandic, and C. a F. De Rose, 

“CASViD: Application level monitoring for SLA violation detection in clouds,” Proc. 

- Int. Comput. Softw. Appl. Conf., pp. 499–508, 2012. 

[51] “Amazon CloudWatch - Cloud & Network Monitoring Services.” [Online]. Available: 



 

201 

 

https://aws.amazon.com/cloudwatch/. 

[52] “Monitoring and Autoscaling features for Windows Azure with AzureWatch indepth 

- AzureWatch.” [Online]. Available: https://www.paraleap.com/AzureWatch. 

[Accessed: 01-Jan-2016]. 

[53] “Nimsoft.” [Online]. Available: http://www.nimsoft.com. [Accessed: 08-Nov-2017]. 

[54] H. Patel and A. Meniya, “A survey on commercial and open source cloud monitoring,” 

Int. J. Sci. Mod., vol. 1, no. 2, pp. 42–44, 2013. 

[55] S. Bardhan and D. Milojicic, “A mechanism to measure quality-of-service in a 

federated cloud environment,” Proc. 2012 Work. Cloud Serv. Fed. 8th open cirrus 

summit - Fed. ’12, pp. 19–24, 2012. 

[56] Y. Lee, “QoS metrics for service level measurement for SOA environment,” 2010 6th 

Int. Conf. Adv. Inf. Manag. Serv., pp. 509–514, 2010. 

[57] C.-H. L. Duo Liu, Utkarsh Kanabar, “A light weight SLA management infrastructure 

for cloud computing,” Can. Ieee Of, Conf. Eng. Electr., pp. 1–4, 2013. 

[58] W. Stallings, SNMP,SNMPV2,Snmpv3,and RMON 1 and 2. Addison-Wesley 

Longman Publishing Co., Inc., 1998. 

[59] R. Grati and K. Boukadi, “A framework for IaaS-to-SaaS monitoring of BPEL 

processes in the Cloud : design and evaluation,” pp. 557–564, 2014. 

[60] K. Alhamazani, R. Ranjan, F. Rabhi, L. Wang, and K. Mitra, “Cloud monitoring for 

optimizing the QoS of hosted applications,” CloudCom 2012 - Proc. 2012 4th IEEE 

Int. Conf. Cloud Comput. Technol. Sci., vol. 1, pp. 765–770, 2012. 

[61] L. Ye, H. Zhang, J. Shi, and X. Du, “Verifying Cloud Service Level Agreement,” 2012 

IEEE Glob. Commun. Conf., pp. 777–782, 2012. 

[62] O. Adinolfi, R. Cristaldi, L. Coppolino, and L. Romano, “QoS-MONaaS: A portable 

architecture for QoS monitoring in the cloud,” 8th Int. Conf. Signal Image Technol. 

Internet Based Syst. SITIS 2012r, pp. 527–532, 2012. 



 

202 

 

[63] M. Dhingra, J. Lakshmi, and S. K. Nandy, “Resource usage monitoring in clouds,” 

Proc. - IEEE/ACM Int. Work. Grid Comput., vol. 012, pp. 184–191, 2012. 

[64] L. Kai, T. Weiqin, Z. Liping, and H. Chao, “SCM: A design and implementation of 

monitoring system for CloudStack,” Proc. - 2013 Int. Conf. Cloud Serv. Comput. CSC 

2013, pp. 146–151, 2013. 

[65] C. Rodrigues, L. Z. Granville, and L. M. R. Tarouco, “Network and Services 

Monitoring : A Survey in Cloud Computing Environments,” no. c, pp. 7–13, 2012. 

[66] E. Systems, “Eucalyptus - Cloud Computing Platform User Guide.” [Online]. 

Available: http://www.eucalyptus.com. 

[67] G. Katsaros, G. Kousiouris, S. V. Gogouvitis, D. Kyriazis, A. Menychtas, and T. 

Varvarigou, “A Self-adaptive hierarchical monitoring mechanism for Clouds,” J. Syst. 

Softw., vol. 85, no. 5, pp. 1029–1041, 2012. 

[68] Y. He, X. Wang, Y. Chen, Z. Du, W. Huang, and X. Chai, “A simulation cloud 

monitoring framework and its evaluation model,” Simul. Model. Pract. Theory, vol. 

38, pp. 20–37, 2013. 

[69]  a. Meera and S. Swamynathan, “Agent based Resource Monitoring System in IaaS 

Cloud Environment,” Procedia Technol., vol. 10, pp. 200–207, 2013. 

[70] Libvirt, “libvirt - The virtualization API,” 2014. [Online]. Available: 

http://libvirt.org/index.html. [Accessed: 24-Oct-2017]. 

[71] M. Smit, B. Simmons, and M. Litoiu, “Distributed, application-level monitoring for 

heterogeneous clouds using stream processing,” Futur. Gener. Comput. Syst., vol. 29, 

no. 8, pp. 2103–2114, 2013. 

[72] G. Suciu, S. Halunga, A. Ochian, and V. Suciu, “Network Management and 

Monitoring for Cloud Systems,” pp. 1–4, 2014. 

[73] M. Andreolini, M. Colajanni, and M. Pietri, “A Scalable Architecture for Real-Time 

Monitoring of Large Information Systems,” 2012 Second Symp. Netw. Cloud Comput. 



 

203 

 

Appl., pp. 143–150, 2012. 

[74] Y. M. Kim et al., “Architecture of a network performance monitor for application 

services on multi-clouds,” Int. Conf. Ubiquitous Futur. Networks, ICUFN, pp. 594–

599, 2013. 

[75] M. K. Nair and V. Gopalakrishna, “‘CloudCop’: Putting network-admin on cloud 

nine: Towards cloud computing for network monitoring,” in IEEE International 

Conference on Internet Multimedia Services Architecture and Applications, IMSAA, 

2009, pp. 1–6. 

[76] G. Liu and T. Wood, “Cloud-Scale Application Performance Monitoring with SDN 

and NFV,” 2015 IEEE Int. Conf. Cloud Eng., pp. 440–445, 2015. 

[77] V. Mann, A. Vishnoi, and S. Bidkar, “Living on the edge: Monitoring network flows 

at the edge in cloud data centers,” 2013 Fifth Int. Conf. Commun. Syst. Networks, pp. 

1–9, 2013. 

[78] “NetFlow.” [Online]. Available: http://www.cisco.com/go/netflow/. [Accessed: 22-

Oct-2017]. 

[79] P. Phaal, S. Panchen, and N. McKee, “InMon Corporation’s sFlow: A Method for 

Monitoring Traffic in Switched and Routed Networks,” Rfc 3176, no. 3176, pp. 1–31, 

Sep. 2001. 

[80] L. Deri, “MicroCloud-based Network Traffic Monitoring,” pp. 864–867, 2013. 

[81] M. Scharf et al., “Monitoring and abstraction for networked clouds,” 

2012Proceedings Intell. Next Gener. Networks, ICIN 2012, pp. 80–85, 2012. 

[82] R. Alimi, Y. Yang, and R. Penno, “Application-Layer Traffic Optimization (ALTO) 

Deployment,” RFC7285, 2014. [Online]. Available: 

https://tools.ietf.org/html/rfc7285. 

[83] T. Mullins and A. Bagula, “Monitoring community clouds: The lightweight network 

management protocol,” Proc. - IEEE 10th Int. Conf. Ubiquitous Intell. Comput. UIC 



 

204 

 

2013 IEEE 10th Int. Conf. Auton. Trust. Comput. ATC 2013, pp. 678–684, 2013. 

[84] “SIGAR.” [Online]. Available: https://support.hyperic.com/display/SIGAR/Home. 

[85] J. Moses, R. Iyer, R. Illikkal, S. Srinivasan, and K. Aisopos, “Shared resource 

monitoring and throughput optimization in cloud-computing datacenters,” Proc. - 

25th IEEE Int. Parallel Distrib. Process. Symp. IPDPS 2011, pp. 1024–1033, 2011. 

[86] K. Ma, R. Sun, and A. Abraham, “Toward a lightweight framework for monitoring 

public clouds,” Proc. 2012 4th Int. Conf. Comput. Asp. Soc. Networks, CASoN 2012, 

pp. 361–365, 2012. 

[87] J. Shao and Q. Wang, “A performance guarantee approach for cloud applications 

based on monitoring,” Proc. - Int. Comput. Softw. Appl. Conf., pp. 25–30, 2011. 

[88] C. Robitaille, “Network Performance: Active Monitoring? Passive Monitoring? How 

About Both?” [Online]. Available: https://accedian.com/service-providers/blog-

2/network-performance-active-passive-monitoring/. [Accessed: 04-Jul-2018]. 

[89] M. S. Aktas, “Hybrid cloud computing monitoring software architecture,” Concurr. 

Comput. Pract. Exp., vol. 30, no. 21, p. e4694, Nov. 2018. 

[90] C. Hare, “Simple Network Management Protocol (SNMP),” Encycl. Inf. Assur., pp. 

2721–2727, 2016. 

[91] “SNMP (Simple Network Management Protocol).” [Online]. Available: 

https://support.nagios.com/kb/article/snmp-simple-network-management-protocol-

49.html. [Accessed: 15-Mar-2015]. 

[92] L. Andrey, O. Festor, A. Lahmadi, A. Pras, and J. Schönwälder, “Survey of SNMP 

performance analysis studies,” Int. J. Netw. Mgmt, vol. 19, no. April 2009, pp. 527–

548, Nov. 2009. 

[93] D. Fernandez, H. Lorenzo, F. J. Novoa, F. Cacheda, and V. Carneiro, “Tools for 

managing network traffic flows: A comparative analysis,” in IEEE 16th International 

Symposium on Network Computing and Applications, NCA 2017, 2017, vol. 2017-



 

205 

 

Janua, pp. 1–5. 

[94] S. Kumar, S. Dharmapurikar, F. Yu, P. Crowley, and J. Turner, “Algorithms to 

accelerate multiple regular expressions matching for deep packet inspection,” ACM 

SIGCOMM Comput. Commun. Rev., vol. 36, no. 4, pp. 339–350, Aug. 2006. 

[95] “SFlow vs NetFlow vs SNMP: What Are the Differences?” [Online]. Available: 

http://www.cables-solutions.com/sflow-vs-netflow-vs-snmp-differences.html. 

[Accessed: 01-Jul-2018]. 

[96] A. C. Myers, “JFlow,” in Proceedings of the 26th ACM SIGPLAN-SIGACT 

symposium on Principles of programming languages - POPL ’99, 1999, pp. 228–241. 

[97] R. Grezo and M. Nagy, “Network traffic measurement and management in software 

defined networks,” in 3rd IEEE International Conference on Computer and 

Communications (ICCC), 2017, pp. 541–546. 

[98] “NetFlow vs. sFlow vs. IPFIX vs. NetStream. Network Traffic Analysis and Network 

Traffic Monitoring explained.” [Online]. Available: 

https://www.noction.com/blog/netflow-sflow-ipfix-netstream-network-traffic-

monitoring-explained. [Accessed: 01-Jul-2018]. 

[99] A. Kobayashi and B. Claise, “IP Flow Information Export (IPFIX) Mediation: 

Problem Statement,” Aug. 2010. 

[100] L. T. M. Blessing and A. Chakrabarti, “DRM, a Design Research Methodology,” 

DRM, a Des. Res. Methodol., pp. 1–12, 2009. 

[101] H. Birkhofer, “Are We Aware of What We Are Doing in Design Research?,” 3rd Int. 

Conf. Des. Eng. Sci. ICDES 2014, Pilsen, Czech Repub., pp. 1–10, 2014. 

[102] V. Jacobson and S. McCanne, “libpcap: Packet capture library,” Lawrence Berkeley 

Lab. Berkeley, CA, 2009. 

[103] “YAF - Yet Another Flowmeter.” [Online]. Available: https://tools.netsa.cert.org/yaf/. 

[Accessed: 25-Sep-2017]. 



 

206 

 

[104] P. Velan, “Practical Experience with IPFIX Flow Collectors,” in Integrated Network 

Management (IM 2013), 2013 IFIP/IEEE International Symposium on, 2013, pp. 

1021–1026. 

[105] “SiLK,” (CERT NetSA) Carnegie Mellon University. [Online]. Available: 

https://tools.netsa.cert.org/silk/. [Accessed: 25-Oct-2017]. 

[106] “Mininet: An Instant Virtual Network on your Laptop or PC - Mininet.” [Online]. 

Available: http://mininet.org/. [Accessed: 23-Sep-2017]. 

[107] “Open vSwitch.” [Online]. Available: http://openvswitch.org/. [Accessed: 23-Sep-

2017]. 

[108] P. Morreale and J. Anderson, “OpenFlow,” Softw. Defin. Netw., vol. 38, no. 2, pp. 

107–128, Mar. 2014. 

[109] D. K. Pace, “Verification, Validation, and Accreditation of Simulation Models,” in 

Applied System Simulation, 2011, pp. 487–506. 

[110] T. L. Paez, “Introduction to model validation,” in 27th International Modal Analysis 

Conference, 2009, pp. 1–11. 

[111] L. Versluis, M. Neacsu, and A. Iosup, “A Trace-Based Performance Study of 

Autoscaling Workloads of Workflows in Datacenters,” in 2018 18th IEEE/ACM 

International Symposium on Cluster, Cloud and Grid Computing (CCGRID), 2018, 

pp. 223–232. 

[112] “iPerf - The TCP, UDP and SCTP network bandwidth measurement tool.” [Online]. 

Available: https://iperf.fr/. [Accessed: 25-Sep-2017]. 

[113] J.-M. Kelif, S. Senecal, M. Coupechoux, and C. Bridon, “Analytical performance 

model for Poisson wireless networks with pathloss and shadowing propagation,” in 

2014 IEEE Globecom Workshops (GC Wkshps), 2014, pp. 1528–1532. 

[114] I. A. Lawal, A. Md Said, and A. A. Mu’azu, “Simulation model to improve QoS 

performance over fixed WiMAX using OPNET,” Res. J. Appl. Sci. Eng. Technol., vol. 



 

207 

 

6, no. 21, pp. 3933–3945, 2013. 

[115] M. Ivanovich et al., “Measuring Quality of Service in an Experimental Wireless Data 

Network,” Aust. Telecommun. Networks Appl. Conf., vol. perth, Australia, 2003. 

[116] M. S. (Mohammad S. Obaidat, N. Boudriga, and Wiley InterScience (Online service), 

Fundamentals of performance evaluation of computer and telecommunications 

systems. John Wiley & Sons, 2010. 

[117] K. Velten, Mathematical modeling and simulation: introduction for scientists and 

engineers. 2009. 

[118] K. Soetaert, T. Petzoldt, and R. W. Setzer, “Solving differential equations in R,” R J., 

2010. 

[119] J. Anzures-Cabrera and J. P. T. Higgins, “Graphical displays for meta-analysis: An 

overview with suggestions for practice,” Res. Synth. Methods, vol. 1, no. 1, pp. 66–

80, 2010. 

[120] R. Jain, The art of computer systems performance analysis - techniques for 

experimental design, measurement, simulation, and modeling. 1991. 

[121] K. Goga, O. Terzo, P. Ruiu, and F. Xhafa, “Simulation, Modeling, and Performance 

Evaluation Tools for Cloud Applications,” in 2014 Eighth International Conference 

on Complex, Intelligent and Software Intensive Systems, 2014, pp. 226–232. 

[122] M. S. Obaidat, F. Zarai, and P. Nicopolitidis, Modeling and simulation of computer 

networks and systems : methodologies and applications. sciencedirect, 2015. 

[123] M. N. ISMAIL, “Comparing the Accuracy of Network Utilization Performance 

between Real Network and Simulation Model for Local Area Network (LAN),” Int’l 

J. Commun. Netw. Syst. Sci., vol. 01, no. 04, pp. 339–349, 2009. 

[124] R. Sherwood et al., “Can the production network be the testbed?,” in Proceedings of 

the 9th USENIX conference on Operating systems design and implementation, OSDI, 

USENIX Association, 2010, vol. 10, pp. 1–6. 



 

208 

 

[125] S. B. Lee et al., “Improving Simulation for Network Research,” Univ. South. Calif., 

1999. 

[126] D. Muelas, J. Ramos, and J. E. L. de Vergara, “Assessing the Limits of Mininet-Based 

Environments for Network Experimentation,” IEEE Netw., vol. 32, no. 6, pp. 168–

176, Nov. 2018. 

[127] F. Keti and S. Askar, “Emulation of Software Defined Networks Using Mininet in 

Different Simulation Environments,” in Proceedings - International Conference on 

Intelligent Systems, Modelling and Simulation, ISMS, 2015, vol. 2015-Octob, pp. 205–

210. 

[128] J. Janitor, F. Jakab, and K. Kniewald, “Visual Learning Tools for Teaching/Learning 

Computer Networks: Cisco Networking Academy and Packet Tracer,” in 2010 Sixth 

International Conference on Networking and Services, 2010, pp. 351–355. 

[129] C. Welsh, GNS3 network simulation guide. Packet Publishing, 2013. 

[130] Shie-Yuan Wang, Chih-Liang Chou, and Chun-Ming Yang, “EstiNet openflow 

network simulator and emulator,” IEEE Commun. Mag., vol. 51, no. 9, pp. 110–117, 

Sep. 2013. 

[131] J. Suarez-Varela and P. Barlet-Ros, “Towards a NetFlow Implementation for 

OpenFlow Software-Defined Networks,” in Proceedings of the 29th International 

Teletraffic Congress, ITC 2017, 2017, vol. 1, pp. 187–195. 

[132] M. Hassan and R. Jain, High performance TCP/IP networking : concepts, issues, and 

solutions. Pearson/Prentice Hall, 2004. 

[133] S. Frey, L. Claudia, and C. Reich, “Key Performance Indicators for Cloud Computing 

SLAs,” in International Conference on Emerging Network Intelligence, 2013, pp. 60–

64. 

[134] A. Hanemann, A. Liakopoulos, M. Molina, and D. M. Swany, “A study on network 

performance metrics and their composition,” Campus-Wide Inf. Syst., vol. 23, no. 4, 

pp. 268–282, 2006. 



 

209 

 

[135] S. K. Garg, S. Versteeg, and R. Buyya, “A framework for ranking of cloud computing 

services,” Futur. Gener. Comput. Syst., vol. 29, no. 4, pp. 1012–1023, 2013. 

[136] IETF, “IP Flow Information Export (ipfix).” [Online]. Available: 

http://datatracker.ietf.org/wg/ipfix/charter/. [Accessed: 23-May-2017]. 

[137] S. Bradner and J. McQuaid, “Benchmarking Methodology for Network Interconnect 

Devices,” RFC 2544, 1999. 

[138] J. Weber, “The Fundamentals of Passiv e Monitoring Access Net Optics Learning 

Center Presents,” 2006. [Online]. Available: 

https://www.nanog.org/meetings/nanog37/presentations/joy-weber.pdf. [Accessed: 

25-Oct-2017]. 

[139] Z. Jian and A. Moore, “Traffic trace artifacts due to monitoring via port mirroring,” 

in 2007 Workshop on End-to-End Monitoring Techniques and Services, 2007, pp. 1–

8. 

[140] B. Pfaff, J. Pettit, T. Koponen, K. Amidon, M. Casado, and S. Shenker, “Extending 

Networking into the Virtualization Layer.,” in 8th ACM Workshop on Hot Topics 

inNetworks, 2009, vol. VIII, pp. 1–6. 

[141] L. Braun, A. Didebulidze, N. Kammenhuber, and G. Carle, “Comparing and 

improving current packet capturing solutions based on commodity hardware,” in 

Proceedings of the 10th annual conference on Internet measurement - IMC ’10, 2010, 

pp. 206–217. 

[142] L. Deri, “PF_Ring,” 2012. [Online]. Available: http://www.ntop.org/products/packet-

capture/pf_ring/. [Accessed: 09-Sep-2017]. 

[143] T. Zseby, M. Molina, N. Duffield, S. Niccolini, and F. Raspall, “Sampling and 

Filtering Techniques for IP Packet Selection Status,” 2009. 

[144] M. Mahalingam et al., “Virtual eXtensible Local Area Network (VXLAN): A 

Framework for Overlaying Virtualized Layer 2 Networks over Layer 3 Networks,” 

Aug. 2014. 



210 

[145] “VXLAN Packet header detail.” [Online]. Available: http://soa.sys-

con.com/node/2929732/mobile. [Accessed: 06-Dec-2014]. 

[146] “VXLAN MTU vs IP MTU Consideration - ipengineer.net.” [Online]. Available: 

http://ipengineer.net/2014/06/vxlan-mtu-vs-ip-mtu-consideration/. [Accessed: 10-

Jan-2015]. 

[147] N. G. Duffield and M. Grossglauser, “Trajectory sampling for direct traffic 

observation,” IEEE/ACM Trans. Netw., vol. 9, no. 3, pp. 280–292, Jun. 2001. 

[148] B. Trammell and E. Boschi, “Bidirectional Flow Export Using IP Flow Information 

Export (IPFIX),” 2018. 

[149] G.Sadasivan, N.Brownlee, B.Claise, and J.Quittek, “Architecture for IP Flow 

Information Export,” RFC Editor, 2009. 

[150] A. Neumann, M. Ehrlich, L. Wisniewski, and J. Jasperneite, “Towards monitoring of 

hybrid industrial networks,” in IEEE 13th International Workshop on Factory 

Communication Systems (WFCS), 2017, pp. 1–4. 


	FRONT MATTER
	Copyright
	Front Page
	Certification
	Permission to Use
	Abstrak
	Abstract
	Declaration
	Acknowledgements
	Dedication
	Table of Contents
	List of Figures
	List of Tables
	List of Abbreviations

	MAIN PAGE
	CHAPTER ONE : OVERVIEW
	1.1 Background
	1.2 Cloud Overlay Network
	1.3 Motivation
	1.4 Problem Statement
	1.5 Research Questions
	1.6 Research Objectives
	1.7 Research Scope
	1.8 Significance of the Research and Expected Contributions
	1.9 Organization of the Thesis

	CHAPTER TWO : LITERATURE REVIEW
	2.1 Cloud Computing
	2.1.1 Cloud Services Models
	2.1.1.1 Software as a service (SaaS)
	2.1.1.2 Platform as a service (PaaS)
	2.1.1.3 Infrastructure as a service (IaaS)

	2.1.2 Cloud Deployment Models
	2.1.2.1 Virtualization
	2.1.2.2 Network Virtualization


	2.2 Software Defined Networking (SDN)
	2.3 Cloud Overlay Network
	2.3.1 Virtual eXtensible LANs (VXLAN)
	2.3.2 Network Virtualization Using Generic Routing Encapsulation (NVGRE)
	2.3.3 Stateless Transport Tunneling (STT)

	2.4 Cloud Monitoring
	2.4.1 Types of Cloud Monitoring
	2.4.1.1 High Level
	2.4.1.2 Low Level
	2.4.1.3 Underlay
	2.4.1.4 Overlay

	2.4.2 Cloud Monitoring studies Analysis
	2.4.2.1 Open Source Software for Cloud Monitoring
	2.4.2.2 Cloud Provider and Commercial Monitoring Software
	2.4.2.3 Related Research Work for Cloud Monitoring


	2.5 Network Monitoring
	2.5.1 Network Traffic Measurement Techniques
	2.5.1.1 Active Measurement
	2.5.1.2 Passive Measurement
	2.5.1.3 Hybrid Measurement


	2.6 Network Monitoring Techniques
	2.6.1 Simple Network Management Protocol (SNMP)
	2.6.1.1 SNMP Manager
	2.6.1.2 SNMP Agent
	2.6.1.3 Management Information Base (MIB)
	2.6.1.4 SNMP Limitations

	2.6.2 Packet Based Technology
	2.6.3 Flow Based Technology
	2.6.3.1 IP Flow Information Export ( IPFIX )


	2.7 Summary

	CHAPTER THREE : RESEARCH METHODOLOGY
	3.1 Research Approach
	3.2 Analysis
	3.2.1 Research Clarification
	3.2.2 Descriptive Study –I
	3.2.3 Conceptual Model

	3.3 Design
	3.3.1 Design of Proposed Framework
	3.3.2 Model Implementation
	3.3.3 Model Validation

	3.4 Testing
	3.5 Evaluation
	3.5.1 Selecting the Evaluation Approach
	3.5.1.1 Analytical Modeling
	3.5.1.2 Simulation
	3.5.1.3 Testbed

	3.5.2 Evaluation Environment
	3.5.2.1 Mininet

	3.5.3 Experiment Steps
	3.5.4 Performance metrics
	3.5.4.1 Packet Delay
	3.5.4.2 Packet Loss
	3.5.4.3 Processing Load
	3.5.4.4 Throughput


	3.6 Summary

	CHAPTER FOUR : PERFORMANCE OF FLOW TECHNOLOGIES WITHIN VXLAN ENVIRONMENT
	4.1 Building VXLAN Based Cloud Overlay Network Environment
	4.1.1 Required Components to build the Lab
	4.1.2 Modeling Cloud based Overlay Network

	4.2 Building Virtual Machines and Virtual links in mininet
	4.3 VXLAN Tunneling
	4.4 VXLAN Tunnel Endpoint (VTEP)
	4.5 Layer 3 Routing For Cloud Environment
	4.6 Analysis of Flow based Technologies within VXLAN Environment
	4.7 Summary

	CHAPTER FIVE : PACKET CAPTURING AND FILTERING MECHANISMS
	5.1 Packet Observation and Selection
	5.1.1 In-line mode
	5.1.2 Mirroring mode

	5.2 Packet capturing process
	5.3 Packet Filtering Mechanisms
	5.3.1 VXLAN Field Match Filtering Mechanism (VFMFM)
	5.3.2 VXLAN based Hash Filtering Mechanism (VHFM)

	5.4 Experimental Results
	5.5 Summary

	CHAPTER SIX : ENHANCED IPFIX FLOW PROCESSING MECHANISM
	6.1 Flow Processing
	6.2 VXLAN based 6-tuple Flow Pattern
	6.2.1 VXLAN based 6-tuple Flow Classification

	6.3 Adaptable Flow Classification Mechanism (AFCM)
	6.3.1 VXLAN based Adaptable Flow Classification Mechanism

	6.4 Flow Cache Management
	6.4.1 Idle flow timeout
	6.4.2 Active flow timeout
	6.4.3 Natural timeout

	6.5 IPFIX Message
	6.6 VXLAN based Template for IPFIX Message
	6.6.1 VXLAN based flow data record

	6.7 AFCM based Template for IPFIX Message
	6.7.1 AFCM based flow data record

	6.8 Flow Export Process
	6.9 Flow Collection and Traffic Analysis
	6.10 Simulation and Experiment Results with Performance Analysis
	6.11 Summary

	CHAPTER SEVEN : CONCLUSION AND FUTURE WORK
	7.1 Summary of Research
	7.2 Research Contribution
	7.3 Research Limitations
	7.4 Recommendations for Future Work


	REFERENCES



