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ABSTRACT 

 
     Numerous advantages are derived from the electronic health record (EHR). Though achieving such 

advantages depends on its architecture, at present no unique understanding of the architecture dimensions 

and specifications is available. Therefore, the aim of the present study is a systematic review of architecture 

perception of the electronic health record. The authors searched the literature in Science Direct, Scopus, 

PubMed and Proudest Databases (2000 to Jun 2015).  Data extraction was done by 2 reviewers on content, 

structure, content/structure relationship, confidentiality and security of the EHR. Subsequent to refining the 

87 retrieved studies, 25 studies were finally included in the study. In the studies and paradigms so far 

proposed for the EHR, a unique comprehensive architecture model from the viewpoint of research criteria 

has not been investigated and it has been considered only from some dimensions. Hence, we provide a new 

definition of the EHR architecture. 

  

Key Words: Electronic health record; content and structure; security; architecture 
 

INTRODUCTION 
     Researches conducted up to 2011 indicated 

that during the future 20 to 30 years, the 

electronic health record will be the information 

source for health of citizens in most of the health 

environments [1] and will have a considerable 

effect on their health[2]. For this same reason, at 

present at least 23 countries all around the world 

are planning to establish electronic health 

records[3]. Experience of such countries however, 

indicates that establishing electronic health record 

at national level is faced with such problems as 

expansion and content variability of record data, 

difficulty in providing a specified and standard 

structure for the record due to variation and 

structure multiplicity, lack of common medical 

terminology, and challenges relative to privacy [1, 

4-7] Providing answers to such problems is very 

important [6-8] and involves type of designing 

(architecture) of the electronic health record[9]. In 

fact, establishing a framework for successful 

implementation of the electronic government in 

the health sector requires architecture of the 

electronic record[10]. Study of definitions 

presented on architecture in various fields like 

software and information system indicate that 

architecture is the science of study and identifying 

components of a phenomenon, their interrelations 

and also the relationship among the set of 

components with the environment [11-16]. 

Architecture of the electronic health record as 

well is an example of data architecture and as one 

of the crucial types of architecture of applied 

schedule and technologies relative to the 

electronic health record[17, 18].  

Maldonado et al. stated that different international 

bodies have worked on the definition of 

architecture of the electronic health record, the 

result of which attempts has been the 

establishment of such architecture standards as 

CDA HL7, openEHR and ISO EN 13606. 

Likewise, the HL7 organization through 

establishment of the CDA standard defines the 

structure and semantic of the clinical 

documents[19] . ASTM too, has proposed the 

E1384 standard for planning the electronic health 

record especially the lifelong health record [20] 
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which is mainly focused on the content of the 

electronic health record [8, 21]. 

Of course this architecture approach is focused on 

the generic structure of the medical 

documentation and is not necessarily centered on 

content and semantic which is required for 

integration of the level of data [22]. In other 

words, CDA has been established with the 

objective of providing suggestions for the 

structure and limitedly points out to the content of 

the electronic record[23]. The technical 

committee 251 (health informatics) in CEN in the 

section of the standard 13606 has provided a 

reference model for exchange of the electronic 

record[19] which is focused on such dimensions 

as structure and security of the electronic health 

record in relation with architecture[17, 23]; it, 

however, has no allusion to the record content. 

Additionally, though in relation to the 

terminology issue it has been deemed necessary 

that the record content should be named, no 

particular terminology has been proposed here 

[23]. Finally, the openEHR consortium which is 

considered the architecture of the lifelong health 

record, and is shared with and focused on 

patients[19], is centered on the record structure 

[24]. In this manner, in spite of maturity of the 

electronic health record architecture following 

over 15 years of endeavors and researches of such 

institutions, there are still problems in this regard, 

indicating that on the subject of the vital role of 

architecture of the electronic health record, its 

defining and focusing on this issue is vital [19]. 

Therefore, the objective of the present study is the 

precise definition of the electronic health record 

architecture. 

 

METHOD 
     Literature review was done through the foreign 

databases of Science Direct, Scopus, PubMed and 

Proquest databases. The criterion for entry into 

the research study was the focus of researches on 

architecture of the electronic health record and 

cases which are concerned with the architecture of 

the system generating the electronic health record 

while cases which are concerned with record, 

were eliminated from the study. The search for 

keywords included 87 information sources, one of 

which being without abstract, three cases being 

out of the research temporal limit, two cases were 

indexes of papers and two cases were books. 

Therefore, 79 studies including papers and 

dissertations were enrolled into the research 

amongst which only 41 studies possessed the 

required criteria to be enrolled into the research 

and 16 studies in 4 databases overlapped from the 

viewpoint of title and were repetitive and after 

their elimination, 25 studies were finally enrolled 

into the research.     

RESULTS 
     As a whole, during the study of the relevant 

keywords, 87 studies had been published from 

2000 to 2015, 79 cases of which were investigated 

and following reviewing their abstract or 

complete texts and eliminating the repetitive cases 

only 25 studies were selected (table 1). 

EHR architecture from the viewpoint of content 

Four studies have considered the architecture of 

the electronic health record from the viewpoint of 

content as follows: 

Bergman et al. have considered the architecture of 

the shared electronic health record from various 

dimensions including the content and the 

information paradigm [33]. 

Jing et al. in the study of architecture of the 

genetic data have considered the data content and 

have proposed this architecture in the framework 

of the CCR standard [34]. 

Tortosa Menargnes and Fernandez-Breis in the 

study of the electronic health record architecture 

have alluded to the dual openEHR model and 

deem it as being central on archetypes and 

terminology [32]. 

Duftschmid et al. have introduced the ISO/EN 

13606 standard for the architecture of the 

electronic health record. This standard has made 

possible the semantic interoperable interchanges 

in the electronic health record and points to the 

importance of such archetypes which define the 

structure and semantic content of the electronic 

health record [27]. 
EHR architecture from the viewpoint of structure 

The  following 5 studies have considered 

architecture of the electronic health record from 

the structural point of view.   

Blobel et al. believe that for the semantic 

interoperability, definition and uniform 

implementation of architecture is obligatory and 

that architecture is the structure and performances 

of the components constituting a system. They 
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have introduced the openEHR, CEN EN 13606 

and HL7 v3 as the advanced architecture 

approaches and in this direction consider HL7 v3 

with sufficient maturity for semantic 

interoperability compared with other approaches 

[31].Warren et al. emphasize on architecture of 

the health record and the effect of data 

architecture on the record structure and in this 

connection rely on the openEHR and HL7 as 

structural models of the record[30]. 

Hanzlicek et al. reckon development of modern 

architecture of the electronic health record in 

Europe as being centered on the existing 

European standard and projects. They consider 

the architecture of the electronic health record as 

equal to the abbreviation MUDR or the 

distributed multimedia record and emphasize on 

structure of the medical concepts. This 

architecture itself is established using architecture 

in the three layers of the databases, applied 

programs and the user interface [35]. 

Gordan regards guidelines of the CEN TC 251 in 

Europe as the cause of progress and maturity of 

the architecture standards and proposes guidelines 

of this committee as the agent for establishment 

of format and the required structure for the 

content of the electronic health record [36]. 

Maldonado et al. regards the architecture of the 

electronic health record as relying on the 

openEHR and ISO 13606 emphasis on 

structure[26]. 

EHR architecture from the viewpoint of content 

and structure 

In 10 cases of the electronic health record 

architecture, both aspects of content and structure 

have been considered.     

Xu et al. introduce the dimensions which are 

considered in architecture of China's electronic 

health record as data structure, clinical 

information data and data group and data element 

standard. Data structure includes 4 organized 

hierarchical levels which are from the lowest to 

the highest level: data elements, data groups, 

section and clinical documentations respectively. 

In this architecture, the clinical information data 

which leads to establishment of a framework for 

data structure and relationships amongst the 

clinical information, much corresponding with the 

E1384 ASTM standard and planning of clinical 

documents has been done though the HL7CDA 

philosophy[20]. Lopez et al. believe that pioneer 

organizations like HL7 and openEHR emphasize 

on content and structure dimensions and ISO is 

also centered on data structure and security [28]. 

In architecture of the electronic health record, 

Kim focuses on the information model i.e. 

contents, and their semantic relation within the 

information structure. He introduces the requisite 

for clear representation of content and concepts as 

paraphrases in the form of short and worth writing 

SNOMED CT statements[37].With regard to 

architecture, Maldonado et al. consider definitions 

of medical concepts in the framework of 

archetype and regards the architecture of the 

electronic health record as being based on ISO 

13606. In this dual model, content and structure 

of data is connected to the terminology 

systems[25].Hamilton introduces architecture of 

the electronic dental health record as including the 

architecture of content, structure and dental 

naming systems[38].Acharya in his dissertation in 

the field of establishing the electronic record, 

points to the information model and in fact 

identification of various data required for 

documenting by dentist and the method for 

structuring data, and that the information to be 

included in the record and manner of stretchering 

are considered as two major challenges toward 

implementing EDR or the electronic dental record 

[39].Harrell et al. in their study introduce the 

ANSI/ADA N1000 as the informatics standards in 

the field of dentistry and based on it enumerate 

the electronic dental record architecture in the 

framework of content and structure of the record. 

They believe that so far standards in the field of 

electronic dental record architecture have not 

covered the required content and need 

modification or expansion of the existing 

architecture in the fields of structure, format and 

relationships amongst the information 

elements[40].Paterson introduces the terminology 

systems such as ICD, CCI, SNOMED, and UMLS 

and also the information architecture standards 

like HL7 CDA at two peer subjects in the 

information architecture [29].Krogh and Naden 

deem establishment of the electronic medical 

record documentation model as requiring the 

record architecture; this architecture is based on 

the information model (structure and format, 

nucleus data and appropriate terminology) [41] .  
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Liu et al. consider establishment of electronic 

health record in China as requiring to determine 

the requisite information items, categorization and 

inserting them within a hierarchical structure of 

an information model and then defining 

characteristics of these data elements[42]. 

EHR architecture from the viewpoint of 

confidentiality and security  
Seven cases of studies as follows define the 

confidentiality and security as part of the 

electronic health record architecture. 

Blobel has considered information security as part 

of architectural principles of the electronic record 

and believes the establishment of shared care 

must be assured by secure and sharable HER 

architecture [43]. 

Linden et al. describe the electronic health record 

as a set of the patient's health information which 

during his/her life is saved in various systems and 

is used in an environment broadly accessible; 

hence, he believes paying attention to privacy and 

security is one of the requirements of architecture 

of the electronic health record [44].   

Gunter and Terry, regarding architecture of the 

electronic health record at national level 

emphasize on various approaches such as patient's 

autonomy, privacy and confidentiality [45].   

Steele et al. consider secure and confidential 

management of data as requirement of the 

electronic health record architecture[46]. 

Regarding China's electronic health record 

architecture, Xu et al., in addition to the data 

groups and their structure, have focused on the 

confidentiality and security mechanism [20]. 

Ghazvini and Shukur have considered security, 

access and privacy as impediments of the personal 

electronic record and consider record's 

architecture as a dependent factor on their 

solution[6]. 

Pharow and Blobel consider security as one of the 

crucial exigencies of the electronic health record 

architecture [47].  

 

DISCUSSION 
     Regarding architecture of the electronic health 

record, answers are sought to determine how, by 

whom and in which structure the data should be 

collected, to whom they should be accessible and 

how access of others should be limited [48]. In 

other words, in order to establish the electronic 

health record, all the information required to 

establish the record content should be identified 

and defined and their structure must be specified 

and standardized [42] and that privacy and 

security of data should be considered as important 

issues [49]. At present, however, the issues of 

content, structure, confidentiality and security 

have not been considered comprehensively and 

due to the lack of a uniform viewpoint and 

definition for architecture of the electronic health 

record, we are faced with variation of approaches 

in this regard. 

Content of the electronic health record includes 

the sum of its constituents[20]; the focal point of 

the electronic record is health [50] since semantic 

interoperability and understanding the meanings 

of data requires sharing data models which are 

dependent on shared data elements and in fact the 

content [51]. As the good paper health record 

depends on its contents and documents, a good 

electronic health record as well depends on its 

data content [52]. Sixteen percent of the reviewed 

studies have considered content as one of the 

architectural dimensions of the record. 

Data structure indicates configuration, 

relationships and content of data[53]. In fact, 

structure as a section of the electronic health 

record architecture indicates configuration and 

relationships within the electronic health record. 

Not only efficient collection of data depends on 

understanding the concepts of data structure and 

its relevant standard [54], but continuous and 

interoperability exchange of health information 

requires common structures for the information 

which is transferred within the health information 

systems [55] and accordingly the electronic health 

record is one of the effective factors on 

interoperability [56] . Therefore, the content of 

any medical record calls for a standard structure 

and movement from paper record to computerized 

record, and requires effective determination of its 

structure [57]. Graschew et al. in connection with 

the patient's medical record architecture 

emphasize on data structure [58]. About 20 

percent of the reviewed studies point to record 

structure as an inseparable section of its 

architecture. 

About 40 percent of studies emphasize on both 

content and structure as architecture of the 

electronic health record. Ingram in his study has 
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stated that CHIME (a center for multi-

professional and informatics of health education 

in UCL which is active at international level) has 

conducted numerous researches which have 

resulted in achievements in the framework of such 

successful projects as GEHR, Synapses, Synex 

and Medicate, health care record standards CEN 

TC 251 and ISO TC 215, and finally the 

openEHR organization. CHIME has introduced 

content, terminology and information source 

model as components of the health record 

architecture [59]. Duftschmid et al. too, consider 

structure and appropriate terminology as 

necessary for content of the electronic health 

record for semantic operability and architecture of 

the record and mention ISO 13606, HL7 and 

openEHR as the most important architecture 

standards of the electronic record [60]. 

Privacy, confidentiality and security of health data 

have been considered as very crucial issues in 

operability of health data among different systems 

[61] and is considered as an inseparable part of 

the electronic health architecture [62]. High 

sensitivity of health data and their relation to the 

surrounding environment through information 

interchanges have led to emphasis on strict 

observation of confidentiality and security as an 

inseparable section of the electronic health record. 

About 28 percent of the reviewed studies also 

conform to such issues. 

 

CONCLUSION 

     Although there are numerous standards and 

models in the field of electronic health record 

architecture, it seems that so far no 

comprehensive architecture model in the 

framework of content, structure, confidentiality 

and security of the electronic health record has 

been provided and only some dimensions have 

been considered. Therefore, regarding the 

performed studies, the electronic health record 

architecture can be defined as the science of study 

and characterizing its components (content and 

structure), relationship among components 

(content should be standardized by terminology, it 

should be placed within the structure, and 

structure should be indicative of configuration, 

relations and content of data), and the relationship 

between the set of components and the 

environment (confidentiality and security). 

Table1. Frequency of retrieved sources in the studies source  

databases 

 

 

Sources 

Databases 

Frequency of Retrieved Sources 

 

Total 

sourc

es 

 

Irrele

vant 

Sourc

es* 

 

Relevan

t 

Sources 

 

Similar & 

Repetitive 

Sources 

Pubmed  

9 

 

2 

 

7 

 

6 

Scopus  

20 

 

7 

 

13 

 

6 

Sciencedir

ect 

 

34 

 

19 

 

15 

 

4 

Proquest  

16 

 

10 

 

6 

 

0 

Total  

79 

 

38 

 

41 

 

16 

* Irrelevant cases pointed out to the architecture of the  

electronic record system. 
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