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ABSTRACT

Formal Probabilistic Risk Assessment using Theorem Proving with

Applications in Power Systems

Mohamed Wagdy Eldesouki Abdelghany, Ph.D.

Concordia University, 2021

The central inquiry in many safety-critical systems is to assess the probability of

all possible risk consequences that can occur in a system and its subsystems. In this

research, we use theorem proving to formalize Event Trees (ET), Cause Consequence

Diagrams (CCD) and Functional Block Diagrams (FBD), which are efficient tech-

niques for probabilistic risk assessment at system and subsystem levels. Our approach

provides the reasoning support with verified mathematical formulations that can ana-

lyze multi-level ETs, FBDs for complex systems, Cause Consequence Diagrams (CCD)

based on Fault Trees (FT) as well as on Reliability Block Diagrams (RBD), as a novel

approach. Also, the proposed formalizations of ETs/CCDs/FBDs allowed us to accu-

rately determine of reliability indices, such as System/Customer Average Interruption

Frequency and Duration (SAIFI, SAIDI and CAIDI) at system and subsystem levels.

Moreover, we develop FBD and ET Modeling and Analysis (FETMA) software, which

provides user-friendly features and graphical interfaces for industrial planners/design-

ers. We applied our methods and tools on several realistic case studies from the

power systems sector, i.e., the standard IEEE 3/39/118-bus electrical power genera-

tion/transmission/distribution networks, Québec-New England High Voltage Direct

Current (HVDC) transmission coupling system, multiple interconnected Micro-Grids,

a nuclear power plant, transmission distance protection and a smart automated sub-

station. Experimental results showed improvements compared to all existing reliabil-

ity analysis methods in terms of scalability, expressiveness, accuracy and time.
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Chapter 1

Introduction

In this chapter, we first introduce the motivation behind this doctoral thesis and the

problem statement. Then, we present the most relevant related work, followed by

our proposed methodology to achieve the goal of this doctoral research. Finally, we

outline the main contributions achieved and the organization of this thesis.

1.1 Motivation

Probabilistic risk assessment (PRA) is a well-known comprehensive methodology for

planners/designers to evaluate risks associated with safety-critical engineering sys-

tems [1]. In a PRA, there are four main steps for risk assessment: (1) risk identifica-

tion; (2) risk and reliability analysis; (3) risk response plan; and (4) risk monitoring

and control [2]. From the computation point of view, the second step is the most crit-

ical, where the risk is usually characterized by two main quantities: (i) the severity

of the possible adverse consequence(s); and (ii) the likelihood of occurrence of each

consequence. The likelihoods of risk consequences are expressed as probabilities or

frequencies (i.e., the number of occurrences or the probability of occurrence per unit

time), which can be determined through the reliability evaluation [3]. Therefore, the

1



central safety inquiry in many complex systems to make decision-making at the critical

design stage is to evaluate the probabilities of all possible risk consequences that can

occur at system and subsystem levels using reliability modeling and analysis methods.

Reliability Modeling Methods

Since the late 60’s, various types of reliability modeling methods have been developed

to determine the probabilistic risk assessment of safety-critical systems. These include

graph theory based approaches such as, Fault Trees (FT) [4], Reliability Block Dia-

grams (RBD) [5], Markov Chains [6] and Event Trees (ET) [7]. FTs mainly provide

a graphical model for analyzing the factors causing a system failure only. On the

other hand, RBDs provide a schematic structure for analyzing the success relation-

ships of system components that keep the entire system reliable only. Markov Chains

model the transition between working states and failure. ETs provide a risk tree

model for all possible complete/partial failure and reliability consequence scenarios

that can occur at the system-level simultaneously. Moreover, ET analysis can be used

to associate failure and success events to all subsystems of a safety-critical system in

more complex hierarchical structures, such as Functional Block Diagrams (FBD) [8].

An FBD is a graphical representation of the detailed system functionality and the

functional relationship between all its subsystems that are represented as Functional

Blocks (FB). More recently, an approach has been proposed to conduct ET analysis in

conjunction with FTs to identify all subsystem failure events in a critical system and

their cascading dependencies on the entire system. This analysis method is known

as cause-consequence analysis, using a combined hierarchical structure of Cause-

Consequence Diagrams (CCD) [9]. Therefore, the PRA of the occurrence of accident

events using ETs/CCDs/FBDs can be used for all required system/subsystem-level

improvements, thereupon, satisfy the reliability demand within acceptable risk levels.

2



Reliability Analysis Methods

The reliability analysis of safety-critical systems can be calculated using a variety of

methods, among them analytically-based paper-and-pencil methods and simulation

tools, such as Monte-Carlo, being the most popular [10]. The former one represents the

system by a mathematical model and evaluate the reliability indices from this model

manually. However, when realistic systems with complex operating procedures have

to be modeled, the resulting analysis can therefore lose some of its significance due to

the possibility of human error-proneness as well as to the very cumbersome effort to

perform the reliability analysis manually. For that reason, many planners/designers

use a simulation approach for faster computation, which uses random algorithms to

predict the real functional behavior of safety-critical systems and estimate the average

value of reliability parameters. On the other hand, formal methods [11], such as model

checking, petri-nets and theorem proving, can be proposed as an accurate alternative

to traditional analysis methods. Firstly, model checkers describe the behavior of

systems in a state machine form and prove its characteristics in an accurate manner.

However, model checkers suffer from the state space explosion problem [11]. Petri-

nets is a mathematical modeling language, which is used for state-transition systems

and describes the potential behavior of discrete systems in the form of states and

transitions between states. However, Petri-nets are suffering from the reachability

problem, which means it is not easy to determine when it is safe to stop [11]. Theorem

proving uses a proof assistant to carry out mathematical proofs of theorems based on

deductive reasoning and a set of basic axioms and inference rules at its core. The

level of expressiveness of these theorems depends on the type of logic used, like first-

order logic (FOL) and higher-order logic (HOL) [11].

3



1.2 State-of-the-Art

In this section, we present the existing state-of-the-art of ET and CCD/FBD reliability

analysis at system and subsystem level, respectively.

Event Tree Reliability Analysis

Event Trees (ET) reliability analysis has been developed in the mid-70s’ [7] for the

probabilistic risk assessment of all possible sudden accident risks that can occur in

nuclear power plants in the generation sector of power systems. Since that time,

many researchers have analyzed safety-critical systems using ETs for the PRA at the

design stage. For instance, Kennedy et al., in [12] used ET analysis to conduct the

overall safety study of the Oyster Creek nuclear power plant in US for deducting all

possible consequence scenarios of failure and reliability simultaneously. In the late

90s’, Papazoglou in [13], was the first researcher to lay down the mathematical foun-

dations of ETs to replace their graphical representation for probabilistic risk analysis

of nuclear power plants. The mathematical analysis of ETs has been used in [14]

to assess the probability of rare risk consequence events that can occur in power

systems. In [15], Peplow et al. used an ET diagram to evaluate the probability of

all possible consequences of sudden accident events or terrorist attacks causing the

contamination with radioactive material, which would make a large surrounding area

uninhabitable for thousands of years. Phulpin et al., in [16], used the ET analysis

results to improve the control strategy of the High Voltage Direct Current (HVDC)

transmission power flow and consequently the system sustainability aftermath of a

large disturbance. Recently, Muzik et al., in [17], used the notion of ETs in analyz-

ing all emergency risk possibilities of a Micro-Gird (MG) power system near the city
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of Pilsen, Czech Republic. However, the reliability analysis done in all the above-

mentioned work is done purely analytically using a paper-and-pencil approach. A

major limitation in the mathematical manual approach is the possibility of human

error-proneness for large-scale realistic systems as well as the cumbersome effort and

large amounts of time to perform the reliability analysis manually. On the other hand,

there exist several commercial software tools for building ETs for probabilistic risk

assessment of critical systems, such as Isograph [18], SoHAR [19], ReliaSoft [20] and

ITEM [21]. These commercial tools require from the user to manually draw the ET

model and only allow two-states for each component due to an explosion of outcome

possible test cases, then compute the probability of each scenario by multiplying the

probabilities of associated failure/success events in each scenario. The limitation of

two-state models makes commercial ET analysis tools not suitable for realistic com-

plex systems that usually require to assign multi-states of complete/partial failure

and reliability events to each component. On the other hand, there are also simula-

tion approaches for ET analysis that generally use random-based algorithms, such as

MATLAB Monte-Carlo Simulation (MCS), to predict and estimate the probability of

risk consequences [22]. These approximate simulation algorithms have been widely

used in the reliability analysis of critical systems for faster computation. For instance,

in [23] the authors used MCS based ET analysis to identify and evaluate the possible

consequences of undesired events in railway tunnels. In [24], Yu et al. used ET-based

MCS to implement the stochastic properties of contingencies, protective response and

protection power system failures. However, MCS-based reliability analysis approaches

lack the rigor of detailed proof steps for reliability analysis as well as require a large

amount of computing time for large-scale systems due to an explosion of test cases [25].
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Functional Block Diagram Reliability Analysis

In the late 90s’, Papazoglou developed the fundamentals of FBD reliability analysis

in [8], which recursively applies ET analysis for each subsystem of a safety-critical sys-

tem and connect all subsystem-level ETs together in a hierarchical ET structure. FBD

reliability analysis is mainly done using an analytically manual analysis approach. For

instance, Papakonstantinou et al., in [26], used FBD analysis to determine all safety

classes of a Boiling Water Reactor (BWR) and steam turbine generator in a nuclear

power plant. Since that time, FBD analysis has not improved much due to the com-

plexity that planners/designers are facing of building complex ET structure models

manually during the design stage. A computer simulation program can be written in

any modern language to automate the FBD analysis proposed by Papazoglou. How-

ever, both the manual and simulation methods either lack detailed proof steps and are

not scalable for multi-level reliability analysis of realistic systems or use approximation

algorithms for faster PRA computation. Therefore, these approaches could introduce

undesirable inaccuracies that can be deemed fatal for safety-critical systems.

Cause Consequence Diagram Reliability Analysis

Cause Consequence Diagrams (CCD) reliability analysis was developed at the begin-

ning of 2000’s [9] to analyze failures at the subsystem levels using FTs combined with

an ET consequence diagram to integrate their cascading failure/reliability dependen-

cies on the entire system. CCDs are categorized into two general methods for the

ET linking process with the FTs [9]: (1) Small ET diagram and large subsystem-

level FT; (2) Large ET diagram and small subsystem-level FT. Both methods are

used for the PRA of industrial applications. For example Andrews et al., in [27],

used the former method of CCD reliability analysis (i.e., small ET and large FTs)
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to determine all the PRA of High-Integrity Protection Systems (HIPS). Also An-

drews, in [28], used the latter approach (i.e., large ET and small FTs) to determine

all possible complete/partial failure and reliability events at the subsystem level of a

pressure tank system that contains a Motor Control Center (MCC) with a start-up

and shutdown sequence in addition to its required operational phase. In [29], Vyzaite

et al. applied both of the CCD method for reliability analysis of non-repairable critical-

systems at each subsystem level. However, the subsystem-level CCD reliability analy-

sis done in all the above-mentioned framework is done purely analytically based using

a paper-and-pencil approach [9]. This raises a reliability research question, namely,

how much time would be needed if planners/designers require multi-level cause conse-

quence analysis corresponding to n-subsystems of a safety-critical system, i.e., multi-

level ET model and multi-level FT models?

ET Reliability Analysis using Formal Methods

Only a few works have previously considered using formal methods for reliability anal-

ysis of safety-critical systems. For instance, Nỳvlt et al. in [30] used Petri nets for ET

analysis to model the complete/partial system-level failure and success consequence

events. The authors proposed a new method based on P-invariants to obtain a model

of cascading dependencies in ETs [30]. However, according to the same authors,

they are not able to obtain verified expressions from the generated ET model [30].

Ortmeier et al. in [31] developed a framework for Deductive Cause-Consequence Anal-

ysis (DCCA) using the SMV model checker [32] to verify the CCD proof obligations.

However, according to the authors, there is a problem of showing the completeness of

DCCA due to the exponential growth of the number of proof obligations with complex

systems that need cumbersome proof efforts [31]. To the best of our knowledge, there

exist no work applying formal methods for FBD reliability analysis.
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1.3 Problem Statement

Existing reliability analysis methods for ETs/CCDs/FBDs compromise the accuracy

or completeness of PRA during the critical design stage of safety-critical systems. The

recommendations of international safety standards bodies, such as IEC 61850 [33],

EN 50128 [34] and ISO 26262 [35], is to use formal methods for accurate PRA of

realistic safety-critical systems. The developed frameworks for ETs and CCDs using

formal methods, based on model checking and petri-nets, lack the ability to verify

probabilistic expressions of all possible complete/partial failure and reliability conse-

quence events that can occur simultaneously.

1.4 Proposed Solution

With the ultimate goal of accomplishing a rigorous ET/CCD/FBD reliability analysis

of safety-critical systems that overcomes all above-mentioned limitations of existing

analysis methods, we propose in this thesis to use formal methods, based on higher-

order logic (HOL) theorem proving, for analyzing ETs, CCDs and FBDs. The reason

for using an interactive theorem prover based on HOL rather than an FOL auto-

mated theorem prover is mainly due the capability of the former to reason about

non-trivial probabilistic mathematical formulations needed for the reliability analysis

efforts [36]. This would provide planners/designers the ability to obtain formally ver-

ified probabilistic consequence expressions of complete/partial failure and reliability

at system and subsystem levels that model checking and petri-nets cannot sustain.

There exist several HOL theorem provers that could be potential candidates for the

anticipated research work, such as HOL4 [37], Isabelle [38], PVS [39], HOL-Light [40]
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and Coq [41], which vary in the availability of the supported libraries. In this doc-

toral thesis, we will use the HOL4 [37] theorem prover, which has a rich library of

probability and measure theory as well as theories supporting reliability measures,

such as those for FTs and RBDs. In fact, prior to this work, there were two notable

projects for building formal infrastructures for reliability analysis in HOL4, which we

briefly describe in the sequel.

Static Reliability Analysis in HOL4 In 2017, Ahmad [42] proposed a formal reli-

ability analysis framework that uses HOL4 to analyze multi-level static FT and RBD

structures. He first presented a higher-order-logic formalization of commonly used

RBD configurations, namely, series, parallel and nested series-parallel, to facilitate

the formal reliability analysis of safety-critical systems within the sound environment

of the HOL4 theorem prover. Then, he developed the detailed formalization of com-

monly used FT gates, such as AND, OR, NOT, which are the foremost requirements

to conduct FT analysis. The usability of the proposed FT/RBD formalization was

effectively illustrated by presenting the formal reliability analysis of several realistic

systems, including smart grids in HOL4. A limitation of the framework of [42] is

that the formalization of the static RBDs and FTs can neither analyze the dynamic

behavior of the critical system nor determine failure and reliability simultaneously.

Dynamic Reliability Analysis in HOL4 In 2019, Elderhalli [43] proposed a

framework to formally conduct the dynamic dependability analysis of systems modeled

as dynamic fault trees (DFTs) and dynamic reliability block diagrams (DRBDs) using

HOL theorem proving. She formalized in HOL4 the DFT gates and operators, which

enables having formally verified cut sets and cut sequences to qualitatively analyze a

given DFT. She was able to report a flaw in one of the published DFT algebras, which

further emphasize on the importance of formally validating the correctness reliability
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results of safety-critical systems. Moreover, she developed a novel DRBD algebra and

introduced several operators and simplification theorems to mathematically model

traditional RBD structures as well as the dynamic spare construct, which she formal-

ized in HOL4. However, the framework of Elderhalli [43] can help designers/planners

to analyze either dynamic failure or reliability only of a given safety-critical system.

Due to the limitations of existing formal framework in HOL4 for analyzing either

failure or reliability for safety-critical systems, we propose the formalization of ETs

in HOL4, which considers both failure and reliability states of safety-critical systems

simultaneously. Also, we propose the formalization of CCDs, based on FT/RBD

formalization in conjunction with the formalization of ETs to perform the subsystem

level reliability analysis in HOL4. Moreover, we propose the formalization of FBDs

in HOL4, which recursively applies the formalization of ETs for each subsystem of

a complex safety-critical system. We use the formalization of ETS/CDDS/FBDs

to evaluate different significant reliability and energy indices of realistic power grid

applications at system and subsystem levels. Prior to this work, few researchers

considered the use of formal methods to analyze the reliability of power systems.

Formal Reliability Analysis of Power Systems Mahmood et al., in [44], devel-

oped a framework for the reliability assessment of power grid components [45] with

backup protection using the probabilistic model checker PRISM [11]. Similarly, in [46],

Khurram et al. presented a foundational model for relay-based protected components

in power distribution systems using the PRISM model checker. Also, in [47], Sugumar

et al. were the first to used formal analysis via the UPPAAL model checker [48] to

design and validate the Energy Management System (EMS) for a Micro-Grid (MG)

system that consists of high penetration of solar PV systems. Also, Sugumar et

al., in [25], used UPPAAL for the verification of a supervisory EMS, which provides
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much stronger confidence in the correctness of the EMS design than conventional ap-

proaches. Recently, Badings et al., in [49], used model checking for the predictive

verification of smart power grids incorporating WTs and ESSs to overcome the need

for sampling-based MCS and to be used by Transmission System Operator (TSO).

However, all the above-mentioned model checking tools face a combinatorial blow up

of the state-space, commonly known as the state explosion problem [11]. Moreover,

in [50], Li et al. used the formal analysis, based on the continuous reachability an-

alyzer (CORA) MATLAB toolbox [51], for the predictive verification of networked

MG systems’ stability in the presence of heterogeneous uncertainties induced by high

penetration of RES generation. However, CORA has a limit of only providing proba-

bilistic failure/reliability expressions of complex integrated MGs at each MG compo-

nents level. Ahmad et al. in [52] used theorem proving to generate a Capacity Outage

Probability Table (COPT) in order to estimate the overall capacity of the generation

system. Also, Ahmad et al. in [53] used RBDs/FTs to determine either reliability or

failure of various intelligent embedded devices for an automated substation.

1.5 Thesis Objective

The objective of the thesis is to develop methods and tools for the formal proba-

bilistic risk assessment of multi-level complex systems with multi-state components

of failure and reliability using theorem proving. This can be achieved through a rig-

orous methodology that can verify probabilistic expressions of realistic safety-critical

systems at system and subsystem levels. To demonstrate the applicability of the pro-

posed methodology, we applied the formal PRA to realistic applications in the power

systems sector with the verification of significant reliability and energy indices.
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1.6 Proposed Methodology

In this doctoral thesis, we propose a comprehensive framework for accurate and

sound ET/FBD/CCD-based reliability analysis of large-scale critical systems using

the HOL4 theorem prover. We propose new mathematical formulations that solve the

state-of-the-art scalability problem of modeling multi-level ETs/CCDs/FBDs, which

we formalized in HOL4. The verified probabilistic formulations in HOL4 are capa-

ble of analyzing multi-level systems, where each subsystem consists of components

that are composed of multi-states failure and reliability events. The proposed for-

mal analysis can be done on any arbitrary probabilistic distribution, like Exponen-

tial/Weibull/Poisson, which makes our framework the first of its kind. The core of the

proposed framework are HOL4 theories for ETs, FBDs, and CCDs depicted in con-

tainers, as shown in Figure 1.1. During the critical system modeling and reliability

analysis, industrial planners/designers usually require computer-aided visualization

with graphical interfaces. For that purpose, we also develop an ET modeling and

analysis software implemented in Python [54], called Functional Block Diagram and

Event Tree Modeling and Analysis (FETMA), as shown in Figure 1.1.

1. The ET theory consists of three parts: (1) ET Structure: we formalize in HOL4

the basic ET constructors for the mathematical modeling of ETs as well as

functions for generating complex multi-level ET models; (2) ET Reduction: we

formalize the ET reduction functions that can reduce the possible test cases of

ETs based on the reliability requirements of the given safety-critical system; and

(3) Probabilistic Theorems : we prove in HOL4 ET probabilistic theorems that

are capable of analyzing complex ETs that consist of multiple multi-state system

components and is based on any given probabilistic distribution and failure rates.
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Figure 1.1: Proposed Methodology

2. The FT/ET-based CCD theory consists of three parts: (1) CCD Structure: we

build in HOL4 the basic FT/ET-based CCD constructors for the mathematical

modeling of CCDs and can express CCD models based on FTs and ETs; (2) CCD

Reduction: we define a CCD reduction in HOL4 that can reduce the number of

possible test cases of CCDs; and (3) Probabilistic Theorems : we prove FT/ET-

based CCD probabilistic expressions in HOL4 that can perform failure analysis

for multi-level subsystems of a complex system and obtain all possible failure

and success consequence events at the subsystem level.

3. The RBD/ET-based CCD theory consists of three parts: (1) CCD Structure: we

define in HOL4 the basic RBD/ET-based CCD constructors for the mathemat-

ical modeling of CCDs based on RBDs and ETs, as a novel approach; (2) CCD
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Reduction: we formalize the CCD reduction in HOL4 that can reduce the num-

ber of possible test cases of CCDs; and (3) Probabilistic Theorems : we formalize

novel RBD/ET-based CCD probabilistic theorems that can identify potential

areas of poor reliability for multi-level subsystems of a complex system.

4. The FBD theory consists of three parts: (1) FBD structure: we formalize in

HOL4 the basic FBD constructors for the mathematical modeling of FBDs;

(2) FBD-ET Translation: we formalize in HOL4 a set of functions that can

translate a complex FBD model to a hierarchical ET model; and (3) Proba-

bilistic Theorems : we verify in HOL4 FBD probabilistic theorems to determine

the probability of all consequence scenarios at the subsystem level that could

occur in a complex system.

For industrial planners/designers, who usually require user-friendly features and

graphical interfaces during the reliability analysis, we also implement in Python a

Functional Block Diagram and Event Tree Modeling and Analysis (FETMA) software

that consists of three parts: (1) ET Reliability Analysis, which is based on the ET

theory in HOL4; (2) FBD Reliability Analysis, which is based on the FBD theory in

HOL4; (3) Probabilistic Risk Assessment, we evaluate in FETMA the probabilistic

assessment of all possible consequence events at the system and subsystem levels.

Figure 1.2 depicts the process that would undertake for the probabilistic risk as-

sessment of safety-critical systems using our formalizations of ETs, CCDs and FBDs

in HOL4. The inputs to this process are the safety-critical system diagrams, de-

scriptions, and subsystems’ specifications provided by the reliability engineers. The

second step is to choose which technique is suitable for the safety-critical system

reliability analysis, i.e., using the ET option for system-level analysis or using ei-

ther the FBD or CCD options for subsystem-level analysis, as shown in Figure 1.2.
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Figure 1.2: Formal Probabilistic Risk Assessment Process

To perform the formal system-level ET analysis using our ET theory, the reliabil-

ity engineer has to provide the reliability requirements for the system under study,

as shown in Figure 1.2 with green arrows. Similarly, using our CCD theories re-

quires the subsystem RBD or FT models, as shown in Figure 1.2 with red arrows.

The FBD theory requires the FBD multi-level model, as shown in Figure 1.2 with

blue arrows. Based on our ET/FBD/CCD theories in HOL4, a designer/planner can

easily verify all possible system/subsystem-level safety classes of complete/partial

failure and reliability expressions based on any given probabilistic distribution, like

Exponential/Weibull/Poisson, corresponding to the given system description. The

last step is the computation of the formally verified risk consequence expressions

using Standard Meta Language (SML) [55] functions. We can use the results to

accurately determine significant reliability and energy indices, such as System/Cus-

tomer Average Interruption Frequency/Duration Index (SAIFI, SAIDI and CAIDI)
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and Loss of load/Energy Expectation (LOLE and LOEE) [56], to help the plan-

ners/designers in making effective decisions at the critical design stage. In order

to demonstrate the practical effectiveness of our proposed methodology, we use our

framework to conduct a formal system/subsystem-level reliability analysis of realis-

tic power systems in the four major power sectors [57]: (i) power generation plants;

(ii) power transmission grids; (iii) power distribution networks; and (iv) power protec-

tion systems, as shown in Figure 1.2. We use different power system applications for

different parts of our methodology in order to illustrate the usage of each technique

for its suitable PRA. For example, ETs for PRA of large transmission systems that

require system-level risk analysis, FT-based CCDs for PRA of conventional genera-

tion systems that usually require failure analysis at the subsystem level, RBD-based

CCDs for PRA of renewable energy resources that are connected in series and parallel

at subsystem levels and FBDs for PRA of nuclear power plants and substations that

always require multi-level and multi-state risk analysis at the subsystem level. We

assume that all failure rates are mutually independent and as future work, we will

consider the dynamic behavior of failure rates as well as conditional probabilities.

1.7 Thesis Contributions

The main contribution of this thesis is the development of rigorous methods and tools

for the formal system/subsystem-level probabilistic risk assessment of safety-critical

systems. We list the contributions achieved in this thesis as follows. The publications

cited are listed in the bibliography section provided at the end of the thesis document.

� Formalization of ET constructors in HOL4 that can be composed to build an

arbitrary level of ET diagrams. Enabling formal ET-based probabilistic analysis
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in HOL4 with verified probabilistic formulations. Applications on three realis-

tic power systems, i.e. IEEE 3-bus bulk power system, Québec-New England

HVDC coupling between Canada and US and IEEE 118-bus power network.

[Bio-Jr1, Bio-Jr4, Bio-Cf3, Bio-Tr3]

� Formalization of the CCD basic constructors that can be used to build an arbi-

trary level of CCDs. Provide reasoning support for formal probabilistic analysis

of multi-level CCDs, based on FTs and ETs. Application on a IEEE 39-bus

generation network and verification of reliability indices at generation level.

[Bio-Jr5, Bio-Tr1]

� Introduction of a novel approach to conduct CCD reliability analysis based on

RBDs rather than FTs to identify potential areas of poor reliability. Formaliza-

tion in HOL4 of newly developed probabilistic formulations of CCDs based on

RBD and ET theories. Application on multiple interconnected micro-grids.

[Bio-Jr3, Bio-Cf2]

� Formalization of FBDs by defining modeling functions for its basic elements.

Provide reasoning support for formal probabilistic analysis of multi-level FBDs,

which can mathematically analyze complex hierarchical ET structures. Appli-

cation on a realistic nuclear power plant with multiple-levels decomposition of

nuclear reactor, where we verified all possible safety classes that can occur.

[Bio-Cf1]

� Development of a Functional Block Diagram and Event Tree Modeling and Anal-

ysis (FETMA) software, which provides the probabilistic risk assessment of

system/subsystem-level ET and FBD reliability analysis. Applications on a
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power transmission distance protection and a smart automated substation.

[Bio-Jr2, Bio-Cf5, Bio-Tr2]

1.8 Thesis Organization

The remainder of this thesis is organized as follows: Chapter 2, is the preliminary

chapter that summarizes the fundamentals of ET/CCD/FBD step-wise analysis and

describes the basics of the HOL4 theorem prover. In Chapter 3, we describe our for-

malization of ETs in HOL4, i.e., ET modeling, ET reduction, ET partitioning, ET

probabilistic analysis, ET reliability indices, and conduct different applications of two-

state IEEE 3-bus bulk power system, multi-state Québec-New England HVDC system

and two-state multiple ET models of IEEE 118-bus power network. In Chapter 4 we

provide our formalization of FT/ET-based CCDs in HOL4, i.e., CCD modeling, CCD

reduction, CCD partitioning, CCD probabilistic analysis, CCD reliability indices, and

present a case study of the standard IEEE 39-bus distributed generation network sys-

tem. In Chapter 5, we introduce a new RBD/ET-based cause consequence analysis

approach with all required modeling and probabilistic formulations. We describe the

formalization of this new RBD-based CCD method in HOL4 and provide an applica-

tion on a four interconnected micro-grids of a smart power grid system. In Chapter

6, we provide our formalization of FBDs in HOL4, i.e., FBD modeling, FBD-ET

translation, FBD probabilistic analysis, as well as an application on a realistic nuclear

power plant generation system. In Chapter 7, we describe the internal structure of

the FETMA software tool for system/subsystem-level ET and FBD reliability anal-

ysis, which are applied on a power transmission distance protection scheme and a

smart automated substation. Lastly, Chapter 8 summarizes the contributions of this

thesis and outlines potential future research directions.
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Chapter 2

Preliminaries

In this chapter, we overview the basics of the methods used in this thesis for prob-

abilistic risk assessment, namely, Event Trees (ET), Cause-Consequence Diagrams

(CCD) and Functional Block Diagrams (FBD). We also introduce the fundamentals

of the HOL4 theorem proving, the probability theory in HOL4 and the existing HOL4

theories of FTs and RBDs to facilitate the understanding of the rest of the thesis.

2.1 Event Trees

Event Tree (ET) [13] is a widely used probabilistic risk assessment technique that can

analyze all possible system-level complete/partial failure and reliability consequence

events by modeling components failure/success states simultaneously and determine

their cascading dependencies on the entire system in the form of a tree structure. An

ET diagram starts by an Initiating Node from which all possible consequence scenarios

of a sudden event that can occur in the safety-critical system are drawn as Branches

connected to Proceeding Nodes so that only one of these scenarios can occur, i.e.,

all possible ET consequence paths are mutually exclusive (cannot occur at the same
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Figure 2.2: Micro-Grid System Event Tree Diagrams

instance) and distinct. For instance, consider a Micro-Grid system consisting of wind-

turbines power generation (G) and two transmission lines (TL) to supply a certain

load X, as shown in Figure 2.1. Assuming that each component in the Micro-Grid

system has two operational states only, i.e., Success (S) state or Failure (F) state.

The ET four steps analysis, introduced by Papazoglou [13], are as follows:

1. Generation: Construct a complete ET diagram that draws all possible scenarios,

known as Paths. Each path consists of a unique sequence of failure/success

events. Figure 2.2(a) depicts 8 ET consequence paths (from path 0 to path 7)

with all possible scenarios that can occur in the Micro-Grid system.
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2. Reduction: Model the accurate functional behavior of a system to reduce

the number of possible test cases. This is done by deleting some specific

nodes/branches corresponding to the occurrence of certain events, which are

known as Complete Cylinders (CC) [13]. These cylinders are ET paths consist-

ing of N failure/success events and are conditional on the occurrence of K Con-

ditional Events (CE) in their respective paths. They are typically referred to as

CCs with respect to K. For instance, if the wind turbine generation G fails, then

the whole grid fails regardless of the next transmission line status, i.e., TL1 and

TL2, as shown in Figure 2.2(b). The ET paths 4-7 are CCs with respect to GF .

3. Partitioning : This step is essential as we are only interested in the occurrence

of certain reliability/failure events according to the system safety requirements.

For instance, suppose we are only focusing on the Complete Failure (CF) of the

micro-grid, then the ET paths 3 and 4 are taken from the reduced ET. If we are

analyzing the Partial Failure (PF) of the grid, then the ET paths 1 and 2 are

considered while the grid Complete Success (CS) is only represented by path 0.

4. Probabilistic analysis : Lastly, evaluate the probabilities of ET paths based on

the occurrence of an accident event in the system. These probabilities represent

the likelihood of each scenario that can possibly occur in a entire system. If all

events in an ET model are mutually independent, then the probability of any

ET path can be computed by simply multiplying the individual probabilities of

all failure and success events associated with the ET path [13]. For example,

the probabilistic risk assessment of the micro-grid CS, PF and CF in Figure 2.1

can be expressed mathematically, respectively, as:
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Pr(Micro−GridCS) = Pr(GS)× Pr(TL1S)× Pr(TL2S)

Pr(Micro−GridPF ) = Pr(GS)× Pr(TL1F )× Pr(TL2S) +

Pr(GS)× Pr(TL1S)× Pr(TL2F )

Pr(Micro−GridCF ) = Pr(GS)× Pr(TL1F )× Pr(TL2F ) + Pr(GF )

(2.1)

where Pr(XF ) is the unreliability function or the probability of failure for a compo-

nent X and Pr(XS) is the complement of Pr(XF ) representing the reliability function

or the probability of success of the component X, i.e. 1 - Pr(XF ).

2.2 Functional Block Diagrams

Functional Block Diagram (FBD) [8] is an ET analysis based probabilistic risk assess-

ment technique that can construct hierarchical ET structures to perform subsystem-

level reliability analysis for complex systems. A Functional Block (FB) is the basic

constructing element of an FBD graph that represents the stochastic behavior of each

subsystem in a safety-critical system. To present a clear understanding of FBD-based

safety analysis, consider a turbine governor system of a steam power plant that con-

trols the position of a steam inlet valve (V), which in turn regulates the steam flow to

the turbine and thus controls the output power. The valve operates with an induction

motor (IM) that is energized by a power supply (PS), as shown in Figure 2.3(a). The

main objective of the valve is to control the Steam Flow (SF) at point B given the

flow situation at point A and a command signal C that dictates the required function

of the valve, i.e. open or close. The FBD six step-wise analysis, are as follows:

1. FBD Construction: A system FBD (decomposed into FBs) is constructed

based on the engineering knowledge to describe the subsystem-level behavior,

as shown in Figure 2.3(b).
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2. ET Generation: Construct a complete ET model corresponding to each subsys-

tem FB. Assuming each subsystem component is represented by two operating

states only, i..e, Success (S) or Fail (F). Figure 2.4 depicts the subsystem com-

plete ETs, i.e., ET1(Complete), ET2(Complete) and ET3(Complete) corresponding to

FB1, FB2 and FB3, respectively, of the steam-turbine governor.
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Figure 2.3: Steam-Turbine Governor of a Thermal Power Plant
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3. ET Reduction: Obtain the reduced ETs by removing some nodes/branches ac-

cording to subsystem functionality. For instance, in the steam-turbine governor

FB2 (ET2(Complete)), if the power supply FB1 fails, then the whole IM fails re-

gardless of the status of its other elements, as shown in Figure 2.4.

4. ET Composition: All reduced ETs are composed together considering the

functional behavior of the steam-turbine governor system to form a complete

subsystem-level ET model. So, ET1(Reduced), ET2(Reduced) and ET3(Reduced) are

composed to form a subsystem-level ETGovernor (Figure 2.4) with all possible

complete/partial failure and reliability ET consequence paths that can occur.

5. ET Partitioning : Safety analysts are usually interested in the occurrence of cer-

tain events according to the system safety requirements. For instance, suppose

we are only focusing on the complete failure (CF) of the IM only in Figure 2.3(a),

then ET paths 3-5 are obtained from ETGovernor.

6. Probabilistic Analysis : This evaluates the probabilities of all possible safety

classes of complete/partial failure and reliability subsystem-level ET paths based

on the occurrence of a certain event in the entire system. For instance, the

failure probability of IMCF event in Figure 2.3(b) (ETPath3−5) and the success

probability of GovernorCS event (ETPath0) can be expressed mathematically as:

Pr(IMCF ) = Pr(PSS)× Pr(CS)× Pr(IMF ) + Pr(PSS)× Pr(CF ) + Pr(PSF )

Pr(GovernorCS) = Pr(PSS)× Pr(CS)× Pr(IMS)× Pr(SFS)× Pr(VS)

(2.2)
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2.3 Cause Consequence Diagrams

Cause–Consequence Diagram (CCD) [9] is a probabilistic risk assessment technique

that is traditionally used to model the causes of subsystem failures in a safety-critical

system, using FT analysis, and their potential consequences on the entire system, us-

ing ET analysis [9]. The graph theory of CCDs uses three basic constructors Decision

box, Consequence path and Consequence box [9]. The detailed description of the CCD

constructors is illustrated in Table 2.1 [58]. To obtain a clear understanding of using

FTs in CCDs, consider a renewable solar Photo-Voltaic (PV) energy system supplying

a private house [59]. The PV system consists of two main subsystems: a Solar Ar-

ray (SA) that consists of three series solar PV panels and an Inverter Bridge (IB) that

converts DC to AC through Switches and Filters, as shown in Figure 2.5 [60]. The

Table 2.1: CCD Symbols and Functions

CCD Symbol Function

 

Subsystem  
Functions Correctly 

YES NO 
FT 

Decision Box: represents the status of functionality
for a component or subsystem.

(1) NO Box: describes the subsystem failure operation.
An FT of the subsystem is connected to this
box that can be used to obtain the failure probability,
i.e., PrNO = PrFT

(2) YES Box: represents the correct functioning of the
subsystem or reliability, which can be determined by
simply taking the complement of the failure operation,
i.e., PrYES = 1 - PrFT

Consequence Path: models all possible consequence
scenarios based on subsystem failure or reliability

Consequence Box: models the final outcome due to
a particular sequence of events for all subsystems
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four steps of CCD analysis for the renewable energy solar PV system, as described by

Andrews et al. [27], can be done as follows:

1. Components failure events : Assign an FT model to each subsystem in the solar

system, i.e., FTSA (OR connection) and FTIB (OR connection).

FTSA = 1−
((

1− Pr(PV1F )
)
×
(
1− Pr(PV2F )

)
×
(
1− Pr(PV3F )

))
(2.3)

FTIB = 1−
((

1− Pr(SwitchesF )
)
×
(
1− Pr(FiltersF )

))
(2.4)

2. Construction of a complete CCD : Draw a complete CCD model of the PV

system, as shown in Figure 2.6(a). If the condition of the SA decision box

is either YES or NO, then the next subsystem IB is taken into consideration.

Each consequence path in the CCD analysis ends with either a PV system

success (PVS) or a PV failure (PVF ).
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Figure 2.5: Solar Photo-Voltaic (PV) System
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Figure 2.6: Photo-Voltaic Cause Consequence Analysis
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3. CCD model reduction: Reduce the complete CCD model to decrease the number

of test cases and model the accurate behavior of the PV system. If the condition

of the SA decision box (SA functions correctly) is not satisfied, i.e., NO box,

then the PV fails regardless of the status of the IB, as shown in Figure 2.6(b).

4. CCD probabilistic analysis : The probabilistic risk assessment of the two conse-

quence boxes PVS and PVF at the subsystem level, as shown in Figure 2.6(b),

can be expressed mathematically, using Equation 2.3 and Equation 2.4 as:

Pr (PVS) = Pr (SAYES)× Pr (IBYES) =((
1− Pr(PV1F )

)
×
(
1− Pr(PV2F )

)
×
(
1− Pr(PV3F )

))
×((

1− Pr(SwitchesF )
)
×
(
1− Pr(FiltersF )

))
(2.5)

Pr (PVF ) = Pr (SAYES)× Pr (IBNO) + Pr (SANO) =(((
1− Pr(PV1F )

)
×
(
1− Pr(PV2F )

)
×
(
1− Pr(PV3F )

))
×

(
1−

(
1− Pr(SwitchesF )

)
×
(
1− Pr(FiltersF )

)))
+

(
1−

(
1− Pr(PV1F )

)
×
(
1− Pr(PV2F )

)
×
(
1− Pr(PV3F )

))
(2.6)

where Pr(XNO) is the unreliability function or the probability of failure for a

subsystem X, i.e., FTX model, and Pr(XY ES) is the reliability function or the

probability of operating, i.e., the complement of the FTX model.
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2.4 HOL4 Theorem Prover

The main characteristic of the HOL4 theorem prover is that its core consists only of

four axioms and eight inference rules. Any further proof or theorem should be formally

verified based on these axioms and rules or based on previously proven theorems. This

ensures the soundness of the system model reliability analysis, i.e., no wrong proof goal

can be proved. Table 2.2 provides the mathematical interpretations of some frequently

used HOL4 symbols and defined functions, in this thesis. In the next subsection, we

overview the measure and probability theory in the HOL4 theorem prover as well as

the formalizations of FTs and RBDs in HOL4.

Table 2.2: HOL4 Symbols and Functions

HOL4 Symbols Standard Symbol Meaning

{x | P(x)} {λx. P (x)} Set of all x that satisfy the condition P (x)

L1 :: LN cons
List LN of n elements
[L1, L2, L3, L4, . . . , Ln−1, Ln]

λx. t λx. t Function that maps x to t(x)
EL n LN element nth element of list LN
exp x ex Exponential function
prob p x Pr (x) Probability of the event x∏

(X1 :: XN)
∏N

i=1 Xi
Product of the elements of a list XN ,
i.e., X1 ×X2 ×X3 ×X4 × · · · ×Xn−1 ×Xn∑

(Y1 :: YN)
∑N

i=1 Yi
Sum of the elements of a list YN ,
i.e., Y1 + Y2 + Y3 + Y4 + · · ·+ Yn−1 + Yn

PrL (Z1 :: ZN) Probability list
Probabilities of the elements of a list ZN ,
i.e., [Pr(Z1), P r(Z2), , . . . , P r(Zn)]

COMPL LIST

(H1 :: HN)
Complement list

Complement of the elements of a list HN ,
i.e., [(1−H1), (1−H2), . . . , (1−Hn)]
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Measure and Probability Theory in HOL4

Measure space is defined mathematically as a triple (Ω, Σ, and µ), where Ω repre-

sents the sample space, Σ represents a σ-algebra of subsets of Ω, and µ represents a

measure with the domain Σ. A probability space is a measure space (Ω, Σ, and Pr),

where Ω is the complete sample space, Σ is the corresponding event space containing

all failure/success events of interest, and Pr is the probability measure of the sample

space as 1. The HOL4 theorem prover has a rich library of probabilities, including

the basic probabilistic functions p space, events and prob [61]. Given a probability

space p, i.e., p space p, events p and prob p, these functions return the corre-

sponding probability space Ω, Σ, and Pr, respectively. The Cumulative Distribution

Function (CDF) or failure function is defined as the probability of the failure event

over certain interval of time t, where a random variable X has a value less or equal to

a value t, i.e., Pr (X ≤ t). This definition can be been formalized in HOL4 as [61]:

Definition 2.1.

` CDF p X t = distribution p X {y | y ≤ t}

where the function CDF takes three inputs: (i) a probability space p; (ii) a variable

X ; and (iii) a certain time t, then applies the function distribution, which returns

the probability of the variable X acquiring all the values less than or equal the given

specific time t in the probability space p. Similarly, reliability R(t) is stated as the

probability of a system or component performing its desired task over time t.

R(t) = Pr (X > t) = 1− Pr (X ≤ t) = 1− FX(t) (2.7)

where FX(t) is the CDF. The reliability function is defined as the probability of a

system performing its desired task over time t, i.e., Pr (X > t), in HOL4 as [42]:
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Definition 2.2.

` Reliability p X t = 1 - CDF p X t = distribution p X {y | y > t}

where each function Reliability takes the same three inputs as Definition 2.1 and

returns the probability of the random variable X acquiring all the values greater

than a specific time t in the probability space p. In the application sections of this

thesis, we will assume that the failure CDF and reliability states of all safety-critical

system/subsystem components are continuous exponentially distributed [62]. The

exponential probabilistic distribution is well-known as memoryless and is routinely

used in the reliability analysis of real-world systems to determine probability of failure

(Pr (X ≤ t)) and probability of success (Pr (X > t)) for each system component over

a time period t of interest as follows:

1. CDF p X t = 1 - e(−λX t)

2. Reliability p X t = e(−λX t)

where λX is the failure rate of the component X.

FT Formalization in HOL4

Fault Tree (FT) analysis [63] mainly provides a schematic diagram, using logic-gates,

like OR, AND and NOT, for analyzing undesired top events, which can cause complete

subsystem failure upon their occurrence. The failure probability expression of the

AND FT gate at a specific time t, can be expressed mathematically as [63]:

FANDGate
(t) = Pr

(
J⋂
i=1

Fi(t)

)
=

J∏
i=1

Fi(t) (2.8)

Similarly, the failure probability expression of the OR FT gate at a specific time t,

can be expressed mathematically as [63]:
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FORGate
(t) = Pr

(
K⋃
i=1

Fi(t)

)
= 1−

K∏
i=1

(1−Fi(t)) (2.9)

Ahmad [42] presented the formalization of FT in HOL4 by defining a new

datatype gate, as follows:

Hol datatype gate = AND of (gate list) | OR of (gate list) |

NOT of (gate) | atomic of (event)

The FT constructors AND and OR are recursive functions on gate-typed lists, while

the FT constructor NOT operates on a gate-type variable. A semantic function is then

defined over the gate datatype that can yield an FT diagram as [42]:

Definition 2.3. Fault Tree

` FTree p (atomic FX) = FX ∧

FTree p (OR (F1::FJ)) = FTree p F1 ∪ FTree p (OR FJ) ∧

FTree p (AND (F1::FK)) = FTree p F1 ∩ FTree p (AND FK) ∧

FTree p (NOT FX) = p space p DIFF FTree p FX

The function FTree takes a failure event X, identified by atomic, and returns the given

failure event X. If the function FTree takes a list FJ of J failure events, identified by

OR, then it returns the union of all elements after applying the function FTree on

each element of the given list. Similarly, if the function FTree takes a list FK of

K failure events, identified by AND, then it performs the intersection of all elements

after applying the function FTree on each element of the given list. For the NOT type

constructor, the function FTree returns the complement of the failure event obtained

from the function FTree in the given probability space p. The formal formulation

in HOL4 for the FT gates AND and OR probabilistic expressions Equation 2.8 and

Equation 2.9, respectively, is presented in Table 2.3 [42]. The functions
∏

, PrL and
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Table 2.3: FT HOL4 Probabilistic Theorems

FT Gate Probabilistic Theorem

Failure 1

Failure J
AND ` prob p (FTree p (AND FJ)) =∏

(PrL p FJ)

Failure 1

Failure K
OR ` prob p (FTree p (OR FK)) =

1 -
∏

(PrL p (COMPL LIST p FK))

COMPL LIST are described in Table 2.2 [42]. These FT probabilistic expressions are

verified under the following constraints: (a) events p ensures that all associated

failure events are drawn from the events space p; (b) prob space p ensures that p is

a valid probability space; and lastly (c) MUTUAL INDEP ensures the independence of

the associated events, i.e., an event list EN of N failure events are mutual independent

if and only if for each subset k events, such that (1 < k < N), we have:

Pr

(
k⋂
i=1

Ei

)
=

k∏
i=1

Pr(Ei) (2.10)

The above mutual independent has been formalized in HOL4 as follows [42]:

Definition 2.4. Mutual Independence of Events

` MUTUAL INDEP p EN

⇔ prob p
(⋂

p (TAKE k EN)
)
=
∏ (

PrL p (TAKE k EN)
)

where the function TAKE takes any k events from the event list EN .
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RBD Formalization in HOL4

A Reliability Block Diagram (RBD) [64] mainly provides a schematic diagram, using

series and parallel configurations, for analyzing the success relationships of subsystem

components that keep the entire subsystem reliable. The reliability of a subsystem

when its components are connected in series configuration can be expressed as [64]:

Rseries(t) = Pr

(
J⋂
i=1

Ri(t)

)
=

J∏
i=1

Ri(t) (2.11)

Similarly, the reliability of a subsystem where its components are connected in parallel

can be mathematically expressed as [64]:

Rparallel(t) = Pr

(
K⋃
i=1

Ri(t)

)
= 1−

K∏
i=1

(1−Ri(t)) (2.12)

Ahmad in [42] developed the formalization of RBDs in HOL4 by defining a new

datatype, as follows:

Hol datatype rbd = series of (rbd list) | parallel of (rbd list) |

atomic of (event)

A semantic function is then defined over the rbd datatype that can yield mathemat-

ically the corresponding RBD diagram as [42]:

Definition 2.5. Reliability Block Diagrams

` rbd struct p (atomic RX) = RX ∧

rbd struct p (series (R1::RJ)) =

rbd struct p R1 ∩ rbd struct p (series RJ) ∧

rbd struct p (parallel (R1::RK)) =

rbd struct p R1 ∪ rbd struct p (parallel RK)
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The function rbd struct takes a single event X, identified by a basic type constructor

atomic, and returns the given event X. If the function rbd struct takes an arbitrary

list RJ of type rbd, identified by a type constructor series, then it performs the

intersection of all J elements after applying the function rbd struct on each element

of the given list. Similarly, if the function rbd struct takes an arbitrary list RK of

type rbd, identified by a type constructor parallel, then it returns the union of all

K elements after applying the function rbd struct on each element of the list. The

formal formulations in HOL4 for the reliability series and parallel probabilistic expres-

sions Equation 2.11 and Equation 2.12, respectively, is presented in Table 2.4 [42].

The functions
∏

, PrL, COMPL LIST are defined in Table 2.2.

Table 2.4: RBD Probabilistic Theorems

RBD Connection Probabilistic Theorem

OutputJInput
R1 R2 RJ

` prob p (rbd struct p (series RJ)) =∏
(PrL p RJ)

Output

K

Input

R1

R2

R3

RK

` prob p (rbd struct p (parallel RK)) =

1 -
∏

(PrL p (COMPL LIST p RK))
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Chapter 3

Formal Event Tree Reliability

Analysis

In this chapter, we provide the detailed formalization of ET constructs and analysis

steps described in the previous chapter, namely, ET modeling, ET reduction, ET

partitioning and ET probabilistic analysis. Then, we describe a formal ET analysis

process and define several reliability indices in HOL4, which we apply on different

levels of realistic ET models of electrical power grids.

3.1 ET Formalization

3.1.1 Formal ET Modeling

We start the formal modeling of ETs by developing a new ET datatype in HOL4 as:

Hol datatype EVENT TREE = ATOMIC of (event) |

NODE of (EVENT TREE list) |

BRANCH of (event) (EVENT TREE)
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The new datatype EVENT TREE consists of three basic ET constructors ATOMIC, NODE

and BRANCH corresponding to a single event, node and branch, respectively. The basic

ET constructor ATOMIC takes a single event while the basic ET constructor NODE takes

a recursive EVENT TREE-typed list and lastly the basic ET constructor BRANCH takes

an event and a recursive EVENT TREE-typed. A semantic function is then defined that

can yield a corresponding ET diagram as:

Definition 3.1. Event Tree

` ETREE (ATOMIC EX) = EX ∧

ETREE (NODE (E1::EJ)) = ETREE E1 ∪ (ETREE (NODE EJ)) ∧

ETREE (BRANCH EX ETY ) = EX ∩ ETREE ETY

If the function ETREE takes a success/fail event EX , identified by ATOMIC, then it

returns the event EX . If the function ETREE takes a list (E1::EJ), identified by NODE,

then it returns the union of all the list’s events. Similarly, if the function ETREE takes

an event EX and a proceeding event tree ETY , identified by BRANCH, then it performs

the intersection of the event EX with the next ET model ETY . Moreover, we define a

generic function ETPATH in HOL4 to obtain a specific path in the ET model. This was

done in HOL4 by using the HOL4 recursive function FOLDL that takes three inputs:

(1) a function that is recursively applied on the list elements (BRANCH); (2) the first

success/fail branch event E1; and (3) a list of different N events EN , as follows:

Definition 3.2. ET Path of N Events

` ETPATH p (E1::EN) = FOLDL (λ a b. ETREE (BRANCH a b)) E1 EN

Now, we endeavor to formally define a generic function that can generate a large-

scale ET model consisting of N components of a given system and each component is

represented by a different M multi-state model for reliability studies (i.e., two-state

36



model, three-state model, ..., M-state model), as shown in Figure 3.1. The figure

depicts examples of two-state (up and down), three-state (up, down and partly),

four-state (in service, reserve shutdown, forced out in period of use and forced out

but not used) and five-state models (failed, in service, hot reserve, cold reserve and fail

to take up load). We start by defining a function
⊗

L that can model an ET diagram

with all possible scenarios for two node lists, as shown in Figure 3.2(a), based on the

mathematical Cartesian product
⊗

concept, in HOL4 as:

Definition 3.3. Two Stair ET Generation

` L1

⊗
L L2 = MAP (λ a. MAP (λ b. ETREE (BRANCH a b)) L2) L1

Now, we can define a generic function
⊗N

L that takes an arbitrary list of N com-

ponents and generates a corresponding complex ET model with all possible scenarios
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Figure 3.1: Multi-State Models for Reliability Studies
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Figure 3.2: Generic ET Model Generation

(i.e., C1

⊗
C2

⊗
· · ·
⊗
CN−1

⊗
CN ), as shown in Figure 3.2(b), in HOL4 as:

Definition 3.4. N Stair ET Generation

` L
⊗N

L LN = FOLDR (λL1 L2. L1

⊗
L L2) LN L

where L is a list of all given component states tillN−1 (i.e., L = [[C1]; [C2];. . . ; [CN−1]])

and LN = [CN ]. For instance, we can define the sequential complete ET model for the

Micro-Grid system shown in Figure 2.2(a) with all possible complete/partial reliability

and failure consequence events (8 test cases), mathematically in HOL4 as:

Definition 3.5. Micro-Grid Complete ET Model

` MicroGrid Complete ET [[GS;GF]; [TL1S;TL1F]; [TL2S;TL2F]] =

ETREE
(
NODE ([[GS;GF]; [TL1S;TL1F]]

⊗N
L [TL2S;TL2F]

)
We can formally verify the generated sequential complete ET mathematical model of

the Micro-Grid system corresponding to Figure 2.2(a), in HOL4 as follows:
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Theorem 3.1. Verification of the Micro-Grid Complete ET Model

` MicroGrid Complete ET [[GS;GF]; [TL1S;TL1F]; [TL2S;TL2F]] =

ETREE
(
NODE [BRANCH GS (NODE [BRANCH TL1S (NODE [TL2S;TL2F]);

BRANCH TL1F (NODE [TL2S;TL2F])]);

BRANCH GF (NODE [BRANCH TL1S (NODE [TL2S;TL2F]);

BRANCH TL1F (NODE [TL2S;TL2F])])]
)

3.1.2 Formal ET Reduction and Partitioning

The second step of the ET analysis, Step 2 (Reduction), is used to reduced its number

of ET test cases. Therefore, in HOL4 we define a reduction function � that takes a

list of ET paths L, which is the output of
⊗N

L , a list of ET path numbers N to be

reduced and their K conditional events CE and returns a reduced ET model as:

Definition 3.6. Complete ET Model Reduction

` L � N CE p =

LUPDATE (ETPATH p CE) (LAST N) (DELETE N L (TAKE (LENGTH N-1) N))

To ensure the correctness of the reduced ET model, we formally verify that the length

of the new ET model after reduction is equal to the length of generated complete ET

model
⊗N

L minus the number of paths that were deleted, in HOL4 as:

Theorem 3.2. Verification of the Reduced ET Model Length

` INDEX LT LEN N (L
⊗N

L LN) ∧ LENGTH N ≥ 1 ⇒

LENGTH
(
(L

⊗N
L LN) � N CE p

)
= LENGTH (L

⊗N
L LN) − LENGTH N + 1

where INDEX LT LEN ensures that the length N is less than the length of the ET list.

Upon this, the reduced ET model corresponding to the actual behavior of the Micro-

Grid system through reducing the ET paths 4-7 with respect to the failure of the

generator (GF ), as shown in Figure 2.2(b), can be obtained in HOL4 as:
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Definition 3.7. Micro-Grid Reduced ET Model

` MicroGrid Reduced ET [G;TL1;TL2] [4-7] [G ↓] =

ETREE
(
NODE

(
(↑↓ [G;TL1]

⊗N
L ↑↓ [TL2]) � [4-7] [G ↓]

))
where the function ↑↓ takes an arbitrary list of N components and assigns failure and

reliability states ↓ and ↑ to each component, respectively (see Section 2.4). We can

formally verify the above Micro-Grid reduced ET model (Figure 2.2(b)) in HOL4 as:

Theorem 3.3. Verification of the Micro-Grid Reduced ET Model

` MicroGrid Reduced ET [G;TL1;TL2] [4-7] [G ↓] =

ETREE
(
NODE [BRANCH G ↑ (NODE [BRANCH TL1 ↑ (NODE [TL2 ↑; TL2 ↓]);

BRANCH TL1 ↓ (NODE [TL2 ↑; TL2 ↓])]);

G ↓]
)

To perform multiple reduction operations on a given ET model, we define a reduction

function �N that recursively applies � on a given two-dimensional list, in HOL4 as:

Definition 3.8. Multiple ET model Reductions

` L �N (N::Ns) (CE::CEs) p = (L � N CE p) �N Ns CEs p

where L is the list of a generated complete ET model (the output of Definition 3.4),

N is the list of the first ET paths to be reduced, Ns is the list of all the remaining ET

paths to be reduced, CE is the list of the first conditional events, CEs is the list of all

the remaining given conditional events and p is the probability space.

After the ET reduction process, the next step of ET analysis, Step 3 (Partition-

ing), we define a partitioning function � to extract a collection of ET paths specified

in the index list N from the reduced ET model list L, in HOL4 as follows:

Definition 3.9. ET Paths Partitioning

` N � L = MAP (λa. EL a L) N
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For instance, the complete failure paths of the Micro-Grid system, i.e., paths 3 and

4, as shown in Figure 2.2(b), can be extracted in HOL4 as:

Definition 3.10. Micro-Grid Complete Failure

` MicroGrid Complete Failure [3;4] [G;TL1;TL2] [4-7] [G ↓] =

ETREE
(
NODE ([3;4] � MicroGrid Reduced ET [G;TL1;TL2] [4-7] [G ↓])

)

3.1.3 Formal ET Probabilistic Analysis

For the formal ET probabilistic analysis, we verified in HOL4 the mathematical ET

probabilistic formulations for NODE, BRANCH and ETPATH [13]. These formulations can

be used to easily evaluate the probabilities of all possible scenarios of large-scale ET

models that consist of N components and each component consists of M-states.

Formula 1 : The probability of N failure/reliability events (from Event1 to

EventN ) constructed in an ET initiating node, as shown in Figure 3.3(a), is verified

as the sum of probabilities associated with the events (i.e., Pr(Event1) + Pr(Event2)

+ Pr(Event3) +. . . + Pr(EventN−1) + Pr(EventN )).

Initiating  
Node 

Pr (Event1) 

∑ Probability 

Pr (Event2) 

Pr (Event3) 

Pr (EventN) 

(a) ET Node

Proceeding 
Node 

Pr (Event1) 

∑ Probability 

Pr (Event2) 

Pr (Event3) 

Pr (EventZ) 

Branch 

Pr (EventX) 

(b) ET Branch

Figure 3.3: Probability of ET Basic Constructors
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Theorem 3.4. Probability of ET Node Events

` prob space p ∧ (E1::EN) ∈ events p ∧ ΩNC (E1::EN)

⇒ prob p
(
ETREE (NODE (E1::EN))

)
=
∑ (

PrL p (E1::EN)
)

where the functions
∑

and PrL are described in Table 2.2. The constraint

prob space p ensures that p is a valid probability space while events p ensures

that all events in a node belong to the events space p. The constraint ΩNC is defined in

HOL4 to ensure that all multi-state events of system components in the given list are

disjoint (cannot occur at the same time) and distinct (not similar to each other), as:

Definition 3.11. ET Component Constraints

` ΩNC (C1::CN) ⇔ ALL DISTINCT C1 ∧ disjoint C1 ∧ ΩNC CN

Formula 2 : The probability of a specific failure/reliability event EventX in an

ET branch connected to a proceeding node of Z events (from Event1 to EventZ),

as shown in Figure 3.3(b), is equal to the sum of multiplication of the branch event

probability with each of the probabilities for the next node events, i.e., Pr(EventX)

× Pr(Event1) + Pr(EventX) × Pr(Event2) + . . . + Pr(EventX) × Pr(EventZ).

Theorem 3.5. Probability of ET Branch Events

` prob space p ∧ ΩNC (E1::EZ) ∧ (EX::E1::EZ) ∈ events p ∧

MUTUAL INDEP p (EX::E1::EZ)

⇒ prob p
(
ETREE (BRANCH EX (NODE (E1::EZ)))

)
=

(prob p EX) ×
∑ (

PrL p (E1::EZ)
)

where MUTUAL INDEP ensures that all failure and reliability events are mutually inde-

pendent (see Definition 2.4).

Formula 3 : The probability of an ET path consisting of cascading M failure

and success events, as shown in Figure 3.4(a), can be expressed mathematically as

the multiplication of the individual probabilities of all M events associated with it.
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Theorem 3.6. Probability of an ET Path of M Events

` prob space p ∧ MUTUAL INDEP p (E1::EM) ∧ (E1::EM) ∈ events p

⇒ prob p
(
ETPATH p (E1::EM)

)
=
∏ (

PrL p (E1::EM)
)

where the function
∏

returns the product of the list elements.

Formula 4 : A complex two-dimensional generic ET probabilistic formulation for

extracting a collection of N paths and each path is associated with differentM events

from an ET model, as shown in Figure 3.4(b), can be expressed mathematically as

the sum of the recursive multiplication of individual probabilities for all its ET paths.

Theorem 3.7. Probability of Complex N ET Paths of M Events

` prob space p ∧ MUTUAL INDEP p (Path1M::PathNM) ∧

(Path1M::PathNM) ∈ events p

⇒ prob p
(
ETREE

(
NODE (MAP (λa. ETPATH p a) (Path1M::PathNM))

))
=
∑ (

MAP (λa.
∏

(PrL p a)) (Path1M::PathNM)
)
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Π Probability 

(a) An ET Path of M Events

Path1M 

PathNM 

N 

Pr (Event1) 

N 

Z 

Z 

Pr (Event2) 

Pr (EventN) 

Pr (Event1) 

Pr (Event2) 

Pr (Event3) 

Pr (EventZ) 

Pr (Event1) 

Pr (Event2) 

Pr (Event3) 

Pr (EventZ) 

Π Probability 
∑ Probability 
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Figure 3.4: Probability of Generic ET Paths
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3.2 Formal ET Analysis Process

Based on the ET formalizations provided in the previous sections, Figure 3.5 describes

the steps to formally analyze a given safety-critical system. At the beginning, the re-

liability engineer provides the safety-critical system diagram and its description. The

first step is to generate a complete complex ET model (Step 1) using our formalization

of ET modeling structure in HOL4. The second step is to reduce the number of pos-

sible test cases (Step 2) using our ET reduction functions in HOL4. The next step is

to partition the ET model based on the reliability requirements (Step 3) according to

the reliability requirements of the given system. The last step is to perform the proba-

bilistic analysis of the occurrence of certain events (Step 4) using our formally verified

probabilistic theorems and the given failure distributions to all system components.

Based on the formally verified expressions of reliability, several reliability indices can

be evaluated for critical decision making, as it will be described in the next section.
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Figure 3.5: Methodology for Formal Probabilistic ET Analysis
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3.3 Applications: Electrical Power Systems

To illustrate the applicability of our proposed approach, we define several ET relia-

bility indices in HOL4, then we present the formal ET reliability analysis of several

power systems: (1) a two-state ET model of the standard IEEE 3-Bus bulk power

system; (2) a multi-state ET model of HVDC coupling between Québec and New

England; and (3) a two-state multiple ET models of IEEE 118-bus power network.

3.3.1 Formal ET Reliability and Energy Indices

During the design stage, planners need to evaluate some significant reliability in-

dices [65], which are based on ET analysis and they are formalized as following.

ET Reliability Indices

SAIFI is defined as the total number of customer interruptions (power outage E) over

the total number of customers served. SAIDI is defined as the sum of all customer

interruption durations over the total number of customers served while CAIDI is

defined as the sum of all customer interruption durations over the total number of

customer interruptions. ASAI is defined as the customer hours of available service over

the customer hours demanded while ASUI is defined as the complement of ASAI [65].

SAIFI =
Total Number of Customer Interruptions

Total Number of Customers Served
=

∑
Pr(XE)×CNX∑

CNX

(3.1)

SAIDI =
Total Number of Customer Interruption Durations

Total Number of Customers Served
=

∑
Pr(XE)×MTTRX×CNX∑

CNX

(3.2)

CAIDI =
Total Number of Customer Interruption Durations

Total Number of Customer Interruptions
=

SAIDI

SAIFI
(3.3)
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ASAI =
Customer Hours of Available Service

Customer Hours Demanded
=

∑
CNX×8760−

∑
Pr(XE)×MTTRX×CNX∑

CNX×8760

(3.4)

ASUI = 1−ASAI =
Customer Hours of Unavailable Service

Customer Hours Demanded
=

∑
Pr(XE)×MTTRX×CNX∑

CNX×8760

(3.5)

where CNX is the total number of customers served in the smart power grid at a

specific location X for which the reliability indices are calculated while MTTRX is the

mean-time-to-repair the failure that occurred at the location X. We formally define

a function SAIFI in HOL4 in three parts corresponding to Equation 3.1 as follows:

Definition 3.12. Probability of Location X Complete/Partial Failure

` ProbETX E L LN NN CEN E p =

prob p
(
ETREE

(
NODE (E � (L

⊗N
L LN) �N NN CEN)

))
where L, NN , CEN , E are list of all components modes, last component modes, list of

all CCs, list of all CEs, list of partitioning paths for power outage E, respectively.

Definition 3.13. Total Number of Load Customer Interruptions

`
∑Interrupt

Load E L LN NN CEN (E::EN) (CN::CNN) p =(
ProbETX E L LN NN CEN E p

)
× CN +

∑Interrupt
Load E L LN NN CEN EN CNN p

where EN is a list of all partitioning paths for complete/partial failure events while

CNN is a list of all load customer numbers affected by the failures occurrence.

Definition 3.14. SAIFI Reliability Index

` SAIFI L LN NN CEN EN CNN p =

∑Interrupt
Load E L LN NN CEN EN CNN p∑

CNN

Similarly, we formally define time duration function
∑Duration

Load E and generic func-

tion SAIDI, as described in Equation 3.2, respectively, in HOL4 as:
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Definition 3.15. Total Number of Load Customer Interruption Durations

`
∑Duration

Load E L LN NN CEN (E::EN) (MTTR::MTTRN) (CN::CNN) p =(
ProbETX E L LN NN CEN E p

)
× MTTR × CN +∑Duration

Load E L LN NN CEN EN MTTRN CNN p

where MTTRN is the list of MTTRs for all customer loads.

Definition 3.16. SAIDI Reliability Index

` SAIDI L LN NN CEN EN MTTRN CNN p =∑Duration
Load E L LN NN CEN EN MTTRN CNN p∑

CNN

Using Definitions 3.14-3.16, we formally define generic functions for CAIDI, ASAI,

ASUI corresponding to Equations 3.3, 3.4 and 3.5, respectively, in HOL4 as:

Definition 3.17. CAIDI Reliability Index

` CAIDI L LN NN CEN EN MTTRN CNN p =

SAIDI L LN NN CEN EN MTTRN CNN p

SAIFI L LN NN CEN EN CNN p

Definition 3.18. ASAI Reliability Index

` ASAI L LN NN CEN EN MTTRN CNN p =∑
CNN × 8760−

∑Duration
Load E L LN NN CEN EN MTTRN CNN p∑

CNN × 8760

Definition 3.19. ASUI Reliability Index

` ASUI L LN NN CEN EN MTTRN CNN p =

1 - ASAI L LN NN CEN EN MTTRN CNN p =∑Duration
Load E L LN NN CEN EN MTTRN CNN p∑

CNN × 8760
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ET Energy Indices

Energy Not Supplied Index (ENS) is defined as the total energy not supplied by the

utility. Average System Curtailment Index (ASCI) is defined as the the total en-

ergy not supplied over total number of customer served. Loss of Load Expectation

(LOLE) is defined as the sum of all probabilities for losing certain loads on a specific

day, which are obtained from the Capacity Outage Probability Table (COPT) using

ET analysis. LOLE is defined as the sum of expected number of days in a specific

period the daily load will exceed the available capacity. The per unit Loss of Energy

Expectation (LOEE) value represents the ratio between the energy curtailed by a pos-

sible capacity outage and the total load energy required to serve the system demand.

Energy Index of Reliability (EIR) is defined as the complement of the per unit LOEE.

ENS = Total Energy Not Supplied by the System =
N∑
X=1

La(X) × Pr(XE)×MTTRX

(3.6)
where La(X) is the average load connected to a load of location X.

ASCI =
Total Energy Not Supplied

Total Number of Customers Served
=

∑N
X=1 La(X) × Pr(XE)×MTTRX∑

CNX

(3.7)

LOLE =
N∑
k=1

Pk tk (3.8)

where Pk is the probability of the kth possible capacity outage while tk is the number

of days/period of kth outage causes load loss.

LOEEp.u. =

∑N
k=1 Ek Pk

ET

(3.9)

where Ek is the energy curtailed by the capacity outage while ET is the total energy

required by consumers.

EIR = 1− LOEEp.u. (3.10)
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We can define functions corresponding to Equations 3.6-3.10 by utilizing the

function ProbETX E, respectively, as follows:

Definition 3.20. ENS Energy Index

` ENS (La::LaN) L LN NN CEN (E::EN) (MTTR::MTTRN) p =

La ×
(
ProbETX E L LN NN CEN E p

)
× MTTR +

ENS LaN L LN NN CEN EN MTTRN p

where LaN is the list of load demands connected at all locations in the power system.

Definition 3.21. ASCI Energy Index

` ASCI LaN L LN NN CEN EN MTTRN CNN p =

ENS LaN L LN NN CEN EN MTTRN p∑
CNN

Definition 3.22. LOLE Energy Index

` LOLE L LN NN CEN (E::EN) (tk::tkN) p =(
ProbETX E L LN NN CEN E p

)
× tk + LOLE L LN NN CEN EN tkN p

where tkN is the list of number of days curtailed by all possible outages.

Definition 3.23. LOEE Energy Index

` LOEE L LN NN CEN (E::EN) CEN (Ek::EkN) p =(
ProbETX E L LN NN CEN E p

)
× Ek + LOEE L LN NN CEN EN EkN p

where EkN is the list of all energy curtailed by the outages.

Definition 3.24. EIR Energy Index

` EIR L LN NN CEN EN EkN ENN ET p =

1 -
LOEE L LN NN CEN EN EkN p

ET
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3.3.2 IEEE 3-Bus Composite Bulk Power System

For power grids reliability assessment, power engineers have been dividing the grid into

three main Hierarchical Levels (HL) [66]: (a) HL-I: generation systems and their abil-

ity to satisfy the pooled system demand; (b) HL-II: composite generation and trans-

mission (or bulk power) systems and their ability to deliver energy to the bulk supply

points; and (c) HL-III: complete grid system including distribution and its ability to

satisfy the capacity and energy demands of individual consumers. We can use our

methodology in Section 3.2 for the formal probabilistic risk assessment of any hierar-

chical level. In this case study, we focus on the composite generation and transmission

systems, i.e., hierarchical level II. Consider a standard IEEE 3-bus power grid system

[67] consisting of three main transmission lines (M), two lateral transmission lines (L),

two Generators (G), three substations and three different loads A, B and C with the

number of customers served CNA, CNB and CNC , respectively, as shown in Figure 3.6.

Formal Two-State ET Model

Step 1 (ET Generation):

We assume that each generator (G1, G2), each transmission line (M1, M2, M3, L1,

L2) is represented by only two state model (Figure 3.1), i.e., Failure (F) or Success

(S). Using
⊗N

L we can generate the complete ET model of the whole electrical bulk

power grid system with a total possible scenario of 128 test cases, in HOL4 as follows:

Definition 3.25. IEEE 3-Bus Complete ET Model (128 Test Cases)

` Bulk Power Grid Complete ET [G1;G2;M1;M2;M3;L1;L2] =

ETREE (NODE (↑↓ [G1;G2;M1;M2;M3;L1])
⊗N

L (↑↓ [L2]))

where the function ↑↓ takes a list of N components and assigns failure ↓ and reliabil-

ity ↑ distributions (see Section 2.4) to each component.
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Figure 3.6: IEEE 3-Bus Electrical Power Grid System

Step 2 (ET Reduction):

The generated complete ET of the bulk power grid, obtained above, can be reduced

from 128 paths (0-127) to 27 paths (0-26). Using the generic reduction function �N

(see Section 3.1.2), we can formally describe the reduced ET model of the electrical

power grid, as shown in Figure 3.7, in HOL4 as:

Definition 3.26. IEEE 3-Bus Reduced ET Model (27 Test Cases)

` Bulk Power Grid Reduced ET

[G1;G2;M1;M2;M3;L1;L2] [[96-127];[80-95];...]

[[G1 ↓;G2 ↓];[G1 ↓;G2 ↑;M1 ↓];...] =

ETREE (NODE (↑↓ [G1;G2;M1;M2;M3;L1])
⊗N

L (↑↓ [L2])

�N [[96-127];[80-95];...] [[G1 ↓;G2 ↓];[G1 ↓;G2 ↑;M1 ↓];...])
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Figure 3.7: Reduced ET of the Electrical Power Grid

Step 3 (ET Partitioning):

Typically, we are only interested in the occurrence of certain consequence failure/re-

liability events in the ET diagram. For instance, if we consider the complete failure E

of load A, then ET paths 11-13, 19, 23-25 and 26 are obtained. Similarly, a different

collection of the ET paths can be obtained by observing different grid failures as:

1. Pr(LoadAE) =
∑

Pr(ETpaths 11− 13, 19, 23− 25, 26)

2. Pr(LoadBE) =
∑

Pr(ETpaths 6, 7, 13, 17− 19, 25, 26)

3. Pr(LoadCE) =
∑

Pr(ETpaths 2, 5, 7, 10, 12, 13, 22, 24− 26)

Using our ET partitioning function � (see Section 3.1.2), we can select different ET

paths from the generated reduced ET model of the power network, in HOL4 as follows:
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Definition 3.27. IEEE 3-Bus Load A Failure

` Bulk Power Grid Load A Failure

[G1;G2;M1;M2;M3;L1;L2] [[96-127];[80-95];...]

[[G1 ↓;G2 ↓];[G1 ↓;G2 ↑;M1 ↓];...] [11-13; 19; 23-25; 26] =

ETREE

(NODE

[11-13; 19; 23-25; 26] �

(↑↓ [G1;G2;M1;M2;M3;L1])
⊗N

L (↑↓ [L2])

�N [[96-127];[80-95];...] [[G1 ↓;G2 ↓];[G1 ↓;G2 ↑;M1 ↓];...])

Similarly, we can define the complete failure consequence ET scenarios

Bulk Power Grid Load B Failure and Bulk Power Grid Load C Failure corre-

sponding to Load B and C failures in the bulk power grid, respectively.

Formal ET Reliability Indices Assessment

The assessment of the SAIFI and SAIDI for the Electrical Power Network (EPN)

shown in Figure 3.6 using Equations 3.1 and 3.2 can be written mathematically, as:

SAIFIEPN =
Pr(LoadAE)× CNA + Pr(LoadBE)× CNB + Pr(LoadCE)× CNC

CNA + CNB + CNC

(3.11)

SAIFIEPN =

Pr(LoadAE)× CNA ×MTTRA + Pr(LoadBE)× CNB ×MTTRB+

Pr(LoadCE)× CNC ×MTTRC

CNA + CNB + CNC

(3.12)

Using the SAIFI formulation in Definition 3.14 with the assumption of contin-

uous exponential distribution, we can generate the above mathematical expression of

SAIFIEPN , in HOL4 as:
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Theorem 3.8. Verification of SAIFI for the IEEE 3-Bus Bulk Power Grid

` SAIFI =(
e(−λG1t) × e(−λG2t) × (1− e(−λM1t))× e(−λM2t) × (1− e(−λM3t))× e(−λL2t)+

e(−λG1t) × e(−λG2t) × (1− e(−λM1t))× e(−λM2t) × (1− e(−λM3t))× (1− e(−λL2t))+

e(−λG1t) × e(−λG2t) × (1− e(−λM1t))× (1− e(−λM2t)) + · · ·+ . . .
)
× CN A+(

e(−λG1t) × e(−λG2t) × e(−λM1t) × (1− e(−λM2t))× (1− e(−λM3t))× e(−λL1t)+

e(−λG1t) × e(−λG2t) × e(−λM1t) × (1− e(−λM2t))× (1− e(−λM3t))× (1− e(−λL1t))+

e(−λG1t) × e(−λG2t) × (1− e(−λM1t))× (1− e(−λM2t)) + · · ·+ . . .
)
× CN B+(

e(−λG1t) × e(−λG2t) × e(−λM1t) × e(−λM2t) × (1− e(−λL1t))× (1− e(−λL2t))+

e(−λG1t) × e(−λG2t) × e(−λM1t) × · · · × (1− e(−λL2t)) + · · ·+ . . .
)
× CN C

(CN A + CN B + CN C)

Similarly, we can use Equation 3.2 and Definition 3.16 to verify the mathematical

expression of SAIDIEPN , in HOL4 as:

Theorem 3.9. Verification of SAIDI for the IEEE 3-Bus Bulk Power Grid

` SAIDI =(
e(−λG1t) × e(−λG2t) × (1− e(−λM1t))× e(−λM2t) × (1− e(−λM3t))× e(−λL2t)+

e(−λG1t) × e(−λG2t) × (1− e(−λM1t))× e(−λM2t) × (1− e(−λM3t))× (1− e(−λL2t))+

e(−λG1t) × e(−λG2t) × (1− e(−λM1t))× (1− e(−λM2t)) + . . .
)
× CN A×MTTR A+(

e(−λG1t) × e(−λG2t) × e(−λM1t) × (1− e(−λM2t))× (1− e(−λM3t))× e(−λL1t)+

e(−λG1t) × e(−λG2t) × e(−λM1t) × (1− e(−λM2t))× (1− e(−λM3t))× (1− e(−λL1t))+

e(−λG1t) × e(−λG2t) × (1− e(−λM1t))× (1− e(−λM2t)) + . . .
)
× CN B×MTTR B+(

e(−λG1t) × e(−λG2t) × e(−λM1t) × e(−λM2t) × (1− e(−λL1t))× (1− e(−λL2t))+

e(−λG1t) × e(−λG2t) × e(−λM1t) × · · · × (1− e(−λL2t)) + . . .
)
× CN C×MTTR C

(CN A + CN B + CN C)
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The proof of the above-verified SAIFI and SAIDI expressions at the system

level was conducted using our ET theorems in HOL4 as well as using some HOL4

tactics, such as DEP REWRITE TAC, which applies our verified theorems on the required

goal, and EVAL TAC, which evaluates expressions till its simplest from possible [68].

In order to validate our results, in the next subsection, we numerically evaluate the

above-verified expressions and compare them with existing available techniques.

Numerical Results

Considering the failure rates λG1, λG2, λM1, λM2, λM3, λL1, and λL2 are 0.22, 0.35,

0.2, 0.5, 0.3, 0.25, 0.4 per year. Also, assuming that MTTRA, MTTRB, MTTRC ,

are 30, 40, 25 hours/interruption [69] and CNA, CNB, CNC , are 2500, 900, and 1800

customers, respectively. The reliability study is undertaken for 5 years (excluding leap

years), i.e., t = (8760 (hours/year) × 5) hours. Therefore, we can evaluate SAIFI

and SAIDI for the power grid (Figure 3.6) using: (1) HOL4 analysis; (2) manual

mathematical analysis [13]; (3) Isograph software [18]; and (4) MATLAB MCS [70].

1. HOL4 Analysis : We define SML functions [71], which can numerically evaluate

the verified HOL4 expressions of SAIFI and SAIDI by replacing the λ symbols

with the given failure rates of all subsystem components and then computing

the exponential values over the time t and printing the values of the reliability

indices, for example, the SML function for computing SAIFI is defined as follows:

Definition 3.28. SML Function for SAIFI

` fun SAIFI ML X =

val value = HOL4 EVAL X;

print("SAIFI" ∧ "=" ∧ Real.toString (value));

print("Interruptions / System Customer");

end;

55



where the SML function HOL4 EVAL takes a HOL4 probabilistic expression with

the failure rates and converts the string to a real value using the SML function

Real.toString. Therefore, we can evaluate SAIFI and SAIDI for the standard

IEEE 3-bus bulk power system, as shown in Figure 3.8.

Figure 3.8: HOL4 Analysis: Bulk Power System SAIFI and SAIDI Results

2. Manual Analysis : We use a manual drawings of the ETs on a paper, then

perform the manual derivations and calculations to determine the probabilities

of all ET paths as well as SAIFI and SAIDI reliability indices.

3. Isograph Software : We use Isograph to evaluate the probabilities of all paths,

then we used the manual calculation for evaluating SAIFI and SAIDI results.

4. MATLAB Monte-Carlo Simulation : Using random-based Monte-Carlo simula-

tion (MCS), we can examine and predict the real functional behavior of a power

grid system and estimate the average value of different reliability parameters.

We use the following steps of MCS as given in [72]:

(a) Input the expected failure rates of all components λG, λM , λL in f/hours

and the expected repair times µG, µM , µL in hours.

(b) Generate a random number U in the interval (0,1) for each component.

(c) Determine the expected Time to Fail (TTF ) and Time to Repair (TTR)

and its consequence effect on each consumer using the ET consequence

analysis method, i.e., series and parallel components, as shown in Fig-

ure 3.9(a) and Figure 3.9(b), respectively, from the equations.
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Figure 3.9: Monte-Carlo ET Analysis for Two Components

TTF =
− lnU

λ
TTR =

− lnU

µ
(3.13)

(d) Calculate the values of the reliability indices SAIFI and SAIDI for one

simulated period using Equations3.1-3.2.

(e) Repeat the above iterative process for each of the simulated periods till the

number of iterations exceeds 1e5 (stopping rule is reached) or the variance

σ is less than 1e-5 (accepted reliability values).

(f) The average values for all the parameters are calculated and plotted.

It is evident from the above description that the MCS technique is depending

on the sampling approach. Therefore, we obtain different results of SAIFI and

SAIDI every run of the algorithm depending on the generated random num-

ber with a tolerance error between 4-7%. Plots of the estimates are extremely

valuable and are one of the significant merits of MCS. So, Figure 3.10(a) and

3.10(b) show the best estimated results of SAIFI and SAIDI in MATLAB for the

electrical bulk power system based on the MCS approach with the least errors.

A comparison of the above four methods in the assessment of the reliability

indices for the power grid is presented in Table 3.1. It can be noticed that the
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(a) MATLAB: SAIFI MCS Result (b) MATLAB: SAIDI MCS Result

Figure 3.10: MATLAB MCS: Bulk Power System SAIFI and SAIDI Results

reliability indices SAIFI and SAIDI obtained from our analysis are equivalent to the

corresponding ones calculated using the paper-and-pencil approach and Isograph. On

the other hand, MATLAB MCS uses a random-based algorithm, which estimates

different results of SAIFI and SAIDI at every generation of a random number with

errors in the range 4-7%. This clearly elucidates that our analysis is not only providing

the correct results but also formally proven reliability SAIFI and SAIDI expressions

(Theorems 3.8 and 3.9) compared to existing simulation tools. Moreover, the CPU

time for the power grid using the HOL4 analysis is much faster than Isograph (5X)

and MATLAB MCS (15X), as shown in Table 3.1. The time taken in modeling

the bulk power systems using Isograph and MATLAB was almost similar while it

was a bit less using the HOL4 technique and it took a much longer time for the

manual analysis. The experiments were performed on a core i5, 2.20 GHz processor,

Linux VM with 1 GB of RAM.

Table 3.1: Comparison of Bulk Power System SAIFI and SAIDI Results

Power Grid Reliability Indices Manual Isograph MATLAB HOL4

SAIFI (Interruptions/Customer) 0.7469 0.7469 0.7832 0.74688507194
SAIDI (Hours/Customer) 22.4066 22.4066 23.1632 22.4065521582
CPU Execution Time (Seconds) – 8.275 25.156 1.629
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3.3.3 Québec-New England HVDC Coupling

In this second case study, we endeavor to conduct formal multi-state-based com-

plex ET analysis of Québec-New England HVDC Transmission system operated by

Hydro-Québec power utility in Canada. Figure 3.11 [73] shows the location of Québec-

New England Phase II HVDC project (2,690 MW) that have five terminals in order

from North to South: Radisson, Nicolet, Des Cantons, Comerford and Sandy Pond.

During normal operations, the electrical power flow [74] is passing from North (Radis-

son station operating as a rectifier) to South (Nicolet and Sandy Pond stations op-

erating as inverters). We use two typical rectifier/inverter bridge system configura-

tions [75]: (i) Type A: single rectifier/inverter bridge bipolar system; and (ii) Type B :

multi rectifier/inverter bridge bipolar system, as shown in Figure 3.12 [76] and Fig-

ure 3.13 [77], respectively. Type A consists of 5 Transformers, 4 Bridges, 2 HVDC

Lines and 4 Switches, while Type B consists of 10 Transformers, 8 Bridges, 2 HVDC

Quebec 

New England 

450 KV 
HVDC 

Radisson 

VT 

Sandy Pond 
CT 

Comerford 
Des Cantons 

Montreal 

Canada 

Nicolet 

US 

HVDC 

 Sandy Pond  
Converter Station  

Figure 3.11: Québec-New England HVDC Coupling Between Canada and US
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Figure 3.12: Québec-New England Single-Bridge Bipolar System

Lines and 8 Switches. We formally determine key performance energy indices COPT,

ASAI, ASUI, ENS, ASCI, LOLE, LOEE, EIR, using our ET library in HOL4, which

helps designers to select which HVDC type Type A or Type B is worth for implemen-

tation based on accurate, sound and fast results.

Formal Multi-State ET Model

Step 1 (ET Generation):

We assign different multi-state models (Fig 3.1) to each component in the HVDC

transmission systems shown in Figure 3.12 and Figure 3.13, for reliability analysis as:

� Each Bridge (B) has two states, i.e., success (S) and failure (F).

� Each Transformer (TR) has three states, i.e., success, fail, and partly fail (PF).

� Each HVDC Transmission Line (TL) has 5 states, i.e., success, fail, hot re-

serve (HR), cold reserve (CR), fail to take up load (FTL).

Therefore, we formally describe in HOL4 the complete ET models of Type A and

Type B HVDC systems (24×35×52 and 28×310×52 possible test cases, respectively),

using the function
⊗N

L , for instance, we generate all possible risk cases of Type A as:
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Definition 3.29. Complete ET model of HVDC Type A

` HVDC Type A Complete ET Model =

ETREE(
NODE

[[TR1S ↑;TR1F ↓;TR1PF ↓]; [TR2S ↑;TR2F ↓;TR2PF ↓];

[TR3S ↑;TR3F ↓;TR3PF ↓]; [B1S ↑;B1F ↓]; [B2S ↑;B2F ↓];

[TL1S ↑;TL1F ↓;TL1HR ↓;TL1CR ↓;TL1FTL ↓];

[TL2S ↑;TL2F ↓;TL2HR ↓;TL2CR ↓;TL2FTL ↓];

[B3S ↑;B3F ↓]; [B4S ↑;B4F ↓]; [TR4S ↑;TR4F ↓;TR4PF ↓]]⊗N
L [TR5S ↑;TR5F ↓;TR5PF ↓]

)
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Step 2 (ET Reduction):

We obtain the reduced ET models of HVDC transmission system of Type A and

Type B from the generated complete ET models. For example, the complete ET

model of HVDC Type A (24×35×52 test cases) is reduced to 123 test cases, as shown

in Figure 3.14 using our formal reduction function �N presented in Section 3.1.2.

Step 3 (ET Partitioning):

Assuming that the required demand 2,690 MW is equally distributed on the HVDC

transmission lines (TL1 and TL2), a different collection of the ET paths can be ob-

tained by observing different COPT capacity outages from Figure 3.14 as follows:

1. Pr(TypeAE Capacity Outage 1345 MW ) =∑
ETPaths

(1, 2, 3, 6, 9, 12, 16, 20, 24, 28, 32, 40, 48, 56, 64, 72, 81, 90, 99, 110)

2. Pr(TypeAE Capacity Outage 2690 MW ) =∑
ETPaths

(4, 5, 7, 8, 10, 11, 13− 15, 17− 19, . . . , 91− 98, 100− 109, 111− 122)

Formal ET Energy Indices Assessment

Using the Definitions 3.12-3.24 (Section 3.3.1), we can verify the probabilistic capacity

outage expressions for all outages for Type A and Type B as well as all energy indices

ASAI, ASUI, ENS, ASCI, LOLE, LOEE, EIR. For instance, we can generate the

COPT 1345 MW expression of Type A for the Québec-New England system as follows:
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Figure 3.14: Reduced ET of Québec-New England Single Bridge Bipolar System
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Theorem 3.10. Verification of COPT 1345 MW of Type A

` COPT Type A Outage 1345 MW =((
e(−λTR1T

t) × e(−λTR2T
t) × e(−λTR3T

t) × e(−λB1F
t) × e(−λB2F

t) × e(−λTL1T
t) ×

e(−λTL2T
t) × e(−λB3F

t) × e(−λB4F
t) × e(−λTR4T

t) × (1− e(−λTR5F
t))
)
+(

e(−λTR1T
t) × e(−λTR2T

t) × e(−λTR3T
t) × e(−λB1F

t) × e(−λB2F
t) × e(−λTL1T

t) ×

e(−λTL2T
t) × e(−λB3F

t) × e(−λB4F
t) × e(−λTR4T

t) × (1− e(−λTR5PF
t))
)
+(

e(−λTR1T
t) × e(−λTR2T

t) × e(−λTR3T
t) × e(−λB1F

t) × e(−λB2F
t) × e(−λTL1T

t) ×

e(−λTL2T
t) × e(−λB3F

t) × e(−λB4F
t) × (1− e(−λTR4F

t)) × e(−λTR5T
t)
)
+ ...+(

e(−λTR1T
t) × (1− e(−λTR2PF

t)) × e(−λTR3T
t) × e(−λB2F

t) × ...× e(−λTR5T
t)
)

where λTRXT
= λTRXF

+ λTRXPF
and λTLXT

= λTLXF
+ λTLXHR

+ λTLXCR
+ λTLXFTL

.

Considering the failure rate of the HVDC system components, i.e., λB, λTRF
, λTRPF

,

λTLF
, λTLHR

, λTLCR
, λTLFTL

, are 0.12, 0.19, 0.09, 0.22, 0.10, 0.06, 0.08 per year with

MTTR of 20, 35, 48 hours [76]. Also, assuming the numbers of customers served at

Nicolet and Sandy Pond are 50,000 and 65,000 customers, respectively. The reliability

study is undertaken for 1 year (365 days), i.e., t = 8760 hours. Therefore, we can

evaluate the capacity outage probability table COPT as well as the energy indices

ASAI, ASUI, ENS, ASCI, LOLE, LOEE and EIR for the HVDC system of Type A and

Table 3.2: Capacity Outage Probability Table (COPT) of HVDC Coupling

HVDC Capacity Probability Evaluation
HVDC Type Out In Manual MATLAB HOL4

Type A
0 MW 2690 MW 60.08e-4 55.15e-4 60.07921e-4
1345 MW 1345 MW 31.16e-2 26.43e-2 31.16378e-2
2690 MW 0 MW 68.24e-2 73.02e-2 68.23543e-2

Type B
0 MW 2690 MW 98.34e-2 97.05e-2 98.33943e-2
1345 MW 1345 MW 13.59e-3 20.02e-3 13.58625e-3
2690 MW 0 MW 30.13e-4 94.08e-4 30.12945e-4

CPU Time – 5.144 min 20.837 sec
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Table 3.3: Energy Indices of HVDC Coupling Types A and B

HVDC Energy Indices
Manual MATLAB HOL4

Type A Type B Type A Type B Type A Type B

ASAI 0.989 0.999 0.962 0.985 0.98852 0.99861

ASUI 0.011 0.001 0.038 0.015 0.01148 0.00139

ENS (MWh) 5652.37 879.75 6215.41 941.23 5652.367 879.746

ASCI (KWh/Cust.yr) 49.15 7.65 54.05 8.18 49.14913 7.64997

LOLE (days/year) 2.19 0.34 2.685 0.41 2.19289 0.34094

LOEE p.u. 0.034 0.001 0.058 0.025 0.03398 0.0019

EIR 0.966 0.999 0.942 0.975 0.96602 0.99881

CPU Time – 6.204 min 35.315 sec

Type B using: (1) HOL4 analysis; (2) manual analysis; and (3) MATLAB MCS, which

are presented in Tables 3.2 and 3.3, respectively. We run the MATLAB simulation

on a single machine, however, using more machines we could analyze the models

with faster CPU time. The time taken in modeling the HVDC system using MATLAB

was greater than HOL4 (a matter of hours in both cases) but not comparable with

the manual method, which took several days. It is evident from the above-obtained

energy indices results that our ET formulations can model a complex ET of a HVDC

system composed of different multi-state-based system components. This shows the

superiority of our formal results compared to all existing ET analysis methods.

3.3.4 IEEE 118-Bus Transmission Power Grid

In this third case study, we analyze multiple complex ET models simultaneously cor-

responding to loads A, B, C of a standard IEEE 118-bus power grid representing

a portion of the American electric power system (in the Midwestern US) [78]. The

American power grid consists of 19 Generators (G), 186 Transmission Lines (TL), and
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91 loads, as shown in Figure 3.15. Using the Optimal Power Flow (OPF) optimiza-

tion [79], we can determine the flow of power, as shown in Figure 3.15.

Formal Two-State Multiple ET Models

We can formally describe the complex ET models of all TLs that affect the reliability

of all loads A, B and C (2048, 1024 and 4096 possible test cases, respectively), using

our ET generation function
⊗N

L , in HOL4 as:

Definition 3.30. Complete ET Model of IEEE 118-Bus Transmission Load A

` IEEE 118 BUS COMPLETE ET LOAD A =

ETREE (NODE

(↑↓ [TL1;TL2;TL3;TL4;TL5;TL6;TL7;TL8;TL9;TL10])
⊗N

L (↑↓ [TL11]))

Definition 3.31. Complete ET Model of IEEE 118-Bus Transmission Load B

` IEEE 118 BUS COMPLETE ET LOAD B =

ETREE (NODE

(↑↓ [TL12;TL13;TL14;TL15;TL16;TL17;TL18;TL19;TL20])
⊗N

L (↑↓ [TL21]))

Definition 3.32. Complete ET Model of IEEE 118-Bus Transmission Load C

` IEEE 118 BUS COMPLETE ET LOAD C =

ETREE (NODE

(↑↓ [TL22;TL23;TL24;TL25;...;TL29;TL30;TL31;TL32])
⊗N

L (↑↓ [TL33]))

Assuming the generators and the transmission lines (TL1-TL33) are loaded to

90% and 70% of their full capacity, respectively, so that if a sudden TL failure occurs

and one of the generators is cut-off, then the power utility can utilize the reservoir

in other generators along with the full capacity loading of other TLs to apply around

15% load-shedding [80] only, but the failure of two main TLs causes a complete load

shutdown, and thereupon the electric utility can maintain the stability [74] of the rest
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of the grid and prevent a complete blackout. Based on the assumption data, we can

follow the procedure of ET reduction and ET partitioning processes for each complex

ET model corresponding to all loads to obtain the loads complete/partial failure paths.

Formal ET Reliability Indices Assessment

Using our reliability formulations, we can formally verify the complex expressions of

SAIFI, SAIDI, CAIDI for the IEEE 118-bus power system, in HOL4 as [71]:

Theorem 3.11. Verification of Complex SAIDI for the IEEE 118-bus Grid

` SAIDI =

(
e(−λTL1

t) × e(−λTL2
t) × e(−λTL3

t) × e(−λTL4
t) × (1− e(−λTL5

t))× e(−λTL6
t)×

e(−λTL7
t) × e(−λTL8

t) × (1− e(−λTL9
t)) + . . .

)
×MTTRA × CNA+(

e(−λTL1
t) × e(−λTL2

t) × e(−λTL3
t) × e(−λTL4

t) × e(−λTL5
t) × e(−λTL6

t) × e(−λTL7
t)×

e(−λTL8
t) × (1− e(−λTL9

t))× (1− e(−λTL10
t)) + . . .

)
×MTTRA × 15% CNA+(

e(−λTL12
t) × e(−λTL13

t) × e(−λTL14
t) × e(−λTL15

t) × e(−λTL18
t) × e(−λTL19

t)×

e(−λTL20
t) × (1− e(−λTL21

t))× (1− e(−λTL16
t)) + . . .

)
×MTTRB × CNB+(

e(−λTL12
t) × e(−λTL13

t) × e(−λTL14
t) × e(−λTL15

t) × e(−λTL18
t) × e(−λTL19

t)×

e(−λTL20
t) × e(−λTL21

t) × · · · × (1− e(−λTL17
t)) + . . .

)
×MTTRB × 15% CNB+(

e(−λTL22
t) × e(−λTL23

t)e(−λTL24
t) × e(−λTL25

t) × e(−λTL26
t) × e(−λTL27

t)×

(1− e(−λTL28
t))× e(−λTL29

t) × e(−λTL30
t) × e(−λTL31

t) × e(−λTL32
t)×

(1− e(−λTL33
t)) + (1− e(−λTL22

t))× (1− e(−λTL23
t)) + . . .

)
×MTTRC × CNC+(

e(−λTL22
t) × e(−λTL23

t)e(−λTL24
t) × e(−λTL25

t) × e(−λTL26
t) × e(−λTL27

t)×

e(−λTL28
t) × e(−λTL29

t) × e(−λTL30
t) × e(−λTL31

t) × e(−λTL32
t) × (1− e(−λTL33

t))+

e(−λTL22
t)e(−λTL23

t) × · · · × (1− e(−λTL25
t)) + . . .

)
×MTTRC × 15% CNC

CNA + CNB + CNC
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Similarly, we verify the SAIFI and CAIDI indices for two-state multiple ET mod-

els of 118-bus electrical grid. Considering the failure rates λTL1-λTL4 , λTL5-λTL8 , λTL9-

λTL11 , λTL12-λTL15 , λTL16-λTL18 , λTL19-λTL21 , λTL22-λTL25 , λTL26-λTL29 , λTL30-λTL33 are

0.2, 0.5, 0.3, 0.25, 0.4, 0.15, 0.35, 0.29, 0.45 per year with an average MTTR of

30 hours [78]. Also assuming the number of customers CNA, CNB and CNC to be

12,000, 9,000 and 11,000 customers, respectively. The reliability study is undertaken

for 5 years, i.e., t = (8760 × 5) hours. Therefore, we can evaluate SAIFI, SAIDI

and CAIDI for the 118-bus grid using: (1) HOL4 analysis; (2) Isograph software;

(3) MATLAB MCS; and (4) paper-and-pencil analysis. A comparison between all

methods is presented in Table 3.4. It can be noticed the slight difference of Isograph

results compared to our formal analysis and manual analysis due to the approxima-

tion in computing results in Isograph. It took several hours to build the models of

the 118-bus using the Isograph and MATLAB tools, respectively, but HOL4 was less

time consuming than both. In contrast, the modeling for the manual analysis re-

quired a few days to complete.

Table 3.4: Comparison of 118-Bus Transmission SAIFI, SAIDI and CAIDI

IEEE 118-Bus Transmission
Reliability Indices

Manual Isograph MATLAB HOL4

SAIFI (Interruptions/Customer) 0.65695 0.6579 0.7267 0.656948446

SAIDI (Hours/Customer) 19.70845 19.8592 24.5282 19.708453419

CAIDI
(Hours/Customer Interruption)

29.99991 30.1857 33.7541 30.000000000

CPU Time (Seconds) – 47.205 153.916 9.477

The above-obtained experimental reliability indices validate the scalability of

our proposed ET formalization in HOL4 for handling separated complex ET load

models simultaneously and generating the complex expressions of different reliability

indices of the entire power grid for all loads (e.g., Theorem 3.11) with more accurate
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results and in much less CPU time with respect to all existing analysis methods.

3.4 Summary

In this chapter, we presented the formalization of ET step-wise analysis. We developed

a new ET datatype EVENT TREE with the basic ET constructors and formalized generic

functions that can generate the mathematical ET model of two stair and N stairs.

Furthermore, we formalized generic functions that can perform the ET reduction and

partitioning, respectively. We verified the related probabilistic formulations for ET

nodes, branches, paths and multiple paths. The proofs in HOL4 required multiple

levels of induction and were based on several HOL4 theories, such as measure theory,

probability theory, set theory, list theory, arithmetic theory, real theory and extended

real theory. The proof-script of the above ET formalizations and theorems amounts

to about 4,000 lines of HOL4 code, which can be downloaded from [71]. Based on the

verified ET probabilistic formulations, we established a formal ET analysis process,

which we applied on different complexity ET levels of realistic power systems and

determined significant reliability and energy indices. The experimental formal results

were validated by comparing them with all available ET based analysis methods.

In many realistic complex systems, the central safety inquiry is to identify the

possible consequences given that one or more sudden event could happen at the sub-

system level. For that purpose, we propose the formalization of CCDs in the next

chapter. CCD reliability analysis is used to analyze failures at the subsystem levels

using FTs combined with an ET consequence diagram to integrate their cascading

failure/reliability dependencies on the entire system. In Chapter 4, we provide the

formalization of the state-of-the-art CCDs using FTs and ETs, which enables safety

analysts to perform formal failure analysis for multi-level subsystems.
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Chapter 4

Formal FT-based Cause

Consequence Reliability Analysis

In this chapter, we present the detailed formalization of cause-consequence reliabil-

ity analysis of safety-critical systems in HOL4, using a combination of the existing

formalization of Fault Trees (FT) in HOL4 (Section 2.4) and our formalization of

Event Trees (ET) proposed in Chapter 3. We endeavor to formalize in HOL4 the

four steps of CCD analysis, i.e., Subsystems failure events, Construction of a complete

CCD, CCD Reduction and CCD Probabilistic analysis (see Section 2.3). We propose

novel formulations that can analyze multi-level cause consequence analysis of realistic

complex systems at the subsystem level. Lastly, an application on an IEEE 39-bus

distributed generation network is presented.
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4.1 CCD Formalization

We start the formalization of CDDs by formally modeling its basic constructing sym-

bols, as described in Table 2.1 in HOL4 as follows:

Definition 4.1. CCD Decision Box

` DEC BOX p X Y =

if X = 1 then FST Y else if X = 0 then SND Y else p space p

where Y is an ordered pair (FST Y, SND Y) representing the reliability and unreliability

functions in a decision box, respectively. The condition X = 1 represents the YES Box

while X = 0 represents the NO Box. If X is neither 1 nor 0, for instance, X = 2, this

represents the irrelevance of the decision box, which returns the probability space p

to be used in the reduction process of CCDs.

Secondly, we define the CCD Consequence path by recursively applying the

BRANCH ET constructor on a given N list of decision boxes (DEC BOXN ) using the

HOL4 recursive function FOLDL as:

Definition 4.2. CCD Consequence Path

` CONSEQ PATH p (DEC BOX1::DEC BOXN) =

FOLDL (λa b. ETREE (BRANCH a b)) DEC BOX1 DEC BOXN

Finally, we define the Consequence box by mapping the function CONSEQ PATH

on a given two-dimensional list of consequence paths LM using the HOL4 mapping

function MAP, then applying the NODE ET constructor:

Definition 4.3. CCD Consequence Box

` CONSEQ BOX p LM = ETREE (NODE (MAP (λa. CONSEQ PATH p a) LM))

Using the above definitions, we can construct a complete CCD model for the

PV solar system shown in Figure 2.6(a) (see Section 2.3), in HOL4 as:
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Definition 4.4. Complete CCD Model of Solar PV System

` Solar PV Complete CCD FTSA FTIB =

CONSEQ BOX p [[DEC BOX p 1 (FTSA,FTSA); DEC BOX p 1 (FTIB,FTIB)];

[DEC BOX p 1 (FTSA,FTSA); DEC BOX p 0 (FTIB,FTIB)];

[DEC BOX p 0 (FTSA,FTSA); DEC BOX p 1 (FTIB,FTIB)];

[DEC BOX p 0 (FTSA,FTSA); DEC BOX p 0 (FTIB,FTIB)]]

The next step in CCD analysis [29], Step 3 is used to reduced the number of

possible test cases. Upon this, the actual CCD model of the PV solar system after

reduction, as shown in Figure 2.6(b), can be obtained by assigning X with neither 1

nor 0, for instance, X = 2, in HOL4 as:

Definition 4.5. Reduced CCD Model of Solar PV System

` Solar PV Reduced CCD FTSA FTIB =

CONSEQ BOX p [[DEC BOX p 1 (FTSA,FTSA); DEC BOX p 1 (FTIB,FTIB)];

[DEC BOX p 1 (FTSA,FTSA); DEC BOX p 0 (FTIB,FTIB)];

[DEC BOX p 0 (FTSA,FTSA); DEC BOX p 2 (FTIB,FTIB)]]

where FTX for a subsystem X is the complement of FTX using the NOT gate.

4.2 Formal FT-based CCD Analysis

The important step in the CCD analysis is to determine the probability of each con-

sequence path occurrence in the CCD [27]. For that purpose, we formally verify the

following CCD generic probabilistic properties.

One CCD Decision Box

Figure 4.1 depicts one CCD decision box associated with a generic AND or OR FT

model. If the connected FT model is AND, then the outcome is equal to Equation 2.8 if
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the decision is 0 (failure) while the outcome is equal to the complement of Equation 2.8

if the decision is 1 (success). Similarly, if the connected FT model is OR, then the

outcome is equal to Equation 2.9 or the complement of Equation 2.9 if the decision

is 0 or 1, respectively. We formalize the probability of a consequence path for one

decision box, in HOL4 as:

Theorem 4.1. One Subsystem Decision Box of OR Configuration

` prob p(
CONSEQ PATH p[

DEC BOX p X
(
FTree p (NOT (OR FK)), FTree p (OR FK)

)])
= if X = 1 then

∏ (
PrL p (COMPL LIST p FK)

)
else if X = 0 then 1 -

∏ (
PrL p (COMPL LIST p FK)

)
else 1

Theorem 4.2. One Subsystem Decision Box of AND Configuration

` prob p(
CONSEQ PATH p[

DEC BOX p X
(
FTree p (NOT (AND FJ)),FTree p (AND FJ)

)])
= if X = 1 then 1 -

∏
(PrL p FJ)

else if X = 0 then
∏

(PrL p FJ) else 1

To have a clear understanding, consider the 3 PV solar array (Figure 2.5) are

connected in series to increase the outcome voltage, as shown in Figure 4.2(a). There-

fore, the solar system fails if any PV fails. We can formally model FTSolar, in HOL4 as:

Subsystem
Functions Correctly 

YES NO 

Subsystem
Functions Correctly 

YES NO 

OR 
Failure 1 

Failure K 
AND 

Failure 1 

Failure J 

Figure 4.1: Decision Boxes with FT AND and OR Gates
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PV1 

PV2 PV3 

Output 

(a) Series PVs Connection

 

 

PV1 

PV2 PV3 

Output 

(b) Parallel PVs Connection

Figure 4.2: Solar Photo-Voltaic (PV) Connections

Definition 4.6. Solar Photo-Voltaic Series Panels Configuration

` FTSolar p PV1F PV2F PV3F = FTree p (OR [PV1F;PV2F;PV3F])

Using Theorem 4.1, we can obtain the probability of a decision box YES/NO outcomes

connected to the above series solar FT model, respectively, in HOL4 as:

Theorem 4.3. Probabilistic YES Outcome of Series Solar Decision Box

` prob p (CONSEQ PATH p [DEC BOX p 1 (FTSolar,FTSolar))]) =

(1 - Pr(PV1F )) × (1 - Pr(PV2F )) × (1 - Pr(PV3F ))

Theorem 4.4. Probabilistic NO Outcome of Series Solar Decision Box

` prob p (CONSEQ PATH p [DEC BOX p 0 (FTSolar,FTSolar))]) =

1 - (1 - Pr(PV1F )) × (1 - Pr(PV2F )) × (1 - Pr(PV3F ))

If the panels are connected in parallel to increase the outcome current, as shown in

Figure 4.2(b), then the solar system fails only if all PVs fail simultaneously. We can

formally model FTSolar, in HOL4 as follows:

Definition 4.7. Solar Photo-Voltaic Parallel Panels Configuration

` FTSolar p PV1F PV2F PV3F = FTree p (AND [PV1F;PV2F;PV3F])

Using Theorem 4.2, we can obtain the probability of a decision box YES/NO outcomes

connected to the above parallel solar FT model, respectively, in HOL4 as:
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Theorem 4.5. Probabilistic YES Outcome of Parallel Solar Decision Box

` prob p (CONSEQ PATH p [DEC BOX p 1 (FTSolar,FTSolar))]) =

1 - Pr(PV1F ) × Pr(PV2F ) × Pr(PV3F )

Theorem 4.6. Probabilistic NO Outcome of Parallel Solar Decision Box

` prob p (CONSEQ PATH p [DEC BOX p 0 (FTSolar,FTSolar))]) =

Pr(PV1F ) × Pr(PV2F ) × Pr(PV3F )

Now, we propose a solution for multi-level CCD reliability analysis for realistic

complex systems consisting of multi-level decision boxes corresponding to connected

multi-level subsystems, where each subsystem is analyzed by different AND/OR gates

associated with an arbitrary list of failure events, i.e., multi-level FT models and

multi-level ET model, as shown in Figure 4.3. Note that the work of Ridley [9] for FT

Subsystem 1  
Functions Correctly 

YES NO 

Subsystem 2 
Functions Correctly 

YES NO 

F2 

F1 

Subsystem 2 
Functions Correctly 

YES NO F2(l1) 

F2 

F1 F1 

OR OR 

AND 

F2(1) 

F2(l1) 

F2(1) 

Subsystem m 
Functions Correctly 

YES NO 

Subsystem p 
Functions Correctly 

YES NO 

Fm(km) 

Fm 

F2 

Fp 
 

Fp 
 

Fm(1) 

FTAND Analysis 

F2 F2 F2 

AND 

Fm(km) 

Fm 

Fm(1) 

AND 

F1(k1) 

F1(1) 

Subsystem m 
Functions Correctly 

YES NO 

Fp(lp) 

Fp 
OR 

Fp(1) 

Fm Fm 

Subsystem p 
Functions Correctly 

YES NO 

Fp 
 

Fp 
 

Fp(lp) 

Fp 
OR 

Fp(1) 

Fm Fm 

FTOR Analysis 

lp lp 

km km 

l1 

Decision Box 

Consequence Path 

Consequence Box 

k1 

ET Analysis 

l1 

Figure 4.3: Generic Multi-Level FT/ET-based Cause Consequence Analysis
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based CCD analysis is unable to analyze such generic multilevel models since it is done

manually using paper-and-pencil approach for concrete instances of the CCD decision

boxes. It can be noticed from Figure 4.3 that the output of each NO BOX for all decision

boxes is equal to the subsystem FT model (FTX), while the YES BOX is the complement

of the FT model (FTX). Therefore, in order to have probabilistic expressions for all

CCD paths of multi-level decision boxes, we define three types A, B and C of possible

CCD path outcomes, which are presented in the next subsections, respectively.

N CCD Decision Boxes of Type A

The probabilistic risk assessment of n decision boxes assigned to a consequence path

corresponding to n subsystems, where all decision boxes are associated with FT AND

models consisting of different arbitrary lists of k events, as shown in Figure 4.4, can

be expressed mathematically at a specific time t for three cases as:

(A1) All outcomes of n decisions boxes are NO

FA1(t) =
n∏
i=1

k∏
j=1

Fij(t) (4.1)

(A2) All outcomes of n decisions boxes are YES

FA2(t) =
n∏
i=1

(1−
k∏
j=1

Fij(t)) (4.2)

(A3) Some outcomes of m out of n decisions boxes are NO and some outcomes of p

out of n decisions boxes are YES

FA3(t) =

(
m∏
i=1

k∏
j=1

Fij(t)

)
×

(
p∏
i=1

(1−
k∏
j=1

Fij(t))

)
(4.3)

To verify the correctness of the above-proposed new safety analysis mathemat-

ical formulations in the HOL4 theorem prover, we define two generic CCD functions

SSY ESAND and SSNOAND that can recursively generate the outcomes YES and NO of the
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Subsystem 1 
Functions Correctly 

YES NO 

Subsystem 2 
Functions Correctly 

YES NO 

Subsystem n 
Functions Correctly 

YES NO 

n - 1 

F1(k1) 

F1(1) 
FT 

AND 

F1 

F2(k2) 

F2(1) 
FT 

AND 

F2 

Fn(kn) 

Fn(1) 
FT 

AND 

Fn 
kn 

k2 

k1 

Figure 4.4: Multi-Level Failure Analysis of Type A

function FTree, identified by gate constructors AND and NOT, for a given arbitrary list

of all subsystems (SS) failure events, respectively, in HOL4 as follows:

Definition 4.8. Multi-Level AND Decision Boxes of YES Outcomes

` SSY ESAND p (SS1::SSN) = FTree p (NOT (AND SS1))::SSY ESAND p SSN

Definition 4.9. Multi-Level AND Decision Boxes of NO Outcomes

` SSNOAND p (SS1::SSN) = FTree p (AND SS1)::SSNOAND p SSN

Using above defined functions, we can verify three two-dimensional probabilistic prop-

erties corresponding to the above-mentioned safety Equations 4.1, 4.2 and 4.3, respec-

tively, in HOL4 as:

Theorem 4.7. Probability of Multi-Level AND Decision Boxes with All NO

` prob p
(
CONSEQ PATH p (SSNOAND p SSN)) =∏
(MAP (λ a.

∏
(PrL p a)) SSN

)
Theorem 4.8. Probability of Multi-Level AND Decision Boxes with All YES

` prob p
(
CONSEQ PATH p (SSY ESAND p SSN)) =∏
(MAP (λ b. (1 -

∏
(PrL p b))) SSN

)
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Theorem 4.9. Probability of Multi-Level AND Decision Boxes with NO/YES

` prob p(
CONSEQ PATH p

[CONSEQ PATH p (SSNOAND p SSm); CONSEQ PATH p (SSY ESAND p SSp)]
)
=(∏

(MAP (λ a.
∏

(PrL p a)) SSm)
)
×(∏

(MAP (λ b. 1 -
∏

(PrL p b)) SSp)
)

N CCD Decision Boxes of Type B

The probabilistic risk assessment of n decision boxes assigned to a CCD path,

where all decision boxes are associated with generic FT OR models consisting

of different arbitrary lists of k events, as shown in Figure 4.5, can be expressed

mathematically for three cases :

(B1) All outcomes of n decisions boxes are NO

FB1(t) =
n∏
i=1

(1−
k∏
j=1

(1−Fij(t))) (4.4)

(B2) All outcomes of n decisions boxes are YES

FB2(t) =
n∏
i=1

k∏
j=1

(1−Fij(t)) (4.5)

(B3) Some outcomes of m out of n decisions boxes are NO and some outcomes of p

out of n decisions boxes are YES

FB3(t) =

(
m∏
i=1

(1−
k∏
j=1

(1−Fij(t)))

)
×

(
p∏
i=1

k∏
j=1

(1−Fij(t))

)
(4.6)

To verify the correctness of the above-proposed new CCD mathematical formulas

in HOL4, we define two generic functions SSY ESOR and SSNOOR to recursively generate
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Subsystem 1 
Functions Correctly 

YES NO 

Subsystem 2 
Functions Correctly 

YES NO 

Subsystem n 
Functions Correctly 

YES NO 
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F1(k1) 

F1 
OR 
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F2(k2) 

F2 
OR 

F2(1) 

Fn(kn) 

Fn 
OR 

Fn(1) 

kn 

k2 

k1 

Figure 4.5: Multi-Level Failure Analysis of Type B

the outcomes YES and NO of the function FTree, identified by gate constructors OR

and NOT, for a given list of subsystems events.

Definition 4.10. Multi-Level OR Decision Boxes of YES Outcomes

` SSY ESOR p (SS1::SSN) = FTree p (NOT (OR SS1))::SSY ESOR p SSN

Definition 4.11. Multi-Level OR Decision Boxes of NO Outcomes

` SSNOOR p (SS1::SSN) = FTree p (OR SS1)::SSNOOR p SSN

Using above functions, we can formally verify three two-dimensional probabilis-

tic properties corresponding to Equations 4.4, 4.5, and 4.6, respectively, in HOL4 as:

Theorem 4.10. Probability of Multi-Level OR Decision Boxes with All NO

` prob p (CONSEQ PATH p (SSNOOR p SSN)) =∏
(MAP (λ a. (1 -

∏
(PrL p (compl list p a)))) SSN)

Theorem 4.11. Probability of Multi-Level OR Decision Boxes with All YES

` prob p (CONSEQ PATH p (SSY ESOR p SSN)) =∏
(MAP (λ b.

∏
(PrL p (compl list p b))) SSN)
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Theorem 4.12. Probability of Multi-Level OR Decision Boxes with NO/YES

` prob p

(CONSEQ PATH p

[CONSEQ PATH p (SSNOOR p SSm); CONSEQ PATH p (SSY ESOR p SSp)]) =(∏
(MAP (λ a. (1 -

∏
(PrL p (compl list p a)))) SSm)

)
×(∏

(MAP (λ b.
∏

(PrL p (compl list p b))) SSp)
)

N CCD Decision Boxes of Type C

The probabilistic risk assessment of multi-level decision boxes assigned to a CCD path

for a complex system, where some m decision boxes are associated with FT AND

models consisting of different k events, while other p decision boxes are associated

with FT OR models consisting of different l events, as shown in Figure 4.3, can be

expressed mathematically for nine cases as:

(C1) All outcomes of m and p decisions boxes are NO.

FC1(t) =

(
m∏
i=1

k∏
j=1

Fij(t)

)
×

(
p∏
i=1

(1−
l∏

j=1

(1−Fij(t)))

)
(4.7)

(C2) All outcomes of m and p decisions boxes are YES.

FC2(t) =

(
m∏
i=1

(1−
k∏
j=1

Fij(t))

)
×

(
p∏
i=1

l∏
j=1

(1−Fij(t))

)
(4.8)

(C3) All outcomes of m decisions boxes are NO and all outcomes of p decisions boxes

are YES.

FC3(t) =

(
m∏
i=1

k∏
j=1

Fij(t)

)
×

(
p∏
i=1

l∏
j=1

(1−Fij(t))

)
(4.9)

(C4) All outcomes of m decisions boxes are YES and all outcomes of p decisions boxes

are NO.
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FC4(t) =

(
m∏
i=1

(1−
k∏
j=1

Fij(t))

)
×

(
p∏
i=1

(1−
l∏

j=1

(1−Fij(t)))

)
(4.10)

(C5) Some outcomes of s out of m decisions boxes are NO, some outcomes of u out

of m decisions boxes are YES and all outcomes of p decisions boxes are NO.

FC5(t) =

(
s∏
i=1

k∏
j=1

Fij(t)

)
×

(
u∏
i=1

(1−
k∏
j=1

Fij(t))

)
×

(
p∏
i=1

(1−
l∏

j=1

(1−Fij(t)))

)
(4.11)

(C6) Some outcomes of s out of m decisions boxes are NO, some outcomes of u out

of m decisions boxes are YES and all outcomes of p decisions boxes are YES.

FC6(t) =

(
s∏
i=1

k∏
j=1

Fij(t)

)
×

(
u∏
i=1

(1−
k∏
j=1

Fij(t))

)
×

(
p∏
i=1

l∏
j=1

(1−Fij(t))

)
(4.12)

(C7) Some outcomes of v out of p decisions boxes are NO, some outcomes of w out

of p decisions boxes are YES and all outcomes of m decisions boxes are NO.

FC7(t) =

(
v∏
i=1

(1−
l∏

j=1

(1−Fij(t)))

)
×

(
w∏
i=1

l∏
j=1

(1−Fij(t))

)
×

(
m∏
i=1

k∏
j=1

Fij(t)

)
(4.13)

(C8) Some outcomes of v out of p decisions boxes are NO, some outcomes of w out

of p decisions boxes are YES and all outcomes of m decisions boxes are YES.

FC8(t) =

(
v∏
i=1

(1−
l∏

j=1

(1−Fij(t)))

)
×

(
w∏
i=1

l∏
j=1

(1−Fij(t))

)
×

(
m∏
i=1

(1−
k∏
j=1

Fij(t))

)
(4.14)

Using Theorems 4.7-4.12, we formally verify in HOL4 all the above-newly

proposed formulas from Equation 4.7 to Equation 4.14 for FT/ET-based cause con-

sequence analysis, which is evidence for the correctness of our proposed formulations.
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(C9) Some outcomes of s out of m decisions boxes are NO, some outcomes of u out

of m decisions boxes are YES, some outcomes of v out of p decisions boxes are NO

and some outcomes of w out of p decisions boxes are YES.

FC9(t) =

(
s∏
i=1

k∏
j=1

Fij(t)

)
×

(
u∏
i=1

(1−
k∏
j=1

Fij(t))

)
×(

v∏
i=1

(1−
l∏

j=1

(1−Fij(t)))

)
×

(
w∏
i=1

l∏
j=1

(1−Fij(t))

) (4.15)

Theorem 4.13. Multi-Level Subsystems of OR/AND Decision Boxes with NO/YES

` prob p

(CONSEQ PATH p

[CONSEQ PATH p (SSNOAND p SSs); CONSEQ PATH p (SSY ESAND p SSu);

CONSEQ PATH p (SSNOOR p SSv); CONSEQ PATH p (SSY ESOR p SSw)]) =(∏
(MAP (λ a.

∏
(PrL p a)) SSs)

)
×(∏

(MAP (λ b. 1 -
∏

(PrL p b)) SSu)
)
×(∏

(MAP (λ c. (1 -
∏

(PrL p (compl list p c)))) SSv)
)
×(∏

(MAP (λ d.
∏

(PrL p (compl list p d))) SSw)
)

By verifying all the above-mentioned novel formulations in HOL4, we showed the

completeness of our proposed formal approach and thereupon solving the scalability

problem of multi-level cause consequence analysis for any given large engineering

complex system at the subsystem level, which is the first of its kind. Lastly, we need

a generic probabilistic property of CONSEQ BOX for a certain event occurrence in the

entire system. For that purpose, we verified in HOL4 the probabilistic expression of

CONSEQ BOX is equal to the sum of all individual probabilities of all M CONSEQ PATH

ending with that event as follows:
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Theorem 4.14. Probability of Consequence Box for M Consequence Paths

` prob p (CONSEQ BOX p LM) =∑ (
PrL p (MAP (λa. CONSEQ PATH p a) LM)

)
Remark that the verification of all the above-mentioned theorems was a bit challenging

as we are dealing with all four types of different FT configurations, i.e., AND, NAND,

OR and NOR, where each type is consisting of generic n decision boxes and each

decision box is associated with generic m events, simultaneously in HOL4. So, we

had to verify first multi-level connection of ANDs, NANDs, ORs, NORs, then all

combinations of each two types together, e.g., multi-level of ANDs and multi-level of

NANDs. Finally, we verified all combinations of each three types together.

To illustrate the applicability of our proposed CCD formalization, in the next

section, we present the formal FT-based cause consequence analysis of the standard

IEEE 39-bus electrical power generation network and verify the force outage rate

(FOR) for all power plants as well as the system average interruption duration index

(SAIDI) at each generation subsystem level, which are important to the power utilities.

4.3 Application: IEEE 39-Bus Distributed Gener-

ation Network

Consider the standard IEEE 39-bus electrical power generation network consisting

of 10 generators (G), 12 substations (S/S), 39 Buses (Bus), and 34 transmission

lines (TL), as shown in Figure 4.6 [81].
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Figure 4.6: IEEE 39-bus Electrical Power Network

In this application, we focus on the distributed generation of 50% truly carbon-

neutral or emissions-free [82] green power generation, i.e., Hierarchical level I. There-

fore, we assume that the generators G1-G10 are of two types: (i) solar photo-voltaic

(PV) power plants G1-G5; and (ii) steam power plants G6-G10. Using the Optimal

Power Flow (OPF) optimization [74], we can determine the flow of electricity from

generators to consumers in the power network. We used our FT/ET-based CCD

library in HOL4 to analyze all possible safety classes of reliability and failure con-

sequence events that can occur in the electrical power network at the distributed

generation subsystem level. Subsequently, we determine accuracy of power system

reliability indices, such as Forced Outage Rate (FOR) for all generation power plants

and System Average Interruption Duration Index (SAIDI). Typically, we are only

interested in evaluating the duration of certain failure events occurrence for specific
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loads in the grid. For instance, if we consider the failure of load A, which according

to the OPF is supplied from G9 and G5 only, as shown in Figure 4.6, then the fail-

ure of either one or both power plants will lead to a partial or a complete blackout

failure at that load, respectively. Assuming the failure of one power plant causes a

load-shedding [80] of 25% of the connected load demand while two consecutive com-

plete failures of PV/Steam generation power plants causes a blackout of the supplied

load. Therefore, we can observe different levels of Complete Failure (CF) and Partial

Failure (PF) for loads A, B, C and D (Figure4.6) in the power network as follows:

1. Pr(APF E) =(1− FORG9)× FORG5 + FORG9 × (1− FORG5)

2. Pr(ACF E) =(1− FORG9)× (1− FORG5)

3. Pr(BPF E) =(1− FORG9)× FORG7 + FORG9 × (1− FORG7)

4. Pr(BCF E) =(1− FORG9)× (1− FORG7)

5. Pr(CPF E) =(1− FORG1)× FORG2 + FORG1 × (1− FORG2)

6. Pr(CCF E) =(1− FORG1)× (1− FORG2)

7. Pr(DPF E) = (1− FORG6)× (1− FORG3)× (1− FORG8)× FORG4

+ (1− FORG6)× (1− FORG3)× FORG8 × (1− FORG4)

+ FORG6 × (1− FORG3)× (1− FORG8)× (1− FORG4)

8. Pr(DCF E) = (1− FORG6)× (1− FORG3)× FORG8 × FORG4

+ (1− FORG6)× FORG3 × (1− FORG8)× FORG4

+ (1− FORG6)× FORG3 × FORG8

+ FORG6 × (1− FORG3)× (1− FORG8)× FORG4

+ FORG6 × FORG3
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Therefore, the assessment of SAIDI at the generation subsystem level (FOR) for the

Electrical Power Network (EPN), can be written mathematically as follows:

SAIDIEPN =

Pr(ACF E)×MTTRA × CNA + Pr(APF E)×MTTRA × 20%CNA+

Pr(BCF E)×MTTRB × CNB + Pr(BPF E)×MTTRB × 20%CNB+

Pr(CCF E)×MTTRC × CNC + Pr(CPF E)×MTTRC × 20%CNC+

Pr(DCF E)×MTTRA × CND + Pr(DPF E)×MTTRD × 20%CND

CNA + CNB + CNC + CND

(4.16)

In order to verify the above expressions for reliability indices at the subsystem

level, in the next subsections, we first formalize the reliability and energy indices

of Equations 3.1-3.10 based on CCD models, then formally model the IEEE 39-bus

power network and verify its reliability with a discussion of experimental results.

4.3.1 Formal CCD Reliability and Energy Indices

We define a function ProbCCDX E corresponding to the probability of failure E for lo-

cation X based on the CCD analysis, then we define two functions
∑Interrupt

Load E

and
∑Duration

Load E that provide the load customer interruptions and interruption du-

rations, respectively, in HOL4 as follows:

Definition 4.12. Probability of Location X Complete/Partial Failure

` ProbCCDX E p (Path1::PathN) = prob p
(
CONSEQ BOX p (Path1::PathN)

)
Definition 4.13. Total Number of Load Customer Interruptions

`
∑Interrupt

Load E p (PathN::PathNAll) (CN::CNN) =(
ProbCCDX E p PathN

)
× CN +

∑Interrupt
Load E p PathNAll CNN

where PathNAll is a three-dimensional list of all power grid load CCD different failure

paths under study, while CNN is the list of all customer numbers.
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Definition 4.14. Total Number of Load Customer Interruption Durations

`
∑Duration

Load E p (PathN::PathNAll) (MTTR::MTTRN) (CN::CNN) =(
ProbCCDX E p PathN

)
× MTTR × CN +

∑Duration
Load E p PathNAll MTTRN CNN

where MTTRN is the list of all MTTRs. Now, we define the SAIFI function as the

total number of customer interruptions at the subsystem level over the total number

of customers served as well as we define the SAIDI function as the sum of all customer

interruption durations at the subsystem level over the total number of customers

served. Similarly, we define the functions CAIDI, ASAI, ASAI, ASUI, as described in

Equations 3.3-3.5 (Section 3.3.1) at the subsystem level, respectively, in HOL4 as:

System Average Interruption Frequency Index (SAIFI):

Definition 4.15. SAIFI Reliability Index

` SAIFI p PathNAll CNN =

∑Interrupt
Load E p PathNAll CNN∑

CNN

System Average Interruption Duration Index (SAIDI):

Definition 4.16. SAIDI Reliability Index

` SAIDI p PathNAll MTTRN CNN =

∑Duration
Load E p PathNAll MTTRN CNN∑

CNN

Customer Average Interruption Duration Index (CAIDI):

Definition 4.17. CAIDI Reliability Index

` CAIDI p PathNAll MTTRN CNN =
SAIDI p PathNAll MTTRN CNN

SAIFI p PathNAll CNN

Average Service Availability Index (ASAI):

Definition 4.18. ASAI Reliability Index

` ASAI p PathNAll MTTRN CNN=∑
CNN × 8760−

∑Duration
Load E p PathNAll MTTRN CNN∑

CNN × 8760
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Average Service Unavailability Index (ASUI):

Definition 4.19. ASUI Reliability Index

` ASUI p PathNAll MTTRN CNN =

∑Duration
Load E p PathNAll MTTRN CNN∑

CNN × 8760

We can also formally define the energy indices, i.e., ENS, ASCI, LOLE, LOEE, EIR

as (see Equations 3.6-3.10), based on CCD analysis at the subsystem level, to ensure

the delivery of electrical power without failures, respectively, in HOL4 as follows:

Energy not Supplied Index (ENS):

Definition 4.20. ENS Reliability Index

` ENS p (PathN::PathNAll) (La::LaN) (MTTR::MTTRN) =

La ×
(
ProbCCDX E p PathN

)
× MTTR + ENS p PathNAll LaN MTTRN

where LaN is the list of all loads connected at all locations.

Average System Curtailment Index (ASCI):

Definition 4.21. ASCI Reliability Index

` ASCI p PathNAll LaN MTTRN CNN =
ENS p PathNAll LaN MTTRN∑

CNN

Loss of Load Expectation (LOLE):

Definition 4.22. LOLE Reliability Index

` LOLE p (PathN::PathNAll) (tk::tkN) =(
ProbCCDX E p PathN

)
× tk + LOLE p PathNAll tkN

where tkN is the list of all days curtailed by the outages.

Loss of Energy Expectation (LOEE):
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Definition 4.23. LOEE Reliability Index

` LOEE p (PathN::PathNAll) (Ek::EkN) =(
ProbCCDX E p PathN

)
× Ek + LOEE p PathNAll EkN

where EkN is the list of all energy curtailed by the outages.

Energy Index of Reliability (EIR):

Definition 4.24. EIR Reliability Index

` EIR p PathNAll EkN ET = 1 -
LOEE p PathNAll EkN

ET

Now, we can apply our four steps of formal CCD analysis on the IEEE 39-bus

generation power network shown in Figure 4.6 , in HOL4 as follows:

4.3.2 Formal CCD Model

Step 1 (Subsystem Failure Events):

Figure 4.7(a) and Figure 4.7(b) depict two typically realistic PV and steam genera-

tion power plants, respectively. The solar PV power plant consists of 2 solar farms

connected in series configuration, where each farm is composed of four parts [60]: (i)

a Solar Array (SA) generates a clean carbon-neutral power energy from the sun; (ii)

a DC-DC converter or DC chopper controls the output DC voltage; (iii) a DC-AC In-

verter converts the outcome DC voltage to the grid AC voltage; and lastly (iv) a Line

Filter (LF) eliminates the undesired harmonics of voltage/current wave-forms. The

steam power plant consists of 3 generators [83] connected in parallel configuration,

where each generator is composed of two parts: (i) a Boiler or steam generator that

creates steam flow by applying heat energy to water; and (ii) a Turbo Alternator (TA)

steam turbine converts mechanical energy to electrical energy. Therefore, the FT

model representing the PV power plant is constructed in OR configuration while the
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Figure 4.7: Generation Power Plant Schematic Diagrams

FT model representing the steam power plant is constructed in AND configuration,

as shown in Figure 4.8(a) and Figure 4.8(b), respectively. Using the formalization of

FT in HOL4 (see Section 2.4), we can formally define the FT models of both PV and

Steam plants, respectively, in HOL4 as follows:

Definition 4.25. Fault Tree Model of Generator 1 Solar Power Plant

` FTPV G1 = FTree p (OR [OR [SA1G1 ↓;DC DC1G1 ↓;DC AC1G1 ↓;LF1G1 ↓];

OR [SA2G1 ↓;DC DC2G1 ↓;DC AC2G1 ↓;LF2G1 ↓]])

where the failure function ↓ assigns a continuous exponential failure probabilistic

distribution to each component in the generation power plant to determine the prob-

ability of failure at a certain time t during the operation of the grid (see Section 2.4).

Definition 4.26. Fault Tree Model of Generator 6 Steam Power Plant

` FTSTEAMG6 = FTree p (AND [AND [BO1G6 ↓;TA1G6 ↓];

AND [BO2G6 ↓;TA2G6 ↓];

AND [BO3G6 ↓;TA3G6 ↓]])

Also, we define the FT OR models of FTPV G2, FTPV G3, FTPV G4, FTPV G5 correspond-

ing, respectively, to the PV power plants G2-G5 similar to FTPV G1. Moreover, we

define the FT AND models of FTSTEAMG7, FTSTEAMG8, FTSTEAMG9 corresponding,

respectively, to the steam power plant G7-G9 similar to FTSTEAMG6.
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Figure 4.8: Fault Tree Models of the Electrical Power Plants

Steps 2 and 3 (Construction of a CCD and Reduction):

We formally analyze up to 4-level cause consequence reliability analysis of loads A, B,

C and D at the subsystem-level for the electrical power network (Figure 4.6). We can

reduce the number of test cases, as shown in Figure 4.9, by assigning an index number

X = 2 to all decision boxes required to be reduced from the generated complete CCD

model (see Section 4.1). The reduced CCD model can be verified in HOL4 as follows:

Theorem 4.15. Verification of Reduced CCD Model for Power Network Load A

` Load A Reduced CCD Model FTSTEAMG9 FTPV G5 =

CONSEQ BOX p

[[DEC BOX p 1 (FTSTEAMG9,FTSTEAMG9);DEC BOX p 1 (FTPV G5,FTPV G5)];

[DEC BOX p 1 (FTSTEAMG9,FTSTEAMG9);DEC BOX p 0 (FTPV G5,FTPV G5)];

[DEC BOX p 0 (FTSTEAMG9,FTSTEAMG9);DEC BOX p 1 (FTPV G5,FTPV G5)];

[DEC BOX p 0 (FTSTEAMG9,FTSTEAMG9);DEC BOX p 0 (FTPV G5,FTPV G5)]]
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Theorem 4.16. Verification of Reduced CCD Model for Power Network Load D

` Load D Reduced CCD Model FTSTEAMG6 FTPV G3 FTSTEAMG8 FTPV G4 =

CONSEQ BOX p

[[DEC BOX p 1 (FTSTEAMG6,FTSTEAMG6);DEC BOX p 1 (FTPV G3,FTPV G3);

DEC BOX p 1 (FTSTEAMG8,FTSTEAMG8);DEC BOX p 1 (FTPV G4,FTPV G4)];

[DEC BOX p 1 (FTSTEAMG6,FTSTEAMG6);DEC BOX p 1 (FTPV G3,FTPV G3);

DEC BOX p 1 (FTSTEAMG8,FTSTEAMG8);DEC BOX p 0 (FTPV G4,FTPV G4)];

...

[DEC BOX p 0 (FTSTEAMG6,FTSTEAMG6);DEC BOX p 1 (FTPV G3,FTPV G3);

DEC BOX p 0 (FTSTEAMG8,FTSTEAMG8)];

[DEC BOX p 0 (FTSTEAMG6,FTSTEAMG6);DEC BOX p 0 (FTPV G3,FTPV G3)]]

4.3.3 Formal CCD Reliability Indices Assessment

The Force Outage Rate (FOR) of a power station unit is the probability that the

unit will not be available for service when required while SAIDI is the sum of all

interruption durations at each generation subsystem level over the total number of

customers served.

Force Outage Rate (FOR):

Using Definitions FTPV G2, FTPV G3, FTPV G4, FTPV G5, FTPV G1, FTSTEAMG7,

FTSTEAMG8, FTSTEAMG9, and FTSTEAMG6, with the assumption that the failure

states of generation power plant components are exponentially distributed, we can

formally describe and verify the generated FOR expressions for all solar PV power

plants G1-G5 and steam power plants G6-G9, for example, the FOR expressions of

G1, G2 and G6, respectively, in HOL4 as follows:
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Definition 4.27. Force Outage Rate of Generator 1 Solar Power Plant

` FORPV G1 p = prob p (FTPV G1)

Theorem 4.17. Verification of FOR for Generator 1 Solar Power Plant

` FORPV G1 p = 1− e(−λSA1G1t) × e(−λDC DC1G1t) × e(−λDC AC1G1t) × e(−λLF1G1t) ×

e(−λSA2G1t) × e(−λDC DC2G1t) × e(−λDC AC2G1t) × e(−λLF2G1t)

Definition 4.28. Force Outage Rate of Generator 2 Solar Power Plant

` FORPV G2 p = prob p (FTPV G2)

Theorem 4.18. Verification of FOR for Generator 2 Solar Power Plant

` FORPV G2 p = 1− e(−λSA1G2t) × e(−λDC DC1G2t) × e(−λDC AC1G2t) × e(−λLF1G2t) ×

e(−λSA2G2t) × e(−λDC DC2G2t) × e(−λDC AC2G2t) × e(−λLF2G2t)

Definition 4.29. Force Outage Rate of Generator 6 Steam Power Plant

` FORSTEAMG6 = prob p (FTSTEAMG6)

Theorem 4.19. Verification of FOR for Generator 6 Steam Power Plant

` FORSTEAMG6 p = (1− e(−λBO1G6t)) × (1− e(−λTA1G6t)) × (1− e(−λBO2G6t)) ×

(1− e(−λTA2G6t)) × (1− e(−λBO3G6t)) × (1− e(−λTA3G6t))

Similarly, we can generate FORPV G3, FORPV G4, FORPV G5 corresponding to PV

plants G3-G5 as well as FORSTEAMG7, FORSTEAMG8, FORSTEAMG9 corresponding to

steam plants G7-G9 at the subsystem level.

System Average Interruption Duration Index (SAIDI):

Using Definition 4.16, we can formally verify the generated complex SAIDIEPN expres-

sion at each generation PV and solar power plants subsystem level (Equation 4.16),

in HOL4 as follows [84]:

95



Theorem 4.20. Verification of Complex SAIDI at the Generation Level

` SAIDI =

((
(1− e(−λBO1G9t))× (1− e(−λTA1G9t))× · · · × (1− e(−λBO3G9t))× (1− e(−λTA3G9t))

)
×(

1− e(−λSA1G5t) × e(−λDC DC1G5t) × · · · × e(−λLF2G5t)
))
×MTTRA × CNA+((

1− (1− e(−λBO1G9t))× · · · × (1− e(−λBO3G9t))× (1− e(−λTA3G9t))
)
×(

1− e(−λSA1G5t) × · · · × e(−λDC AC2G5t) × e(−λLF2G5t)
)

+ . . .
)
×MTTRA × 15% CNA+((

(1− e(−λBO1G9t))× (1− e(−λTA1G9t))× · · · × (1− e(−λBO3G9t))× (1− e(−λTA3G9t))
)
×(

(1− e(−λBO1G7t))× (1− e(−λTA1G7t))× · · · × (1− e(−λTA3G7t))
))
×MTTRB × CNB+((

1− (1− e(−λBO1G9t))× (1− e(−λTA1G9t))× · · · × (1− e(−λTA3G9t))
)
×(

(1− e(−λBO1G7t))× · · · × (1− e(−λTA3G7t))
)

+ . . .
)
×MTTRB × 15% CNB+((

1− e(−λSA1G1t) × e(−λDC DC1G1t) × e(−λDC AC1G1t) × · · · × e(−λDC AC2G1t) × e(−λLF2G1t)
)
×(

1− e(−λSA1G2t) × e(−λDC DC1G2t) × · · · × e(−λLF2G2t)
))
×MTTRC × CNC+((

e(−λSA1G1t) × e(−λDC DC1G1t) × · · · × e(−λDC AC2G1t) × e(−λLF2G1t)
)
× · · ·×(

e(−λSA1G3t) × e(−λDC DC1G3t) × · · · × e(−λDC DC2G3t) × e(−λDC AC2G3t) × e(−λLF2G3t)
)
×(

(1− e(−λBO1G8t))× (1− e(−λTA1G8t))× · · · × (1− e(−λBO3G8t))× (1− e(−λTA3G8t))
)
×(

1− e(−λSA1G4t) × · · · × e(−λDC AC2G4t) × e(−λLF2G4t)
)

+ . . .
)
×MTTRD × CND+((

1− (1− e(−λBO1G6t))× (1− e(−λTA1G6t))× · · · × (1− e(−λTA3G6t))
)
× · · ·×(

1− e(−λSA1G4t) × · · · × e(−λDC AC2G4t) × e(−λLF2G4t)
)

+ . . .
)
×MTTRD × 15% CND

CNA + CNB + CNC + CND

The proof of the above complex expression of SAIDI at the subsystem-level helps

power planners/designers to take critical decisions for power network improvements

based on verified results. The proof of the above-verified SAIDI and SAIDI expressions
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at the subsystem level was conducted using HOL4 tactics, such as DEP REWRITE TAC

and EVAL TAC to apply our FT-based CCD probabilistic theorems on the goal and

evaluate it, respectively. In the next section, we compare our formally obtained results

with MATLAB MCS and also with HiP-HOPS [85] and FMR [86] for identifying and

quantifying the failure modes for safety-critical systems at the subsystem level.

4.3.4 Numerical Results

We consider the failure rates of the power plant components λBO, λTA, λLF, λDC DC,

λDC AC and λSA are 0.91, 0.84, 0.96, 0.67, 0.22, and 0.56 per year, respectively [70].

Also, we assume that MTTRA, MTTRB, MTTRC , and MTTRD are 12, 20, 15, and

10 hours/interruption [69] and CNA, CNB, CNC , and CND are 500, 1800, 900, and

2500 customers, respectively. The reliability study is undertaken for 1 year (365 days),

i.e., t = 8760 hours. Based on the given data, we evaluate the FOR and SAIDI for

the electrical power network in Figure 4.6 using the following four techniques:

1. HOL4 analysis using SML functions to evaluate FORPV , FORSTEAM , and

SAIDI in HOL4 (Theorems 4.17-4.20), respectively, as shown in Figure 4.10.

Figure 4.10: HOL4 Analysis: IEEE 39-Bus FOR and SAIDI Results

2. MATLAB MCS using a random-based algorithm to obtain different results of FOR

and SAIDI in every run with a tolerance error between 4-9%. So, we present

in Table 4.1 the best-estimated results of FOR and SAIDI with the least errors

and then take the mean average of the obtained results.
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Table 4.1: MATLAB MCS: IEEE 39-Bus FOR and SAIDI Results

MCS Simulated Run FORPV (G1-G5) FORSTEAM (G6-G9) SAIDI Reliability Index

1 88.55e-2 36.18e-3 5.8023
2 107.19e-2 40.03e-3 6.5045
3 93.52e-2 36.35e-3 6.0222
5 110.17e-2 43.03e-3 7.0495
4 95.24e-2 38.66e-3 6.3960

Average Result 98.93e-2 38.85e-3 6.3549

3. Failure Mode Reasoning (FMR) that mathematically identifies all failure

modes of safety-critical system inputs that can result in an undesired state

at its output. The FMR manual process consists of four main stages [87]: (a)

Composition: Failure mode variables are defined and a set of logical implication

statements is generated that express local failure modes; (b) Substitution: Local

statements will be combined to create a single global implication statement be-

tween the critical-system inputs and outputs; (c) Simplification: The complex

formula is simplified, where we trim off any redundant statements; and (d) Cal-

culation: The probability of failure is evaluated using the failure rates. Based

on the above-mentioned FMR procedures, we can express the component-level

failure analysis of the PV power plant (Figure 4.8(a)) as follows:

(ô = ḟ)⇒ (x̂1 = ḟ ∨ x̂2 = ḟ) (4.17)

The above equation means that if the output o is False caused by a fault then

either one of its inputs to the OR gate, i.e., x1 or x2, must be False caused by

a fault. We now need to determine what can cause x̂1 = ḟ and x̂2 = ḟ . Similar

to Equation 4.17, we can write:
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(x̂1 = ḟ)⇒ (x̂3 = ḟ ∨ x̂4 = ḟ ∨ x̂5 = ḟ ∨ x̂6 = ḟ) (4.18)

(x̂2 = ḟ)⇒ (x̂7 = ḟ ∨ x̂8 = ḟ ∨ x̂9 = ḟ ∨ x̂10 = ḟ) (4.19)

where x3, x4, x5, x6, x7, x8, x9, x10 are LF1, DC DC1, DC AC1, SA1, LF2,

DC DC2, DC AC2, SA2, respectively. Similarly, we can express the component-

level failure analysis of the steam power plant (Figure 4.8(b)) as follows:

(ô = ḟ)⇒ (x̂11 = ḟ ∧ x̂12 = ḟ ∧ x̂13 = ḟ) (4.20)

(x̂11 = ḟ)⇒ (x̂14 = ḟ ∧ x̂15 = ḟ) (4.21)

(x̂12 = ḟ)⇒ (x̂16 = ḟ ∧ x̂17 = ḟ) (4.22)

(x̂13 = ḟ)⇒ (x̂18 = ḟ ∧ x̂19 = ḟ) (4.23)

where x14, x15, x16, x17, x18, x19, are BO1, TA1, BO2, TA2, BO3, TA3, re-

spectively. Table 4.2 shows the results of FORPV , FORSTEAM , and SAIDI

based on FMR analysis by substituting manually the component failure rates

in Equation 4.17 to Equation 4.23. According to Jahanian et al. [86],

the soundness of the obtained equations (Equation 4.17 to Equation 4.23)

needs to be proven mathematically.

4. HiP-HOPS software that performs Failure Modes, Effects, and Critically Anal-

yses (FMECA) [88] by building the architectural blocks that hierarchically de-

scribe a safety-critical system at the subsystem level. Figure 4.11(a) and Figure

4.11(b) depict the FMECA of the PV and steam power plants using the HiP-

HOPS software, respectively. The probabilistic results of FORPV , FORSTEAM ,

and SAIDI based on HiP-HOPS analysis are equivalent to the FMR analysis

results presented in Table 4.2.
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(a) HiP-HOPS: PV Plant FMECA (b) HiP-HOPS: Steam Plant FMECA

Figure 4.11: IEEE 39-Bus FMECA Analysis using HIP-HOPS

It can be observed from Table 4.2 that FOR and SAIDI results at the subsys-

tem level obtained from our formal HOL4 analysis are approximately equivalent to

the corresponding ones calculated using FMR and HiP-HOPS approaches. On the

other hand, MATLAB MCS uses a random-based algorithm, which estimates differ-

ent results of FOR and SAIDI every simulated run. The required time to model the

39-bus network using HiP-HOPS and FMR techniques was similar (a matter of hours)

but more than the time for building the MATLAB algorithm. All three tools required

more time than the modeling for the HOL4 analysis. This clearly demonstrates that

Table 4.2: Comparison of FOR and SAIDI Results

IEEE 39-Bus
Reliability Indices

MATLAB FMR HiP-HOPS HOL4

FORPV (/year) 98.93e-2 99.19e-2 99.19e-2 99.1933212861e-2

FORSTEAM (/year) 38.85e-3 38.87e-3 38.87e-3 38.8700719343e-3

SAIDI (Hours/Customer) 6.3549 6.3728 6.3728 6.37276953475
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our formal subsystem level reliability analysis is not only providing the correct result

but also with a formally proven expressions (Theorems 4.17-4.20) compared to the

other methods, i.e., the soundness of subsystem-level reliability analysis.

4.4 Summary

In this chapter, we conducted the formalization of FT-based cause consequence anal-

ysis. We formalized the CCD basic constructors, such as Decision box, Consequence

path and Consequence box, that can be used to build an arbitrary level of CCDs. We

enabled the formal reduction of CCDs that can remove unnecessary decision boxes

from a given CCD model, a feature not available in other existing approaches. We

provided reasoning support for formal probabilistic analysis of multi-level CCD con-

sequence paths. We conducted the proofs in HOL4 using our developed ET theory

(including the loading of all its parent theories) and the existing FT theory in HOL4.

The proof-script of the FT-based CCD formalization work amounts to about 7000 lines

of HOL4 code [84]. We conducted an application of a realistic IEEE 39-bus electrical

power network system and provided the verification of its reliability indexes FOR and

SAIDI at each generation subsystem level. The power system case study could seem

simple but we are analyzing at the subsystem level which indicates complex reliabil-

ity indexes expressions. A comparison with the corresponding results obtained from

MATLAB MCS, FMR and HIP-HOPS shows the validation of our evaluated formal

results. However, in order to identify potential areas of poor reliability, safety an-

alysts often require a reliability model that is close to the hierarchical structure of

the subsystem components. For that reason, we propose in the next chapter a novel

approach to conduct a CCD reliability analysis based on RBDs rather than FTs.
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Chapter 5

Formal RBD-based Cause

Consequence Reliability Analysis

In this chapter, we introduce a novel idea of using RBD series and parallel configura-

tions for the cause consequence reliability analysis of safety-critical systems. Then, we

present the detailed formalization of RBD-based cause-consequence reliability anal-

ysis in HOL4, using a combination of the existing formalization of Reliability Block

Diagrams (RBDs) in HOL4 (Section 2.4) and our formalization of Event Trees (ET)

proposed in Chapter 3. We apply the developed RBD-based CCD analysis formal-

ization on a smart power grid that consists of multiple interconnected Micro-Grids

incorporating 100% green power plants.

5.1 RBD-Based CCD

Based on the observation that the components of many realistic systems are connected

in parallel or series configurations, we realized that it would be much easier to model

CCD diagrams using RBDs rather than FTs. Therefore, we propose to analyze all
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subsystems using RBD configurations. The proposed new CCD basic constructors

Decision box, Consequence path and Consequence box are illustrated in Table 5.1.

Figure 5.1 illustrates the corresponding RBD/ET-based cause consequence analysis,

where different RBD configurations, such as series (models the complete success of

the subsystem if all of the input success events occur at the same time) and parallel

(models the complete success of the subsystem if any of the input success events

occurs alone), are associated with all CCD decision boxes to model the reliability of

a generic number of subsystems. As shown in Figure 5.1, the output of each YES BOX

for all decision boxes is equal to the RBD outcome (RBDX), while the NO BOX is the

complement of the RBD model (RBDX), which is the opposite of cause consequence

analysis based on FTs (see Figure 4.3).

Table 5.1: The Proposed New CCD Symbols and Functions

CCD Symbol Function

 

Subsystem  
Functions Correctly 

YES NO 
RBD 

Decision Box: represents the status of functionality
for a component or subsystem.

(1) YES Box: describes the subsystem reliability operation.
An RBD of the subsystem is connected to this box that
can be used to obtain the reliability probability,
i.e., PrYES = PrRBD

(2) NO Box: represents the not correct functioning of the
subsystem or failure, which can be determined by simply
taking the complement of the reliability operation,
i.e., PrNO = 1 - PrRBD

Consequence Path: models all possible consequence
scenarios based on subsystem failure or reliability

Consequence Box: models the final outcome due to
a particular sequence of events for all subsystems
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Subsystem 1  
Functions Correctly 

YES NO 

Subsystem 2 
Functions Correctly 

YES NO 

Subsystem 2 
Functions Correctly 

YES NO 

R1 R1 

Consequence Path 

Subsystem m 
Functions Correctly 

YES NO 

Subsystem p 
Functions Correctly 

YES NO 

RP 
 

RP 
 

Subsystem m 
Functions Correctly 

YES NO 

Subsystem p 
Functions Correctly 

YES NO 

RP 
 

RP 
 

Rm Rm 

R1 

   R1(k1) R1(1) R1(2) 
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Figure 5.1: Proposed Multi-Level RBD/ET-based Cause Consequence Analysis

Example: Wind Turbine Generation System

To obtain a clear understanding of using RBDs instead of FTs in CCDs, consider a

renewable carbon-neutral Wind Turbine (WT) generation system [89] in a Microgrid

power network consisting of two main subsystems: Induction Generator (IG) and

Power Converter (PC), as shown in Figure 5.2(a) [90]. An IG consists of three com-

ponents Stator, Rotor and Brushes [91], while a PC consists of four components Rotor

Side AC/DC Converter (RSC), DC Filter, Grid Side DC/AC Converter (GSC) and
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Control Unit (CU) [92]. The four main steps of RBD/ET-based cause-consequence

reliability analysis for the wind turbine system at the subsystem level can be done as:

1. Components reliability events : Assign an RBD series configuration to each sub-

system in the wind turbine, i.e., RIG, RPC, as shown in Figure 5.2(b) [90], as:

RIG = Rstator ×Rrotor ×Rbrushes (5.1)

RPC = RRSC ×Rfilter ×RGSC ×RCU (5.2)

2. Construction of a complete CCD : Draw a complete CCD model of the wind

turbine system, as shown in Figure 5.3(a).

3. CCD model reduction: Apply the reduction operation on the constructed com-

plete CCD model, as shown in Figure 5.3(b).

4. CCD probabilistic analysis : The probabilistic assessment of the two consequence

boxes WTS and WTF in Figure 5.3(b) can be expressed mathematically as:

Pr(Consequence BoxWTS) = Pr(IGYES)× Pr(PCYES)

= Rstator ×Rrotor ×Rbrushes ×RRSC ×Rfilter ×RGSC ×RCU

(5.3)

Pr(Consequence BoxWTF ) = Pr(IGYES)× Pr(PCNO) + Pr(IGNO)

= Rstator ×Rrotor ×Rbrushes × (1−RRSC ×Rfilter ×RGSC ×RCU) +

(1−Rstator ×Rrotor ×Rbrushes)

(5.4)
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(b) RBD Models of WT Subsystems

Figure 5.2: Wind Turbine (WT) System
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(b) WT Reduced CCD Model

Figure 5.3: Wind Turbine Cause Consequence Analysis

5.2 Formal RBD-CCD Model

We can use the generic definitions of CCD basic constructors Decision box, Conse-

quence path and Consequence box, as presented in Section 4.1 (i.e., Definitions 4.1, 4.2

and 4.3, respectively) to construct an RBD-based CCD model. For instance, we can

formally construct a complete CCD model for the wind turbine shown in Figure 5.3(a),

in HOL4 as follows:

Definition 5.1. Complete CCD Model of the Wind Turbine System

` Wind Turbine Complete CCD Model RIG RPC =

CONSEQ BOX p [[DEC BOX p 1 (RIG,RIG); DEC BOX p 1 (RPC,RPC)];

[DEC BOX p 1 (RIG,RIG); DEC BOX p 0 (RPC,RPC)];

[DEC BOX p 0 (RIG,RIG); DEC BOX p 1 (RPC,RPC)];

[DEC BOX p 0 (RIG,RIG); DEC BOX p 0 (RPC,RPC)]]
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Also, we can formally verify the reduced CCD model of the WT system

(i.e., assign X = 2 to irrelevance decision boxes) corresponding to Figure 5.3(b),

in HOL4 as follows:

Theorem 5.1. Verification of the Reduced CCD Model of the Wind Turbine

` Wind Turbine Reduced CCD RIG RPC =

CONSEQ BOX p [[DEC BOX p 1 (RIG,RIG); DEC BOX p 1 (RPC,RPC)];

[DEC BOX p 1 (RIG,RIG); DEC BOX p 0 (RPC,RPC)];

[DEC BOX p 0 (RIG,RIG)]]

5.3 Formal RBD-Based CCD Analysis

First, we verify in HOL4 the one CCD decision box series and parallel theorems, then

we propose a set of new probabilistic formulations for different types of multi-level

RBD-based cause consequence analysis and their formalizations in HOL4.

One CCD Decision Box

Figure 5.4 depicts a single CCD decision box associated with either a series or a

parallel RBD pattern. It can be observed that the YES BOX of the former CCD

diagram with a series RBD model is the outcome of Equation 2.11 and its NO BOX is

the complement of Equation 2.11. Similarly, the YES BOX of the later CCD diagram

with a parallel RBD model is the outcome of Equation 2.12 and its NO BOX is the

complement of Equation 2.12. The probability of a consequence path for each CCD

decision box assigned with a generic RBD configurations, i.e., series of N events or

parallel of M events, as shown in Figure 5.4, is verified respectively, using the existing

RBD formalization in HOL4 (see Table 2.4 in Section 2.4), as follows:
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Figure 5.4: CCD Decision Boxes with RBD Connections

Theorem 5.2. One Subsystem Decision Box of Series Configuration

` let RBDseries = rbd struct p (series RN)

in

prob p(
CONSEQ PATH p[

DEC BOX p J
(
RBDseries,COMPL p (RBDseries)

)])
= if J = 1 then

∏
(PrL p RN)

else if J = 0 then 1 -
∏

(PrL p RN) else 1

Theorem 5.3. One Subsystem Decision Box of Parallel Configuration

` let RBDparallel = rbd struct p (parallel RM)

in

prob p(
CONSEQ PATH p[

DEC BOX p K (RBDparallel,COMPL p (RBDparallel)
)])

= if K = 1 then 1 -
∏

(PrL p (COMPL LIST p RM))

else if K = 0 then
∏

(PrL p (COMPL LIST p RM)) else 1

where the function COMPL is defined to take the output of the RBD function R, and

returns the complement of R in the probability space p. The function COMP LIST
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takes a reliability list for components and returns the complement of the list reliability

elements, i.e., [(1−R1), (1−R2), . . . , (1−Rn)] while PrL returns the probability list

[Pr(Z1), P r(Z2), , . . . , P r(Zn−1), P r(Zn)]. The function
∏

returns the product of

lists elements X1 ×X2 ×X3 ×X4 × · · · ×Xn−1 ×Xn. For a complex graph of CCDs

consisting of multi-level decision boxes, where each decision box is associated with a

series/parallel RBD model consisting of an arbitrary list of success events, we define

three types A, B and C with all possible consequence scenarios that can occur.

N CCD Decision Boxes of Type A

The probabilistic risk assessment of n decision boxes assigned to a consequence path

corresponding to n subsystems of a complex system, where each decision box is as-

sociated with a generic RBD model consisting of a different arbitrary list of k events

in a series connection, as shown in Figure 5.5(a), can be expressed mathemati-

cally for three cases as:

(A1) All outcomes of n decisions boxes are YES

RA1(t) =
n∏
i=1

k∏
j=1

Rij(t) (5.5)

(A2) All outcomes of n decisions boxes are NO

RA2(t) =
n∏
i=1

(1−
k∏
j=1

Rij(t)) (5.6)

(A3) Some outcomes of m out of n decisions boxes are YES and some outcomes of p

out of n decisions boxes are NO

RA3(t) =

(
m∏
i=1

k∏
j=1

Rij(t)

)
×

(
p∏
i=1

(1−
k∏
j=1

Rij(t))

)
(5.7)
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R1
X1(k1)X1(1) X1(2)

Subsystem 1 
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YES NO 
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Subsystem 2 
Functions Correctly 

YES NO 

Xn(kn)Xn(1) Xn(2)

Subsystem n
Functions Correctly 

YES NO 

R2

Rn

k2

k1

kn

n - 1

(a) Multi-level CCD Analysis of Type A

R1 

Subsystem 1 
Functions Correctly 

YES NO 

Subsystem 2 
Functions Correctly 

YES NO 

Subsystem n 
Functions Correctly 

YES NO 

R2 

Rn 

n - 1 

 R1(1) 

 R1(2) 

 R1(k1) 

k1 

 R2(1) 

 R2(2) 

 R2(k2) 

k2 

 Rn(1) 

 Rn(2) 

 Rn(kn) 

kn 

(b) Multi-level CCD Analysis of Type B

Figure 5.5: Multi-level Decision Boxes for RBD/ET-based CCD Analysis

To formalize the above-proposed new cause-consequence mathematical formula-

tions in HOL4, we formally define two functions SSY ESseries and SSNOseries that can recur-

sively generate the outcomes YES and NO of the RBD function rbd struct, identified

by RBD series, for a given arbitrary list of subsystems (SS) events, respectively as:

Definition 5.2. Multi-Level Series Decision Boxes of YES Outcomes

` SSY ESseries p (SS1::SSN) =

rbd struct p (series (rbd list SS1))::SSY ESseries p SSN

Definition 5.3. Multi-Level Level Series Decision Boxes of NO Outcomes

` SSNOseries p (SS1::SSN) =

COMPL p (rbd struct p (series (rbd list SS1)))::SSNOseries p SSN

Using the above defined functions, we can verify two-dimensional probabilistic

formulations corresponding to Equations 5.5, 5.6 and 5.7, respectively, in HOL4 as:
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Theorem 5.4. Probability of Multi-Level Series Decision Boxes with All YES

` prob p
(
CONSEQ PATH p (SSY ESseries p SSN)

)
=∏

(MAP (λ a.
∏

(PrL p a)) SSN)

Theorem 5.5. Probability of Multi-Level Series Decision Boxes with All NO

` prob p
(
CONSEQ PATH p (SSNOseries p SSN)

)
=∏

(MAP (λ b. (1 -
∏

(PrL p b))) SSN)

Theorem 5.6. Probability of Multi-Level Series Decision Boxes with NO/YES

` prob p(
CONSEQ PATH p

[CONSEQ PATH p (SSY ESseries p SSm); CONSEQ PATH p (SSNOseries p SSp)]
)
=(∏

(MAP (λ a.
∏

(PrL p a)) SSm)
)
×(∏

(MAP (λ b. (1 -
∏

(PrL p b))) SSp)
)

During the proof of Theorems 5.4-5.6, the verification was a bit challenging

as we had to verify multiple multi-level lists connected simultaneously together, i.e.,

multi-level series decision boxes, multi-level complement of series decision boxes.

N CCD Decision Boxes of Type B

Similarly, the probabilistic risk assessment of n decision boxes assigned to a CCD path,

where each decision box is associated with an RBD model consisting of different k

events connected in parallel, can be expressed mathematically for three cases: (B1) All

outcomes of n decisions boxes are YES; (B2) All outcomes of n decisions boxes are NO;

and (B3) Some outcomes of m out of n decisions boxes are YES and some outcomes

of p out of n decisions boxes are NO, as shown in Figure 5.5(b), respectively, as:

RB1(t) =
n∏
i=1

(1−
k∏
j=1

(1−Rij(t))) (5.8)
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RB2(t) =
n∏
i=1

k∏
j=1

(1−Rij(t)) (5.9)

RB3(t) =

(
m∏
i=1

(1−
k∏
j=1

(1−Rij(t)))

)
×

(
p∏
i=1

k∏
j=1

(1−Rij(t))

)
(5.10)

To verify the correctness of the above-proposed new CCD mathematical formu-

las in HOL4, we define two generic functions SSY ESparallel and SSNOparallel to recursively

generate the outcomes YES and NO of the function rbd struct, identified by the

RBD constructor parallel, for a given list of subsystems events.

Definition 5.4. Multi-Level Parallel Decision Boxes of YES Outcomes

` SSY ESparallel p (SS1::SSN) =

rbd struct p (parallel (rbd list SS1))::SSY ESparallel p SSN

Definition 5.5. Multi-Level Parallel Decision Boxes of NO Outcomes

` SSNOparallel p (SS1::SSN) =

COMPL p (rbd struct p (parallel (rbd list SS1)))::SSNOparallel p SSN

Using above functions, we can formally verify three two-dimensional prob-

abilistic formulations corresponding to Equations 5.8, 5.9 and 5.10, respec-

tively, in HOL4 as:

Theorem 5.7. Probability of Multi-Level Parallel Decision Boxes with All YES

` prob p
(
CONSEQ PATH p (SSY ESparallel p SSN)

)
=∏

(MAP (λ a. (1 -
∏

(PrL p (compl list p a)))) SSN)

Theorem 5.8. Probability of Multi-Level Parallel Decision Boxes with All NO

` prob p
(
CONSEQ PATH p (SSNOparallel p SSN)

)
=∏

(MAP (λ b.
∏

(PrL p (compl list p b))) SSN)
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Theorem 5.9. Probability of Multi-Level Parallel Decision Boxes with NO/YES

` prob p(
CONSEQ PATH p

[CONSEQ PATH p (SSY ESparallel p SSm); CONSEQ PATH p (SSNOparallel p SSp)]
)
=(∏

(MAP (λ a. (1 -
∏

(PrL p (compl list p a)))) SSm)
)
×(∏

(MAP (λ b.
∏

(PrL p (compl list p b))) SSp)
)

N CCD Decision Boxes of Type C

The probabilistic assessment of multi-level decision boxes assigned to a consequence

path for a complex system, where some m decision boxes are associated with RBD

models consisting of different k events connected in series, while other p decision boxes

are associated with RBD models consisting of different l events connected in parallel,

as shown in Figure 5.1, can be expressed mathematically for nine cases as:

(C1) All outcomes of m and p decisions boxes are YES.

RC1(t) =

(
m∏
i=1

k∏
j=1

Rij(t)

)
×

(
p∏
i=1

(1−
l∏

j=1

(1−Rij(t)))

)
(5.11)

(C2) All outcomes of m and p decisions boxes are NO.

RC2(t) =

(
m∏
i=1

(1−
k∏
j=1

Rij(t))

)
×

(
p∏
i=1

l∏
j=1

(1−Rij(t))

)
(5.12)

(C3) All outcomes of m decisions boxes are YES and all outcomes of p decisions boxes

are NO.

RC3(t) =

(
m∏
i=1

k∏
j=1

Rij(t)

)
×

(
p∏
i=1

l∏
j=1

(1−Rij(t))

)
(5.13)

(C4) All outcomes of m decisions boxes are NO and all outcomes of p decisions boxes

are YES.

113



RC4(t) =

(
m∏
i=1

(1−
k∏
j=1

Rij(t))

)
×

(
p∏
i=1

(1−
l∏

j=1

(1−Rij(t)))

)
(5.14)

(C5) Some outcomes of s out of m decisions boxes are YES, some outcomes of u out

of m decisions boxes are NO and all outcomes of p decisions boxes are YES.

RC5(t) =

(
s∏
i=1

k∏
j=1

Rij(t)

)
×

(
u∏
i=1

(1−
k∏
j=1

Rij(t))

)
×

(
p∏
i=1

(1−
l∏

j=1

(1−Rij(t)))

)
(5.15)

(C6) Some outcomes of s out of m decisions boxes are YES, some outcomes of u out

of m decisions boxes are NO and all outcomes of p decisions boxes are NO.

RC6(t) =

(
s∏
i=1

k∏
j=1

Rij(t)

)
×

(
u∏
i=1

(1−
k∏
j=1

Rij(t))

)
×

(
p∏
i=1

l∏
j=1

(1−Rij(t))

)
(5.16)

(C7) Some outcomes of v out of p decisions boxes are YES, some outcomes of w out

of p decisions boxes are NO and all outcomes of m decisions boxes are YES.

RC7(t) =

(
v∏
i=1

(1−
l∏

j=1

(1−Rij(t)))

)
×

(
w∏
i=1

l∏
j=1

(1−Rij(t))

)
×

(
m∏
i=1

k∏
j=1

Rij(t)

)
(5.17)

(C8) Some outcomes of v out of p decisions boxes are YES, some outcomes of w out

of p decisions boxes are NO and all outcomes of m decisions boxes are NO.

RC8(t) =

(
v∏
i=1

(1−
l∏

j=1

(1−Rij(t)))

)
×

(
w∏
i=1

l∏
j=1

(1−Rij(t))

)
×

(
m∏
i=1

(1−
k∏
j=1

Rij(t))

)
(5.18)

Using Theorems 5.4-5.9, we formally verify in HOL4 all above formulas from

Equation 5.11 to Equation 5.18 for RBD/ET-based cause consequence safety analysis,
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which is evidence for the correctness of the proposed formulations [93].

(C9) Some outcomes of s out of m decisions boxes are YES, some outcomes of u out

of m decisions boxes are NO, some outcomes of v out of p decisions boxes are YES

and some outcomes of w out of p decisions boxes are NO.

RC9(t) =

(
s∏
i=1

k∏
j=1

Rij(t)

)
×(

u∏
i=1

(1−
k∏
j=1

Rij(t))

)
×(

v∏
i=1

(1−
l∏

j=1

(1−Rij(t)))

)
×(

w∏
i=1

l∏
j=1

(1−Rij(t))

)
(5.19)

Theorem 5.10. Multi-Level Series/Parallel Decision Boxes with NO/YES

` prob p(
CONSEQ PATH p

[CONSEQ PATH p (SSY ESseries p SSs); CONSEQ PATH p (SSNOseries p SSu);

CONSEQ PATH p (SSY ESparallel p SSv); CONSEQ PATH p (SSNOparallel p SSw)]
)

=(∏
(MAP (λ a.

∏
(PrL p a)) SSs)

)
×(∏

(MAP (λ b. 1 -
∏

(PrL p b)) SSu)
)
×(∏

(MAP (λ c. (1 -
∏

(PrL p (compl list p c)))) SSv)
)
×(∏

(MAP (λ d.
∏

(PrL p (compl list p d))) SSw)
)

The verification of all above complex theorem 5.10 was a bit challenging as we

are dealing with all four types of different RBD configurations, i.e., series, the comple-

ment of series, parallel, and the complement of parallel, where each type is consisting

of generic n-decision boxes and each decision box is associated with generic m-events,
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simultaneously in HOL4. Therefore, it was overwhelming to perform multi-level in-

duction processes using the generic list theory during the proof of each probabilistic

theorem. Remark that both FT/ET-based and RBD/ET-based cause consequence

formalizations are not interchangeable as FT and RBD model reverse concepts of

success and failure, respectively. Lastly, can use the same generic probabilistic for-

mulation of a CCD CONSEQ BOX (Theorem 4.14) for a certain event occurrence in the

given system to sum of all individual probabilities of all M CCD consequence paths

ending with a particular event. Moreover, we can use the same reliability and energy

formulations for RBD/ET-based CCD analysis of critical systems (see Section 4.3.1).

To illustrate the applicability of our proposed approach, in the next section, we

present the formal RBD-based cause consequence analysis of multiple interconnected

Microgrids incorporating 100% RES as well as verify all reliability and energy indices

at the generation subsystem level to ensure the delivery of power without failures.

5.4 Application: Interconnected Micro-Grids

Consider a realistic smart power grid consisting of four interconnected renewable and

green Micro-Grids (MG) [94] incorporating 100% Renewable Energy Resources (RES)

distributed green generation power plants, as shown in Figure 5.6 [69]. The MGs

are designed to supply power to their local grids for an island-mode operation [95]

as well as export/import power to/from the centralized power grid (Macrogrid) [96]

on prior contract agreements. We use two main types of truly carbon-neutral or

emissions-free green power generation [82] in the smart power grid (see Figure 5.6):

(i) Wind-Turbine (WT) generating units of rated power 2,000 KW/WT [89]; and

(ii) solar Photo-Voltaic (PV) generating units of rated power 1500 KW/PV [97].

Assuming that each WT power plant is consisting of five generating units connected in
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Smart  
Power Grid 

Micro-Grid1 

Farm E (PV) 

Farm F (WT) Farm H (WT) 

Farm D (WT) 

Farm G (PV) 

Farm A (PV) Farm C (PV) 

Micro-Grid3 Micro-Grid4 

Micro-Grid2 

Farm B (WT) 

Figure 5.6: Interconnected Micro-Grids 100% RES of a Smart Power Grid

parallel configuration, i.e., FarmB, FarmD, FarmF , FarmH , while each PV power plant

is consisting of five generating units connected in series configuration, i.e., FarmA,

FarmC , FarmE, FarmG to supply customers numbers CNMG1, CNMG2, CNMG3, CNMG4

within Micro Grid1, Micro Grid2, Micro Grid3, Micro Grid4, respectively [98]. The

improvement of MGs reliability might be motivated by government regulation or by

market competition [99], but it has become a significant subject in the power sector

for both utilities and customers due to sudden increases in demand for a reliable MG

power system at minimal frequency and duration of power outages [100].

5.4.1 Formal CCD Model

We use our RBD-based CCD formalization to perform the step-wise cause consequence

analysis of the smart power grid shown in Figure5.6, namely, subsystem reliability

events, construction of a complete CCD, CCD reduction, CCD probabilistic analysis.

Step 1 (Subsystem reliability events):

We formally define the RBD models of each WT and PV farm for all interconnected
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MG power systems under the reliability study at the subsystem level, which are con-

nected in parallel and series configurations as well as assign a reliability distribution

or success function ↑ (Definition 2.2) to each WT and PV unit, in HOL4 as:

Definition 5.6. RBD Model of Micro-Grid 1 Photo-Voltaic Farm A

` RPVA =

rbd struct p (series [PV A1 ↑,PV A2 ↑,PV A3 ↑,PV A4 ↑,PV A5 ↑])

Definition 5.7. RBD Model of Micro-Grid 1 Wind Turbine Farm B

` RWTB =

rbd struct p (parallel [WT B1 ↑,WT B2 ↑,WT B3 ↑,WT B4 ↑,WT B5 ↑])

Similarly, we define RPVC, RWTD, RPVE, RWTF, RPVG, RWTH corresponding to Farm

C, Farm D, Farm E, Farm F, Farm G, Farm H, respectively [93].

Steps 2 and 3 (Construction of a CCD diagram):

We conduct an 8-level cause consequence formal reliability analysis at the subsystem-

level of all interconnected MGs (each MG consisting of 2 farms and each farm com-

posed of 5 generating PV/WT units) simultaneously with a total of 256 possible

scenarios. Assuming the failure of complete farm units at any of MG power systems

causes a complete shutdown to that MG (load shedding) and thereupon the utility can

maintain the frequency stability of the rest of the smart power grid [80] and prevent

it to be subject to an undesirable blackout. Accordingly, the complete CCD model of

the interconnected MGs can be reduced to 81 test cases, as shown in Figure 5.7, by

assigning an index number X =2 to all decision boxes required to be reduced from the

generated complete CCD model. The reduced CCD model can be verified in HOL4 as:
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Theorem 5.11. Verification of Smart Power Grid Reduced CCD Model

` Smart Power Grid Reduced CCD

RPVA RWTB RPVC RWTD RPVE RWTF RPVG RWTH

= CONSEQ BOX p

[[DEC BOX p 1 (RPVA,RPVA); DEC BOX p 1 (RWTB,RWTB);

DEC BOX p 1 (RPVC,RPVC); DEC BOX p 1 (RWTD,RWTD);

DEC BOX p 1 (RPVE,RPVE); DEC BOX p 1 (RWTF,RWTF);

DEC BOX p 1 (RPVG,RPVG); DEC BOX p 1 (RWTH,RWTH)];

[DEC BOX p 1 (RPVA,RPVA); DEC BOX p 0 (RWTB,RWTB);

DEC BOX p 1 (RPVC,RPVC); DEC BOX p 0 (RWTD,RWTD);

DEC BOX p 1 (RPVE,RPVE); DEC BOX p 0 (RWTF,RWTF);

DEC BOX p 0 (RPVG,RPVG)];

...

[DEC BOX p 0 (RPVA,RPVA); DEC BOX p 0 (RPVC,RPVC);

DEC BOX p 0 (RPVE,RPVE); DEC BOX p 0 (RPVG,RPVG)]]

It is worth to mention that the above reduced CCD model for analyzing the inter-

connected MGs at each generation level is exactly equivalent to the graphical CCD di-

agram in Figure 5.7. Moreover, based on the above-verified mathematical CCD model,

we can evaluate sound and accurate energy indices, as described in the next section.

5.4.2 Formal CCD Energy Indices Assessment

Using our new generic probabilistic formulations (see Section 5.3), we can formally

verify the probabilistic expression at the subsystem-level for any of the smart grid

Capacity Outage Probability Table (COPT) [101], i.e., 0 MW (complete success),

17.5 MW, 35 MW, 52.5 MW and 70 MW (complete blackout), where each MG shown
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in Figure 5.6 has a rated generation capacity of 17.5 MW (WT farm 2,000 × 5 KW and

PV farm 1,500 × 5 KW). We assume that the PV/WT units of all MG power systems

are continuous exponentially distributed [102] (see Section 2.4). We can observe the

different behaviors of the smart power grid shown in Figure 5.7 as follows:

1. COPT0MW = Pr(Path1)

2. COPT17.5MW =
∑
PrPaths (2, 3, 4, 7, 10, 19, 28, 55)

3. COPT35MW =
∑
PrPaths (5, 6, 8, 9, 11, 12, 13, 16, 20, . . . , 56, 57, 58, 61, 64, 73)

4. COPT52.5MW =
∑
PrPaths (14, 15, 17, 18, 23, 24, 26, . . . , 66, 67, 70, 74, 75, 76, 79)

5. COPT70MW =
∑
PrPaths(41, 42, 44, 45, 50, 51, 53, 54, 68, 69, 71, 72, 77, 78, 80, 81)

For example, we can describe the COPT of the smart power grid from the generated

reduced CCD model Smart Power Grid Reduced CCD and verify all its automatically

generated probabilistic failure/reliability expressions at each MG subsystem level us-

ing Definition 4.12, e.g., COPT of 17.5 MW and 35 MW, respectively, in HOL4 as:

Definition 5.8. Capacity Outage 17.5 MW

` COPT 17 5 MW RPVA RWTB RPVC RWT D RPVE RWTF RPVG RWTH p =

ProbCCDX E p

[[DEC BOX p 1 (RPVA,RPVA); DEC BOX p 1 (RWTB,RWTB);

DEC BOX p 1 (RPVC,RPVC); DEC BOX p 1 (RWTD,RWTD);

DEC BOX p 1 (RPVE,RPVE); DEC BOX p 1 (RWTF,RWTF);

DEC BOX p 1 (RPVG,RPVG); DEC BOX p 0 (RWTH,RWTH)];

...

[DEC BOX p 0 (RPVA,RPVA); DEC BOX p 1 (RPVC,RPVC);

DEC BOX p 1 (RWTD,RWTD); DEC BOX p 1 (RPVE,RPVE);

DEC BOX p 1 (RWTF,RWTF); DEC BOX p 1 (RPVG,RPVG);

DEC BOX p 1 (RWTH,RWTH)]]

121



Theorem 5.12. Verification of Capacity Outage 17.5 MW

` COPT 17 5 MW RPVA RWTB RPVC RWT D RPVE RWTF RPVG RWTH p =((
e(−λPV A1t) × e(−λPV A2t) × e(−λPV A3t) × e(−λPV A4t) × e(−λPV A5t)

)
×(

1 - (1− e(−λWT B1t)) × (1− e(−λWT B2t)) × (1− e(−λWT B3t)) ×

(1− e(−λWT B4t)) × (1− e(−λWT B5t))
)
×(

e(−λPV C1t) × e(−λPV C2t) × e(−λPV C3t) × e(−λPV C4t) × e(−λPV C5t)
)
×(

1 - (1− e(−λWT D1t)) × (1− e(−λWT D2t)) × (1− e(−λWT D3t)) ×

(1− e(−λWT D4t)) × (1− e(−λWT D5t))
)
×(

e(−λPV E1t) × e(−λPV E2t) × e(−λPV E3t) × e(−λPV E4t) × e(−λPV E5t)
)
×(

1 - (1− e(−λWT F1t)) × (1− e(−λWT F2t)) × (1− e(−λWT F3t)) ×

(1− e(−λWT F4t)) × (1− e(−λWT F5t))
)
×(

e(−λPV G1t) × e(−λPV G2t) × e(−λPV G3t) × e(−λPV G4t) × e(−λPV G5t)
)
×(

(1− e(−λWT H1t)) × (1− e(−λWT H2t)) ×

(1− e(−λWT H3t)) × (1− e(−λWT H4t)) × (1− e(−λWT H5t))
)
+ . . . + . . . + . . .

))
Definition 5.9. Capacity Outage 35 MW

` COPT 35 MW RPVA RWTB RPVC RWT D RPVE RWTF RPVG RWTH p =

ProbCCDX E p

[[DEC BOX p 1 (RPVA,RPVA); DEC BOX p 1 (RWTB,RWTB);

DEC BOX p 1 (RPVC,RPVC); DEC BOX p 1 (RWTD,RWTD);

DEC BOX p 1 (RPVE,RPVE); DEC BOX p 0 (RWTF,RWTF);

DEC BOX p 1 (RPVG,RPVG); DEC BOX p 0 (RWTH,RWTH)];

...

[DEC BOX p 0 (RPVA,RPVA); DEC BOX p 0 (RPVC,RPVC);

DEC BOX p 1 (RPVE,RPVE); DEC BOX p 1 (RWTF,RWTF);

DEC BOX p 1 (RPVG,RPVG); DEC BOX p 1 (RWTH,RWTH)]]
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Theorem 5.13. Verification of Capacity Outage 35 MW

` COPT 35 MW RPVA RWTB RPVC RWT D RPVE RWTF RPVG RWTH p =((
e(−λPV A1t) × e(−λPV A2t) × e(−λPV A3t) × e(−λPV A4t) × e(−λPV A5t)

)
×(

1 - (1− e(−λWT B1t)) × (1− e(−λWT B2t)) × (1− e(−λWT B3t)) ×

(1− e(−λWT B4t)) × (1− e(−λWT B5t))
)
×(

e(−λPV C1t) × e(−λPV C2t) × e(−λPV C3t) × e(−λPV C4t) × e(−λPV C5t)
)
×(

1 - (1− e(−λWT D1t)) × (1− e(−λWT D2t)) × (1− e(−λWT D3t)) ×

(1− e(−λWT D4t)) × (1− e(−λWT D5t))
)
×(

e(−λPV E1t) × e(−λPV E2t) × e(−λPV E3t) × e(−λPV E4t) × e(−λPV E5t)
)
×(

(1− e(−λWT F1t)) × (1− e(−λWT F2t)) × (1− e(−λWT F3t)) ×

(1− e(−λWT F4t)) × (1− e(−λWT F5t))
)
×(

e(−λPV G1t) × e(−λPV G2t) × e(−λPV G3t) × e(−λPV G4t) × e(−λPV G5t)
)
×(

(1− e(−λWT H1t)) × (1− e(−λWT H2t)) × (1− e(−λWT H3t)) ×

(1− e(−λWT H4t)) × (1− e(−λWT H5t))
)
+ . . . + . . . + . . .

))
Similarly, we verified COPT 0 MW, COPT 52 5 MW, COPT 70 MW corresponding to

the capacity outage probabilities 0 MW, 52.5 MW and 70 MW, of the smart power

grid, respectively. Moreover, we can verify the energy indices ASAI, ASUI, ENS,

ASCI, LOLE, LOEE and EIR, for the interconnected MGs shown in Figure 5.6 using

Definitions 4.15-4.24 (see Section 4.3.1). For example. we can verify the generated

complex mathematical expression of energy index ASAI using Definition 4.18 as:

1. Prob (MG1E) =
∑
PrPaths(28− 54, 55− 81)

2. Prob (MG2E) =
∑
PrPaths(10− 27, 37− 54, 64− 81)

3. Prob (MG3E) =
∑
PrPaths(4− 9, 13− 18, 22− 27, . . . , 67− 72, 76− 81)

4. Prob (MG4E) =
∑
PrPaths(2, 3, 5, 6, 8, 9, 11, 12, 14, . . . , 71, 72, 74, 75, 77, 78, 80, 81)
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Theorem 5.14. Verification of of Smart Power Grid Energy Index ASAI

` Smart Power Grid ASAI =[
(CN MG1 + CN MG2 + CN MG3 + CN MG4) × 8760 -(((

e(−λPV A1t) × e(−λPV A2t) × e(−λPV A3t) × e(−λPV A4t) × e(−λPV A5t)
)
×(

(1− e(−λWT B1t)) × (1− e(−λWT B2t)) × (1− e(−λWT B3t)) ×

(1− e(−λWT B4t)) × (1− e(−λWT B5t))
)
×(

e(−λPV C1t) × e(−λPV C2t) × e(−λPV C3t) × e(−λPV C4t) × e(−λPV C5t)
)
×(

1 - (1− e(−λWT D1t)) × (1− e(−λWT D2t)) × (1− e(−λWT D3t)) ×

(1− e(−λWT D4t)) × (1− e(−λWT D5t))
)
× . . . ×(

1 - (1− e(−λWT F1t)) × (1− e(−λWT F2t)) × (1− e(−λWT F3t)) ×

(1− e(−λWT F4t)) × (1− e(−λWT F5t))
)
×(

e(−λPV G1t) × e(−λPV G2t) × e(−λPV G3t) × e(−λPV G4t) × e(−λPV G5t)
)
×(

1 - (1− e(−λWT H1t)) × (1− e(−λWT H2t)) × (1− e(−λWT H3t)) ×

(1− e(−λWT H4t)) × (1− e(−λWT H5t))
)
+ . . .

)
× MTTR MG1 × CN MG1 +

. . . + . . . + . . . + . . . +((
e(−λPV A1t) × e(−λPV A2t) × e(−λPV A3t) × e(−λPV A4t) × e(−λPV A5t)

)
× . . . ×(

e(−λPV C1t) × e(−λPV C2t) × e(−λPV C3t) × e(−λPV C4t) × e(−λPV C5t)
)
×(

1 - (1− e(−λWT D1t)) × (1− e(−λWT D2t)) × (1− e(−λWT D3t)) ×

(1− e(−λWT D4t)) × (1− e(−λWT D5t))
)
× . . . ×(

1 - (1− e(−λWT F1t)) × (1− e(−λWT F2t)) × (1− e(−λWT F3t)) ×

(1− e(−λWT F4t)) × (1− e(−λWT F5t))
)
×(

e(−λPV G1t) × e(−λPV G2t) × e(−λPV G3t) × e(−λPV G4t) × e(−λPV G5t)
)
×(

(1− e(−λWT H1t)) × (1− e(−λWT H2t)) × (1− e(−λWT H3t)) ×

(1− e(−λWT H4t)) × (1− e(−λWT H5t))
)
+ . . .

)
× MTTR MG4 × CN MG4

)]
/ (CN MG1 + CN MG2 + CN MG3 + CN MG4) × 8760
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The proof of the above-verified energy expressions at the subsystem level was

conducted using HOL4 tactics like match mp tac, q.exists tac and irule [68].

5.4.3 Numerical Results

Considering the failure rate of the solar PV generation units, i.e., λPV A1-λPV A5,

λPV C1-λPV C5, λPV E1-λPV E5 and λPV G1-λPV G5, are 0.73 per year with MTTR of

40 hours [103]. Similarly, the failure rates of the WT generation units, i.e., λWT B1-

λWT B5, λWT D1-λWT D5, λWT F1-λWT F5 and λWT H1-λWT H5, are 0.66 per year with

MTTR of 55 hours [104]. Also, assuming the numbers of customers served CNMG1,

CNMG2, CNMG3, CNMG4 at Micro Grid1, Micro Grid2, Micro Grid3, Micro Grid4

are 1600, 2000, 1700 and 1900 customers, respectively. The reliability study for the

interconnected MGs is undertaken for 1 year (365 days), i.e., t = 8760 hours. Based

on the given data, we now evaluate the capacity outage probability table COPT as

well as the reliability and energy indices ASAI, ASUI, ENS, ASCI, LOLE, LOEE and

EIR for the SG power system shown in Figure 5.6 using: (1) our HOL4 analysis;

(2) Paper-and-pencil analysis; and (3) MATLAB Monte-Carlo Simulation (MCS).

1. HOL4 Analysis: we define SML functions [93] to numerically evaluate the

verified HOL4 reliability and energy expressions as shown in Figure 5.8.

Figure 5.8: HOL4 Analysis: Micro-Grids Reliability/Energy Indices Results
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2. Manual Analysis: we manually develop the CCD model at the subsystem level

on a paper and calculate the COPT as well as the energy indices by determining

the probabilities of the corresponding consequence paths.

3. MATLAB Monte-Carlo Simulation: we use the cause consequence analysis at

the subsystem level of interconnected MGs and the exponential distribution for

all generating PV/WT units, then we obtain a variation in the obtained results

for energy indices with a tolerance error between 5-10%.

A comparison between the results of the COPT and the reliability indices ASAI,

ASUI, ENS, ASCI, LOLE, LOEE and EIR for the interconnected MGs power system

is summarized in Tables 5.2 and 5.3, respectively. It can be noticed that the energy

indices of the interconnected MGs power system obtained from our formal analysis are

equivalent to the corresponding ones calculated using the manual paper-and-pencil

cause consequence analysis. Note that during the mathematical analysis and due

to the large-size of the application, some errors that we inadvertently made were

caught through one-to-one comparison with the HOL4 verified analysis results. On the

other hand, MATLAB MCS uses a random-based algorithm, which estimates different

results of ASAI, ASUI, ENS, ASCI, LOLE, LOEE and EIR at every generation of

Table 5.2: Capacity Outage Probability Table (COPT)

Smart Power Grid Capacity Probability Evaluation
Out In Manual MATLAB HOL4

0 MW 70 MW 41.02e-8 60.15e-6 41.0154383e-8
17.5 MW 52.5 MW 47.22e-6 20.64e-5 47.2244279e-6
35 MW 35 MW 30.67e-4 60.41e-3 30.6680228e-4
52.5 MW 17.5 MW 94.16e-3 68.62e-3 94.1635692e-3
70 MW 0 MW 90.27e-2 87.07e-2 90.2721994e-2
CPU Time (Seconds) – 76.582 6.349
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Table 5.3: Reliability Indices for the Micro-Grids

Reliability and Energy Indices Manual MATLAB HOL4

ASAI 0.992 0.97 0.991660959
ASUI 0.008 0.03 0.008339041
ENS (MWh) 127.97 130.28 127.9687500
ASCI (KWh/Customer.yr) 17.77 18.09 17.77343750
LOLE (days/year) 3.65 4.02 3.649905903
LOEE p.u. 0.0045 0.0086 0.004520548
EIR 0.9955 0.914 0.995547945
CPU Time (Seconds) – 123.916 9.477

a random number U with errors between 5-10 %. Tables 5.2 and 5.3 show the best-

obtained results of ASAI, ASUI, ENS, ASCI, LOLE, LOEE and EIR using MCS with

the least errors after multiple runs of the algorithm. This above comparison validates

our analysis results as well as the computation of all COPT and energy indices with a

much faster CPU time with respect to MATLAB (13X), as shown in Tables 5.2 and 5.3.

Also, the modeling time of the smart power grid using MATLAB was greater than

the time needed for HOL4, but both consumed much less time (a matter of hours)

than the manual analysis that needed a few days to construct the model.

5.5 Summary

In this chapter, we described the formalization of the RBD/ET-based cause conse-

quence analysis. We provided reasoning support for formal probabilistic analysis of

multi-level CCD paths with new proposed mathematical formulations and also their

formalization in HOL4. The HOL4 proofs were conducted based on multiple levels of

induction on lists and our developed theories for ET and FT-CCD as well as the exist-

ing RBD theory in HOL4. The proof-script of the formalization work presented in this

127



section amounts to about 5,500 lines of HOL4 code [93]. We conducted the RBD/ET-

based cause consequence analysis of a realistic smart power grid consisting of four

interconnected Micro-Grids incorporating 100% carbon-neutral power generation and

validate our formal reliability and energy indices results with the corresponding ones

obtained through MATLAB MCS and manual analysis.

A limitation of Cause consequence analysis is that we can only assign two states

to each subsystem, i.e., YES (success) and NO (failure). If planners/designers need to

assign multi-state of complete/partial failure and reliability to each subsystem during

the reliability analysis of realistic systems, then we need a hierarchical graph structure

based on ETs, such as Functional Block Diagrams (FBD) for the probabilistic risk

assessment. In the next chapter, we present the formalization of FBDs in HOL4.
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Chapter 6

Formal Functional Block Diagram

Reliability Analysis

In this chapter, we describe the formalization of Functional Block Diagrams (FBD) in

HOL4. We formalize the FBD basic modeling functions and verify the related FBD

probabilistic theorems. We provide reasoning support for formal probabilistic risk

assessment of multi-levels FBDs, which can mathematically analyze complex hierar-

chical ET structures at subsystems component level that are composed of multi-states

of failure and reliability. Lastly, we conduct the formal FBD reliability analysis of a

nuclear power plant with multiple-levels decomposition of the boiling water reactor.

6.1 FBD Formalization

We start the formalization of FBDs by defining a modeling function for its basic

element FB, using Definition 3.4, as shown in Figure 6.1, in HOL4 as follows:

Definition 6.1. Functional Block

` FB (S::IN) = IN
⊗N

L S
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FB 

(S) 

W 

I2 I1 

Initiating  

Node 

Branch 

S1 

I1m 

I21 

Sm 

I2m 

I11 

Proceeding Node 

N 
In 

I1m 

I11 

I21 

I2m 

I21 

I2m 

I21 

I2m 

W 

Figure 6.1: An FB Equal to a Complete ET model

where S is a list of all subsystem internal components failure and success states and

IN is a two-dimensional list of all inputs states that affect the subsystem FB, i.e.,

IN = [[I1]; [I2]; [I3];. . . ; [In]]. The function
⊗N

L takes the input lists IN and internal

state list S and returns an output list W containing all possible joint events ωjk for

the occurrence of IN and S together. Remark that the above definition provides the

modeling of FBs associated with multi-state subsystem components and is based on

any given probabilistic distribution. Definition 6.1 can now be used to construct an

FBD model, i.e. the first step of the FBD analysis described in Section 2.2. Also, we

define a generic three-dimensional function FBN that takes multi-level FBs, where

each FB takes an arbitrary two-dimensional list of n inputs and then generates the

corresponding complete FBD model to obtain all possible risk consequences of failure

and reliability, as shown in Figure 6.2, in HOL4 as:

Wi 

S1 

FB1 
W1 W2 Wi-1 WN-1 

FB2 FBi FBN 

WN = W 
I1(J) S2 I2(K) Si Ii(L) SN IN(M) 

Figure 6.2: Complete FBD Model of Multi-Level FBs Connected Together
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Definition 6.2. Three Dimensional Multi-Level Functional Block Modeling

` FBN
(
SI1::SI2::SIN

)
= FB

(
MAP (λa. FB a) (SI1::SI2::SIN)

)
The second step of the FBD analysis is the model ET diagrams for all FBs.

Therefore, we define a function FBET to obtain an ET model of a specific functional

block FBj and a recursive function FBNET to construct multiple ET models for con-

secutive multi-level FBs, respectively, in HOL4 as follows:

Definition 6.3. Functional Block ET

` FBET FBj = ETREE (NODE FBj)

Definition 6.4. Multiple Functional Block ET

` FBNET (FB1::FBN) = FBET FB1::FBNET FBN

In order to verify the correctness of the above-mentioned functions, we formalize

the following FBD modeling properties [8], in HOL4 as follows:

Property 1 : An ET diagram of an FB model having N input lists IN and an

internal state list S can be split as connected individual FBs for all lists associated

with the FB model, as shown in Figure 6.3, in HOL4 as:

Theorem 6.1. Splitting Single Functional Block

` FBET
(
FB (S::IN)

)
= ETPATH p

(
FBNET (S::IN)

)
IN I1 

 

FB  
(S) 

  

IN 
W W 

 

I1 S 

I1(states) 

Node 

S(states) 

Node 

IN(states) 

Node N 

N 

Figure 6.3: An FB of N Inputs Split into Connected Individual FBs

Property 2 : The commutativity and associativity properties of two consecutive

FBs consisting of N input lists IN , as shown in Figure 6.4, in HOL4 as:
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Theorem 6.2. Commutativity and Associativity of Two Consecutive FBs

` FBET
(
FB (I1::IN)

⊗
L I2

)
= FBET

(
I1

⊗
L (FB (I2::IN))

)

WFB2 

IN I1 

FB1 FB2 FB2 FB1 

WFB1 

I2 IN I2 I1 

W W 

N N 

Figure 6.4: Commutativity and Associativity of Two Consecutive FBs

The next step of the FBD analysis is to reduce and partition the ET model for

each FB model (see Section 2.2). Since the outcome of FB is a list of all risk events

ωjk scenarios, we can use the same reduction function �N and partitioning function

� for ET analysis (i.e., Definitions 3.8 and 3.9, respectively) to reduce the ET model

and partition a collection of consequence events that end with the same risk events.

6.2 Formal FBD Probabilistic Analysis

The last step of FBD reliability analysis is to determine the probability of each ET

consequence risk scenario at the subsystem-level that could occur in a complex system.

Based on the ET probabilistic theorems in Section 3.1.3 and the formal FBD modeling

theorems (Theorems 6.1-6.2), we have verified the FBD probabilistic properties for

different configurations of FB connections [8], in HOL4 as follows:

Property 3 : Two consecutive FBs corresponding to two subsystems of single

input lists XN and YM, where each list consists of multi-states of complete/partial

failure and reliability, as shown in Figure 6.5(a). Then, the probability of the Cartesian

product function
⊗

L for two FB lists is verified as the multiplication of the sum of

the individual probabilities of all the events associated with each list, in HOL4 as:
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Figure 6.5: Different Configurations of Connected FBs

Theorem 6.3. Two FBs of Single Inputs

` prob p
(
FBET (XN

⊗
L YM)

)
=
∑

(PrL p XN) ×
∑

(PrL p YM)

where the function
∑

takes a list YM and returns the sum of the elements of a list,

i.e., Y1 +Y2 +Y3 +Y4 + · · ·+Yn−1 +Yn while the function PrL returns the probabilities

of the elements of a list, i.e., [Pr(Z1), P r(Z2), , . . . , P r(Zn−1), P r(Zn)].

Property 4 : Single FB of multiple input lists LN , i.e., [[L1]; [L2]; [L3];. . . ; [Ln]],

where each list consists of multi-states of complete/partial failure and reliability, as

shown in Figure 6.5(b). A generic probabilistic formulation is verified as the product

of the sum of each component list probabilities, in HOL4 as:

Theorem 6.4. One FB of Multiple Inputs

` prob p
(
FBET (FB (L1::LN))

)
=
∏

(
∑

prob p (L1::LN))

where the function
∑

prob is used to recursively apply the functions PrL and
∑

on a

given two-dimensional list LN .

133



Property 5 : A probabilistic formulation for one FB of one list and another with

multiple lists, as shown in Figure 6.5(c), is verified as the multiplication of their

probabilities, in HOL4 as:

Theorem 6.5. FB of Single Input with FB of Multiple Inputs

` prob p
(
FBET (XN

⊗
L (FB (Y1::Ym)))

)
=∑

(PrL p XN) ×
∏

(
∑

prob p (Y1::Ym))

Property 6 : A probabilistic formulation for two FBs of multiple input lists

(Figure 6.5(d)) is verified as the multiplication of both probabilities, in HOL4 as:

Theorem 6.6. Two FBs of Multiple Inputs

` prob p
(
FBET

(
FB (X1::Xm)

⊗
L FB (Y1::Ym)

))
=∏

(
∑

prob p (X1::Xn)) ×
∏

(
∑

prob p (Y1::Ym))

The prime purpose of the above-mentioned formalization of FBDs is to build a

reasoning support for the subsystem-level formal safety analysis of realistic complex

systems within the sound environment of HOL4. In the next section, we present

the formal FBD-based safety analysis of a nuclear power plant generation system to

illustrate the applicability of our proposed formal approach.

6.3 Application: Nuclear Power Plant

A Nuclear Power Plant, as shown in Figure 6.6 [15], is composed of a boiling water

reactor (BWR), control rods, a steam generator, a steam line, a turbine genera-

tor, a switchyard, cooling towers, a condenser and pumps [15]. The nuclear reactor

heats the reactor coolant, which is water to pass through a steam generator and pro-

duces a steam flow in the steam line. The pressurized steam flow then goes to a
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Figure 6.6: Nuclear Power Plant Structure

steam turbine, which starts to produce power and the remaining vapor is condensed

through a condenser. The condenser is used to exchange heat through a secondary

side, for instance, a river or a cooling tower. The condensed water is again pumped

back to the steam generator and the cycle repeats. In the sequel, we use our for-

mal FBD reliability analysis to determine the probabilities of all possible classes of

accident events that can occur in the nuclear reactor.

6.3.1 Formal FBD Model

Figure 6.7(a) [105] depicts the system-level FBD of a Boiling Water Reactor (BWR)

that can have one of the following sudden accident Initial Events (IE): (a) L: Large

loss of coolant accident; (b) M : Medium loss of coolant accident; and (c) S : Small loss

of coolant accident; and (d) T : Transient accident. Based on these IEs, there are four
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Figure 6.7: FBD of Nuclear Power Plant System

classes of accidents that can occur, as shown in Figure 6.7(a): (1) CLASS I : Contain-

ment intact when the nuclear reactor core melts at low pressure; (2) CLASS II : Con-

tainment failing when the nuclear reactor core melts; (3) CLASS III : Contain-

ment intact when the nuclear reactor core melts at high internal pressure; and

(4) CLASS IV : Containment failing prior to the nuclear reactor core melting due

to severe overpressure. The characteristic of each class is based on the melting time

of the reactor’s core, i.e., before or after the containment, as well as the pressure status

when the containment fails. All these parameters affect the extent of the consequences

of the radioactivity released in the surrounding environment. The system-level FBD

analysis for the safety of the BWR system can be formally modeled, in HOL4 as:

Definition 6.5. System Level FBD Model of Boiling Water Reactor

` System Level FBD BWR [[L;M;S;T];[SBWR]]

[PSUCCESS;PCLASS I;PCLASS II;PCLASS III;PCLASS IV] =

FBET [� PSUCCESS (FB [[L;M;S;T];[SBWR]]);

� PCLASS I (FB [[L;M;S;T];[SBWR]]);

� PCLASS II (FB [[L;M;S;T];[SBWR]]);

� PCLASS III (FB [[L;M;S;T];[SBWR]]);

� PCLASS IV (FB [[L;M;S;T];[SBWR]])]

136



To study the internal states of the reactor SBWR hierarchically, the system-level

FBD is decomposed into 3 major first-level FBs (Figure 6.7(b) [8]) as follows:

1. Reactivity Control (FB1): It stops the chain reaction of the nuclear reactor. It

is mainly controlled by the insertion of control rods, as shown in Figure 6.7(a).

It has two internal states: (a) C1 represents that the reactivity is successfully

controlled; and (b) C2 represents that the reactivity cannot be controlled.

2. Reactor Coolant Inventory Control (FB2): It provides the reactor core with an

adequate amount of coolant to maintain its necessary inventory. Two internal

states are considered: (a) R1 represents the successful functioning of the reactor

coolant inventory control; and (b) R2 the failure of the reactor coolant control.

3. Decay Heat Removal (FB3): It removes the decay and the stored heat from

the reactor core to the environment. It considers two internal states: (a) H1

represents that the function of decay heat removal can be done successfully; and

(b) H2 represents the failure of decay heat removal.

We can formally define the decomposed first-level FBD model of the BWR

system, as shown in Figure 6.7(b), in HOL4 as:

Definition 6.6. First Level FBD Model of Boiling Water Reactor

` Let WC′
1
= � PC′

1
(FB [[L;M;S;T];[C1;C2]])

in FIRST LEVEL FBD BWR [[L;M;S;T];[C1;C2];[R1;R2];[H1;H2]]

[PC′
1
;PC′

2
;PR′

1
;PR′

2
;PR′

3
;PH′

1
;PH′

2
] =

FBET [� PC′
2
(FB [[L;M;S;T];[C1;C2]]);

� PR′
2
(FB [WC′

1
;[R1;R2]]);

� PR′
3
(FB [WC′

1
;[R1;R2]]);

� PH′
2
(FB [� PR′

1
(FB [WC′

1
;[R1;R2]]);[H1;H2]]);

� PH′
1
(FB [� PR′

1
(FB [WC′

1
;[R1;R2]]);[H1;H2]])]
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Now, we can decompose the first-level FBD of BWR to multiple-levels describing

the details of BWR safety functions, as shown in Figure 6.8 [8] to obtain a complete

6,144 possible test cases (4× 2× 3× 2× 2× 2× 2× 2× 2× 2× 2). The decomposed

FBD is constructed based on the nuclear power engineering knowledge to describe the

system behavior, which can be summarized as follows [8]:

1. The process to control the reactor coolant inventory of BWR can be performed

either at high or low pressure. The first priority is to conduct the control process

at high pressure (FB21), but if high pressure is not available, then the process

should be performed at low pressure (FB23) through a depressurization of the

reactor coolant circuit (FB22), as shown in Figure 6.8.

2. The integrity of the high-pressure reactor coolant inventory (FB21) can be

preserved through using either a feed-water Power Conversion System (PCS)

(FB212) or High Pressure Core Injection (HPCI) and Reactor Core Isolation

Cooling (RCIC) (FB213). This is done after the water relief operation (FB211),

which opens the safety valves enough for relieving the pressure from the circuit.

The failure to relieve the pressure will lead to an undesirable break.

3. The low pressure reactor coolant inventory control (FB23) is decomposed into

three safety functions: (a) Low Pressure Coolant Injection (FB231); (b) Emer-

gency Coolant Injection (FB232); and (c) Coolant Recirculation (FB233).

4. Finally, the decay heat (FB3) is removed from the reactor core using: (a) Direct

Power Conversion (DPC) (FB31); and (b) Residual Heat Removal (RHR) (FB32),

which transfer the decay heat to a heat-sink in the power station.

Each FB of the BWR can be assigned with a multi-state model for safety analysis

(see Figure 3.1). We assume that each FB has two possible safety states only (correct

functioning X1 and failure operation X2). Since the pressure relief process (FB211) is a
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very critical process, it is represented by 3-state model (see Figure 3.1): (a) Y1: Safety

valve works correctly for pressure relief (opens and then recloses); (b) Y2: Safety

valve fails to open; and (c) Y3: Safety valve works partly properly (opens but fails

to recloses), as shown in Figure 6.8. Based on the above detailed description of the

decomposed multiple-levels FBD of the nuclear power plant, we can formally describe

its graphical FBD (Figure 6.8) associated with all the safety classes, in HOL4 as:

Definition 6.7. Multiple-Levels FBD Model of Boiling Water Reactor

` Let

WC′
1

= FB [[L;M;S;T];[C1]];

WC′
2

= FB [[L;M;S;T];[C2]];

WQ′
1

= FBN [WC′
1
;[Y1];[Q1]];

WU′
1

= FBN [[WC′
1
;[Y1];[Q2]];[WC′

1
;[Y3]];[U1]];

WZ′
2

= FBN [[WC′
1
;[Y1];[Q2]];[WC′

1
;[Y3]];[U2];[Z2]];

WV′
1

= FBN [[WC′
1
;[Y1];[Q2]];[WC′

1
;[Y3]];[U2];[Z1];[V1]];

WV′
2

= FBN [[WC′
1
;[Y1];[Q2]];[WC′

1
;[Y3]];[U2];[Z1];[V2]];

WE′
2

= FBN [WC′
1
;[Y2];[E2]];

WI′1
= FBN [WC′

1
;[Y2];[E1];[I1]];

WI′2
= FBN [WC′

1
;[Y2];[E1];[I2]];

WX′
1

= FBN [WQ′
1
;WU′

1
;WV′

1
;WI′1

;[X1]];

WW′
1
= FBN [WQ′

1
;WU′

1
;WV′

1
;WI′1

;[X2];[W1]];

WW′
2
= FBN [WQ′

1
;WU′

1
;WV′

1
;WI′1

;[X2];[W2]];

LIEs = [L ↓ ; M ↓; S ↓; T ↓]

LStates = [[C1 ↑; C2 ↓]; [Y1 ↑; Y2 ↓; ; Y3 ↓]; [Q1 ↑; Q2 ↓];

[U1 ↑; U2 ↓]; [Z1 ↑; Z2 ↓; [V1 ↑; V2 ↓]; [E1 ↑; E2 ↓];

[I1 ↑; I2 ↓]; [X1 ↑; X2 ↓]; [W1 ↑; W2 ↓]]

in OUTCOME CLASS I BWR LIEs LStates = FBET (FBNET [WV′
2
;WZ′

2
])
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OUTCOME CLASS II BWR LIEs LStates = FBET (WW′
2
)

OUTCOME CLASS III BWR LIEs LStates = FBET (FBNET [WE′
2
;WI′2

])

OUTCOME CLASS IV BWR LIEs LStates = FBET (WC′
2
)

OUTCOME SUCCESS BWR LIEs LStates = FBET (FBNET [WX′
1
;WW′

1
])

where the failure function ↓ or Cumulative Distribution Function (CDF) takes a com-

ponent X and returns its probability of failure less than or equal to certain time t,

i.e., X ≤ t, as described in Section 2.4, while the success distribution function ↑ is

the complement of the function ↓ and returns its probability of success greater than

a certain time t,, i.e, X > t.

6.3.2 Formal Safety Classes Assessment

Using our proposed ET and FBD probabilistic theorems, we can easily generate and

verify the probabilistic expression at the subsystem-level for any of the BWR safety

outcome classes that could occur in the nuclear power plant. We assume that ↓ and ↑

events of all components within the nuclear power plant are continuous exponentially

distributed (see Section 2.4). Therefore, we can verify the probabilistic expressions of

all outcome classes CLASS-II, CLASS-III, CLASS-I, CLASS-IV and SUCCESS at

the subsystem-level for the nuclear power plant, respectively, in HOL4 as follows:

Theorem 6.7. Containment Failing when BWR Core Melts

` ΩNC [L;M;S;T] ⇒

prob p (OUTCOME CLASS II BWR LIEs LStates) =

(1− e(−λLt)) × e(−λC t) × e(−λY 2t) × e(−λY 3t) × e(−λQt) × (1− e(−λX t)) ×

(1− e(−λW t)) + (1− e(−λM t)) × e(−λCt) × e(−λY 2t) × e(−λY 3t) × e(−λQt) ×

(1− e(−λX t)) × (1− e(−λW t)) + (1− e(−λSt)) × e(−λCt) × e(−λY 2t) × e(−λY 3t) ×

e(−λQt) × (1− e(−λX t)) × (1− e(−λW t)) + (1− e(−λT t)) × e(−λCt) × e(−λY 2t) ×
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e(−λY 3t) × e(−λQt) × (1− e(−λX t)) × (1− e(−λW t)) + (1− e(−λLt)) × e(−λCt) ×

e(−λY 2t) × e(−λY 3t) × (1− e(−λQt)) × e(−λU t) × (1− e(−λX t)) × ...+ ...+ ...+

(1− e(−λM t)) × e(−λCt) × (1− e(−λY 3t)) × e(−λU t) × (1− e(−λX t)) ×

(1− e(−λW t)) + ...+ (1− e(−λSt)) × e(−λCt) × (1− e(−λY 3t)) × (1− e(−λU t)) ×

e(−λZt) × e(−λV t) × ...+ ...

where the function ΩNC ensures that all multi-state events are distinct (not similar

to each other) and disjoint (cannot occur at the same time), as described in Defini-

tion 3.11.

Theorem 6.8. Containment Intact when BWR Core Melts at High Internal Pressure

` ΩNC [L;M;S;T] ⇒

prob p (OUTCOME CLASS III BWR LIEs LStates) =

(1− e(−λLt)) × e(−λC t) × (1− e(−λY 2t)) × (1− e(−λEt)) + (1− e(−λM t)) ×

e(−λCt) × (1− e(−λY 2t)) × (1− e(−λEt)) + (1− e(−λSt)) × e(−λCt) ×

(1− e(−λY 2t)) × (1− e(−λEt)) + (1− e(−λT t)) × e(−λCt) × (1− e(−λY 2t)) ×

(1− e(−λEt)) + (1− e(−λLt)) × e(−λCt) × (1− e(−λY 2t)) × e(−λEt) × (1− e(−λI t))

+ ...+ ...+ (1− e(−λT t)) × e(−λCt) × (1− e(−λY 2t)) × e(−λEt) × (1− e(−λI t))

Theorem 6.9. Containment Intact when BWR Core Melts at Low Pressure

` ΩNC [L;M;S;T] ⇒

prob p (OUTCOME CLASS I BWR LIEs LStates) =

(1− e(−λLt)) × (1− e(−λU t)) × e(−λZt) × (1− e(−λV t)) × (1− e(−λQt)) × e(−λY 2t)

× ...+ ...+ (1− e(−λSt)) + × (1− e(−λU t)) × e(−λZt) × (1− e(−λV t)) ×

(1− e(−λQt)) × e(−λY 2t) × ...+ ...+...+ (1− e(−λM t)) × (1− e(−λU t)) ×

e(−λZt) × (1− e(−λV t)) × (1− e(−λY 3t)) × e(−λC t) + ...+ ...+

(1− e(−λT t)) × (1− e(−λU t)) × (1− e(−λZt)) × (1− e(−λY 3t)) × e(−λCt)
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Theorem 6.10. BWR of Nuclear Power Plant Functions Correctly

` ΩNC [L;M;S;T] ⇒

prob p (OUTCOME SUCCESS BWR LIEs LStates) =

1 -(
(1− e(−λLt)) × e(−λCt) × e(−λY 2t) × e(−λY 3t) × e(−λQt) × (1− e(−λX t)) ×

(1− e(−λW t)) + ...+ (1− e(−λM t)) × e(−λCt) × e(−λY 2t) × e(−λY 3t) ×

(1− e(−λQt)) × e(−λU t) × (1− e(−λX t)) × ...+ ...+ (1− e(−λSt)) ×

e(−λCt) × (1− e(−λY 3t)) × e(−λU t) × (1− e(−λX t)) × (1− e(−λW t)) + ...+

(1− e(−λLt)) × e(−λC t) × (1− e(−λY 3t)) × (1− e(−λU t)) × e(−λZt) × e(−λV t) ×

...+ ...+ ...+ (1− e(−λT t)) × e(−λCt) × (1− e(−λY 2t)) × (1− e(−λEt)) + ...+

(1− e(−λM t)) × e(−λCt) × (1− e(−λY 2t)) × e(−λEt) × (1− e(−λI t)) + ...+ ...+

(1− e(−λLt)) × (1− e(−λU t)) × e(−λZt) × (1− e(−λV t)) × (1− e(−λQt)) × e(−λY 2t)

× ...+ (1− e(−λSt)) × (1− e(−λU t)) × e(−λZ t) × (1− e(−λV t)) × ...+ ...
)

The proof of the above-verified outcome classes expressions at the subsys-

tem level was conducted using HOL4 tactics, such as EVAL TAC, REAL ARITH TAC,

DEP REWRITE TAC and POP ORW [68] and using our developed HOL4 theories of ET

and FBD. In order to validate our formally analysis results, we compare them with

those obtained through: (1) manual paper-and-pencil analysis we conducted the fol-

lowing the FBD step-wise assessment proposed in [8]; (2) the commercial Isograph

software for ET analysis [18]; and (3) MATLAB Monte-Carlo Simulation (MCS) fol-

lowing the random-based algorithm proposed in [26]. The MCS randomly predicts

the real behavior patterns to estimate the average value of the various safety classes

of complete/partial failure and reliability. On the other hand, Isograph does not an-

alyze FBDs directly but rather ET models only, and hence the FBD of the BRW

shown in Figure 6.8 had to be converted to a flat network of ETs. We consider the

failure rates of the nuclear power plant components λL, λM , λS, λT , λC , λY 2, λY 3,
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Table 6.1: Safety Class Results of the Nuclear Power Plant

Types of Outcome Classes Manual Isograph MATLAB HOL4

OUTCOME CLASS I 0.01308 0.0131 0.0195 0.01308055491
OUTCOME CLASS II 0.05685 0.0569 0.0628 0.05684465922
OUTCOME CLASS III 0.02506 0.0251 0.0303 0.02506380531
OUTCOME CLASS IV 0.09554 0.0955 0.0896 0.09554010593
OUTCOME SUCCESS 0.80947 0.8095 0.7978 0.80947082132
CPU Time (Seconds) – 35.461 112.928 8.123

λQ, λW , λU , λZ , λV , λE, λX , λI to be, respectively, 0.11, 0.12, 0.15, 0.16, 0.21, 0.15,

0.21, 0.57, 0.42, 0.23, 0.22, 0.16, 0.12, 0.57, and 0.46 per year [106]. We assume that

the study is undertaken for one year, i.e., t = 8760 hours, Table 6.1 summarizes the

results of the HOL4, manual, Isograph and MATLAB analyses for all BWR outcome

classes. It can be noticed that the values of the safety classes obtained from our formal

analysis are equivalent to the corresponding ones calculated using paper-and-pencil

as well as Isograph software augmented with added accuracy in the computed values.

On the other hand, MATLAB MCS uses a random-based algorithm, which estimates

different results at every run with errors between 3-8%. Moreover, the total CPU

time for the above safety classes analysis using the HOL4 analysis is much faster than

Isograph (4X) and MATLAB MCS (14X), as shown in Table 6.1. It required several

days to model the nuclear power plant using the manual analysis while it was less

consuming time (a matter of hours) using the Isograph software and MATLAB MCS,

but the least modeling time is through using the HOL4 theorem prover.

6.4 Summary

In this chapter, we described the formalization of FBDs. We formalized the FBD

basic constructor FB, which can be used to construct mathematically multi-level
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FBDs. We used the ET theory in HOL4 to construct, reduce and partition ET models

corresponding to FBs. We verified probabilistic theorems for different configurations

of consecutive FBs. The HOL4 proofs required hierarchical levels of induction cases as

well as the loading of our ET theory in HOL4 with all its parent theories, i.e., measure

theory, probability theory, set theory, list theory, arithmetic theory, real theory and

extended real theory. The proof-script of the formalization work presented in this

chapter amounts to about 3,500 lines of HOL4 code [107]. Lastly, we conducted

the formal FBD-based safety analysis of a nuclear power plant in HOL4, where we

verified all possible safety classes of accident events that can occur in the nuclear

reactor. We then validated our formal FBD probability risk assessment results with

the corresponding ones obtained from MATLAB, Isograph and manual analysis.

During the system modeling and reliability analysis of safety-critical systems,

industrial planners/designers usually require a computer-aided visualization facilities

with graphical interfaces. Although the mathematical reliability analysis we con-

ducted in HOL4 provides accurate results and consumes less CPU time, HOL4 as a

software tool is unable to display the outcome graphs to users. Therefore, to overcome

that particular limitation as well as to overcome the limitations of all existing avail-

able analysis methods, i.e., random-based MCS algorithms and error-prone manual

reliability analysis, we propose in the next chapter a new software for FBD and ET

modeling and analysis, called FETMA, which is based on our definition of ET and

FBD structures and the formally verified mathematical probabilistic formulations of

ETs and FBDs in HOL4. FETMA provides pop-up input windows for all ET and

FBD modeling functions, exactly as described in Chapters 3 and 6, which facilitates

the input of the data from users and displays the FBD/ET graphs.
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Chapter 7

FETMA Software for Reliability

Analysis of Complex Systems

In this chapter, we develop of a Functional Block Diagram and Event Tree Modeling

and Analysis software, called FETMA, for industrial reliability and safety engineers

as well as non-HOL4 users, which is based on our verified ET/FBD formalizations

(c.f Chapters 3 and 6) and implemented in Python. We describe in detail the internal

structure of and the algorithm of ET and FBD reliability analysis in the FETMA

software. We apply FETMA on the ET reliability analysis of a power transmission

distance protection and the FBD reliability analysis of an automated substation.

7.1 FETMA Software Internal Structure

FETMA is a software for functional block diagram and event tree modeling and anal-

ysis, which we implemented in Python programming language [54]. FETMA provides

some new features not existing in any other commercial probabilistic risk assessment
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software, such as ITEM [21], SoHAR [19], ReliaSoft [20] and Isograph [18], includ-

ing: (i) automatic construction of a complete complex, hierarchical and sequential

ET models of complex systems; (ii) deletion/reduction of unnecessary ET nodes and

branches; (iii) selection of ET paths that end with the same risk consequence based on

reliability requirements of the given safety-critical system; and (iv) probabilistic eval-

uation of the occurrence of a certain event as well as evaluation of reliability indices.

The internal structure of FETMA is depicted in Figure 7.1. The current version of

FETMA provides two options of ET-based probabilistic risk assessment: (1) ET anal-

ysis for system-level reliability evaluation; and (2) FBD analysis for subsystem-level

reliability evaluation. The structure of each selection in FETMA is described as:

ET Analysis consists of four main functions for ET step-wise analysis at the system

level: (1) automatic generation of complete system ET model from a given list of

system components and their operating states; (2) deletion of unnecessary nodes and

branches to generate a reduced ET model; (3) partitioning of ET paths with respect to

an event occurrence; and (4) probabilistic evaluation of all possible complete/partial

failure and reliability events that can occur at system level.

FBD Analysis consists of 6 main functions for FBD step-wise analysis at the sub-

system level: (1) construction of an FBD model for complex systems; (2) automatic

construction of a complete ET model to each FB; (3) deletion/reduction of unneces-

sary ET nodes and branches for each FB; (4) composition of all ETs associated with

their corresponding FBs together to form a complete subsystem-level hierarchical ET

model; (5) partitioning of hierarchical ET paths; and (6) probabilistic evaluation of

all possible failure/reliability events that can occur at subsystem level.
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Figure 7.1: FETMA Software Internal Structure

7.2 ET Reliability Analysis in FETMA

The flowchart describing the FETMA software for system-level ETs modeling and

analysis is depicted in Figure 7.2, which is based on the ET mathematical model-

ing functions and the verified ET probabilistic formulations presented in Chapter 3.

The ET reliability analysis in FETMA consists of four main steps as follows: (1)

identify the given system components and their operating states representing the be-

havior of the system, then automatically generate a complete ET model describing

all system components states and also produce a complete outcome space with all

possible scenarios of different levels of failure and success; (2) optionally, reduce man-

ually some nodes/branches from the generated complete ET diagram by identifying

the ET Complete Cylinders (CCs) and Conditional Events (CEs) (see Step 2 of ET
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analysis in Section 2.1) to construct a smaller model exhibiting the exact behavior of

the given system and reduce the number of possible test cases; (3) partition the ET

paths according to the system reliability requirements; and (4) evaluate the proba-

bility of occurrence for certain events in the system after partitioning the ET paths.

Also, Figure 7.2 shows the procedure of making a decision for redundancy of a critical

component in a safety-critical system. If the level of the probabilistic risk analysis

evaluated from the ET model is satisfied, then this component is duplicated. If the
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Figure 7.2: ET Analysis Process in FETMA
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results are not acceptable, then another critical component is selected for redundancy

from the system and FETMA is used for the re-construction of the new ET model.

The details of the FETMA functions that perform the above-mentioned operations

are described in Algorithm 7.1. We provide pop-up input windows for each of these

functions in order to facilitate the users interaction with the FETMA software. It can

be noticed from Algorithm 7.1 that the reduction FETMA feature can be bypassed,

in case the deletion of nodes or branches is not required.

In order to ensure that FETMA is capable of generating complex and scalable

ETs for large number of components, where each component is represented by different

multi-state model of complete/partial failure and reliability, we have implemented the

steps of Algorithm 7.1 using the PyGraphviz Python package [108], which provides

several methods for drawing complex graphs.

Algorithm 7.1. ET Analysis in FETMA
1: procedure
2: S1: complete gen
3: Input: system name, system components, each system component states
4: Output: complete ET model, complete event outcome space
5: If Reduction of ET model needed?
6: then
7: S2: reduction process
8: Input: CCs identification
9: Output: reduced ET model, reduced event outcome space

10: S3: partitioning paths
11: Input: component event name(s), ET path number(s)
12: Output: system events ET paths
13: S4: probability eval
14: Input: probabilities of components states
15: Output: Occurrence probability of an event
16: end procedure
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7.3 Application: Power Transmission Distance

Protection

In this section, we use the ET Analysis feature of FETMA for the reliability analysis of

distance protective fault tripping circuits in different zones of power transmission [109].

The distance protection fault Trip Circuit (TC) of power transmission systems is used

to isolate faulty transmission lines to protect the rest of a power transmission grid

from undesirable blackout situation for the whole grid, as shown in Figure 7.3 [110].

Consider a transmission line that consists of one Distance Relay (R) and one Current

Transformer (CT), one Potential Transformer (PT), two Trip Circuits (TC) and two

Circuit Breakers (CB), as shown in Figure 7.4 [109]. The figure depicts the strategy of

Zones of Protection, which can be used to provide the level of transmission protection

demanded by the utility. Protective distance relays keep the utility grids and the
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Figure 7.3: Cascading Failures of Power System Outage Zones
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equipment safe from faults and system unbalances by dividing the grid into zones,

where each relay has a unique protection scheme. Overlapping between different relay

zones provides a backup utility protection. As shown in Figure 7.4, Zone 1 protects

the transmission line of instantaneous tripping in case of fault occurrence, while Zone

2 and Zone 3 provide fault isolation after a certain time of 0.2-0.5 and 0.8-2 seconds,

respectively [111]. In this analysis, we focused on the reliability analysis of protective

Zone 1. During normal operation, both circuit breakers CB1 and CB2 are in a closed

position. If a fault occurs on the transmission line, the CT detects that there is a

fault, then it energizes both TC1 and TC2. Each TC controls the circuit breakers

CB1 and CB2 to open and thereupon isolates the faulty transmission line. Using the

FETMA software, a detailed ET risk analysis of Zone 1 for the protective distance

protection can be done to obtain all possible consequence scenarios of complete/partial

failure and reliability events as follows:

 

 

PT2 

CT2 CT1 

PT1 

Transmission Line  

Zone1 (80%)  
Zone2 (120%) 

`Zone3 (220%) 

TC1 

CB1 CB2 

TC2 

Legend 
CB Circuit Breaker 

TC Fault Trip Circuit 

CT Current Transformer 

PT Potential Transformer 

Fault 

Distance Relay 2  Distance Relay1 
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7.3.1 ET Analysis in FETMA

Step 1 (ET Generation):

We enter the details of the transmission protection components consisting of one CT ,

one R, two TCs (TC1 and TC2) and two CBs (CB1 and CB2) and each having two

operational states, i.e., operating or failing, as shown in Figure 7.5. The entered

details are sufficient for FETMA’s function to automatically generate the complete

graph ET model, see Figure 7.6 for a snapshot of a portion of the complete ET.

Figure 7.5: FETMA: Transmission Distance Protection Identification

Step 2 (ET Reduction):

The second step is to select the nodes/branches of the protection scheme to be reduced,

then FETMA generates the reduced ET model, as shown in Figure 7.7.

Step 3 (ET Partitioning):

Suppose, we are only focusing on the failure of CB1, then paths 2, 3, and 5-10 are

obtained. Similarly, different selection of paths can be obtained by observing the

behavior of the transmission protection components as:

� Pr (CB1 Only Fails) =
∑

Pr(2, 3, 5− 10)

� Pr (CB1 Only Operates) =
∑

Pr(0, 1, 4)

� Pr (CB2 Only Fails) =
∑

Pr(1, 3− 5, 7− 10)
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Figure 7.6: FETMA: Transmission Distance Protection Complete ET Model

� Pr (CB2 Only Operates) =
∑

Pr(0, 2, 6)

� Pr (Both CB1 and CB2 Fail) =
∑

Pr(3, 5, 7− 10)

� Pr (Both CB1 and CB2 Operate) =
∑

Pr(0)

To the best of our knowledge this feature is not available in any other ET software.
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Figure 7.7: FETMA: Transmission Distance Protection Reduced ET Model

Step 4 (ET Probabilistic Analysis):

We assign probability values to each state of the components, as shown in Ta-

ble 7.1 [112]. Assuming that the times to failure of the transmission protection com-

ponents are exponentially distribution, then the probabilities of the different trans-

mission protection events, which are calculated using FETMA are as follows:

� Pr (Both CB1 and CB2 Fail) = 5.389960806400000%

� Pr (Both CB1 and CB2 Operate) = 82.429704806399980%

� Pr (CB1 Only Fails) = 11.480127999999999%

� Pr (CB1 Only Operates) = 88.519871999999980%

� Pr (CB2 Only Fails) = 11.480127999999999%

� Pr (CB2 Only Operates) = 88.519871999999980%
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Table 7.1: Transmission Distance Protection Probability of Components States

Transmission Component λ (f/yr) Prob. of Failure (%) Prob. of Success (%)

CT 0.06 CTF (3%) CTO (97%)
R 0.04 RF (2%) RO (98%)
TC1 0.08 TC1F (4%) TC1O (96%)
TC2 0.08 TC2F (4%) TC2O (96%)
CB1 0.06 CB1F (3%) CB1O (97%)
CB2 0.06 CB2F (3%) CB2O (97%)

It can be observed that the probability of both circuit breakers CB1 and CB2

failing is evaluated as 5.389960806400000%. If we want to decrease their probabil-

ity to 2.5% or less (i.e., improving the probability of fault tripping in Zone 1 of the

transmission protection system), then we may add redundancy to these components.

However, in order to ensure that the redundancy to some critical-components are a

correct decision, we need to conduct the decision redundancy analysis of the trans-

mission distance protection components, which is presented in the next section.

7.3.2 Redundancy Analysis in FETMA

A decision-tree describing the process of selecting the redundancy for critical trans-

mission protection components is shown in Figure 7.8. First, we select CT only for

redundancy (i.e., adding CT2) assuming the same probability of failure and success of

CT1. If the probability of both circuit breakers CB1 and CB2 failing together, after

re-evaluation in FETMA, is equal to 2.5% or less as required, then this is a correct

decision. If not, then we select the critical component R for redundancy. If we still do

not achieve the desired level of probability, then we select both CT and R together.

If the results are not acceptable, then we make a new component selection from the

transmission protection system. Figure 7.9 shows the comparison among the old and

156



 

 

Select CT  
Only 

Desired Level of  
Probability ? 

Redundant  
CT  

Redundant  
R 

Redundant  
CT and R 

Select New 
Component 

Select R  
Only 

Select Both 
CT and R 

YES 

NO 

YES 

NO 

YES 

NO 

Decision 1 Decision 2 Decision 3 

Figure 7.8: Decision Tree for the Transmission Protection Redundancy

84
.9

02
59

%
82

.4
29

70
% 91
.1

75
47

%
88

.5
19

87
%

8.
82

45
3%

11
.4

80
13

%

91
.1

75
47

%
88

.5
19

87
%

8.
82

45
3%

11
.4

80
13

%

Events

Probabilities 

With CT_2
Without CT_2

5.
38

99
6 

%

2.
25

51
7 

%

Figure 7.9: Transmission Protection Events Probabilities Evaluation

new probabilistic risk assessment values in a histogram plot using FETMA. It can

be seen that the probability percentage of the circuit breakers CB1 and CB2 failing
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together is decreased from 5.38996% to 2.25517% by an amount of 3.13479%. Simi-

larly, the proportion of the circuit breakers CB1 and CB2 succeeding together is also

increased from 82.42970% to 84.90259% with an increment of 2.47289%.

To ensure the accuracy of the FETMA computation, we analyze the protection

system without any redundancy in the critical components using the commercial Iso-

graph software [18]. It is important to mention that, unlike FETMA, Isograph requires

from the users to manually draw the transmission protection actual ET model while

FETMA automatically generates the ET model. The comparison in risk analysis of

the protection system between FETMA and Isograph is presented in Table 7.2. It

can be observed that the probabilities obtained from FETMA are equivalent to the

corresponding ones calculated using Isograph. Moreover, the CPU time for the ET

analysis in FETMA is much faster than Isograph, as shown in Table 7.3.

Table 7.2: Transmission Protection Comparison Between FETMA and Isograph

Transmission Protection Events % Prob. from Isograph % Prob. from FETMA

Both CB1 and CB2 Fail 5.38996 % 5.389960806400000 %

Both CB1 and CB2 Operate 82.43 % 82.429704806399980 %

CB1 Only Fails 11.48 % 11.480127999999999 %

CB1 Only Operates 88.52 % 88.519871999999980 %

CB2 Only Fails 11.48 % 11.480127999999999 %

CB2 Only Operates 88.52 % 88.519871999999980 %

Table 7.3: FETMA: Transmission Protection CPU time

Steps
CPU Time
FETMA

(Seconds)

CPU Time
Isograph
(Seconds)

Steps
CPU Time
FETMA

(Seconds)

CPU Time
Isograph
(Seconds)

Step 1 0.291600 NA Step 3 0.000631 NA
Step 2 0.000162 NA Step 4 0.004319 2.752
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7.4 FBD Reliability Analysis in FETMA

In this section, we describe the FBD reliability analysis option of the FETMA soft-

ware, which allows planners/designers to perform the probabilistic reliability evalu-

ation of safety-critical systems at the subsystem level. The flowchart describing the

FBD modeling and analysis process in FETMA is depicted in Figure 7.10. The FBD

reliability analysis in the FETMA software consists of the following six main steps:

1. Construction of the FBD for a given safety-critical system decomposed into

hierarchical FBs corresponding to all subsystems.

2. Identifying for each subsystem FB its components and their operating states,
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then automatically generate a complete ET graph describing all possible fail-

ure/success paths.

3. Selecting some nodes and branches from the generated complete complex ET

model at the subsystem level to build a reduced ET graph.

4. Iterative composition of all subsystem ET models associated with all FBs to-

gether until a hierarchical subsystem-level ET structure is formed.

5. Selection of particular ET paths from the automatically generated hierarchical

ET model for safety classes based on system safety requirements

6. Probabilistic evaluation of all safety classes of complete/partial failure and reli-

ability events that can occur in the system.

Algorithm 7.2 describes the details of FETMA functions that perform the six

FBD processes, i.e., FBD construction, ET generation, ET reduction, ET composition,

ET partitioning, and probabilistic evaluation. We provide pop-up input windows

for all of these functions in order to facilitate the industrial users interaction with

FETMA. First, a user has to input the hierarchical multi-level N FBs structure of the

safety-critical system (S1), then FETMA takes the first FB corresponding to the first

subsystem (J = 1) and asks the user to input the component names and their failure

and reliability states (S2). Thereafter, FETMA automatically generates the complete

ET model and asks if that ET model needs to be reduced or not, then repeats the same

process for the next FB (J = J + 1) (S3). At this stage, FETMA connects/composes

the new automatically generated ET model (J ) with the previous subsystem ET

model (J - 1) (S4). After composing all FBs of the safety-critical system, then the

user selects the paths from the generated hierarchical ET model that end with the

same risk consequence (S5). The last step is to evaluate the probability for all possible

risk events that can occur in a critical-system at each subsystem level (S6).
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Algorithm 7.2. FBD Analysis in FETMA
1: procedure
2: S1: FBD gen
3: Input: hierarchical system N FBs
4: J = 1
5: while (J ≤ N)
6: S2: complete gen
7: Input: FB (J) inputs and internal states
8: Output: subsystem (J) ETComplete, WComplete (J)
9: If Reduction of ET model needed?

10: then
11: S3: reduction process
12: Input: select nodes and branches
13: Output: subsystem (J) ETReduced, WReduced (J)
14: S4: composition process
15: Input: WComplete (J) or WReduced (J)
16: Output: W (J)

⊗
W (J - 1)

17: J = J + 1
18: Output: subsystem-level ET graph, subsystem-level outcome space W
19: S5: partitioning paths
20: Input: system safety requirements, select ET path(s)
21: Output: system accident events ET paths
22: S6: probability eval
23: Input: probabilities of all components states
24: Output: occurrence probability of an event
25: end procedure

7.5 Application: Smart Automated Substation

An electrical substation is a substantial part of Smart Grids (SG) [57], which trans-

forms voltage from high to low or the reverse, where the electric power may pass

through several substations at different voltage levels. Smart Automated Substa-

tions (SAS) are constructed based on advanced monitoring infrastructure, control and

protection devices, to operate as joint and multitask networks [113]. For that reason,
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substation power equipment, such as Automatic Circuit Reclosers (ACR), Circuit

Breakers (CB), Disconnecting Switches (DS), Current Transformers (CT), and Po-

tential Transformers (PT), have been equipped with digital transceivers, making the

control and automation through the SAS more achievable [114]. Figure 7.11 [115]

depicts such a smart automated substation, which consists of three main hierarchical

levels, Process, Bay and Station, as follows [116]:

1. Process Level : It includes Merging Units (MU) to collect periodically the analog

data from sensors and indicators of switchgear equipment, such as CTs, PTs and

CBs, through copper wiring. Then MUs transit all equipment data to the upper

process bus through a digital network.

2. Bay Level : It consists of Intelligent Electronic Devices (IED), such as Bay

Control Units (BCU), Bay Protection Units (BPU), Phasor Measurement

Units (PMU), and Measuring Centers (MC), which are energized by a DC Power

Supply (PS). They are responsible for gathering all real-time data in each bay

and send them to the higher level via communication Ethernet (EI) devices,

such as Ethernet Switches (ESW). There exist five different topologies for IED

connection configuration, such as simple cascading, redundant cascading, ring,

star and hybrid. In this study, we will use a simple cascade for connecting IEDs.

3. Station Level : It integrates the Supervisory Control and Data Acquisition

(SCADA) center to perform remote monitoring and controlling of the SAS sys-

tem. The SCADA system uses Industrial Personal Computer (IPC) and Human

Machine Interface (HMI) to display the real-time process data. SCADA also re-

stores all collected data from the Bay Level in a main Server (Hot) as well as a

backup mirrored Server (Standby) to prevent the cause of permanent data loss

of the SAS. Moreover, the SCADA system utilizes a Gateway (GW) to provide

a connection to upper-level Network Control Center (NCC) in the SG.
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We now apply the FETMA to perform the FBD six step-analysis of the SAS

system (see Figure 7.11) and determine the probabilistic risk assessment of all possible

safety classes of complete/partial failure and reliability at the subsystem level.

7.5.1 FBD Analysis in FETMA

Step 1 (FBD Construction):

We enter the FBD multiple-level model of the SAS system, as shown in Figure 7.12.

The SAS system can be subjected to sudden Initial Events (IE) [117]: (a) T : Tran-

sient failures; (b) SP : Semi-Permanent failures; and (c) P : Permanent failures, where

these failures could be any of commonly Transmission Line (TL) faults, such as Line-

to-ground (L-G), Line-to-line (L-L), Three-phase-fault (L-L-L), and Three-line-to-

earth (L-L-L-G), that must be isolated. Based on these IEs, there are three SAS

safety classes [118] that can occur, as shown in Figure 7.12: (1) SUCCESS : all the re-

quired functions are available and the isolation is completed successfully; (2) CLASS I

(Manageable Failure): some of the required functions are not available, however, there

is still a possibility to complete the isolation; and lastly (3) CLASS II (Complete Fail-

ure): the completion of the action is impossible due to a failure of necessary functions.

Each FB of the SAS can be assigned with a multi-state model for safety analysis (see

Figure 3.1). We assume that each FB has two possible safety states only (correct func-

tioning C1 and failure operation C2). For instance, FB11 has two operating states:

(a) ACR1: Safety reclosure works correctly for fault isolation; and (b) ACR2: Safety

reclosure fails to open. Using FETMA input pop-up windows, we identify the fail-

ure/success states of all SAS subsystem-level components, i.e., Process level (ACR,

CB1, CB2, CT1, PT1, MU1, CT2, PT2, MU2, CT3, PT3, MU3, CT4, PT4, MU4), Bay

level (PS, BCU, ESW1, PMU, ESW2, MC, ESW3, BPU, ESW4, EI) and Station level
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Figure 7.12: FBD Multiple-Levels Decomposition of the SAS System
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(IPC, HMI, ServerHot, ServerStandby, GW, NCC), as shown in Figure 7.13(a) and Fig-

ure 7.13(b), for bay and station levels, respectively.

(a) FETMA: Bay Level Identification (b) FETMA: Station Level Identification

Figure 7.13: FETMA Software: Smart Automated Substation Identification

Steps 2-4 (Subsystem-Level ET Generation):

We now generate automatically a complete ET graph for each subsystem FB of the

SAS system of Figure 7.12, then utilize the ET reduction feature in FETMA to gen-

erate a reduced ET model. After that, we use the composition feature of FETMA to

generate a hierarchically composed ET model with all actual complete/partial failure

and success scenarios at the subsystem-level (88 ET paths from 0 to 87 out of the

complete 231 test cases), as shown in Figure 7.14. To the best of our knowledge this

ET composition feature is not found in any other ET analysis software.

Steps 5 (ET Partitioning):

The partitioning process of the generated event outcome space WSAS is essential as

substation safety analysts are interested in evaluating the probabilities of the occur-

rence of certain complete/partial failure and reliability events. Therefore, we can

obtain different collections of subsystem-level ET paths, as shown in Figure 7.14, by

observing the actual behavior of the SAS system as follows:
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Figure 7.14: FETMA: Reduced Subsystem-Level Event Tree of the SAS System
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� SASSUCCESS (Complete Success) =
∑

ETPaths(0, 1, 2)

� SASCLASSI
(Manageable Failure) =∑

ETPaths(3− 5, 9, 22− 24, 28, 41− 43, 47, 60− 62, 66)

� SASCLASSII
(Complete Failure) =∑

ETPaths(6− 8, 10− 21, 25− 27, 29− 40, 44− 46, 48− 59, 63− 65, 67− 87)

7.5.2 Safety Classes Assessment in FETMA

We can evaluate the probabilities for any of the SAS safety classes that can occur at

the subsystem level. Assuming that the failure and success events of all SAS subsys-

tem components are continuous exponentially distributed [116], where it is routinely

used in the reliability analysis of realistic substations to determine the probability of

failure/success for each SAS component over a time period of interest. We assume

the study is undertaken for 60 months, i.e., t = 43,200 hours. Table 7.4 illustrates the

failure rates of the SAS subsystems components and their probability values based

on exponential distribution of each operational state [116], i.e. C2 = 1 - e(−λCt) and

C1 = e(−λCt). The probabilities of the different SAS safety classes, which are calculated

using FETMA are presented in Table 7.4.

To order to validate the results of the FETMA computations, we compare the

SAS analysis results with those obtained through existing available techniques, as

shown in Table 7.5: (1) manual FBD mathematical analysis using a paper and calcu-

lator, then calculating the failure/success probabilities of each consequence scenario;

(2) commercial Isograph software for ET analysis; and (3) MCS using MATLAB

based on random-based algorithm. It can be noticed from Table 7.5 that the re-

sults of safety classes for the SAS obtained from the FETMA analysis matches those
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Table 7.4: Smart Automated Substation Probability of Components States

Comp. λ (f/yr) C2 C1 Comp. λ (f/yr) C2 C1

ACR 0.090 36.24% 63.76% BCU 0.050 22.12% 77.88%
CB1 0.085 34.62% 65.38% PMU 0.040 18.13% 81.87%
CB2 0.071 29.88% 70.12% MC 0.055 24.04% 75.96%
CT1 0.041 18.54% 81.46% BPU 0.045 20.15% 79.85%
CT2 0.057 24.79% 75.21% ESW1 0.087 35.27% 64.73 %
CT3 0.046 20.55% 79.45% ESW2 0.094 37.49% 62.51%
CT4 0.052 22.89% 77.11% ESW3 0.080 32.97% 67.03%
PT1 0.045 20.15% 79.85% ESW4 0.095 37.81% 62.19%
PT2 0.061 26.29% 73.71% EI 0.083 33.97% 66.03%
PT3 0.050 22.12% 77.88% IPC 0.069 29.18% 70.82%
PT4 0.063 27.02% 72.98% HMI 0.100 39.35% 60.65%
MU1 0.085 34.62% 65.38% ServerH 0.020 9.52% 90.48%
MU2 0.090 36.23% 63.77% GW 0.073 30.58% 69.42%
MU3 0.075 31.27% 68.73% NCC 0.069 29.18% 70.82%
MU4 0.080 32.97% 67.03% PS 0.029 13.49% 86.51%

Table 7.5: Comparison for Smart Automated Substation Safety Classes Results

SAS Safety Classes Manual Isograph MATLAB FETMA
SUCCESS 96.25% 96.251% 94.8743% 96.25117%
CLASSI 1.54% 1.544% 2.3952% 1.54427%
CLASSII 2.21% 2.205% 2.7305% 2.20456%
CPU Time – 23.41 min 52.38 min 5.14 min

calculated using the analytical approach and Isograph, while MATLAB MCS pro-

vides slightly different results. Moreover, the CPU time for the SAS FBD analysis

at the subsystem-level in FETMA is much faster than MATLAB MCS (10X) and

Isograph (4X), as shown in Table 7.5. The taken time to build the model of the smart

automated substation using the Isograph software and the MATLAB MCS were al-

most the same (a few hours each) but the FETMA analysis required less time for the

modeling than both while the manual analysis required several days of modeling work.
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Also, determining all possible safety classes at each automated substation subsystem

level (Process Level, Bay Level, Station Level) almost in 5 minutes using the FETMA

software saves the time-consuming as well as prevent cumbersome efforts to compute

results using manual paper-and-pencil mathematical analysis by designers.

7.5.3 Sensitivity Analysis in FETMA

During the SAS safety analysis, difficult decisions for critical subsystem components

redundancy need to be taken as this increases the total capital cost of the substa-

tion. For that purpose, sensitivity analysis is undertaken to determine the effect of

adding backups on the safety of the entire SAS system. For instance, Figure 7.15

illustrates a redundant cascading topology [119] for the bay-level of the SAS system,

which has an advantage of higher reliability compare to simple cascading while has

a disadvantage of an extra cost for the SAS communication network. Moreover, in

the SAS process-level, we assumed a redundant backup for the critical component

ACR to improve the SAS performance. Figure 7.16 shows a comparison between the

probabilistic risk assessment for all safety classes before and after redundancy using
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Figure 7.15: Smart Automated Substation Redundant Cascading Topology
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Figure 7.16: FETMA: Automated Substation Classes Probabilistic Evaluation

the FETMA software in a histogram plot. It can be observed that the probability per-

centage of the SAS complete failure (CLASSII) decreases from 2.20456% to 0.7592%

by an amount of 1.44536%. Similarly, the proportions of the SAS success (SUCCESS)

and manageable failure (CLASSI) increases from 96.25117% to 97.24692% and from

1.54427% to 1.99388%, respectively. Using our novel FETMA software, we obtained

the new results very easily by just adding the new elements and obtain the new re-

sults in around 5 minutes while it took around another 1 hour to get the results from

MATLAB based on MCS as well as it was very cumbersome to repeat the whole

FBD safety analysis for the complex SAS system manually. Therefore, we believe

that FETMA may be liked by industrial power engineers to perform reliability and

safety analysis of complex power systems for decision making at the design stage to

obtain accurate and fast results. Performing the reliability analysis using our software

FETMA on a realistic automated substation in a smart power grid, we clearly eluci-

date that our proposed FETMA provides the first mechanical computation software

of FBD probabilities ever for subsystem-level safety analysis of complex systems.
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7.6 Summary

In this chapter, we described a new software named FETMA, which provides two fea-

tures for event tree based reliability analysis of safety-critical systems at system and

subsystem levels based on our ET/FBD formal modeling function of the concepts pro-

posed by Papazoglou in [8] and [13], as well as the verified mathematical probabilistic

formulations of ETs and FBDs in HOL4 described in Chapters 3 and 6 of this the-

sis. The FETMA software provides easy pop-up input windows for the ET and FBD

modeling, reduction, partitioning and probabilistic evaluation functions, in order to fa-

cilitate users interactions. FETMA is implemented in Python and can be downloaded

for use from [120]. The FETMA software saves time-consuming as well as cumber-

some efforts for manual mathematical analysis for the probabilistic risk assessment

of complex systems. Also, FETMA provides results of probabilistic risk assessment

with much less CPU time compared to existing ET tools and random-based MCS algo-

rithms. We have applied the two options of FETMA on a power transmission distance

protection scheme and an automated substation system in a smart power grid.
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Chapter 8

Conclusions and Future Work

Conclusions

Probabilistic risk assessment of safety-critical systems, such as smart power grids, has

become more important to designers/planners at the critical design stage in order to

ensure adequate and acceptable continuity of service without failures. In order to make

decision-making of the optimal design for a safety-critical system, engineers require

reliability evaluation of all possible consequences that can occur. Existing reliability

analysis methods compromise the accuracy of the reliability parameters evaluation,

which could lead to the occurrence of sudden accidents. Moreover, state-of-the-art

techniques cannot handle n-level ETs, n-subsystems CCDs and multi-state FBDs.

Towards addressing these challenges, in this doctoral thesis, we proposed a novel

methodology based on formal methods to conduct the system/subsystem-level relia-

bility analysis of safety-critical systems as an accurate analysis approach. For that

purpose, we formalized in HOL4 the notions of Event Trees (ET), Cause-Consequence

Diagrams (CCD), Functional Block Diagrams (FBD) and verified mathematical for-

mulations that can perform probabilistic evaluation of complex systems and based on
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any given probabilistic distribution, like Exponential/Weibull/Poisson. These verified

probabilistic results can be used to compute accurate reliability indices, such as Sys-

tem/Customer Average Interruption Frequency/Duration Index (SAIFI, SAIDI and

CAIDI), Average Service Availability/Unavailability Index (ASAI and ASUI).

The first contribution of this thesis is the formalization of ET constructs and

analysis in HOL4, i.e., ET generation, ET reduction, ET partitioning and ET prob-

abilistic evaluation. We verified probabilistic formulations that can be used in the

probabilistic risk assessment of all possible risk scenarios of large-scale ET models that

consist of N components and each component consists ofM-states. Subsequently, we

performed the formal ET analyses of different levels of ET models for smart power grid

applications, i.e., IEEE 3-bus bulk power grid; Québec-New England HVDC coupling

between Canada and US; and IEEE 118-bus power network.

The second contribution is the formalization of FT/ET-based CCD structures,

operations and probabilistic analysis in the HOL4 theorem prover. We verified proba-

bilistic formulations, which enable planners/designers to perform formal probabilistic

risk assessment of connected n-subsystems at each subsystem component level. As

an application, we performed the formal FT/ET-based cause consequence analysis of

the standard IEEE 39-bus distributed generation network system incorporating 50%

Renewable Energy resources (RES) at each generation subsystem level.

The third contribution is the development of a novel idea of using RBDs in-

stead of FTs in cause consequence analysis of safety-critical systems. We proposed

new probabilistic formulations for multi-level CCDs based on RBDs and conducted

their formalizations in HOL4, hence enabling formal RBD-based CCD analysis at the

subsystem level. We applied this RBD/ET-based CCD formalization on a realistic
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smart power grid system consisting of four interconnected Micro-Grids incorporating

100% carbon-neutral power generation.

The next contributions of this thesis is the formalization of FBDs in HOL4. We

formalized the FBD basic constructor FB, which can be used to build the mathe-

matical expression of multi-levels FBDs based on multi-state subsystem components.

We verified probabilistic theorems for all configurations of connected FBs for formal

FBD analysis at the subsystem level. As an application, we conducted the formal

subsystem-level FBD reliability analysis of a nuclear power plant and verified all pos-

sible safety classes of failure and reliability consequence events that can occur.

Finally, we developed a Functional Block Diagram and Event Tree Modeling

and Analysis (FETMA) software, which provides user-friendly interfaces and com-

putes ET and FBD reliability analysis options for system and subsystem levels. We

applied FETMA on a power transmission distance protection scheme and a smart au-

tomated substation in a smart power grid.

The results of all experimental outcomes have been compared to the state-of-

the-art ET based reliability analysis approaches and tools and proved the superiority

of the methods proposed in this thesis in terms of scalability, accuracy and CPU

time. Some of the potential future enhancements and directions for further research

are detailed in the next section.
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Future Work

This thesis lays the ground for a promising framework for the formal ET based relia-

bility analysis of safety-critical systems at the system and subsystem levels. Building

on the proposed methodology and experimental results presented in this thesis, several

enhancements and directions for further research can be explored and pursued.

� In its present form, the methodology considers only static consequence risk fail-

ure/reliability events at a specific instant of time t for which the reliability

analysis is undertaken. An exciting extension of this work can be the integra-

tion of dynamic failure/reliability events, which preserve the history of sudden

events occurrence in the required analysis. This would be a challenging research

as it requires the formalization of mathematical formulas incorporated with con-

tinuous integration for N multi-states of failure and reliability of M multi-level

components for Z connected subsystems all simultaneously together.

� The proposed formalization of subsystem-level cause consequence analysis con-

siders is only either for multi-level failure or reliability assessment of connected

n-subsystems (i.e., CCDs based on FTs or RBDs). An interesting extension of

this work can be the formalization of both failure and reliability analysis CCD

diagrams (i.e., CCDs based both FTs and RBDs), which will allow designers/-

planners to provide the most suitable modeling to all connected subsystems of

a safety-critical system. The formalization of such formulas is a bit challenging

as it combines three formalizations FTs, RBDs and ETs simultaneously.
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� The current version of the FETMA software is constructed in Python for the

probabilistic risk assessment based on ET analysis and FBD analysis. An ex-

citing extension of this framework can be the addition of cause consequence

analysis based on FTs or RBDs or both combined together.

� The proposed reduction process of the multi-state ET analysis in HOL4 was

done manually. It would be more efficient to automate the reduction process

using SML functions. For instance, we could use a transformation process of ETs

to Binary Decision Diagrams (BBD) for the special case of ETs with two-state

models only (true and false) [17], and hence enable the use of some automatic

BDD reduction algorithms.

� Using our proposed formal techniques for probabilistic risk assessment at system

and subsystem levels, we can help electrical power utilities building the risk

response plan (Step 3 of risk analysis) for recovery and restoration of modern

power grids because of cyber threats at the critical design stage. This can be

done by forecasting all risk consequences that can occur at different grid levels

and prepare a complete backup plan in case of sudden unexpected accident

events occurrence that could lead to a blackout of the whole grid.

� Finally, it would be interesting to integrate the rigorous analysis method for for-

mal system/subsystem-level probabilistic evaluation of safety-critical systems in

HOL4 and the user-friendly graphical interfaces of FETMA software. This could

be done by constructing a Python-HOL4 Parser that provides the translation

from FETMA to the HOL4 theorem prover and verse versa.
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