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DIGITAL FORENSIC READINESS
FRAMEWORK BASED ON HONEYPOT
TECHNOLOGY FOR BYOD

Audrey Asante, Vincent Amankona

Catholic University of Ghana
aud83uk@yahoo.co.uk
vincent.amankona@cug.edu.gh

ABSTRACT

The utilization of the internet within organizations has surged over the past decade. Though,
it has numerous benefits, the internet also comes with its own challenges such as intrusions
and threats. Bring Your Own Device (BYOD) as a growing trend among organizations
allow employees to connect their portable devices such as smart phones, tablets, laptops,
to the organization’s network to perform organizational duties. It has gained popularity
over the years because of its flexibility and cost effectiveness. This adoption of BYOD has
exposed organizations to security risks and demands proactive measures to mitigate such
incidents. In this study, we propose a Digital Forensic Readiness (DFR) framework for BYOD
using honeypot technology. The framework consists of the following components: BYOD
devices, Management, People, Technology and DFR. It is designed to comply with ISO/IEC
27043, detect security incidents/threats and collect potential digital evidence using low- and
high-level interaction honeypots. Besides, the framework proffers adequate security support
to the organization through space isolation, device management, crypto operations, and
policies database. This framework would ensure and improve information security as well as
securely preserve digital evidence. Embedding DFR into BYOD will improve security and
enable an organization to stay abreast when handling a security incident.

Keywords: cyber forensics, cyber security, digital forensics readiness, BYOD, honeypot
technology

trusion attacks can be made by users (ad-
vance and novice actors), malware, bots etc.

1. INTRODUCTION

The reliance on the internet has brought
about a significant increase in crimes. In-
trusions and attacks have been on the rise
causing problems for organizations around
the world (Velasco Silva Rodriguez Rafael,
2017). Every organization wants to ensure
the safety of information and systems from
attackers while connected to the internet. In-
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Most of these attacks have created challenges
in identifying techniques and tools adopted in
committing these crimes. Some attackers de-
velop their own tools for these attacks, while
others use already created tools. The abil-
ity to understand these attacks are based on
the attacker’s techniques and tools (Spitzner,
2002; Velasco Silva Rodriguez Rafael, 2017).
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Pawlick et al., 2020 referred to techniques
used by attackers to gain access to a net-
work and elevate themselves to their tar-
gets. Many have proposed several methods
in detecting and preventing attacks. Further
studies (Cabaj, 2015; Chamotra et al., 2016;
Gonzalez et al., 2020; Gudo Padayachee,
2015; Martin et al., 2017; Spitzner, 2002; X.
Wang et al., 2019) have been done in iden-
tifying how to countermeasure attacks, but
the dynamism of attackers’ approaches have
proven difficulties securing corporate systems.
One security threat posing challenges is the
Advanced Persistent Threat (APT). APTs
are organized attacks not limited to state-
sponsored activities, but to long-term hacking
operations using advanced strategies, tech-
niques and procedures by well-resourced ad-
versaries against specific targets (Ahmad et
al., 2019). They are the most advanced and
strong class of security threat that causes
security professionals problems because as
an operation, it is goal oriented. According
to (Pawlick et al., 2020), traditional security
techniques are inadequate against APTs. An-
other important feature is to understand the
attacker’s motive which is to target devices
that are easy to break through as compared
to devices having vital information (Velasco
Silva Rodriguez Rafael, 2017).

The introduction of Bring Your Own De-
vice (BYOD) into organizations has exposed
organizations to security risks. BYOD as
a growing trend among organizations allow
employees to connect their portable devices
such as smartphones, tablets, laptops, to the
organization’s network. Employees use these
devices to conduct their personal and offi-
cial (business) duties, making them obviously
cost-effective for organizations. Even though
BYOD is cost effective for organizations, its
security risks has also posed challenges for
organizations. (Gudo Padayachee, 2015)
and (Vignesh Asha, 2015) identifies security
risks BYOD introduces into an organization.
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Some common threats to be encountered dur-
ing BYOD adoption has been identified in
(Simmons Vandeven, 2017). One main secu-
rity challenge is employee privacy protection.
(Gudo Padayachee, 2015) identifies end-user
anonymity and leakage of private information
as the two ways an employee’s privacy can
be breached.

Although intrusion and attacks on systems
have increased, the introduction of honey-
pots and honeynets has been shown to help
prevent and protect real systems as a counter-
measure to attackers’ intrusion. This coun-
termeasure shows new attack mechanisms
and intrusions by attackers if real systems
are attacked. Honeypots can detect possible
attacks in real time through log activity files
and alerts. Honeypot is one of the most com-
mon tools for detecting malicious actions by
using the masking technique (Gonzalez et al.,
2020). Homeynets and honeypots are pop-
ular security mechanisms in capturing and
analysing malware attack information. Hon-
eypot is considered a system used to monitor
passively. Honeynets are deception mech-
anisms which can benefit businesses when
adopted. It also helps to design countermea-
sure strategies to safeguard networks for or-
ganizations. To prevent future attacks on the
network of an organization, honeypots and
honeynets can help IT professionals to be
aware of new techniques, exploits and tools.

Digital Forensics has shaped how computer
crimes are investigated and how criminals are
prosecuted. As security incidents are bound
to occur, organizations and individuals can
rely on digital forensics to investigate and
solve them. In the event of a security inci-
dent, an investigation must be conducted to
determine the extent of the damage caused,
the techniques used and the perpetrator. Dig-
ital forensic includes digital evidence recov-
ery and analysis to identify events leading
to a specific security incident (A. Kyaw et
al., 2019; Sachowski, 2016). To make in-
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formed and appropriate decisions about busi-
ness risks, organizations can incorporate Dig-
ital Forensic Readiness (DFR) to ensure the
collection of data in an incident to guide in-
vestigators and stakeholders. DFR seeks to
emphasize the expectation that an incident
can occur thereby enabling organizations to
efficiently gather data and rely on digital ev-
idence instead of traditional response meth-
ods such as imaging of hard drives or devices
(Rowlingson Ph, 2004). Digital evidence gath-
ered during an investigation can serve as a
means for proving, reducing, and supporting
the impact of an incident. It can also serve to
support legal processes and litigation issues.
Organizations can rely on digital evidence
to demonstrate compliance. DFR reduces
the cost involved during a digital forensic
investigation (Rowlingson Ph, 2004).

The aim of this paper is to propose a frame-
work for BYOD to collect digital evidence
from devices to protect and investigate data
breaches. To ensure and improve information
security in a BYOD environment, it is impor-
tant for organizations to incorporate DFR.
The proposed model is to meet the objectives

of DFR.

2. BACKGROUND

This section reviews related works on BYOD,
Digital Forensic Readiness, Honeypot and
Honeynet.

2.1 BRING YOUR OWN
DEVICE (BYOD)

BYOD is the use of employees’ owned de-
vices for official work. The reason for the
growth of BYOD as a new trend is its cost
effectiveness, familiarity and comfortability
of employees using their own devices as com-
pared to company devices. The use of per-
sonal devices enables employees to manage
corporate activities from different locations.
Advantages derived from BYOD includes the
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reduction in cost, mobility, flexibility, and the
increase in employee’s productivity. Apart
from the advantages derived from BYOD,
organizations need to understand the risks
and liabilities that BYOD introduces when
adopted. The adoption of BYOD as a strat-
egy trend and addressing the challenges it
poses is a predominant topic in the world
today. The usage of smart devices allows
the accessing of sensitive data during official
use. This therefore requires the security of
these devices to prevent attacks or unautho-
rized access of sensitive data. BYOD can
cause organizations to face litigation prob-
lems unless appropriate security measures are
put in place, including the protection of em-
ployees’ privacy. Therefore, an acceptance
of BYOD in an organization calls for a thor-
ough security approach to employee actions
and behaviours towards the usage of their
own devices (Ratchford Wang, 2019). Elimi-
nating the challenges in BYOD involves the
study of techniques and methods of technical
threats which can be used to access sensitive
data. (Downer Bhattacharya, 2015) in their
study identified the need for improving secu-
rity in BYOD environments since the current
frameworks are limited. Network Access Con-
trol challenges identified in their study can
be improved or enhanced using honeypots.
No emphasis was made on potential security
solutions which could alleviate the current
problems in BYOD security.

2.2 HONEYPOT

Identification and understanding of new tech-
niques, tools and exploits is a challenge for
network and security professionals. Hon-
eypots are used to protect real systems
through the monitoring of activities while
being probed, attacked, engaged, or com-
promised. Honeypot is defined as a decoy
system which attracts attackers to gather in-
formation about their actions (Pickett, 2003).
As a monitoring system, it is used to iden-
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tify potential attacks, threats, vulnerabilities,
techniques, and tools.

Honeypots can be categorized into low-
interaction, medium-interaction, and high-
interaction (Pickett, 2003; Spitzner, 2002;
Velasco Silva Rodriguez Rafael, 2017). Low-
interaction honeypots are simulated systems
that limits activities to be performed. It
does not allow the capturing or identifica-
tion of new exploits such as zero-day attacks.
Another challenge is its ability to be de-
tected easily by advanced or skilled attackers.
High-interaction honeypots provide enough
services for attackers to exploit compared
to low-interaction honeypots. They are not
emulated systems like low-interaction honey-
pots. The challenge is that these systems can
be used to exploit other systems in the net-
work. Medium-interaction honeypots rather
provide more services than low-interaction
but lesser services than high-interaction sys-
tems. It is therefore important to know how
honeypots are implemented to enable the
identification of potential attacks and threats
(Cabaj, 2015). Honeypots can also be used
for research or production (Pickett, 2003). A
research honeypot is a high-interaction hon-
eypot used to gather attacking information
to discover new tools, techniques, activities,
and motives during an attack. This type of
honeypot can be used to caution and forecast
future attacks and exploits, while production
honeypot is a low-interaction honeypot used
to detect and prevent attacks, as well as to
provide response during an attack on an orga-
nization’s systems. Honeypots can further be
differentiated into virtual and real honeypots
(Dalamagkas et al., 2019). Real honeypots
have a better capability to attract and trap
attackers as compared to virtual honeypots,
but they are expensive.

2.3 HONEYNET

A honeynet is made up of high-interaction
honeypots in a network to create security.
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Honeynets are valuable because of the ability
to disguise. Several benefits can be derived
during the implementation of honeynet, in-
cluding knowledge of behavioural attack pat-
terns, tools used, and strategies adopted by
attackers. The data obtained by the hon-
eynet can be analysed to establish techniques
to avoid further attacks. A honeynet “em-
ulates a set of sensors and controllers and
records attacker activities” (Pawlick et al.,
2020). Over the years, Honeynet has been
introduced as a network security measure to
collect attack information and detect mal-
ware, botnets, spam, and security breaches.
As aiding tools, honeynets are known to be
used to acquire intrusion signatures adopted
in intrusion detection systems. Even though,
attackers can detect current honeynet tech-
nologies, it is worth implementing them in an
organization when much emphasis is placed
on the disguise capacity during implemen-
tation. To prevent honeynets from being
used as tools for security breaches, it is nec-
essary to establish a highly controlled envi-
ronment. A highly controlled environment
is determined through the implementation
of three requirements: Data Control, Data
Capture and Data Collection (Pickett, 2003).

Honeynet Architectures Ist Generation or
Genl honeynets are the simplest type of hon-
eynet architectures (Pickett, 2003). Their
purpose is to capture an attacker’s activi-
ties. Data Control in Genl is designed to
reduce risk and contain outbound operation
of compromised honeypots so as not to harm
non-honeypot systems. This is implemented
using a dedicated network specifically for the
honeynet and a routing firewall as access con-
trol device (Spitzner, 2002). In this type
of honeynet, attackers are not allowed more
freedom because outbound connections by
the firewall can be limited. To greatly re-
duce risk, none or few outbound connections
can be allowed by the firewall. To achieve
Data capturing, logs and keystrokes are used.
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Even though, it can capture more informa-
tion and unknown attacks, it is ineffective in
capturing advance attackers’ exploits. Genl
has the inability to detect encrypted attacks.
In 2nd Generation or Genll honeynets, at-
tackers are given the flexibility to explore.
This architecture is used to capture and anal-
yse threats. By using a difficult to detect
IDS or layer-2 gateway, all inbound and out-
bound traffic must pass through this gateway
(Spitzner, 2002). This type of honeynet can
block or change outbound attacks. It also
has the capability to increase deception by
faking responses. Genll has been improved
to detect encrypted attacks. GenlI honeynets
are effective in capturing advance attackers’
exploits. 3rd Generation or GenlII uses hon-
eywall which operates on the data link layer
to capture and analyse attacks and exploits.
It supports the correlation of obtained data
(Velasco Silva Rodriguez Rafael, 2017). The
honeywall has security tools such as Snort,
Snort _inline, Argus, POf, TcpDump, Sebek
,HFlowd, pcap, api and Walleye (Agnaou et
al., 2018; Velasco Silva Rodriguez Rafael,
2017). It is easy to use and maintain because
of the incorporation of data analysis into the
same honeywall device (Velasco Silva Ro-
driguez Rafael, 2017). The honeywall has
the capability to deceive attackers and its fil-
tering device can be invisible during attacks.
Except for the changes in Genll, GenlI and
GenlII are identical. Several studies have
been carried out using honeypots and hon-
eynets to detect, monitor, assess and report
attacks and exploits. Honeypots and Hon-
eynets have been used to conduct research in
trending areas such as IOT, Cloud and Smart
Grids. (Martin et al., 2017) adopted off-the-
shelf low-interaction virtual honeypot dae-
mon in their system for capturing signature
attack patterns. These patterns were used to
filter and stop potential traffic. The proposed
system, Pot2DPI, is used to defend against
IOT attacks. (Chamotra et al., 2016) created
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a system to detect bots and track botnets us-
ing honeynet. Their proposed system uses a
distributed network of honeynet systems (low
and high-interaction honeypots) to capture
malware. (Negi et al., 2020) used honeypot as
a security tool to detect and prevent attacks
or exploits in the cloud. A proposed system
was built to secure data and resource attacks
in the cloud by detecting and monitoring user
IP addresses. (Ryan Schukat, 2019) in their
research used honeynets to track and profile
WI-FI users. The honeynet devices developed
for this study were made up of Raspberry Pi
3 B+, a battery power pack and USB WI-FI
dongle. Privacy protection is a major secu-
rity issue identified with this system. Device
users will have their privacy compromised as
information retrieved can be used to target
advertisement etc. Using honeynet technol-
ogy, a preventive defence mechanism against
distributed denial of service (DDOS) attacks
was proposed by (X. Wang et al., 2019). The
system adopts an improved version of hon-
eynet (unpatched Windows 2000 or Windows
XP) that uses a multi-level data control mech-
anism on honeywall. The multi-level control
mechanisms include IPTables, snort and Se-
bek for the capture attack behaviours.

2.4 DIGITAL FORENSICS
(DF) AND DIGITAL
FORENSIC READINESS
(DFR)

The growing use of technology called for the
employment of Digital Forensics (DF) to en-
sure the effective collection and storage of ev-
idence which can be used and presented dur-
ing an investigation. (A. K. Kyaw et al., 2020)
defines DF as “the use of scientifically derived
and proven methods toward the preservation,
collection, validation, identification, analysis,
interpretation, documentation and presenta-
tion of digital evidence derived from digital
sources for the purpose of facilitation or fur-
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thering the reconstruction of events found
to be criminal or helping to anticipate unau-
thorized actions shown to be disruptive to
planned operations.” In the DF process, digi-
tal forensic investigation (DFI) has served as
a post-incident response during an incident
or breach. The effectiveness of DF therefore
called for the preparedness for an incident
to occur thereby enabling organizations to
efficiently gather and rely on digital evidence.
The introduction of digital forensic readiness
(DFR) as an incident preparedness seeks to
efficiently maximise the potential use of digi-
tal evidence when required (Rowlingson Ph,
2004). DFR is an incident anticipation whiles
DFT involves incident response. DFR is a
process-oriented model which can serve as an
investigation standard for civil, criminal and
enterprise.

The processes involved in DFR differenti-
ates from DFT and are presented in a circular,
redundant hierarchy as shown in Figure 1. A
DFR framework shall include (Mouhtaropou-
los et al., 2013). In a DFR process model,
three foundations (administrative, technical,
and physical) are to be established to support
activities and tasks to be performed in all
phases of the model (Sachowski, 2016). DFR
can cause privacy issues which can therefore
be dealt with if an effective privacy policy
is adopted to prevent legal issues. Activities
and steps in Figure 1 are modelled into Fig-
ure 2. Discussed below are some models that
have been proposed over the years to ensure
digital forensic readiness. (Valjarevic Venter,
2011)proposed a DFR model for PKI which
aims to preserve or improve Information sys-
tems security in PKI systems. The DFR
model based on the ISO/TEC 27001:2013 was
employed as a foundation to secure informa-
tion systems environments (Kazadi Jazri,
2015).

This model is made up of four phases:
Readiness, Collection, Storage and Deletion.
(Ikuesan Venter, 2017) recommended a DFR
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framework for behavioural biometrics by us-
ing the ISO/IEC 27043 standard. The behav-
ioral biometrics-based digital forensics readi-
ness framework (BBDFRF) seeks to integrate
behavioral biometrics into proactive forensics.
The implementation of a DFR (Ros, 2018)
to detect suspicious activities and transmit
collected data in a “forensically sound man-
ner”. (Kebande et al., 2016) suggested an
innovative DFR framework using the hon-
eypot technology to capture, preserve and
store potential digital evidence (PDE). The
honeyd agent is used for monitoring, logging,
and preserving PDE. Another DFR frame-
work proposed was by (A. Kyaw et al., 2019)
to mitigate security vulnerabilities and fail-
ure in existing [oT medical devices and wire-
less networks. The framework is made up of
these components: Pi-drone, Wireless Foren-
sic Server (WFS), Remote Authentication
Dial-In User Service (RADIUS) Server, Wire-
less Access Point (WAP) Controller, Integrity
Checking/Hashing Server (OSSEC), Intru-
sion Detection/Prevention System (Bro-IDS)
Server, Web Server (XAMPP), and a cen-
tralised Syslog Server (Splunk). (Singh et
al., 2019) proposed a DFR mechanism which
complies with ISO/IEC 27043 standard to
mitigate ransomware attacks.

3. PROPOSING
DIGITAL FORENSIC
READINESS
FRAMEWORK FOR
BYOD USING
HONEYPOT AND
HONEYNET

There is little investigation in digital foren-
sic readiness for BYOD environments. Most
frameworks proposed are focused on some
aspects of BYOD. (Kebande et al., 2016)
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in their work, proposed a DFR model that
aimed to collect honeyd logs as potential digi-
tal evidence (PDE) using a honeyd honeypot
which will act as a decoy agent. This model
comprises of five components: BYOD Man-
agement, BYOD Technology, Honeyd agent,
People, Forensic Readiness and the Digital
Forensic Investigation (DFI) process. This
model complying with ISO/IEC 27043 pro-
duces an innovative means of collecting po-
tential digital evidence. The limitation of
this model is its ineffectiveness of detecting
security incidents. The implementation of
honeyd, a low interaction honeypot, limits
the identification and collection of potential
security incidents in a BYOD environment.

3.1 Framework Overview

The proposed framework designed complies
with ISO/IEC 27043 and aimed at detect-
ing security incidents and collecting potential
digital evidence using honeypot technology.
It is also aimed at minimizing digital foren-
sic investigation cost, maximizing the poten-
tial use of digital evidence gathered, preserv-
ing, and improving information security (Sa-
chowski, 2016). Well-known BYOD security
models were adopted to establish dynamic
and effective framework when implemented
in small or large organizations. Based on four
components illustrated in Figure 3, the pro-
posed DFR framework for BYOD enhances
the existing forensic readiness procedures for
BYOD. It also enables the introduction of
new forensic technologies by organizations
when adopted.

3.2 Proposed DFR framework
for BYOD

The proposed DFR framework for BYOD is
illustrated in Figure 4. The five components
of the framework are discussed below:

e BYOD Devices BYOD Device man-
agement includes the identification of

© 2021 JDFSL

BYOD device types to be incorporated
in an organization and the provision of
security solutions for these BYOD De-
vices. All approved BYOD device types
to be used are required to be registered
to ensure the management and moni-
toring of activities. Providing a security
solution requires the creation of personal
space and corporate space on BYOD De-
vices. Space isolation provides the ap-
plication of different security policies for
BYOD Devices (Y. Wang et al., 2014).
In this context, applications can be con-
trolled, and security provided for corpo-
rate data. It also ensures the creation of
a trusted platform for monitoring the ac-
tivities of users and applications, as well
as user identity management. Existing
device management security solutions in
an organization will be evaluated to pro-
vide the necessary support in creating a
trusted platform for the monitoring of
activities in the organization. In compli-
ance with the organization’s policies, a
standard can be developed in handling
BYODs. BYOD device management is
aligned with the policies of the organiza-
tion.

Management BYOD management do-
main ensures the development and im-
plementation of security controls and lev-
els for BYOD in an organization. This
domain certifies BYOD programs and
policies as well as overseeing and moni-
toring of approved policies and BYOD
usage. All risk management and assess-
ments are to be performed as to provide
an effective implementation of BYOD
in an organization. In this domain, top
management is to oversee the governance
of BYOD devices, users, and technology.
Legal and regulatory requirements are
to be established in addition to other
policies in the organization. The IT de-
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partment is to manage and provide appli-
cations and services to users within the
organization. They are also to enforce
the usage of BYOD to follow approved
policies established in the organization.

People People are authorized users in an
organization. Eligible users should be
authorized to access corporate resources
while connected to the organization’s
network. Implementation of the Service
Level Agreement (SLA) can allow orga-
nizations to legally track user activities
and proactively gather digital evidence
for civil, criminal, or corporate investi-
gations.

Technology This domain consists of pol-
icy database, access control, corporate
resources, mobile device management
(MDM) system, honeypot technology
and DFR. The policy database should
have well-defined policies that will allow
organizations to collect and examine dig-
ital evidence as well as conduct investiga-
tions with potential digital evidence. In
compliance with the organization’s poli-
cies, all access to corporate resources are
to be monitored and recorded. User ac-
cess to corporate resources through their
BYOD devices should be controlled and
managed by network access control and
MDM. MDM, which collects manage-
ment information and enforces policies,
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will serve as an enforcer for users to allow
them to comply with policies and to mon-
itor activities. Network access control
in granting access requests to corporate
resource should direct user activities to
be monitored by honeypot technologies.
The implementation and enforcement of
policies must guide users in the organi-
zation by creating the awareness of their
actions and activities. Honeypot tech-
nologies employed in this framework are
to gather potential digital forensic infor-
mation. In acquiring more information
and identifying potential threats will re-
quire the implementation of more honey-
pots. Based on honeypots and honeynets
evaluated in (Cabaj, 2015; Dalamagkas
et al., 2019; Nawrocki et al., 2016; Ve-
lasco Silva Rodriguez Rafael, 2017), rec-
ommended honeypots suitable to be im-
plemented will be: Low: Dionaea, Hon-
eyDroid, Cowrie, Glastopf, BOF, DTK,
HoneyBot, GHH, Thug High: Argos, Se-
bek, HoneySpider Information gathered
from honeypot technologies are to be
stored in forensic, profile and log files
databases. Organizations can also select
the appropriate honeypots to enable cus-
tomize their honeypots needed for the
implementation of the framework.

DFR Forensic readiness model depicted
in Figure 2 has been grouped into four

© 2021 JDFSL
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phases: preparation, gathering, process-
ing and presentation.

e Preparation All scenarios are to be exam-
ined whereby there will be the need for
digital evidence. Risks involving threat-
s/vulnerabilities are to be assessed to
identify the necessary actions to achieve
DFR and information security.

e Gathering Potential digital evidence or
forensic information will be gathered
from BYOD devices, honeypot tech-
nologies, corporate resources and MDM.
Logs and profile information will be gath-
ered from the sources listed above. Data
collection tools used in honeynets ex-
plained in (Velasco Silva Rodriguez
Rafael, 2017) will also serve in gathering
potential digital evidence. Acquisition
and analysis of digital evidence or foren-
sic information to be relied on during an
investigation should comply with the cor-
rect forensic data acquisition procedures.
Potential digital evidence collected are
to be preserved through hashing and en-
cryption to ensure integrity before stor-
ing in the evidence database. Time syn-
chronization is crucial in synchronizing
evidence collected from the different hon-
eypots implemented in the framework.
This feature is important in identifying
the correct time an incident occurred.
All evidence from incidents are to be val-
idated and normalized before storage in
forensic, profile and log files databases.

e Processing To potentially gather foren-
sic information requires the constant
monitoring of an organization’s network.
Monitoring involves the collection of logs,
traffic, detection of vulnerabilities, at-
tacks, techniques, methods, and motiva-
tion of attackers. The constant review of
gathered forensic information can help

© 2021 JDFSL

shape and audit policies in an organi-
zation. Digital evidence stored in the
evidence database will be relied upon
and used during a forensic investigation.
Access to evidence data stored requires
authorization and authentication. Effec-
tive legal analysis should be carried out
to provide a response to accidents in the
company.

e Presentation This phase involves report
documentation and presentation of pro-
cesses and findings during a digital foren-
sic investigation. The required documen-
tation report can support decision mak-
ing, legal and administrative measures.

e EVALUATION Evaluating the proposed
framework requires an alignment with
the ISO/IEC 27043 standard. In devel-
oping a DFR framework, it is essential
to identify and implement all the neces-
sary processes identified in the ISO/IEC
27043 standard. The proposed frame-
work is developed to integrate all the es-
sential processes in DFR. The proposed
DFR framework for BYOD can be eval-
uated by mapping the processes to the
ISO/IEC 27043 standard processes.

The framework proposed in this study con-
tributes to the field of BYOD and digital
forensics. It has a wider scope as compared
to previously proposed frameworks. It in-
corporates both security and digital foren-
sic readiness in a BYOD environment. The
framework can be used to implement secu-
rity and DFR in organizations who already
have BYOD technology instituted. Organi-
zations who intend to adopt BYOD can also
depend on this framework to secure their
organizations and have an intrinsic digital
forensic readiness component. This frame-
work would also allow researchers and devel-
opers to create enhanced security solutions
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Figure 4. DFR Framework for BYOD
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ISO/IEC 27043 processes

Proposed DFR Framework for BYOD

Phase

Description

Scenario definition

Preparation

Identification of potential internal and
external security incidents/breaches against
a BYOD organization’s  resources.
Identification of potential
threats/vulnerabilities in the BYOD
environment.

Identification of PDE sources

Gathering

Potential sources of evidence are BYOD
devices and  corporate  computers.
Monitoring of BYOD device activities by
honeypot technologies and MDM to
identify PDE

Planning pre-incident collection,
storage and data handling of
data  representing  potential
digital evidence

Gathering

Potential  incidents/breaches will be
collected from honeypot technologies and
MDM. Information gathered may include
methods, tools, patterns, etc. which can be
used to detect and prevent future incidents
as well as aid in taking legal action against
attackers or unauthorized users and
employees.

Planning pre-incident analysis
of data representing potential
digital evidence

Processing

Potential evidence is required to be securely
stored in database management systems
(profile, forensic and logs). Access to data
requires authorization and authentication.

Defining system architecture

Proposed DFR
framework for
BYOD

The system architecture is made up of the
entire framework as well as the DFR
process model.

Table 1. Proposed DFR Framework Evaluation

© 2021 JDFSL
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that can identify potential threats and vul-
nerabilities an organization will encounter.
It can also be relied on to create a platform
that can incorporate security and DFR into
an organization.

In gathering more evidence, low and high
interaction honeypots were incorporated into
this framework. The framework, which not
only acts as a potential digital evidence cap-
turing tool, also helps during a digital forensic
investigation. It ensures the provision of evi-
dence from actions, events, and processes in
the BYOD environment. To prevent inconsis-
tent recording of incidents/threats identified
by the honeypots, time synchronization has
been introduced. Preservation of digital ev-
idence, which is an important step in the
forensic investigation, is catered for in this
framework and access to preserved evidence
requires authorization before obtaining it for
analysis.

The proposed framework includes profiling.
Profiling is key during a forensic investigation.
It helps to narrow down an investigation and
understand the motives of a crime. The pat-
terns obtained during an investigation are
used to establish a general description of the
suspects. Profiling helps to assist investiga-
tors and security personnel when deducing
potential suspects, predicting future crimi-
nal activities. The adoption of profiling in
this framework will help organizations and
investigators to develop better investigative
search strategies.

This study is a contribution to enhancing
security and digital forensic readiness into a
BYOD organization.

4. CONCLUSION

This paper identifies the need for organiza-
tions who adopt BYOD because of its bene-
fits to be prepared for the challenges it poses
and the need to provide or improve secu-
rity and be forensically prepared to gather
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digital evidence which can protect the or-
ganization against legal and technical inci-
dents. A digital forensic readiness framework
for a BYOD environment was therefore pro-
posed in this study. As BYOD environments
are prone to security threats and challenges,
implementation of such framework will sig-
nificantly improve information security and
provide reliable digital evidence for forensic
investigation. This framework can easily be
implemented in an existing BYOD network
or adopted by organizations who intend to
accept BYOD technology in their working
environment. The improved model incorpo-
rates high and low interaction honeypots to
detect security incidents and collect digital
evidence. The proposed framework will en-
able organizations to embed digital forensic
readiness in a BYOD security solution. This
framework will not only be cost effective but
also provide a trusted platform for employees
in the organization. For future work, the pro-
posed DFR BYOD framework would have to
be implemented and tested in a BYOD envi-
ronment. More procedures will be evaluated
during the implementation of the framework.
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