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ABSTRACT
In recent times, secured routing is amajor research inMANETs. The behaviour ofmalicious nodes
in this network increases the risk of threats and induces abnormal operations in MANETs. This
affects the security of data transmitted between the nodes in the network. Hence, an effective
technique is needed to prevent the abnormal nodes after the process of detection. In this paper,
we propose an improved Trust Detection Algorithm to increase the probability of detection and
prevention of Black Hole nodes in MANETs. The proposed framework observes the behaviour of
each node using various trust metrics that includes the relationship between the sensor nodes,
social and service attribute trust and QoS metric trusts. The behaviour of sensor nodes is found
through the communication andmobility behaviour of each node. Thismethod avoids the black
hole nodes inMANETs, when the routing is carried out with Zone Routing Protocol (ZRP). Hence,
the privacy of data is retained using the proposed method. The proposed method is tested in
terms of different combinations of with and without trusts. The result shows that the proposed
method is effective through various QoS metrics like overall throughput, packet loss, energy
consumption, trust level, false acceptance rate and missed detection rate.
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1. Introduction

The Mobile Adhoc Network (MANET) is a collection
of wireless nodes, where each sensor nodes communi-
cates with each other through access-points. The wire-
less sensor nodes have the capability of cooperating
with other nodes, dynamically configures with other
nodes and acts as intermediate nodes to assist in routing
the packets between the source and destination node
[1]. MANETs are employed widely for applications like
personal area network, military and emergency rescue
operation [2]. The mobility of wireless nodes varies
dynamically within the network, the MANETs are con-
sidered as time-variant one. Hence, network security,
link failure and quality of service (QoS) are considered
as an open challenge [3] in the field of MANETs.

The conventional securing routing protocols fail to
compromise the QoS in MANETs. Since most of the
security-aware routing techniques are proposed either
based on trust or cryptographic, where the former
offer reduced overhead than the latter. The compu-
tational complexity of trust-based model is 0.9 times
lesser than the cryptographic methods [4]. In addi-
tion, the authors assumed that all the sensor nodes are
trustworthy, hence, the cryptographic models are con-
sidered as irrational [5]. Furthermore, the presence of
malicious nodes in MANETs is considered as a seri-
ous security threat that largely affects the performance

of network. The administering such attacks have to be
done necessarily at regular time instant to maintain the
network performance and to avoid the network getting
collapsed.

In order to mitigate these limitations and issues and
to improve the performance of routing protocol, the
concept of trust management is established for secur-
ing the wireless nodes. In MANETs, the trust models
[6] monitor the sensor nodes cooperation at the time
of forwarding the packet in order to calculate the trust-
worthiness of sensor nodes. The monitoring operation
poses reduced complexity inMANETs subjective to the
trust evaluation metrics [7]. The trust method can be
utilized for finding the routing path with a definite con-
fidence degree between the sensor nodes. However, this
cannot secure the sensor nodes that are subjected to
various types of attacks. Furthermore, it limits the net-
work dynamic characteristics and rejects the collection
of multi-source information [8].

Hence, in order to improve the cooperation, man-
agement and evaluation, the trust model should be
considered with various attributes of sensor node trust
[9] including honesty and ability, collaboration [10],
reputation, level of cooperation. This helps in estab-
lishing, monitoring and managing trust in distributed
systems [11], which enhances the monitoring ability
and cooperation among sensor nodes with improved
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trustworthiness [12]. Thus, multiple trust factor and
QoS routing metrics are used, while managing routing
in MANETs with trust-based cooperation.

The trust behaviour available in distributed systems
is considered a degree of subjective confidence [13] of
a sensor node behaviour [14]. The evaluating sensor
node has the ability to assess the evaluated sensor node
[15] behaviour based on the direct trust level. Depend-
ing on past interactions of the evaluated node, any
sensor node can recommend them as recommending
node [13]. The recommended behaviour is considered
to be random since it decays or rises at any time instant.
Hence, the sensor node behaviour is considered to be
more similar to human behaviour, where the interac-
tions between any two nodes are nil and on other hand,
such sensor node acquaints with other sensor node in
case of better interaction based on trust level devel-
oped over a particular time instant [16]. Conversely,
such type of interaction between the sensor nodes show
misbehaviour due to its non-participation of sensor
nodes in routing that takes into consideration includ-
ing dishonesty and energy constraints. Hence, the basic
functionality of network is greatly affected.

This paper present a framework that encom-
passes various trust metrics including trust relationship
between the nodes, social trust, service attribute trust
and trust due to QoS attributes for mitigating the mali-
cious wormhole node behaviour inMANETs. The trust
relationship between the nodes is of direct, indirect
or mutual trust, the QoS attribute trust is estimated
in terms of trust between the sensor node and cluster
head, between the cluster heads, between the clusters.
The evolution of trust is carried out in all possible ways
in a network and no additional metrics are required to
evaluate the method. This helps to estimate the trust-
worthy communication links to carry out the transmis-
sion between the sensor nodes without the presence of
blackhole nodes.

The outline of the paper ismentioned below: Section
2 provides the related works. Section 3 discusses the
proposed trust models. Section 4 deals with the per-
formance metrics required to test the proposed model.
Section 5 evaluates the trust model with various met-
rics. Section 6 concludes the paper.

2. Related works

In MANETs, the successful transmission of packets
between the sensor nodes is ensured by Trust and
reputation management, which considers cooperation
between the sensor nodes to perform the fundamental
activities of the network. Several researchers have iden-
tified the significance of using trust concept for ana-
lyzing the behavioural relationships between the sensor
nodes [17]. The trust model helps in improving the
integrity of services and strengthen the benefits offered
by MANETs.

In recent years, various trust-based models have
been identified in MANETs for enhancing its security
that aims at authorizing the sensor nodes to evaluate the
behaviour of its neighbourhood sensor nodes through
direct or indirect manner [18]. The conventional trust
model operates on predicting the trustworthiness of
sensor nodes and quantifying it based on an evaluation
metric. However, the evaluation metric used is a simple
measure that does not adequately evaluate the trustwor-
thiness of sensor nodes due to its aggressive dynamic
behaviour in a certain environment [19]. Hence, the
necessity of various metrics is used for evaluating the
trustworthiness of sensor nodes. However, this is still a
challenging problem due to the use of a certain metric
including link quality, selfishness of sensor nodes, vary-
ing infrastructure, limited resources, malicious intent
and sensor node failure. The use of these metrics for
measuring the trustworthiness of sensor nodes makes
the measurement to be difficult due to extremely noisy
and overstated measurements.

We overviewed various trust models in various
applications like Web Services [20, 21], Cloud Service
[22–24], peer-to-peer (P2P) systems [25, 26], Internet
of Things [27], Wireless Sensor Networks [28, 29] and
heterogeneous environment [30] and MANET [31].

In web services, the author of [20] and [21] has
utilized QoS attribute (users’ preferences and ratings
[20], andResponse time, Throughput,Availability, Reli-
ability, Latency and cost [21]) to compute the trust
value. The dependencies of these metrics are deter-
mined based on the outcomes and correlations of mul-
tiple QoS metrics. The QoS metrics extracts the pref-
erences of the users to achieve the required task. These
preferences scores are integrated with the trust value of
QoS metrics for monitoring the network.

Meanwhile, in cloud services, the technique for QoS
trust computation [22] looks similar to the QoS trust
model of the method in [20], where the model is
designed based on user preferences. However, the QoS
attribute of [22] uses 10 QoS metrics that varies from
the one used in [20]. The authors in [23] used multi-
ple QoS attributes from the field of services comput-
ing to predict the trustworthiness. Similar model of
[23] in cloud services is seen in [24] that uses var-
ious other QoS metrics Response time, availability,
number of processes and CPU and physical memory
usage.

In IoTs, the trust-based technique in [27] used lim-
ited power, storage capabilities, communication, com-
puting, trust, mobility, time consumption, trustworthi-
ness of service provider, scalability and semantic aware-
ness. These metrics are used for finding the trustwor-
thy services in decentralized semantics-based service
discovery framework.

In peer-to-peer (P2P) systems, the authors in [25]
consider the QoS from a peer as a probabilistic rat-
ing that includes average and group reliability, average
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credibility and reputation as its QoS metrics. Likewise,
the authors in [26] used longevity of the network as
its QoS metrics. Both these methods use QoS metrics
to evaluate the trust between the nodes in the net-
work. The reputation and behaviour of nodes and user
opinions are used for computing the trust.

In heterogeneous environment, the author [30] con-
siders availability, reliability, cost time and response
time as its QoS metrics to improve the trustworthy
stigmergic service in decentralized environments. This
method adapts actively to the dynamic changes and
trust fluctuations with potential emergence and degra-
dation of trust ratings.

In Wireless Sensor Networks, the author [28] uses
social and QoS behaviour to yield status of the sensor
node. This is used to validate the protocol by com-
paring subjective trust and objective trust. Intimacy,
honesty, energy and unselfishness are used as QoSmet-
rics and trust-based geographic routing and intrusion
detection are used for detecting the efficiency of the
method. The authors in [29] proposed QoS trust esti-
mationmodel based on social network analysis in order
to enable the measurement the QoS of neighbouring
node behaviour with the help of a sensor node. The
QoS metrics like node, computing, storage, communi-
cation, service level, estimation from other nodes are
used as QoS metrics for evaluation. This value is used
for routing the data packets securely from the source to
destination nodes.

InMANETs, the author in [31] used threemodel that
includes QoS metrics measurement, modelling of trust
level based on QoSmetrics and discovering the routing
path. This method uses energy, delay, link lifetime, dis-
tance and trust as its QoSmetrics to calculate the fitness
level.

The disadvantages we found from the existing tech-
niques is given below:

• If a model considers QoS and social attributes, the
time varying and energy attributes are not con-
sidered. It is referred that there is a shortage of
QoS attributes to integrate with the trust model.
This leads to poor computation of trust value that
does not provide the full trustworthiness of the
service.

• In various applications, the trustworthy models
incur extra overload to offer considerable security
measures for trust services or trust between the
nodes.

• The proposed trust model is of transitive type and
it does not give a clear picture of how realistic the
transitivity model works in association with trust
management system.

• Various applications (refer Section 1) use partial
social trust relationship and network requirement
during the evaluation of trustworthiness of a service
or between the nodes.

• During the evaluation of trust between the sensor
nodes in the network, the social network properties
are often omitted.

It is very apparent from the discussions that estimating
the trust withmultiple factors including social trust and
network properties is still a challenging and an open
problem. Since, most of the techniques fail to consider
the mobility issues, social relationship, malicious node
behaviour and overall QoS requirement. The consid-
eration of sensor node behaviour with QoS require-
ment has to be addressed necessarily to avoid conflicts.
These factors lead makes the trust model unsuitable for
MANETs. These issues can be addressed using realis-
tic trust model that deals with heterogeneity, scalability,
social relationship and mobility.

3. Proposed trust model for detecting the
blackholes in MANETs

InMANETs, blackhole detection is regarded as a major
aim in this paper and the detection is carried out
based on the status of sensor nodes in clusters. The
presence of blackhole nodes in the network tends to
increase the packet drops in the network that affects the
overall quality of MANETs with reduced throughput.
The malicious sensor nodes further increase the band-
width occupancy and excessive resource consumption
between the sensor nodes. The blackhole attack occurs
due to data packet drop, route request packet drop and
route request change. The trust relationship between
any two sensor nodes that exist as direct, indirect or
mutual trust between them. The other trust metrics
proposed for the given study includes social trust, ser-
vice trust and QoS trust. These trust metrics is stated in
the following section:

3.1. Direct trust

The direct trust model estimates the cooperation, com-
munication and association between the sensor nodes
to a certain degree in the network. This establishes
the extent of trust relationship between any two sensor
nodes. The direct trust relationship between the sensor
nodes displays the idea of subjective actions that esti-
mates the direct trust degree. The direct trust degree
is analyzed using connection strength and similarity
relationship between the sensor nodes. The following
definitions show the analysis of direct trust relationship.

Definition 3.1: The connection strength between any
two adjacent sensor nodes finds the direct trust and the
estimation of direct trust degree is given by

dr(u, v) = w(u, v)

w(u)
, where dr(u, v) ∈ (0, 1], (1)
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where d(u,v) is the direct trust degree between adjacent
sensor nodes u and v. w(u,v) is the degree of strength
between adjacent sensor nodes u and v or it provides
the collaborative association between the sensor nodes.
w(u) is the overall connection strength between the
sensor nodes u and v, which are at neighbourhood dis-
tance. The Definition 1 leads to the existence of sensor
nodes homogeneity or correlation in the network.

The similarity between adjacent sensor nodes is cal-
culated by determining the total number of neighbour
hood sensor nodes between any two sensor nodes. If
the similarity between the sensor nodes is high, the
nodes lying in neighbourhood overlaps with other sen-
sor nodes at a greater extent. The current transmitting
node avoids similarity with other nodes in order to
reduce the total number of overlaps with other sensor
nodes.

Definition 3.2: The similarity between any two adja-
cent sensor nodes finds the direct trust and the estima-
tion of direct trust similarity. The estimation is given by
the following expression

ds(u, v) =
∑

t∈N(u)∈N(v)

(I(t))−1, (2)

where ds(u,v) is the direct trust similarity degree
between adjacent sensor nodes u and v. N(u) and N(v)
is the neighbouring sensor node u and v that finds
the node similarity. I(t) is the penetration degree of t
between u and v.

From the definitions 2, the direct trust degree
between adjacent sensor nodes u and v is given by the
following expression

d(u, v) = dr(u, v) + ds(u, v). (3)

3.2. Indirect trust

The data packet transmission between the sensor nodes
points out the indirect trust. The non-adjacent sen-
sor nodes, i.e. intermediate sensor nodes in the net-
work leads to the existence of indirect connections.
This points out the indirect trust relationship between
the non-adjacent sensor nodes, where direct trust rela-
tionship between the adjacent sensor nodes is used for
the computation process. The data packet transmission
between source and destination sensor nodes can either
takes place in direct or in multi-paths. Thus, the below
definitions gives the indirect trust between direct or in
multi-paths.

Definition 3.3: The transmission of data packet takes
place via single path between a non-adjacent source
node (u) and a non-adjacent target node (v) and this

creates an indirect trust relationship between these two
sensor nodes, which is given by

is(u, v) =
⎧⎨
⎩mt

dmax − du,v + 1
dmax

if du,v ≤ dmax,

0 if du,v > dmax,
(4)

where, the intermediate route length is given by
mt = min(d(u, u1), d(u1,u2), . . . d(un,v)) and dmax
is the trust between the sensor nodes with maximum
distance.

The indirect trust relationship is used to find the
approachable communication path between the two
non-adjacent sensor nodes u and v.

The observation made from the indirect trust is that
as the distance increases, the integrity between the sen-
sor nodes reduces and simultaneously the transmission
accuracy is reduced.

Definition 3.4: A non-approachable or indirect path
exists between any non-adjacent source (u) and target
node (v) and the trust exist between these two sensor
nodes is referred as indirect trust with multi-path. The
draining of maximal trust value takes place when this
type of trust is estimated, which is given by

im(u, v) = max
paths(u,v)

{is(u, v)} (5)

where im(u,v) is the indirect trust degree between
the non-adjacent sensor nodes. The intermediate path
between the sensor nodes is calculated using paths(u,v).
Therefore, the degree of trust in the indirect multipath
model is estimated by

t(u, v) =
{
d(u, v) if nodes are adjacent,
im(u, v) else,

(6)

3.3. Mutual trust

The value of trust between a pair of sensor nodes is
not always similar and hence a directional property
is required to justify the trust relationship between
the nodes, when t(u,v) �= t(v,u). The malicious sensor
nodes, in addition, may not send message response to
the source node. This leads to disparity in trust level
between the adjacent sensor nodes. Hence, it creates a
negative influence on the detection accuracy that uses
trust-based model.

Definition 3.5: The mutual trust between any two
adjacent sensor nodes u and v is represented in terms
of a non-directional reciprocal trust. Hence the mutual
trust between the sensor nodes, when the value of trust
relationshipT(u,v) = {trust(u,v), trust(v,u)} is given by
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the following expression.

m(u, v) =
{
min(T(u, v)) if min(T(u, v)) ≥ χ

0 else
(7)

where χ is the trust tolerance degree for controlling
the minimum allowed trust level in MANETs. The
mutual trust model resolves well the malicious sensor
node behaviour in the network and the limitations are
reduced during the trust level computation and leads to
increased accuracy.

The trust between the sensor nodes u and v in
MANETs is estimated using direct, indirect or mutual
trust models. The trust value t(u,v) is estimated either
through direct or through indirect trust i.e. when the
two sensor nodes are not adjacent to each other, the
indirect trust model d(u,v) is used. If the two sensor
nodes are adjacent to each other, the direct trust model
i(u,v) is used. Similarly, the computation ofmutual trust
m(v,u) is carried out if the trust values between the two
sensor nodes are not same. In the end, the mutual trust
between the sensor nodes is calculated after comparing
the trust levels t(u,v) and t(v,u).

In addition, the proposed system estimates the trust
level of sensor node in terms of social trust and QoS
trust between the sensor nodes u and v.

3.4. Service attribute trust and social trust

The relationship between the sensor nodes reflects its
social interaction and this establishes the degree of trust
between them. The relationship between the sensor
nodes for calculating the service attribute and social
trust is estimated through graph theory that estimates
the trust w.r.t the sensor node relationships. Consider
a sensor nodes in the network that moves randomly
and we use random walk process to transfer the data
between the sensor nodes u and v. Hence, the correla-
tion between them is described in terms of a Markov
Chain. As the degree of trust between the sensor nodes
is high, the communication between them is in increas-
ing trend. Hence, the social relationship between the
sensor nodes is strengthened as the communication
probability between the sensor nodes increases. Thus
the tendency of data communication between the sen-
sor nodes is evaluated for measuring the degree of trust
between the sensor nodes, which is given by

w(u, v) =
⎧⎨
⎩

1
T(u, v)

if v ∈ Np(v),

0 otherwise,
(8)

where T(u,v) is the degree of trust between the sen-
sor node, which can either be direct, indirect or mutual
trust, Np(u) is the connection between the neighbour-
hood sensor nodes of u in relation with the u itself.
However, the understanding between the sensor nodes

is not equal, i.e. the mutual trust between them is
not the same. Therefore, the various edge weight (E)
denoted by ss(u,v) represents the social strength of
connection between the nodes, which is given by the
following expression

w(u, v) =

⎧⎪⎨
⎪⎩

ss(u, v)∑
(u,v)∈E ss(u, v)

if v ∈ Np(v),

0 otherwise,
(9)

The strength of social connection increases when
the sensor nodes communicate for a longer distance.
Hence, it is necessary to calculate how longer the
communication between the sensor nodes exists. This
is estimated as a function of social strength and
an assumption is considered, where communication
between the sensor nodes does not with a stranger
node.

ss(u, v) = f (I(u, v),D(u, v),C(u, v)), (10)

where D(u,v) is the duration of communication or the
time durationwhen the sensor node u contacts v, where
the time interval of sensor v may overlap the time
interval of u.

I(u,v) is the interval of communication between the
nodes or the time duration when the sensor node u
contacts v from their last contacted time of D(u,v) and
C(u,v) is the context of communication that represents
the communication scenario based on its location and
time that indirectly supports the social strength.

Furthermore, we measure the social attribute vector
using a social attribute vector au of a sensor node of
u. The sensor nodes participation in MANETs makes
the communication between the sensor nodes to be
subjective to a greater extent. In other words, the estab-
lishment of communication between the sensor nodes
is not genuine and it depends entirely on the degree
of trust between the sensor nodes and whether the
demand for communication between them lies on a
specific attribute. Such importance in the trust degree
for a sensor node attribute, the probability of commu-
nication behaviour between the sensor nodes is not
similar to a specific attribute. Hence, the communi-
cation between is categorized as importance in social
attribute degree, which is expressed as

e(u, av) =
1 + |Na(u)| · ∑

um∈Np(u) w(u, um) · g(um, av)

|Na(u)| + (1 + |Np(u)|) ,

(11)
where

g(um, av) =
{
1 A(av) = 1,
0 otherwise,

(12)

|Np(u)| is the set of users connected with the edge
u; |Na(u)| is the set of users connected with a social
attribute vector;um is the total number of users relied
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Figure 1. Illustration of zones in MANETs.

on sending the information via a sensor node u and
w(u,um) is the demand probability of a certain attribute.

Equation (11) shows the trust degree of a sensor
node attribute affected by both the malicious node and
due to the distribution of these attributes between its
neighbouring nodes.

3.5. QoS trust

The ZRP [32] uses a one-hop clustering algorithm that
splits the network into zones led by reliable leaders that
are mostly static and have plentiful battery resources.
The measurements led by this protocol is used for the
measurement of QoS Trust between any two sensor
nodes, say u and v. This protocol divides the entire
network into zones (shown in Figure 1) that makes
the calculation of QoS trust easier between the sen-
sor nodes and it does not require the calculation of
trust for longer distances. Furthermore, effective com-
munication between the zones is taken into the account
of measuring the trust between the nodes using QoS
metrics.

The QoS trust metrics are used for detecting the
detection of black holes based on the trust level between
each sensor nodes, which is estimated using various
trust that includes: negative trust, capacity trust, ability
trust, safety trust, experience trust and security trust.
Certain QoS metrics like rate of transmission, past
communication history and number of connections
acquired is used for QoS trust estimation. The com-
putation is carried out between neighbourhood sensor
nodes. The trust computation between the sensor nodes
is given below.

3.5.1. Model assumption
• Case 1: The degree of trust T(u,v) between the sen-

sor nodes u and v can be referred to as a constant
function that lies within a time interval (τ ).

• Case 2: The degree of trust T(u,v) between the sen-
sor nodes u and v can be referred to have a linear

associations between security trust and ability trust
function.

• Case 3: The variable degree of trust T(u,v) between
the sensor nodes u and v can be referred to as a key
factor effecting the successive time interval (τ ).

• Negative trust exists due to the behaviour of mali-
cious nodes in MANETs.

• Capacity trust is the degree of trust T(u,v) between
the sensor nodes u and v can be referred to as a
stand-alone efficiency.

• Ability trust is the participating sensor node capac-
ity for message transmission and routing in order
to establish trust relationship between the sensor
nodes.

• Safety trust is the degree of trust T(u,v) in the sensor
nodes u that confirms the network behavior on the
target node v.

• Security trust is the degree of trust T(u,v) in the
sensor nodes u prompt requests response, request
accomplishment and data packets transfer that to the
target node v.

• Experience trust states the past trusted sensor nodes
behaviour in MANETs for establishing future trust.

3.5.2. Integrated calculation of trust model
Depending on the assumption made in Section 3.5.1,
the degree of trust between the sensor nodes is esti-
mated. For the first three cases, we use three different
measurements to estimate the trust model. The expres-
sion for the calculation of the trust model is given
below:

• Depending on the assumption in Case 1, the degree
of trust between the sensor nodes u and v is Tτ (u,v),
which is expressed as

T(u, v) : t → R0. (13)

• Depending on the assumption in Case 2, the degree
of trust between sensor nodes u and v is Tτ (u,v),
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which is expressed as

Tt(u, v) = εTS
τ (u, v) + (1 − ε)TA

τ . (14)

where TS
τ (u, v) is the predicted trust value and TA

τ is the
ability trust evaluated value.ε is the modulus operator.

• Depending on the assumption in Case 2, the rate
change of trust degree between sensor nodes u and
v is Tτ (u,v), which is expressed as

ρτ (u, v) = dTτ (u, v)

dτ
. (15)

Additionally, the degree of trust between sensor nodes
u and v is predicted using evaluation iteration formula
that is expressed as

Tτ+1(u, v) = eρτ (u,v)Tτ (u, v). (16)

3.5.3. Trust computation inside the cluster
When a cluster head in ZRP sends a request across all
sensor nodes lying inside its range, the need of comput-
ing the trust rate within the cluster between the cluster
head and individual sensor nodes is necessary in such
cases. The degree of trust is used by the sensor nodes
to acknowledge the cluster head after the request is sent
by the cluster head. Therefore the degree of trust �Tch
insider a cluster is estimated as,

�Tch = (�Tch,1, �Tch,2, . . . , �Tch,n) (17)

Further, the degree of trust between cluster head and
individual sensor nodes is calculated by,

�Tch,u =

n−1∑
u=1

T(u, v)

n − 1
(18)

where �Tch,i is the trust rate vector between the cluster
head and an individual sensor node (u) inside the range
of transmission.

3.5.4. Trust computation between head nodes
The degree of trust between the cluster head sensor
nodes CH(u) and CH(v) is expressed as

Tτ+1(u, v) = eρτ (u,v)Tτ (u, v). (19)

This expression is quite important as the cluster head
sensor node carries the data of its own cluster and other
clusters.

3.5.5. Trust computation between clusters
The degree of trust between the clusters is estimated
with the help of a differential equation and the estima-
tion is carried out with the following equation:

TI
τ+�τ (u, v) − TI

τ (u, v)

�τ
+ μ0TI

τ (u, v)

= μ1TC
τ (u, v) + μ2TM

τ (u, v), (20)

where TC(i,j) is the security trust value, TI(i,j) is the
experience trust value and TM(i,j) is the negative trust
value.

4. Performancemetrics

The simulation is conducted using NS-2.34 simulator
for the proposed trust mechanism for MANET archi-
tecture. ZRP routing protocol is used as an extension to
provide support for the architecture of MANETs using
the simulator. The ZRP routing protocol takes care of
the entire routing process in MANETs. The network
architecture is formed with 100 sensor nodes mov-
ing randomly in an area of 1000 m× 1000m. Out of
100 sensor nodes, 10–50% of these sensor nodes are
considered to be malicious that drops the transmit-
ted packets at a dropping rate of 50–80%. Further, it is
assumed that 30 source-destination sensor nodes pair
makes direct communication with each other. Con-
stant Bit Rate (CBR) traffic model is used for trans-
mitting the packets between the source and destination
nodes at a constant rate of four packets/second, and
the destination nodes is assumed to have a pause time
of one minute. The total simulation time of the pro-
posed model takes place around 10.67min. The sensor
nodes joining the network is set with a trust level of
0.5 and the threshold trust value of each sensor node
is set as 0.4 [33]. The parameters required for simulat-
ing the MANETs under proposed behaviour is given in
Table 1.

In the proposed trust model, the packet drop ratio
occurs at various percentages in selfish nodes (50%
in MANETs) and this leads to collision or jamming
of packets. The recommender system is targeted by
blackhole attacks that provide dishonest recommen-
dations for all the sensor nodes to drop the packets
in MANET [34]. This attack allots false recommen-
dation to the recommender system that degrades the
trust value of estimated sensor node. It is assumed
that 20% of the nodes recommended are of this
type.

Table 1. Network configuration parameters.

Parameter Value

Total number of sensor nodes 100
Area for simulation 1000m× 1000 m
Mobility of sensor nodes 10m/s
Range of transmission 250m
Movement RandomWaypoint Model
MANET routing protocol ZRP
Total number of source-destination
node pairs 30
Capacity of transmission 2 Kbps
Traffic Type CBR
Size of packet 512 Bytes
Simulation time 500 s
Deviation threshold 0.5
Threshold trust value 0.4
Pause time 10 s
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5. Evaluation and discussions

The proposed method is evaluated using three QoS
parameters including packet loss, network throughput
and energy consumption. The proposed simulation is
carried out in MANETs between the wireless nodes
with misbehaving nodes. Three different cases are used
for testing the proposed trust model in MANET archi-
tecture that evaluates the reliability of a sensor node,
which is given below:

• Case 1: The packets are routed using ZRP routing
algorithm and sensor nodes has no trust relationship
with other sensor nodes;

• Case 2: The packets are routed using ZRP rout-
ing algorithm using packet forwarding rate and the
sensor nodes have a trust relationship with other
node;

• Case 3: The packets are routed using ZRP routing
algorithm and the sensor nodes have proposed trust
relationship with other node;

5.1. Effect ofmalicious sensor nodes w.r.t
performancemetrics

This subsection discusses the malicious sensor nodes
effect on various performance metrics including packet
loss, throughput and energy consumption inMANETs.
The performance is tested under various percentages of
malicious sensor nodes that ranges between 10% and
40%.

The results of overall throughput in the presence of
malicious sensor nodes inMANETs is given in Figure 2.
The graph shows a linear declination of throughput
in the presence of misbehaving nodes. It is inferred
from the graphs that Case 3 achieves higher through-
put level, Case 2 has a moderate throughput and Case 1
records the least. This shows that the proposed method
obtains higher overall throughput in the presence of
ZRP routing protocol than the other methods.

Likewise, the results of packet loss in the presence
of various percentages of malicious sensor nodes in

Figure 2. Overall throughput w.r.t various percentage of mali-
cious sensor nodes.

Figure 3. Packet loss w.r.t various percentage of malicious sen-
sor nodes.

Figure 4. Consumption of energy w.r.t various percentage of
malicious sensor nodes.

MANETs is given in Figure 3. The result shows a linear
inclination of packet loss rate in the presence of varying
percentages ofmalicious sensor nodes. It is seen that the
Case 1 has a higher packet loss rate, Case 2 has moder-
ate packet loss rate and Case 3 records the least. The
least packet loss ratio shows that the proposed method
is effective even if the malicious sensor nodes varies
dynamically.

Finally, Figure 4 shows the consumption of energy
due to the effects of varying percentages of malicious
sensor nodes. The result shows that energy consump-
tion is linearly increasing with varying percentages of
malicious sensor nodes. It could be inferred from the
results that Case 1 has a higher consumption of energy,
Case 2 hasmoderate consumption of energy and Case 3
almost records the least energy consumption than other
two cases.

Case 3 is tested further with Case 2 and Case 1 in
terms of combined QoS metrics to measure the trust
level of sensor nodes. It is evident from Figure 5 that
Case 3 has a higher trust level than other two cases. The
effect of energy consumption of sensor node trust value
is measured and it is inferred that as the total number
of sensor node interactions increases, the consumption
of energy tends to increase and this reduces linearly the
trust value.
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Figure 5. Trust level w.r.t various percentage of malicious sen-
sor nodes.

5.2. Effect ofmalicious sensor nodes w.r.t trust
level

This section discusses the trust level or the trustworthi-
ness of corrupt, modest and noble sensor nodes during
the coexistence of attacker nodes. In this evaluation, the
Case 3 model is compared with Case 2 (refer Figure 6),
since we consider trust level as an important factor to
study the effectiveness of malicious sensor nodes.

The trust level of noble sensor nodes is shown in
Figure 6(a). The total number of noble sensor nodes
considered for evaluation is 30 and it increases as
the total number of fortunate interactions with sensor
nodes increases with time. The evaluated result shows
that trust level for Case 3 is lesser than Case 2, since the
Case 2 model evaluates the trust values during packet
forwarding. On contrary, trust model in Case 3 esti-
mates all the factors associated in network for finding
the trust value of calculated sensor node.

The trust level of modest sensor nodes is shown in
Figure 6(b). The total number of noble sensor nodes
considered for evaluation is 17 and it increases as
the total number of fortunate interactions with sen-
sor nodes increases with time. It is seen that trust level
obtained through modest sensor nodes is lesser than
the trust level obtained through noble sensor nodes
(Figure 6(a)).

The trust level of corrupt sensor nodes is shown in
Figure 6(c). The total number of noble sensor nodes
considered for evaluation is 13 and it is noticeable that
the trust level of corrupt sensor nodes is recorded to be
the least. However, the result shows that the Case 2 has
higher trust level than Case 3 as all the corrupt nodes
conduct attacks on other nodes based on the available
energy resources as well as the sensor node intimacy is
recorded to be the lowest.

5.3. Effect of decisionmakingw.r.t trust level

For evaluating the identification of message, the pro-
posed system uses two metrics to test its perfor-
mance including Missed Detection Rate (MDR) and

Figure 6. (a) Trust level of noble sensor nodes. (b) Trust level of
modest sensor nodes and (c): Trust level of corrupt sensor nodes.

False Alarm Rate (FAR), which is given in following
equations,

MDR = Nmis

N
and FAR = Nf

Ni
,

where Nf is the number of false recognized by the
method, which is recognized as true packets, Ni is
the number of packets recognized by the method and
Nmis is the Number of true packets recognized by the
method, which is recognized as false packets and N is
the number of true packets recognized by the method.

Figure 7 shows the comparison of FAR between dif-
ferent cases. The result shows that Case 3 has lower FAR
than the other two cases. Similarly, theMDRofCase 3 is
lesser than the other two cases (Figure 8), which indi-
cates that Case 3 is reliable than the other two cases.
This shows that the proposed method is effective in
MANETs.
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Figure 7. FAR between different cases.

Figure 8. MDR between different cases.

6. Conclusions and future work

In this paper, we propose a new trust model and anal-
ysed the effectiveness of how a secured node can be
routed inside MANETs through QoS metrics. This
trust model makes use of direct, indirect and mutual
trust values between the sensor nodes to reflect the
behaviour of sensor nodes. The combination of all these
trust values helps to evaluate the trust level of indepen-
dent sensor nodes and provides the recognition of an
abnormal node in the network. The trust level for all
the sensor nodes is evaluated using QoS metrics that
provides an accurate recommendation for forwarding
the packets, thereby it reduces the packet drops. The
performance evaluation of the proposed trust model
obtains reduced packet loss, increased overall network
throughput and reduced energy consumption in the
presence of a varying percentage of malicious black-
hole nodes. Finally, it could be concluded that the pro-
posed trust method obtains improved overall network
performance.

Their results show that the proposed algorithm can
outperform the existing single trust-based model by
effectively filtering outmalicious nodes conducting var-
ious attacks, as well as penalizing attackers with loss
of reputation, which may lead to user satisfaction. In
addition, their model is efficient, with linear run time
complexity, achieving a close-to-optimal solution.

Disclosure statement

The learner could easily grasp the Qos, Black Hole attacks in
MANET using this framework. The Analysis report would
really help to upcoming researchers in this field.
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