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Abstract
The various application in Wireless Sensor Networks fascinated towards minimal and 
secure data transmission. In this paper, VEDSDA protocol is proposed to achieve reduc-
tion of data redundancy, data length and providing security for data transmission. The 
VEDSDA protocol used compression technique to reduce data length which helps to uti-
lize less energy consumption. The data compression technique involves leveling, encod-
ing and decoding phases. Levelling phase converts data to logical data where as encoding 
phase compress the data size at the source node and decoding phase decompress the data 
size at the destination. The voronoi diagram concept is used to encrypt and decrypt aggre-
gated data. Thus, VEDSDA protocol is compared with existing protocol and proves better 
enhancement.

Keywords Decryption · Environmental monitoring · Encryption · Military surveillance · 
Voronoi diagram · Wireless sensor networks

1 Introduction

Sensor motes are limited resource reserved devices that are grouped together to form Sen-
sor Networks. WSNs are applied in broad applications viz., military surveillance, environ-
ment monitoring, disaster recovery, etc. The VEDSDA protocol is focused on monitoring 
environment temperature and collectively transmits sensed data to BS In this scenario, 
WSNs are concerned about various challenges namely energy, limited bandwidth, node 
costs, deployment, security, time synchronization [1, 2].

The sensor node senses information and forward it to the destination via intermedi-
ate nodes. The intermediate node minimizes redundant data using max, min, avg and 
several aggregation functions before forwarding sensed data to the BS. In general, 
data aggregation strategies are classified into two categories i.e., structure based and 
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structure   free protocol [3]. The structure-based protocol is flat, cluster, grid and tree-
based protocols. In these protocols, data aggregation is done during the transmission 
phase whereas in structure-based protocols data aggregation is done in early phase irre-
spective of network size. Thus, there is no guaranteed packet delivery in structure  free 
protocol [4].

In the cluster-based protocols [5–7], the redundant data is aggregated at the Cluster 
Head (CH) and in turn, CH is responsible for successful packet delivery to the BS using 
multiple hops via., other CH s. In [8, 9], protocols are designed to elect a cluster head 
using residual energy and thus this process minimizes energy consumption [10–12].

The nodes actively participating in the network are exposed to numerous attacks. For 
example, malicious nodes can enter into the network easily, rival nodes can misguide 
trust worthy node present in the network and may cause congestion; Attacks on secrecy 
and authentication, attacks on network availability, stealthy attack against service integ-
rity [13–15]. The various cryptographic mechanism for WSNs guarantees data delivery 
to the Base Station. There are two cryptographic techniques namely public key cryptog-
raphy and symmetric   key cryptography. The proposed protocol focuses on public key 
cryptography, which obtains public key and private key using voronoi diagram.

1.1  Motivation

Since sensor nodes are limited energy constraint device, utilization of energy in an effi-
cient methodology is a challenging task. In addition to energy, detection of legitimate 
node for successful data delivery is an added constraint in WSNs. Therefore, it is essen-
tial to propose a secure data aggregation protocol to improve successful packet delivery 
and energy efficiency.

1.2  Contribution

The proposed protocol provides security for aggregated data. VEDSDA Encryption phase 
involves three steps viz., Levelling, Encode and Encryption. Data aggregation phase 
aggregates data by eliminating redundant data using XOR function, the aggregated data 
is then compressed using VEDSDA compression function which utilizes less energy for 
data transmission. VEDSDA decryption phase involves three steps viz., Levelling, Decode 
of data and Decryption. Data Encryption and Decryption uses private key and public key 
computed using voronoi technique. Hence, time complexity for computation is decreased 
compared with other existing cryptography algorithm and consumes less energy.

1.3  Organization

Section  2 presents description of existing works and background work is explored in 
Sect. 3. The problem definition and objectives are discussed in Sect. 4 wherein Sect. 5 
gives detail description on system and mathematical model of proposed protocol. Sec-
tion  6 presents performance metrics and performance evaluation. Conclusions is then 
encapsulated in Sect. 7.
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2  Related Work

This section discusses existing secure data aggregation protocols methodology, advantage 
and disadvantages.

Castelluccia et  al. [16] proposed a homomorphic encryption strategy. This scheme 
aggregate a data which is encrypted based on the statistical values viz, mean, variance 
and standard deviation of the sensed data. This scheme encrypts data using homomorphic 
encryption strategy. The objective of encryption scheme is to replace the cipher text with 
xor (exclusive OR) operation. The encrypted data is aggregated based on statistical values 
viz, variance, mean and standard deviation of the sensed data utilizes less bandwidth.

Acharya et  al. [17] have discussed order-preserving scheme, (OPES) for CDA (Con-
cealed data aggregation) to improve energy and protection against ciphertext only attacks. 
The sensed values are sorted and splitted into buckets. The bucket size depends on different 
OPES stages like Model, flatten, transform. The data are mapped into flattened value and 
then flat values are mapped into cipher value. The flatten stage guarantees the deviation 
between all the values that are unknown. Thus, gives better energy distribution over the 
network and increases robustness and communication overhead.

Xu et  al. [18] designed a new called PAVS for VSS. The vehicle senses the message 
and send to RSV s. RSV s verifies and classify data according to data classification algo-
rithm. Finally, RSV  s aggregates data using data aggregation algorithm. Thus, it resists 
sensing data link attack and increases scalability and data accuracy. It increases memory 
costs since it is necessary to hold long term secrets of data. Fu et al. [19] proposed Context-
Aware Search Scheme in Cloud Computing. The information present in the cloud is repre-
sented as a Conceptual Graph (CG). Based on CG two schemes are presented viz., PRSCG 
and PRSCG-TF, these two schemes are used to search an information in a certificateless 
secured channel. Thus, it provides security for searching information in a cloud.

Damodar et al. [20] presented a clustering algorithm using Voronoi diagram. This algo-
rithm computes the voronoi cells and forms cluster by grouping neighbour Voronoi cells. 
If similar cell points arise then similarity point is computed based on Euclidian distance. 
The various experiments are done using synthetic and biological datasets. The experi-
mental results demonstrated capabilities of the projected method. Nithya et  al. [21] pro-
posed Voronoi Based Genetic Clustering (VBGC) for energy efficient data aggregation. 
It reduces number of bits for data transmission. Thus, improves energy efficiency. But in 
this algorithm CH changes for every period of time. This leads to overhead and more time 
complexity.

Vamsi et  al. [22] presented a Secure Data Aggregation Framework for Wireless Sen-
sor Networks. The BS detects and classifies malicious nodes from the data aggregation 
process. BS sends a malicious nodes information which are detected with the help of IDS 
and reports to all nodes in the network. Thus, this framework guarantees secure path with 
lesser packet loss. Annapurna et al. [23] proposed a Secure Data Aggregation with Fault 
Tolerance for Wireless Sensor Networks. In this approach, the sensed information from 
the source node is divided into multiple shares and then transmits via different paths and 
sensor nodes transmit redundant shares. This results in overcome packet loss. Once data 
received at Base Station, all the shares combine via different path to avoid malicious nodes. 
This approach mitigates malicious nodes but, utilizes more energy for transmitting redun-
dant shares. Othman et al. [24] proposed novel approach for secure data aggregation using 
homomorphic encryption and Message Authentication Codes. Homomorphic encryption 
includes Elliptic Curve EIGamal algorithm to provide confidentiality for the sensed data 
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and uses MAC computational result with pirvate key and send to cluster head. The cluster 
head aggregates MAC, then forwards aggregated and encrypted data to the Base Station. 
The Bases Station decrypts the data. Thus, minimizes communication and computation 
overhead.

Razaque et  al. [25] proposed SDAACA protocol. The SDAACA involves two algo-
rithms viz., Secure Data Fragmentation (SDF) and Node Joining Authorization (NJA). 
The SDF algorithm fragment data into small pieces where as NJA authenticates the newly 
entered node in the network to avoid sybil and sink hole attack. This protocol provides an 
increased end-to-end delay, reliability and minimum energy utilization in the presence of 
Sinkhole and Sybil attacks. But, the scalability of protocol is limited.

Mahimkar et  al. [26] proposed a Secure Data Aggregation and Verification (Secure 
DAV) protocol. The sensor nodes stores and broadcasts its EC Public key/private key to all 
nodes among the clusters. Each cluster are assigned with the cluster key. The shared public 
keys/private keys and cluster keys are different and the shared cluster keys generates, par-
tial signature. Next, cluster head accumulates all partial signature and then forwards to full 
signature to the Base Station. Finally, BS verifies the signature with the help of public key. 
SecureDAV protocol ensures that BS never accepts false data injected by malicious nodes.

Cam et al. [27] presented Energy-efficient and Secure Pattern-based Data Aggregation 
protocol for Wireless Sensor Networks. In this protocol, the sensor nodes forwards only 
non-redundant data to the CH based on the pattern code. Each sensed data has a corre-
sponding pattern code and for the data transferred to the CH. The CH permits only unique 
pattern code. Therefore, CH receives only non-redundant data and it reduces minimum 
energy utilization. But there is a chance of missing useful information.

Sanli et al. [28] presented Secure-Reference-Based Data Aggregation (SRDA) protocol 
to improve energy efficiency. This protocol reduces the number of bits transmitted towards 
base station and secure connectivity between source and the destination. In this protocol, 
sensor nodes are grouped together and assigned to different deployment grids. Each sensor 
groups and neighbour groups are shared with local and global keys respectively, which are 
used to provide connectivity between local group and neighbour group of the sensor nodes. 
This key distribution scheme guarantees secured channel and less memory consumption.

Suat et al. [29] discussed Integrity Protecting Hierarchical Data Aggregation in Wire-
less Sensor Networks. This scheme distributed different encryption keys for sensor nodes 
to encrypt data. The sensor nodes are split into different region and keys are distributed 
based on region. Based on the encryption key, the base station differentiates its encrypted 
and aggregated data. This scheme provides data integrity and confidentiality by utilizing 
more amount of energy because of multiple key encryption procedure.

Ozdemir et al. [30] presented a DAR protocol for data aggregation and authentication 
of sensor data. This protocol detects false data injected by compromise nodes and avoids 
forwarding false data to the aggregator to aggregate the data. This protocol uses two sub-
MAC to provide authentication. First subMAC used for encrypted data and the other for 
plain data. The aggregator aggregates both the subMAC and form two FMAC s likely to 
subMAC s and then transmit to Base Station through intermediate nodes. The intermediate 
nodes verify encrypted data integrity and provides better approach to improve security but, 
injects large false data leading to overhead and consumes more energy.

Shim et  al. [31] proposed Secure Data Aggregation Scheme in Heterogeneous WSNs 
based on appropriate cryptographic primitives. The author has presented three schemes to 
provide security to the aggregated data viz., Sen-SDA, an identity-based signature scheme, 
and a batch verification technique. The Sen-SDA scheme is a combination of Homo-
morphic Encryption, EC-ElGamal+ and the pairing-free IBS scheme. An identity-based 
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signature which are used to identify the nodes where as a batch verification technique finds 
invalid signatures in heterogeneous clustered WSNs. Thus, this protocol provides confiden-
tiality for the sensed data.

3  Background

Zhang et al. [32] proposed MODA, CODA and RODA schemes. The raw data is sensed 
and received by MODA and the data compression is done by CODA to reduce energy utili-
zation. After data compression, the redundant data is eliminated and is encoded into binary 
language. This encoding process formulate the encoding format with field and value. If the 
sensor node does not sense data then, the corresponding field value is placed with the value 
0. Thus, encoding process consists of more zero elements which increases communication 
cost. Therefore, RODA randomly selects zero element’s position and it is encrypted. So, 
RODA hides the position of non-zero element.

Hence, in our work, we focused on compressing data which reduces energy consump-
tion and securing data using voronoi concept which helps to encrypt and decrypt the data. 
Thus, VEDSDA protocol achieves secure data aggregation.

4  Problem Definition

The network comprised of n number of nodes, each sensor node is having limited energy 
resource and nodes are grouped together and form k numbers of clusters in the network. 
Each sensor node in the network senses multiple information s, that are probably redundant 
ones. Therefore, redundant data transmission utilizes more energy and if the information 
size is large, it requires more energy for transmission. It is also necessary to secure the 
sensed information with limited resource parameter. The existing algorithms utilizes maxi-
mum time, energy and minimizes packet delivery ratio.

The main objective of the research work are: 

(1) Effectively utilizes the energy of the network,
(2) Minimizes packet size and
(3) Maximizes packet delivery ratio.

Assumptions: 

(1) Each nodes in the network senses moderate environment temperature between 30-35
(2) Initial energy level of all nodes remains same.

5  Implementation and Mathematical Model

To control the drawback of existing data aggregation, VEDSDA protocol focuses on 
reducing data size before data transmission and distributes encryption key to source and 
sink node respectively. The keys are obtained using voronoi concept which make use 
of minimum energy and time complexity. VEDSDA involves three phases which are 
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depicted in Fig. 1. (1) VE phase (2) Data Aggregation Phase (3) VD phase. Algorithm 1 
shows VEDSDA system flow algorithm.

Algorithm 1: VEDSDA algorithm
Procedure VEDSDA

Input: S, a set of Sensor Nodes.
Output: BS receives temperature data sensed by sensor nodes
begin

step 1: Event Generation (Senses Raw data)
X = d1, d2.d3, d4, , , , dN

step 2: VE(S,X)
step 3: Data Aggregation( )
step 4: Forwards data to BS
step 5: VD( )

Lemma 1 C ⊲ S → C where C =
∑p

i=1
S

Proof Consider C = {C1,C2 ,C3 ,⋯CM} as a group of M clusters derived from a set of 
N sensor node, S = {S1 , S2 , S3 ,⋯ SN} . Each cluster Ci composed of p sensor nodes such 
that Ci = {S1 , S2 , S3 ,⋯ Sp} .   ◻

5.1  Voronoi Encryption Phase (VE Phase)

The Lemma 1 proves that p nodes are in each cluster senses environment temperature 
and ensures that temperature senses between 30 and 35 °C. This phase involves three 
steps shown in Algorithm  2 viz., (1) Levelling (2) Alpha Encoding and Compression 
Function (3) Voronoi Encryption.

Fig. 1  VEDSDA system flow diagram
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Algorithm 2: Voronoi Encryption
Procedure VE(S, X)

Input: S - a set of Sensor Nodes, X raw data
Output: Encrypted data
begin

step 1: Levelling

for X ← 0 to length(X) do
if d(i) > 30 d(i) < 35 then

L = d(i)mod0

else
L = 0

step 2: statistics = AEC( )
step 3: Data Aggregation( )
step 4: VE(statistics, VP ubKey)

Algorithm 3: Voronoi Decryption
Procedure VD(Rd, VSecKey)

Input: Rd Data received form Sensor Nodes
Output: Decrypted data
begin

step 1: V D(Rd, VSecKey)
step 2: ADC( )
step 3: Levelling

for Rd ← 0 to Rd do
Rd = Rd + 30

step 4: VE(statistics, VP ubKey)

(1) Levelling

The sensed temperature statistics from sensor nodes are levelled using Eq. 1.

where L(node(i)) levelling value of nodei.

(2) Alpha Encoding and Compression Function

In the first step, the L(node(i)) is encoded into binary statistics. Figure 2 shows the 
encoding and decoding format. In Fig.  2, the fields indicate the position of levelled 
value. Based on levelled value, the respective fields are padded with 1 and other fields 
are padded with 0s.

(1)L(node(i)) =

{

D(i)mod 0 if D(i) > 30 andD(i) < 35

0 otherwise

Fig. 2  Encoding and decoding 
format

index

value

1 2 3 4 5
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In the second step, the binary statistics reduce energy utilization with light weight compres-
sion on Eq. 2, where � value is computed using Lemma 2. Thus, reduces number of 0 s trans-
mitting over the network and saves transmission energy of each sensor nodes.

where � hides the position of 1 and provide security which in turn reduces the size of 
packet for data transmission. Thus, it helps to consume less energy during transmission 
phase. padded with 0s.

Lemma 2 If F(i) = 1 then � = index(Field(i)).

Proof If the Field value is 1, then the respective field index is represented as �value . For 
example, the value 1 in Fig. 3 is located under index 4. Therefore, consider 4 as � value. 
Then the statistics � 0 are encoded as 40.   ◻

(3) Voronoi Encryption Phase

The compressed value in phase ii is encrypted using VPubKey which is computed by number 
of vertices in Voronoi diagram for N nodes. The VPubKey is 2n − 5 as shown in Fig. 3 source 
nodes header format is stored in all sensor nodes present in the network.

5.2  Data Aggregation Phase (DA Phase)

The encrypted sensed data captured from the function VEnc(Ed(node(i)),VPubKey) forwards 
to Cluster Head (CH). Then, the CH head aggregates data by using Exclusive-OR logic and 
eliminates redundant data. After aggregation, the data is forwarded to BS through intermedi-
ate CH.

5.3  Voronoi Decryption Phase (VD Phase)

In this phase, the received data from source node is decrypted in step(i) and decoded in 
step (ii). Finally, in step(iii) the statistical value is levelled to obtain original environment 
temperature.

(1) Voronoi Decryption

The base station involves in decrypting data by using VSecKey stored in BS routing table 
(shown in Fig. 4) using Theorem 1.

(2)Ed(node(i)) = �0

(3)� = 5 pos

(2n−5)
V PubkeyNode_ID    Cluster_ID    Cluster_Head     Residual_Energy

Fig. 3  Source node routing table
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Theorem 1 The Voronoi Secret Key derives Voronoi Public Key

Proof Equation 4 derives the public key using Eq. 5 and it is proved in the following steps. 
Equation 5 is written with assigning VEdge value from Eq. 6. Equation 6 is a standard for-
mula to obtain the number of edges in the voronoi diagram.

  ◻

Theorem 1 proves VPubKey derivation using VSecKey to decrypt the statistics received from 
sensor nodes.

From Theorem 1, it is clear that the obtained VPubKey is same as VPubKey stored in Sensor 
Nodes. With this key, the encrypted statistics is decrypted.

(2) Alpha Decoding and Decompression Function

In this phase, the decrypted data is decompressed by separating integer and zero value. 
The obtained integer is represented as � in Eq. 7.

Once the decompression is completed, the data is decoded with the use of � value com-
puted during decompression which is used to locates the exact position of 1s

Based on pos value place 1 in the respective field in the encoding format and remaining 
fields are padded with 0 s . Thus, in this step, data is decoded into binary statistics. Finally, 
in the next step binary statistical data is levelled to original information.

(3) Levelling

(4)VSecKey ⊢ VPubKey

(5)2VEdges = 3VSecKey

(6)VEdge = VPubKey + N − 2

2(VPubKey + N − 2) = 3VSecKey

2(VPubKey + N − 2) = 3VPubKey + 1

∵VSecKey = 3v + 1 and v = VPubKey

2VPubKey + 2N − 4 = 3VPubKey + 1

2N − 4 − 1 = 3VPubKey − 2VPubKey

2N − 5 = VPubKey

∴VPubKey = 2N − 5

(7)Dd = �0

(8)pos = 5 �

Fig. 4  Base station routing table VSecKey
(3v+1)

BS_node_id             Residual_Energy
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The statistics computed in preceeding step is summed with integer value 30 °C to 
originate the original temperature sensed by the sensor nodes. The detail course of 
action is illustrated in a step by step procedure.

Illustration 1 In Fig.  5, given N = 18 , M = 3 , P = 5 , 
S = {s1, s2, s3, s4, s5, s6, s7, s8, s9, s10, s11, s12, s13, s14, s15, s16, s17, s18}.

Step 1 According to Lemma 1, the number of sensor nodes (N) pre-
sent in the network group (S) and set (S) is derived into subgroup (C). Con-
sider cluster C1 = {s1, s2, s3, s4, s5, s6} , C2 = {s7, s8, s9, s10, s11, s12} and 
C3 = {s13, s14, s15, s16, s17, s18} whereas, S4 , S9 and S16 are the CH for C1 ,C2 ,C3 
respectively.

Step 2 S1 senses raw data 32, S2 senses raw data 35, S3 senses 33, S5 senses 33, S6 
senses 28.

Step 3 Levelling (using Eq. 1)

Step 4 AEC Phase 

 (i) Encoding 

 (ii) Compression 

S1 ← 32%30 = 2

S2 ← 35%30 = 5

S3 ← 33%30 = 3

S5 ← 33%30 = 3

S6 ← 28%30 = 0(discarded)

S1 ← 01000

S2 ← 00001

S3 ← 00100

S5 ← 00100

Fig. 5  Encoding and decoding 
format
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Step 5 The compressed value in Step 4 is encrypted using VPubKey which is com-
puted by number of nodes in Voronoi diagram. The VPubKey is 2n − 5 , standard for-
mula to obtain the edge count in voronoi diagram. 

Step 6 The encrypted data from each sensor nodes are forwarded to Cluster Head. Whereas 
CH oversees data aggregation.

The CH applies Ex-XOR logic to eliminate data and hence, obtains aggregated data as 51, 
81 and 61.

Step 7 The data aggregated are then forwards to the Base Station. The BS decrypts 
received data based on VSeckey . The VSeckey is derived from number of edges in Voronoi 
diagram. The VSeckey = 3v + 1 . From theorem 1, the proposed algorithm obtains VPubKey 
which is encrypted at source node with the help of VSeckey . Therefore,

S1 ← 20

S2 ← 50

S3 ← 30

S5 ← 30

S1 ← 20 + 2(18) 5 = 20 + 36 − 5

= 20 + 31

= 51

S2 ← 50 + 2(18) − 5 = 50 + 36 − 5

= 81

S3 ← 30 + 2(18) − 5 = 30 + 36 − 5

= 30 + 31

= 61

S5 ← 30 + 2(18) − 5 = 30 + 36 − 5

= 30 + 31

= 61

S1 = 51

S2 = 81

S3 = 61

S5 = 61
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Step 8 After the decryption is done, obtain � value using Eq. 7.

Hence,

Step 9 Decode the data received from step 8 by placing 1 in the respective index and 
remaining padded with 0 as proved in Lemma 2.

Step 10 Finally, this step, level the value to numerical value and multiply with value 30 
which is used to obtain mod in the first step to obtain original sensed data. 

 (i) Levelling 

 (iii) Addition 

The obtain data from step 10 is similar to data sensed by the sensor nodes. Thus, our pro-
posed protocol provides the security for temperature readings sensed by sensor nodes with 
minimum energy utilization and promising data reception at the base station without packet 
loss.

S1 ← 51 − 2(18) 5 = 51 − 36 − 5

= 51 − 31

= 20

S2 ← 81 − 2(18) − 5 = 81 − 36 − 5

= 81 − 31

= 50

S3 ← 61 − 2(18) − 5 = 61 + 36 − 5

= 61 − 31

= 30

S1 = 20

S2 = 50

S3 = 30

�1 = 2

�2 = 5

�3 = 3

S1 ← 01000

S1 ← 00001

S1 ← 00100

S1 ← 2

S1 ← 5

S1 ← 3

S1 ← 32

S1 ← 35

S1 ← 33
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6  Simulation and Performance Evaluation

The VEDSDA protocol is simulated using NS2 and compared with MODA [38]. The sim-
ulation environment network size varies from 50 to 300 nodes respectively. The area is 
configured to 1000 square meters. The sink node is situated at 500sqm and the simulation 
variables are shown in Table 1.

6.1  Performance Evaluation Parameter

Communication cost It is defined as quantity of time required for transmitting data.
Packet delivery ratio (PDR) It is the fraction of number of data received at the base sta-

tion per time.
Encryption time The time taken to encrypt data sensed by sensor nodes.
Decryption time The time taken to decrypt data received at the BS.
Energy consumption The total energy consumed for transmitting data from source to 

base station
Throughput rate The rate of data packet transmitted per unit time.

6.2  Performance Evaluation

The communication costs of MODA [32] and proposed protocol VEDSDA is depicted in 
Fig. 6. In MODA [32], the number of bits is reduced to 3 so that it helps to reduce the 
communication costs and increases overhead due to random selection of zero element for 
hiding. Where as, in VEDSDA protocol AECF algorithm compress the sensed data to 2 
bits which reduces communication costs compared with MODA. Thus, AECF algorithm 
achieves 37% improvement over MODA algorithm.

Figure 7 shows VEDSDA protocol that exhibits increased constant PDR compared with 
MODA. The reduction of redundant data and data length ensures lesser energy utilization 
and better network connectivity. VEDSDA protocol shows 5% improvement over MODA 
protocol. The results satisfies the improvement even with the introduction of various mali-
cious nodes in each execution.

Table 1  Simulation variables Parameter Values

Sensor nodes 50, 100, 200
Network topology 500 m * 500 m
Traffic CBR
Transmission range 40 m
Maximum clusters 16
Startup energy 1 J
packet length 64
Transmission energy 0.016 J
Reception energy 0.018 J
Idle energy 0.0005 J
Simulation time 20000 s
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Figure 8 and Table 2 depicts the comparison of encryption time simulation results is 
analysed with MODA algorithm. VE encryption algorithm involves one-point addition and 
one scalar multiplication where as MODA algorithm consists of two scalar multiplication 
and one-point addition. The complete VE process executes n times and MODA algorithm 

Fig. 6  Communication costs 
compared with existing protocol 
MODA
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Fig. 7  PDR of VEDSDA and 
MODA
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Table 2  Communication cost, energy consumption and throughput rate

Number of 
nodes

Data length in bytes Average energy in mJ Throughput rate

MODA VEDSDA MODA VEDSDA MODA VEDSDA

50 31 12 0.41 0.23 83.34 91.4234
100 62 25 0.56 0.37 109.356 168.654
150 93 37 0.67 0.56 120.42 170.234
200 125 50 0.94 0.71 133.356 170.654
250 156 62 1.23 0.89 133.43 175.432
300 187 75 1.57 1.18 133.785 175.56
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executes ct ∗ nb ∗ m times. This shows that VE algorithm performance is 18.4% more 
compared with MODA algorithm.

Figure  9 shows the Decryption time taken by VD algorithm and MODA algorithm. 
Table 3 provides the comparison of simulation result. The basic mathematical operations 
viz., one-point addition and one scalar multiplication inclusion in VD algorithm increases 
operation speed whereas MODA algorithm also uses one-point addition and one scalar 
multiplication. But the complete process in MODA algorithm executes nbn times and VD 
algorithm executes n times. Thus, VD algorithm exhibits 12.9% improvement in decryp-
tion time compared with MODA algorithm.
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The energy consumption of both MODA [32] and VEDSDA algorithm is shown in 
Fig. 10. In a network, energy utilized for data transmission depends on various bits trans-
mitted in a network. The MODA algorithm compressed data length which are collected 
by nodes to three bits (Table  4). In VEDSDA algorithm, AECF function reduces data 
Fig. 10  Energy consumption
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Fig. 11  Throughput
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Table 3  Encryption and 
decryption time

Data length in 
bytes

Time in ms (encryption) Time in ms (decryption)

MODA VEDSDA MODA VEDSDA

100 2898 1700 2981 1239
200 3567 2584 3590 2235
300 4813 3390 4739 3143
400 5121 3998 5343 3609
500 5806 4354 5829 4303
600 6098 4921 6321 5098
700 7432 5634 6684 5584
800 6099 6099 7201 5910
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length to two bits. So, AECF function transmits lesser number of bits when compared with 
MODA algorithm. Therefore, VEDSDA algorithm consume lesser energy for transmitting 
data. Hence, VEDSDA achieves 39% improvement over MODA algorithm.

Figure 11 conveys throughput rate of VEDSDA and MODA. It depicts that VEDSDA 
protocol provides early data delivery to the BS compared with MODA algorithm. This is 
due to lesser data transmission using AEDC and strong VED algorithm. The AEDC algo-
rithm reduces data size to 2 bits. Thus, helps to deliver data to the destination with lesser 
time. Figure presents 42% high throughput rate compared with MODA algorithm.

The result in Table 5 shows time complexity of VEDSDA and MODA algorithm. Fig-
ure 12 shows execution process time of VEDSDA protocol is less compared with MODA 
algorithm.

7  Conclusions

The communication costs used for data transmission is minimized using AECF and AEDF 
function to reduce data size. This shows improvement in energy utilizatio and data com-
pression, VEDSDA protocol consists of VED technique which exhibits larger PDR with 
lesser energy consumption and guarantees security for data sensed. The VED technique 
involves lesser energy over existing protocols due to minimum calculation in encryption 
and decryption. Therfore, this protocol provides 37% Communication Costs, 5% Through-
put Rate, 18.4% Encryption Time, 12.9% Decryption Time, 5% Packet Delivery Ratio and 
39% Energy Consumption improvement over existing protocol.

Table 4  Packet delivery ratio Number of malicious nodes Data length in bytes

MODA VEDSDA

2 1 0.98
4 1 0.98
6 1 0.98
8 1 0.98
10 1 0.98
12 1 0.98

Table 5  Time complexity Number of clusters Time complexity

MODA VEDSDA

O(c
t
n
b
m) O(n)

10 400 50
20 800 100
30 1200 150
40 1600 200
50 2000 250
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