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Abstract

Department of Electrical and Computer Engineering
Doctor of Philosophy

Models and Algorithms for Soft Error Rate Estimation in ICs

by Georgios-loannis Paliaroutis

In state-of-the-art technologies utilized to design Integrated Circuits (ICs), failures,
called Soft Errors caused by factors such as radiation or alpha particles, constitute
a significant threat for circuit reliability. Many studies have focused on analyzing
Soft Errors’” effect on memory elements such as flip-flops, DRAMs and SRAMs. On
the other hand, the protection of the ICs combinational part to external parameters
has several shortcomings. For this reason, the evaluation of systems susceptibility
to Soft Errors, regarding combinational logic as the primary part of the analysis, by
an accurate and fast tool would be beneficial for the technology community.

The continuous downscaling of device feature size and the reduction in supply
voltage in CMOS technology tend to worsen this severe problem. Many methodolo-
gies have tried to model and simulate transient glitches induced by particle strikes.
However, some of them are not considered accurate since they analyze transient
faults without taking into account all the appropriate parameters, and others are not
fast enough. This PhD dissertation describes a fast simulator based on a method-
ology, which focuses on the modeling of glitches generation and their propagation
at the circuit gate level. Therefore, ICs susceptibility to these effects is evaluated,
calculating Soft Error Rate (SER). Furthermore, SER estimation of ICs, taking into
consideration multiple transient faults, is a necessary process and is a fundamental
aspect of the particular work.

A reliable tool was developed, basing on Monte-Carlo simulations, the modeling
of masking mechanisms (Logical, Electrical, and Timing), and the consideration of
placement information. ISCAS” 89 benchmarks were designed, utilizing two differ-
ent technologies, and their SER is evaluated in FIT (failure in time), which is equiva-
lent to the number of failures per one billion hours. Furthermore, SER is estimated,
considering some significant factors such as sensitive regions, reconvergence pulses,
the RC models, since they have a critical impact on the proposed analysis. The ex-
periment results execution time for circuits is quite satisfactory, and the process is
accelerated even more by implementing parallel programming. Finally, TCAD and
SPICE simulations are employed to characterize transient faults and verify results
obtained by the proposed tool.
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[TANEIIYXTHMIO OEXXAAIAY

Greek Abstract

Turuo Hiextpordywy Mnyavixav & Mnyavixov Tnoloyiotoy
Awaxtopuxry Awteln

Movtéha & Ahyopriuol yio tnv Extiunon tne Xuyvotnroc MetaBatindv Xgoiudtewy oe
Oloxinpwuéva Kuxhopata

edpyiog - Indvvng Hohopoltng

Y1ig o0yypoveg TeEYVOROYIEC TOU YENOWOTOLOUVTOL YOl TOV GYEDIAOUO ONOXANPWUEVKY
XUXAWUATWY, oL Sortapoyéc mou yopoxtneilovton wg Soft Errors nou mpoxololvton and
e€WTEPUOUE TORAYOVTES, OTWS 1) axTVOBOAA o T CWUATIOLL o ATOTEAOUY CNUAVTLXY
amELAT] 1ot TNV A€loTo Tlat TV XUXAOUETLY. MEypl oTiyuhc, o TANOea UEAETWY EMXEY-
TeWUNXe TNy avdiuon g enidpaone twv Soft Errors oe otovyela uviung énwe to flip-
flops, Tic DRAMS xou ti¢ SRAMSs. Ané v dhhn theupd, 1) tpoctacio Tou GuVBUUC TIX00
HEPOUC TV OAOXANPOUEVODY XUXALUATOY (hoYxég mUAeC) and Toug eEmTepols mopd-
YOVTEG €)EL axOuT opXeTd YetovexThuato. I'iot to Adyo autd, n adlohdynon tng evaoinoiog
TwV cvoTNUdTeY ota Soft Errors and éva a&iomioto xou yeryopo cpyoheio Ya wpehovoe
ONUOVTIXE TNV ETUO TNUOVIXT] XOLVOTNTA.

H cuveync pelwon tou yeyédouc twv tpavliotop dmwe eniong xou 1 Uelwon Tng Tdong
TEOPOBOGLOC TEVOLY VoL ETULBEVHDCOLY TO TEOUVAPERVEY GoBupd TEdBANUL Tou oyeTileToL
e TNy Untoegn opoludtwy. IlodAléc uetodoloyicg €xouv TpooToOEL VO UOVTEAOTIOLAOOLY
X0l VO TPOCOUOUDCOLY TIC BLATORUYES TTOU TPOXAAOUVTAL. 2GTOCO, OPIGUEVA Al oUTE T,
epyoheio dev elvon apxeTd axel3r), xaddg TEOGOUOLWVOUY THEOBLXA To GPIAUATA Ywelg Vo
AoBavouy uToT OAEC TIC XUTAAANAES TORUUETEOUC EVW ETlomNG dAAeC pedodoloyieg Bev
elvon apxeTd YP1YOpES. XUVETKS, 1) CUYXEXPWEVT DLUTELBT TEQLYPAPEL VY YRTYORO Xol
a&LOTOTO TPOCOUOIWTY Bactouévo ot uia uedodoloyia mou e TIdlEL 0NV YpovIE OTOMON
NG EUPAVIONC XOU TNG BLABOOTE TLY BUGAELTOURYUDY GTO ETUTEDO TKV AOYIXGDY TUAGY Xdde
XUXAGUATOC. BUVETWS, 1) avIeEXTIXOTNTA TV OANOXANEWUEVDY XUXAWUATODY aZlOAOYE(TE
unohoyilovtoc to Soft Error Rate (SER). Emniéov, n mdavotnto Umopéng molamhédy
GpoALdTOY, elvan amapaiTnTy xou anotehel Bactx TTuy T TNG cLYXEXEWEVNS uedodoloyiag.

To cuyxexpiuévo epyaleio mou Tapovotdletar avantUyInxe BactloUevo 6Ty TEY VXY
Twv Monte-Carlo npocouoi®doewy, 6Tny OVTEAOTOINGT TWV UMY OVIOUMY TIOU ATOTRETOLY
Vv dddoon twv opoludtwv (logical, electrical xou timing masking) xo v yenot-
pomolnon e Ywetx g SIITaENS TwV AoYIXWY TUAMY Tou xde xUuxhOpatog. To xuxAo-
Moo OTAL OTtolaL EPUPUOCAUE TNV TEOTEWVOUEVY Uedodoroyia etvon Ta ISCAS 89 ta onola
oYEBGoTNXAY YeNnoyoTolVTaS 00 SlapopeTixég teyvoloyiec. Emmiéov, to SER un-
ohoyiletan AowPdvovtog unodn OELOUEVOUS GNUAVTIXOUE TIOREYOVTES, OTWE 1) EVPECT) TWY
evaloinTwy mepoydvy xde moOANg, N mdavotnTa ol maAuol tou oyetiovton Ye To (Lo
G@IAHL Vo cLYXAVOUY GTNY (Bl TOAN oo BLPOPETIXG LOVOTIATLOL TUPOUOLES YPOVIXES
otypéc xou ta povtéha RC, xaddde €xouv xploto avtixtumo oTny TpoTEVOUEVT) AVIAUGT).
O ouyxexpyévog napdyovtog utohoyiletan 1600 wg mavotnta odkd xou oe FIT (failure
in time) nou 1woduvopel ye Tov apriud TV PAABOY TOU TEOXAAOVVTOL 0VE £VOL BLOEXATOU-
uoplo Mpeeg.

O Ypbvoc eEXTEREONC TWV TELPUUATWY YLOL T CUYXEXPUIEVO XUXADUATO EVOL AEXETH
IXUVOTIOLNTIXOE XATL TO OTO{0 EMLTEDYVNHE HAVOVTAS YEY|OT) X0 EVOWUATOVOVTIS TNV TEY VLX)
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TOU TORIAANAOU TROYEUUUATIONOV OTNY ouyXexpLuévn uedodoroyio. Téhog, Ta epyoheio
Synopsys Sentaurus TCAD xo Synopsys HSPICE ypenowonotodvion yia Tov yopox-
TNEWOUO TV BUCAEITOURYLWY X0t TNV eNAANIELOT TWV ATOTEAEOUATLY oL houBdvovTton
ono TO MPOTEWOUEVO EQYUAELD.
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Chapter 1

Introduction

1.1 Introduction

VLSI Integrated Circuits (ICs) constitute integral parts of modern systems. For this
reason, their reliability and performance have always been a matter of great concern
and a challenge for designers, let alone in recent years, since chips are more vul-
nerable to radiation-induced hazards due to the continuous shrinking of the CMOS
technology. Many malfunctions to critical devices can be created by failures induced
by external parameters. In other words, the aspect that only space systems can be
affected by cosmic radiation has been refuted since it is well known now that terres-
trial applications are sensitive to ionizing particles and necessitate higher reliability
levels [1]. Alpha particles emitted from radioactive impurities in package material
and high-energy particles from cosmic radiation may strike the silicon of an IC, re-
sulting in unexpected behavior for systems. In particular, when such an incident
occurs on a transistor, several electron-hole pairs are created, which, in turn, may be
collected by the depletion region. This disturbance may momentarily cause a change
at a gate’s output logic state, which is well-known as a Single Event Transient (SET).
Therefore, the evaluation of SETs behavior is an essential process and can increase
systems efficiency. The particular procedure should be implemented in many cir-
cuits taking into account the ICs timing and placement information to ensure that
chips functionality can be correct even in the presence of malfunctions. Hence, con-
clusions about ICs reliability requirements can be obtained, which can be exploited
by VLSI designers to create more reliable chips.

Permanent and transient faults are the types of disturbances, which may have
an impact on circuit performance. The former are caused during the ICs fabrication
and testing phase, while the latter occur during application operation. The proposed
methodology focuses on the Transient Faults (TFs) analysis provoked mainly by al-
pha particles emitted from radioactive impurities in the packaging material of the
ICs, and high-energy particles, mostly neutrons, from terrestrial cosmic rays. Due to
transient glitches, the IC functionality is momentarily affected without causing per-
manent damage to devices. However, according to many studies, this type of fault
is considered a significant problem since many failures are transient. Therefore, TFs
influence analysis on circuits combinational part is crucial, especially for critical sys-
tems that should function properly. Their simulation is considered a complicated
process, comparing with the modeling of the permanent failures. In other words,
the time at which a particle hits a circuit should be taken into account as well as
the ICs’ electrical properties should be analyzed. Therefore, an electrical level sim-
ulator such as SPICE would be very beneficial. SPICE simulations provide accurate
results, even though transient faults simulation, especially for large-scale circuits, is
a time-consuming process since, at any time, any cell can be affected by a particle
hit.
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2 Chapter 1. Introduction

1.2 Key Definitions

Soft Error Rate (SER) is defined as the rate or probability of soft errors, which oc-
cur in a device or an application. A Soft Error at circuit level is an error that may
result in a change of a Flip-Flop (FF) state. It is called "soft" since it does not cause
permanent damage to ICs, but circuits proper operation may be affected temporar-
ily, leading to unpredictable results. The reliability of modern systems depends on
soft errors that can be caused by radiation-induced faults. The principal sources are
high-neutrons, which derive from the atmosphere and the alpha particles in chip
packaging. Therefore, their characterization, taking into account some critical pa-
rameters, i.e., different values for the temperature and supply voltage, is a signifi-
cant process of the particular methodology.

Particle hits are induced by the impact of alpha particles or radiation-induced par-
ticles on circuits. Alpha particles usually are generated by material package impu-
rities, while high energy particles are caused by cosmic radiation.

A SET in the combinational part of an IC is a transient disturbance caused on a gate’s
output voltage pulse due to a particle hit. The logic state of the affected gate may be
changed if the particle’s energy is sufficient to affect its behavior. Transient distur-
bances propagate through a circuit and may approach memory elements.

The Monte-Carlo method belongs to the category of algorithms based on repeated
random experiments to extract numerical results. In the particular methodology, a
sufficient number of Monte-Carlo simulations with random input parameters are
conducted to have an accurate SER estimation.

Masking Effects are the three mechanisms (logical, electrical, timing) that prevent
transient faults from propagating through ICs and causing soft errors.

Due to Multiple Events Multiple Transients - Single Event Multiple Transients
(MEMTs-SEMTs), multiple transient faults are induced in circuits. The former case
means that multiple particle hits can affect ICs, while in the latter situation, multiple
disturbances can be provoked by a single particle hit.

1.3 Digital - Sequential Circuits

Combinational
Part

L
i .

FIGURE 1.1: Description of sequential circuit.

Outputs

‘ Inputs ‘ ‘MemoryEIements‘

Digital circuits are electronic devices, which process information using digital
signals. In other words, values 0 and 1, i.e., the low and high voltages, constitute
the discretization of the analog signals. The operation of the digital circuits is more
simplistic in comparison with the analog systems functionality. In other words, it
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is easier the simulation of an electronic device, which switches into several known
states, than to a continuous range of values. Therefore, the former can be more easily
programmed and analyzed in comparison with the latter. Digital circuits comprise
logic gates and memory elements, and more complex systems can be manufactured,
combining these components. For this reason, sequential circuits (Figure 1.1) were
used to analyze the proposed SER methodology. Binary information can be stored
by FFs, as systems output depends on the logic value of inputs for many clock cycles.
The nature of TFs, as mentioned before, is non-destructive, but it may affect the
proper digital ICs operation leading to malfunctions. A drawback associated with
the downscaling of the ICs device feature size is that it renders them more vulnera-
ble to radiation threats [2]. The analysis of the radiation-induced hazards, commonly
called soft errors, is a significant aspect since their impact on circuit functionality is
vital. Therefore, the necessity of identifying the impact of such errors on the ICs
function has become imperative, and the contribution of fault simulators to the de-
velopment of error-resistance chips tends to be critical. For this reason, the SER
evaluation, which is the metric that indicates the grade of a sequential circuit sus-
ceptibility to radiation-induced faults, is a considerable and necessary process.

1.4 Contribution

TCAD SPICE Proposed
Iparticle E> SET Pulse :> Tool E>

FIGURE 1.2: Methodology basic steps.

Memory elements (DRAM, SRAM) cover a considerable part of systems and,
the effect of the soft errors on them is analyzed extensively until now. In other
words, the probability of Single Event Upsets (SEUs) occurrence has decreased be-
cause many techniques have been designed to harden memory elements against the
disturbances [3, 4, 5, 6, 7, 8]. On the other hand, recent studies show that the SER
of logic circuits has risen considerably due to mainly critical charge (Q.) reduction
[9]. Furthermore, ICs susceptibility has increased due to the continuous evolution of
the VLSI technology, hence SER evaluation constitutes a significant challenge. How-
ever, ICs” power, performance, and area are worsened, implementing SER mitiga-
tion techniques in the combinational part [10]. Therefore, it is necessary to develop a
methodology to provide sufficient data about ICs vulnerability concerning the tran-
sient faults to harden and protect ICs with the minimum cost [11].

SER estimation of ICs is a demanding process, which requires a comprehensive
model and can be affected by many parameters. The particular thesis describes the
evaluation of soft error effects in the VLSI circuits combinational parts. In Figure
1.2 a synoptic overview of the proposed methodology is presented. The analysis
of IC susceptibility and reliability utilizing EDA tools is an imperative procedure.
For this reason, initially, TCAD simulations are implemented to extract currents,
which correspond to different high-energy particles. Then, the pulses of the TFs that
have been resulted from SPICE simulations through gates characterization, and the
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data obtained by the previous steps, are used by the proposed tool to evaluate ICs
SER. As mentioned before, SER in combinational logic has increased, and thus, the
modeling of soft errors impact constitutes a considerable motivation of the particular
dissertation.

The neutron flux has been studied extensively in recent years [12] and is a factor,
which poses difficulties to accurate SER evaluation since it varies based on loca-
tion. Furthermore, the Linear Energy Transfer (LET) is another significant param-
eter, which describes the amount of energy transferred by the heavy-ion particle to
semiconductor material and depends on ICs technology. Therefore, for the proposed
methodology, approximate values are considered for the abovementioned parame-
ters. Furthermore, the probability that a high-energy particle will affect a set of gates
should be taken into account since distances among cells have decreased due to the
down-scaling of technology. Analysis of chip susceptibility to radiation-induced TFs
constitutes a crucial part of a reliable chip design process. Therefore, in the particular
thesis, the proposed tool bases on an algorithm designed to model multiple glitches.
SEMTs are quite possible to be generated by a single particle hit and to propagate
through a circuit. Thus, Design Exchange Format (DEF) and Graphic Design System
IT (GDSII) files, for the corresponding ISCAS 89, are utilized to identify sensitive
zones considering circuit placement information.

TFs are modeled considering their generation and propagation in circuits. They
can be caused by a high-energy particle strike on a transistor’s depletion region (an
off transistor of a gate). Fortunately, the generated glitches do not damage the tran-
sistor, though they may momentarily flip the state of the gates output node, and their
intensity is characterized through simulations. Furthermore, the most considerable
difference between the SER evaluation of combinational logic and memory structure
modeling is that masking effects are taken into account by the former analysis [13].
For this reason, for an accurate SER estimation of digital ICs, masking effects are
modeled and incorporated into the proposed methodology. In other words, SETs
that may occur on any gate may propagate through the subsequent cells and lead
to soft errors if some of them are latched by memory elements. However, this fact
can be prevented by masking phenomena, which are logical, electrical, and timing
masking [14].

A key element in the modeling of both electrical effect and timing masking is the
timing analysis that is implemented by the proposed methodology. Based on the re-
sults of the Static Timing Analysis (STA) analysis taking into consideration the fall,
rise delays, and the SPICE simulations, we can determine the SET pulse width as
it propagates through the logic gates. The modeling of electrical masking becomes
dynamic since the output pulse width depends on the input that the SET emerges,
which implies different fall and rise delays. Furthermore, various timing-aware as-
pects that may affect the timing masking are taken into account. In particular, the
impact of the STA methodology - incorporated into the baseline tool for the logic
gate delay estimation - on SER estimation is compared with the straightforward, but
less accurate, Logical Effort (LE) method. The contribution of the actual interconnect
delay of the design to SER is considered, unlike previous approaches that neglect it.
Finally, the experimental results show that the utilization of a realistic timing mech-
anism analysis leads to a more accurate SER estimation.
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1.5 Obijectives

The particular thesis focuses on the design of a software tool to evaluate the vul-
nerability of the ICs to external parameters such as cosmic radiation, basing on the
selection of the appropriate analysis. Furthermore, the impact of ICs physical de-
sign (layout) on SER evaluation is examined, identifying the affected area of particle
hits. This factor is quite crucial and can be exploited by the industry to design more
reliable circuits. Another significant issue is the implementation and combination of
the masking mechanisms in the best possible way. These effects constitute crucial
factors for our analysis since they prevent malfunctions from propagating through
circuits and leading to soft errors. Therefore, their modeling and incorporation into
the proposed tool is a very crucial process.
The main objectives are to:

e Design a tool to estimate ICs SER for different technologies.

e Synthesize ISCAS 89 benchmarks, using 45nm and 15nm Nangate Open Cell
libraries [15].

e Utilize ICs placement information (parse DEF, GDSII files) in order to model
Multiple Transient Faults (MTFs).

e Analyze gate sensitivity and reconvergent pulses since SER evaluation is in-
fluenced by the particular factors.

e Model masking mechanisms (Logical, Electrical, Timing).

e Incorporate a timing simulator and RC model into the proposed tool since the
timing and electrical masking analysis is based on ICs timing information.

e Characterize TFs through TCAD and SPICE simulations.

e Design SPICE circuits to verify the proposed methodology.

1.6 Thesis Organization

The basic Chapters of the particular PhD thesis are the following. Chapter 2 summa-
rizes the related work on SER analysis; Chapter 3 introduces the basics of the SETs
as well as the characterization of their pulse width; Chapter 4 describes the mask-
ing effects and gate delay calculation using STA methodology; Chapter 5 underlines
the usefulness of SPICE and TCAD simulations; The modeling of SEMTs and the
proposed methodology for SER estimation are described in Chapter 6; Chapter 7
presents the experimental results on the used benchmarks, whereas Chapter 8 con-
cludes this PhD dissertation.
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Chapter 2

Related works

In this section, we present a variety of works related to the field of radiation-induced
soft errors. As technology shrinks, the ICs complexity and low supply voltages have
an impact on integrated circuits reliability and can lead to an increased number of
failures [16]. Some of these circuits are parts of medical, military, or space applica-
tions utilized for significant purposes. Therefore, soft errors evaluation and mitiga-
tion can be characterized as mandatory [17]. The [18] was one of the first works,
which studied the soft errors and their effect on space applications. The most preva-
lent causes of such hazards are the alpha particles emitted from radioactive impu-
rities in the ICs package material, and heavy ions from terrestrial cosmic rays that
may strike the silicon material of the chips [19, 20, 21]. In recent years, many tools are
designed based on the methodologies developed in the past years to deal with these
dangerous threats of the VLSI field. Therefore, there are many approaches, which
characterize failures caused in terrestrial circuits and measure SER cell libraries in
terms of FIT [22]. Furthermore, an accurate SER estimation is obtained basing on
Monte-Carlo simulations and considering ICs layout information [23]. For the mod-
eling of the ICs reliability, Monte-Carlo is a widely-used method utilized to char-
acterize circuit behavior [24, 25]. In [26] semiconductor devices SER is calculated,
implementing the aforementioned technique and taking into account alpha parti-
cles emission, circuits placement information, and critical charge at sensitive zones.
However, the whole process is quite time-consuming, even though it provides accu-
rate analysis.

Over recent decades, extensive research was done on SER analysis and miti-
gation of the ICs. These studies deal with the challenges of the technology node
downscaling. A significant part of the scientific researches involves SET pulse mea-
surements through neutron beam testing setups that generate particles from a wide
energy spectrum. The actual measurements in [27, 28, 29, 30] provide useful re-
sults regarding the direct impact of radiation on ICs of various technology nodes
and under different conditions. Although the real-time experiments comprise a vi-
tal step to comprehend the behavior of modern chips in an environment of radiation
fluxes, simulations are necessary to succeed scalability and obtain accurate results in
a reasonable time. Furthermore, many methodologies implement the three natural
masking mechanisms that mitigate SER, i.e., logical, electrical, and timing masking
[22, 31, 32, 33, 34, 35]. There are works, which provide an accurate and fast evalua-
tion of circuits timing information contributing to the modeling of the above param-
eters [36, 37]. Statistical static timing analysis is employed to characterize transient
faults propagation based on rising and falling transitions times [38]. Furthermore,
the possible situation of reconvergent pulses is modeled and is incorporated into
the particular methodology. An analytical model is employed in [39] to character-
ize electrical masking. In particular, lookup tables per gate for drain current and
capacitance model are utilized. The works in [14, 33, 40] are based on probabilistic
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models and statistical methods for SER estimation. In [33] a fault simulation is pro-
vided, using a probabilistic theory and the masking effects modeling. It succeeds in
a speedup process over Monte Carlo simulation, but the primary shortcoming of the
particular methodology is that it is implemented mainly on small circuits.

Transient faults injection has been the basic idea for a considerable amount of
studies. SEUs occur on SRAM, DRAM and FPGAs due to alpha particles something
reported in [41, 42, 43]. SRAM susceptibility on SEUs is analyzed through 3D device
simulations in [44]. Furthermore, FINFET and SOI technologies are utilized to design
SRAMs and to characterize their vulnerability [45, 46]. The ICs effectiveness under
external parameters such as heavy-ions is described in [47, 48]. On the other hand,
there are researches, which study transient faults impact on combinational parts of
ICs to analyze gates effectiveness and their resistance to particle hits [25, 49, 50, 51,
52]. This process is quite beneficial to investigate circuits behavior and how they can
deal with transient faults. However, modern chips tend to be more vulnerable to
high-energy particle strikes due to the technology downscaling, which means that
the reduction in the distance among the cells has increased the occurrence of MTFs
caused by a single particle strike [53, 54, 55, 56, 57]. Therefore, the SER evaluation
in the presence of SEMTs is a necessary process, and for this reason, heavy-ion ex-
periments are conducted to characterize them [54]. In [57, 58], the authors introduce
the identification of the gates sensitive regions for SER estimation. METs generation,
propagation, and their impact on ICs combinational logic are analyzed, taking into
consideration currents injection process and the identification of sensitive zones [50,
59]. Some approaches consider that SEMTs occur at the output of physically adjacent
gates [60, 61]. Nevertheless, if only logic-level netlists are used for the determination
of the ICs error sites, neglecting the layout-level adjacency of the cells may result in
inaccurate estimation. Therefore, other approaches provide a more realistic and re-
liable SER estimation analysis by taking into consideration circuit layout [50, 57, 58,
62, 63, 64]. Furthermore, it is possible MBUs to be caused by a particle hit on SRAMs,
something modeled in [65].

In [66, 67, 68], the authors characterize the SET pulse generation and propaga-
tion under different design parameters through SPICE and TCAD simulations. In
particular, in order to characterize transient pulses TCAD tools are utilized by many
works [69, 70, 71]. In SPICE-level simulations, SER is calculated taking into consid-
eration TFs generation and propagation, offering a comprehensive evaluation, for
this reason, the particular process is utilized by many works to verify their extracted
results. [9, 50, 49, 72, 73,74, 75, 76]. Synopsys®HSPICETMis a device-level tool and
is used to characterize gate sensitivity to particle strikes and to estimate circuits SER
[77]. Critical charge (Qcit) is the minimum charge required for a particle hit to pro-
voke a TF, is a fundamental parameter utilized in SER evaluation, and is obtained
through HSPICE simulations [78]. Transient fault impact on memory elements and
logic gates is evaluated by the particular simulator. The proposed methodology
in [75] uses binary decision diagrams (BDD) for the propagation of the transient
glitches and SPICE simulations to characterize the pulse generation. A logic cell and
flip-flop characterization are performed, obtaining the parameters used in the cal-
culation of SER in [76]. Furthermore, another critical parameter, which influences
SETs propagation and generation is temperature. Therefore, the modeling of SET
pulse width should be conducted, taking into consideration this key factor, as it is
a function of operating temperature [79]. Increasing the temperature pulse widths
become more intense, leading to a more elevated SER [25, 80].

Many of the aforementioned works follow a similar process with the methodol-
ogy described in the particular PhD thesis having, albeit some severe shortcomings.
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MTFs generation and propagation through ICs are modeled, utilizing probability
methods by some of them. However, this process does not provide accurate results
and can be described as deficient since it does not focus on ICs design and operation.
Furthermore, other approaches provide only gates characterization using the current
pulses of high-energy particles and capacitance values of input and output nodes of
each gate. Nevertheless, this procedure is not complete since MTFs-SEMTs influence
is not analyzed.In the particular dissertation Monte-Carlo-based approach for an ac-
curate estimation of the vulnerability of ICs to radiation-induced faults is proposed,
taking into consideration MTFs and SEMTs. In this direction, the placement details
of each circuit are utilized to identify multiple transient glitches. This analysis pro-
vides to VLSI designers information about the sensitivity of particular parts of a chip
and could facilitate the process of error-resistant circuit development. Furthermore,
SER evaluation is closely related to the analysis of the masking mechanisms and es-
pecially the electrical and timing masking. Therefore, in this work, comprehensive
modeling of these factors is presented, and their impact on SET pulse propagation
is discussed. TCAD characterization provides the current pulses that are utilized for
SET pulse generation with SPICE. The experimental results on different technologies
demonstrate the significance of an accurate timing analysis on SER estimation.
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Chapter 3

Background

3.1 Introduction

A considerable innovation of the technology community is to improve ICs perfor-
mance. However, due to the rapid evolution of CMOS technology, circuit reliability
has become a major challenge for designers. In particular, TFs induced by neutron
strikes constitute a serious threat to the susceptibility of modern chips since they
may lead to soft errors. Cosmic radiation and specifically high-energy particles that
strike the silicon are considered to be the prevalent causes of such errors. Fortu-
nately, these malfunctions are not catastrophic and do not damage the devices. How-
ever, corrupted functionality may be induced due to a wrong logic state of a gate.
Previous studies focused on the analysis of the particular phenomenon mainly for
space applications. Nevertheless, it has now been observed that terrestrial systems
are sensitive to neutrons derive from the atmosphere owing to the down-scaling of
transistor size.

3.2 D Flip-Flop Description

CK

Inputs Outputs
ck|/ Dl ol o Dl
(0] X | No change
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1 1 1 (0] ar QI

FIGURE 3.1: D Flip-Flop description.

Sequential digital circuits are used to implement the proposed methodology, and
according to their structure, memory elements are controlled by the clock. Logic
gates and Flip-Flops (FFs) are the components of these circuits, and the latter are
driven by the combinational logic and lead to gates. The FF is a modern sequential
element used to store data information, and its outputs respond to input when the
clock pulse is applied as input. In other words, FFs are utilized as memory compo-
nents since their state can be maintained and may be changed when an appropriate
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12 Chapter 3. Background

input signal is implemented. Benchmarks circuits, designed, include D FFs as mem-
ory elements. This type of FF is called D FF, from the ability to hold data. It has only
two inputs, the D and clock, and Figure 3.1 shows its truth table and its schematic
circuit symbol.

Setup time and hold time are two critical parameters and are the factors that
determine the timing constraints under which FFs operate. In particular, the setup
time is the minimum amount of time the data signal should be held steady before
the clock’s active edge so that to be latched correctly. On the other hand, the hold
time is the minimum amount of time the data signal should be held steady after
the clock event. Furthermore, the latching window is estimated as the sum of the
aforementioned factors as Figure 3.2 shows. In other words, the latching window
is determined by the setup and hold time, and the input signal should be stable
inside this time interval to be reliably latched. Otherwise, FFs output value may be

corrupted.
] ]
] ]
] ]
] ]
] ]
Clock ' '
[ ]

‘< »!
Latching
Window

° X X <

FIGURE 3.2: Determination of latching window

3.3 Soft Errors Generation

A logic state of a node can be changed when a high-energy particle strikes on the
silicon region of a transistor since several electron-hole pairs are generated. A node,
which is affected by a particle hit, may be an internal transistor node or a gate’s
output leading to the generation of voltage pulse at the output of the corresponding
cell. The propagation of TFs is modeled using masking mechanisms analyzed at
each stage to assure the accuracy of our methodology.

Change in gates logic state, and as a result, corruption in ICs performance can
be provoked due to an energetic particle strike. In the circuit combinational part,
a malfunction, induced owing to the radiation, propagates and a soft error may be
caused if the transient fault is latched by a memory element. They are called soft
because the impact of hardware failures on circuit functionality is momentary. In
other words, this category of faults can be mended and is different from permanent
disturbances, which may cause severe damages to systems. Even though soft errors
are not severe threats for the applications, a tool that characterizes their behavior is
necessary to ensure high levels of systems reliability.

Soft errors temporarily affect sub-micron devices and are not catastrophic for
their functionality. High energetic ions and alpha particles are the principal causes of
these disturbances. The interaction of high-energies ions with the silicon material of
systems should be analyzed further to model the soft errors caused by radiation. In
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other words, transistors constitute the fundamental components of modern circuits.
Hence, the impact of the high-energetic particles on particular structures should be
studied. The charge, collected due to the interaction of a heavy-ion with the p-n
junction of a transistor, is affected by the electron-hole pairs created as a particle
propagates through the silicon. Therefore, an additional current pulse is created on
the transistor node, which is due to the movement of the generated charge carrier
toward the p-n junction and the collection of redundant electrons by the depletion
region.

3.4 Current Pulse Model

Electron-hole pairs are generated, when the silicon layer of a circuit is affected by
a particle hit due to cosmic radiation, as shown in Figure 3.3 or are deposited by
alpha particles found in ICs packaging materials. When a depletion region of a gate
collects the resultant ionization track, then a current pulse is formed at its internal
node. Therefore, the generated pulse may exceed the threshold level, i.e., the half of
supply voltage, and settles to logic 1 or 0 if the resultant collected charge exceeds the
critical charge (Q.i) of the particular gate. Q. is the minimum charge required for
a particle strike to provoke a TF, and its value has been decreased due to the contin-
uous technology shrinking, which means that even particles of smaller energies can
cause a malfunction in the circuit operation.

+— +—

FIGURE 3.3: A simple presentation of a particle hit.

Particle strikes are represented by independent current sources connected to
NMOS or PMOS transistors of the affected gate, and their result is reflected in the
output pulse. A widely used model for the radiation-induced current is the double-
exponential current pulse, which is expressed by Equation:

he§) = 22 (& /% 1) G)
where Q.. denotes the collected charge, 7, is the time moment the electron-hole
pairs are deposited in the p-n junction, and 75 is the time moment the particle hits
the silicon [81]. These time values are the rise and fall time constants respectively of
the current pulse. Furthermore, Q.,;; depends mainly on the energy of the particle
strike, its angle and the characteristics of the device, whereas Q,;; is solely related
to the device characteristics and can be estimated, through spice simulations, from
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the integral of I4+ic;e with respect to time, as Equation 3.2 shows:

t
Qcrit :/0 Iparticle(t)dt 3.2)

The critical charge depends on the supply voltage and capacitance node, whereas
particle energy, transistors size, and doping value are some of the parameters, which
have an impact on the collected charge value. In general, a soft error is induced by a
particle hit or alpha particles when the Q. is greater than Q. Furthermore, due
to the reduction in supply voltage and transistors size, the factor Qi of gates has
been decreased, which means the number and the importance of soft errors have
been increased considerably.

3.5 Soft Errors Causes

TFs constitute a significant concern for VLSI systems reliability since they propagate
through circuit gates and may lead to soft errors if some of them are latched by a
memory element. The most common soft error sources are alpha particles and high-
energy neutrons. The former can be found in circuits packaging material as there are
radioactive elements such as uranium and thorium, which generate alpha particles.
While the latter, induced due to cosmic radiation in the atmosphere, may strike the
silicon of an IC resulting in TFs. In order to succeed an accurate SER evaluation, the
aforementioned sources should be accounted for.

3.5.1 Alpha particles

FIGURE 3.4: Alpha particles component.

Transient glitches in package material are caused by particles emitted by radioac-
tive impurities. Two protons and neutrons, bounded together as shown in Figure 3.4,
are the alpha particles components. They are emitted through a radioactive decay
process called alpha decay, which means that radioactive isotopes uranium and tho-
rium can generate alpha particles affecting semiconductor devices. Their energy is
lower than those of heavy-ions, but they may have an impact on circuit functional-
ity. In particular, alpha particles energy is in the range of 1-9 Mev, and this amount
is sufficient to generate a charge. In other words, a dense track of electron-hole pairs
is generated as an alpha particle is penetrated in silicon, causing an imbalance in
a circuit’s electrical properties. Also, another factor, which affects the number of
electron-hole pairs besides alpha particles energy is the material density [82]. There-
fore, the quality of material utilized to fabricate sub-micron devices affects the emis-
sion of alpha particles. To be generated approximately one million electron-hole
pairs, only energy at 3.4eV is needed to cause an additional charge, which is enough
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to change the logic state of a gate. However, many studies focus now on the SER
evaluation due to neutrons induced by radiation since alpha particles can be coped
with techniques, which concentrate on changing ICs packaging material.

3.5.2 Cosmic radiation

The second source of transient faults, which may lead to soft errors, is associated
with cosmic radiation. In other words, if a system is affected by a heavy ion, the re-
sulting deposited charge may induce transient faults. Protons and neutrons are the
principal heavy ions, which may cause ionization in susceptible ICs. These radioac-
tive elements are derived from cosmic rays, which are of galactic or solar origin. The
protons have energies greater than 30 MeV, whereas the energies of neutrons range
from 10 to 800 MeV.

Neutrons, which can cause disturbances to IC functionality, is regarded as a sub-
atomic particle. In particular, atoms consist of particles called protons, electrons, and
neutrons. The protons have a positive charge and are in the nucleus of the atoms,
while the electrons are negatively charged and are contained on the electron shells.
Atoms include the same number of protons and electrons and, thus, are regarded
as neutral elements. On the other hand, the third type of particles is found in the
nucleus and uncharged. When an atom disintegrates, then neutrons, which cause
soft errors on circuits, are generated. In other words, terrestrial cosmic rays are
caused when space particles hit the atmospheric atoms.

Furthermore, high-energy ions have a different interaction with the devices in
comparison with typical alpha particles [83]. In particular, when a neutron collides
with the silicon of a device, ionized particles are produced, which next generates
electron-hole pairs with greater energies than those generated by alpha particles. In
other words, alpha particles cause direct charge generation, interacting with elec-
trons, while secondary particles are generated from the collision of neutrons with
the semiconductor. Therefore according to the latter situation, TFs are provoked un-
der systems by electron-hole pairs caused by these nuclear secondary elements. That
is a notable reason why many studies have focused on SER evaluation due to cosmic
radiation.

3.5.3 Electron-holes generation

The modeling of circuits logic level under the existence of ionized and alpha parti-
cles, i.e., the influence of particle strikes on MOS transistors, is the main subject of
the particular section. An inverter is employed to present logic and electrical level
analysis since it is a simple gate, and the other components are modeled similarly.
Electron-holes pairs are created when a high-energy particle hits a gate’s transis-
tor. Electrical field existence in the depletion region and the deposition of the afore-
mentioned elements in p-n junction result in charge collection modeled by double-
exponential current pulse as described in Equation 3.1.

Four cases describe the flow of the holes and electrons due to charge injection as
shown in Figure 3.5 [66]. In the two former cases, the voltage value rises approaching
Vdd voltage, while in the latter, the voltage temporarily decreases. According to the
second and fourth cases, transistors’ logic states will not be affected because both of
them are in an active state. In other words, the PMOS transistor is connected to the
supply voltage while the NMOS is to the ground. However, in the remaining cases,
transistors may be affected by particle hit changing their logic state.
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FIGURE 3.5: Alpha particle effect on active and in-active transistors.

For example, if an inverter input is at the logic state 1 and a particle hits the
NMOS drain, then the transistor is affected according to case (d). In other words,
the transient fault will not be caused since the output voltage will already be at
logic value 0. On the other hand, if PMOS drain is affected by a particle hit with the
same input, then we have the case (a), and the output momentarily approaches Vdd,
causing a transient fault at its output.

3.6 SER Analysis In Combinational Logic

The design of the modern systems, basing on modern technologies, affects circ reli-
ability since ICs have become sensitive to particle strikes. The impact of soft errors
on memory elements has been studied by many approaches. In other words, these
structures are modeled by many works to analyze their effect on the evaluation of
the overall SER of circuits. However, the modeling of the transient disturbances at
combinational logic parts of systems is a more complicated procedure since the gen-
eration and propagation of TFs should be analyzed, taking into consideration the
electrical properties, logic behavior, and timing information of each circuit.

Soft errors constitute a significant threat associated with the reliability of the cir-
cuits in advanced CMOS technologies and are caused mainly by radiation, which
affects the sensitive gates logic state. SER is the rate or probability at which soft er-
rors appear in an application given specific external parameters. These failures in
an application are usually glitches, which may inject a logic value fault that results
in erroneous functionality. A soft error principally is caused by a SET, which occurs
when a voltage glitch in a circuit results in a wrong bit value. In other words, a SET,
induced on a transistor node, can propagate through a circuit and lead to a soft error
if it is latched by a memory element. Therefore, it is essential to determine, which
parameters will be used to describe a pulse that represents a transient fault.

Recent works have focused on the impact of the soft errors on the ICs combina-
tional logic since gates have extremely become susceptible due to the reduction of
transistors size. The ICs include memory elements such as FFs and latches, besides
logic gates, to hold systems state and store data between consecutive clock cycles.
However, FFs are argued to be more resistant to the abovementioned causes of TFs
than logic gates. In particular, it is considered by the proposed methodology that
memory elements remain insusceptible from collected charges caused by the alpha
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particles or the heavy-ions since they are designed with larger and many transistors.
Furthermore, the SER analysis in combinational logic is much more complicated, un-
like the modeling of the memory circuits that have been studied extensively. There-
fore, several simulations are implemented, and if some of the TFs generated in logic
gates and propagate through circuits are latched by memory elements, then soft er-
rors occur. However, many glitches are not captured by the FFs because they may be
masked by one of the masking mechanisms. The most important part of the particu-
lar thesis is the masking effects incorporation into the proposed simulator to succeed
an accurate ICs SER analysis.

The three natural masking effects in combinational logic that determine whether
a SET will propagate to become a soft error or not are logical, electrical, and tim-
ing masking. Something that should be noted is that electrical properties and timing
information of circuits and masking mechanisms constitute basic parameters. There-
fore, many simulations are conducted, taking into account the particle flux and the
masking factors to provide an exact SER evaluation process.

3.7 Monte-Carlo Simulations

The determination of latching probabilities of glitches, through Monte-Carlo sim-
ulations, and the implementation of masking mechanisms are the fundamental is-
sues embedded in the proposed methodology to analyze TFs at the transistor levels,
covering various problems associated with the design of the ICs. A high level of
efficiency and accuracy is achieved through the Monte-Carlo technique to model in-
jection of currents, which corresponds at TFs, at the circuit level. This technique is
preferred by other mathematical models, utilized by other approaches since these
methods are considered more empirical [33]. However, the Monte-Carlo simulation
is a time-consuming method and the implementation of optimizations to reduce the
execution time of the overall procedure of SER evaluation is imperative. Therefore,
a high level of speed analysis is provided by the proposed methodology, simulating
the generation and propagation of TFs in fast execution times, even for large-scale
circuits.

3.8 SER Mitigation

The design of a reliable tool, which will characterize ICs’” tolerance to external pa-
rameters, is considerable motivation for the technology community. Many tech-
niques have attempted to protect the logic part of circuits from soft errors. However,
many penalties, in respect of circuit performance and area, have been caused by the
methodologies, which aim at mitigating soft errors effect.

Hardening of transistors against radiation is an appropriate process to reduce
SER since ICs have become more susceptible. SER mitigation can be succeeded by
upsizing transistors, utilized to synthesize logic gates, or increasing gates output ca-
pacitance to accomplish an augmentation to the factor Qcrit. In this direction, the
probability of TFs generation is reduced considerably. Other techniques provide
placement approaches to make ICs more tolerant to faults. In [11] two SER miti-
gation techniques are analyzed. The former, called All-to-All, introduces a spacing
among all cells, which corresponds to the range of the particles affected area, to re-
duce and eliminate the number of SEMTs. On the other hand, the latter, which is
TMR, triples gates. In other words, three identical components of gates and a voter,
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which returns the result of at least two of the three gate outputs, are the TMR mem-
bers and are inserted into circuits replacing single gates. Furthermore, among the
identical gates, the same spacing as the previous approach is implemented to ensure
that only one gate can be affected by a particle hit.

Finally, from the obtained results, we can deduce that the TMR technique should
be implemented only to more sensitive gates since problems, associated with the
area and performance of circuits may be provoked. Therefore, the proposed tool
provides useful data concerning gate sensitivity, which can be employed to improve
ICs’ reliability, implementing the aforementioned hardening techniques.

3.9 Sensitive Gates

A gate is regarded, as a sensitive gate, when the probability of a generated TF, at
its output, to propagate and reach a memory element is high. In such a case, the
presence of the three masking effects that can mitigate a TF is vague. A simplified
variation of the proposed SER estimation methodology is followed to characterize
the gate sensitivity. In particular, this process focuses individually on each gate that
is exposed to a definite number of particle strikes. Subsequently, the generated pulse
is subjected to the three masking effects as it propagates through the circuit. To en-
sure that these factors hold a crucial role in obtaining reliable outcome regarding
the gate sensitivity: (i) a sufficient number of simulations are performed, by apply-
ing numerous different primary input vectors, and (ii) fault pulses at gate output
are simulated as wide enough, to potentially affect memory elements and the entire
clock cycle is observed. Finally, the probability that all these faults are captured, by
at least one sequential element, is obtained, by assigning a sensitivity value for each
gate. Even though this process is time-consuming, due to the great number of simu-
lations, and the resultant complexity for large-scale circuits, it provides an overview
of the relative sensitivity among the gates of a given design.
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Chapter 4

Transient Faults Analysis

4.1 Introduction

The ICs SER can be determined, evaluating the sensitivity of the combinational gates
to external parameters and taking into account the design and architecture of each
circuit. Furthermore, there are some critical factors, which have an impact on SER
evaluation and are essential to have accurate results. The three mechanisms that
provide to ICs a kind of natural resistance to SETs and determine whether a SET will
propagate to become a soft error or not are logical, electrical, and timing masking.
In other words, a transient glitch that may occur on any circuit gate may propagate
until the inputs of the sequential elements (e.g., latches, flip-flops) and, eventually,
be latched by one or more of them. However, many TFs might be masked by the
particular masking mechanisms and not be captured by memory elements. In this
chapter, the masking mechanisms modeling is described to highlight their effect and
explain how to be imported to the proposed tool to succeed an accurate SER analysis.

4.2 Masking Effects

A reliable SER estimation requires the accurate modeling of the three mechanisms
that may impede SETs from propagating through a circuit and being latched by the
FFs, i.e., logical, electrical, and timing masking. The modeling of the logical masking
is quite simple and its analysis does not differ much among the various SER estima-
tion approaches. However, in order to succeed the accuracy of the SER estimation,
the electrical and timing maskings can be modeled in different ways.

421 Logical masking

Logical masking is associated with gate logic state. When a SET on a gate’s output
node is prevented from propagating through a circuit to FFs inputs due to a subse-
quent gate whose output is completely controlled by its other input values, as shown
in Figure 4.1, then this mechanism occurs. For example, if a TF is generated at the
ANDI1 gate’s output, it will not propagate to the outputs of the AND2 and NAND1
gates since their other input values have the logic value 0. For these types of gates,
the value 0 is regarded as the controlling value. In other words, their outputs will al-
ways be the logic 0 for the AND2 gate and 1 for the NANDI respectively, regardless
of the other input values and every glitch that arrives on any other inputs. Similarly,
if an OR gate’s input has a logic value 1, its output will always be logic 1. For this
reason, in the particular example, the TF is propagated to the output of the OR1 gate
since the other input has not the controlling value 1. Therefore, the logical mask-
ing evaluates how each circuit logically reacts to external parameters and depends
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FIGURE 4.1: Logical masking description.

mainly on the type, and the controlling value of each gate. Furthermore, the par-
ticular mechanism does not depend on the ICs technology but the structure of each
circuit.

A vector of logic values for the primary inputs is taken by the particular simu-
lator and is propagated through the circuits until the FFs inputs in order to model
logical masking. Subsequently, taking into consideration several TFs, caused by the
injection of high-energy particle hits, the previous procedure is repeated. At the end
of each simulation, the tool checks if the inputs of the FFs have changed logic state
and proceeds to the next step, which is the examination of the other masking phe-
nomena and their interaction with logical masking. Finally, the utilization of more
than 100,000 input vectors that is an adequate number of Monte-Carlo simulations,
especially for the large-scale circuits, ensures that the proposed SER analysis offers
a satisfactory accuracy. Furthermore, it is worth-mentioned that the propagation of
a glitch through a circuit depends on the topology, the type of gates that have been
used, and last but not least, the primary input vectors. Therefore, different circuits
have different logical masking capability.

4.2.2 Electrical masking

:DQ_WC‘DQ_JV

/

Eliminated

FIGURE 4.2: Electrical masking modeling.

Electrical masking is another factor that protects the ICs from unexpected behav-
ior since transient glitches are prevented from reaching FFs. A SET is electrically
masked if the pulse caused by a particle hit is attenuated due to the electrical prop-
erties of gates on its propagation path. Therefore, the resulting pulse, which arrives
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at memory elements, is of insufficient magnitude to be reliably latched. As illus-
trated in Figure 4.2, the pulse that is generated at the output of the first gate, has
been eliminated as it passed through several gates. The particular factor depends on
ICs technology. In other words, supply voltage and capacitance of gates output are
the basic parameters, which affect the configuration of the transient pulse.

4.2.3 First electrical masking modeling technique

As already mentioned, a voltage pulse is generated at a gate’s output when a high-
energy particle hits a transistor. This pulse can be described as a random variable
with a particular PDF. For the propagation of the generated pulses through ICs, the
electrical masking modeling represented by [31] was the first method utilized by
the proposed methodology. According to the particular technique, when a gate is
affected by a particle strike, the generated pulse’s duration at its output is dependent
on its delay. A slow gate will attenuate the pulse at its output more compared with a
fast gate, as shown in the equation 4.1. Furthermore, it is considered that the height
of the pulses is adequate to change the output of the gates. This equation shows the
impact of gates delay on TFs configuration:

0, Win < d.
Wout = { 2- (Win —d), d < Win <2-d. (4.1)
Win, Win > d.

Where Wout is the width of the output pulse, Win is the input pulse duration and d
is gate propagation delay. This function is applied to the ICs, but only to the gates that are
affected by particle hits, as well as to the gates on which TFs propagates until to approach
the memory elements. A significant point for reliable simulation is the case in which more
than one PDF of the same TF are inputs of a specific gate. In other words, the case of a fault
to reconverge at a gate following different paths is handled. The occurrence of reconvergent
pulses constitutes a critical parameter and is described in section 6.6 with more details.

However, this technique is considered more approximate compared to the second method
presented in the next section. The second technique provides more accurate electrical mask-
ing modeling since it is based on SPICE simulations. In other words, transient glitches may
broaden through their propagation, something not taken into account affecting, as a result,
the accuracy of SER evaluation.

4.2.4 Second electrical masking modeling technique

Electrical masking is a crucial factor that impacts the SETs propagation, as mentioned before.
This second technique, provided by the proposed methodology, constitutes a comprehen-
sive description of electrical masking modeling for the combinational gates. Initially, SET
pulse generation is modeled, utilizing SPICE simulations. A SET due to a particle strike in
transistor-level is represented by current pulses inserted on gate transistor nodes to investi-
gate their sensitivity. Therefore, the disturbances induced by the particle strikes, and result
ina1to 0 or 0 to 1 momentarily transition respectively, are modeled injecting current pulses
both to NMOS and PMOS transistors. Generally, it should be underlined that the generated
pulse modeling is significant since it may propagate through the circuit and be latched by a
memory element if it is of sufficient amplitude and duration.

A SET pulse can be described, as a trapezoidal waveform, which passes through logic
gates of ICs. The individual propagation delays for the rise and fall transitions of the output
pulse, determine the delay of the pulse. In other words, these delays are the transition from
logic 1 (high voltage) to logic 0 (low voltage) and from logic 0 to logic 1, respectively. In
particular, the former high-to-low propagation delay tpHL is the time interval from the point
that input reaches the 50% of the supply voltage (VDD) to the point that output reaches
the 50% of VDD. The latter low-to-high propagation delay tpLH is determined similarly as
depicted in the Figure 4.3.
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TABLE 4.1: Propagation delays and output pulse widths for the tran-
sition 0->1->0.

= Capacitance

= 1fF 5fF 10fF

- tpLH tpHL | Out | tpLH| tpHL| Out | tpLH| tpHL| Out
S 100 | 26.6 134 | 1142|763 | 451 | 1322 - - 0
<Zﬂ 300 | 264 134 | 3139 86.6 | 45.1 | 342.5| 163.8 | 84.3 | 380.5
Z 500 | 263 134 | 5139|883 |451 |544.1| 164.4| 843 | 581.1

100 | 37.1 105 | 743 | - - 0 - - 0
300 | 37.1 114 | 275.2| 124.8 | 32.1 | 208.3 | 236.1 | 19.4 | 84.3
500 | 37.1 114 | 475.3| 124.8 | 37.3 | 413.5| 236.2 | 54 318.8

NOR2

VDD
Input Pulse VDD/2
o - _—

Output Pulse “\VDD/2 -

tpHL tpLH

FIGURE 4.3: Propagation delay of a gate.

A sufficient number of SPICE simulations are performed, taking into account several
widths and various output capacitance loads of transient pulses. This process is conducted
to observe how the TFs are deformed and modeled as they propagate through a logic gate
and subsequently through a logic path. Something that should be highlighted is that the
applied output capacitance is a critical factor for the delay of the pulse since the number of
fan-outs of a gate, as well as the interconnection parasitics at its output, are reflected by this
determinant parameter.

Tables 4.1 presents a SET pulse modeling, as it propagates through the NOR2 and NAND?2
gates utilizing the SPICE simulations. The pulse is not logically masked, resulting in a 0->1-
>0 transition since it is regarded that the other input for both gates is at a non-controlling
value. For different values of the output capacitance, the tpLH and tpHL, as well as the out-
put pulse width were measured, indicating that they are directly related. From the particular
results, it can be concluded that the propagation delays tpLH, tpHL, and their difference de-
termine the width of the output pulses. Therefore, for the NOR2 gate, the output pulse is
calculated using the equation (4.3) whereas the equation (4.2) is utilized for the NAND?2 gate.
Similarly, the Table 4.2 presents the respective pulse characteristics for the opposite transi-
tion, i.e. 1->0->1. However, the pulse widths of the NOR2 and NAND? gates are calculated
with equations (4.2) and (4.3), respectively.

Out = input + (tpLH — tpHL) 4.2)

Out = input + (tpHL — tpLH) 4.3)
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TABLE 4.2: Propagation delays and output pulse widths for the tran-
sition 1->0->1.

= Capacitance

& 1fF 5fF 10F

- tpHL tpLH | Out | tpHL| tpLH| Out | tpHL| tpLH| Out
A 100 | 135 267 |878 |- - 0 - - 0
<Zﬂ 300 | 13.8 267 |288.1|433 |869 | 2574|514 | 164.8| 187.6
Z 500 | 138 267 |5253|44.1 |869 | 4582|784 | 164.8| 414.6
o 100 | 11.5 369 | 126.4|37.8 | 119.1| 1823|704 | 99.5 | 130
© 300 | 11.5 37 3265|378 | 1289 3921|704 | 235.7 | 466.3
“ 500 | 11.5 372 |526.7|37.8 | 1251 | 588.3 | 70.4 | 235.9 | 665.7

From the SPICE results, we can observe that a TF’s pulse width depends on the gate type,
the transition and may broaden or attenuate as it propagates through a gate. Furthermore,
something that should be underlined is that when SET width is 100ps the output pulses
are equal to zero for high capacitance values and the 0->1->0 transitions for both gates and
the 1->0->1 transition for NAND2 gate, according to Tables 4.1 and 4.2. That is due to the
fact that the amplitude of the particular output pulses does not exceed the VDD/2 transition
threshold, which means that it is not sufficient to propagate to the next stage. Furthermore, it
is worth mentioning that there is a slight divergence between the measured output pulse and
the actual difference between tpHL and tpLH delays, resulted from the SPICE simulations.

Generally, there are many approaches based on SPICE simulations to characterize the
propagated SET pulses and form LUTs. The advantage of this methodology is its accuracy,
even though it is expensive in terms of time and there are difficulties regarding its imple-
mentation. On the other hand, there are many works, which evaluate the effect of electrical
masking through analytical modeling. These methodologies are more efficient, comparing
to the LUT-based approaches, nevertheless, they may lead to inaccurate results. In [84] the
amplitude of the TFs output pulse is evaluated using a closed-form expression. SETs pulse
width at gates output is calculated, using a simple ramp approximation equation in [85]. For
the pulse propagation, a characterization library process was conducted to extract parame-
ters associated with the height and width of SET at gates inputs [52]. LUTs creation, through
SPICE simulations, was performed in [76]. This process was conducted in two characteriza-
tion phases to extract mathematical equations utilized to model the SET pulse. Furthermore,
in [86] and [87] the SET width is characterized through SPICE simulations. Besides the elim-
ination of SET pulses, the width of transient glitches also may broaden as they propagate
through ICs, something presented in [88]. This situation should be taken into account to
have an accurate SER evaluation.

In particular, it is almost impossible to examine and implement all possible SET pulses
that may emerge in a circuit since they propagate through numerous and different circuit
paths and their shape characteristics change continuously. Besides, each circuit is identi-
cal, and it is difficult to cover in the LUTs all the fanout and parasitic capacitance values of
each logic cell. Furthermore, for each CMOS technology utilized, this characterization pro-
cess needs to be conducted. The methodology, described in the particular thesis, overcomes
these shortcomings by implementing an enhanced timing analysis modeling. Based on the
deduction that the pulse propagation is directly related to the propagation delays tpLH and
tpHL, the output pulse width is calculated, considering the transition of the pulse and utiliz-
ing the corresponding equation ((4.2) or (4.3)). The propagation delays are computed once,
during the Static Timing Analysis (STA) analysis, rendering the electrical masking accurate
and fast, compared to the timing-consuming LUT-based approaches.
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4.2.5 Timing masking

The third factor, which contributes to the elimination of disturbances that may be caused
by external parameters, is timing masking. This mechanism is associated with the memory
elements and their latching window, which is the time interval, determined by the setup
and hold times, as mentioned in section 3.2. Therefore, from the propagated glitches, only
those that are positioned inside the latching window and are on sufficient magnitude will
be latched as shown in Figure 4.4, i.e., the third pulse. On the other hand, TFs that reach an
input of FF outside of the particular time interval are masked, i.e., the first two pulses in the
below Figure.

—
-l

/S NS
%

]

Latching
Window

FIGURE 4.4: Timing masking description.

Figure 4.5 shows two different occasions. Considering the former the transient glitch is
positioned outside of the latching window without affecting FF, while on the second diagram
FF stores a wrong value. In particular, while the correct value of the FF output should have
been the pulse 0, the erroneous value of 1 was latched since a transient glitch arrived at a
memory element at the clock rising edge.

) A IN
0 jl L

Clock J_|_|_|_|_| |

FIGURE 4.5: The impact of latching window on the masking of SETs.

The modeling of timing masking is a mandatory process and guarantees the accuracy of
ICs SER evaluation since the emergence of a soft error at the FFs is attributed, to a great ex-
tent, to the timing circuit parameters. Therefore, it is necessary to determine precisely these
timing values. The gate delays as well as the path with the maximum propagation delay
from an input to a FF (critical path) or from a memory element to a FF are calculated. For
this reason, the STA method regarded as an advanced modeling concept is used to analyze
the timing behavior of circuits given some particular timing constraints.

The accurate modeling of timing masking is necessary for the ICs SER evaluation since
the emergence of a soft error is attributed, to a great extent, to the timing circuit parameters
and the timing properties of the SET when arriving at the FF input. Therefore, it is crucial to
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investigate circuit timing behavior and determine precisely gate delay, as well as the critical
path employing a basic STA methodology, which is regarded as considerably accurate. In a
few words, gates delay are calculated from pre-characterized simulation data of logic cells
that are based on the input transition rates and load capacitances stored in LUTs. These
LUTs, formed under typical, worst, fast, and slow case conditions, are obtained from the
properly defined Non-Linear Delay Model (NLDM) of CMOS libraries. Therefore, given an
accurate timing analysis of the circuit, we can model the timing masking accurately, as well.
The critical path calculation of a given circuit is conducted at the early stages of SER
estimation by performing the STA method and without taking into account any gate logic
values. In STA, based on the timing sense of gate input pins, the propagation delay of the
gate is calculated, taking into account the maximum delay of the individual input arcs. How-
ever, this analysis can be enhanced in the later stages of electrical and timing masking. More
specifically, the propagation delay of a SET passing through a gate, which is needed for the
modeling of the timing masking, is obtained by observing its transition and the input that
it emerges. Then, taking into account the actual propagation delay for the particular input,
instead of the maximum delay among all the inputs, we achieve a result that approximates
the SPICE simulation results. Therefore, the enhanced STA is converted, in a sense, into a
Dynamic Timing Analysis (DTA) for SER estimation simulations. Furthermore, for gates that
do not belong to the propagation path of TFs their delay is considered zero if their output
remains stable, otherwise, the inputs that cause a change in outputs are taken into account.

4.3 Static Timing Analysis Implementation

The accurate modeling of electrical and timing masking is a mandatory process to succeed
an efficient and accurate evaluation of SER in contemporary ICs. Timing analysis is the pa-
rameter, which affects the aforementioned mechanisms modeling and their incorporation in
the proposed tool. Basing on the fall and rise delays of each gate obtained, utilizing the STA
method, as mentioned before, the SET pulse is determined as it propagates through the ICs.
The modeling of electrical masking becomes dynamic because the input time information,
through which a SET reaches a gate, is used to evaluate propagation delays. For this reason,
the STA method is determinant for the proposed methodology since it ensures that the pulse
of the SET is calculated accurately, taking into account, also, the impact of interconnection
wiring on SET pulse propagation delay.

43.1 Gates inertial delay

A timing analysis methodology is incorporated into the recommended tool to model the
timing and electrical masking mechanisms. In other words, the STA method is used to cal-
culate gate delay and to find ICs’ critical path. The particular technique is preferred because
it provides a fast and accurate way to analyze ICs timing behavior without requiring simula-
tion. All cell libraries use tables to store gates timing arcs. For this reason, CMOS libraries at
45nm and 15nm are utilized to model STA methodology. Therefore, DEF files designed and
NLDM files, included in the particular libraries, are parsed to determine the connectivity of
each circuit and find its timing information.

The delay of each gate is estimated, taking into account the transition time of inputs
and output capacitance of each cell. In particular, initially, from the NLDM files of each
technology, the data included in LUTs, are stored in appropriate data structures. In other
words, the minimum and the maximum transition input values and the output capacitance
for the logic gates and the FFs, are utilized and combined with their output data to find their
delay through the interpolation technique in the next section. Furthermore, the timing sense
of gates input pins is a critical parameter, taken into account to calculate gates delay and the
output transition value.
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4.3.2 Delay calculation

Algorithm 1: Interpolation

1 for each level do

2 for each component do
3 component -> Cout = component -> total_net_capacitance;
4 for each component fanout do
5 ‘ component -> Cout += component -> fanout->capacitance;
6 end
7 max_delay = 0;
8 max_output_transition = 0;
9 cell_fall =0;
10 cell_rise = 0;
1 for each input do
12 temp_cell_fall = interpolation(input_transition, Cout);
13 temp_cell_rise = interpolation(input_transition, Cout);
14 temp_fall_transition = interpolation(input_transition, Cout);
15 temp_rise_transition = interpolation(input_transition, Cout);
16 Function_Find_Delay(component_type);
17 end
18 end
19 end

First of all, something that should be mentioned is that the gates are categorized into
levels (levelization process is described in section 6.5.3) to speed up the procedure of the
gates delay calculation as well as the simulations of SER evaluation. The particular pro-
cess begins from the first level, which includes flip-flops and gates that have only primary
input values. Therefore, according to the Algorithm 1 the output capacitance of each com-
ponent, i.e., the variable Cout, is calculated as the sum of its fan-outs input capacitance and
the total net capacitance, estimated according to the wire segments capacitance. The vari-
ables max_delay and max_output_transition constitute the delay and output transition of
each gate estimated by the process presented by the Algorithm 2. Furthermore, the param-
eters cell_fall, cell_rise, which are the tpHL and tpLH propagation delays, respectively, are
estimated. These critical elements are utilized for the SER estimation simulations, convert-
ing the STA method to a DTA described before. The aforementioned considerable factors
for each input of each component are calculated, performing the interpolation process and
considering that the gates included in level 0 have as input transition the value 0 and, then
in the function Find_Delay(), final values estimated, taking into account the timing sense of
inputs.

The function Find_Delay(), presented in the Algorithm 2, calculates the timing charac-
teristics of each circuit’s component, taking as parameters the variables estimated by the
interpolation process. The delay and output transition time of FF depend on the cell_fall
and cell_rise values of the clock, whereas the timing information of the input D, is utilized
to estimate the setup and hold times of each memory element. For this reason, the timing
sense parameter is neglected for the estimation of the memory elements delay. On the other
hand, the propagation delay and output transition of logic gates are calculated, taking into
account the maximum delay and transition of the individual input arcs, basing on the timing
sense of input pins. This parameter can be negative unate, positive unate, or non unate and
shows how different types of transitions on inputs affect the output. For the calculation of
the gates delay and output transitions for non unate timing sense, the maximum values are
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taken into consideration, while the first two cases are described by the Algorithm 2.

Algorithm 2: Find_Delay

1 if component_type == DFF then

2 if temp_cell_fall > temp_cell_rise then
3 DEFF -> inertial_delay = temp_cell_fall;
4 DEFF -> output -> max_transition = temp_fall_transition;
5 end
6 else
7 DEFF -> inertial_delay = temp_cell_rise;
8 DFF -> output -> max_transition = temp_rise_transition;
9 end
10 end
11 else
12 if gate -> timin_sense == positive_unate then
13 if temp_cell_fall > temp_cell_rise then
14 if temp_cell_fall > max_delay then
15 | max_delay = temp_cell_fall;
16 end
17 if temp_fall_transition > max_transition then
18 ‘ max_output_transition = temp_fall_transition;
19 end
20 cell_fall = temp_cell_fall;
21 cell_rise = temp_cell_rise;
22 end
23 else
24 if temp_cell_rise > max_delay then
25 | max_delay = temp_cell_rise;
26 end
27 if temp_rise_transition > max_transition then
28 ‘ max_output_transition = temp_rise_transition;
29 end
30 cell_fall = temp_cell_fall;
31 cell_rise = temp_cell_rise;
32 end
33 end
34 else
35 if temp_cell_fall > temp_cell_rise then
36 if temp_cell_fall > max_delay then
37 | max_delay = temp_cell_fall;
38 end
39 if temp_rise_transition > max_transition then
40 ‘ max_output_transition = temp_rise_transition;
41 end
42 cell_fall = temp_cell_fall;
3 cell_rise = temp_cell_rise;
44 end
45 else
46 if temp_cell_rise > max_delay then
47 ‘ max_delay = temp_cell_rise;
48 end
19 if temp_fall_transition > max_transition then
50 \ max_output_transition = temp_fall_transition;
51 end
52 cell_fall = temp_cell_fall;
53 cell_rise = temp_cell_rise;
54 end
55 end
56 end
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4.3.3 Critical path evaluation

Algorithm 3: Find Critical Path

1 Critical_Period = 0;
2 for each level do

3 if level == 0 then
4 for each gate do
5 | gate -> max_delay_path = gate -> inertial_delay;
6 end
7 end
8 else
9 for each gate do
10 max_input = 0;
1 for each input do
12 if gate -> input -> prev_gate -> max_path > max_input then
13 | max_input = gate -> input -> prev_gate -> max_delay_path;
14 end
15 end
16 gate -> max_path = max_input + gate_inertial_delay;
17 if gate -> num_of_fanouts != 0 then
18 for each fanout do
19 if gate -> fanout == DFF then
20 if gate -> max_delay_path + setup > Critical_Period then
21 | Critical_Period = gate -> max_delay_path + setup;
22 end
23 end
24 end
25 end
26 end
27 end
28 end

The critical path is regarded as the slowest path from inputs to FFs, or from memory
elements to FFs, and is a considerable parameter to verify ICs timing requirements. This
parameter is crucial since a circuit should be designed again if, for example, its critical path
for memory element to a FF is greater than the frequency of the clock. Gates contained
in level 0, their max_delay_path will be equal to their delay, since this factor is considered
as gates total propagation delay (lines 3-7). For the other gates, their total delay from a
primary input or a memory element is calculated, adding the delays of gates that belong
to their propagation path, with their delay. In particular, for a gate, which has as input the
outputs of gates from previous levels, the maximum total delay input is selected (lines 11—
15). Then, for each gate, if a FF is its fan-out (lines 17-25), its total delay is checked. If it is
greater than the others that have been estimated, it is selected as the temporary critical path
period, as Algorithm 3 describes. In this way, the Critical Period of each circuit is evaluated.

The critical path calculation of a given circuit is conducted at the early stages of SER
estimation by performing STA and without taking into account any gate logic values. In STA,
based on the timing sense of gate input pins, the propagation delay of the gate is calculated
taking into account the maximum delay of the individual input arcs. However, this analysis
can be enhanced at the later stages of electrical and timing masking. More specifically, the
propagation delay of a SET passing through a gate, which is needed for the modeling of
timing masking, is obtained observing its transition and the input that it emerges. Then,
taking into consideration the actual propagation delay for the particular input, instead of
the maximum delay among all the inputs, we achieve a result that approximates the SPICE
simulation results. Therefore, the enhanced STA is converted, in a sense, into a DTA for the
purpose of SER estimation simulations. Furthermore, this analysis is made only for forward
logic cone, i.e. the logic paths that the SET propagates until the inputs of FFs.
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4.3.4 Interconnection delay effect

A critical issue regarding the performance of modern CMOS circuits is the interconnect
wiring between the components (e.g. logic cells, logic blocks). The interconnects intro-
duce parasitic quantities of resistance (R), inductance (L) and capacitance (C) which may
affect the propagation delay. Therefore, various approximate techniques exist in order to
model and estimate the interconnection delay, during the pre-layout phase, taking into ac-
count the number of net fanouts and estimating its total wire-length. However, the actual
interconnection network of a circuit can be obtained after the Placement and Routing (P&R)
process with the extraction of its Standard Parasitic Exchange Format (SPEF) file. Such file
represents the parasitic connection and may be further used for simulation purposes such as
timing analysis.

The SPEF files are parsed since parasitic information is provided, i.e., quantities of resis-
tance, capacitance, and inductance. SETs propagation delay is affected by the interconnec-
tion wire among gates. According to the Algorithm 4 components, i.e., gates, FFs, nodes, are
stored in a data structure. Then, for each node, its total capacitance, values of its intercon-
nection capacitances, and resistances are stored (lines 4-8). Finally, the widely used Elmore
delay model is utilized to estimate the gates interconnection delay, taking into consideration
the number of fan-outs and the components of their parasitic parameters. This process is
critical and contributes to SER evaluation since the methodology is more accurate, taking
into account the effect of wires on SET propagation.

Algorithm 4: Find_Interconnection_ Delay

1 Create_Struct_Name_Map_Table();

2 for each node do

3 Create_Struct_RC_Nodes();

4 node -> total_net_capacitance = D_Net_capacitance;
5 for each RC_node do
6
7
8
9

node -> RC_node -> capacitance = capacitance;
node -> RC_node -> resistance = resistance;
end
node -> net_delay = elmore_delay_function();
10 end

To accurately estimate SER it is crucial to take into account the effect of interconnection
parasitics on SET pulse propagation. With respect to the incorporation of the interconnection
network into the SER estimation tool, a SPEF file parser was implemented to account for each
net parasitics and, thus, estimating their delay. Moreover, for each net, the pulse width at
the output of a gate is transformed to a new one at the inputs of the fanout gates taking into
account the current parameters, such as slew and total wire capacitance. Thus, a detailed
modeling of the interconnection network is accounted for the SER estimation.

4.4 Logical Effort Method

The evaluation of timing information of circuits is a considerable procedure taken into con-
sideration to provide an accurate SER evaluation. In particular, the analysis of electrical and
timing information requires the determination of gate propagation delay and the estima-
tion of the circuits’ critical path, which corresponds to the minimum clock period. In other
words, the modeling of SETs” pulse width and latching probability of memory elements are
affected by circuit timing parameters. Except for the STA method, based on the Non-Linear
Delay Model and presented in previous sections, in the context of the particular PhD disser-
tation, the Logical Effort (LE) method is employed to determine timing parameters. Initially,
the proposed tool is based on this method to evaluate ICs timing information, and in the
chapter 7, we present a comparison between LE and STA technique to observe how gates
delay can affect the SER calculation.

To evaluate gate delay in a CMOS circuit, the LE is a straightforward technique that can
be employed in the early stages of design. In particular, the constant t (t=3RC) is the delay
of an inverter, which drives an inverter with no parasitic, and the parameters stage effort
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(f) and parasitic delay (p) are utilized to determine gate delay. In other words, the total
delay is calculated according to Equation 4.4, where the former parameter depends on the
complexity and fan-out of gates, whereas the latter can be found by regarding gates driving
no load and is not affected by the size of the transistors.

d=f+p (4.4)

f=gh (4.5)

Logical effort (g) and electrical effort (h) are the components that determine the effort
delay, as Equation 4.5 shows. The first parameter depends on the transistor size and is
estimated, considering that the Inverter is defined to have the g equals 1. On the other hand,
the electrical effort is estimated, taking into consideration the input capacitance and output
load of gates. Generally, this simple method depends on circuit technology and combining
the aforementioned factors the Equation 4.6 incurred, employed to determine gate delay in
terms of <.

d=gh+p (4.6)
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Chapter 5

SPICE - TCAD Simulation

5.1 SPICE Simulation

5.1.1 Introduction

The SPICE tool is still considered the industry standard in the field of ICs simulation and
provides accurate results, especially at the transistor level. However, the simulation process
has been quite complicated due to the continuing trend of the ICs to follow Moore’s law
increasing the number of transistors. SPICE, like all the tools of this category, accepts as
input a netlist that describes ICs elements (transistors, resistors, capacitors), as well as how
they are interconnected. Furthermore, voltages and currents are obtained, solving ordinary
differential and algebraic equations. Spice files are designed with different technologies to
characterize ICs components vulnerability to particle hits.

For our analysis, Synopsys® HSPICE™simulator is employed since it is faster and has
more capabilities than the traditional SPICE simulator. Therefore, it is utilized to test gates
reliability, taking into account many different parameters, i.e., various values of voltage,
capacitance, and temperature. Furthermore, the proposed methodology is validated by
HSPICE simulations. In other words, the comparison between the simulation results for
some of the ISCAS 89 benchmark circuits obtained from the proposed framework and the
respective ones obtained from SPICE indicates a fairly good correlation.

5.1.2 SPICE characterization
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FIGURE 5.1: Modeling of the particle strike on an inverter via the
current pulse when (A) it occurs on NMOS transistor and (B) on
PMOS transistor.

The effect of high-energy neutrons striking on a transistor’s depletion region is the main
cause of SETs. A voltage drop appears at the gate’s output as a result of an additional current
appeared due to the particle strike. Therefore, to model the pulse generation and character-
ize gate sensitivity, SPICE simulations should be performed. In particular, to observe the
output pulse, current pulses are inserted both to NMOS and PMOS transistors for all gate
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input combinations. Something that should be highlighted is that particle strikes are simu-
lated differently depending on the transistor type they occur. In other words, a fault occurred
on an NMOS is simulated with a current pulse injected into the drain and extracted from the
body of the transistor, whereas on a PMOS the current pulse enters the body and exits from
the drain (Figure 5.1).

Due to the technology downscaling the critical charge required to change the logic state
of a gate was significantly decreased. Therefore, the gate logic state can be changed by
electron-hole pairs generated by a particle, which hits a sensitive transistor. However, the
emergence of a transient pulse at the gate’s output depends on whether a high-energy par-
ticle affects a sensitive region. The aforementioned spice simulation analysis, for all input
combinations, shows that sensitive regions are the off transistors[57, 58, 64].

5.1.3 SET pulse characterization

The voltage at the gate output affected by a particle strike depends, primarily, on the en-
ergy of the particle and the collected charge, which is determined by the parameters of the
injected current pulse. Besides these parameters, for the SET pulse width analysis the size
of the transistor, the output capacitance, the supply voltage as well as temperature, are crit-
ical factors. The generated SET pulse is characterized by several spice simulations under

different cases.
~—m—NMOS (1 to 0)
180 1 PMOS (O to 1)
160 4
140 4
120 A

Pulse width (ps)

Fan-out

FIGURE 5.2: Pulse widths for various fan-out when NMOS and
PMOS is affected.

Initially, the influence of the number of fan-out and, thus, the capacitive load on the SET
pulse width was examined. Figure 5.2 shows the pulse widths at the output of a NOT gate
for increasing fan-out with identical gates, whereas a current pulse is injected on NMOS and
PMOS transistor.

We notice that for less fan-out even though the capacitance increases, the pulse width
of the output voltage increases. This is explained by the fact that the injection node needs
more time to recharge. On the other hands, when fan-out exceeds a threshold, the generated
pulses tend to have a smaller width. From Figure 5.2, we can observe that this happens for
fan-out 6 when NMOS is affected and fan-out 4 when PMOS is affected, since the injected
charge is not great enough to change the output voltage to the opposite power trail. Fur-
thermore, the pulse width from a particle strike that flips the output from logic 1 to logic 0
is greater compared to the opposite case. The transconductance coefficient is always greater
for NMOS than PMOS, but in the particular implementation, the width of the PMOS was not
much larger than NMOS (so that the gates were not symmetrical) and, therefore, the NMOS
current is greater than PMOS current, which justifies the shorter width of the pulse.

Furthermore, the influence of the operating voltage and temperature on the SET pulse
width was investigated through several simulations. Figure 5.3 demonstrates the pulse
widths of three gates (NOT, NAND2, and NOR?2), taking into account different values of the
aforementioned factors. In particular, decreasing the operating voltage, which contributes
to the reduction of circuit power consumption, results in increased SET pulse widths for the
examined logic gates. Furthermore, the elevating temperatures (25 °C, 50 °C, and 100 °C)
show a similar impact on gate sensitivity, which means that under these circumstances, ICs
become more susceptible to radiation-induced faults.
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FIGURE 5.3: Pulse widths for different supply voltages and tempera-
tures of (A) NOT, (B) NAND2 and (C) NOR?2 gates.

5.2 SPICE Verification

Glitches with substantial widths contribute significantly to SER estimation thus, SET charac-
terization is a crucial procedure. However, besides that to obtain an accurate SER evaluation,
the analysis of SETs propagation is equally decisive. Once a transient glitch is generated by
a particle hit, it propagates through the following gates and may reach a memory element, if
its width is sufficient enough. As mentioned, SET propagation is determined by the strength
of the particle and, as a result, by the glitch amplitude and width, and the gates that belong to
the corresponding propagation path since each one of them has different nodal capacitance
affected by parasitic delay and fan-out.
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FIGURE 5.4: Transient pulse when (A) it is latched and (B) it is
not latched.

For SER verification, a script is used, parsing the ISCAS 89 spice netlists to insert cur-
rent pulses on random NMOS and PMOS transistor nodes and at random time moments
within the clock period. Subsequently, the propagation of the generated pulses is examined,
whereas an adequate number of simulations are made to obtain an accurate result. For all
the primary input combinations of the circuit, we observe which of the pulses are latched by
at least one flip-flop (FF). For this purpose, setup and hold time values of the FF are used
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to determine the time interval, in which glitches can be latched in a clock period. In partic-
ular, if a transient fault arrives at a FF within this interval (determined by setup and hold
time concerning the rising edge of the clock pulse), as the A situation of Figure 5.4 shows,
it is latched, resulting in invalid output, (until the next clock edge recovers the right signal)
otherwise it is not latched and the FF output remains stable (Figure 5.4 B).

A spice netlist for the S27 benchmark at 45nm is presented in Appendix A. At first, a
cell library is included, and gates connectivity of the particular circuit is determined. Then,
we set the parameters associated with the current pulses of the particle hits, whereas the
clock and the values of inputs are defined using the PULSE function. This circuit has four
inputs, hence sixteen simulations are required to cover all combinations. This process is
implemented on all circuit gates repeating the simulation process. In other words, the .alter
declaration rerun simulations, changing the affected gate, or implementing current pulses
on multiple gates (MTFs). The overall number of errors is calculated by checking the FFs
outputs at each simulation and comparing them with the output voltages obtained from
the first simulation without the applying of the TFs. The SER is evaluated as probability
utilizing the equation 5.1, where the parameter num_of_errors and num_of_sims constitute
the overall number of soft errors and simulations, respectively whereas, the third parameter
num_of_TFs is the total implemented TFs.

SER = (num_of _errors/num_of_sims)/num_of_TFs (5.1)

The comparison between the simulation results for some of the ISCAS’89 benchmark cir-
cuits, obtained from the proposed framework and the respective ones obtained from SPICE
indicates a fairly good correlation. In particular, the HSPICE simulator is used for the bench-
marks 527, 5298,5382, and S400 for both technologies as shown in the obtained results, pre-
sented in Table 5.1. SPICE simulation is generally a time-consuming process, especially for
larger circuits, for this reason, only smaller circuits are utilized to verify the proposed tool
methodology.

TABLE 5.1: SER verification comparing the proposed tool with Hspice

Bench. SER at 45nm SER at 15nm
SER Tool | HSPICE | Diff. (%) || SER Tool | HSPICE | Diff. (%)
s27 0.2191 0.2359 7% 0.2832 0.3018 6%
s298 0.0981 0,1068 8% 0.1654 0.1801 8%
s382 0.0763 0.0843 9.5% 0.0912 0.0993 8%
s400 0.0885 0.0787 11% 0.1053 0.0945 10%

5.3 TCAD Simulation

5.3.1 Introduction

In order to investigate the effect of particle hits in logic gates and circuits, the first step is to
extract the current pulses, which correspond to their energy. Particle hits characterization is
an appropriate process, since the affected area is a function of their energy. A sufficient num-
ber of energies are implemented by the proposed tool to cover a considerable percentage of
radiation instances that occurred to systems. Therefore, the Synopsys®Sentaurus™TCAD
tool is employed to do device simulations, including different doping values for both PMOS
and NMOS transistors of each gate. In particular, particle strikes are implemented in many
locations with different angles, lengths (particles penetrating depth), and widths (character-
istic radius). Furthermore, another factor specified is the LET value since particle energies
are expressed in terms of the particular parameter, and for this reason, it is significant for
TCAD simulations.
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5.3.2 FinFET description

The transistor is considered one of the greatest inventions of modern technology since it
constitutes the main component of modern electronic devices. Nowadays, most transis-
tor packages are incorporated and produced by designers in integrated circuits (known as
chips) along with diodes, resistors, capacitors, and other electronic components. According
to Moore’s law, the gates number of ICs constantly, increases as Figure 5.5 shows. This trend
happens because the transistor dimension continues to shrink, and is regarded that this fact
will be sustained for another decade. Therefore, more and more transistors will pack into
ICs, and the industry requirements for better performance, increasing speed, and operat-
ing at lower power will be satisfied by continuous downscaling technology. In other words,
transistors sizes and supply voltage have reduced while operating frequency has elevated to
be coped with the continuous demand for even larger circuits by industry. However, as men-
tioned, many challenges associated with the ICs” normal operation have been caused since
devices’ susceptibility to external parameters such as radiation has considerably increased.
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FIGURE 5.5: Transistors size and number per chip according to
Moore’s Law.

Therefore, designers try to deal with these inducements, changing transistor technical
features. For this reason, there are different types of transistors utilized by the industry,
such as planar MOSFET, FinFET, and BJT. In recent years, an efficient solution for problems
caused by downscaling of feature size has been considered the utilization of FIinFET tech-
nology within ICs. It has been observed that some crucial advantages can be offered by
FinFET transistors in device design comparing to the planar MOSFET transistors. Therefore,
their implementation has increased significantly, replacing traditional technologies. Thus,
many companies have turned their attention to the research and development of this type of
semiconductor device in the latter years.

FIGURE 5.6: Structure of FINFET transistor.
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Their name derives from the fact that these structures, located above the substrate, re-
semble fins. FinFETs are characterized as “3D” transistors because more volume is achieved
in the same area, comparing to the planar transistor as source and drain are formed like a
“fin”. In other words, multiple fins can be included, improving performance and enabling
more FinFETs to be packed inside devices, following Moore’s law. Moreover, efficient con-
trol of the channel is provided, as the fin is wrapped by the gate, preventing a large current
leakage while the transistor is in the “’off” state. Therefore, better control of transistor electri-
cal properties ensures gates proper operation, making this type of transistor more resistant
to external parameters. According to Figure 5.6, width and height of fin and channels length
are the main features of FInFETs design, and something that should be underlined is that
fin’s width is the smallest dimension and is about half the channel’s length.

5.3.3 Sentaurus TCAD tool

Sentaurus Structure
Mok » Ctor # SNMESH # SDEVICE # INSPECT

FIGURE 5.7: Sentaurus simulation process.

Device electrical characteristics and performance can be simulated, utilizing the Sentau-
rus TCAD tool. Furthermore, ICs optimization can be succeeded by analyzing semiconduc-
tors’ electrical and physical properties for different technologies. In other words, transistor
electrical characteristics such as operation voltage, current, frequency and threshold voltage
for different devices structure can be analyzed through TCAD simulations. The fundamental
simulation parts of Sentaurus are presented in Figure 5.7.

e A graphical user interface and several simulation tools are provided by the Sentaurus
workbench (SWB) to manage the simulation process and analyze results.

o The interconnection modeling is offered through the Sentaurus device editor. Devices
structure is created in the particular editor determining geometric parameters. Ini-
tially, the parameters utilized in the simulation process are declared. The structure,
as well as the thickness, width, length, and generally the size of the devices’ basic
parts are determined. Furthermore, the doping concentration is defined, taking into
account the contact of source, drain, channel, and substrate of each transistor. The
determination of a mesh basing on a mathematical model is a necessary process.

o Physical properties are analyzed, determining the mesh, regarded as a necessary pro-
cess for simulation. SNMESH is another important tool, which models physical pa-
rameters such as electric field, and concentration of carrier since mesh intersections
are regarded as the solutions of mathematical equations.

e Simulation capability is offered, utilizing the SDEVICE tool, since devices, designed
with advanced technologies, are simulated and analyzed. In particular, electronic
characteristics, i.e., current and voltage properties, transport, and density of carri-
ers (electrons, holes) are modeled for different technologies. Furthermore, the role
of temperature and the channel quantization effect in device operation can be studied
through SDEVICE simulations.

o In order to extract results INSPECT tool is utilized. The obtained curves depict the val-
ues of electrical characteristics such as current and voltage over time and how devices
electrical properties are affected by radiation-induced events.
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5.4 Modeling of TFs Impact

Device evolution and optimization are succeeded through computer simulation. In other
words, TCAD is a technology field associated with the design and operation of semicon-
ductors. Device and process simulations are necessary to develop and improve transistor
operation since they constitute the main ICs components. Utilizing the Sentaurus TCAD
tool, electrical properties and physical characteristics can be obtained, as well as plots and
curves. Therefore, the analysis of the results can be conducted utilizing the particular tool
since it offers a comprehensive graphical user interface, which incorporates many valuable
and necessary options.

Heavy lon

FIGURE 5.8: Heavy-ion simulation.

The sensitivity of ICs to radiation has increased due to CMOS technology downscal-
ing hence, the modeling of the TFs impact on systems performance is a necessary process.
In particular, to investigate the radiation effect, devices are exposed to harmful environmen-
tal conditions through experiments. In other words, the generation of the electron-hole pairs
can be provoked when high-energy particles penetrate circuits and lose their energy. The
ICs’ performance may degrade, and their standard operation is disturbed since the amount
of leakage current, and threshold voltage may change. For this reason, the Sentaurus TCAD
tool is employed to understand how transistor operation is affected by alpha particles, sim-
ulating p-type and n-type transistors to model the generation of the current pulse. The sim-
ulation process, as mentioned, is mainly affected by some critical factors. In particular, the
energy and type of the ions, the penetrations angle, and how the parameter LET of particles
have an impact on the number of the electron-hole pairs created.
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FIGURE 5.9: Charge generation caused by a heavy ion for different
LETs.

Charge generation is simulated, taking into consideration that output voltage is affected
by leakage current and electric field. The electron-hole pairs are generated by a particle
strike event due to the deposition of their energy, perturbing device normal operation. In
other words, a current provoked by an additional carrier may flip gates logic state and con-
sequently devices functionality. The direction, which corresponds to the penetration angle,
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38 Chapter 5. SPICE - TCAD Simulation

the location, which is the point where a heavy ion hit the device, and the time of this event
are critical parameters for the simulation process.

The parameter LET, the values of length, and the width, which is the characteristic ra-
dius, are the main factors taken into consideration to simulate a SET caused by a heavy
ion. These parameters are presented in Figure 5.8 and are defined in a function incorpo-
rated in the physics section of the SDEVICE tool. In particular, these factors are specified
in a Heavylon function, and the charge generation rate is estimated based on the Gaussian
model since temporal and spatial parameters, i.e., the strikes radius and the time of the
charge generation follow the Gaussian distribution.

NMOS 45_NM NMOS 15_NM
— LET=0.2pC/um — LET=0.2pC/pm
—— LET=0.1pC/um 0.06[ — LET=0.1pC/um
01r —— LET=0.05pC/um —— LET=0.05pC/um
E T o0.04-
£ c
° ©
5 0.05F £
0.02F
or . - ‘ oF . \ ‘
0 le-10 2e-10 0 le-10 2e-10
Time Time

FIGURE 5.10: The drain current for different LETs for both technolo-
gies.

Particle strikes events can be modeled through TCAD simulations. As mentioned be-
fore, LET is an important parameter, which corresponds to the energy and affects Heavy-
Ion penetration on PMOS and NMOS transistors. The charge generation of a particle hit
on an NMOS transistor for two values of the particular factor is presented in Figure 5.9
(LET=10pC/um,LET=70pC/um) whereas, the factors, length, and width remain stable. As
we can observe, by increasing the energy, the charge density becomes greater. Furthermore,
the additional current, resulted from the impact of the particle on the transistor’s drain, cor-
responds to the charge density, and Figure 5.10 shows that its value augments at elevated
LETs for both technologies. Furthermore, charge density is not affected by the angle of each
incident as Figure 5.11 shows whereas, the affected area seems to be different.

FIGURE 5.11: The impact of particle hits angle on charge density.

5.5 Current Pulse Modeling

We use the Sentaurus tool to characterize gates and extract the current pulses that corre-
spond to different particle hits. In order to present this vital process, in this section, the
modeling of the inverter is presented. In particular, Sentaurus and SPICE simulations are
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combined to evaluate the impact of parameters LET, track length, and width of each particle
strike on current pulses modeling. In other words, we implemented transient mixed-mode
simulations on each type of gate for both technologies.

System {
Vsource vdd (v_dd 0) (dc =0.0) {
Vsource vdd (v_dd 0)
pwl =(0.0e+00 0.0
1.0e-110.0
1.5e-112.0
40.0e-11 2.0
40.5e-110.0
60.0e-110.0) }
NMOS nmos( "source"=0 "drain"=out "gate"=in "substrate"=0)
PMOS pmos( "source"=v_dd "drain"=out "gate"=in "substrate"=v_dd )
Capacitor cout ( out 0 }{ capacitance =3e-15}

Plot "output_file.plt" (time() v(in) v(out)
i(nmos1,out) i(pmosl,out) i(cout,out))

FIGURE 5.12: The definition of Inverter in the system section of the
Sentaurus device command file.

The physical device of each transistor is defined in different device sections in the Sen-
taurus Device command file. Furthermore, SPICE parameters are specified in the System
section to connect the PMOS and NMOS transistors depending on the type of each gate.
Figure 5.12 presents the definition of an inverter following SPICE syntax. In particular, tran-
sistors are connected, whereas voltage source and capacitive load are implemented on the
input and output, respectively. Furthermore, on each device statement, i.e., on NMOS and
PMOS transistors, as Figure 5.13 shows on Physics sections, heavy-ions are implemented for
different values of the aforementioned factors. Heavylon keyword is utilized to implement
particle hits and statements HeavylonCharge, HeavylonGeneration, in the Plot section, are
employed to generate heavy-ions and extract charge density caused. The unit of the pa-
rameter LET is pC/um, while the length (L) and width (Wt_hi) are expressed in terms of

pm.
Device NMOS Device PMOS
Electrode{ Electrode{
3

File{ File{

3 ¥

Physics { Physics {

AreaFactor =5 AreaFactor = 10
Heavylon ( Heavylon (

Direction = (1,0) Direction = (1,0)
Location = (0.25,0) Location = (0.25,0)
Time = 50.0e-11 Time = 24.0e-11
Length =0.1 Length = 0.1
Wt_hi =0.05 Wt_hi = 0.05
LET_f=0.4 LET_f=0.4
Gaussian Gaussian
PicoCoulomb ) PicoCoulomb )

3 3

3 >
Plot {

HeavylonChargeDensity
HeavylonGeneration

FIGURE 5.13: Heavy-ion modeling and generation.
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Chapter 6

SER Methodology

6.1 Introduction

Recent systems performance and power consumption have been significantly improved due
to technology scaling. However, these trends, i.e., higher frequencies, reduction in supply
voltage below one volt, and low capacitance nodes, render ICs more vulnerable to distur-
bances induced by radiation. Alpha particles found in ICs package material and cosmic
radiation are the principal causes of SEMTs. If a sufficient electric charge is collected by
the p-n junction, then a momentary voltage drop is caused at a gate’s output, flipping its
logic state from 1 to 0 or vice versa, inducing a SET. Subsequently, the generated transient
glitch propagates through the circuit and if it is captured by a memory element, then a soft
error occurs. As far, a plethora of studies have focused on analyzing soft errors’ effect on
memory elements. On the other hand, the protection of the ICs combinational part to ex-
ternal parameters has several shortcomings. For this reason, regarding combinational logic,
the evaluation of systems susceptibility to soft errors by an accurate and fast tool would be
beneficial for the technology community.

6.2 Methodology for METs

COMPONENTS 12 ; NETS 20 ;
- DFF_0 DFF_X1 + PLACED (2688 0) FS - GND

H (PINGND)
- DFF_1 DFF_X1 + PLACED (6016 0) FS ;

; - VDD

- DFF_2 DFF_X1 + PLACED ( 2688 1536 ) N (PIN VDD)
; + USE POWER
- U10 INV_X1 + PLACED ( 6144 1536 ) FN :

; -CcK

- U11 AOI21_X1 + PLACED (8064 1536 ) FN (PIN CK ) (DFF_2 CK ) ( DFF_1 CK ) ( DFF_0 CK )
—.U12 NOR2_X1 + PLACED (10240 0) FS - GO

; (PINGO)(NOT_0A)

- U13 NOR3_X1 + PLACED ( 7296 1536 ) FN ;

; -G1

- U14 AOI21_X1 + PLACED ( 8832 1536 ) FN (PIN G1) (NOR2_2 A1)
-U15 AOI22_X1+ PLACED (93440)S .o,

- U16 INV_X1 + PLACED ( 6912 1536 ) N -G16
H (NAND2_0 A1) (OR2_1ZN)

- U17 INV_X1 + PLACED ( 6528 1536 ) N ;

. -Go

- U18 INV_X1 + PLACED ( 9600 1536 ) N (NOR2_1 A2) (NAND2_0 ZN )

END COMPONENTS END NETS

FIGURE 6.1: DEF files information.

According to recent studies and experiments, SEMTs, induced as particles hit combina-
tional circuits, are more potential than SETs. Due to the technology down-scaling, i.e., the
increasing of clock frequency and minimizing the size of transistors, SEMTs have become a
severe threat to the IC reliability, and their analysis is essential. The ICs layout has an impact
on the SER calculation since several gates can be affected by a particle hit. For this reason,
an extensive layout methodology is a necessary process to extract adjacent influenced gates.
In the proposed methodology, to exploit ICs layout information, DEF and GDSII files for
benchmark circuits are employed to identify the precise gate coordinates. In other words,
the determination of the transistors diffusion part is included in the GDSII files, and in com-
bination with the DEF files, the sensitive regions of each gate are extracted. The former are
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42 Chapter 6. SER Methodology

binary format files, while Figure 6.1 presents the most vital information, included in the DEF
files for each IC and utilized by the proposed tool.

Energy and location of particle hits are the main parameters, which identify affected ar-
eas. On the other hand, cell type and size, which are within the range of error sites, as well
the output capacitance of each gate, form the generated transient pulses. Furthermore, to
provide accurate results layout of each IC is divided into several parts called grids. There-
fore, we can examine which of the grids are more sensitive to external parameters since we
focus on a specific number of gates involved in each grid. Also, we investigated and proved
the scalability and the efficiency of the proposed methodology, simulating large-scaled cir-
cuits.

6.2.1 Sensitive zones

The determination of gates sensitive zones constitutes a critical aspect for the SER evalua-
tion. Therefore, it is necessary to parse the GDSII files of each circuit for the determination of
transistors diffusion area, to incorporate an accurate fault injection model into the proposed
methodology. As a result of technology downscaling, the circuits become denser, and, thus,
a single particle strike may affect more cells. For this reason, the definition of the aforemen-
tioned regions constitutes a significant step. The physical structure of an inverter is quite
simple since there are only two sensitive regions, the inactive NMOS channel region and
inactive PMOS drain. However, the determination of the susceptible zones for the other
cells depends on their inputs. Therefore, we should obtain these zones since a particle strike
affects the operation of a gate only if it occurs on the inactive transistors [58, 59].

B ZN | Sensitive Zones

0 1 Region3

0 0 Regionl

1 0 Region2

1 0 Regionl &Region2

FIGURE 6.2: Sensitive zones determination.

The physical layout of a NOR gate with two inputs as well as the three sensitive regions
is demonstrated by Figure 6.2. It should be underlined that the parts of the diffusions con-
nected to the supply line and the ground are not affected by the collection of the additional
charge and, thus, are not considered vulnerable zones. The sensitive regions for each input
combination are presented by the table in Figure 6.2. In the same way, the sensitivity of each
region to particle strikes is determined characterizing all gates.

6.2.2 SEMTs ananlysis

Due to the downscaling of transistor size and reduction in supply voltage, modern ICs have
become more prone to particle hits. Therefore, SEMTs originated by radiation effects are
more frequent than SETs, and to estimate SER, both SETs and SEMTs should be taken into
account as presented in Chapter 7. For this reason, the particular methodology models Mul-
tiple Transient Faults (MTFs) injections on circuits, designed with different technologies to
demonstrate tradeoffs between the ICs reliability and transient faults. Furthermore, some-
thing that should be underlined is that an accurate timing simulator, which calculates gates
timing information and wire delays, is incorporated into the proposed tool something that
does not exist in other similar methodologies, which evaluate SER.
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6.2. Methodology for METs 43

TABLE 6.1: Average affected area.

Particle Energy Mev ~ Average Affected Area(um?)

22 1.178
47 1.902
95 2.903
144 4.613

SET is a voltage glitch, which may be produced at the output of a gate when a high-
energy particle strikes a sensitive region of a cell. On the contrary, when a particle does not
affect only a single point of the chip but an area, then SEMTs occur. This situation should
be defined properly for an accurate particle strike simulation since it affects the evaluation
of SER. [25, 63, 78]. Therefore, the logic state of some gates output may be flipped, since
several transistors may be affected. The affected area is mostly a function of particle energy,
and the higher the amount of energy is, the wider the area of the circuit that is affected by
the strike. This surface is depicted with oval shapes, according to the average affected area
for each particle’s energy, as Table 6.1 shows [58, 59].

FIGURE 6.3: Particle strikes of different energy.

When circuits silicon and especially gates transistor is affected by a particle strike, SEMTs
may be provoked. ICs vulnerability constitutes a significant concern, thus, the analysis of
multiple glitches should be taken into account. SEMTs” modeling is a considerable process
and is implemented by the proposed methodology, injecting particle hits on random points
into the die area of each circuit. The respective oval shapes indicate which transistors and,
hence, which gates are affected by each particle strike, while the radius of the oval shape
corresponds to the range that a particle hit affects. A SET is created at a gate’s output if

TABLE 6.2: Coordinates, radius of particle hits and the number of
affected gates.

Particles | Point_X | Point_Y | Radius | Num of Affected Gates
Particlel 9.78 2.57 1.21 6
Particle2 21.93 10.46 0.83 3
Particle3 | 12.49 11.17 0.74 0
Particle4 16.39 6.14 0.92 1
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44 Chapter 6. SER Methodology

its sensitive transistors are located within the range of the strike. Furthermore, Figure 6.3
shows the result concerning the affected area of four-particle strikes with different energies.
The first two particles had an impact on some gates while the affected area of particle3 was
empty, as we can observe in Figure 6.3. On the other hand, transient faults were not gener-
ated by particle4 since the transistors, located in its affected area, were active. Furthermore,
Table 6.2 includes the information of each particle hit, i.e., their coordinates and the radius,
which corresponds to the range of their affected area whereas, Table 6.3 presents the type
and name of gates influenced.

TABLE 6.3: Name and type of affected gates of each particle hit.

Particlel Particle2 Particle4
Name Type Name Type Name | Type
U292 | NOR3_X1 | U335 | NAND2_X1 | U222 | INV_X1
U293 | NOR2_X1 | U254 INV_X1 - -
U294 | NOR2_X1 | U237 | NAND2_X1 - -
U282 | NAND2_X1 - - - -
U223 INV_X1 - - - -
U276 | NAND2_X1 - - - -

For the SEMTs analysis, the determination of the physically adjacent cells of each circuit
is a significant step. There are approaches, which rely only on logic-level netlist, neglecting
cells adjacency and considering a gate and its fan-ins, a gate and its fan-outs, fan-ins of a
gate, and fan-outs of a gate, as adjacent nodes for multiple transients error sites [60, 61]. In
this context, when a particle strikes a random area of a circuit and affects a gate, its fan-out
may lead to a gate, which does not belong to the same error sites, according to the actual
layout. For example, in Figure 6.4, according to fan-ins of a gate, X24 and X25 should be

12
1 b — 6
S E
b o X15

X7
X16
16

3
x17

FIGURE 6.4: s27 affected by a particle hit.

regarded as adjacent gates since their outputs are the inputs of the X27 gate. However, the
topological information, provided by the DEF files, shows that they cannot be neighboring
gates. On the contrary, gates X25, X31 and X32 could be adjacent, according to the DEF file,
and, thus, a potential hit could affect them as shown. Therefore, considering only logic-level
netlists during the analysis leads to inaccurate estimation of SER, since with this method a
restricted number of cells are physically adjacent.
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6.3 Transient Faults Simulation

Both the SETs and SEUs are caused by particle strikes due to charge generation. However,
these types of disturbances are different since the former are induced in logic gates, whereas
the latter are associated with memory elements. Each SET has different characteristics, such
as duration and amplitude, since their generation depends on the energy of particles and the
ICs technology, i.e., supply voltage and gates output load. It is significant to investigate this
type of failure to improve ICs’ reliability since most failures are transients.

Gate-level simulation, in combination with the IC placement information, provides an
accurate transient fault modeling and, hence, a reliable SER evaluation. Furthermore, ICs
timing information (gates delay, critical path) should be taken into account since a particle
may hit the silicon of a circuit and especially gates transistors, causing a transient fault at
any time on the clock period. Therefore, glitches pulse duration, as well the time required
for SETs to reach FFs from the fault injection moment, are significant timing information and
have an impact mainly on the modeling of the electrical and timing masking. Furthermore,
two different cell libraries, which include detailed placement information, are utilized to
design circuits since gates topology provides a reliable transient fault modeling and offers
an accurate SER evaluation.

In circuits, a soft error emerges when a SET, which is a glitch at the output of a radiation-
stricken gate, is captured by one or more memory elements. While the soft errors are not per-
manent, they pose a severe threat to the vulnerable modern chips, especially for the critical
ones. This problem worsens since the emergence of SEMTs has become more prevalent re-
cently, primarily due to the increase in the circuit device density as a consequence of Moore’s
law. Therefore, the accurate evaluation of SER constitutes a vital process to determine circuit
susceptibility to radiation hazards. The SER is usually measured in terms of FIT, a reliable
metric that is widely used across different SER evaluation tools to assess ICs” vulnerability.

6.4 Proposed Algorithm Description

This methodology was designed using the C programming language. Our principal goal is
the proposed tool to be utilized by companies, which manufacture critical ICs since it can
contribute to this vital effort. SER estimation framework is based on Monte-Carlo simula-
tions and the analysis of mechanisms (masking effects), which prevent SETs propagation
through the ICs. Although the Monte-Carlo method is considered time-consuming, it pro-
vides accurate results. For this reason, this shortcoming is covered, implementing various
optimization techniques to reduce the execution time, especially of larger ICs.

6.4.1 Masking mechanisms

SER analysis in combinational logic is much more complicated in comparison with memory
circuits. When SEMTs, caused by a particle hit, propagate through circuits and are latched
by FFs, then soft errors are induced. However, many transient glitches do not reach memory
elements since they are masked by the logical, electrical, or timing mechanism. Emphasis is
placed upon the modeling of the three masking phenomena that affect the probability of a
TF to become a soft error. In other words, a kind of natural resistance is provided by these
three masking effects to SETs, and their incorporation into the proposed tool is a very critical
procedure to succeed an accurate SER evaluation.

As mentioned before, an accurate SER estimation requires the comprehensive modeling
of the three mechanisms that may impede SETs from propagating through a circuit and being
latched by the flip-flops. The logical masking occurs when a SET is blocked in a subsequent
gate because one of the other inputs has a controlling value. For example, the controlling
value of an AND gate is logic 0, whereas logic 1 is the controlling value of an OR gate. The
electrical masking is associated with the attenuation of the SET pulses, as they propagate
through the logic gates of the circuit until they become too small to be reliably latched. Fi-
nally, the latching window of FF is determined by setup and hold times, and the timing
masking occurs when a SET arrives outside this time interval.
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6.4.2 Algorithm for SER evaluation

In order to identify circuit vulnerability to TFs, a topological analysis is presented, based
on the division of the circuit layout to several smaller equal parts, called grids [50]. The
number of grids may differ depending on the intended level of granularity. For quite small
grids the extracted data may be misleading regarding SER, hence, there is an upper bound
on this number depending on circuit size. The proposed framework for the SER evaluation
is summarized by Algorithm 5.

Algorithm 5: SER Estimation

1 /*Identify timing information stored in LUTs */
2 PARSER_TIMING_ANALYSIS(nldm file)

3 CREATE_CIRCUIT (def file)

4 /*Identify diffusions coordinates of each gate */
5 PARSE_GDSII(gdsii file)
6

7

8

9

/*Store the actual interconnection network of a circuit*/
PARSER_RC(spef file)
/*Categorize gates to levels*/
LEVELIZATION()
10 /* Get delay of each gate */
11 FIND_DELAY(circuit)
12 /* Find critical path of circuit */
13 CRITICAL_PATH()
14 function SER_PROCESS (circuit)

15 Divide circuit into grids

16 /* Grids are executed parallel by different threads */
17 for each grid in Circuit do

18 /* Identify gates affected by particle hit */

19 function ERRORS_GEN (grid)

20 /* Find which diffusions of each gate are affected */
21 SENSITIVE_REGION (error, gate, radius)

22 return errors

23 end

24 function ELECTRICAL_MASKING (all_nodes)

25 | compute error_width[node]

26 end

27 function TIMING_MASKING (all_nodes)

28 ‘ compute transient_fault_time[node]

29 end

30 for 100,000 simulations do

31 for each node in def do

32 fori =0 to errors do

33 function LOGICAL_MASKING (node)
34 \ compute error_state[i]

35 end

36 end

37 end

38 end

39 TOTAL_LATCHING_PROB();

40 Gird— > SER = overall_error_bits/num_of_particles/num_of_sims;
41 end

42 end

43 OVERALL_SER()
44 EXPERIMENTAL_RESULTS()

Firstly, the NLDM file, which includes the timing information of each gate, is parsed
(line 2). Circuits timing behavior needs to be investigated to determine precisely the gate
delays, as well as the critical path through the STA methodology, which is considered con-
siderably accurate. In a few words, we can calculate the delay of each gate, implementing
pre-characterized simulation data of logic cells based on the input transition rates and load
capacitances stored in Look Up Tables (LUTs). These LUTs, formed under typical, worst,
fast, and slow case conditions, are obtained from the properly defined NLDM of CMOS
libraries. Therefore, the electrical and timing masking are modeled, given an accurate tim-
ing analysis of each circuit. Then, to identify the precise gate positions and their NMOS
and PMOS diffusions and register the circuit connectivity, the DEF and GDSII files of the
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benchmark under simulation are parsed (lines 3-5). Furthermore, a SPEF file parser was im-
plemented to account for each net parasitics and, thus, to estimate their delay (line 7). The
actual interconnection network of a circuit can be obtained after the P&R process with the
extraction of its SPEF file. Such a file represents the parasitic connection and may be further
used for simulation purposes such as timing analysis. Gates are categorized in levels, in the
function LEVELIZATION() to accelerate the simulation process (line 9). The purpose of this
procedure is explained in the subsection 6.5.3. In the FIND_DELAY() function, gates delay is
estimated according to transition rates and load capacitances (line 11). The critical path cal-
culation of a given circuit is conducted at the early stages of SER estimation by performing
the STA method and without taking into account any of the gates logic values (line 13).

Next, the circuit is divided into grids (line 15), and for each one, the injection of par-
ticle strikes, with different energy at random grid points, generates multiple glitches, via
the ERROR_GEN function (lines 19-23). Something that should be underlined is that the
size of each circuit determines the number of grids. Therefore, more grids are required to
obtain reliable and comparable results among the different benchmarks as circuit complex-
ity increases and grids can be executed in parallel by separate threads. A key point is the
treatment of the MTFs propagation, which takes into account all three masking effects and
reconvergent pulses. In particular, each pulse originated from a single particle strike, which
appears at the output of affected cells, propagates through the circuit along with its own
logical, electrical, and timing masking information. Furthermore, affected transistors are ex-
tracted prior to modeling the masking mechanisms. This process is necessary for the iden-
tification of the sensitive regions since gate input values are considered (line 21). In order
to examine each error separately and determine those that will be captured by the mem-
ory elements, three tables one per masking effect for each circuit node are used. Their size
changes dynamically and depends on the number of MTFs generated from a particle strike.
According to Algorithm 5, error_state (line 34) is used for the logical mechanism, whereas er-
ror_width (line 25) and transient_fault_time (line 28) are utilized for the electrical and timing
masking mechanisms respectively.

To estimate the total latching probability per simulation, the masking effects information
is employed, checking if (i) the FF input is affected by particle strike glitches, i.e., if they are
not logically masked, (ii) the glitch pulse width is wide enough to actually affect the FF input,
and (iii) the pulse arrives within the latching window. All these three checks are performed
by the TOTAL_LATCHING_PROB function (line 39), and finally the SER of each grid is
estimated according to the number of erroneous bits, the particles, and the simulations (line
40). Lastly, in OVERALL_SER function (line 43), the final probability, which represents the
circuit SER, is computed considering the SER of each grid.

SER is usually expressed in Failures In Time (FIT), which is equivalent to the number of
failures per one billion hours. This metric is widely used in semiconductor industry due to
its efficacy in ICs susceptibility evaluation. The probabilistic SER is estimated from Algo-
rithm 5, thus, we are able to obtain SER in terms of FIT as:

SERpir = F X A X SERpmb (6.1)

where F is the neutron flux, A is the area of the circuit under test, which is exposed to the
flux, and SER,p is the probability of SER as computed already. It is worth mentioning that
for large-scale benchmarks the number of 100,000 iterations, for the different primary input
vectors, is applied to obtain accurate results. Furthermore, the number of particles strikes
depends on the size of each circuit, as we apply one particle hit per um. At the end of the
simulation, various results and statistics are extracted to evaluate the vulnerability of the
circuit to radiation-induced errors (line 44).

The LOGICAL_MASKING() function has the highest CPU usage rate, as Figure 6.5 shows
since it is executed for all simulations conducted. As we can observe in Algorithm 5, for
each grid and each particle hit that is applied, several simulations are performed (maximum
100000) to cover as many combinations of input vectors as possible. On the other hand, the
percentage of ELECTRICAL_MASKING() and TIMING_MASKING() functions is lower be-
cause the transient faults pulses and timing information remain constant on each iteration.
Hence, they are conducted only one time for each particle hit. Furthermore, something that
should be underlined is that the ERRORS_GEN() function focuses on particular elements
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FIGURE 6.5: CPU utilization of the proposed tool’s functions.

to find the affected gates since in the CREATE_CIRCUIT() function gates, included on each
grid, have been determined. This procedure constitutes considerable optimization, improv-
ing the execution time. Finally, considering the other functions, the percentage of CPU usage
of the FIND_DELAY() function is quite great since it calculates gates delay, taking into ac-
count the wire-load information.

6.4.3 Function of errors generation

The injection of a particle strike may generate multiple glitches with different energy at ran-
dom circuit points via the ERRORS_GEN() function presented in Algorithm 6. This function
takes as a parameter the coordinates of each grid, and particle hits are injected on random
points into the grid die area. The affected area is a function of particle energy, and the higher
the amount of energy is, the wider the area of the circuit affected by the strike. This surface is
depicted with oval shapes, according to the average affected area for each particle’s energy.

Algorithm 6: ERRORS_GEN(grid)

1 Particle_low_energy = 22;

2 Particle_high_energy = 144;

3 Affected_Area_Low = 1.178;

4 Affected_Area_High = 4.613;

5 /* radius of the alpha particle’s affected area */;

6 Extract Hit_point_x, Hit_point_y, radius;

7 Num_Of_Errors = 0;

8 for each gate do

9 gate_nmos = SENSITIVE_REGION (Hit_point_x, Hit_point_y, nmos, radius);
10 gate_pmos = SENSITIVE_REGION (Hit_point_x, Hit_point_y, pmos, radius);
1 if gate_nmos = 1 or gate_pmos = 1 then

12 Error_gates|[Num_Of_Errors| = gate;

13 Num_Of_Errors+ = 1;

14 end

15 end

=
(=2}

return Error_gates;

The range of values of energies and areas (lines 1-6), utilized to find the coordinates of
particle hits and the radius of the affected areas, are based on Table 6.1. In other words,
the radius of the oval shape corresponds to the range that a particle hit affects and if a
sensitive transistor is located within the range of the particle, a SET is created on the cor-
responding gate’s output. The number of TFs is estimated, checking for each gate, via the
SENSITIVE_REGION() function, if any of its PMOS or NMOS diffusions are affected by the
particle hit (lines 9,10). In the Error_gates table and Num_Of_Errors variable, the name and
the number of affected gates are stored (lines 12,13).
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6.4.4 Latching probability function

In this function, the latching probability for each FF is estimated considering the data ob-
tained from the masking effects simulation. The logic input vectors (logic_state, error_state),
the particles pulse width (error_width), the time (transient_fault_time) required for each
TF to reach FFs, the time when a particle hits a circuit during the clock period (hit_time),
and FFs’ setup and hold times are the parameters taken into account to check which of
transient glitches are latched by memory elements. Gates logic_state is generated without
taking into consideration the existence of transient faults, whereas particle hits have an im-
pact on gates error_state, i.e., this parameter includes the erroneous bits, as described in the
section 4.2.1 where logical masking is analyzed. Furthermore, the factors error_width and
transient_fault_time of each glitch are obtained through electrical and timing masking mod-
eling. The clock period is calculated before the simulation process and is equal to the sum of
the critical path, the FF delay (clock to Q worst case), and the tsetup value.

Tclk = Tcritical_path + TFF_delay + tsetup 6.2)

Something that should be underlined is that the propagation of each transient fault is
analyzed separately. In particular, as we can observe in the Algorithm 7 the logic_state and
error_state of FFs of each transient glitch are compared to calculate how many of the 32 or 62
bits are different since unsigned and long unsigned integers are employed. Then, the width
of transient pulses is checked if it is eliminated or not. In other words, if the parameter
Condition is equal to 1, which means that a TF reaches a FF inside of its latching window,
soft errors resulted from the comparison of logic_state and error_state are counted in the
total changed bits.

1, hit_time + transient_fault_time <= Tclk + tsetup
Condition = hit_time + transient_fault_time + ervor_width > Tclk + thold  (6.3)
0, otherwise

Algorithm 7: Latching Probability

1 overall_error_bits = 0;
2 for each FF do

3 for each transient fault do
1 Dif ferent_bits = logic_state A error_state;
5 if Different_bits > 0 then
6 if error_width is enough to be latched then
7 if Condition = 1 then
8 \ overall_error_bits+ = Dif ferent_bits;
9 end
10 end
11 end
12 end
13 end

14 return overall_error_bits;

6.5 Optimization Issues

6.5.1 Speed-up SER process

The number of simulations required to complete the SER evaluation process depends on the
number of circuit inputs. For example, if a circuit has ten inputs, then 1024 (2!°) simulations
should be performed to succeed accurate results for each particle hit. Furthermore, the max-
imum limit of simulations is 100,000, and it is regarded as a sufficient number of iterations
even for large-scaled circuits with many inputs.
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50 Chapter 6. SER Methodology

For a faster simulation process, several techniques have been used. One of them is to
hold the logic state of each node on an unsigned or long unsigned int variable where each
bit of the 32-64 bits corresponds to one separate simulation, as Figure 6.6 shows. The type of
integer used, i.e., unsigned or long unsigned, depends on the capabilities of each operating
system in which the proposed tool is executed. In this way, we take advantage of all possible
combinations of primary inputs and improve the program’s execution time. Therefore, at
the end of a single iteration, 32 or 64 different combinations of the primary inputs have been
conducted. In other words, 32-64 different simulations have been completed, dividing the
overall number of simulations by 32, or 64.

Logic state:00111...001

Temp error state: 00101...110 Error##l
11010...001 Error#2 — ab—

Logic state:10010...000

Temp error state: 11101...000 Error#l
00110...011 Errorii2 = ap-

—_ D

Logic state:11111...101
—_D

10001...110 Error#l

11110...011 Error#2 b aop-

Temp error state:

FIGURE 6.6: Using unsigned integers in simulation process.

As mentioned above, the number of grids depends on ICs’ size and the whole of simu-
lations for each particle hit is calculated, taking into account the number of inputs and the
unsigned integers technique. However, in some cases, it is noticed that the SER after some
simulations does not change enough, making the rest of the analysis unnecessary. In other
words, when SER, for a particle hit injected on a grid, obtained from different simulations,
is tended to be converged among them, then the simulation process is interrupted.

A crucial point for the simulation procedure is that the generated faults from a single hit
propagate through the circuit as individual faults, with their timing and width properties,
and they are not merged on a single fault, which provides an accurate estimation of SER.
TFs pulse width, as well the propagation time of each glitch from affected gates to memory
elements, are calculated only in the first simulation and remain constant. Therefore, it is not
necessary, ELECTRICAL_MASKING() and TIMING_MASKING() functions to be called in
the other simulations besides the first one, as presented in the Algorithm 5, burdening the
execution time of the program, since only logical masking is the mechanism, which changes
the gates logic state in the other simulations.

6.5.2 Data structures

FIGURE 6.7: Data structures utilized.
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Circuits include thousand nodes and gates thus, an appropriate data structure should
be utilized to store the information. Therefore, the hash table technique is utilized by the
proposed tool to store nodes and gates of each circuit since it is a useful way of mapping
and accessing data, accelerating the entire process. Furthermore, grids information is saved
to a structure to be accessed and manipulated as fast as possible, as shown in Figure 6.7.

6.5.3 ICs levelization

Algorithm 8: Levelization

1 Create_temporary_struct_component();

2 /*Store all gates and FFs in a temporary_struct*/
3 for each component of the struct do
4 if component -> type == DFF then
5 | component -> level = 0;
6 end
7 else
8 if component has only primary inputs then
9 | component -> level = 0;
10 end
11 else
12 | component -> level = -1;
13 end
14 end
15 end
16 for each component of struct_component() do
17 if component -> level == -1 then
18 max_level =-1;
19 temp_level = 1;
20 for each component’s input do
2 if component -> input -> prev_gate -> level != -1 then
22 if component -> input -> prev_gate -> level > max_level then
23 | max_level = component -> input -> prev_gate -> level;
2 end
25 end
26 else
27 temp_level = 0;
28 break;
29 end
30 end
31 if temp_level == 1 then
32 component -> level == max_level + 1;
33 /*delete component from temporary_struct_component()*/
34 end
35 end
3 end

The gates of the circuits were categorized in levels before the simulations process to
improve the program’s reliability and reduce execution time. In particular, gates level is
obtained, finding the maximum level of the gates connected to their inputs and adding 1, as
we can observe in the equation 6.4. In other words, for instance, the gates of the tenth level
cannot have as inputs output nets of gates that belong to a level greater than 9.

gate_level = max(inputl_gate_level, input2_gate_level, input3_gate_level...) +1  (6.4)

Initially, components are stored in a temporary data structure. Then, and according to
Figure 6.8 and the Algorithm 8, we regard that FFs and gates, which have only primary
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inputs, belong to level 0 by default. Therefore, based on this condition, the level of the
remaining gates is calculated through the execution of the Levelization() process. Finally,
as the Algorithm 8 describes, each gate is deleted from the temporary structure when the
parameter level is estimated.

level O level 1 level 2

B
. | vel 3

level 0 level 1

FIGURE 6.8: Gates level evaluation.

6.5.4 Parallel programming

Parallel programming is used to reduce the application’s execution time, taking advantage of
the existence of multiple processing units. In other words, parallelization is implemented in
a program splitting it into multiple parts, which are assigned to separate threads, and which
can run concurrently on different processing units. The main benefits of multi-threading uti-
lization are that the creation and termination of threads are generally fast processes without
burdening execution time.

As described, the ICs layout is divided into grids to make the proposed tool more reli-
able. The particular procedure is exploited to implement the parallelism process. In other
words, grids are simulated in parallel by different threads. In particular, if a circuit is di-
vided into 100 grids and four threads are offered by a computer processor, each of them
undertakes the simulation of twenty-five grids, doing the process in parallel as observed in
Figure 6.9. Therefore the execution time is improved approximately by four times compared
to the traditional process without the utilization of threads.

N
1000

FIGURE 6.9: Parallel programming implementation.
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6.6 Reconvergent Faults

A significant, issue regarding TF propagation, is the analysis and modeling of reconvergent
pulses, as it has a great impact on the SER estimation. Two or more pulses of the same TF
may reach a fanout gate through different paths, so their pulse width, direction, as well as

arrival time may be different.

(a) (b)

e
_ITL.

|-b

Y.

FIGURE 6.10: Reconvergent pulses for AND gate for (a) Same direc-
tion. (b) Opposite direction.

To address the problem of reconvergent pulses and to form an appropriate output pulse,
two factors are taken into account, i.e., arrival times and direction of different pulses. When
two reconvergent faults have the same direction and are overlapping, their output pulse
is obtained by summing the input pulses and subtracting the overlapping period, whereas
when they are non-overlapping, only the widest pulse emerges at the output, as shown in
Figure 6.10 (a). On the other hand, for overlapping or non-overlapping faults in opposite
directions, the resulting pulse at the output of the gate depends on its type and controlling
value. For example, for an AND gate, the output pulse is computed using the logic 1 pulse,
and by subtracting any overlapping portion, the other input masks this interval, being a
controlling value, i.e., logic 0. For non-overlapping pulses, the positive pulse is selected, as
Figure 6.10 (b) shows. Reconvergent pulses, for other gate types, are computed in the same
way.

6.7 Gate Sensitivity

This section presents a methodology to identify the sensitivity of the gates to radiation-
induced faults. The motivation behind this analysis is that the knowledge of which gates
are more sensitive to soft errors is necessary for the effort to reduce their effects on the ICs.
However, reducing the SER of a circuit through various hardening approaches comes with
additional cost in terms of area, delay, and power consumption. In order to confine this
overhead, it is common to harden the most vulnerable areas of the circuit instead of its
entirety. The sensitivity of a logic gate corresponds to its relative contribution to the overall
circuit SER and is obtained through several targeted simulations.

Intuitively, in combinational logic, a gate is considered sensitive, when the probability
of a generated SET during its propagation from the gate output to a memory element is not
negligible. In such a case, the presence of the three masking effects that are able to mitigate
a SET is vague. Therefore, the metric of the gate sensitivity is inversely proportional to the
masking capability of all the three effects jointly. The Glitch Latching Probability (GLP) of
each gate of a circuit is defined, as the probability that a transient glitch at the gate output
will propagate and, eventually, be latched by at least one memory element. A simplified
variation of the aforementioned SER estimation methodology is followed to characterize the
gate sensitivity. In particular, particle strikes of different width that correspond to the three
examined temperatures are injected on each gate. Also, each one of the strikes is applied
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FIGURE 6.11: Distribution of gate sensitivity for 6 benchmarks with
supply voltage (a) 0.9V and (b) 0.7V.

on different time moments during the clock period. Subsequently, a sufficient number of
simulations are performed using different primary input vectors. Performing these simula-
tions under different parameters we ensure that masking effects are sufficiently simulated.
During the simulation, the generated pulse is subjected to the three masking effects as it
propagates through the circuit. The probability that all these faults are captured, by at least
one sequential element, is obtained, assigning a sensitivity value to each gate, which is com-
puted as follows,

1 n
GLP = — ) latched_glitch(i 6.5

- 1:21 _glitch(i) (6.5)
where 7 is the total number of simulations and it equals the product n = I X e x t where |
is the number of the different primary input vectors for the simulation of logical masking,
e is the number of the different width pulses that are used, ¢ is the number of the different
constant times that errors occur within the clock period and latched_glitch equals one when
a fault is latched by at least one memory element; otherwise is zero.

The large number of simulations, due to the different parameters used, as well as the
complexity of the large-scale benchmarks, renders this process time-consuming, yet it pro-
vides a quite accurate assessment of the relative sensitivity among the gates of a given
design. A basic difference with the main SER estimation methodology is that we neglect
SEMTs, as the process for sensitivity identification targets each gate separately. If SEMT
analysis was considered, the sensitivity results would involve the gate adjacency, which is
not the case. On the contrary, for the selective hardening of the most susceptible gates only
the sensitivity of the gate itself should be taken into account.

Figure 6.11 demonstrates the gate sensitivity of some circuits for different supply volt-
ages regarding the GLP values of the gates. In particular, two GLP thresholds are set to
distribute the gates in three sensitivity levels. For supply voltage at 0.7 V more than half
of the gates, for the most of the designs, exceed the threshold of 0.2, i.e., GLP > 0.2, which
means that a particle occurred on any of these is more likely to result in a soft error. On the
other hand, when supply voltage is at 0.9 V and, thus, the generated pulse width is smaller
most of the gates do not exceed the lowest threshold, i.e., GLP > 0.1. However, for the s27
design the distribution is similar (all the gates have GLP > 0.1) and this is explained from
the fact that almost all the gates are close to FFs (due to its size) and the probability that a
glitch, regardless of its width, becomes masked is great. In conclusion, the advantage that
offers this method is that the gate sensitivity values may be exploited in order to harden the
most vulnerable of them to succeed SER reduction.
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Chapter 7

Experimental Results

7.1 Introduction

The proposed tool is implemented in the C programming language. All the experiments
are performed on a Linux workstation with an Intel Core i7-3770 processor @3.4GHz and
8GB of main memory and are conducted on ISCAS "89 benchmarks. These circuits were syn-
thesized, using 45nm and 15nm Nangate Open Cell libraries [15] by the Synopsys®Design
Compiler™, and then their layout is extracted using the Cadence®Innovus™EDA tool.
The vulnerability of the circuits to soft errors is evaluated, implementing the proposed
methodology, and is presented in this chapter by various experimental results. The over-
all procedure of the particular work is described in Figure 7.1.

Verilog Netlists

I
e

Netlists Synthesis

—
5

v

DEF,SPEF Files

\—/I‘/_\ Standard
“ Cells

GDSII File

T

‘ Create Circuit ‘

- v

Critical Parameters
lon Particles Current
SET Pulse Width

I

SER
Evaluation
Statistic
Results

FIGURE 7.1: Overall SER evaluation process.

The DEF files - for the corresponding benchmarks - which describe the position and
placement orientation of each logic cell in the circuit layout are parsed. Therefore, along
with the GDSII files, we can identify the position of the transistors, and thus, the sensitive
regions of each gate on the die area, creating each circuit according to the flowchart in Figure
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7.1. This process is crucial since affected gates from a particle strike are regarded as those
whose inactive transistors are located within the oval-affected area. A particle strike may
result in a flip of the logic state of a gate’s output only if it affects its sensitive regions. In
order to identify gates sensitivity, it was essential to perform simulations with the HSPICE
tool by injecting current pulses extracted using the Sentaurus tool for different LETs to both
NMOS and PMOS transistors for all input combinations and observing the gates output
pulses. This process shows that, according to input values, sensitive regions are regarded
the inactive transistors. The NMOS and/or PMOS diffusions and the pulse width of SETs
extracted are utilized for the electrical and timing masking modeling.

The proposed SER tool, as described before, is based on Monte-Carlo simulations, as
this technique provides more accurate results compared to other probabilistic methods, even
though it is regarded as old-fashioned and time-consuming. Furthermore, the emphasis is
placed upon Multiple Transient Faults(MTFs) and the modeling of the three masking phe-
nomena (logical, electrical, and timing masking) that affect the probability that a transient
fault will become a soft error. Examining each one of the faults separately, concerning the
masking effects, contributes to accuracy enhancement since we can keep track of each one
during the simulation and, eventually, determine if at least one of them is latched by a
memory element. A key factor towards this direction taken into account by the proposed
methodology is the handling of the reconvergent pulses, i.e., transient faults following mul-
tiple paths that may reconverge at a subsequent gate. Furthermore, a MTF occurs when a
particle hit affects an area over the chip, producing glitches on adjacent cells. Therefore,
gates output may be changed owing to a corresponding number of sensitive transistors that
may be influenced by the hit. The surface affected by a particle hit is depicted by an oval
shape, according to the average affected area, which depends on the particle’s energy as an-
alyzed in chapter 6. Multiple glitches have a considerable impact on SER evaluation and for
this reason, are analyzed extensively.

7.2 Planar and FinFET Transistors

Planar Transistor FinFET Transistor

rain

FIGURE 7.2: Comparison of planar and FinFET transistors.

Silicon as a conductor is the fundamental material of the ICs implementation. There are
different types of transistors such as planar and FinFET, employed to synthesize complex
ICs. For both transistors types, a metal gate and the substrate are the basic parts. On the
planar structure, a conducting channel is formed in the silicon region under the gate. While
for the FInFET transistors, on the silicon surface, source and drain form FET structures, i.e.,
fins and as Figure 7.2 shows the channel is wrapped by the metal gate. Furthermore, when
the latter transistors are inactive the current leaked through the body is very little, requiring
and lower supply voltage at the same time. Therefore, better current density and faster
operation are succeeded in comparison with conventional planar transistors, as well the
protection to external parameters has been improved considerably.

The increased vulnerability to multiple transient glitches, for the advanced ICs, is as-
cribed mainly to the technology down-scaling, i.e., the reduction of transistors size and sup-
ply voltage, the increasing number of transistors on ICs packages, and the higher values of
frequencies. For this reason, the impact of SETs on CMOS FnFET and Planar transistors
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is analyzed by the particular methodology. In other words, the aforementioned types of
transistors were utilized for the particle hits characterization through the Sentaurus TCAD
tool. Furthermore, two cell libraries, based on these structures, were employed to design
the benchmarks, hence the SER evaluation is tested both to bulk planar (45nm) and FinFET
(15nm) circuits. FinFET transistors are regarded as a considerable solution against distur-
bances caused to ICs owing to radiation by many researchers. The effect of short channel
decreased significantly, and the implementation of enhanced electrical properties are two
vital factors, which render this type of transistor resistant to particle hits. Therefore, accord-
ing to TCAD simulations, FInFET structures are not as vulnerable to heavy-ions as planar
transistors. However, the SER probability of circuits designed utilizing the FinFET technol-
ogy at 15nm, increases since the number of MTFs and the operating frequency are elevated,
affecting the evaluation process of sensitivity. The below experimental results present the
impact of some significant parameters, i.e., temperature, masking mechanisms, on the es-
timation of SER. Finally, we investigate the influence of technology scaling on the MTFs
generation and the modeling of transient faults pulse.

7.3 Grids Analysis

Due to the shrinking of transistors’ size and the reduction of supply voltage, ICs have be-
come more vulnerable to factors that cause malfunctions. Therefore, the presence of multiple
disturbances resulted from the cosmic radiation effect is more common than single transient
glitches. SEMTs occur when a particle hit affects a circuit area, producing glitches on adja-
cent cells [63]. Therefore, gates output may be changed owing to a corresponding number
of sensitive transistors that may be influenced by the hit. The surface affected by a particle
hit is depicted by an oval shape, according to the average affected area, which depends on
the particle’s energy [58].

Layout analysis is performed to identify the most susceptible regions of circuits to tran-
sient glitches. The purpose of a well-designed and accurate SER estimation tool is to pro-
vide VLSI designers an overview of the vulnerability of a circuit, and by making tradeoffs
between power, performance, and reliability, they will be able to construct resistant chips.
In this context, the layout of each circuit has been divided into smaller parts called grids.
The number of grids depends on the ICs” size and are regarded as small sub-circuits. In
particular, a different number of Transient Faults (TFs), since each sub-circuit includes its
own set of logic cells, are caused by several particle hits injected on each grid. Afterward,
in order to obtain the overall SER of the circuits, the proposed methodology is applied for
each grid. The particular circuit, presented in Figure 7.3, is divided into 100 sub-circuits,
and the obtained grids SER indicate the most susceptible areas. In other words, this process
facilitates the identification of susceptible sites, as well as the extraction of reliable outcomes
by analyzing the entire circuit. Taking into account the number of gates and FFs, Figure 7.3
shows the SER of some grids of the S35932 benchmark circuit and the overall distribution of
the components on each grid.

Grid SER
NUMBER OF COMPONENTS (GATES and FFs) ON EACH GRID 1%
3,50E-02 4 2
Grid [OJOHJ9] 168 217 162 179 181 177 170 158 199 166 300E-22 T o
Gid[O)B))8] 173 196 197 186 227 223 190 178 212 171 25082 | *
Gid [O7HO7] 176 176 205 194 210 241 209 192 236 184 o 200501
Gid[Of6Hols] 209 225 202 169 28 227 2L 25 18 182 & yseep | 15 1 o ofcells
Gid[O)5H)5] 206 218 221 203 229 201 202 191 197 169 wee s o 15 o & #ofFs
Gid [OJ[4H9]4] 181 194 222 178 238 205 215 207 191 161 . a3 7 16
Grid (0393 160 157 168 162 172 171 158 215 228 163  °UE®] ¢ N ¢
Grid[O2ol[2] 217 233 214 197 199 216 232 232 229 192 0,00E+00 . L S
Grid O[AHOJ[] 175 204 227 195 201 200 196 208 218 185 Tz o888 R~ S
Grid [O0}]0] 157 156 168 176 171 169 177 188 168 165 ©° 5556606 6 G

FIGURE 7.3: Grids SER and distribution of components for 535932
benchmark.
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Figure 7.4 presents the layout analysis of the particular circuit. In other words, the vul-
nerability of the s35932 benchmark corresponds to the SER evaluation of each grid. Some
sub-circuits seem to be more susceptible than others, thus this information can be employed
by the designers to reconsider and improve the placement process to mitigate the overall
SER. Initially, we can suppose that the grids, which contain a large number of gates and

Cirid SEIR

FIGURE 7.4: Grids SER for s35932 benchmark.

FFs, are more probable to have a greater overall number of TFs occurred from a particular
number of particle hits. However, something that should be underlined is that the existence
of many faults in some blocks does not mean that the respective SER is greater than others
with less. In particular, the SER evaluation depends on the type of gates located on each grid
and how the masking mechanisms affect this procedure. For example, although sub-circuits
53 and 100, as shown in Figure 7.3, have several gates and FFs, their SER is approximately
zero. Therefore, it could be deduced that the energy of the particles, which strike on these
parts of the circuit was not intense enough to cause many errors or, maybe, masking factors
may affect more drastically on these grids.

GRID 17 GRID 21

[ Group1

@ Group2
GRID 53 GRID 100

FIGURE 7.5: Gates connectivity with FFs of 535932

Furthermore, we can infer from these results that sensitive grids should be considered
those that are close to memory elements, since generating pulses are more possible to reach
the memory elements. The category Groupl is regarded as the number of gates of each grid
that lead to FFs that belong to the same grid with them. Nevertheless, gates, which belong
in Group2, lead to FFs located to other grids. That could explain the fact that different sub-
circuits, which have a similar number of gates and FFs, have a significant difference in SER.
For instance, in Figures 7.3 and 7.5, the SER and the percentage of gates of Groupl1 for grid
21 are both greater compared to the respective for grid 17. For the grid 100, as mentioned
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previously, the calculation of SER may be affected by the masking factors, since, as shown in
Figure 7.5, the fact that the majority of its gates lead to FFs of the same grid does not explain
the almost zero value of SER. On the other hand, as regards grid 53, the principal cause of
such a low SER seems to be the connection between its gates and the memory elements since
only nine gates drive FFs of the same grid.

7.4 Masking Mechanisms - Temperature Impact on SER

The masking mechanisms are the main parameters, which determine the SER evaluation of
ICs. The experimental results in the particular section indicate the effect of these mecha-
nisms on the modeling of the transient glitches induced by the radiation. Something that
should be underlined is that masking mechanisms” impact is different on each circuit since
the electrical properties, the type of gates, and cell connectivity are the factors, which deter-
mine the analysis of TFs. Furthermore, the temperature is another parameter, which affects
the determination of TFs pulse width, and consequently, the evaluation of SER. In particular,
at elevated operating temperatures, the pulse of the generated glitches becomes greater, and
the ICs SER increases.

TABLE 7.1: The percentage of the injected TFs that become logically,
electrically and timingly masked for some grids of s15850.

Grids  Logical Making Electrical Masking Timing Masking No Masking

25 38.5% 23.45% 15.36% 22.69%
31 24.35% 38.25% 16.38% 21.02%
42 28.35% 18.85% 9.45% 43.35%
60 45.29% 40.82% 11.72% 2.19%
65 41.78% 24.23% 8.57% 25.42%
Average 35.65% 29.12% 12.29% 22.93%

Table 7.1 presents to what degree the masking effects impact on SER for some grids of the
515850 circuit. In particular, logical and electrical masking have a more considerable effect on
SER mitigation than timing, and for the modeling of electrical masking first technique was
utilized (section 4.2.3). Furthermore, almost all transient glitches are completely masked on
grid 60, thus it is regarded as less vulnerable compared to grid 42. SER estimation depends
on the type of the affected transistor as well. When a particle strikes an inactive NMOS tran-
sistor, the generated pulse is greater and the results presented in Figure 7.6, in combination
with those of Table 7.1 give a more detailed view of the grids susceptibility.
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FIGURE 7.6: Number of affected transistors for 100 simulations for
some grids of s15850 with the corresponding SER values.

In particular, Figure 7.6 presents how many of the 100 particle hits, i.e., simulations,
the number of affected NMOS exceed the corresponding number of PMOS transistors and
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60 Chapter 7. Experimental Results

vice versa. Furthermore, the SER of each grid is presented, and it shows the number of
simulations on which particle strikes have no impact on the circuit. The SER of grid 31 is
greater than the grid’s 25, even though the corresponding percentages of the TFs that are
not masked are nearly equal. The above-mentioned conclusion can be explained since the
number of the affected NMOS transistors for the former grid are greater than the latter.

TABLE 7.2: The percentage of the injected TFs that become logically,
electrically and timingly masked utilizing the second technique for
the modeling of the electrical masking.

Grids  Logical Making Electrical Masking Timing Masking No Masking

25 40.21% 15.32% 19.86% 24.61%
31 27.92% 29.61% 23.42% 19.05%
42 30.27% 12.73% 14.27% 42.72%
60 42.18% 28.61% 19.35% 9.86%
65 45.49% 16.18% 18.91% 19.42%
Average 37.21% 20.49% 19.16% 23.13%

Table 7.2 shows the percentage of transient glitches that were masked, using the second
technique for the analysis of the electrical masking. According to this method, described
in section 4.2.4, propagation delays for the rise and fall transitions determine the delay of
the TFs pulse. Furthermore, TFs pulse width depends on the gate type and the transition
of the outputs and can broaden as their propagation through a circuit, something that was
not taken into consideration by the first technique, affecting the evaluation of SER. For this
reason, the percentage of electrical masking was reduced, compared to that in Table 7.1 for
the same grids of the s15850 circuit, while the percentage of transient faults that were not
masked and timingly masked was increased. Our tool was based on this method to compare
the two technologies used to design the circuits since the particular technique constitutes a
comprehensive description of electrical masking modeling for the combinational gates.

45nm

0,3 - —

0,25 -

0,2 -
e 0,15 - 25°C
w
(7] 0,1 50°C

0.05 7 100 °C

0 -
s298 s344 s5378 s13207 s15850 s38417
Benchmark

FIGURE 7.7: SER of a set of benchmarks for three different tempera-
tures - 45nm.

Furthermore, the modeling of SET pulse width is a key factor as it is a function of op-
erating temperature [67]. Increasing the temperature pulse widths become more intense,
leading as a result to a greater SER. Figures 7.8 and 7.7 show the estimated SER at three dif-
ferent temperatures. Increasing the temperature for both technologies of 45nm and 15nm,
the generated pulses become larger, as the characterization process shows (section 5.1.3),
and this explains the fact that at the temperature of 100 °C the SER is greater in comparison
with the other two cases.
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15nm
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FIGURE 7.8: SER of a set of benchmarks for three different tempera-
tures - 15nm.

7.5 SER Estimation Results

SER estimation is obtained in terms of FIT to compare two technologies employed to design
ISCAS "89 benchmarks. In particular, for FIT calculation, the flux of 20.329 neutrons/ cm? —h
is considered, which is the neutron flux at sea level at New York City [12], whereas tem-
perature remains stable at 25 °C. Furthermore, the probability of SER for various circuits
is presented in the following sections to model some significant issues associated with the
propagation of transient glitches. Also, SER evaluation is closely related to the analysis of
the masking mechanisms and especially of the electrical and timing masking. In this PhD
dissertation, comprehensive modeling of these factors is presented, and their impact on SET
pulse propagation is discussed. TCAD characterization, presented in chapter 5 provides the
current pulses that are utilized for SET pulse generation with SPICE. The experimental re-
sults on different technologies demonstrate the significance of an accurate timing analysis
on SER estimation.

Le
15nm

45nm

FIGURE 7.9: A simple description of planar MOSFET and FinFET
transistors.

7.5.1 ISCAS ’'89 benchmark circuits

We utilized two technologies to design the most ISCAS ’89 circuits. These benchmarks are
employed to implement the proposed methodology and demonstrate circuit susceptibility to
soft errors. In other words, the proposed tool constitutes a new approach to SER evaluation
in combinational circuits. Furthermore, the particular methodology provides an accurate
assessment of masking effects, contributing to the modeling of ICs” vulnerability to external
parameters. The particle strikes are modeled at the transistor level, providing valuable data
about various design issues. Both logic gates and memory elements are the fundamental
components of these circuits, and Figure 7.9 shows the approximate configuration of the
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TABLE 7.3: The basic information of benchmarks circuits designed
using two different technologies.

Benchmarks Nodes Inputs Gates FFs

s27 17 4 13 3
s298 169 3 166 14
s344 240 9 231 15
s349 224 9 215 15
s382 196 3 193 21
s400 203 3 200 21
s420 252 19 233 16
s526 280 3 277 21
s641 517 35 482 19
s713 539 35 504 19
s820 443 18 425 5
s953 496 16 480 29

51196 762 14 748 18
s1238 768 14 754 18
51423 1008 17 991 74
51488 1211 8 1203 6
s5378 3053 35 3018 179
s9234 7002 19 6983 228

513207 9608 31 9577 669
515850 12115 14 12101 597
s35932 21278 35 21243 1728
s38417 24874 28 23815 1636
538584 21407 38 20679 1426

transistors of each technology. Table 7.3 presents the number of nodes, primary inputs, gates,
and D-type FFs of the particular circuits since this information denotes their complexity.

7.5.2 Electrical and timing verification using SPICE

The timing analysis implemented constitutes a fundamental factor in the modeling of both
electrical and timing maskings. We can determine the SET pulse width as it propagates
through the logic gates, considering the fall and rise delays obtained from the STA analysis
and the SPICE simulations. The modeling of electrical masking becomes dynamic since the
output pulse width depends on the input that the SET emerges, which implies different
fall and rise delays. As regards the timing masking, the STA analysis that we implement
ensures that the delay of the SET is calculated accurately, as it propagates until the memory
elements. The impact of interconnection wiring on SET pulse propagation delay is taken into
account, too. SPICE tool is employed to validate the results of the electrical and timing
masking, indicating fairly good accuracy.

Different logic paths concerning the number and type of logic gates from various bench-
mark designs are obtained to verify both the timing and electrical masking implemented
from the SER evaluation tool. A pulse of a transient glitch is implemented on the input of
the first gate of each path, and simulations are conducted, using the HSPICE tool to obtain
the pulse width and overall path delay. Something that should be highlighted is that the
other gate inputs are in non-controlling value to impede logical masking to occur. The pro-
posed SER estimation tool is employed to simulate the corresponding paths, applying SETs
of the same width with HSPICE and observing the pulse widths at the end of the paths.
Table 7.4 presents the paths simulated from both HSPICE and our tool. In other words, each
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TABLE 7.4: Comparison of the proposed electrical and timing mask-
ing models with Spice on SET pulse propagation paths.

Path Gate Electrical Timing

Stages | Spice | Tool | Acc. | Spice | Tool | Acc.
Path 1 7 205 | 217 | 95% 215 | 229 | 94%
Path 2 10 204 | 191 | 94% 297 | 319 | 92%
Path 3 15 200 | 215 | 93% 441 | 480 | 92%
Path 4 23 196 | 180 | 92% 749 | 806 | 93%
Path 5 28 210 | 194 |92.5% | 932 | 1018 | 91.5%
Path 6 40 210 | 222 | 94.5% | 1354 | 1488 | 91%

path, which is a circuit part, is imported to HSPICE, and a SET pulse is applied on the input
of the first gate to perform a simulation and obtain the pulse width and overall path delay
at the output of the last gate. In particular, the first two paths are obtained from s27 bench-
mark, whereas the others from s298 and s400. Also, it demonstrates the number of gates
included on each path, the output SET pulse width, and propagation delay. The accuracy of
the proposed approach reaches about 94%, which is acceptable considering, as well as the
difference in execution time since SPICE simulation is considered time-consuming. Finally,
note that this comparison is sufficient for the verification of the SER methodology as well,
since the electrical and timing maskings are the most crucial factors.

7.5.3 SER estimation for different timing cases

Table 7.5 presents the probability of SER estimation for three different cases, utilizing the
45nm technology and the same circuits synthesized employing a CMOS technology at 15nm.
In the first, the Logical Effort (LE) technique is taken into account to estimate gate delays,
whereas the STA, based on the NLDM file, is implemented and used in the second case.
In the last case, an enhanced timing analysis incorporates an RC interconnection model to
account for the parasitics delay.

TABLE 7.5: SER estimation considering LE, NLDM and RC intercon-
nection approaches for 45nm and 15nm.

Benchmark SER at 45nm SER at 15nm
LE NLDM | RCI/C LE NLDM | RCI/C
s27 0.3236 | 0.2348 | 0.2191 || 0.3792 | 0.4451 | 0.2832
344 0.2089 | 0.1092 | 0.0974 || 0.2692 | 0.2937 | 0.1165
s641 0.0495 | 0.0379 | 0.0356 || 0.0514 | 0.0572 | 0.0418

$9234 0.0631 | 0.0568 | 0.0494 || 0.0659 | 0.0715 | 0.0548
s13207 0.0445 | 0.0369 | 0.0321 || 0.0511 | 0.0592 | 0.0396
s15850 0.0414 | 0.0342 | 0.0293 || 0.0837 | 0.1014 | 0.0772
$35932 0.0049 | 0.0043 | 0.0038 || 0.0127 | 0.0298 | 0.0163
$38584 0.0118 | 0.0061 | 0.0049 || 0.0181 | 0.0216 | 0.0116

According to the experimental results, the SER decreases when the NLDM and RC I/C
approaches are considered for 45nm technology. This outcome can be explained by the fact
that LE is an approximation method to estimate gate delay taking into account transistor
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widths and lengths, as well as the number of fanouts and inputs, neglecting the input tran-
sition times and the actual total output load capacitance. Therefore, the gate delay is over-
estimated, compared to the other models, resulting in a smaller period, which eventually
increases the SER as it is more probable for a glitch to be latched during the latching win-
dow. As expected, the SER is reduced even more, when interconnection delay is considered,
since the critical path delay and, thus, the circuit period increases but also SET propagation
delay increases. On the other hand, the clock period that was estimated utilizing the STA
method for circuits synthesized with 15nm technology is lower in comparison to the corre-
sponding obtained through the LE technique for all circuits due to timing information (Table
7.6). This fact had an impact on SER probability, as Table 7.5 presents.

TABLE 7.6: Clock period that is obtained, implementing LE method
and STA analysis for both technologies.

45nm 15nm
Benchmarks IE STA IE | STA
s27 197 319 62 36
s344 497 669 107 66
s641 794 947 145 89
$9234 1057 | 1263 | 204 | 125

513207 1228 | 1568 | 259 | 187
s15850 2569 | 3098 | 321 | 266
$35932 9692 | 10156 | 410 | 290
s38584 18766 | 21218 | 1210 | 960

7.5.4 Electrical masking impact on SER

The comparison of the two techniques of electrical masking modeling, described in sections
4.2.3 and 4.2.4, is presented here. As mentioned, the first technique is considered more ap-
proximate compared to the second method. The latter provides more accurate electrical
masking modeling since it bases on SPICE simulations. In other words, transient glitches
maybe broaden through their propagation something, not taken into account by the for-
mer method affecting, as a result, the accuracy of SER evaluation.

TABLE 7.7: SER considering an approximate pulse propagation func-
tion and SPICE-orientated technique for 45nm and 15nm.

Bench. SER at 45nm SER at 15nm
15 Tech. | 2" Tech. | Diff. (%) || 15 Tech. | 2" Tech. | Diff. (%)

s9234 | 0.0327 | 0.0493 33% 0.0382 | 0.0548 34%
s13207 | 0.0228 | 0.0321 28% 0.0283 | 0.0396 28%
s15850 | 0.0172 | 0.0293 41% 0.0569 | 0.0772 26%
$35932 | 0.0024 | 0.0038 36% 0.0118 | 0.0163 27%
$38417 | 0.0324 | 0.0478 32% 0.0482 | 0.0617 21%
$38584 | 0.0034 | 0.0049 30% 0.0092 | 0.0116 20%

Table 7.7 shows the calculation of SER for both techniques, as well as their percentage
difference. Furthermore, we can observe that the probability of SER is higher, using the sec-
ond technique for all circuits for both technologies. This situation can be justified by the
fact that transient pulses can broaden as they propagate through a circuit, something not
examined by the first method since the pulses only are attenuated or remain stable. The
propagation delays utilized to implement the second technique are computed once during
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the STA analysis. Therefore, the electrical masking is rendered more accurate and fast com-
pared to the former method and the time-expensive LUT-based approaches.

7.5.5 Consideration of SEMTs and SET

Mainly in recent years, circuits have become significantly prone to external factors such as
radioactivity and, thus, the probability of multiple faults is considerably high. Table 7.8
presents the SER evaluation obtained from the proposed tool, taking into consideration
SEMTs and SETs, where the former occasion denotes the consideration of multiple transient
faults, whereas, in the latter, we regard the generation of a single TF by each particle hit.

For the analysis of SEMTs, SER calculation is affected by the layout of each circuit since
a particle hit can influence several gates. Therefore, to determine the adjacent affected gates
and generally error sites, we base on a layout analysis and employ particular energies of
particle hits, as described in section 6.2.2. On the other hand, the SER of circuits considering
SETs is obtained, following the methodology presented in section 6.7 and implemented to
determine the sensitivity of gates. In other words, particle strikes are injected on each cell
of circuits and at different time moments. Subsequently, the probability of each gate to lead
to soft errors is assessed through a sufficient number of simulations, and circuits SER is
calculated, combining the vulnerability of gates.

TABLE 7.8: SER evaluation considering SETs and SEMTs for 45nm

and 15nm.
Bench. SER at 45nm SER at 15nm
SETs | SEMTs | Num of Hits SETs | SEMTs | Num of Hits

s400 | 0.0641 | 0.0885 200 0.0536 | 0.1053 100

s713 | 0.0259 | 0.0456 200 0.0209 | 0.0679 100
s5378 | 0.0371 | 0.0672 2300 0.0304 | 0.0858 700
s15850 | 0.0194 | 0.0293 6300 0.0175 | 0.0772 1700
s38584 | 0.0026 | 0.0049 20100 0.0021 | 0.0116 7500

We notice that when SEMTs are considered, the SER increases for all the benchmarks
for both technologies. As regards the failure rate, it decreases as benchmark complexity in-
creases since for smaller circuits, SETs are more probable to be latched by memory elements.
To model SETs, we consider that only one gate is affected by a particle hit. In other words, a
voltage glitch is produced at the output of a gate when a high-energy particle strikes a sen-
sitive region of a cell. On the other hand, when a particle does not affect only a single gate,
SEMTs occur. Therefore, the logic state of some gates output may be flipped since several
transistors may be affected. The total number of particle strikes (Num of Hits parameter
in Table 7.8) depends on the circuit area, which increases as the benchmarks become more
complicated, ensuring in this way the exposure to particle hits of the entire circuit.

Something that should be underlined is that according to results presented by Table 7.8
the probability of SER is lower for all circuits designed with 15nm in comparison with the
circuits’ SER of 45nm technology, taking into consideration the modeling of single transient
faults. The FinFET technology is utilized by the former, while the latter is based on the
planar MOSFET transistors. In recent years, the utilization of FIinFET technology in ICs
fabrication is regarded as an efficient solution for problems associated with particle hits.
This type of transistor is more resistant to external parameters something proved from the
obtained results. In particular, a reduction in SER, considering SETs is observed, as a result of
smaller SET pulses induced by particle strikes. On the other hand, SER, taking into account
the modeling of SEMTs, is elevated for FInFET technology since the number of multiple
transient faults is increased due to the downscaling of device feature sizes.

7.5.6 Comparison of the unified and individual evaluation of SER

The modeling of multiple transient glitches is a considerable procedure since they have an
impact on the evaluation of circuits SER. In this section, we present a comparison of two
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different approaches. In the first case, the generated transient faults from a particle hit are
treated in a unified way while they propagate through the circuit. On the other hand, in
the latter, the propagation of the produced glitches is handled individually, which means
each TF has different properties, i.e., its own arrival time and width at flip-flop. The second
approach, presented by the proposed methodology, provides more accurate results since the
impact of masking mechanisms on the propagation of glitches is analyzed individually for
each fault.

TABLE 7.9: SER evaluation and comparison of Individual and Unified
approach on circuits designed with FInFET technology at 15nm.

Bench. | Unified | Individual | Num of Faults | Num of Reconvergents
s27 0.3372 0.2832 162 35
s400 0.092 0.1053 497 102
s1423 | 0.0287 0.0316 2452 675
515850 | 0.0781 0.0772 15456 2975
s35932 | 0.0429 0.0163 44835 8745

In the unified treatment, transient pulses generated on different gates propagate through
the circuit and may reconverge on a gate, while in the individual approach, the reconver-
gence of the pulses is associated with the same faults. The gate output pulses from the same
transient faults are less likely to reconverge at a gate as they propagate through the circuit.
For this reason, we focus on the unified approach to analyze the impact of the reconvergent
pulses, because as we can observe from Table 7.9, in this case, a considerable percentage of
errors approach gates at similar times. The evaluation of SER in the individual approach
depends on the direction of the reconvergent pulses (Num of Faults and Num of Reconver-
gents are pertain to the Unified approach). In other words, SER is considerably increased
when the percentage of reconvergent-overlapping pulses have the same direction is higher
than those of pulses in a different.

In particular, according to section 6.6, for overlapping TFs with the same direction, the
output pulses usually become greater, whereas the width of the output pulses decreases
for inputs in a different direction. For this reason, the SER for 535932 increases compared
to the other approach as the percentage of reconvergence pulses with the same direction
is considerably high, as Table 7.9 and Figure 7.10 show. For the 515850, the SER for both
approaches is not much different. This fact can be justified because the percentages of the
TFs direction, in Figure 7.10 for the particular circuit, are almost the same.

i

Different direction

Same direction

E

5400 s1423  s15850 s$35932

FIGURE 7.10: The percentage of reconvergent pulses with different
and same direction.
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7.6 Verification of the STA and Gates Sensitivity

7.6.1 Accuracy of the implemented static timing analysis

The STA analysis is performed to determine gate delay and critical path of each circuit and
consequently to model electrical masking. Furthermore, something that is explained in sec-
tion 4, for the SER evaluation process, the aforementioned method is converted, in a sense,
into DTA to obtain the propagation delay of TFs. That is a considerable advantage offered
by the proposed tool, ensuring the accuracy of the results.

TABLE 7.10: The comparison of the critical path, obtained from the
proposed analysis with the corresponding of the Innovus EDA tool.

Gate - Type Proposed STA Innovus Tool Deviation
Delay | Total Delay || Delay | Total Delay
DFF2-DFF_X1 0.156 0.156 0.164 0.164 4.5%
U20-OR2_X1 0.049 0.205 0.053 0.217 7.5%
U15-NAND2_X1 | 0.032 0.237 0.029 0.246 9%
U13-NAND3_X1 | 0.034 0.271 0.038 0.284 10%
U21-AND2_X1 | 0.048 0.319 0.051 0.335 6%
DFF0-DFF_X1 0.0 0.319 0.0 0.335 5%

To verify our STA analysis, in Table 7.10, we compare the critical path calculated by our
tool with corresponding obtained by the Innovus EDA tool for the smaller benchmark S27.
As we can observe, the deviation is less than 10%, which means that the timing information
employed for the modeling of the electrical and timing masking is accurate. Furthermore,
Table 7.11 presents the delays tpLH and tpHL, i.e., rise and fall delay respectively, of each
logic gate of the particular circuit, utilized to model dynamically the propagation of transient
glitches.

TABLE 7.11: Propagation delays of each gate.

Gate Type tpLH:Rise Delay | tpHL:Fall Delay
U12 INV_X1 0.023663 0.018034
U13 | NAND3_X1 0.034112 0.029975
Ul14 OR2_X1 0.034290 0.044492
U15 | NAND2_X1 0.032740 0.019806
Ul6 | NOR2 X1 0.028961 0.019172
U17 | NOR2.X1 0.037790 0.022074
U18 | NOR2_X1 0.036029 0.021886
U19 OR2 X1 0.039101 0.052417
U20 OR2_X1 0.035536 0.049181
U21 | AND2 X1 0.040477 0.048698

7.6.2 Gates sensitivity process reliability

The verification of the overall SER process, using the HSPICE tool, is presented in chapter 5
and shows a fair accuracy. Gate sensitivity process indicates which cells are more vulnerable
to soft errors provoked by particle hits and is obtained through several simulations, taking
into consideration the effect of the masking mechanisms. This process can be employed by
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mitigation techniques to make ICs more resistant to particle hits. In [11] the particular proce-
dure is exploited to implement the TMR (Triple Module Redundancy) mitigation approach.
In other words, the most sensitive gates of each circuit are tripled, and the SER mitigation,
shown in Figure 7.11 proves both the reliability of the proposed process and the efficiency of
the TMR-based approach.

0,14
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0,10 -

0,08 -

SER

0,06 - = QOriginal
0,04 - ~—TMR-Based

0,02 -

0,00 -
5298 5400 51423 $9234 $35932

Benchmarks

FIGURE 7.11: The effect of TMR mitigation technique, based on gate
sensitivity process, on SER evaluation.

7.7 Overall SER

Soft errors constitute a crucial reliability concern for the ICs as the continuous CMOS tech-
nology downscaling renders them vulnerable to radiation-induced hazards. Therefore, the
SER evaluation represents a necessary process to design radiation-hardened ICs. A SPICE-
oriented electrical masking analysis, combined with a TCAD characterization process, con-
tributes to an accurate SER estimation. The impact of the STA methodology on SER and the
consideration of the actual interconnect delay are significant factors taken into considera-
tion. Experimental results on various benchmarks, synthesized concerning 45nm and 15nm
technology, indicate the SER variation as the device scales down. Circuit SER is obtained, uti-
lizing Monte-Carlo simulations, and taking into account the generation of multiple transient
glitches on different locations of the ICs” layout. Oval shapes, which correspond to particle
energy, determine the number of the MTFs, i.e., the combination of different affected logic
gates. In other words, the extraction of the affected areas by particle hits depends on the Ta-
ble 6.1 presented in Chapter 6. Therefore, the probability of soft errors and consequently the
evaluation of SER, in some clock cycles, is based on the propagation of MTFs from affected
areas to memory elements.

In Table 7.12, we present the SER comparison between the 45nm and 15nm technologies
for some benchmarks and the corresponding average execution time. The planar MOSFET
transistors are utilized by the former, while the latter is based on FinFET technology. In re-
cent years, the utilization of FINFET technology in ICs fabrication is considered an efficient
solution for problems caused by the downscaling of device feature sizes. This type of tran-
sistor is considered more resistant to external parameters, something proved by the TCAD
simulations. In particular, smaller SET pulses are induced by particle strikes. However, the
SER of circuits, designed by the FinFET technology node at 15nm, increases since the reduc-
tion in die area dimensions due to the smaller transistor size elevates the number of multiple
transients faults. Therefore, the implementation of mitigation techniques, especially on cir-
cuits designed by smaller technologies, is an imperative procedure. Furthermore, the total
number of particle strikes depends on the circuit area, which increases as the benchmarks
become more complicated, ensuring in this way the accuracy of the SER evaluation. The
execution time overhead for the enhanced case is negligible since the optimizations imple-
mented have an efficient impact on the overall procedure.
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TABLE 7.12: Circuits failure probability - 45nm and 15nm Nangate
technologies.

Benchmarks SER at45nm Particles SER at15nm Particles Exec. Time

s27 0.2191 100 0.2832 100 <1s
s298 0.0981 200 0.1654 100 <1s
s344 0.0974 200 0.1165 100 <1s
s349 0.1258 200 0.1416 100 <1s
$382 0.0763 200 0.0912 100 <1s
s400 0.0885 200 0.1053 100 <1s
s420 0.0683 200 0.0821 100 <l1s
s526 0.0624 200 0.0915 100 <1s
s641 0.0356 200 0.0418 100 <l1s
s713 0.0456 200 0.0679 100 <1s
s820 0.0294 200 0.0472 100 <1s
s953 0.0659 500 0.0839 150 <1s
s1196 0.0592 600 0.0738 200 <1s
s1238 0.0322 600 0.0518 200 <1s
s1423 0.0205 1000 0.0316 300 <1s
s1488 0.0131 900 0.0293 300 <1s
s5378 0.0672 2300 0.0858 700 <1s
$9234 0.0493 3000 0.0548 1000 <l1s
513207 0.0321 6200 0.0396 1600 7s
s15850 0.0293 6300 0.0772 1700 12s
$35932 0.0068 20000 0.0163 6000 2.8m
s38417 0.0478 20300 0.0617 8000 2.10m
538584 0.0079 17600 0.0116 7500 1.24m

TABLE 7.13: SER evaluation in terms of FIT.

Benchmarks 45nm 15nm
SER Area(um?) SER Area(um?)
s27 1.43 x 1076 32.31 478 x 1077 8.14
$298 3.73 x 10°° 187.42 1.71 x 10~ 50.98
s344 3.44 x 10°° 213.64 141 x 10°° 59.61

$15850 3.75 x 107> 6301.71 2.71 x 107 1730.22
$35932 2.76 x 107 19987 2.08 x 107> 6090
$38584 283 x107° 17637 1.16 x 107> 7547.33
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Table 7.13 presents the expression of SER in terms of FIT, taking into consideration the
area of circuits, the probability of SER estimated by the proposed methodology, and the
parameter neutron flux, i.e., the impact of the environment on which ICs operate, and as
mentioned before the flux of 20.329 neutrons/cm? — h is considered (Equation 6.1). The prob-
ability of SER corresponds to circuit vulnerability to soft errors and is evaluated, conducting
various particle hits and implementing several simulations to provide accurate results. FIT
is equivalent to the number of failures per one billion hours and is a metric employed by the
semiconductor industry to present ICs sensitivity.

7.7.1 Effect of MTFs and operational frequency on SER estimation
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FIGURE 7.12: SET pulse width of Inverter for different values of the
parameter LET.

The overall SER of circuits is obtained, implementing the proposed methodology at the
logic level. The energy of each particle determines the area of MTFs, whereas the pulse of
the generated faults depends on the load capacitance and the structure characteristic of each
gate, i.e., the length of the channel and the width of diffusions. Logic gates are characterized,
utilizing Sentaurus TCAD and HSPICE tools to model the generated faults pulse width. As
mentioned before, we use two different technology nodes based on FinFET and planar struc-
tures. According to TCAD simulations, the former are more resistant to heavy ions than the
latter. In particular, Figure 7.12 presents the pulse width of the Inverter gate versus different
values of the parameter LET. The pulse width of the transient fault on planar structures at
45nm is greater than the SET width on FinFET technology at 15nm, which means that gates
designed based on the former technology are more sensitive. However, the SER probability
of circuits designed employing the FInFET technology increases since the number of MTFs
and the operating frequency, are elevated affecting the evaluation process of sensitivity.

TABLE 7.14: Clock period of some circuits for both technologies.

Benchmarks 45nm 15nm
Clock Period(ps) | Clock Period(ps)
s298 642 75
s400 581 92
s5378 994 124
515850 3098 290
$35932 10156 960

The probability of SER according to Table 7.12 is greater on the technology at 15nm in
comparison to the corresponding at 45nm. One reason for this fact is that the operating

Institutional Repository - Library & Information Centre - University of Thessaly
30/12/2021 09:48:21 EET - 137.108.70.14



7.7. Overall SER 71

frequency, as we can see in Table 7.14, increases due to the reduction of the clock period.
Furthermore, the percentage of MTFs is elevated in the downscaled technology since the
area of circuits becomes smaller, while the impact of particle hits, which corresponds to oval
shapes, remains constant.

TABLE 7.15: The overall number of multiple affected gates, the num-
ber of hits implemented and the percentage of particles, which pro-

voke MTFs.
Bench. 45nm 15nm
MTFs | Hits | Percentage || MTFs | Hits | Percentage

s298 259 100 73% 282 100 78%
s400 469 200 64% 412 100 81%
s5378 | 4861 | 2300 60% 1124 | 700 70%
s15850 | 14353 | 6300 65% 7159 | 1700 77%
$35932 | 40619 | 20000 65% 23845 | 6000 84%

Tables 7.15 and 7.16 show the effect of technology on the generation and mainly the num-
ber of MTFs. In particular, Table 7.15 presents the overall number of multiple affected gates
and the number of particle hits for each circuit, and something that should be highlighted is
that we apply one particle hit per um? to provide accurate and reliable analysis. The number
of single transient glitches and SEMTs, and the percentage of fault generation for some cir-
cuits, obtained by the number of MTFs and particle hits, are presented in particular Tables.
In other words, Table 7.16 shows how many particles hits affected only a single gate(SETs),
multiple gates (SEMTs), and the number of strikes, which have not an impact on each circuit.
The percentage of MTFs presented in Table 7.15 (Percentage) is considerably more elevated
on 15nm technology, affecting the process evaluation and increasing the probability of SER.

TABLE 7.16: The Distribution of SETs,SEMTs and unaffected gates by
particle strikes.

Bench. 45nm 15nm
SETs | SEMTs | No Affected || SETs | SEMTs | No Affected
$298 16 73 11 6 78 16
s400 28 129 43 5 81 14
s5378 370 1390 540 100 488 112
s15850 | 1103 4163 1034 151 1323 226
s35932 | 4216 | 13075 2709 576 5013 411

7.7.2 Speed-up SER evaluation

The particular methodology can be employed to analyze the effect of TFs on critical and
large-scale ICs. Therefore, the speed of the proposed tool is an important parameter. In
other words, the decrease of the execution time was an important goal since the injection of
particle hits and the modeling of transient glitches is a demanding process.

Although the Monte-Carlo method provides accurate results, it is considered a time-
consuming process, and especially taking into account the fact that the number of transistors
has increased due to the technology shrinking. Furthermore, the number of simulations and
the injected TFs, required to provide a reliable analysis worsens this severe difficulty, espe-
cially for large-scale circuits. The proposed tool, in addition to providing accurate modeling
of TFs, is based on an efficient methodology and is designed to run at fast speeds. The ac-
celerated procedure was achieved by applying some significant optimizations, described in
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detail in section 6.5. As we can observe in Table 7.17 the SER evaluation process was signif-
icantly accelerated concerning the execution time of the tool older approach, implementing
the technique of the parallelization and categorizing the circuits gates into levels. In par-
ticular, increment in the execution time of grids SER evaluation, utilizing different threads,
results in a considerably significant improvement of the tool’s speed, taking into considera-
tion also the complexity of circuits and the number of sensitive areas, which may affect the
characterization of soft errors. Something that should be highlighted is that, as Table 7.17
shows, the run-time reduction percentage is over 75% and was succeeded without affecting
the reliability of our tool. This tool can be employed on even larger circuits such as micro-
processors to evaluate SER on improved execution times and considering the reliability and
the scalability of the proposed methodology.

TABLE 7.17: Comparison the execution time of old and optimized
approach of the proposed tool

Benchmark | Old Exec. Time | New Exec. Time | Percentage
s5378 7s 1s 85%
513207 62s 7s 88%
515850 145s 12s 91%
$35932 605s 128s 78%
s38584 12600s 200s 98%
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Chapter 8

Conclusions And Further Research

The principal outcomes and some interesting ideas on how to evolve the recommended
work are described in this chapter. The continuous CMOS technology downscaling, result-
ing in decreased device feature sizes, lower supply voltages, and increased operating fre-
quencies, has rendered the modern ICs considerably vulnerable to radiation-induced SETs.
Therefore, these remarkable issues have incited the research on the challenging field of ICs
Soft Error reliability. In circuits, a soft error emerges when a SET, which is a glitch at the
output of a radiation-stricken gate, is captured by one or more memory elements. While the
soft errors are not permanent, they pose a severe threat to the vulnerable modern chips, par-
ticularly critical ones. This problem deteriorates since the emergence of SEMTs has become
more prevalent recently, primarily due to the increase in circuit device density as an out-
come of Moore’s law. Therefore, the accurate evaluation of SER constitutes a vital process to
determine circuit susceptibility to radiation hazards. The SER is usually measured in terms
of FIT, a reliable metric that is widely used across different SER estimation tools to assess ICs
vulnerability.

The basic aim of the particular dissertation was to create and develop an accurate tool to
evaluate disturbances behavior induced from various causes on digital ICs. It is something
that was achieved, since the particular software simulates errors impact on ICs functionality,
providing accurate results at a reasonable execution time. ICs constitute an integral part of
modern systems and devices, and something that should be highlighted is that sometimes
they are vulnerable to external factors such as cosmic radiation. Therefore, ICs reliability is
a significant issue in modern technologies. Circuits’ evolution can be assured, identifying
the effect of the errors that can cause deterioration in their standard operation and lead
to unpredictable consequences. For this reason, tools that assess how ICs performance is
affected by external parameters and improve their reliability are necessary. In this direction,
we believe that the proposed tool can contribute to this vital scientific effort taken place for
many years since it is based on an accurate and efficient methodology.

The particular thesis does not focus on the investigation of the TFs causes but on how
these disturbances propagate through the digital circuits. Therefore, the appropriate meth-
ods that model TFs impact on ICs functionality was designed and simulated, extracting
valuable conclusions. In particular, the proposed software is based on the Monte-Carlo
simulations to apply the aforementioned methodology, i.e., the TFs generation, the glitches
propagation, the modeling of masking effects, the layout analysis, and subsequently the SER
evaluation. The employment of placement information and gates characterization process,
conducted with HSPICE and Synopsys Sentaurus TCAD tool, were taken into account, too.
An overview of pulse width for different conditions is obtained, contributing to achieving
an accurate SER estimation. Furthermore, the GLP metric quantifies the gate sensitivity to
radiation by determining the probability of a generated glitch leading to a soft error. In
other words, SER evaluation is closely related to the analysis of the masking mechanisms
and especially the study of the electrical and timing masking. Comprehensive modeling of
these factors is presented, and their impact on SET pulse propagation is discussed. Char-
acterization through the TCAD simulations provides the current pulses used for SET pulse
generation with HSPICE. The experimental results on different technologies demonstrate the
significance of an accurate timing analysis on SER estimation. Furthermore, regarding both
SER evaluation and gate sensitivity for voltage, temperature, and output capacitance varia-
tions, beneficial outcomes are extracted. These useful data can be exploited in the industry’s
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effort to further improve the resistance of modern ICs to errors. Finally, the comparison be-
tween the simulation results for some of the ISCAS’89 benchmark circuits obtained from the
proposed framework and the respective ones obtained from HSPICE indicates a fairly good
correlation.

An accurate SER estimation requires the accurate modeling of the three mechanisms
that may impede SETs from propagating through a circuit and being latched by the FFs, i.e.
logical, electrical and timing masking. The first occurs when a SET is blocked in a subsequent
gate because one of the other inputs has a controlling value. For example, the controlling
value of an AND gate is the logic 0, whereas the logic 1 is the controlling value of an OR
gate. The second effect is the electrical masking and is associated with the attenuation of
the SET pulses as they propagate through the logic gates of the circuit until they become too
small to be reliably latched. Finally, the timing masking occurs when a SET arrives outside
the latching window of the FF as this is determined by setup and hold times. The modeling
of the logical masking is quite simple and does not differentiate much among the various
SER estimation approaches. However, the electrical and timing maskings can be modeled
in different ways, thus determining the overall accuracy of the SER estimation. Our work
aims at placing emphasis on the significance of an accurate electrical and timing masking
model for the efficient and accurate estimation of SER in modern ICs. A key element in the
modeling of both electrical and timing maskings is the timing analysis that is implemented.
Based on the results of the STA analysis, regarding the fall and rise delays, and the SPICE
simulations, we are able to determine the SET pulse width as it propagates through the
logic gates. Since the output pulse width depends on the input that the SET emerges, which
implies different fall and rise delays, the modeling of electrical masking becomes dynamic.
As regards the timing masking, the STA analysis that we implement ensures that the delay
of the SET is calculated accurately as it propagates until the memory elements. The impact
of interconnection wiring on SET pulse propagation delay is also discussed. The results of
the electrical and timing masking are validated with SPICE indicating fairly good accuracy.

As mentioned before, the continuous reduction in supply voltage and feature sizes are
the principal causes of soft errors induced by the radiation. Therefore, we focus on this seri-
ous problem and provide a methodology for an accurate SER evaluation. We hope that this
research will be exploited by designers and contribute to the improvement of circuits’ relia-
bility. From the final results obtained through simulations, conclusions were extracted that
concern ICs sensitivity to the specific type of errors. Furthermore, we can deduce how gates
placement and type, and temperature can affect circuit vulnerability and SER evaluation.
The propagation of each error is examined separately, something which is not taken into
consideration by other studies, and statistics regarding the vulnerable areas of the circuits.
The obtained results present the relationship between circuit topology and vulnerability, as
well as how the type and the characteristics of each gate affect the SER estimation. Finally,
as mentioned, the ultimate goal is that the proposed methodology to be useful in the ICs
design process. Although the tool’s runtime is very satisfactory, additional techniques can
be applied to improve further the execution time of the ICs. Furthermore, as described,
the proposed research is implemented on benchmarks designed utilizing two technologies
based on planar transistors and FinFET structures. However, it can provide an accurate SER
estimation for ICs at any technology, providing that the gates characterization, employing
the Sentaurus TCAD tool and HSPICE, will be conducted to model the pulses of transient
glitches.

Soft errors constitute a considerable reliability concern for contemporary ICs and are ex-
pected to be, and in the future thus, their characterization is a necessary procedure. Two
technologies, which are wide-used by the industry, are employed to implement the method-
ology presented by the particular PhD thesis, extracting some significant conclusions that
can be exploited by the designers. In particular, from experimental results, we can deduce
that circuits designed with planar technology are regarded more vulnerable in comparison
with those based on the newer CMOS technology, which comprises FinFET structures since
these transistors are more resistant to radiation. Therefore, a mitigation technique, which
can contribute to the reduction of SER without affecting the performance of circuits, de-
signed especially with the former technology, will be quite beneficial. A future project is the
implementation of a mitigation method whose efficiency will be evaluated by the proposed
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tool. In particular, the modeling of gate sensitivity, conducted by the proposed methodology,
will be exploited to reduce ICs SER. This technique is associated with the logic synthesis of
gates and will be performed in more vulnerable ICs. In other words, we will study if the
modification of the logical structure of more sensitive gates can have an impact on the eval-
uation of SER.
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Appendix A

HSPICE Code

* Import cells
.INCLUDE 'basic_cells.include'

* Import technology model
.INCLUDE 'technology\models\hspice\hspice_ss.include'

VDD VDD @ DC 0.7V

* 827 NETLIST

XNOT_O GO G14 VDD GND INV_X1

XNOT_1 G11 G17 VDD GND INV_X1
XAND2_0 G14 G6 G8 VDD GND AND2_X1
XOR2_0 G12 G8 G15 VDD GND OR2_X1
XOR2_1 G3 G8 G16 VDD GND OR2_X1
XNAND2_0 G16 G15 G9 VDD GND NAND2_X1
XNOR2_0 G14 G11 G10 VDD GND NOR2_X1
XNOR2_1 G5 G9 G11 VDD GND NOR2_X1
XNOR2_2 G1 G7 G12 VDD GND NOR2_X1
XNOR2_3 G2 G12 G13 VDD GND NOR2_X1
XDFF_O CK G10 G5 QN VDD GND DFF_X1
XDFF_1 CK G11 G6 QN VDD GND DFF_X1
XDFF_2 CK G13 G7 QN VDD GND DFF_X1

* Current Pulse Parameters

.PARAM RAND_TIME=AUNIF (32N, 32N)

.PARAM I1=0A I2=20.00uUA I3=45.00uUA TD1=RAND_TIME TD2=TD1+5*TAU1l TAU1=2P TAU2=200P
Vin=0.7V

*Inputs

VWLO GO O PULSE (O Vin 32n © 0 32n 64n)

VWL1 G1 @ PULSE (O Vin 16n © 0 16n 32n)

VWL2 G2 @ PULSE (O Vin 8n © 0 8n 16n)

VWL3 G3 O PULSE (O Vin 4n 0 O 4n 8n)

VCLOCK CK © PULSE (O Vin 2.25n 0 @ 2n 4n)

* Current Pulse

ISER1TOO G9 O EXP(I1 I2 TD1 TAU1l TD2 TAU2)

*ISEROTO1 O X19.net_000 EXP(I1 400uA 3ns TAU1l '3ns+5*TAUl' TAU2)
*ISEROTO1 © XNAND2_0.net_000 EXP(I1 10uA 31ns TAU1l '31ns+5*TAU1l' TAU2)

* Loop to test the current that makes flip
.TRAN 1ps 64ns SWEEP MONTE=5

.MEASURE TRAN AVG5 AVG V(G5) FROM=0ns TO0=64ns
.MEASURE TRAN AVG5 AVG V(G6) FROM=0ns TO0=64ns
.MEASURE TRAN AVG5 AVG V(G7) FROM=0ns TO0=64ns

.alter
ISER1T11 G14 0 EXP(I1 I2 TD1 TAU1l TD2 TAU2)

.alter
ISER1T11 G14 0 EXP(I1 I2 TD1 TAU1l TD2 TAU2)
ISER1T11 G13 O EXP(I1 I2 TD1 TAUl TD2 TAU2)

.alter
ISER1T11 G17 © EXP(I1 I2 TD1 TAU1l TD2 TAU2)

.OPTION POST

.END

FIGURE A.1: SER evaluation using HSPICE
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