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Abstract

For cryptographic purposes, counting points on the jacobian variety of a given hyperelliptic
curve is of great importance. There has been several approaches to obtain the cardinality
of such a group, specially for hyperelliptic curves of genus 2. The best known algorithm
for counting points on genus 2 curves over prime fields of large characteristic is a variant of
Schoof’s genus 1 algorithm. Following a recent work of Gaudry and Schost, we show how to
speed up the current state of the art genus 2 point counting algorithm by proposing various
computational improvements to its basic arithmetical ingredients.

Keywords. Point counting, Hyperelliptic curves, Schoof’s algorithm, Elliptic curves
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Chapter 1

Introduction

Aone way function is, roughly speaking, a function that is easy to compute and hard to in-
vert. The theory of one way functions forms the foundations of the modern cryptography
[55, 38]. Given a certain finite cyclic group G, and a generator g of G, the function

@:N§|G| — G
z — g*

is expected to be a one way function. The problem of computing ¢! is called the discrete

logarithm problem (DLP) to the base g in G. The security of many cryptographic schemes
is based on DLP [43, 68]. The group G is suitable for this purpose if the DLP is hard in G,
the elements of G are easily and efficiently representable, computation in G is fast, and the
order of G can be computed efficiently. As a general assumption, it is always assumed that
G has a non-smooth order, i.e. its order is a prime or a product of a large prime and some
other very small factors; otherwise it is vulnerable to the Pohlig-Hellman attack [71].

The traditional candidates for the group G are multiplicative subgroups of finite fields. The
arithmetic on finite fields is fast, but on the other hand, there are subexponential algorithms
for computing discrete logarithm in these fields [61]. Another candidate for the group G,
proposed by Koblitz [41] and Miller [62] independently in 1985, is a cyclic subgroup of the
group of points of an elliptic curve over a finite field. The advantage of systems based on
such groups is that there is no known subexponential algorithm for DLP in these groups,
for example the index-calculus algorithm does not apply to elliptic curves except to those of
very special structures [87, 62]. This leads to equally secure systems with smaller parameter
sizes. The primary disadvantage of elliptic curve systems is that the addition of points is a
relatively costly operation which is now reasonably fast due to the advances made in both
theory and implementations, e.g. see [32] and the references therein. Furthermore, Koblitz
[45, 47] proposed a special family of curves allowing fast arithmetic. Computing the order
of the group of a given elliptic curve is called point counting. There are polynomial time
algorithms for counting points on elliptic curves, e.g. [80].

As another candidate for group G suitable for cryptosystems, Koblitz [44] proposed the
jacobian variety of a hyperelliptic curve over a finite field, which is indeed a generalization
of the elliptic case. This leads to even smaller field sizes, and larger number of choices. Also,
the elements of the jacobian can be represented using pairs of finite degree polynomials
called the Mumford representation. According to Riemman-Roch theorem, there is a unique
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integer attached to every curve, called the genus of the curve. For example, a curve is elliptic
if and only if it is genus one with at least one rational point. The main drawback of the
hyperelliptic curve systems is that the addition on the jacobian is generally slower than the
group operation on elliptic curves, and the higher the genus goes the slower would be the
arithmetic. Moreover, for large enough genera, there is a version of index-calculus method
for computing the discrete logarithm in the jacobian [3, 23, 65, 29].

In terms of efficiency, genus 2 curves provide the closest hyperelliptic alternative for elliptic
curve cryptosystems [69, 28, 50]. Furthermore, for an equally secure system, and the same
parameter lengths, the base field for the genus 2 curve is almost twice smaller. To find secure
hyperelliptic curves, there are two main approaches:

Point counting In which one tries several random curves over a given finite field until a
good one is found, and then computes the cardinality of the jacobian.

CM method In which, instead of trying random curves, one starts with the endomorphism
ring and vary the base field until a curve with a good jacobian order is found, e.g. [17,
ch. 18], and [105].

There are other methods, e.g. [90], that work under special conditions. There are also known
special families of curves with good jacobian order, e.g. [42]. The complex multiplication
method is efficient, but curves found by this method have more special structures, and it is
not generally known if they are stronger or weaker than general curves. In this thesis, we
investigate point counting on genus 2 curves.

Various approaches have been proposed for point counting on hyperelliptic curves, from which
we can name (i) Schoof’s algorithm which is the generalization of the Schoof’s algorithm for
elliptic curves, and it is polynomial time. (ii) Kedlaya’s algorithm [39] which is exponential
time in general, but efficient in small characteristics. (iii) Satoh’s algorithm [75] which
is polynomial time in small characteristic, but exponential in general. The best of the
above approaches, for large characteristics, is the Schoof’s algorithm. The generalization is
essentially due to Pila [70]. The Schoof’s algorithm for hyperelliptic curves of genus 2 was
then presented in Gaudry and Harley [26], and Gaudry and Schost [27, 30]. In particular,
the following is the timeline for point counting on genus 2 curves.

e Gaudry and Harley (2000): 126 bit Jacobian

Gaudry and Schost (2004): 164 bit, secure Jacobian

Sutherland (2007): 188 bit, secure Jacobian (works for special curves)

Gaudry and Schost (2008): 256 bit, secure Jacobian

Gaudry and Schost (present): 256 bit, doubly-secure Jacobian

In this thesis, we show how to improve the work of Gaudry and Schost by improving the
arithmetical ingredients of their algorithm both theoretically and in terms of implementa-
tion. According to their most recent work, their algorithm makes extensive use of square
(or higher) root computing, modular polynomial composition, and power projection. Both
modular polynomial composition, and power projection are based on matrix multiplication.
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For example, to have a fast modular polynomial composition, the natural choice is the algo-
rithm of Brent and Kung [9], which is still practically the best. So, we have proposed and
implemented an algorithm for fast multiplication of matrices with integer entries of arbitrary
length. This small parallel low level library, with high level interfaces, is embedded into the
NTL library [85]). Consequently, the new modular composition, and power projection im-
plementations have been embedded into NTL. For the square root computation, we have
proposed a new algorithm, implemented it, and integrated it into NTL. This algorithm uses
polynomial composition for computing a trace-like map that reduces the problem to the
same problem over the prime field.

In this thesis, rather than an abstract general description of materials, specially the theory of
elliptic and hyperelliptic curves, we have tried to conduct a concrete and intuitive approach.
We have made an effort to make this document as self contained as possible with respect to
the needed materials by giving clean proofs, unless the proofs are too long or there is no point
in quoting other’s proofs. The reader is assumed to have a basic knowledge of algebra, and
polynomial arithmetic. We shall denote the asymptotic complexity bounds of polynomial
multiplication, and modular polynomial composition by O(M(n)), and O(C(n)) respectively.
The best known M(n) is nlognloglogn achieved by using Fast Fourier Transform (FFT)
[79], and the best know C(n) is n'%°. See Section 5.3 for more details on C(n).

A brief summary of the thesis follows.

To make the introduction of hyperelliptic curves, specially the Schoof’s algorithm, smooth,
and for the sake of completeness, Chapters 2 and 3 are dedicated to elliptic curves. A short
introduction to the theory of elliptic curves over general fields, including the group law,
endomorphisms, division polynomials, and torsion subgroups is given in Chapter 2. Chapter
3 includes more specific properties of elliptic curves over finite fields, and it is concluded with
some point counting methods on elliptic curves. In Chapter 4, we give an introduction to
the theory hyperelliptic curves of general genera. Chapter 5 consists of the description and
implementation of a fast integer matrix multiplication algorithm, and it is concluded with
applications of this algorithm to modular polynomial composition, and power projection. In
Chapter 6, we first present various algorithms, including a new one, for computing square
roots in finite field, and then extend each of those algorithms to compute k-th roots for
arbitrary k£ € N. The last chapter consists of a quick review of a genus 2 Schoof algorithm,
and some experimental results.



Chapter 2

Elliptic Curves

The origin of the elliptic curves goes back to the 18th century when mathematicians tried
to calculate the arc length of an ellipse. This led to the study of elliptic integrals, and
then elliptic functions, and the brilliant works of Weierstrass. Of course, all these where
happening in the complex field C. But the theory was extended over arbitrary fields, specially
finite fields, afterwards, and today, there is a huge literature on elliptic curves and their
applications. In this chapter, we give a brief introduction to the basic concepts of the theory
of elliptic curves over general fields.

2.1 The Weierstrass equation and the group law

Let k be a field. The set A7 = {(z,y) € k x k} is called the affine plane over k. Any
nonconstant squarefree polynomial f € k[z,y] defines an affine plane curve C; whose points
are the zero set of f in AZ. We say that C; is defined over k. For an extension L D k, the
zero set of f in A? is denoted by C;(L). The projective plane over k, denoted by P%, is
the set of all triples (z,y, z) € k* with (z,y, 2) # (0,0,0) modulo an equivalence relation ~
where (z,y, z) ~ (z1,y1, 21) if and only if there exists a nonzero u € k such that (z1,y1,21) =
(uz, py, uz). The class of the point (z,y, z) is denoted by (z : y : z). A projective plane curve
is defined similar to the affine curve except that the defining polynomial f € k[z,y, z] should
be homogeneous, otherwise the zero set of f in P? is not well defined. A point (z :y: z) € P}
is a finite point if 2z # 0, and a point at infinity if z = 0. There is a natural embedding

w: A P
(z,y) = (z:y:1)

A plane curve C; is said to be singular at a point P if %5( P) = %5(13) = 0, where the partial
derivative of a polynomial is defined in the usual way, and nonsingular at P otherwise.
The curve Cy is nonsingular if it has no singular points. An elliptic curve over k, denoted
by Ej, is a nonsingular projective plane curve defined over k£ by a polynomial of the form
flz,y) = y*z + a1zyz + asyz? — (23 + ay7°2 + a422® + a2®) € klz,y, 2]. Thus, the points of
Ej, are the solution set in PZ of an equation of the form

Ey : yzz + a1 xyz + a3y22 =3+ a2x22 + a4x22 + (1623 (2_1)



with ai, as, as, a4, ag € k. If we let z = 0 in Equation (2.1) then z* = 0, and hence (0: 1: 0)
is the only point at infinity of Ej. Therefore, all point of Ej are of the form (z : y : 1), i.e.
are in the finite plane, except the above point which we denote by co. So, the set of points
on E} is the solution set in A,?c of

Y+ a1y + asy = 3 + axz® + asT + ag (2.2)

together with co. For an extension L D k, the points on Ej with coordinates in L will be
denoted by Ex(L), i.e.

Ex(L) = {oc}U{(z,y) € Ai | > + ayzy + asy = 23 4 ay2® + agx + ag)

Equation (2.2) is called the generalized Weierstrass equation of Ej. If the characteristic of
k is not 2 then, applying the change variables y — y — a12/2 — a3/2, Equation (2.2) can be
rewritten as b b b

y2=x3+22x2+§4x+16
where by = a? + 4as, by = araz + 2a4, bg = a% + dag. Let us also define by = a%ag + 4azas —
a1a3a4 + axa3 — a3 for future references. If the characteristic is also not 3 then the change of
variables £ — x — by /7 results in

(2.3)

' =1"+ Az + B (2.4)

for some constants A, B € k. Equation (2.4) is called the Weierstrass equation of Ej.
We shall simply use E instead of Ey when k is uniquely known from the context. Unless
otherwise specified, by an elliptic curve E we shall mean an elliptic curve defined by Equation
(2.4). Since E is nonsingular, the cubic z* + Az + B cannot have repeated roots and hence
A = —4A% — 27B? # 0 where A is the discriminant of the cubic. So, we always have
4A3 4+ 27B? # 0. Let P = (zp,yp) and Q = (xp,yp) be two points on E. Define the
addition R = (zg,yr) = P + @ as follows. For any point P, P + co = P, so for example
00 + 00 = o0. For P,Q # oo:

2
1. If zp # zg then zp = (%g%’-:;) —zp — g and yg = i’—g%%(xp — xR) — Yp-

2. If zp = z¢ but yp # yo then P+ Q = oo.

2
3. If P=Q and yp # 0 then zp = (M;ZIA) —2zp and yr = BIQ%IA (xp — zRr) — Yp.

4. If P=Q and yp = 0 then P+ Q = oo.

It is not hard to prove that under the above addition, the points on E form an abelian group
with oo as identity (e.g. [102, Sec. 2.4] or [22, Sec. 2.11]). From rule 2 and 4, and Equation
(2.4) we have —P = (zp, —yp). Figure 2.1 illustrates the geometrical view of the group law
for the curve y? = x® + 2% — 2z over the real field R when zp # zg, i.e. Case 1 of the above.
The two ends of the y-axis are labelled with co to show that they meet at infinity.



R

Figure 2.1: P+ Q =

2.2 Endomorphisms

Let E! and E? be elliptic curves defined over the field k£ and let k be the algebraic closure
of k. An isogeny from E' to E? is a group homomorphism

o: EYk) — E*(k)
(z,y) = (f(z,9),9(x,y))

where f, g € k(z,y) are rational functions. Replacing y* by z°+Az+Bin f(z,y) we can write
f(z,y) = (a(z) +yb(x))/(c(x)+yd(x)) where a, b, ¢, d are polynomials. Removing y from the
denominator by multiplying ¢(x) — yd(z) on both denominator and numerator, and using
the fact that (f(z,—y),g(z, ~y)) = o(z,—y) = o(—(z,y)) = (f(z,y), —g(z,y)) we have
f(z,y) = r(x) where r(z) is a rational function in z. By a similar process g(z,y) = ys(z)
for some rational function s(z). So, we can always write o(z,y) = (r(z),ys(z)) for some
rational functions r and s.

Let r(z) = ri(x)/ro(x) where ged(ri(x),r2(z)) = 1. The degree of o is defined to be
max{degri(z),degry(x)} when o is nontrivial. If ¢ = 0 then dego = 0. A nontrivial
isogeny o is separable if the derivative r'(x) is not the zero function.

Lemma 2.1. Fvery nontrivial isogeny o - E'(k) — E?(k) of elliptic curves is surjective.

Proof. See [102] for an elementary proof, and [25] for a proof for general projective curves.
O

By the kernel of an isogeny ¢ we mean its kernel as a group homomorphism.

Proposition 2.2. For any nontrivial isogeny o, #ker(o) < deg(o) with equality if o is
separable.

Proof. See [88, Sec. 3.4] or [102]. O




An endomorphism of elliptic curve E is an isogeny ¢ : E(k) — E(k). The set of all
endomorphisms of E is denoted by End(E). For every two endomorphisms «, 8 € End(FE)
define (a+ B)(P) = a(P) + B(P), and (af)(P) = a(B(P)) for P € E. Then it can easily be
verified that End(FE) is a ring. Two basic maps on E are

id: E(k) = E(k) and [n] : E(k) = E(k)
P =P P w— [nP=P+P+---+P (ntimes)

The first one is clearly an endomorphism. Using the addition laws and a simple induction
shows that the map [n] is also an endomorphism. This means that End(F) always contains
a copy of the integer ring Z. We will show that [n] is separable if and only if n is relatively
prime to char(k). To this end, let first prove the following result.

Lemma 2.3. Let @1, € End(FE) such that o;(x,y) = (ri(z),ysi(z)), i = 1,2 where 1y, s
are rational functions. Let o(z,y) = (r(z),ys(x)) such that ¢ = p1+ 2. If ri(z)/s:(z) = ¢
for some constants c¢;, i = 1,2 then v'(z)/s(x) = ¢1 + cs.

Proof. Let 7o(z,y) = (f, g) be the translation-by-Q) map on E. Then it is straightforward,

but lengthy, to show that —g—g + %% = %. Let ¢o(z,y) = (z3,y3), and let ¢;(z,y) = (@i, v:),

- d : d
i=1,2. If welet Q = (x1,y;) then %2+E%g_;§ = 1;%, and if @ = (x4, y) then %—#—Eﬁgﬁ =
g%. Therefore

d.Tg . dﬂ?] 85[73 + dZL'Q 8$3 4 d$1 dyl 6273 n dl‘g dyQ 81'3

I —_— pu—
r(z) = dzx dx 0z dr O0xy,  dzx dz; On dx dzxs Oy
_driys | dTays Y3 ys
= dr " + dr o = + C2 ” = (C] +Cg)8(&'))
as desired. ~ O

Corollary 2.4. Let P = (z,y) be a point on E, and let [n|P = (r(z),ys(z)) for some
rational functions r,s. Then r'(x)/s(z) = n. Therefore, the mapping [n] is separable if and
only if ged(n, char(k)) = 1.

Proof. The statement is clear for n = 1. Assume it is true for all £ < n. Let [n — 1]P =
(ri(z),ys1(z)). Then ri(x)/s1(z) =n — 1. We have (r(z),ys(z))=n|]P=[n—-1P+P =
(ri(z),ys1(z)) + (z,y), so by Lemma 2.3, 7'(z)/s(z) =n—-1+1 =n. O

We will give explicit formulae for the endomorphism [n] in Section 2.3. In the theory of
elliptic curves over finite fields, i.e. kK =F,, the following map plays an important role.

g« E(Fy) = E(F,)

(z,y) = (29,y?), 00 > 00 (2.5)

It is called the Frobenius map. It is, indeed, the curve version of the Frobenius automorphism
¢, : F, = F,. Since a? = a for every a € F,, the field F, is characterized by ¢,. Thus,
applying ¢, to the equation of E, it is clear that ¢,(z,y) € E(F,). We also have P € E(F,)
if and only if ¢,(P) = P. By the group laws defined in Section 2.1, it can be easily seen that

¢ is an endomorphism of E. Also it is clear that ¢, is not separable. In fact we have
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Corollary 2.5. Let E be an elliptic curve defined over Fy. For integers a and b, not both
zero, and the Frobenius endomorphism ¢, the endomorphism a¢,+b is separable if and only

if ged(b, q) = 1.
Proof. Lemma 2.3 and Corollary 2.4. O

Pfoposition 2.6. Let E be an elliptic curve defined over Fy, and ¢, the Frobenius endo-
morphism. Then 1. #E(Fq) = deg(¢) — 1), and 2. ker(¢] — 1) = E(F¢n)

Proof. The map ¢ is equivalent to the Frobenius map on E(Fgp). So, (¢7 — 1)(P) = 0
if and only if P € E(F,n) which proves 2. By Corollary 2.5, (¢; — 1) is separable hence
#E(Fqn) = #ker(¢; — 1) = deg(¢; — 1) by Proposition 2.2. This proves 1. |

2.3 Division polynomials

For a positive integer n and a point P on an elliptic curve E, [n|P can be computed using
the repeated squaring algorithm. Another way of computing [n]P is using explicit formulae
expressed by division polynomials. The division polynomials for an elliptic curve defined by
Equation (2.2) are defined recursively as follows.

Yo =0

P =1

Yo =2y+ a1z +ag

s = 3z + byz® + 3byx® 4 3bex + bg

Yy =1y - (225 + bya® + 5byx® + 10bex> + 10bg2? + (bobs — babe)T + (bsbg — b3))

Vomt1 = Yms2¥m — Umo1¥h4s ‘ for m > 2
Yom = 05 m (Vi Va2 — wm—2¢3n+l) form > 2

where by, by, bg, and bg are the values defined in Equation (2.3). Also define

(»bm = 'E¢72n - wm—ll/}m-{hl
Wm = (2wm)_l(¢2m - (a]¢m + a3w31)¢72n)

where w,, is defined when the field &k is not of characteristic 2. In the following let R =
Zlay, ..., as, T, 93]

Lemma 2.7. If m is odd then ¢, € R. If m is even then (y2) '¢m € R.

Proof. The lemma is clear for m < 4. Assume it is true for N_4. If k is odd, say k = 2¢+1,
then ¢y = Yp20f — Ye_1¥j,,. If € is odd then 193, € ¥3R C R hence ¢ € R.
If ¢ is even then ¢y 2¢; € 3R C R hence ¢ € R. If k is even, say k = 2¢, then ¢y, =
3 (V2 epo — Ye—otp? ). 1f £is odd then ¢7 |, 92, € ¥2R hence ¥ € ¥; ' (Y3R) = o R.
If £ is even then 1, ¥ey2, Wi € Yo R hence ¥y, € U5 (Y2R) = o R. O



A direct consequence of Lemma 2.7 is that ¢2,, ¢, € R for all m. From Equation (2.3) we
have 2 = (2y+aiz+a3)? = 4(y* +arzy+azy)+(a17+a3)? = 4(23+axz® + ayz+ag) + (a1 z+
az)? € Zlay, ..., a6, 2] hence R = Z[ay, . .., ag, x]. Therefore, ¢2, and ¢,, are polynomials in
x over the ring Zlas, . .., ag] for all m. For a polynomial f over an arbitrary polynomial ring
Alz,y], let A(f) denote the leading term of f as a polynomial of z.

Lemma 2.8. ,
mg(m—1D/2 if m 1s odd
A(m) = {

2_. . .
Rahoz™ =D/2 if m is even

Proof. We will proceed by induction on m. The lemma is true for m < 4. Let m =20+ 1
with ¢ even. Since A(y3) = 423 and (£ + 2)3 # (£ — 1)(€ + 1)3, we have A(yp203) #

A(e—193, ;). Thus

AWm) = AWer2t) — Ye_1¥py1)
= AA(We2v}) — AWe1741))

(42 (2ia0) e 3(£2-4)/2 6 (2—26)/2 3_3(62420)/2
=A 53 i (162°) — (¢ — 1)z (6+ 1)z

— ((6 + 2)€3$(4€2+4[)/2 _ (g . 1)(€ + 1)337(4[2-*'4[)/2)
= (20 + l)x(432+4€)/2 — mg™*-1)/2

as desired. The other cases of m can be verified similarly. O
Corollary 2.9. A(¢2) = m?2™ "1, and A(¢p) = ™

Proof. The first identity is trivial from Lemma 2.8. For the second 1dent1ty assume m is
odd. Then A(zv2) # A(¥m—1¥ms1). Thus

A(¢m) = A(A(xwfn) - A(¢m—1wm+l))

-1 +1
— A(m2$m2 _ m2 x(m2—2m—3)/2m2 x(m2+2m—3)/2(4x3))
=m?z™ — (m? = 1)a™ = 2™

The case of even m is treated similarly. O

It can be shown that polynomials 2, and ¢, are coprime [78, Sec. 1.3]. Let P = (z,y) be
a point on the elliptic curve E defined by the generalized Weierstrass equation, (2.2), over a
field k with char(k) # 2. Then for any integer n € N

_ ¢n(P) wn(P)
MP‘(quwﬂm) (2:6)

This is usually proved by a complex analytic approach using the Weierstrass g function,
see for example [48]. One of the important properties of the division polynomials implied
from Equation (2.6) is that if n is relatively prime to char(k) then [n]P = oo if and only

if () = 0; For if u(z,y) # 0 then ¢,(P)/42(P),wn(P)/6(P) € k hence [n]P #
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oo. Conversely, if [n]P # oo then ¥,(z,y) # 0, since ¢,(P)/¢2(P) € k is defined and
ged(Y2, o) = 1.
For an elliptic curve E defined over a field k, and a positive integer n, define the n-torsion

subgroup of E to be
E[n] = {P € E(k) | [))P = oo}

which is the kernel of the endomorphism [n] : E(k) — E(k). From Equation (2.6), the
degree of [n] is n?, and by Corollary 2.4, [n] is separable if and only if char(k) 1 n. So,
#E[n] < n?if Char( ) | n, and #E[n] = n? if char(k) { n by Proposition 2.2. For the field &
of characteristic p > 0, E is called ordinary if E[p] = Z,, and supersingular if E[p] = 0.
The structure of E[n] for an arbitrary n is determined by the following.

Theorem 2.10. Let E be an elliptic curve over a field K with char(K) = p, and let n be
a positive integer. Let m = 1 if p = 0. Otherwise, let m = p” where r is the largest integer
such that p" | n. Then

En|=2Z% & Znm ® Znm

where 6 = 0 if the curve is supersingular, and 6 = 1 if it is ordinary.

Proof. Let t be a prime divisor of n. Then we consider two cases for t:

Case 1: t = p. We have #E[p] < p? hence E[p| 2 0 or Z,. If E[p] = 0 then E[p*] = 0 for all
k. So let E[p] = Z,. Since the endomorphism [p] is surjective, there are points of order p’
for all j. Therefore E[p¥] is cyclic of order p* hence E[p*] & Z.

Case 2: t # p. We have #E|[t¥] = t?* so that E[t*] is a finite abelian ¢-group. Every finite
abelian t-group can be expressed as a direct product of cyclic groups, hence E[t*] = @l 1 Zys;
where 3; > 1. Thus, E[t*] contains ¢/ — 1 elements of order ¢ which implies that E[t] C E[t*]
is of order #/ hence £ = 2. Therefore, E[t*] & Z,s, & Z,s, with 8, + 8, = 2k. Since E[t*] is
not cyclic, we have 3; < k and hence ; = k, ¢ = 1,2.

Now, assume first that p # 0. Let n = p®p{" - - - p* be the prime factorlzatlon of n in which
a>0and a; >0fori=1,...,k, and let m = p®. Then by case 1 and 2

= (Gpave) - w1 (o,
— Ep @ (@ZP?J ® ( Zp?i) = E[p*) @ Znjm ® Znjm

1=1

= an @ Zn/m @ Zn/m

If p = 0 then assume n = p{" --- p* is the prime factorization of n, and let m = 1. Then
the same process results in E{n] = Z, ® Z, = Zy jm ® Zy/m which completes the proof. O
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Chapter 3

Elliptic Curves Over Finite Fields

Let F, be a finite field where ¢ = p™ is a power of a prime. Then, the group E(F,) is
finite. As a finite abelian group, its order is one of the most important quantities attached
to it. Computing the quantity #E(F,) is referred to as point counting. In this chapter,
we present some point counting algorithms. We start by deducing some general properties
of the endomorphisms of E(F,) by means of the Weil pairing. Then we prove the Hasse’s
theorem which puts a bound on the number of points. Before the final section, we will give
some comments on the structure of E(F,).

3.1 The Weil pairing

The Weil pairing, introduced by Weil [104], is a major computational and theoretical tool in
the theory of elliptic curves, connecting the torsion subgroups to the roots of unity?.

Theorem 3.1. Let E be an elliptic curve over a field k and let m be a positive integer such
that char(k) t m. Let also pm, C k" be the subgroup of m-th roots of unity. Then there exist
a mapping

ém : Elm] x Elm] — um,

called the Weil pairing with the following properties:

1. Bilinearity

e'm(Sl + S2a T) = em(Slv T)em(SQa T)

em(S, T] + TQ) = €m(S, Tl)em(S, Tg), fOT all T, Tl, TQ, S, 51, SQ € E[m]
2. Nondegeneracy.

emn(S,T) =1 forallT € Em] & S =0
emn(S,T) =1 forall S € Em]| & T =

IThe Weil pairing is of great importance in pairing based cryptography. See chapters IX and X of [8] for
details. Also see [63] for an efficient computation of the pairing.
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Identity. e (T, T) =1 for all T € E[m].
Alternation. €,(S,T) = en(T,S)™" for all S,T € E[m)].

Endomorphism compatibility. For any o € End(E), en(a(S), a(T)) = e, (S, T)dE.

S o A W

Galois invariancy. en(cS,0T) = o(en(S,T)) for any o € Gal(k/k), where Gal(k/k)

is the Galois group of the extension k/k.

Proof. The proof needs some knowledge of divisors on elliptic curves, which is beyond the
scope of this chapter. See [88, Sec. 3.8]. O

Remark. In some cases, one may work in a subfield of k over which the full n-torsion may
not be available. There is a pairing, called Tate-Lichtenbaum Pairing, that can be used
in those cases [24, 56].

Since char(k) 1 m, we have E[n] & Z2 by Theorem 2.10 i.e. E[m] is a Z-module of rank 2.
If o is an endomorphism of E then «|gpy) is a homomorphism of Z-modules. Therefore, the
action of o on a basis { By, Bo} of E[m] is a matrix a, = [aj]2x2 over Z,.

Theorem 3.2. Let E be an elliptic curve defined over a field k, and o be a nontrivial
endomorphism of E. Let n be a positive integer such that char(k) {n. Then det(w,) = deg
(mod n).

Proof. Let e,(B;, By)¥ = 1. Then for every T € E[n],

en(kB;,,T) = ex(kBy1,aB;, + bB;y) for some a,b € Z,,
= e,(By, By)*en(kBy, By)® by bilinearity
= en(By, B,)¥ =1 by bilinearity and identity

which implies that kB; = oo, and hence n | k. Thus, e,(B;, Bs) is a primitive n-th root of
unity. Therefore, by the properties of the Weil pairing,

en(Bl, Bz)dega = Gn(Oé(Bl),a(Bg)) = en(allBl + QQIBQ,Q12B1 + a22B2)
= en(B1, Bl)auauen(Bh Bg)a“azzen(Bg, B1)a21a126n(32, 32)021022
= en(B17 Bz)a11022"012021 — en(Bl, Bz)det(a")

which implies det(«, ) = deg a (mod n), since e,(B;, By) is a primitive n-th root of unity. 0

Corollary 3.3. Let ¢,¢ € End(E), and a,b be integers. Then for the endomorphism ap +
by € End(E), deg(ap + byp) = a? deg p + b% deg ¢ + ab(deg(p + ¢) — deg p — deg ).

Proof. Let ¢, and 9, be the matrices representing ¢|pi,; and v|gp, respectively. Then
(ap + b)) |pm is represented by ap, + b,. It can easily be seen that det(awn + bify) =
a® det(p,) + b* det(¢,) + ab(det(py, + ¥n) — det(p,) — det(¢,)) which implies deg(ap+by) =
a’deg ¢ + b* deg vy + ab(deg(¢ + ) — deg v + deg¥)) (mod n).- Since the degrees are finite
and this holds for infinitely many n, it is an equality.

(]
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3.2 The Hasse’s Theorem

In this section, we prove the following result, first proved by Hasse [33] in 1934.

Theorem 3.4 (Hasse). Let E be an elliptic curve over the finite field Fy, and let ¢4 be the
Frobenius endomorphism of E. Assume #E(F,) = q+ 1 —t for some integer t. Then

1. |t] £2,/3.

2. the endomorphism ¢? — to, + q € End(E) is trivial.
Moreover, t is the unique integer ¢ such that qﬁg —{lpgs+q=0.
Proof of 1. Let a and b be nonzero integers. Then by Corollary 3.3,

deg(ag, — b) = a* deg ¢, + b* deg(—id) + ab(deg(¢y — 1) — adeg ¢, — bdeg(—id))
= a’q+b* + ab(#E(F,) —qg—1) by Proposition 2.6
= a’q + b* — abt
Since deg(ag, — b) > 0, we have a’q + b? — abt > 0 hence g + (b/a)? — (b/a)t > 0. This is
true for all rational numbers b/a, and since the set of such numbers is dense in R, we have

22—tz + ¢ > 0 for all z € R. This implies that 2 — 4¢ > 0 which yields the result. ]
To prove part 2, we need the following result from commutative algebra.

Lemma 3.5. Let R be a commutative ring, and let M be a finitely generated R-module of
rank n. Let I be an Ideal of R, and let ¢ be an R-module endomorphism of M such that
(M) C IM. Then ¢ satisfies an equation of the form

P a4 g a, =0
wherea; € I,1=1,...,n.
Proof. See [5, page 21]. ‘ O
Proof of 2. Let n be a positive integer relatively prime to q. As noted earlier, E[n] = Z2
is a Z,-module of rank 2. Let I = Z, be the unit ideal of Z,. For the endomorphism
(¢g)n = B¢lEm) of E[n], where ¢, is the Frobenius endomorphism, we have (¢q).(E[n]) C
E[n] = IE[n]. So, by Lemma 3.5, (¢,)% + a(¢q)n + b = 0 for some a,b € Zy. Let (¢q), be
represented by [aij]2x2. Then, by elementary linear algebra, aj; 4 az2 = tr((¢q)n) = a, and
apag — a12a2; = det((é,)n) = b. On the other hand, since ¢, — 1 is separable,
#E(F,) = ker(¢, — 1) by Proposition 2.6

= deg(dy — 1) = det((¢g)n — I2) (mod n) by Theorem 3.2

= @110z — Q12021 — (@11 + az2) + 1 = det((dg)n) — tr((¢g)n) + 1

=q—a+1 by Theorem 3.2
Therefore, a = t,b = ¢ hence (¢,)2 +t(¢q)n + ¢ = 0. This means that (¢ 4 tég + ¢)| g = 0.
Since this holds for infinitely many n, the endomorphism ¢3 + t¢, + g has an infinite kernel
which is not possible by Proposition 2.2. So, it is the zero endomorphism. For the uniqueness
assume that ¢2+s¢,+q = 0 for some integer s. Then (t—s)¢q = (5 +1¢g+q)—(Po+sd+q) =
0. Since ¢, is surjective, [t — s]E(F,) = oo which implies that the endomorphism [t — s] is
trivial. This is not true unless ¢t — s = 0. This completes the proof. O
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3.3 The structure of E(F,)

The group E(F,) is a finite abelian group. So, by the fundamental theorem of finite abelian
groups, E(F,) is isomorphic to a direct sum of cyclic groups E(Fy) = Zp, ® Zn, © -+ © Zn,
such that n; | njy; for s = 1,...,k — 1. This means that there are n* elements of E(F,) of
order n;. But, by Theorem 2.10, there are < n? such elements. Thus, k¥ < 2 hence

E(F,) = Z, or E(F,) ~Z, &L,

for some positive integer n, or some positive integers nj,ny with ny | no. We show that
ny | ¢ — 1 in the second case. Let first prove the following.

Lemma 3.6. Let E be an elliptic curve defined over a field k, and let n be a positive integer
not divisible by char(k). If E[n] C E(k) then u, C k where u, is the group of n-th roots of
unity.

Proof. Let e, be the Weil pairing on the n-torsion E[n], and let { B, B2} be a basis for E[n].
Then e,(By, By) is a primitive root of unity by the proof of Theorem 3.2. Since E[n| C E(k),
By, B, € E(k). For any o € Gal(k/k) we have o(e,(By, By)) = ex(0B1,0Ba) = en(By, Bs)
by part 6 of Theorem 3.1. By the fundamental theorem of Galois theory, the primitive n-th
root of unity is contained in £ hence u, C k. (]

Since Zyn, ® Z,, C E(F,), E(F,) contains all n? elements of the n;-torsion subgroup hence
ptn;. By Lemma 3.6, pu,,, C F, hence ny | ¢ — 1.

So, we have determined the structure of E(F;). The converse to this problem is that given
a finite field F, and a positive integer ¢, is there an elliptic curve E over F, such that
#FE(F,) = €7 The answer to this is given in [74] and [103].

3.4 Point counting on E(F,)

There have been various approaches for determining the number of rational points on elliptic
curves over finite fields, see [7] for a survey. In this section, we present three point counting
algorithms on elliptic curves over finite fields: the naive counting, the baby-step giant-step,
and the Schoof’s algorithm. Over this section, by a polynomial time algorithm we shall mean
an algorithm with running time polynomial in logq. Therefore, for example, an algorithm
with the running time O(y/q), or more generally O(q°M), is not a polynomial time algorithm.
Let first make the following observation.

Theorem 3.7 (Weil). Let E be an elliptic curve over Fy, and let #E(F,) = q+1—t. Write
2 —tr+qg=(x— \)(x— ) with A\;, o € C. Then #E(Fs;) =q"+1— (A} +\}) for all
n > 0. '

Proof. Let ¢ be a positive integer relatively prime to ¢, and let ¢, be the Frobenius endomor-
phism of E. Then (¢,)? — t(¢,)¢ + ¢ = 0 by Theorem 3.4. So, A; and A, are the eigenvalues
of (¢4)¢ hence tr((éq)e) = A1 + A2. From linear algebra we have tr((¢q)7) = AT + A} for any
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positive integer n. Also, it is trivial that det(A — I) = 1 + det(A) — tr(A) for all 2 x 2
matrices A. Thus

#E(Fgn) = #ker(¢7 — 1) = deg(¢g — 1) = det((¢y)y — 12) (mod £)
= 1+ det((¢g)7) — tr((g)7) = 1+ ¢" = (AT + A7)

Since this holds for infinitely many ¢, it must be an equality. O

Theorem 3.7 says that if we know #E(F,) then we can easily compute #FE(F;»). So if, for
example, the elements of [F, are represented by polynomials, which is usually the case, then
computing #FE(F;) amounts to computing #E(F,).

3.4.1 The naive method

When the size of the field F, is small we can simply run through all its elements to find pairs
satisfying the equation of E. This amounts to check, for every z € F,, if 23 + Az + B is a
square in . Let

1 if a is a square in FJ'

a

(*) =4 —1 if ais not a square in F
Fq .

0 otherwise

be the Legendre symbol over F,. For every a € F, if (‘13*—;;”—3) =1 or —1 or 0 then there

are two points (o, 2y) or no points or one point (¢, 0) on E(F,) respectively. Therefore, the

number of points with first coordinate « is 1 + ("Q'—J’ﬁf‘—*—B—). Summing over all « € F,, and

taking into account the point co, gives

S+Aa+B S+ Aa+ B
#E(]Fq):1+z (1+<g—_ﬂT—)) =q+1~|—z (Hq——)

C!qu aqu

Algorithm 3.1 Naive algorithm for counting points on E(F,)
Input: The elliptic curve E defined by y* = 23 + Az + B with A, B € F,
Output: The number of points on E(F,)

.nég+1

. for all o € F, do

1
2

ad+Aa+B
3. n<n+ (————F )
4
5

. end for

. return n

We have (9‘—3'*7‘4"12) = (o 4+ Aa + B)9"Y/2. So the Legendre symbol can be computed in

q
O(log ¢) multiplications in F,. Therefore, the running time of Algorithm 3.1 is O(glogq)
operations in [Fg.
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3.4.2 The Baby-step Giant-step

Assume we know how to compute the order of an arbitrary point P € E(F,). By the Hasse’s
theorem, ¢ + 1 — 2,/q < #E(F,) < ¢+ 1+ 2,/q. For large enough g there is exactly one
multiple of #E(F,) in this interval. The order of any point P € E(F,) divides the order of
the group E(F,). So, for a randomly selected point P; € E(F,), if N = ord(P;) has only one
multiple in the above interval then #E(IF,) = N;, otherwise select another point P, and let
Ny = lem(Ny, ord(P,)) and do the same for N,. This process continues, by selecting further
random points and taking least common multiples, until Ny has a unique multiple in the
Hasse interval for some k.

To compute the order of a point P € E(F,), we can first find an integer ¢ such that [(]P = oo.
Then Algorithm 3.2 computes the order of P from ¢.

Algorithm 3.2 Compute the order of a point from a given annihilator

Input: A point P € E(F,) and an integer ¢ such that [{]P = oo
Output: The order of P
n+ ¢
. for all prime divisors p of n do

while [n|P = oo do

n«n/p

end while
end for
return n

R N

To find an integer ¢ + 1 — 2,/ < £ < ¢+ 1 + 2,/g such that [{]P = oo, one can try all
elements of this interval which takes around 4,/g steps. But, using an adaptation of the
Shanks’s algorithm [82], the number of steps can be reduced to around 4/g as follows. Let
m > /g be an integer. Compute the sequences of points B = {[j]P, j = 0,%£1,...,+m} and
G={lg+1+2mklP, k=—m,—m+1,...,m — 1,m}. Then there is an element occurring
in both sequences, because: in the identity #E(F,) = g+ 1 —1t we have |t| < 2m?, then there
are always —m < tg < m and —m < t; < m such that ¢t = 2mt; + t5. Now, letting k = —t;
we have G 3 [+ 1 —2mt; )P =g+ 1 —t + to] P = [#E(F,) + to] P = [to) P € B.

Algorithm 3.3 baby-step giant-step point counting

Input: An elliptic curve E over F,
Output: The number of point on E(F,)

1. m+ [¢q],d<1

2. select a random point P € E(F,)
3. P+ [2m]P

4. By + o0

5 G [q+ 1P —[m]P,, j« 0

6. for i =1 to m do

7. Bz A Bz’—l + P

8. end for

9.

while G # +£B;, 0 <i:<mdo
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10. G(—-—G+P1,]('—]+1

11. end while

122 L —q+1+2mjyFi

13. compute ord(P) using Algorithm 3.2 with input ¢

14. d « lem(d, ord(P))

15. if d has only one multiple in the range [¢ + 1 — 2,/q,q¢ + 1 + 2,/q] then
16. return d

17. end if

18. go to Step 2

It is not hard to show that the expected running time of Algorithm 3.3 is O(/g log® q) group
operations, and it needs storage for O(y/g) group elements, see [22] for details.

3.4.3 Schoof’s Algorithm

The first polynomial time algorithm for counting points on E(F,) was introduced by Schoof
[80]. By the Hasse’s theorem #E(F,) = g+1—t with [¢| < 2,/g. The idea of the algorithm is
to compute ¢t modulo many small primes, and then recombine the results using the Chinese
remaindering theorem to obtain ¢. Let ¢, be the Frobenius map on E. By Theorem 3.4,
¢2 —tdy+ q = 0. Let v > 2 be a prime not equal to char(F,) = p. Assume P = (z,y) # oo
is a y-torsion point. Then ¢2(P) — [t,]¢q(P) + [¢,]P = 0 where t, =t (mod 7), and ¢, = ¢
(mod 7). In other words,

(27, y7) = [t,)(2%, ¥9) + [g,)(z, ) = 0 (3.1)

hence [t,)(z%,y9) = (27,47 ) +[g,](z,y). Since we know the right side, and v is small, we can
try all values in the range [0, —1] to find the ¢, satisfying the above equation. The problem
is how to obtain a point P € E[y]. As we saw in Section 2.3, P is a y-torsion if and only if
¥, (P) = 0, where 1, is the 7-th division polynomial. Since 7 is odd, ¢, € Fy[z]. Therefore,
we can compute a root of 1), to obtain the z-coordinate of a y-torsion point P, and then
compute the y-coordinate using the equation of E. But, the roots of the division polynomials
1, usually occupy in extensions K/F, of fairly large degree. The crucial observation is that
Equation (3.1) holds for all y-torsion points so that we can work modulo v, i.e. work with
all y-torsion points simultaneously.

In other words, if f and g are the z-coordinates of [a](z?,y?) and (z7°,y7) + [¢:](z, ),
for some integer a, respectively, then « is the desired value for ¢, if f — g = 0 (mod ,).
Therefore, we shall do all computations in the quotient ring A, = F [z, y]/ (¥4 (z),¥* — f(z))
where y? = f(z) is the equation of E. Let {;}i<x be the set of primes required by the
Chinese remaindering theorem to uniquely reconstruct the value of t. Then we should have

[1+>4va (3.2)

Algorithm 3.4 Schoof’s point counting

Input: An elliptic curve E over I,
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Output: The number of point on E(F,)
1. M1, v« 3
2. while M < 4,/g do
P+ ('Tq,yq) mod <¢’Y<I)vy2 - f(ﬂ?))
Q « (27, y") + [g)(x,y) mod (¢,(z), 9> — f(2))
forn=0toy—1do
if Q=0 (mod (i,(2),4? - f(2))) then
t, < n, go to Step 12
else
RQ+—Q-P
10. end if
11. end for
12. M+« M.y
13. P+« PuUy
14.  ~ ¢ the next largest prime
15. end while
16. use the Chinese remaindering theorem to solve the system
of congruences t =t (mod v), v € P.
17. return g+1—1t¢

© 0N o G w

The prime number theorem says that lim,_,, 7(z)log(z)/z = 1 where n(z) is the number
of primes not larger than z. It can be shown that this is equivalent to lim; . 9(z)/z =1

where
o) = 3 log

sy
< prime

is the Chebyshev’s ¥-function. This implies

(z)
].= 1 == — — —_
Yo ==t o D togy = Jim Tog [T
rse 752
7 prime 7 prime

which means that [] y<z v & €*. So if we take 7 = 3log(16¢) € O(logq) then the set

7 prime

of primes {~; }i<k satisfies condition (3.2). Therefore, for any prime v produced in Step 14
of Algorithm 3.4, we have v € O(logq). The outer loop in Algorithm 3.4 iterates O(loggq)
times. Steps 3 and 4 require O(logq) multiplications of polynomials of order O(+?) in A,
which can be accomplished in O(M(v?)logq) = O(M(log? q) log ¢) operations in F,. The
total cost of the execution of the inner loop is O(yM(7?)) = O(M(log” q) log q) operations
in F,. Therefore, the running time of Algorithm 3.4 is O(M(log? q) log? q) operations in F,.
There have been many theoretical and practical improvements on the Schoof’s algorithm, see,
for example, {7, 21, 81]. An improvement suggested by Atkin and Elkis, called Schoof-Elkies-
Atkin (SEA) algorithm, is currently the fastest known algorithm for general characteristics
[7). There are other polynomial time algorithm, that work for small characteristics, like
Satoh’s algorithm [75]. For refinements of Satoh’s algorithm see [77, 76, 97].
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Chapter 4

Hyperelliptic Curves

By the increasing applications of hyperelliptic curves in various areas of computational com-
puter science, the theory of these curves has been advanced significantly during recent years.
They have mainly been used in areas such as public-key cryptography [44, 17], primality
testing [2], integer factorization [53, 54], and error-correcting codes [51]. In this chapter,
we give an introduction to the basic theory of hyperelliptic curves. We will discuss rational
functions on the curve by following a bit of more general theory to give a clear description of
concepts like uniformizers. Then, we will give a brief treatment on divisors, and their basic
properties. The Mumford representation, and how to add divisors in the set of divisor classes
of degree zero, which is a group called the jacobian of the curve, will be discussed next. At
the last section, we summarize some basic facts about hyperelliptic curves over finite fields.

4.1 Basic definitions

- Let k be field and k be its algebraic closure, and let g > 2 be an integer. A hyperelliptic
curve of genus g over k is a nonsingular plane curve H C AZ of the form

Wy + hia)y = (o) (4.1)

together with a point at infinity, where f(z) € k[z] is monic with deg f = 2¢g + 1, and
h(z) € k[z] with degh < g. Here, nonsingularity means there is no point P = (z,y) € A2
such that y? + h(z)y — f(z) = 2y + h(z) = W' (z)y — f'(x) = 0. When g = 1, Equation
(4.1) is the generalized Weierstrass equation of an elliptic curve, see Section 2.1. Therefore,
hyperelliptic curves can be thought of as a generalization of elliptic curves. If char(k) > 2
then the change of variables y — y — Sh(z) in (4.1) gives

Hoy' = f(z) (4.2)

for some monic polynomial f(z) of degree 2g+ 1. This implies that #H is nonsingular if there
is no point P = (z,y) € A2 satisfying y* — f(z) = 2y = f(z) = 0 which is simply equivalent
to saying that f(z) has no repeated roots. Throughout this chapter, we assume char(k) > 2,
unless otherwise specified. For an extension L/k, as in the case of elliptic curves, the set of
points in A? satisfying (4.2) is denoted by H(L).
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Definition 4.1. Let P = (z,y) be a finite point on H. The involution of P is defined to
be P = (z,—y). We also define co = oo. The point P is special if y = 0, it is called ordinary
otherwise.

Therefore, there are only a finite number of special points on H, namely the points with
roots of f(z) as their first coordinate. Throughout this chapter, except for Section 4.6, we
assume that k = k, i.e. k is algebraically closed.

4.2 Rational functions

Let C C A} be an affine plane curve, defined over the field k, and given by the equation
F = 0 where F € k[z,y] is irreducible. Therefore, the ideal (F) C k[z,y] is a prime ideal.
The coordinate ring of C, denoted by I'y(C), is defined to be the quotient ring

[e(C) = Kz, y)/(F)

which is an integral domain. Elements of [';(C) are called polynomial functions on C. We
simply write I'(C') when k is clear from the context. Since I'(C) is an integral domain, we can
form its field of fractions denoted by k(C). Elements of k(C) are called rational functions
on C, and k(C) itself is called the field of rational functions on C. Every element f € k(C)
is of the form g/h where g and h are polynomial functions on C. For a rational function
f € k(C), and a point P € C, we say that f is defined at P if there are some polynomial
functions g, h € T'(C) such that f = g/h, and h(P) # 0. Otherwise, f is said to have a pole
at P, or P is called a pole of f, and we write f(P) = oo.

Definition 4.2. A ring R is called a local ring if it has a unique maximal ideal.

Assume the set of non-units of a ring R form an ideal m. Then R is clearly a local ring with
m as its maximal ideal. This is sometime used as a definition of local rings. For a point
P € C, let Op(C) denote the set of elements of k(C) defined a P. Then Op(C) is clearly a
ring such that I'(C') C Op(C) C k(C). Let f € Op(C), and write f = g/h with g, h € T(C),
h(P) # 0. The value of f at P is defined as f(P) = g(P)/h(P) which is independent of the
choice of g and h.

Lemma 4.3. Op(C) is a local ring.

Proof. An element f € Op(C) is a non-unit if and only if f(P) = 0. Let m = {f € Op(C) |
f(P)=0}. Let ¢ : Op(C) — k be the map f +> f(P). Then ¢ is surjective, and ker ¢ = m.
Therefore, m is a maximal ideal hence Op(C) is a local ring. O

A partial order on a set A is a reflexive, antisymmetric, and transitive relation on 4. Let
A be a set partially ordered by a relation <. Then the following statements are equivalent:
i) Every non-decreasing sequence in A is stationary. ii) Every non-empty subset of A has
a maximal element. Assume that i) is true. If ii) is false, then there is a non-empty subset
S of A with no maximal element. So, one can construct an infinite strictly increasing
sequence in T, a contradiction. Conversely, for any non-decreasing sequence z; < z9 < ---
let S = {z;,i € N}. Then S has a maximal element xz, for some integer n, hence z; <
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To < - < xp =2Tpyr = ---. Now, for a ring R, let .# be the set of ideals of R ordered by
inclusion C. Then the condition i) on .# is called the ascending chain condition (acc). The
ring R is said to be Noetherian if it satisfies either of i) or ii).

Proposition 4.4. A ring R is Noetherian if and only if every ideal of R is finitely generated.

Proof. '=’. Let I be an ideal of R, and let # be the set of all finitely generated ideals
contained in I. Then, by Zorn’s lemma, .# has a maximal element, say J. If J # I then let
a € I,and a ¢ J. Then J is a proper ideal of the finitely generated ideal J + Ra which is a
contradiction.

'«". Let I; C I, C --- be an ascending chain of ideals of R. Then J = |, , I, is an ideal of
R hence finitely generated, say by {a;, as,...,a,}. We have a; € I,, for somen;, i = 1,...,7.
Let k = max]_, n;, then J = I, and hence we have ; C [, C--- C I = [ = ---. O

Proposition 4.5. Op(C) is a Noetherian ring.

Proof. It can easily be seen that I'(C) is a Noetherian ring. Let I be an ideal of Op(C), and
let {a1,aq,...,ax} be a set of generators for the ideal INT(C) of I'(C). Now, let a € I, then
there is an element ¢ € T'(C) with ¢(P) # 0 such that ca € I'(C). So, ca € I NT(C) hence
ca = Zzzl dna, where d,, € I'(C). Thus, a = zk dn ., which means that a; generate I in

n=1 ¢

Op(C). This completes the proof. O

Remark. If a commutative ring R is Noetherian, and p is a prime ideal of R, then the
localization of R with respect to p, denoted by R,, is also Noetherian. The ring Op(C) is
indeed the localization of the ring I'(C) with respect to the prime ideal p = {f € I'(C) |

f(P) = 0}.

Proposition 4.6. Let R be a Noetherian local domain that is not a field, and let m be its
mazimal ideal. If m is principal then there is an element o € R such that every nonzero
element a € R can be uniquely expressed in the form a = fa™ for some unit § € R and
nonnegative integer n.

Proof. Let m = («) for some non-unit @ € R. We may assume that a is not a unit. Then
(a) € m. We have a = bja for some b; € R. If b; is a unit we are done; otherwise let
by = bea. The same thing holds for by and so on. If this process does not terminate then
we have chain of ideals (b)) C (by) C ---. Since R is Noetherian, this chain is stationary
so that (b,) = (bpy1) = --- for some n. So, byi1 = cb, = cabyyq hence ca =1, and o is a
unit which is a contradiction. Therefore, a = So* for some unit 3 and some integer k > 1.
For the uniqueness let 8;a™ = a = Boa™ with m > n, and S, 8> units. Then B;a™ ™™ = B
which implies m = n, and hence £, = fs. O

Remark. For an ideal m # (1) of a Noetherian domain R we have [} ., m" = 0. This means
that there is an integer k£ > 1 such that (a) C m* and (a) € m**!. Then a = Sa* for some
unique 3 € R, and 8 should be a unit because (a) € m**1.

A ring R satisfying the conditions of Proposition 4.6 is called a discrete valuation ring (DVR),
and the element « is called a uniformizer for R. For any element a € R write a = Sa? for
some unit 8 € R and some integer d > 0. Then the order of a, denoted by ord(a), is defined
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to be d. There maybe more than one uniformizer for a discrete valuation ring R. Let o and
A be two uniformizers for R. Then A = @™ , and a = 2A™. Thus, a = ]?Fa™ ™ which
implies that a™™~! is a unit. So, niny = 1 hence n; = ny, = 1. Therefore, the ring R has a
unique, up to a unit, uniformizer. In particular, the order of an element a is independent of
the choice of the uniformizer.

Lemma 4.7. Let R be a DVR, and let a,b € R. Then
1. ord(ab) = ord(a) + ord(b).
2. ord(a + b) > min(ord(a) + ord(d)).

Proof. Let o be a uniformizer for R, and let a = ;o™ , and b = o™ with 81, B2 € R units.
Also let ny > ny. Then ab = B, B,a™ 12 which proves 1. Also a+b = a™(f1a™ ™+ 35). We
can write (S;a™ "2 + ;) = Bza™ for some ng > 0, and some unit f3. So, a + b = fza™ ™
which proves 2. O

Let K be the field of fractions of R. The definition domain of the order function on R can
be extended to K in a natural way as follows. Let f € K, and let f = a/b for some a,b € R.
Then ord(f) = ord(a) — ord(b). This is clearly independent of choices of a and b, and also
Lemma 4.7 remains true for elements of K.

Theorem 4.8. Let P be a nonsingular point on C. Then Op(C) is a discrete valuation
ring. Moreover, any line L intersecting C' nontangentially at P is a uniformizer for Op(C).

Proof. Let P = (a,b). It can easily be seen that m = (x — a,y — b) is the maximal ideal of
Op(C). We can write

F=(z- a)%g(P) + (y — b)g—j(})) +g(z,y)

for some g € k[z,y]. Since F is nonsingular at P, either ‘?,—i(P) # 0 or 63—5(]3) # 0. Assume
%f—(P) # 0. Then, grouping together the terms with (z — a) we have F = (z — a)r(z,y) —
(y — b)'s(z,y) where r(P) # 0, and s(P) # 0, and ¢ > 1 is the largest integer such that
%%(P) =0foralll1 <i</¢—1. Let 7,3 be the images of r and s in Op(C) respectively.
Then (z — a)7(z,y) = (y — b)’5(x,y) hence (z —a) = (y— b)*5(x,y)7(z,y) € (y—b). Thus,
m = (y — b) is principal, and so, by Proposition 4.6, Op(C') is a discrete valuation ring. For
the second part of the theorem, let L’ be the tangent to F' at P. Since the line L is distinct
from L', there is always an affine transformation taking L, L', P to y—b, z —a, P respectively.
By the first part, y — b is a uniformizer for Op(C), hence also L. O

Now, let H be the hyperelliptic curve (4.2). The polynomial F(z,y) = y?— f(z) is irreducible
over k; For the only nontrivial factorization of F is of the form F(z,y) = (y—a(x))(y —b(x))
which implies that a(z) + b(z) = 0 hence dega = degb. Thus, 2dega = dega + degb =
deg f = 2g + 1 which is a contradiction. We denote by ordp the order function on k(H)
defined by the discrete valuation ring Op(H). For an ordinary point P = (a,b) on H,

9L (PY = 9h#0. So, L : x — a is not a tangent to H at P, and hence it is a uniformizer for
Oy
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Op(H) by Theorem 4.8. If P = (a,0) is a special point then %F(P) =2b=0hence L:yis
not a tangent, and so a uniformizer for Op(H).

To find a uniformizer at P = oo we need to use the projective equation of H. Let f(z) =
29t 4 9,72 + - + a1z + ao. Then the projective equation is H : 22971y? = z%9%1 +
29729 + - 4+ 412297 + apz?9™!, and the point at infinity is 7 = (0: 1: 0). Changing to the

coordinates w = z/y,v = x/y gives the affine curve
G: w9l =0 4y + -+ a,w + aqw®t! (4.3)

with @ = (0, 0) correspond to the point at infinity. Let a = 14 agy(w/v)+- - +ag(w/v)?9+!.
From (4.3) we have (w/v)*¥*1/a = w? which implies that w/v = 0 at @ hence a € Og(G)
is a unit. Again from (4.3) we have w?9~! = v¥Tla. Let u = v9/w9!. It can easily
be seen that m = (w,v) is the maximal ideal of Og(G). We have u? = a™'w/v = 0 at
Q hence u € m. It can be readily verified that v = a9 2971 and w = ofu®*!. So, u
is a uniformizer for Og(G). Therefore, u = v9/w9™! = z9/y297" is a uniformizer for the
projective local ring O7(H), and hence z9/y is a uniformizer for the affine local ring O (#).
From the above we have ord.(z) = ordr(z/z) = ordg(v/w) =29 —1—-2¢9 —1= -2, and
ordy(y) = ordp(y/z) = ordg(l/w) = —2g — 1.

Corollary 4.9. Let P = (a,0) be a special point on H. Then ordp(x —a) = 2. In other
words, * — a = y?g(x,y) where g(P) # 0, c0.

Proof. It is clear from the proof of Theorem 4.8. (]

Corollary 4.10. Let f € k(H)* be a rational function. Then f has a finite number of zeros
and poles, and Yy p4 0rdp(f) = 0.

Proof. It suffices to prove the statement for polynomial functions. Let l{z) = ¢ — a € k[z],
and let P € H be a point with a as its z-coordinate. Then [(z) has only one pole of order
2 at oco. If P is an ordinary point then /(z) has a simple zero at P, and a simple zero at
P; otherwise I(z) has a double zero at P. Consequently, any polynomial [(z) € k[z] has a
finite number of zeros and poles such that if degl(z) = n then 3 pcyy\ 10y 0rdp(f) = 2n, and
ord,(f) = —2n.

Let g € I'(H) be a nonzero polynomial function. Then we can write g = a(z) + yb(z) for
some polynomials a,b € k[z]. Let g = a(x) — yb(z). Since the mapping ¢ : Op(H) —
Op(H), p(f) = f is an isomorphism, we have ordp(g) = ordp(g) for all P € H, and hence
Yo pen 0rdp(g) = > pey 0rdp(d) = D pey 0rdp(g). But gg € k[z], and by above, both g and
g have finite number of zeros and poles, and

Z ordp(g Z ordp(g) + Z ordp(g ) = % Z ordp(gg) = 0. O

PcH (PGH PeH PcH

4.3 Divisors

A divisor D on a hyperelliptic curve H is a formal sum D = )", n,P where np € Z, and

np = 0 for almost all P € H. Therefore, the set D of all divisors D on H is a free Z-module,
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i.e. a free abelian group. The degree of a divisor D is defined to be deg(D) =3, np € Z.
For divisors D, and D», we clearly have deg(D; + Ds) = deg(D;) + deg(D;). We denote by
D the set of all divisors of degree zero, which is clearly a subgroup of D.

Definition 4.11. For divisors Dy = )y, mpP and Dy = )",y npP we say Dy > Dy if
mp > np for all P € H. We also define the greatest common divisor of D; and D, as

ged(Dy, Do) = Z min(np, mp)(P — 00)
PeH

Let f € k(H)* be a rational function. Then define the divisor of f to be div(f) =
> pey ordp(f)P, which is well defined, and has degree zero by Corollary 4.10. For example,
for a finite point P = (a,b) € H, divp(z—a) = P+ P—200; Because if P is special then z—a
has a double zero at P = P, otherwise, it has a simple zero at P, and simple zero at P. For

every f1, fo € k(H) we have div(f1 fo) = div(f1)+div(f2), and div(fi/fo) = div(f1) —div(f2).
These are simply inherited from the order function. A divisor D € D is said to be a principal

divisor if there is a rational function f € k(#) such that D = div(f).
Proposition 4.12. Let fi, fo € k(H)* be rational functions. Then
1 div(fi) 2 0e fi € k.
2. div(f1) = div(f2) & f1 = cfs for some c € k.

Proof. Since div(f;) > 0, fi € Op(H) for all P € H. Let f1(P) = ¢ € k for some P € H.
Then we still have div(f; — ¢) > 0, but deg(div(f; — ¢)) > 0 which is a impossible by
Corollary 4.10 unless f; — ¢ = 0 hence f; = ¢. This proves part 1. For part 2, we have
div(f1) = div(fo) & div(fi/f2) = 0 & f1/f2 € k by part 1. O

Definition 4.13. The set of all principal divisors is a subgroup of D? denoted by P. The
quotient group J(#H) = D?/P is called the jacobian of H. An element D € J(H) is called
a divisor class of degree zero.

Let D € D, and define
L(D) = {f € k(H) | div(f) + D = 0} U {0}
It can easily be verified that £(D) is a vector space over k. Let {(D) = dimy £(D).

Lemma 4.14. Let D € D be a divisor, and let P € H. Then dimg(L(D + P)/L(D)) < 1.

Proof. It clear that £L(D) C L(D+ P). Let a be a uniformizer for Op(H), and let np be the
coefficient of P in D. Define the mapping ¢ : L(D + P) — k by ¢(f) = (a"?*1 f)(P). Since
f € L(D+ P), ordp(f) > —np—1 hence ¢ is well-defined. It can easily be verified that ¢ is a
k-linear map with ker ¢ = L£L(D). Therefore, there exists an embedding £(D+ P)/L(D) — k,
and the result follows. (]

Proposition 4.15. Let D, Dy, Dy € D be divisors on H. Then
1. £L(0) =k. Also L(D) =0 if deg(D) < 0.
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2. ]f D] S D2 then E(Dl) Q [:(DQ), and dlmk;([:(DQ)/E(D1>) S deg(Dg — Dl)
3. If Dy = Dy (mod P) then L(Dy) = L(Ds).
4. £(D) < 0. Moreover, if deg(D) > 0 then £(D) < deg(D) + 1.

Proof. 1. We have f € L£(0) & div(f) > 0 & f € k By Proposition 4.12.(1). Let
deg(D) < 0, and f € £(D). Then div(f)+ D > 0, so 0 < deg(div(f) + D) = deg(div(f)) +
deg(D) = deg(D) < 0 which impossible unless f = 0.

2. If f € L(Dy) then div(f) + Dy > div(f) + D; > 0, so f € L£(D3) hence L(D;) C L(D,).
Let Dy = D1+ P, + P, +---+ P, where P; are not necessarily distinct. Using induction and
Lemma 4.14 we have dimg(L(Dy)/L(D;)) < n = deg(D> — D).

3. Assume D; = D, + div(f) for some f € k(H)*. Then the mapping ¢ : £L(D;) — L(D,),
®(g) = fg is an isomorphism of vector spaces.

4. By part 1, we my assume deg(D) > 0. Let P € H be an arbitrary point, and let
D3 = D—(deg(D)+1)P. Then £(D3) = 0by part 1, and hence ¢(D) = dimy(L(D)/L(D3)) <
deg(D) + 1 by part 2. O

Definition 4.16. Let D = ) .., npP be a divisor. Then the support of D is defined
to be supp(D) = {P € H | np # 0}. A semi-reduced divisor is a divisor of the form
Sk ni( P, — 00) such that

(i) n; > 0 for all 4,
(ii) if P; is a special point then n; < 1,
(iii) if P; € supp(D) then P, ¢ supp(D).
If we also have Zle n; < g, where g is the genus of H, then D is said to be a reduced divisor.

Lemma 4.17. For every divisor D = Ele n: P, € D° there is a semi-reduced divisor Dy =
Ele mi(P; — 00) such that D; = D (mod P). Moreover, Zle M < D pesupp(D)\oo Tl

Proof. Let D = 3 ., npP. For every finite point P = (a,b) € supp(D), if np < 0
then the term n,P can be eliminated by subtracting the principal divisor div((z — a)"?) =
np(P 4+ P — 200) from D. So, we obtain a divisor D; = 3 m;(P — o0) € D° such that
m; 2> 0 for all ¢, and D; = D (mod P). Now, for every finite point P = (a,b) € supp(D;)
we do the following. If P is a special point then we subtract div((z — a)™?=%/2) where
§ = mp (mod 2), from D;. Otherwise, if P € supp(DD;) then we subtract div((z — a)7),
where 7 = min(mp, mp), from D;. This way, we obtain a divisor D; = D; (mod P) which
is clearly a semi-reduced divisor. The second part is clear by the construction. O

Proposition 4.18. For every polynomial g(z) € k[z] the divisor div(g(z) — y) is semi-
reduced. Moreover, if g(z)? — f(z) =[], (z — a;)™ then div(g(z) —y) = d_1; mi( P — o0)
where P; = (a;, g(a;)).
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Proof. We have

n

div(g(z) — y) + div(g(z) + y) = div(g(z)’ - f(2)) = div([ [ (& = @:)™)

=1

= Z div((z — a;)™) = Z m; div(z — a;)

:zn:mi(Pz-—i—f)i-—Zoo)

i=1

where P, = (a;,g(a;)). If P, is an ordinary point then P; is a zero of g(x) — y if and only
if P, is a zero of g(z) + v, and P, or P, can not be a zero of both g(z) — y and g(z) + .
If P, is a special point, i.e. P, = (a;,0), then g(a;) = f(a;) = 0 so that g(z) has a double
zero at P,. Since y has a simple zero at P, g(z) — y has a simple zero at F;. Also we have
(x — a;)? t g(2)? — f(x), because otherwise, since (z — a;)? | g(z)?, we have (z — a;)? | f(z)
which is a contradiction because f(z) has no multiple roots. Thus, m; = 1. Putting all this
together yields div(g(z) — y) = Sor, my(P — 00), and div(g(z) +y) = S, mi(B, — 00)
where m; = 1 if P, is a special point. O

Theorem 4.19 (Riemann-Roch). For any algebraic curve C, there exists a divisor w and
an integer g such that for any divisor D on C,

¢(D) =deg(D) — g+ 1+ ¢(w — D)
Proof. See [49, ch. 1] or [10, ch. 12]. O
Remark. The divisor w is the divisor of a differential on C, and g is called the genus of C.

Theorem 4.20. For any divisor D € DO, there exists a unique reduced divisor D such that
D, = D (mod P).

Proof. (Existence) By Theorem 4.19, £(D) > deg(D) — g+ 1 for any divisor D.! Replacing
D by D+ goo we have £(D+goo) > g—g—+1 = 1. This means that there is a rational function
f € k(H)* such that div(f)+ D+ goo > 0. Let Dy = div(f)+ D. Then D; + goo > 0 which
means that D; is of the form Y, n;(P, — 00) with n; > 0, and >, n; = g. The result now
follows from Lemma 4.17.

(Uniqueness) Letting D = 0 in Theorem 4.19, we have £(0) = 0—g+1+4¢(w). By Proposition
4.15.(1), €(0) = 1 hence ¢(w) = g. Similarly, {(w) = deg(w) — g + 2 by setting D = w.
Therefore, deg{w) = 29 — 2. Now, let D; = D, (mod P) be two reduced divisors. Assume
that D; # D,, and let D = D; — D, be a principal divisor. By Lemma 4.17, there is
a principal divisor D3 = D (mod P) with D3 4+ 2goo > 0. It can easily be verified that
D3 # 0 by the proof of Lemma 4.17. Let div(f) = Ds for some f € k(H)*. Then f €
L£(2go0). Letting D = 2goo in Theorem 4.19, we have {(2goc) = g + 1 — {(w — 2g0c0).
Since deg(w — 2goo) = —2 by above, {(w — 2goo) = 0 by Proposition 4.15.(1), and hence
{(2g00) = g+ 1. But, * € L(2go0) for all i = 0,...,g. Since 1,z,...,z9 have poles of

!This is called Riemann inequality.
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different order, they are linearly independent. So, they form a basis for £(2goco). This
means that f is a function in z. If f in nonconstant then it has a root a € k. Let P = (a,b)
be a point on H. If P is ordinary then P is also a zero of f hence P, P € supp(Ds;) which
is a contradiction, since D3 is semi reduced. If P is special then f has a double zero at P
hence the coefficient of P in Dj is at least 2, contradiction again. Thus, f is constant hence
D3 = 0, a contradiction. a

Remark. The group J(#H) can be considered as an algebraic variety. It is, indeed, an abelian
variety of dimension g called the jacobian variety. For any point P € H, the divisor P — oo
is reduced. Therefore, by Theorem 4.20, the mapping

po:H— J(H)
P+ P—o00

is an embedding of H into its jacobian. In the case of elliptic curves, this is clearly an
isomorphism, hence an elliptic curve is an abelian variety of dimension 1. If £ is an integer
such that char(k) 4 ¢; then the ¢-torsion subgroup of J(H), denoted by J(H)[¢], is isomorphic
to (Z/¢Z)%, see [17, ch. 4, 5]. When g = 1, i.e. H is an elliptic curve, this is a special case
of Theorem 2.10. Analogous to the case of elliptic curves, there are division polynomials for
hyperelliptic curves closely related to the torsion elements of J(H). In 1994, Cantor [13]
gave these polynomials defined by efficiently computable recurrences.

4.4 Mumford Representation

By Theorem 4.20, the elements of the group J(#) are indeed reduced divisors. So, theoret-
ically, given two reduced divisors Dy, Ds, we can add them, and reduce the result to obtain
another reduced divisor. However, representing elements of J(H) by divisor classes, i.e by
formal sums of points on H, is not computationally very useful. In this section, we present a
concrete representation of the elements of J(H) by pairs of polynomials, which was proposed
by Mumford [67].

Let P = (a,b) be a point on H, and let g € k(M) be a rational function. Let Op(H) be the
local ring at P, and let ¢ be a uniformizer for it. Then g = t™h for a unique, not necessarily
positive, integer m, and rational function h € k(H) such that h(P) # 0,00. If h is not a
constant then let h(P) = ¢ € k. Then h(z,y) — c has a zero at P, so h(z,y) —c = t™ hi(z,y)
for a unique integer m; > 1, and a rational function h; such that h,(P) # 0,00. Hence
h(z,y) = ¢+ thi(x,y). The same thing can be done to h;, and so on. Therefore, for any
given k > m, we can uniquely write

k—1
ent(z, y)" + t(z, ) he(z, y) (4.4)

=m

where m € Z, and hy € k(H) with hi(P) # 0, 00.

3

Proposition 4.21. Let f be the polynomial in 4.2. For any ordinary point P = (a,b) € H,
and any integer k > 1, there exists a unique polynomial g € k[x] such that g(a) = b, and

g(z)? = f(z) mod (z —a)*.
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Proof. Since P is ordinary, and y is a polynomial function, m = 0, and ¢ = (z — a) in (4.4).
Thus, y = Zﬁ;é bo(z — a)” + (z — a)*h(z,y) where by = b. Let g(z) = Zﬁ;é bu(z — a)™.

Then g(a) = by = b and obviously g(z)? = y?> = f(z) mod (z — a)*. O

Theorem 4.22. Let S be the set of all semi-reduced divisors on H, and let P be the set of
pairs of of polynomials (u,v) € k(x| X k[z] such that (i) u is monic, and degv < degu (ii)
u | v? — f. Then the following mapping is a bijection.

Yv: P — S (4.5)
(u,v) — ged(div(u),div(v — y)) '
Proof. Let (u,v) be a pair of polynomials as in the theorem. By Proposition 4.18, div(v—y)
is semi-reduced hence ged(div(u),div(v — y)) is semi-reduced.

1 is surjective: Let D = Zle m;(P; — c0) € S, where P, = (a;,b;), be a semi-reduced
divisor. Let u(z) = [t (z — a;)™. We will find a set of polynomials v;(z), i = 1,...,k
such that v;(z)? = f(z) mod (z — a;)™, and v;(a;) = b;. If P, is a special point then
m; = 1. Set v;(z) = 0. Then we have v;(z)? = 0 = f mod (z — a;), and v;(a;) = 0 = b;.
If P, is ordinary then let v;(z) be the polynomial g(z) in Proposition 4.21 with k = m;.
By the Chinese remaindering theorem, there exists a a unique polynomial v(z) € k[z] such
that v(z) = v(z) mod (x — a;)™ for all ¢, and degv(z) < Zle m; = degu(z). We
clearly have u | v® — f. Let v(z)? — f(z) = [],(z — a;)™ Hﬁ.:l(z — ¢;)™. Then by
Proposition 4.18, div(v(z) —y) = D + Z§=1 ni(P; — oo) where P; = (c;,v(c;)). Therefore,
D = ged(div(u), div(v — y)) hence ¢ (u,v) = D.

1 is injective: Let 1(u;,v;) = ¥(ug, ve). By construction u; = uy. We have vi(z) —va(z) =
(vi(z) —y) — (va(z) —y). So, vi(x) — va(x) vanishes at least to order m; at P; hence it has at
least Zle m; = degu(x) zeros. This is a contradiction since deg(vi(z) — vao(x)) < degu(z).
Therefore v (x) — vo(z) is the zero polynomial. ‘ _ O

A direct corollary of Theorem 4.20, and the proof of Theorem 4.22 is that every reduced
divisor D, i.e. every element of J(#H), corresponds to a pair (u,v) as in (4.5), with degu < g.
This pair is called the Mumford Representation of D.

4.5 Addition on the jacobian J(H)

Assume the elements of J(H), i.e the reduced divisors, are given by their Mumford repre-
sentations. In this section, we present an algorithm due to Cantor [12] for addition on J(H)
based on the Mumford representation. Let us first see how to obtain the reduced divisor
corresponding to a given semi-reduced divisor.

Algorithm 4.5 Reduction of semi-reduced divisors

Input: A pair (u,v) representing a semi-reduced divisor D.
Output: A pair representing the reduced divisor D; = D (mod P).
1. while deg(u) > g do
2. up + (V¥ = f)/u
3. v < —v mod uy;
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4. make u; monic by dividing it by its leading coefficient.
5 U Uy, V< V.

6. end while

7. return (u,v)

Theorem 4.23. Algorithm 4.5 works correctly.

Proof. We first show that the terminates. Assume degu > g + 1. Then deg(v? — f) <
max(deg v?, deg f) < max(degu?, degu?) = 2degu. Thus, degu; = deg(v? — f) — degu <
2 degu—degu = deg u. Therefore, the degree of u decreases strictly by each iteration, hence
the while loop iterates finitely many times.

Let D; = ged(div(u;),div(v; — y)) where u;,v; are as in steps 2 and 3 of the algorithm
repectively. Then u; is monic, and degv; < degu; by steps 3 and 4. Also v? — f = v?—f =0
(mod u;). Therefore, D) is semi-reduced by Theorem 4.22.

For a divisor D = ) p.pnpP, let D= ZPE’P in Then div(u) = D + 5 By Proposition
418, div(v—y) =D+ K, and diviv+ y) = D + K, where K = ZZ L ki(P; — 00), for some
P, € H,and k; > 0. Thus, div(u;) = div((v? = f)/u)) = div(v? ~ f) - le( ) D+K+l~7+
K-D-D =K+ K. Since div(v + y) is semi-reduced, supp{D\oo} N supp{K\oco} =
which implies that ged(div(u;),div(v +y)) = K hence Dy = ged(div(uy), div(v, +y)) = K
On the other hand, D — Dy = D — K = div(v —y) — K — div(u;) + K = div(v —y) — div(u;)
which means that D; = D (mod P). O

Algorithm 4.6 Cantor’s algorithm for adding reduced divisors

Input: Pairs (uy,v;), (ug, ve) representing reduced divisors Dy, and D, respectively.
Output: A pair (u,v) representing the reduced divisor D = D; + Dy (mod P).
1. compute dy, 71,79 such that di = ged(uy,us), and dy = ruy + rous using the extended
Euclidean algorithm. A
2. compute d, 81, so such that d = ged(dy, vy + v2), and d = s1d; + s2(v; + v2) using the
extended Euclidean algorithm.
let g1 = 8171, g2 = 82T9, and g3 = 82 SO that d = qiu1 + goug + gg(’U1 + Ug).
u 4 uyug/d?.
v < (u1v291 + uav1g2 + (V102 + f)gs)/d mod u
use Algorithm 4.5 to reduce (u,v)
return (u,v)

NS o w

Theorem 4.24. Algorithm 4.6 works correctly.

Proof. The algorithm first generates a pair (u,v) representing a semi-reduced divisor D =
Dy + Dy (mod P), and then uses Algorithm 4.5 to obtain the desired reduced divisor. Here,
we omit the lengthy proof, and refer the reader to [102, ch. 13] or [46, appendix]. O
4.6 Hyperelliptic curves over F,

In this section we assume the hyperelliptic curve ‘H, Equation (4.2), is defined over the finite
field k = F, where ¢ = p" with p > 3 prime. Let ¢, be the ¢g-th power Frobenius map
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on H. For a divisor ) p, npP, we define ¢4(D) = > pcynpoy(P). Also for a rational
function g € F,(H), let g% be g with ¢, applied to its coefficients. A divisor D is said to
be defined over F, if ¢,(D) = D. Consequently, a divisor class D € J(#) is defined over F,
if ¢,(D) = D (mod P). We denote by Jg, (H), the elements of J(H) defined over F,. The
following is a consequence of Theorem 4.22 for the restriction F, of k = ]ITq.

Proposition 4.25. Let Pr, be the set of pairs of of polynomials (u,v) € Fylx] x Fylz] such
that (i) u is monic, and degv < degu < g (ii) u | v* — f. Then the following mapping is a
bijection.

'l/)]pq : PFq — J]Fq(H)

(u,v) — ged(div(u), div(v — y)) (4.6)

Proof. Let D € Jg (H), and let E be the unique reduced divisor in the class of D. Then
D — E = div(g) for some function g, and hence ¢,(D) — ¢4(E) = div(¢q(F')), which implies
that ¢,(F) is in the class of ¢,(D). By uniqueness, £ = ¢,(E). Let (u,v) be the Mumford
representation of E. Then (u®s,v%) is the Mumford representation of ¢,(E), hence (u,v) =
(u®e,v%). Therefore, u,v € F,[z]. Conversely, let u,v € Fy, and let D = ¢, (u,v). Then

$g(D) = ¢g(ged(div(w), div(v — y))) = ged(¢g(div(u)), ¢g(div(v - y)))
= ged(div(¢g(u)), div(¢e(v — ) = ged(div(w), div(v —y)) = D O

Since there are finitely many polynomials in F,[z] of degree less than or equal to g, Jr,(H) is
a finite set. It is clear that Jg (H) is closed under addition and inversion, hence it is a group.
As in the case of elliptic curves, ¢, is an inseparable endomorphism of J(#) of degree ¢7.
We have Jg, (M) = ker(¢, — 1), and hence #Jp,(H) = #ker(¢;, — 1) = deg(¢ — 1). Denote
by x4(t) the characteristic polynomial of ¢,. It can be shown that x,(t) € Z[t] is monic of
degree 2g, and that deg(¢, —1) = x,(1). For an integer n prime to p, the restriction ¢q| ;)]
has the characteristic polynomial x,(t) (mod n); see [17, ch. 4, 5] or [66].

Let Nj denote the number of FF -rational points of H. Define the generating function

Z(H,t) = exp (i [\;’“t’“> (4.7)
k=1

which is called the zeta function of H over F,. The function Z(#,t) is of fundamental
importance in the theory of hyperelliptic curves over finite fields. The following theorem
states some known properties of this function.

Theorem 4.26 (Weil Conjectures). Let H be a hyperelliptic curve of genus g over Fg,
and Z(H,t) be the zeta function of H.

1. Z(H,t) € Q[t]] s a rational function.

2. Z(H,t) satisfies the functional equation

2(w L) = sz
q
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3. We have
L(t)

(1—-8)(1—qt)

where L(t) € Z[t] is of degree 2g9 such that L(t) = Hfﬁl(l — ayt) where a; are algebraic
_ integers such that oy =@; and || = (/g fori=1,....,9.

Z(H,t) = (4.8)

Proof. See [89, ch. 5] or [96, part II]. O

Corollary 4.27. L(t) is of the form L(t) = ag + ajt + - - - + ag,t* where ag = 1,az4 = ¢7,
and agg_; = ¢ ‘a; fori=0,...,g.

Proof. The functional equation of Z(H,t), Theorem 4.26.(2), gives

1 a A9g—
9297 [ ) = 229 29—1 9, 429
L(t) = ¢%t L(qt) " qg_1t+ + ¢7apt

and by Theorem 4.26.(3), ap = 1. O

Corollary 4.28. Let oy, i = 1,...,2g be as in Theorem 4.26.(3). Then #H(Fy) = ¢" +
1- Zfil o'

Proof. Taking the logarithm of both sides of (4.8), gives

In(Z(H,t)) = iln(l —ait) —In(1 — ¢) — In(1 — gqt)

29

X kik O gk O _kik
_ o't t q-t
S B ILLND SS phad
i=1 k=1 k=1 k=1

o0 1 2g
_ 1ok _ ky 4k
o Z k(q +1 Zal )t

k=1 i=1

Comparing this to (4.7) yields the result. O

It can be shown that x,(t) = t29L(1/t). Therefore, when g = 1, Corollary 4.28 gives Theorem
3.7. By Corollary 4.27,

Xq(t) =t +art® 7+ a9 agt tag gt o aag? TP g+ ¢f (4.9)

In particular x,(t) = Hfﬁ ,(t—a;) which means that the eigenvalues of ¢, are oy, 1 = 1,. .., 2g.
Therefore, the eigenvalues of ¢ = ¢F are of, i = 1,...,2g. Hence yg(t) = T12,(t — ob).
As mentioned earlier, #Jr (H) = x,4(1), consequently,

29

#Jp (M) = xp(1) = [J(1 - af) (4.10)

i=1
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Theorem 4.29 (Weil bounds). Let H be a hyperelliptic curve of genus g over F,. Then

|#H(Fgn) — (¢" + 1)| < 294/q7,
(V@ = 1)% < #Jp . (H) < (V@ +1)¥

Proof. By Corollary 4.28 and Theorem 4.26.(3),

29
n
>
i=1

which proves the first part. For the second part, by (4.10) and Theorem 4.26.(3),

29 2g9
[#H(Fp) — (¢"+1)| = <Y laf = lal" = 29vq"
i=1 i=1

29

2g 2g
#s, (1) = [T = o) =TT 11 - ob)| < [T+ Job)) = (v + 1)
i=1 i=1 =1
which establishes the upper bound. The lower bound is established the same way. O
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Chapter 5

Fast Integer Matrix Multiplication

In this chapter, we describe and implement an algorithm for fast multiplication of matrices
with integer entries of arbitrary length. Assume that we are able to multiply matrices with
machine level integer entries efficiently. Then the idea is to find a multiplication preserving
mapping that enables us to uniquely represent matrices with big entries by matrices with
machine level entries. This mapping and its inverse should be efficiently computable. To
this end, we present the modular representation technique for matrices. This is not a new
idea, e.g. see [40] for the modular representation technique for arithmetic on large integers.
We first describe the method, and then propose some practical improvements to it. In the
last section, we describe two computational problems: modular composition, and power
projection. We show how the new implementations of the solutions to these problems, based
on the fast matrix multiplication, lead to major speed-ups.

5.1 Modular representation

Let R be a commutative ring with 1 and let I;,I,,...,I; be ideals of R. Then there is a
natural homomorphism

p:R— @ _ R/,
a —— (a+Il,a+[2,~~ ,a+[k)

If the ideals I,, are pairwise coprime i.e. I; + I; = R whenever i # j then ¢ is surjective
with kernel an:l I,, so that

k k
v: R/ ][ In — P R/In
m=1 m=1

is an isomorphism [5]. Therefore, every element a in the left side ring can be uniquely
represented as a k-tuple (ay,as, - - -, ax) in the right side ring. The k-tuple (a1, az,- - ,ax) is
called the modular representation of a. Computing ¢ is not usually computationally hard.
One can compute 1! as follows. Let M; = H#i I;. Then I; and M; are coprime. So, there
are r; € I;,y; € M; such that z; +y; = 1. Then 1 —y;, € I, and y; € M; C I; for all j # 1.
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Now let a = 22:1 amYm- It can be easily seen that p(a) = (aj,as,--- ,ax). Therefore,
multiplication in R/ []¥,_, In can be carried out by multiplication in @~ _, R/I,, via the
mapping . This is done by Algorithm 5.7.

Algorithm 5.7 Multiplication in R/ [\,_, Im

Input: a,b € R/T]% _, Im
Output: the product ab

L (ay, - ,ar) < ¥(a)

2. (b, ,by) < (b)

3. compute (a1by, - -, arby)

4. return ¥ (a3by, -+, arby)

Let M,(R) be the ring of n x n square matrices over R. The mapping 7 induces the
isomorphism

W My(R/ H:zzl In) — @fn:l My (R/Im)
(ai) — (([a + Lly), (la+ Ly), -+, ([a + Lklis)

where ([a + I];;) is the matrix (a;;) with entries reduced modulo I,. This means we can
have a multiplication algorithm similar to Algorithm 5.7 in M, (R/ anzl In).

Algorithm 5.8 Multiplication in M, (R/ an:] I,)

Input: A, B € M,(R/T15_, In)
Output: the product AB

1 (Ay,---  Ag) « Y(A)

2. (By, - ,By) « V(B)

3. compute (A1 By, -+, A By)

4. return V' (AB;, -, AiBy)

Now, consider the special case R = Z. In this case, the ideals are principal and computing
¥, and ¢! reduces to the usual modular integer operations. Let I; = (p;), ¢ = 1,..., k with
p; prime; Then computing ¥ ™! is equivalent to solving the system of congruences z = a;b;
(mod p;), i = 1,...,k which can be done as follows. Let M = fol pi, and M; = M/p;.
Compute t; = M, ! (mod p;). Then z = Zle a;t; M; (mod M) (see Algorithm 5.9). Since
Z is a normed ring, we can talk about the sizes of the elements so that Algorithm 5.7 can
be used in the following way. Let a,b € Z be of arbitrary length. Chose p; such that a;
and b; fit into machine words. Compute machine level products (a;b, - - - , axbe), and finally
compute ¥~ (aiby, - - - , agby) by Algorithm 5.9.

Accordingly, Algorithm 5.8 can be used in a similar way to multiply integer matrices. It first
reduces matrices A, B to tuples (Ay,--- , Ax), (B, - , Bx) of matrices with entries that can
fit into machine words. It then computes the matrix products (A; By, - -+ , AxBy) and at last
U~Y(ABy, -+, AxBy) by applying Algorithm 5.9 to corresponding entries of the matrices
A;B;. In the case of matrices, the values M and M; can be precomputed for the entire
process. We shall discuss some optimization techniques in Section 5.2.
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Algorithm 5.9 Computing ‘ip 1in Z

Input: (ai, **m,ak) e ® f=1ZRA

Output: aeZ

m ntiPi

. for i from 1to k do
Mi <- rijniPi

end for

. for i from 1to k do

ti Mfl mod Pi

7. + diuUMi

8 end for

9. return X mod M

W N

o o

5.2 Implementation

The algorithm described in Section 5.1 for multiplication of integer matrices has been imple-
mented and embedded into the NTL library [85]. It is a low level implementation with high
level interfaces. For both compatibility and handling low level fast big integer arithmetic,
the GMP library [92] is used. For multiplication of matrices with machine level entries,
ATLAS library [91] is used. A simple parallelism scheme is used, which results in an es-
sentially linear speed up. The number of processors the algorithm is allowed to use can be
set for each call; otherwise, it uses all processors of the system. Various techniques, with
different performances depending on the shapes of the inputs, for computing T “1have been
implemented so one can set the computation mode for each call. Figure 5.1 compares the
running times of the proposed matrix multiplication, in sequential mode, and the one built
in Magma [93] on a Core 2 Quad machine. 1

0 200 400 600 800 1000 1200 1400 1600 1800 2000

dimension

Figure 5.1: Matrix multiplication with bitsize 200

1Magma, which probably uses the same idea for matrix multiplication, is apparently the fastest computer
algebra system in this respect.
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A natural way of computing 'I' is to simply iterate over all entries of the input matrix and
reduce each entry module each prime Pi by a fast reduction function. But a more clever way
is to do reduction by matrix multiplication as follows. Let v = (¢;1,°2, e+ ,tn) be a row of
the matrix A. Write ti = (1”2 ¢’ Ur in a basis of the form u = 2d. Then compute

(ur  (mod pi) ur 1 (mod pi) A1l g1 tnln
ur (mod P2) ur~l (mod p2) eee tl2 22 *  tn2

yur (mod pk) ur-1 (mod pk) ® \/ \tlr ser tnr)

The *th, 1 < i < k, row of the matrix C is the row v reduced mod Pi. The same thing can
be done for all rows of A to compute the tuple (AI5..., AK). The Vandermonde like matrix
of ul is precomputed.

If the entries of the input matrices are very large then the value x = £V=la”~Mi in Step
5 of Algorithm 5.9 can be computed by a divide and conquer algorithm [99]: Let a =

Pk/2+\Pk/2+2 mm-Pk and 5= pYo2 mmpk/2 then

X = <y.(ait\M i/aak/2tk/l2Mk/2/0)
A/3(ak/2+i'tk/2+iMid/2+i/f3 + ++.+ aktkMKk/(3)

All the values a and {3 are precomputed. Another way of computing x = aAini is
using a similar matrix multiplication technique as above with tt replaced by Mj. Figure 5.2
shows a timing for different phases of Algorithm 5.8 where reduction, residue mul, and
inverse are steps {1, 2}, 3, and 4 of the algorithm respectively.

Figure 5.2: Multiplication phases with bitsize 200

5.3 Some computational speed-ups

Matrix multiplication is the building block of many computational algorithms. Therefore,
having a fast matrix multiplication library results in a speed-up in many computational
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areas. In this section, we present some specific problems, required in subsequent chapters,
and show how to have major speed-ups by giving new implementations of the solutions based
on matrix multiplication.

Modular Polynomial Composition. Let F' be a field and let p(z) = po+p1z+- - -+pa2z™,
q(z) = go+qz+- - -+gnz™, and f(z) be polynomials in F[z]. Then the problem is to compute
p(q) mod f. Here, we implement an algorithm by Brent and Kung [9] which was proposed
for computation of the first n € Nx; coefficients of the composition of two formal power
series. But it also works for polynomial composition modulo an arbitrary polynomial f(z).

Algorithm 5.10 Modular Polynomial Composition

Input: polynomials p,q, f € F[z]

Output: ¢(p) mod f

k« [v/n+1]

write g(z) = Qo(z) + Q1(#)z* + - - - + Qp_1(x)(z")*!

compute p'(z), i =2,....k

let T(s) = p*(z) and compute T%(z), i = 2,...,k—1

compute Q;(p(z)), ¢ =0,...,k — 1 from the Step 3.

compute Q;(p(z))T*(z), i=1,...,k — 1 from the steps 4 and 5.
compute h(zx) = Zf:_o] Q;(p(z))T*(x) from Step 6.

return h(z)

X NN

Note that all computations of Algorithm 5.10 are done modulo f(z). Let p/(z) = Y/, pl(j)a:l,
7 =0,...,k. Then

k-1 n n k-1
Qi(p(z)) = Z%‘k+j Zplu)-%’l = Z ( Qik+jpl7) z!
=0 1=0 j=0

j 1=0
which is essentially the following matrix multiplication.
0 1 k—1
O

Poo Po1 01C : do g v Qk-1)k
pg : Pg b pg - @1 Gk+1 c Qk-1)k+1
%0) p$3) ce pﬁf—” Q-1 Qg1 qk2-1

Therefore, Step 5 of Algorithm 5.10 can be done using matrix multiplication. Let assume
that O(n*) is the achievable bound for multiplication of two n x n matrices. For the classical
matrix multiplication w = 3, and for the best known algorithm w = 2.37 [19]. Except Step
5, all steps of the algorithm can be done in O(kM(n)) = O(y/nM(n)) multiplications in F.
Multiplication of the matrices of size n x \/n and /n X \/n in Step 5 is indeed equivalent
to 4/n multiplications of square matrices of dimension y/n X 4/n, which can be done in
O(yv/nn®/?) = O(n'“+1)/2) operations in F. Therefore, the running time of Algorithm 5.10
is O(v/nM(n) + n@+1)/2) operations in F. So, assuming M(n) = O(nlognloglogn), and
w = 2.37, the best running time for modular composition is O(n'%?).? A new implementation

?Huang and Pan [35] showed that for the special dimensions \/n X y/n times \/n x n, w < 1.67. So for
their algorithm C(n) = O(n!-®7).
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Figure 5.3: Modular Polynomial Composition

of the polynomial composition using our matrix multiplication algorithm has been embedded
into NTL. Figure 5.3 compares the new and the old algorithm for modular polynomial
composition in NTL.

Now that we have a fast modular polynomial composition we briefly show how to use it in
polynomial factorization over finite fields. Let us first briefly review a factorization method.
Let f(x) £ Fg[x] be of degree n, where g = pmand ¥qis represented as the quotient ¥p[y]/g(y)
with g(y) £ Fp[?] monic irreducible of degree m. An efficient way of factoring / over ¥q s
breaking the factoring into three steps:

1. squarefree factorization: taking the square-free part of /;

2. distinct-degree factorization: splitting the square-free polynomial into polynomials
whose irreducible factors have the same degree;

3. equal-degree factorization: completely factoring the square-free polynomial whose irre-
ducible factors have the same degree.

The cost of Step 1, which is done by Yun’s algorithm [107], is O(M(n)\ogn + nlog(q/p))
operations in ¥qwhich is dominated by the cost of other steps. So, let assume / is squarefree.
The distinct-degree factorization is based on the fact that xgd—x is the product of all monic
irreducible polynomials of degree dividing d. So, taking gcd(a:9 —x, /) isolates all factors of
degree d of /. This idea is attributed to Arwin [4],

Algorithm 5.11 Distinct-degree factorization2
Input: A squarefree monic polynomial / £ ¥q[X] of degree n
Output: The distinct-degree decomposition of /

le o fis<—[f]

2. for i from 1to s do

3 h4—xd mod/

4. gi <-gcd(h- x, fi)
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5 fie i
6. end for
7. return (g, - ,9s)

Each g; produced by Algorithm 5.11 is a squarefree product of monic irreducible factors of
degree 7 of f. The equal-degree factorization takes g; and splits it into its irreducible factors.
This is usually done recursively, i.e. the polynomial is split into two parts then the same
is done for each of the two parts and so on. The idea, which is due to [11], is as follows.
Let f € F,[z] be a squarefree monic polynomial of degree n with £ = n/d irreducible factors
fi,t=1,...,¢ of degree d. Then

L

F[2]/(f) = [ Folal/(f)) = F

i=1
which induces the mapping

o : Flz]/(f) — {-2,0}
a —> (ay,...,a¢)

where a; = a@~1/2 — 1 mod f;. Assume § € F,[z]/(f) is selected at random, and o () =
(B1y...,08e). If g =ged(B, f) # 1 then g is a nontrivial factor of f; otherwise ged(8, f) = 1,
and ged(B89'=1/2 — 1, f) is a nontrivial factor of f unless 8, = By = ..., =5, %.

Algorithm 5.12 Equal-degree spitting
Input: A squarefree monic polynomial f € F,[z] of degree n and a divisor d of n such that
all irreducible factors of f have degree d.
Output: a proper monic factor of f or "failure”
f < a nonconstant random element of F,[z] of degree less than n
g < ged(B, f)
if g # 1 then
return g
end if
g + ged(8 D" — 1 mod [, f)
if g # 1, f then
return g
else
return 7failure”
11. end if

© 0N Do e o =

,...
e

The costliest part of Algorithm 5.12 is Step 6. We show how to compute 3¢*~1/2 —1 mod f
efficiently. Let A € F,[z], and assume we are asked to compute ay = AP ++7* mod f for

31f B is selected uniformly at random then 3; = —1 or 1 with probability 1/2. So, 81 = 82 = ...,= B¢
occurs with probability 2~ ¢+1.
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a given integer k > 0. Let & = A\*2°+ " mod f, (; = 2* mod £, and & = ' mod g(y).
Then we have the following recurrence relations

iz .. 2 i/2 o 2 i/2 e 2
51/2(523/2 if 4 f 0 ;2 if f 0 52 if 4 f 0
=966, ifi=1  G=9¢, ifi=1 &G={¢&, ifi=1
61:)\7’ <1:$P 51:3/”

The initial values d;, (1, and & are computed using the usual exponentiation algorithm at
a total cost of O(M(n)M(m)logp) operations in F,. Assume, inductively, that we have
computed é,, (., and &.. Then

r

% = <Z aj<y>xj> =T 4@ @Y = a6y
=3 a,(6)¢ mod (7(2).g(v)

This means that &, and d.,41 can be computed using O(n) modular compositions over
F,, which totally costs O(nC(m)) operations in F,, and O(1) modular multiplications
and modular compositions over F,, which totally costs O(C(n)M(m)) operations in Fp.
The values (o, and (o,41 are computed similarly. The cost of computing &, and £oryq
is dominated by the above. Therefore, d; and hence ay = Ay can be computed using
O(log k(M (n)M(m)log p + nC(m) 4+ C(n)M(m))) operations in F,. Now, let A = gP~1/2
then

i md_ _ 14p4+p2 4. ppmd-1 2 .. pmd—
BN = gEm=D/2 — (gp=1)/2) TPTEEEEEEE  \Tpp ™ od (f(2), 9(y))

which can be computed at a cost of O(log(md)(M (n)M(m)logp + nC(m) + C(n)M(m)))
operations in F,. The above idea of using modular composition for raising to the powers of
the characteristic is essentially due to Kaltofen and Shoup [36].

To speed the distinct-degree factorization up, Algorithm 5.11, the values z9, 27, .., 2% can
be computed at once. For this, we first compute 29 = z" using the above algorithm and
then compute z9°, ..., 29" using the algorithm introduced in [98].

Power Projection. Let f € F,[z] with deg f = n. Given g € F,[z]/(f), and the vector
v € F}, the problem is to compute the sequence

(,1), (v, 9),---, (v, 9™") (5.1)

for a positive integer m; Here, (.,.) is the inner product operator. Let howv € Fj be the
unique vector such that (howv,a) = (v,ha) for all @ € Fy[z]/(f). Sequence (5.1) can be
computed by Algorithm 5.13 due to Shoup [86]. Step 2 of the algorithm can be replaced by a
matrix multiplication. As in the case of polynomial composition, this new power projection
algorithm has been embedded into NTL. Figure 5.4 compares the performance of the old
and the new algorithm.
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Algorithm 5.13 Power Projection
Input: ve ¥£,/ GFp[x],g € ¥p[x]/{f)
Output: The sequence (v, 1), (v,9),..., (v, gI1)
1 k< [IV2, k' <- \lI/k1
2. for i from 0to k' —1do
3 ciktj <-(v,9]) (O <j<k)
4. v t—gkov
5. end for
6. return c0,..., cm_i
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Chapter 6

Computing Roots Over Finite Fields

Let R be a ring and let a € R. Computing a!/™, where n is an integer, beside its intrinsic
interest, is of great importance in many areas of mathematics and computer science. This
problem can equivalently be considered as finding a root of z" — a € R[z] in some extension
of R. In this chapter, we focus on the cases where R is a finite field, and devote some more
space to the case n = 2 which is of special interest in point counting and cryptography. The
first two sections are preliminary for subsequent sections. We first present some square root
algorithms, and then extend them to compute higher roots.

6.1 Discrete logarithm in cyclic p-groups

A finite p-group G is a group of order n = p™ where p is a prime. A special case of the
discrete logarithm problem occurring in root computation is the one in finite cyclic p-groups.
The algorithm we present here is due to Pohlig and Hellman [71]. Let g,a € G with g a
generator of G. The problem is to find the integer 0 < x < n — 1 such that g* = a. Suppose
that z has the expansion z = Z;’;Bl z;p', 0 < z; <p—1in base p. Then

ar = g%% = (gv)% = (g7 )Tizo TP = (gp)%0 = (%O (6.1)
where ( = g% is a primitive p-th root of unity. Therefore, z is uniquely determined by (6.1).
Let assume z,,..., 7z, kK < m are determined. Then

(ag_zf:o ari?’i)"/lﬂk+2 = (g%)“kﬂ — mez

so that x,,; is uniquely determined, and hence z is determined by induction. When p is
small, the values 0 < z; < p—1 can be found by a brute force search. But when p is large, one
can use techniques like Shank’s baby-step giant-step [82] and Pollard’s rho method [72]. The
baby-step giant-step algorithm needs memory for O(,/p) group elements, and its running
time is O(y/p) group multiplications; while the running time of the Pollard’s rho method
is the same, but it requires a negligible amount of memory. The expected running time of
the above algorithm, which requires m exponentiations and applications of, say Pollard’s

method, for discrete logarithm in G is O(m(log, n + 1/p)) group multiplications.
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6.2 Randomized search for irreducible polynomials

In this section, we briefly discuss the asymptotic probability for a randomly selected poly-
nomial, with prescribed constraints, to be irreducible over a finite field. Let N(n,q) denote
the number of monic irreducible polynomials of degree n over F,. It is not hard to prove
that ]
N(n,q) = — d)qd
( - % p(d)

where £ is the Mobius function. This formula was discovered by Gauss [31] for the case
g = p. There are ¢" monic polynomials of degree n over F,. So, the probability P(n,q)
for a uniformly random monic polynomial of degree n to be irreducible is N(n,q)/q". The
following lemma shows that P(n,q) € ().

Lemma 6.1. The number N(n,q) of monic irreducible polynomials of degree n over F,

satisfies
o9
n® n{g—1)

with equality on the right if and only if n is prime.

(¢2) < N(g,n)<—(¢"—q) n=2

S|

Proof. The equality on the right is trivial when n is prime. By the Mobius inversion

q"=ZdN(d,q) =nN(n,q)+q+ Z dN(d,q) > nN(n,q)+q

din dln
d#1,n

which establishes the upper bound. Once we proved the upper bound it can be used to prove
the lower bound:

" = ZdN(d,q) =nN(n,q) +sz(d,q)

dln dln
d#n
0 _
SnN(n,q)-%;q =nN(ng) + 0" O

The coefficient of 7! of the monic polynomial f of degree n is called the trace of f. Let
N,(n,q) denote the number of polynomials of degree n and trace vy over F,. Carlitz [14]
showed that

Ny(ng)= =S uldt v #0
d|n

pid
which means that N, (n,q) does not depend on the trace . Let n = p*m with p{m. Then

1 n 3 n
No(n,g) = — d_uldgt == uld)g®  y#£0
dlm dlm

where e = 1if k> 0 and ¢ = 0 if k£ = 0 [106]. Let N(n,c,q) denote the number of monic
irreducible polynomial of degree n and constant term ¢. Let D, = {r : r | ¢" — 1,7 {
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g™ — 1 for m < n}, and let A be the order of ¢. For each r € D, let r = m,d, where
d, = ged(r, (¢" — 1)/(¢ — 1)). An explicit formula for N(n,c,q) was obtained in [106] as
follows.

N(n,c,q) (6.2)

where ¢ is the Euler’s function. Following the same notation as above let N,(n, ¢, g) denote
the number of irreducible polynomials of degree n, trace 7, and constant term c. The
following bound was established by Wan [101]. See [64] for an improvement to this bound.

n—1
7 < §qn/2
n(qg—1) n

Let P(n,c,q) denote the probability for a uniformly random monic polynomial of degree n
and constant term ¢ to be irreducible. Summing both sides of (6.2) over all elements of F,
we have

Ny(n,c,q) — (6.3)

n—1
P L TR ) [ N
—q (n,c,q)
’Yqu vEF, (q B 1)
qn—l
2 Z Ny(n, ¢, q) Z n(g—1)
Y€F, ~€F,
qn

=|N n,c,q _—’
( ) n(g—1)

Since the number of all polynomials of degree n and a prescribed constant term is ¢"!,

the above bound shows that P(n,c,q) € ©(1). This means that for a monic polynomial
f € F,lz] of degree n, if the constant term is fixed and all other coefficients are selected
in a uniformly random way then there still is a reasonable chance for f to be irreducible.
The surprising fact is that the above asymptotic results hold for some polynomials of very
special form. Extensive research has been done on the number of irreducible binomials and
trinomials over finite fields. These polynomials are very computationally useful, and result
in simpler representations of extensions of finite fields.

Let T,,(p) be the number of irreducible polynomials of the form 2™ + = + a € F,[z] over F,,.
Then T,(p) is asymptotic to p/n for a fixed n and p — oo. This was first conjectured by
Chowla [15]. The following more general result was proved by Cohen [18] and Ree [73].

Theorem 6.2. For an integer n such that p 4 n(n — 1), let T,(q) denote the number of
trinomials 2" + z + a € Fy[z] that are irreducible over F,. Then

where C,, is a constant depending only on n.
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6.3 (General approaches

There are many polynomial factorization algorithms that can be used as general algorithms
to find an nth root of an element of a finite field. See [100] for a survey of polynomial factor-
ization over finite fields and [57] for special root finding algorithms based on factorization.
For an element a € F, if {/a ¢ F, then there is a finite extension Fym /F, containing /a.
Therefore, given a € F,, we can always assume that an n-th root of a is contained in Fg,
since a polynomial over F, can always be viewed as a polynomial over Fgn. Let f € Fy[z]
be an arbitrary polynomial. To find the zeros of f in Fy, it is suflicient to apply the equal
degree factorization algorithm to ged(z? — z, f).

Algorithm 6.14 Root finding using factorization

Input: A nonconstant f € F,|z]
Output: Zeros of f in F,
h < z? mod f.
g« ged(h—x, f),d « degyg
if d =0 then
return <
end if
factorize g using equal degree factorization to get the linear factors z —u;, ¢ = 1,...,d
return u;, i=1,...,d

IR ol

Algorithm 6.14 can be applied to the polynomial z" — a to compute an n-th root of a. It is
essentially due to Legendre [52]. He suggested, in the case ¢ = p, splitting ged(f,z?~! — 1)
by computing ged(f,z®=1/2 4 1) and substituting = by z + a for a random a € F, in the
case of a trivial split. The dominant steps of the algorithm are steps 1 and 2 which take
O(M (n)log q) and O((log g+ logn)M(n)logn) operations in F, respectively. Therefore, the
running time is O(M (n) log nlog(ngq)) or O(nlogq) operations in F,.

6.4 Computing square roots

Let G be a group with an odd order n. Then the mapping f : G — G, f(z) = z? is an
automorphism of G, hence every element x € G has a unique square root which is (172,

For the cyclic group F; if ¢ = 2™ then the square root of z € F is 22", In fact, this is true
in general, i.e. for ¢ = p" the p-th root of z € F} is 2" If ¢ = 3 (mod 4) then for any
z € (F};)? the square root is z(9*1)/4. The latter is because (F;)? is a subgroup of odd order
(¢—1)/2.

An interesting field theoretic approach to computing square roots in F, was introduced by
Cipolla [16]. Let K = Fgm be a finite extension of Fy, and let Nk, : K — Fg be the
norm function Nk /g, () = H;:laqi = "1/ Then Nk/r, is surjective. The idea
of Cipolla’s algorithm is as follows. Let a € F,, and assume we find a quadratic extension
K =T, of F, by adjoining a quadratic nonresidue to IF,. Then, there is an element z € K
such that Ny, (7) = a. But Nk, (z) = 297! hence /a = z\9+V/2,

Algorithm 6.15 Cipolla’s square root
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Input: A nonzero a € F,

Output: Square root of a in Fp

choose a random b € F,

if b> — 4a is a square then
return failure.

end if

c+ z9@t)2 mod 22 — bz +a

return c

ISR S o e

If (%54—9) = —1 then the polynomial f(z) = 2?—bz+a is irreducible over F, hence F,[z]/(f)

is a field. Since f is the minimal polynomial of z over Fy, ¢* = Ngr, () = a. According to
Section 6.2, finding a quadratic nonresidue of the form b* — 4a by choosing random b € F,,
which is equivalent to choosing a uniformly random polynomial of degree 2 and constant
term a, does not require too many trials. More precisely [6, page 158],

Lemma 6.3. The probability of (bzlg—f“) = —1 for a randomly chosen b € F, is (¢ — 1)/2q.

Algorithm 6.15 fails with probability (¢+ 1)/2¢q. The quadratic residue test, and Step 5 take
O(log q) and O(log q) multiplications in F, respectively. Therefore, its expected complexity
is O(log ¢) multiplications in F,,.

Another algorithm for computing square roots is the algorithm of Tonelli [94]. The algorithm,
which is more group theoretic, was improved by Shanks [83] and is known as Tonelli-Shanks
algorithm. The idea of the algorithm is to use discrete logarithm to reduce the problem to
a subgroup of F; of an odd order. Let ¢ — 1 = 27¢ with (¢,2) = 1. Let H be the unique
subgroup of F; of order ¢. Then we have a chain of subgroups

H=HyCH C- CH =F,

where H;/H;_, is a simple group of order 2 for ¢ = 1,...,r. The natural homomorphism
F; — F;/H sends any quadratic nonresidue of F; to a generator of F;/H. Assume we find
a quadratic nonresidue g € ;. Then the square root of an element a € F; can be computed
as follows. We can be express a as g'h € g*H by solving a discrete logarithm in F o/ H. Now,

t is necessarily even, so that \/a = ¢g'/?h\**1)/2, Here is the algorithm.

Algorithm 6.16 Tonelli-Shanks square root

Input: A nonzero a € F,; with ¢ odd
Output: Square root of a in F,
choose a random g € F,
if g is a square then
return failure.
end if
let ¢ —1=2"¢ with 2¢¢.
let H be the subgroup of F; of order ¢
t < the discrete logarithm of aH in base gH
h < ag™

X NS WD
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9. return ¢¥/2pl+1)/2

According to Section 6.1, Step 7 of Algorithm 6.16 requires O(r?) multiplications in F, where
7 is the highest power of 2 dividing ¢ — 1. All other steps take O(log¢) multiplications in
F,. Hence, the expected running time of the algorithm is O(r? +log ¢) multiplications in F,,.
Despite Algorithm 6.15, the efficiency of this algorithm depends on the structure of F 5 Let
r and £ be as in Step 5 of the algorithm. For most ¢, r is fairly small !, and Algorithm 6.16
requires few exponentiations in F, and hence preferred over Algorithm 6.15 which requires
exponentiation in Fp2. If 27 is comparable to £ then the running time of Algorithm 6.16 is
O((log ¢)?). In this case, Algorithm 6.15 is preferable. The latter case can happen quite
naturally:

Theorem 6.4. Let a and b be positive coprime integers. Then there are infinitely many

b
primes p such that p = a.

This is due to Dirichlet [20}, and known as Dirichlet’s theorem on arithmetic progressions;
Because it equivalently says that if @ and b are positive coprime integers then the arithmetic
progression a,a+b,a+2b, ... contains infinitely many primes. Let p(a, b) be the least prime
in this arithmetic progression. Linnik [58] proved that there is a constant L > 0 such that
pla,b) < bF. This constant is not too large, e.g. it is shown in [34] that L < 11/2. By
Theorem 6.4, for any given integer r > 0, there are infinitely many primes in the progression
1,14+227,143.2",...,14+k.27,.... Let g be the least prime in this sequence. Then 2" | ¢—1,
and ¢ < 2"7/2 and hence 2logq/11 < r. This shows the bound O((log q)?) for Algorithm
6.16 is tight.

Let P = J,cn {the least prime p; such that p; = 2 + 1 mod 2°*?}. Then P is clearly not
finite. Let {g,}nen be an increasing sequence of elements of P, and let C(g) and T(q) be
the expected complexity of algorithms 6.15 and 6.16 respectively, averaged over all quadratic
residue and non-residue inputs. Then it is not hard to prove, see [95], that

. T(gn)
lim
n—o00 C(qn)

= OC.

which means we have found an infinite sequence of primes for which Algorithm 6.15 is
asymptotically better.

The last square root algorithm we present is a new algorithm based on the trace function.
Assume that the field F,, where ¢ = p™, is represented, as usual, by a quotient F,[z]/(f(z))
with f(z) € F,[z] a monic irreducible polynomial of degree n. Let Ty, /r, : F; — F, be the
trace function T /r,(a) = Z?:_ol o?' where o € F, . Given a € Fy, let v € Fy be a square
root of it. Then

n—1

Fp > /8 = TFQ/]FP("}/) = Z’Y‘Dl = ’y(l + ,.yp—l + ,7p2—1 4ot ,Yp"_l—l)

1=1

(6.4)
— (14 P2 L g D/2 | gm0

1For example, primes used in public-key cryptography, see [60, 59].
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Let6=1+ + (Zp2~1"2+ eee+ a”™n 1 1)/2. We may assume 6”70 ; because otherwise,
we can start by ac2 for different random elements ¢ G F* until we get a nonzero 6, and at
the end multiply the result by c_1. Squaring both side of the Equation (6.4) results in the
quadratic equation (32 = ab2 over Fp from which i3 can be determined. Then 7 = f3b~l.
Computing i3 from the above quadratic equation takes O(logp) operation in Fp. Therefore,
efficient computation of 7 needs an efficient computation of b. For this, we use a recursive
technique, similar to the one used in Section 5.3, as follows. Let A€ Fg, and assume we are
asked to compute
ak = al+p+ al+ptp2 + ...+ x1tp+p2+-+pk
i = \pH2+"+p\ and
= xpl. Then we have the following recurrence relations

1&]/2+ arz ifi=0 \ h4,2 ifrO k/a ifl=0
+CICL  if*—1 G—<CiClH if«<=1 &= ®fi ifi =1
[i = A = 9 ii:xp

r /[ ni Apr
Assume, inductively, that we have computed Sr, £r, and £r. Then 5T = (YZ]=0 aij)p ~

adj (xJ)pr = YZZqaj(xpTy —YZ420 which means that raising dr to the power of pr
is indeed computing the modular polynomial composition Sr o £r over Fp. Thus, ignoring
the additions, computing & and <&r+i costs 0(1) polynomial multiplications and modular
polynomial compositions over Fp. The same can be done for computing £2r, &+> £2r, and
£2r+i. Therefore, Sk and hence ak = A5k can by computed using 0(C(n) log k) operations
in Fp. Now, let A= a”-172 then b= 1+ A+ an_2. Computing A needs 0(M(n) logp)
operations in Fp, and hence computing b needs 0(M(n) logp + C'(n)logn) operations in
Fp. Thus, the expected running time of the above algorithm for computing a square of an
element a £ ¥qis 0(M(n) logp + C(n)logn) operations in Fp.

Figure 6.1: The new square root algorithm

We have implemented the above algorithm, and Algorithm 6.15 in NTL. Figure 6.1 compares
the two algorithms in ¥q with g = pn, for a randomly selected prime p = 348975609381470
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925634534573457497, and different values of the extension degree n. Since Figure 6.1 does
not reveal the behaviour of the new algorithm, a better view of the asymptotic description
of the algorithm for extension degrees < 10000 is provided in Figure 6.2.

extension degree

Figure 6.2: The new square root algorithm for high extensions

6.5 Computing higher roots

All of the algorithms presented in Section 6.4 for computing square roots can somehow be
extended to compute m-th roots where m > 3 is an arbitrary integer. In this section, we
present such extensions, but let us first make the following observation. Let G be a group
of order n and let k be an integer such that (n, k) = 1. Then every a £ G has a unique k-th
root b= ak 1nmodnin G; for if c is another A;-th root of a then bk = ck so (c6-1)t= 1 which
implies ord(cb-1) | k hence ord(cf)*“1) | (k,n) = 1. Therefore cb~I —1 hence ¢ = h. Suppose
we can find a £-th root of a € ¥qwhen £is a prime divisor of g—1. Then computing an m-th
root of a for an arbitrary m is as follows. Let m = mim2with mi |qg—1and (m2,q—1) = 1
Then we can compute a0 = mVYa by simply inverting m2mod g —1. Let mx= Y\i=iPT be
the prime factorization of mi. Then we can compute a = v™dh-1, k = 1,..., ag and hence
aal = pi™oqg. The same process can be applied to compute @*/a” and so on. Therefore,
the problem is reduced to computing t-th roots when £is a prime divisor of g —1, and so
the algorithms we present in this section will compute i-th roots for such a t.

A natural extension of Algorithm 6.16 was introduced in [1]. Let £be a prime divisor of g—1
and let g—1 = trf such that t\t. As before, let H be the unique subgroup of ¥* of order i.
Then we have a chain of subgroups

H=HOC Hi C «e«C Hr =F*

where //¢1ll¢ i is a simple group of order £fori = 1,..., r. If~is not a £-th power then gH
generates F*/H so that a can be represented as gsh with h 6 H. Since a is a £-th power, it
can easily be seen that £ |s. On the other hand (\H\,£) = 1. Therefore, a £-th root of a is

mod |
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Algorithm 6.17 Tonelli-Shanks t-th root when ¢ is a prime divisor of ¢ — 1

Input: A nonzero a € F, with ¢ odd
Output: a t-th root of a in F,
choose a random g € F,
if g is a t-th power then
return failure.
end if
let ¢ —1=1t"¢ with ¢t 4.
let H be the subgroup of F; of order £
s < the discrete logarithm of aH in base gH
h < ag™*
u <+ t~! mod ¢
return ¢*/*h*

© 0N D G N

H
e

By the following lemma, a randomly chosen g € F, is a ¢-th power with probability 1/t.
Therefore, Algorithm 6.17 fails with probability 1/t < 1/2.

Lemma 6.5. Let G be a cyclic group of order n. Then a € G is a d-th power if and only if
n/(dmn) — 1
a .

Proof. =’ is trivial. For the converse let g be a generator of G, and a = g’. Then
1 = @/(dn) = gin/dn) G n | {77y and hence (d,n) | ¢. Therefore a = gt = ghtdn) =

gfl (rintsid) — (gelsl)d as desired. =

The expected cost of finding a non ¢-th power is O(tlog ¢) multiplications. Step 7 is done in
O(r(logt™ + /1)) operations, see Section 6.1, and the rest of the algorithm is accomplished
in O(log q) operations. Therefore, the expected running time of Algorithm 6.17 is O(tlog ¢+
r?logt + r+/t) multiplications in F,.

Next, we extend Algorithm 6.15 to compute t-th roots where ¢ is a prime divisor of ¢ — 1.
Given an element a € F, we can find a monic irreducible polynomial f(z) € Fy[z] of degree t
and constant term a by a random search. According to Section 6.2, this needs O(¢) trials in
average. The primality of ¢, and the following theorem result in a simple irreducibility test.

Lemma 6.6. A monic polynomial f € F,[x] of degree n > 1 s irreducible if and only if
I f divides 29" — x
I (27 =z, f) =1 for all prime divisors t of n.

Proof. It is well known that 29" — z is the product of all monic irreducible polynomials over
F, of degree dividing n. In other words, a monic irreducible polynomial f € FF[z] divides
29" — z if and only if deg(f) | n. So, If f is irreducible then it clearly satisfies the conditions.
Conversely, let h be an irreducible factor of f of degree d < n. Since h | 29" — z, we have
d | n, and so d | ¢ for some prime divisor ¢ of n. This means h | 29" — z which contradicts
(IT). Therefore, d = n and hence f is irreducible. a
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Therefore, the polynomial f is irreducible if and only if ged(z? — z, f) = 1 and f | 27 — .
Once we found an irreducible f, the norm of € F,[z]/(f(z)) is a, hence (@ ~V/(@=1) = ¢,
It can easily be seen that (¢* — 1)/(q — 1) is divisible by ¢ so that 2@ ~D/e=1) ig 4 t-th root
of a.

Algorithm 6.18 Cipolla’s t-th root when ¢ is a prime divisor of ¢ — 1

Input: A nonzero a € F,

Output: a t-th root of a in F
1. choose a random f € F,[z] with constant term a
2. if ged(z9 — z, f) # 1 then
3. return failure.
4. end if
5. if f12% — z then
6. return failure.
7. end if

8. ¢« @ =D/ta=1) mod f

9. return c

Step 2 requires O(M (t)log ¢) multiplications, and Step 5 requires O(C(t) logt) multiplica-
tions [98], assuming we have z? from Step 2. Thus, the expected number of operations
for finding an irreducible polynomial of degree t is O(M(t)tlogq + C(t)tlogt). Step 8 also
needs O(M (t)t log ¢) multiplications. Therefore, the expected complexity of Algorithm 6.18
is O(M(t)tlog g+ C(t)tlogt) operations in F,.

Finally, we extend the new square root algorithm proposed at the end of Section 6.4 to
compute t-th roots where ¢ is a prime divisor of ¢ — 1. Given a € F,, let v € F, be a t-th
root of it. Sincet|g—1=p"—1=(p—1)(p" '+ ---+ p+ 1), we consider two cases:
Case 1: Assume that t | p — 1. Then

n—1

i _ 2_ n—1_
Fy 38 =Trm,(7) =) 7" =91+ +97 Ty
=1

(6.5)
= fy(] + a(P-l)/t + a(Pz—l)/t + e a(Pnkl—l)/t)

Analogous to the square root case, letting b =1+ a®~ D/t 4 q®*~D/t L ... 4 q@"7'=D/t and
raising both side of the Equation (6.5) to the power of ¢ result in the equation 8! = ab’ over
F,. Computing 8 from the above equation takes O(tlogp) operations in F,. Computing
b and then b' needs O(M(n)logp 4+ C(n)logn) and then O(M(n)logt) operations in F,
respectively. Therefore, the expected running time of the algorithm in this case is O((t +
M(n))logp + C(n)logn) operations in F,,.

Case 2: If t{p—1then (t,p—1)=1. Let (¢—1)/(p—1) = t"¢ with t { £. Then

F, 3yt =4 = (1)) =qa" (6.6)
which gives us an equation of degree ¢" over F, from which 7* can be computed as fol-

lows. Let k be the order of p in Z/t"Z, then k | o(t") = t" — t"~! where ¢ is the Euler
function. Let f(x) € F,[z] be an irreducible polynomial of degree k and constant term
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" Then z®*-1/(-1) — NFpk/Fp(x) = a'" ¢, where N(-) is the norm function. Thus,

g@*=1/=1" — 4f There exist integers u,v such that ut + v€ = 1, and hence a¥(y¢)* =
(v4)“(7%)? = 4+ = 4. Finding f(z) requires an average ©(k) applications of irreducibility
test. Each irreducibility test takes O(C(k)logk + M(k)logp) operation in F,, see [84]. So,
finding f takes O(C(k)klogk + M(k)klogp) operations in F,. Computing a!" ¢, ¢, a®,
and (7°)? requires O(M (n)log q) = O(M (n)nlog p) multiplications in F,. Therefore, the ex-
pected complexity of the algorithm in this case is O(C(k)k log k+ M (k)k log p+ M (n)nlog p)
operations in [F,.
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Chapter 7

Point Counting on Genus 2 Curves

By counting points on a genus 2 curve over a finite field we mean computing the order of
its jacobian. For cryptographic purposes, the order of the jacobian should be a non-smooth
number. A curve is called a secure curve if it is also defined over a large enough base field.
In this chapter, as mentioned in Chapter 1, we present a generalization of the genus 1 Schoof
algorithm for point counting on genus 2 curves. We first present a general picture of the
work of Gaudry and Schost, without going into details, we refer the reader to the original
reference [30] for great detail. Then we report the practical improvements on their work by
applying the contributions presented in previous chapters.

7.1 Preliminaries

Let p > 2 be a fixed prime and let I, be a finite field of p elements. A hyperelliptic curve of
genus 2 over [F,, is a curve #H defined by Equation (4.2) by setting g = 2. Let simply denote
Jr,(H) by J(#H) in this chapter. For a divisor D € J(H) with Mumford representation
(u,v), the weight of D is defined to be the degree of u. Let © denote the set of divisors of
weight smaller than 2. Then the representation of an element D € J(H)\© is of the form
(22 + w1 + up, v1T + vp). By Equation (4.9), the characteristic polynomial of the Frobenius
endomorphism ¢, of J(H) is x,(t) = t* —a1t* +ast? —a; pt+p* with a; = a; +ay+as+ay, and
az = aqaz + ajaz + - - + azay where o; are as in Theorem 4.26.(3). Therefore, |a;| < 4,/p,
and |az| < 6p. Also by Equation (4.10), #J(H) = xp(1) = p* + 1 —ay(p+ 1) + ay. For a
positive integer ¢ prime to p, the ¢-torsion subgroup J(H)[¢] is isomorphic to (Z/¢Z)*. Since
xp(D) = 0 for all D € J(H), we have

¢5(D) — [a1 mod {]¢3(D) + [a2 mod €]¢>(D) — [a1p mod €]¢,(D) + [p* mod (]D =0 (7.1)

P

for all D € J(H)[¢]. According to a result of [37], for any odd prime power ¢, J(H)\O
contains a Z/{Z-basis of J(H)[{]. Hence, ¢p|sz)q is completely determined by its action
on J(H)[{]\©. The goal is to imitate the elliptic version of the Schoof’s algorithm by
computing x,(t) mod ¢ for small primes or prime powers ¢, and then recombine the results
using Chinese remaindering theorem to get x,(¢). By the above, we can always assume that

D is a divisor of weight 2.
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7.2 Representing /-torsion divisors

Let ¢ be a prime or prime power such that ged(¢,p) = 1. In the case of elliptic curves, i.e.
curves of genus 1, a divisor D, which is a indeed a point on the curve, is an ¢-torsion divisor
if and only if ¥,(D) = 0 where v, is the ¢-th division polynomial. Therefore, an /-torsion
divisor can be obtained by extracting a root of ¥,. A similar situation holds for genus 2
curves. Let D be a divisor of weight 2 given by (z? + u;z + up, v,z + vg). Then there exist a
radical ideal I, C Fp[Uy, Uy, V4, Vp] such that D € J(H)[¢] if and only if s(uy, ug, v1,v0) = 0
for all s € I,. The ideal I, is called the ¢-th division ideal. See [37] for an explicit set of
generators for I,.

It can be shown that the Grobner basis of the ideal I, has the form

Vo = ViZ(U,)
I Vvl _W(UI)
Huy — S(Uy)
R(U1)

where R € F,[U1] is a squarefree monic polynomial of degree (¢ —1)/2, and Z, W, S € F,[U)]
are polynomials of degree less than (¢*—1)/2. Therefore, we can use a hyperelliptic analogous
of the Schoof’s algorithm by working in the quotient algebra F,[Us, Uy, V1, V;]/Ie. This
algorithm has polynomial time. But since there is no computationally efficient recurrence
relations, like for division polynomials of elliptic curves, for the Grobner bases of the division
ideals, the algorithm requires computation of Grobner bases, which is time consuming in
practice. A more efficient approach is to use Cantor’s division polynomials. Let P =
(z—zp,yp) be a divisor of weight 1. Then there are polynomials dy, d1, da, €9, €1, €2 € F,[X],
depending on ¢, such that

o dilzp)  da(zp) ei(zp) ez(zp)

[P = (:r + do(Ip)x+ d0($p)7ype()($p)z+yP€0($P)) . (7.2)
For ¢ odd, the degrees of the above polynomials are 262 — 1,202 — 2,20% — 3 3¢ — 2 3¢%* — 2,
and 3¢* — 3 respectively, and for ¢ even, these degrees are reduced by 5. These division
polynomials can be easily computed using recurrence relations. Now, let D = (2% + U,z +
Uo, Viz + V) = (u,v) € J(H)[¢]\® be a generic divisor. Then we can write D = P; + P,
where P, = (z — X,,Y7), and P» = (z — X,,Y3) such that X, X, are roots of u, and

Y, = v(X;),i = 1,2. Therefore, [¢|D = 0 if and only if [{|P, = —[¢]P,. Rewriting this
equation using (7.2) results in the following system of equations
Er (X1, Xs) = (di(X1)d2(X2) — di(X2)do(X1) /(X1 — X2) = 0,
g | B2(X1, Xs) = (do(X1)d2(X2) — do(X2)da(X1)/ (X1 — X3) = 0,
Fi(X1,X2,Y1,Y2) = Yiey(X1)eo(X2) + Yaer (X2)eo(X1) = 0,
Fy (X1, X2, Y1,Y2) = Yiea(X1)eo(X2) + Yaea(Xa)eo(X1) =0,

which encodes the ¢-torsion divisors in J(#H)[/]\©. It can be shown that the division ideal
Iy can be reconstructed from the system E.
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7.3 A Schoof algorithm for genus 2

Assume we have the ¢-th division ideal reconstructed from the system E of Section 7.2. Then
we can extract a root  of R(U;) and obtain the coordinates of a weight 2 divisor D by substi-
tuting r into equations of E or I,. The divisor D can then be plugged into the characteristic
polynomial x,(t) for computing a; mod ¢, and a; mod ¢. With this descriptions, the sketch
of a genus 2 Schoof algorithm is the following.

Algorithm 7.19 A genus 2 Schoof algorithm

Input: A genus 2 hyperelliptic curve H over F,
Output: The number #.J(H)
1. A« @
2. for enough number of small primes or prime powers ¢ do
3. Let L ={(a1,a2); ay,as € [0,¢—1]}
4. while #L > 1 do
5. construct a new ¢-torsion divisor D
6 eliminate the pairs (a;,as) in L such that
#(D) — [w]é3(D) + [a:]63(D) — [ap mod (D) + [p* mod 4D £0
7. end while
8.  use the elements of L to deduce x,(t) mod ¢
9. A+ AU {(xp(t) mod ¢, ¢)}
10. end for
11. deduce x,(t) from the elements of A by Chinese remaindering
12. return x,(1)

An efficient way of extracting a root of R(U;) is to extract an irreducible factor of it, and then
construct an extension F, of F, using this factor. Since factoring is rather time consuming,
when £ is prime, we may avoid factoring R(U;) as follows. Define the quotient algebra

D= FP[Ul’U()»Vh%]/(% - VlZ(le)vvl2 - W<U1)’U0 - S(Ul)’ R(Ul»

Then we may define divisors with coordinates in D, although it may not a field. In particular,
we let Dy = (22 4 Uyz + Uy, Viz + Vp) = (22 + Uz + S(Uy),Viz + Vp). We can also use the
standard addition formulae to add such divisor. Since I may contain zero divisors, and the
addition law of the jacobian involves inversions, we may encounter a division by zero. In
that case, we can instead factor R(U;), and work modulo all factors separately. Computing
¢L(Dy) for a positive integer ¢ is also straightforward. Now, since Equation (7.1) holds for
all D € J(#H)[¢], we have the equality

¢3(D¢) — (a1 mod £]¢3(Dye) + [as mod €)¢2(Dy) — [arp mod €]¢, (D) + [p* mod €Dy = 0

over . Therefore, to find the pairs (a;,az) € [0,£ — 1)? satisfying this relation, we can
proceed as in Algorithm 7.19.
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7.4 Lifting ¢*-torsion divisors

Let ¢ be a prime different from p. Since the [{] : J(H) — J(H) is surjective, for any
D € J(H), there is a divisor D; € J(H) such that [¢/|D; = D. This is a division by ¢ in
the jacobian. In the following, we show how to obtain a sequence of #*-torsion divisors Py,
such that [(] Py, = Py, and P, € J(H)[{]. For k = 1, an ¢-torsion divisor P, is obtained by
factoring the polynomial R in the Grobner basis of the division ideal I; (see Section 7.2).
Now, assume we have computed an ¢*-torsion divisor P, = (z? +uyT +ug, v17+1vy). Suppose
that Fyyy = (22 + Uiz + Uy, Viz + Vp) such that [(]Pyy1 = P.. Using the addition law on the
jacobian, this equality yields the system of equations

Hl(Uon,VbVO):uh
T Hy(Uy, Uy, V1, V) = wo,
"1 Hy(Uy, Uy, Vi, Vo) = 1,
Hy(Uy, U, Vi, Vy) = o,

where H; are rational functions. Clearing the denominators results in a system of polynomial
equations Py, in four variables U;, Up, V1, V5. We may assume that the ideal (Py) admits a
Grobner basis of the form

Vo — Gi(Uh)

P, Vi — Go(Uy)
Uo — G3(Us)
M(Uy)

Let I, be the field of definition of Fy, and let e; be the degree of the extension F,/F,. Let
F € F,[T] be a monic irreducible polynomial of degree e; so that F, = F,[T]/F. Then
Uy, Up, V1, Vo are expressed as polynomials in F,[T] of degree less than e, and hence Pry, is
described by a system of the form

Vo = Z(T)
Vi =W(T)
Ku| Uy = S(T)
U, = R(T)
F(T) =0

where Z, W, S, R € F,[T]. At each step of computing the sequence P;, P, ..., we can use P,
to obtain modular information on the polynomial x,(¢) modulo ¢ as in Algorithm 7.19.

7.5 Experimental results

In this section, we compare timings for lifting 2*-torsion divisors. For the case of £ = 2, it is
more efficient to work on the Kummer surface associated to the curve than the jacobian. The
Kummer surface K € P? is the quotient of the jacobian J(#) by the hypereliptic involution.
More precisely, there is a surjective mapping ¢ : J(H) — K where p™!(k) is a set of two
opposite divisors for every k € K. Because of the simple doubling formulae, division by 2 in
K is done efficiently by taking four square roots and doing a few multiplications or divisions.
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Therefore, for halving an element P € J(#), we can halve k = ¢(P) in K, and then compute
¢~ !(k) which can be done rather efficiently [28].
Table 7.1 compares the timings (in seconds) obtained for lifting 2*-torsion for the sample

curve
y? = 254 168757993785992721416148486985004362096 =

+22694776835380974819448515025325210463 =3
+77741235738513704233876669606862675128 72
+150617856041609651434793310038133555411 «
+143282909778412049875859459912573485378.

over F, with p = 21?7 — 1 = 170141183460469231731687303715884105727. The degree ey is
the degree of the field extension defined in Section 7.4. There are two main rows: the first
one gives the timings for computing all required square roots, and the second row gives the
timing for computing the Frobenius and searching for the pair (a;, a2) as in Algorithm 7.19.
For a more precise profiling, each of the two main rows is divided into three subrows labelled
with I, II, and IIl: T denotes the original Guadry and Schost implementation; II denotes
the same implementation but with the new NTL containing the new modular composition
and power projection (Section 5.3); III is the same as II except that the new square root
algorithm (Section 6.4) has been used.

index 2F “ 26, 97 LQBI 29) 210} 211’ 212) 21ﬂ 214J 215J 216 I 917
degree ¢y, “ 25’ 26’ 27, 28! 29 f 910 r211, 21ﬂ 213J 914 j 915 L216

T [02]04[1.2]35] 11 | 33 | 109|365 | 1262 | 4466 | 16246 | 60689
Sq‘;atre I1{03/06[1.5(4.0( 12 | 36 | 114|360 | 1140 | 3610 | 11507 | 36938
PRSI 102051229 8 | 23| 73 |232] 734 [ 2309 7368 | 23604

Frobenius | I |[0.5]1.1(2.8 65| 14 | 32 | 73 | 164 | 368 | 816 | 2020 | 4827

+ finding | II [[0.5(1.12.7/65] 14 | 32 | 72 | 162 | 366 | 813 | 2011 | 4827
(a1,a02) [II)04)1.0/23|54) 12 | 27 | 62 [139] 309 | 657 | 1609 | 3740

Table 7.1: Timings for lifting 2*-torsion
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