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Kurzfassung

Software-defined Networking (SDN) ist eine moderne Architektur fiir Kommunikati-
onsnetze, welche entwickelt wurde, um die Einfithrung von neuen Diensten und Funk-
tionen in Netzwerke zu erleichtern. Durch eine Trennung der Weiterleitungs- und Kon-
trollfunktionen sind nur wenige Kontrollelemente mit Software-Updates zu versehen,
um Verdnderungen am Netz vornehmen zu konnen. Allerdings wirft die Netzstruktu-
rierung von SDN neue Fragen beziiglich Skalierbarkeit und Ausfallsicherheit auf, wel-
che in dezentralen Netzstrukturen nicht auftreten. In dieser Arbeit befassen wir uns
mit Fragestellungen zu Skalierbarkeit und Ausfallsicherheit in Bezug auf Unicast- und
Multicast-Verkehr in SDN-basierten Netzen. Wir fithren eine Komprimierungstechnik
fiir Routingtabellen ein, welche die Skalierungsproblematik aktueller SDN Weiterlei-
tungsgerite verbessern soll und ermitteln ihre Effizienz in einer Leistungsbewertung.
Auferdem diskutieren wir unterschiedliche Methoden, um die Ausfallsicherheit in SDN
zu verbessern. Wir analysieren sie auf offentlich zuginglichen Netzwerken und benen-
nen Vor- und Nachteile der Ansitze. AbschlieBend schlagen wir eine skalierbare und
ausfallsichere Architektur fiir Multicast-basiertes SDN vor. Wir untersuchen ihre Effi-
zienz in einer Leistungsbewertung und zeigen ihre Umsetzbarkeit mithilfe eines Proto-

typen.

Abstract

Software-Defined Networking (SDN) is a novel architecture for communication net-
works that has been developed to ease the introduction of new network services and
functions. It leverages the separation of the data plane and the control plane to allow
network services to be deployed solely in software. Although SDN provides great flex-
ibility, the applicability of SDN in communication networks raises several questions
with regard to scalability and resilience against network failures. These concerns are
not prevalent in current decentralized network architectures. In this thesis, we address
scalability and resilience issues with regard to unicast and multicast traffic for SDN-
based networks. We propose a new compression method for inter-domain routing tables
to address hardware limitations of current SDN switches and analyze its effectiveness.
We propose various resilience methods for SDN and identify their key performance
indicators in the context of carrier-grade and datacenter networks. We discuss the ad-
vantages and disadvantages of these proposals and their appropriate use cases. Finally,
we propose a scalable and resilient software-defined multicast architecture. We study
the effectiveness of our approach and show its feasibility using a prototype implemen-
tation.
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1 Introduction

Software-Defined Networking (SDN) began with the paper “OpenFlow: Enabling In-
novation in Campus Networks” [1] back in 2008. McKeown et al. propose an open
Application Programming Interface (API) to Ethernet switches called OpenFlow. They
illustrate the effectiveness of OpenFlow by introducing new services and network appli-
cations in their university campus without updating or changing the OpenFlow switches.
In 2011, the Open Networking Foundation (ONF) was founded that standardizes the
OpenFlow protocol. The ONF developed the SDN architecture that bases on the core
principles of the OpenFlow protocol. Since then, SDN has gained a lot of attention by
researchers and industry and many novel approaches in network management, traffic
engineering, security, network access control, etc. were proposed.

With OpenFlow, control elements install forwarding rules in the network that resem-
ble traffic forwarding, network services, or network functions. OpenFlow provides fine-
grained control on various packet header fields across multiple network layers includ-
ing Ethernet, IP, and TCP/UDP. Network applications may require fine-grained rules to
implement a service, but fine-grained rules increase the number of rules significantly.
Moreover, a forwarding rules operate often only on few header fields directly. Open-
Flow implements wildcard matching to support non-required fields or bits in the header.
However, OpenFlow switches require hardware support for wildcard lookups to support
large traffic volumes. OpenFlow switches leverage Ternary-Content Addressable Mem-
ory (TCAM) to provide wildcard lookup in constant time. Note that TCAM is relatively
expensive, large, and suffers from heat generation and OpenFlow switches generally
support only a limited number of flows. This in turn is a limited factor for the num-
ber of services and features an OpenFlow-based network may support. Therefore, it is

important to address scalability aspects with regard to required forwarding entries in
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SDN-based networking.

An SDN network separates the data and the control plane. The data plane is built from
network devices that forward and modify traffic according to specific rules. The control
plane configures and programs the data plane through a control channel. The separation
of data and control plane provides advantages with regard to network innovation and
control algorithms but poses challenges to the network design. Switches rely on the
forwarding rules provided by the control elements. When network failures occur, the
control plane must reconfigure all affected switches. Depending on the current load of
control plane and the availability of the control channel between switch and controller,
network reconfiguration may be delayed significantly — especially for larger networks.
Obviously, the longer the forwarding rules are not reconfigured, packets will be dropped
and the traffic does not reach its destination. Therefore, Fast Reroute (FRR) approaches
minimize packet by providing pre-established backup paths that carry the traffic around
the failed network element. A fast detection of network failures is critical to minimize
packet loss and switches can often detect link failures within 50 ms. OpenFlow supports
FRR methods since OpenFlow version 1.1 that was standardized in December 2011.
However, FRR methods require information that is pre-programmed in the switches
and generally require additional forwarding entries to support a FRR scheme. Due to
the scalability issues discussed above, it is unknown which FRR mechanism is the most
suitable for OpenFlow-based SDN.

1.1 Scientific Contribution

This dissertation is based on various research papers that were developed during two
research projects. We briefly describe both research projects and the topics related to
this work. We present the resulting works (8 research papers, a demonstrator, and two
Internet drafts) and their relating chapters in this dissertation.

The Safe and Secure European Routing (SASER) [2] project addressed the challenges
of future Internet networks with a focus on security, privacy, service quality, reliability,

and scalability. It was organized by Celtic between 2012 and 2015 and funded by the
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“Federal Ministry of Education and Research” in Germany, “Direction Générale des
Entreprises” in France, and “Finnish Funding Agency for Technology and Innovation”
in Finland. Within SASER project, we identified and addressed reliability and scalability
issues for the SDN architecture that was proposed in this project. We also investigated

traffic engineering potential in resilient OpenFlow-based networks.

The Design and Performance Evaluation of Future Internet Routing Architectures
(FIR) [3] project is funded by the “Deutsche Forschungsgemeinschaft” (DFG) since
2012. We addressed resilience aspects for IP and SDN-based networks based on Max-
imally Redundant Trees (MRTs) which are standardized in the Internet Engineering
Task Force (IETF). In addition, we designed and analyzed the scalability and resilience
of future multicast architectures within this project. A prototype demonstrator shows

the feasibility of our approach.

The first paper [4] created in SASER provides an overview of the SDN architecture
and lays the foundation of this work. We illustrate the advantages of SDN and high-
light issues related to scalability, performance, design options, and reliability. Chapter 2

contains a condensed and revised version of this paper.

Chapter 3 is mainly taken from [5]. We analyze the scalability of OpenFlow-based
SDN with regard to inter-domain routing. We found that current routing tables are chal-
lenging to hold in memory for OpenFlow switches. We developed a novel compression
mechanism for OpenFlow but showed that it only mitigates the memory problem and

cannot solve it completely.

The content of Chapter 4 i1s mainly taken from [6-9]. The first three papers were
created within the SASER project and the latter in FIR. We adapt loop-free alternates
(LFAs) for SDN in [6] by providing a novel loop-detection mechanism (LD-LFAs) and
analyze them on carrier-grade networks. We extend the analysis towards datacenters
in [8]. We found that coverage with LD-LFAs is significantly increased but does not
guarantee protection against all single link failures. We investigated the potential of
load-balancing traffic on backup paths for OpenFlow-based networks in [7]. We found
that this approach is effective when traffic overloads and network failures do not occur

simultaneously. Otherwise, the complexity of the approach does not justify its usage.
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Finally, we investigated multi-protocol label switching (MPLS) and various MRTs vari-
ants as resilience mechanisms for SDN in [9]. We found notable differences in perfor-
mance with regard to path lengths and state requirements and provide recommendations
based on network requirements.

Finally, the Chapter 5 is mainly comprised of [10, 11] which were carried out in
FIR. These works discuss scalable and reliable multicast using Bit Indexed Explicit
Replication (BIER) for IP and SDN-based networks. We propose and analyze different
BIER resilience mechanisms on a large network data set. We propose a software-defined
multicast architecture and provide a prototype demonstration showing the feasibility of
BIER in SDN as open source implementation in [12]. The results and insights gathered
in the study are merged into the IETF standardization process into two Internet drafts
[13,14].

1.2 Thesis Outline

The remainder of this dissertation is structured as follows. In Chapter 2 we introduce
the technological background of this work. We briefly describe IP networks and their
routing and FRR principles. Then, we present the SDN architecture, explain OpenFlow,
and discuss design choices and its implications of OpenFlow-based SDN. Chapter 3
provides a scalability analysis of SDN-based inter-domain routing that investigates the
effectiveness of novel compression of routing tables based on OpenFlow features. We
propose various protection mechanisms for SDN in Chapter 4. We analyze their effec-
tiveness on various networks with regard to multiple key performance indicators. We
provide recommendations of their applicability in SDN deployments. Chapter 5 dis-
cusses scalable and resilient multicast for SDN. We provide a performance analysis and

present a prototype demonstration. Finally, Chapter 6 summarizes this dissertation.



2 Technological Background

We briefly outline the structure and operations of IP and MPLS networks. We explain the
SDN architecture, its most important protocols and interfaces and discuss design choices
of OpenFlow-based SDN. Note that Sections 2.2-2.3 are based on [9]. Sections 2.4—
2.6 constitute a condensed and revised version of [4]. Section 2.7 is based on [5] and
Section 2.8 on [9].

2.1 IP Networks

In this section we provide a brief overview how communications networks based on IP
technology operate. We focus on the architectural design, the computation of routes,

and how they react to network failures.

2.1.1 Structure and Organization of IP Networks

IP networks are generally organized in a decentralized fashion. An IP network is com-
prised of multiple IP routers that are interconnected in a topology. The routers exchange
network and protocol information between each other and leverage the information to
calculate how the network traffic is routed through the network. This includes the topol-
ogy information that each router has learned by identifying its direct neighbors and
distributing its current topology information throughout the network. The calculation
process is performed on each device independently but in such a way that the result-
ing forwarding tables are consistent throughout the network. Routing protocols often

leverage the Dijkstra shortest path algorithm to find the routes in the network.
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In the context of communication networks, the data plane is responsible for handling
the network traffic according to a network-wide policy. The data plane is generally con-
figured using lookup tables and associated actions, e.g., an IP prefix should be sent
through a specific port or a packet destined to a node should be dropped. The control
plane is responsible to calculate and configure tables of the forwarding devices properly.
Since routers exchange information between each other and compute appropriate tables
and actions independently, IP networks are based on a decentralized control plane in
contrast to SDN networks that rely on a more centralized control.

Routing protocols implement the control plane of IP networks. The most common
IP routing protocols in current IP networks are Open Shortest Path First (OSPF) and
Intermediate System to Intermediate System (IS-IS). They are generally used on the
internal network (domain) of Internet service providers (ISPs) or business networks
and called Interior Gateway Protocols (IGPs). IP networks support inter-domain routing
using Exterior Gateway Protocols (EGPs) such as the Border Gateway Protocol (BGP).

OSPF and IS-IS are designed extensible in such a way that new protocol information
can be distributed by them. For example, the BIER architecture that will be presented in
Chapter 5 leverages extensions to OSPF [15] and IS-IS [16] to distribute BIER-specific
information in a new Type-Length-Value (TLV). Although IP networks support exten-
sions and allow to add new protocol information, new services are installed by updating
all or some selected routers in the network. This can be a difficult or expensive task in a

production network to achieve.

2.1.2 Network Failure Handling

Routers periodically check if their neighbors are still reachable through their corre-
sponding link. To check the reachability of a neighbor, a router sends a hello message
and expects that the neighbor responds with an echo message. If the neighbor does not
respond within a specific time frame or to a number of hello messages, a failure of
the link (or node) is assumed. This approach is generally known as Bidirectional For-
warding Detection (BFD) and can be implemented within a routing protocol or on the

network interface card in hardware.
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If a failure is detected, the router updates its topology map and informs its neighbors
about the failure. This triggers the reconfiguration of the network and all the routers
will compute the new routes after the topology change was propagated throughout the
network. The reconfiguration time is dependent on the number of nodes in the network
and may require several seconds to complete. Packets cannot be forwarded and will be
dropped at the router. The number of lost packets depends on the bandwidth of the link
and significant packet loss may occur in backbone networks.

To mitigate the effects of network failures, network devices often provide pre-
established backup paths that are only used when a failure occurs and the reconfigu-
ration process has not finished. In combination with fast failure detection provided by
BFD components, traffic can be redirected on backup paths in less than 50 ms. This

approach is known as Fast Reroute (FRR).
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2.2 Multi-Protocol Label Switching (MPLS)

In this section, we briefly explain MPLS and present MPLS FRR and its two variants

called one-on-one backup and facility backup. Then, we discuss their state requirements.

2.2.1 MPLS Forwarding

MPLS follows a connection-oriented forwarding approach. A connection is established
for a forwarding equivalence class (FEC) between two routers. In IP networks, a FEC
is generally an IP prefix. When an IP packet enters the MPLS domain, the ingress node
identifies the appropriate MPLS path called label switched path (LSP). The node pushes
the MPLS label associated with the path on the packet. The label is only locally relevant
and has to be changed from hop to hop. Therefore, each MPLS node checks the label
and retrieves the next-hop (NH) and its associated label for the destination. It swaps
the label to the new one and forwards it to the NH. At the final node, the MPLS label
is popped and the packet is forwarded by IP address. Thus, MPLS is useful to create

overlay networks, e.g., for BGP, and as lightweight tunnel mechanism.

2.2.2 Fast Reroute with MPLS

MPLS fast reroute is based on the local repair principle [17]. A node that detects the
failure, called point of local repair (PLR), redirects traffic on backup paths that avoids
the failed network element. Backup paths may be constructed to reroute around link or
node failures, which is a policy decision made before computation. MPLS FRR provides
two backup path options for the redirection: one-to-one backup (detour) and facility
backup (bypass).

Detour backup paths have to be setup for each LSP in the network. For each node,
a detour is installed around the failed element. The detour path merges with the MPLS
path further downstream at the node called the merge point (MP). The MP may be any
node of the remaining path. Note that, for an LSP of length n, n — 1 detour LSPs are
required. When a failure is detected, the PLR swaps the label of the default path with
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Figure 2.1: MPLS facility backup: link and node protection. The backup path bypasses
the failed element. The backup tunnel can be leveraged for different LSP

simultaneously.

the label of the detour path. When the packet arrives at the merge point, the labels of the

primary paths are used again.

Facility backup requires additional paths for each failed network element, i.e., a tun-
nel around the failed link to the NH or multiple tunnels to the next-next-hops (NNHs)
around failed nodes. The backup paths are illustrated in Figure 2.1. In case of a failure,
the PLR swaps the MPLS label appropriate for the end of the backup path. The PLR
pushes the backup label on the MPLS label stack and forwards the packet. The backup
label is removed at the last hop of the backup path. Finally, the packet is forwarded

normally.

2.2.3 State Requirements

Detour backup paths provide more degrees of freedom since they allow to merge with
the primary path further downstream. Facility backup always tunnels to the NH or NNHs
and may result in longer paths. However, detours are LSP specific and cannot be reused
by other LSPs as with facility backup as illustrated in Figure 2.1. In [18], the authors
showed that the state required for facility backup is less than for detour backup. Since
forwarding state is of concern especially for SDN, we focus on facility backup in the
remainder of the work. MPLS; refers to the link and MPLS, to the node protecting

variant.
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2.3 IP and MPLS Fast Reroute Mechanisms

Various approaches for IP FRR were proposed in the IETF. Loop-free alternates (LFAs)
[19] redirect traffic to neighbors that avoid loops. They do not require additional for-
warding entries but have limited coverage [20]. We adopt LFAs for SDN in Chapter 4
in such a way that the coverage is increased and forwarding loops are prevented. Re-
mote LFAs (rLFAs) achieve full coverage by redirecting packets to alternate nodes using
shortest paths for unit link costs [21]. Full coverage guarantees cannot be made by rL-
FAs. Topology-independent LFAs [22] leverage source routing to guarantee coverage
against single link failures independent of the topology.

MPLS FRR [17] provides pre-established backup paths around the failed network
element and can be configured to protect against link or node failures as discussed in
Section 2.2. We investigate the effectiveness for MPLS FRR for SDN in Chapter 4. Not-
via addresses [23] follow the same path layout as MPLS FRR but are not considered
anymore in the IETF because of their state and operational complexity. Several works
[24-26] exist that compare MPLS and IP resilience methods.

MRTs are currently LFAs one of the most promising resilience mechanism for IP
networks in the IETF. MRTs provide two additional forwarding entries per destination
that protect against single link and node failures. In [27], we compare the performance
of MRTs and not-via addresses and measured long backup paths for MRTs depending
on the topology and MRT computation. We adopt, improve, and analyze MRTs in this
work for SDN in Chapter 4. The combination of LFAs and MRTs is discussed in [28]
and the authors show that their approach can reduce the backup path length. Multiple
routing configurations (MRCs) [29] leverage additional routing topologies that are used
in failure cases. MRCs also provide multiple routing topologies similar to MRTs but

generally require more forwarding state to achieve the same level of protection.

10



2.4 Software-Defined Networking (SDN)

2.4 Software-Defined Networking (SDN)

In this section, we give an overview of SDN. We review the interfaces of SDN and

discuss potential control protocols for SDN.

2.4.1 Definition

We discuss SDN along the definition given by the ONF [30]. It is the most accepted
SDN definition worldwide because most global players in the networking industry and

many IT corporations participate in the ONF.

Application Layer

——w | T |

. He |
Network fion [©" Network [ [O"
Application Application
t Northbound Interface

[

Control Layer [

(Control Plane) .
Network Services

Southbound Interface

(OpenFlow, ForCES, etc.)
Infrasturcture Layer
(Data Plane)

Figure 2.2: A three-layer SDN architecture.

Figure 2.2 illustrates the SDN framework which consists of three layers. The lowest
layer is the infrastructure layer, also called data plane. It comprises the forwarding net-
work elements. The responsibilities of the forwarding plane are mainly data forwarding
as well as monitoring local information and gathering statistics.

One layer above we find the control layer, also called control plane. It is responsi-

ble for programming and managing the forwarding plane. To that end, it makes use

11
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of the information provided by the forwarding plane and defines network operation
and routing. It comprises one or more software controllers that communicate with the
forwarding network elements through standardized interfaces, which are referred to as
southbound interface. We review protocol options for the southbound interface in Sec-
tion 2.4.2. OpenFlow, which is one of the mostly used southbound interfaces mainly
considers switches whereas other SDN approaches consider other network elements
such as routers. A detailed description of the OpenFlow protocol is given in Section 2.5.

The application layer contains network applications that can introduce new network
features such as security and manageability, forwarding schemes, or assist the control
layer in network configuration. Various examples of network applications are presented
in [4]. The application layer can receive an abstracted and global view of the network
from the controllers and use that information to provide appropriate guidance to the
control layer. The interface between the application layer and the control layer is re-
ferred to as northbound interface. For the latter, no standardized API exists today and
in practice the control software provides its own API to applications. We briefly discuss

the northbound interface in Section 2.4.3.

2.4.2 Protocol Options for the Southbound Interface

The most common southbound interface is OpenFlow which is standardized by the
ONF. OpenFlow is a protocol that describes the interaction of one or more control
servers with OpenFlow-compliant switches. An OpenFlow controller installs flow table
entries in switches so that these switches can forward traffic according to these entries.
Thus, OpenFlow switches depend on configuration by controllers. A flow is classified
by match fields that are similar to Access Control Lists (ACLs) and may contain wild-
cards. In Section 2.5, we provide a detailed description of OpenFlow and describe the
features offered by different versions of the protocol.

OpenFlow was initially designed to provide an open API for Ethernet switches and
networks. The ONF provides significant efforts to make the OpenFlow more extensible
and allow more use cases to be served by OpenFlow as will be presented in Section 2.5.

However, OpenFlow is still lacking the capability to extend the data plane and misses
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some advanced control mechanisms. Therefore, the authors of [31] propose “P4: Pro-
gramming Protocol-Independent Packet Processors™ that enables SDN programmers to
define new data plane features such as new headers and to write advanced control pro-
grams using a programming language. In this thesis, we require the flexibility of P4 to
implement scalable software-defined multicast in Chapter 5. We provide a detailed ex-
planation of the P4 language in Section 5.6.3 and describe an complex P4 program of

our SDN multicast proposal in Section 5.6.4.

Another option for the southbound interface is Forwarding and Control Element Sep-
aration (ForCES) [32,33] which is discussed and standardized by the IETF since 2004.
ForCES is also a framework, not only a protocol; the ForCES framework also separates
the control plane and data plane but is considered more flexible and powerful than Open-
Flow [34,35]. Forwarding devices are modeled using Logical Functional Blocks (LFBs)
that can be composed in a modular way to form complex forwarding mechanisms. Each
LFB provides a given functionality such as IP routing. The LFBs model a forwarding
device and cooperate to form even more complex network devices. Control elements
use the ForCES protocol to configure the interconnected LFBs to modify the behavior

of the forwarding elements.

The SoftRouter architecture [36] also defines separate control and data plane func-
tionality. It allows dynamic bindings between control elements and data plane elements
which allows a dynamic assignment of control and data plane elements. In [36], the au-
thors present the SoftRouter architecture and highlight its advantages on the BGP with
regard to reliability.

ForCES and SoftRouter have similarities with OpenFlow and can fulfill the role of
the southbound interface. Other networking technologies are also discussed as well as
possible southbound interfaces in the IETF. For instance, the Path Computation Ele-
ment (PCE) [37] and the Locator/ID Separation Protocol (LISP) [38] are candidates for

southbound interfaces.
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2.4.3 Northbound APIs for Network Applications

The OpenFlow protocol provides an interface that allows a control software to program
switches in the network. Basically, the controller can change the forwarding behavior of
a switch by altering the forwarding table. Controllers often provide a similar interface
to applications, which is called northbound interface, to expose the programmability of
the network. The northbound interface is not standardized and often allows fine-grained
control of the switches. Applications should not have to deal with the details of the
southbound interface, e.g., the application does not need to know all details about the
network topology, etc. For instance, a traffic engineering network applications should
tell the controller the path layout of the flows, but the controller should create appropri-
ate commands to modify the forwarding tables of the switches. Thus, network program-
ming languages are needed to ease and automate the configuration and management of
the network.

The requirements of a language for SDN are discussed in [39]. The authors focus on
three important aspects. (1) The network programming language has to provide means
for querying the network state. The language runtime environment gathers the network
state and statistics which is then provided to the application. (2) The language must be
able to express network policies that define the packet forwarding behavior. It should
be possible to combine policies of different network applications. Network applications
possibly construct conflicting network policies and the network language should be
powerful enough to express and to resolve such conflicts. (3) The reconfiguration of
the network is a difficult task especially with various network policies. The runtime
environment has to trigger the update process of the devices to guarantee that access
control is preserved, forwarding loops are avoided, or other invariants are met.

Popular SDN programming languages that fulfill the presented requirements are Fre-
netic [40], its successor Pyretic [41], and Procera [42]. These languages provide a
declarative syntax and are based on functional reactive programming. Due to the nature
of functional reactive programming, these languages provide a composable interface
for network policies. Various other proposals exist as well. The European FP7 research

project NetIDE addresses the northbound interfaces of SDN networks [43].
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2.5 The OpenFlow Protocol

The OpenFlow protocol is the most commonly used protocol for the southbound inter-
face of SDN which separates the data plane from the control plane. The white paper
about OpenFlow [1] points out the advantages of a flexibly configurable forwarding
plane. OpenFlow was initially proposed by Stanford University and it is now standard-
ized by the ONF [30]. In the following, we first give an overview of the structure of
OpenFlow, and then describe the features supported by the different specifications rang-
ing from OpenFlow 1.0 to OpenFlow 1.4.

2.5.1 Overview

The OpenFlow architecture consists of three basic concepts. (1) The network is built
up by OpenFlow-compliant switches that compose the data plane. (2) The control plane
consists of one or more OpenFlow controllers. (3) A secure control channel connects
the switches with the control plane. In the following, we discuss OpenFlow switches

and controllers and interactions among them.

Header Fields | Counters | Actions

Figure 2.3: Flow table entry for OpenFlow 1.0.

An OpenFlow-compliant switch is a basic forwarding device that forwards packets
according to its flow table. This table holds a set of flow table entries each of which
consists of match fields, counters, and instructions as illustrated in Figure 2.3. Flow table
entries are also called flow rules or flow entries. The “header fields” in a flow table entry
describe to which packets this entry is applicable. They consist of a wildcard capable
match over specified header fields of packets. To allow fast packet forwarding with
OpenFlow, the switch requires TCAM that allows fast lookup of wildcard matches. The
header fields can match different protocols depending on the OpenFlow specification,
e.g., Ethernet, IPv4, IPv6, or MPLS. The “counters” are reserved for collecting statistics

about flows. They store the number of received packets and bytes as well as the duration
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Table entry found
|Headerfields |Coumers |Actions |

Match
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Figure 2.4: Basic packet forwarding with OpenFlow in a Switch.

of the flow. The “actions” specify how packets of that flow are handled. Common actions

are “forward”, “drop”, “modify field”, etc.

A software program, called controller, is responsible for populating and manipulating
the flow tables of the switches. By insertion, modification, and removal of flow entries
the controller can modify the behavior of the switches with regard to forwarding. The
OpenFlow specification defines the protocol that enables the controller to instruct the

switches. To that end, the controller uses a secure control channel.

Three classes of communication exist in the OpenFlow protocol: controller-to-switch,
asynchronous, and symmetric communication. The controller-to-switch communication
is responsible for feature detection, configuration, programming the switch, and infor-
mation retrieval. Asynchronous communication is initiated by the OpenFlow-compliant
switch without any solicitation from the controller. It is used to inform the controller
about packet arrivals, state changes at the switch, and errors. Finally, symmetric mes-
sages are sent without solicitation from either side, i.e., the switch or the controller are
free to initiate the communication without solicitation from the other side. Examples
for symmetric communication are hello or echo messages that can be used to identify

weather the control channel is still live and available.

The basic packet forwarding mechanism with OpenFlow is illustrated in Figure 2.4.
When a switch receives a packet, it parses the packet header which is matched against

the flow table. If a flow table entry is found where the header field wildcard matches the
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header, the entry is considered. If several such entries are found, packets are matched
based on prioritization, i.e., the most specific entry or the wildcard with the highest
priority is selected. Then, the switch updates the counters of that flow table entry. Fi-
nally, the switch performs the actions specified by the flow table entry on the packet,
e.g., the switch forwards the packet to a port. Otherwise, if no flow table entry matches
the packet header, the switch generally notifies its controller about the packet which is
buffered when the switch is capable of buffering. To that end, it encapsulates either the
unbuffered packet or the first bytes of the buffered packet using a PACKET-IN message
and sends it to the controller; it is common to encapsulate the packet header and the
number of bytes defaults to 128. The controller that receives the PACKET-IN notifi-
cation identifies the correct action for the packet and installs one or more appropriate
entries in the requesting switch. Buffered packets are then forwarded according to the
rules which is triggered by setting the buffer ID in the flow insertion message or in ex-
plicit PACKET-OUT messages. Most commonly, the controller sets up the whole path
for the packet in the network by modifying the flow tables of all switches on the path.

2.5.2 OpenFlow Specifications

We now review the different OpenFlow specifications by highlighting the supported op-
erations and the changes compared to their previous major version, and summarize the
features of the different versions. Finally, we briefly describe the OF-CONFIG protocol

which adds configuration and management support to OpenFlow switches.

2.5.2.1 OpenFlow 1.0

The OpenFlow 1.0 specification [44] was released in December 2009. Ethernet and IP
packets can be matched based on source and destination address. In addition, Ethernet
type and VLAN fields can be matched for Ethernet, the Differentiated Services (DS) and
Explicit Congestion Notification (ECN) fields, and the protocol field can be matched for
IP. Moreover, matching on TCP or UDP source and destination port numbers is possible.

Figure 2.4 illustrates the packet handling mechanism of OpenFlow 1.0 as described in

Section 2.5.1. The OpenFlow standard exactly specifies the packet parsing and matching
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algorithm. The packet matching algorithm starts with a comparison of the Ethernet and
VLAN fields and continues if necessary with IP header fields. If the IP type signals TCP
or UDP, the corresponding transport layer header fields are considered.

Several actions can be set per flow. The most important action is the forwarding ac-
tion. This action forwards the packet to a specific port or floods it to all ports. In addition,
the controller can instruct the switch to encapsulate all packets of a flow and send them
to the controller. An action to drop packets is also available. This action enables the
implementation of network access control with OpenFlow. Another action allows mod-
ifying the header fields of the packet, e.g., modification of the VLAN tag, IP source and
destination addresses, etc.

Statistics can be gathered using various counters in the switch. They may be queried
by the controller. It can query table statistics that contain the number of active entries
and processed packets. Statistics about flows are stored per flow inside the flow table
entries. In addition, statistics per port and per queue are also available.

OpenFlow 1.0 provides basic Quality of Service (QoS) support using queues and
OpenFlow 1.0 only supports minimum rate queues. An OpenFlow-compliant switch
can contain one ore more queues and each queue is attached to a port. An OpenFlow
controller can query the information about queues of a switch. The “Enqueue” action en-
ables forwarding to queues. Packets are treated according to the queue properties. Note
that OpenFlow controllers are only able to query but not to set queue properties. The
OF-CONFIG protocol allows to modify the queue properties but requires OpenFlow 1.2
and later. We present OF-CONFIG in Section 2.5.2.8

2.5.2.2 OpenFlow 1.1

OpenFlow 1.1 [45] was released in February 2011. It contains significant changes com-
pared to OpenFlow 1.0. Packet processing works differently now. Packets are processed
by a pipeline of multiple flow tables. Two major changes are introduced: a pipeline of
multiple flow tables and a group table.

We first explain the pipeline. With OpenFlow 1.0, the result of the packet matching

is a list of actions that are applied to the packets of a flow. These actions are directly
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Header Fields | Counters | Instructions

Figure 2.5: Flow table entry for OpenFlow 1.1 and later.

Instruction Argument Semantic

Apply-Actions Action(s) Applies actions immediately
without adding them to the

action set

Write-Actions Action(s) Merge the specified action(s)

into the action set

Clear-Actions Clear the action set

Write-Metadata | Metadata mask | Updates the metadata field

Goto-Table Table ID Perform matching on the next
table

Table 2.1: List of instructions for OpenFlow 1.1

specified by flow table entries as shown in Figure 2.3 and Figure 2.4. With OpenFlow
1.1, the result of the pipeline is a set of actions that are accumulated during pipeline
execution and are applied to the packet at the end of the pipeline. The OpenFlow table
pipeline requires a new metadata field, instructions, and action sets. The metadata field
may collect metadata for a packet during the matching process and carry them from
one pipeline step to the next. Flow table entries contain instructions instead of actions
as shown in Figure 2.5. The list of possible instructions for OpenFlow 1.1 are given
in Table 2.1. The “Apply-Actions” instruction directly applies actions to the packet.
The specified actions are not added to the action set. The “Write-Actions” instruction
adds the specified actions to the action set and allows for incremental construction of
the action set during pipeline execution. The “Clear-Actions” instruction empties the
action set. The “Write-Metadata” instruction updates the metadata field by applying the
specified mask to the current metadata field. Finally, the “Goto” instruction refers to
a flow table and the matching process continues with this table. To avoid loops in the

pipeline, only tables with higher ID than the current table are allowed to be referenced.
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Figure 2.6: OpenFlow pipeline.

Group Identifier | Group Type | Counters | Action Buckets

Figure 2.7: Group table entries for OpenFlow 1.1 and later.

Thus, the matching algorithm will deterministically terminate. If no “Goto” instruction
is specified, the pipeline processing stops and the accumulated action set is executed on
the packet.

Figure 2.6 illustrates the packet processing of the pipeline. Before the pipeline begins,
the metadata field and the action set for a packet are initialized empty. The matching
process starts on the first flow table. The packet is matched against the consecutive flow
tables from each of which the highest-priority matching flow table entry is selected. The
pipeline ends when no matching flow table entry is found or no “Goto” instruction is set
in the matching flow table entry. The pipeline supports the definition of complex for-
warding mechanisms and provides more flexibility compared to the switch architecture
of OpenFlow 1.0.

The second major change is the addition of a group table. The group table supports
more complex forwarding behaviors which are possibly applied to a set of flows. It
consists of group table entries as shown in Figure 2.7. A group table entry may be
performed if a flow table entry uses an appropriate instruction that refers to its group
identifier. In particular, multiple flow table entries can point to the same group identifier
so that the group table entry is performed for multiple flows.

The group table entry contains a group type, a counters field, and a field for action
buckets. The counters are used for collecting statistics about packets that are processed

by this group. A single action bucket contains a set of actions that may be executed

20



2.5 The OpenFlow Protocol

depending on the group type. There are possibly multiple action buckets for a group
table entry. The group types define which of them are applied. Four group types exist

and we illustrate the use of two of them.

The group type “all” is used to implement broadcast and multicast. Packets of this
group will be processed by all action buckets. The actions of each bucket are applied to
the packet consecutively. For example, a group table entry with type “all” contains two
action buckets. The first bucket consists of the action “forward to port 1”. The second
bucket consists of the action “forward to port 2”. Then, the switch sends the packet both

to port 1 and port 2.

The group type “fast failover” is used to implement backup paths. We first explain
the concept of liveness for illustration purposes. An action bucket is considered live
if all actions of the bucket are considered live. The liveness of an action depends on
the liveness of its associated port. However, the liveness property of a port is managed
outside of the OpenFlow protocol. The OpenFlow standard only specifies the minimum
requirement that a port should not be considered live if the port or the link is down.
A group with type “fast failover” executes the first live action bucket and we explain
this by the following example. The primary path to a flow’s destination follows port 3
while its backup path follows port 4. This may be configured by a group table with a
first action bucket containing the forwarding action towards port 3, and a second action
bucket containing the forwarding action towards port 4. If port 3 is up, packets belong-
ing to this group are forwarded using port 3; otherwise they are forwarded using port 4.
Thus, the “fast failover” group type supports reroute decisions that do not require im-
mediate controller interaction. Thus, fast reroute mechanisms can be implemented that
ensure minimum packet loss in failure cases. Fast reroute mechanisms such as MPLS

fast reroute [17] or IP fast reroute [19] can be implemented with OpenFlow group tables.

As an optional feature, OpenFlow 1.1 performs matching of MPLS labels and traffic
classes. Furthermore, MPLS-specific actions like pushing and popping MPLS labels are
supported. In general, the number of supported actions for OpenFlow 1.1 is larger than
for OpenFlow 1.0. For example, the Time-To-Live (TTL) field in the IP header can be

decremented which is unsupported in OpenFlow 1.0.
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Meter Identifier | Meter Bands | Counters

Figure 2.8: Meter table entry.

OpenFlow 1.1 provides additional statistics fields due to the changed switch architec-
ture. Controllers can query statistics for the group table and group entries as well as for

action buckets.

2.5.2.3 OpenFlow 1.2

OpenFlow 1.2 [46] was released in December 2011. It comes with extended protocol
support, in particular for [IPv6. OpenFlow 1.2 can match IPv6 source and destination ad-
dresses, protocol number, flow label, traffic class, and various ICMPv6 fields. Vendors
have new possibilities to extend OpenFlow by themselves to support additional match-
ing capabilities. A TLV structure, which is called OpenFlow Extensible Match (OXM),
allows to define new match entries in an extensible way.

With OpenFlow 1.2, a switch may simultaneously be connected to more than a single
controller, i.e., it can be configured to be administrated by a set of controllers. The
switch initiates the connection and the controllers accept the connection attempts. One
controller is defined master and programs the switch. The other controllers are slaves.
A slave controller can be promoted to the master role while the master is demoted to the

slave role. This allows for controller failover implementations.

2.5.2.4 OpenFlow 1.3

OpenFlow 1.3 [47] introduces new features for monitoring and operations and manage-
ment (OAM). To that end, the meter table is added to the switch architecture. Figure 2.8
shows the structure of meter table entries. A meter is directly attached to a flow table
entry by its meter identifier and measures the rate of packets assigned to it. A meter
band may be used to rate-limit the associated packet or data rate by dropping packets
when a specified rate is exceeded. Instead of dropping packets, a meter band may op-

tionally recolor such packets by modifying their DS field. Thus, simple or complex QoS
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frameworks can be implemented with OpenFlow 1.3 and later specifications.

The support for multiple controllers is extended. With OpenFlow 1.2, only fault man-
agement is targeted by a master/slave scheme. With OpenFlow 1.3, arbitrary auxiliary
connections can be used to supplement the connection with the master controller and the
switch. Thereby, better load balancing in the control plane may be achieved. Moreover,
per-connection event filtering is introduced. This allows controllers to subscribe only to
message types they are interested in. For example, a controller responsible for collecting
statistics about the network can be attached as auxiliary controller and subscribes only
to statistics events generated by the switches.

OpenFlow 1.3 supports IPv6 extensions headers. This includes, e.g., matching on
encrypted security payload (ESP) IPv6 header, IPv6 authentication header, or hop-by-
hop IPv6 header. Also support for Provider Backbone Bridge (PBB) is added as well as

other minor protocol enhancements.

2.5.2.5 OpenFlow 1.4

OpenFlow 1.4 [48] was released in October 2013. The ONF improved the support for the
OXM. TLV structures for ports, tables, and queues are added to the protocol and hard-
coded parts from earlier specifications are now replaced by the new TLV structures. The
configuration of optical ports is now possible. In addition, controllers can send control
messages in a single message bundle to switches. Minor improvements of group tables,

flow eviction on full tables, and monitoring features are also included.

2.5.2.6 OpenFlow 1.5

The current OpenFlow 1.5 specification [49] was released in March 2015. There are four
major changes compared to OpenFlow 1.4. Firstly, egress tables are added as optional
feature. Egress tables enable packet processing in the context of the output port. This
means that packets sent to an output port are processed by one or more egress tables
where actions are allowed to change the header fields but cannot redirect the packet to a
different output port or to group table entry. Secondly, OpenFlow 1.5 introduces logical

ports that recirculate packets back to the OpenFlow pipeline after final packet processing
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Table 2.2: OpenFlow match fields of versions 1.0 to 1.5.

has finished. Thirdly, OpenFlow enables the support for different underlays than Eth-
ernet, i.e., the final encapsulation of the packet can be done in other protocols such as
Optical Transport Networks (OTN). Finally, generic statistic generation is introduced.
The OpenFlow eXtensible Statisitcs (OXS) allow switches to encode any arbitrary flow
entry statistics and transfer them to the controller. Moreover, controllers can configure
switches to push statistics automatically when programmed thresholds are exceeded. In
previous specifications, controllers needed to frequently pull statistics which increases

the control plane load for larger networks notably.

2.5.2.7 Summary of OpenFlow Specifications and Controllers

Table 2.2 provides the supported protocols and available match fields of the discussed
OpenFlow versions. Table 2.3 compiles the types of statistics collected by a switch
which can be queried by a controller.

A list of open source controllers is given in Table 2.4. The NOX controller [50] was
initially developed at Stanford University and can be downloaded from [51]. It is written
in C++ and licensed under the GNU General Public License (GPL). The NOX controller

was used in many research papers. The POX [51] controller is a rewrite of the NOX con-
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Table 2.3: Statistics that can be measured for different parts of the OpenFlow switch by

OpenFlow version.

troller in Python and can be used on various platforms. Initially, POX was also published
under the GPL but is available under the Apache Public License (APL) since Novem-
ber 2013. The Beacon [52] controller was also developed at Stanford University but is
written in Java. The controller is available under a BSD license. The Floodlight con-
troller [53] is a fork of the Beacon controller and is sponsored by Big Switch Networks.
Itis licensed under the APL. The Maestro controller [54] is developed at Rice University
and written in Java. The authors emphasize the use of multi-threading to improve the
performance of the controller in larger networks. It is licensed under the GNU Lesser
General Public License (LGPL). The NodeFLow [55] controller is written in Java and
is based on the Node.JS library. It is available under the MIT license. The Trema [56]
controller is written in C and Ruby. It is possible to write plugins in C and in Ruby for
that controller. It is licensed under the GPL and developed by NEC. The OpenDaylight
controller [57] is written in Java and hosted by the Linux Foundation. The OpenDay-
light controller has no restriction on the operating system and is not bound to Linux. The
controller is published under the Eclipse Public License (EPL). Finally, the Ryu SDN
framework [58] is written in Python and supports various OpenFlow specifications and

other southbound interfaces, e.g., Netconf. Ryu provides a sophisticated API that aims
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26

Name

Language

License

Comment

NOX [50]

C++

GPL

Initially developed in Stanford
University. NOX can be down-
loaded from [51].

POX [51]

Python

Apache

Forked from the NOX controller.
POX is written in Python and

runs under various platforms.

Beacon [52]

Java

BSD

Initially developed in Stanford.

Floodlight [53]

Java

Apache

Forked from the Beacon con-
troller and sponsored by Big
Switch Networks.

Maestro [54]

Java

LGPL

Multi-threaded OpenFlow con-
troller developed at Rice Univer-

sity.

NodeFLow [55]

JavaScript

MIT

JavaScript OpenFlow controller
based on Node.JS.

Trema [56]

C and Ruby

GPL

Plugins can be written in C and
in Ruby. Trema is developed by
NEC.

OpenDaylight [57]

Java

EPL

OpenDaylight is hosted by the
Linux Foundation but has no re-
strictions on the operating sys-

tem.

Ryu [58]

Python

Apache

Component-based SDN frame-
work. Provides a sophisticated
API for control applications and
supports multiple southbound

interfaces.

Table 2.4: List of available open source OpenFlow controllers.
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to make the creation of new network management and control applications easier. It
is published under the Apache License 2.0 and is officially integrated into OpenStack

Networking (neutron).

2.5.2.8 OF-CONFIG

The OF-CONFIG protocol adds configuration and management support to OpenFlow
switches. It is also standardized by the ONF. OF-CONFIG provides configuration of
various switch parameters that are not handled by the OpenFlow protocol. This includes
features like setting the administrative controllers, configuration of queues and ports,
etc. The mentioned configuration possibilities are part of OF-CONFIG 1.0 [59] which
was released in December 2011. The initial specification requires OpenFlow 1.2 and
later. As of this writing, the current specification is OF-CONFIG 1.2 and supports the

configuration of OpenFlow 1.3 switches.
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2.6 Design Choices for OpenFlow-Based SDN

Today, SDN is mostly used for flexible and programmable data centers. There is a need
for network virtualization, energy efficiency, and dynamic establishment and enforce-
ment of network policies. An important feature is the dynamic creation of virtual net-
works, commonly referred to as Network-as-a-Service (NaaS). Even more complex re-
quirements arise in multi-tenant datacenter environments. SDN can provide these fea-
tures easily due to its flexibility and programmability. However, SDN is also discussed
in a network or ISP context. Depending on the use case, the design of SDN architectures
varies a lot. In this section, we point out architectural design choices for SDN. We will
discuss their implications with regard to performance, reliability, and scalability of the

control and data plane, and refer to research on these topics.

2.6.1 Control Plane: Physically vs. Logically Centralized

Typically, a centralized control plane is considered for SDN. It provides a global view
and knowledge of the network and allows for optimization and intelligent control. It can
be implemented in a single server which is a physically centralized approach. Obviously,
a single controller is a single point of failure as well as a potential bottleneck. Thus, a
single control server is most likely not an appropriate solution for networks due to lack
of reliability and scalability.

As an alternative, a logically centralized control plane may be used to provide more
reliability and scalability. It consists of physically distributed control elements that in-
terface with each other through the so-called east- and westbound interface. Since that
distributed control plane interfaces with other layers like a centralized entity, the data
plane and network applications see only a single control element. A challenge for log-
ically centralized control is the consistent and correct network-wide behavior. Another
common term for the SDN logically centralized control plane is “network operating
system” (Network OS).

Several studies investigated the feasibility, scalability, and reliability of logically cen-

tralized control planes. One research issue is the placement of the distributed control ele-
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Controller

~~~~~~ Controller

Southbound interface

————— East-/westbound interface

Figure 2.9: Logically centralized control plane.

ments inside the network. In [60], the importance of limited latency for control commu-
nication in OpenFlow-based networks is highlighted. To meet these latency constraints,
they propose a number of required controllers with their position in the network. Hock
et al. [61] optimize the placement of controllers with regard to latency as well as con-
troller load, reliability, and resilience. Their proposed method can be used to implement
a scalable and reliable SDN control plane.

The authors of [62] propose a control plane named HyperFlow that is based on the
NOX OpenFlow controller. They discuss the management of network applications and
the consistent view of the framework in detail. For example, when a link fails, one
controller notices the failure but other controllers may not be aware of the link failure.
The HyperFlow architecture ensures in such cases that network applications operate
on consistent state of the network even though control elements may not share iden-
tical knowledge about the network. A hierarchical control platform called Kandoo is
proposed in [63] which organizes controllers in lower and higher layers. Controllers
in lower layers handle local network events and program the local portions of the net-

work under their control. Controllers on higher layers take network-wide decisions. In
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particular, they instruct and query the local controllers in lower layers.

Another study [64] compares the performance of network applications that run on a
distributed control platform. Network applications that are aware of the physical decen-
tralization showed better performance than applications that assume a single network-
wide controller.

Jarschel et al. [65] model the performance of OpenFlow controllers by a M/M/1 queu-
ing system. They estimate the total sojourn time of a packet in a controller which is
mostly affected by its processing speed. Furthermore, they calculate the packet drop

probability of a controller.

2.6.2 Control Plane: Inband vs. Out-of-Band Signalling

In the following, we will discuss the communication between the control elements and
the forwarding devices on the data plane. This control channel has to be secure and
reliable. In SDN-based datacenter networks, this control channel is often built as a sep-
arate physical network in parallel to the data plane network. Carrier and ISP networks
have different requirements. They often span over a country or a continent. Therefore, a
separate physical control network might not be cost-efficient or viable at all. Thus, two
main design options for the control channel exist: in-band control plane and out-of-band
control plane.

With in-band control, control traffic is sent like data traffic over the same infrastruc-
ture. This is shown in Figure 2.10a. This variant does not require an additional physical
control network, but has other major disadvantages. Firstly, the control traffic is not
separated from the data traffic which raises security concerns. Failures of the data plane
will also affect the control plane. Thus, it is possible that a failure disconnects the switch
from its control element which makes restoration of the network more complicated.

Out-of-band control requires a separate control network in addition to the data net-
work as illustrated in Figure 2.10b. This is a common approach in datacenters that are
limited in geographical size. In the datacenter context, the maintenance and cost of an
additional control network is usually acceptable. This may be different for wide-ranging

networks such as a carrier networks where a separate control network can be costly with
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Figure 2.10: Inband and out-of-band signalling.
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regard to Capital Expenditure (CAPEX) and Operational Expenditure (OPEX). The ad-
vantages of an out-of-band control plane are that the separation of data and control
traffic improves security. Data plane network failures do not affect control traffic which
eases network restoration. Moreover, a separate control plane can be implemented more
secure and reliable than the data plane. This ensures high availability of the control
plane and can be crucial for disruption-free network operation.

A possible approach that combines in-band and out-of-band control planes for car-
rier networks is based on the control planes in optical networks such as Synchronous
Optical Networking (SONET), Synchronous Digital Hierarchy (SDH), and OTN. In
such networks, an Optical Supervisory Channel (OSC) may be established on a sep-
arate wavelength but on the same fiber over which data traffic is carried. In a similar
way, a dedicated optical channel could be allocated for SDN control traffic when an
optical layer is available. Also other lower layer separation techniques may be used to

implement separated control and data networks over the same physical infrastructure.

2.6.3 Management of Flow Entries: Proactive vs. Reactive

We first explain why flow tables in OpenFlow switches are limited in size, and then we
discuss two approaches for flow table entry management.

In the SDN architecture, the control plane is responsible for the configuration of the
forwarding devices. With OpenFlow, the controller installs flow table entries in the for-
warding tables of the switches. As discussed in Section 2.5, an entry consists of match
fields, counters, and forwarding actions. The OpenFlow match fields are wildcards that
match to specific header fields in the packets. Wildcards are typically installed in TCAM
to ensure fast packet matching and forwarding. However, TCAM is very expensive so
that it needs to be small; as a consequence, only a moderate number of flow entries can
be accommodated in the flow table. In the following, we will describe two flow man-
agement approaches: proactive and reactive flow management. Both variants are not
mutually exclusive: it is common in OpenFlow networks to install some flows proac-
tively and the remaining flows reactively.

The controller is able to install flow entries permanently and in particular before they
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Figure 2.11: Reactive flow management.

are actually needed. This approach is referred to as proactive flow management [66].
But this approach has a disadvantage: flow tables must hold many entries that might not
fit into the expensive TCAM.

To cope with small flow tables, flow entries can also be installed reactively, i.e., in-
stalled on demand. This is illustrated in Figure 2.11. (1) Packets can arrive at a switch
where no corresponding rule is installed in the table and, therefore, the switch cannot
forward the packet on its own. (2) The switch notifies the controller about the packet.
(3) The controller identifies the path for the packet and installs appropriate rules in all
switches along the path. (4) Then, the packets of that flow can be forwarded to their
destination.

The mechanisms to enable reactive flow management in OpenFlow is based on time-
outs. The controller sets an expiry timer that defaults to one second. The switch tracks
the duration to the last match for all entries. Unused entries are removed from the switch.
When more packets of an expired flow arrive, the controller must be queried for path
installation again.

Both flow management approaches have different advantages and disadvantages. The
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reactive approach holds only the recently used flow entries in the table. On the one
hand, this allows to cope with small forwarding tables. On the other hand, controller
interaction is required if packets of a flow arrive in a switch that has no appropriate
entry in the flow table. After some time the correct entry will be eventually installed
in the switch so that packets can be forwarded. The resulting delay depends on the
control channel and the current load of the controller. Thus, reactive flow management
reduces state in the switches and relaxes the need for large flow tables, but it increases
the delay and reliability requirements of the control channel and control plane software.
Especially failures of the control channel or the controller will have significant impact

on the network performance if flow entries cannot be installed timely.

With a proactive flow management approach, all required flow entries are installed in
the switches by the controller. Depending on the use case and network, a huge amount
of flows must be installed in switches, e.g., BGP routing tables can contain hundreds of
thousands IP prefixes. This may require switch memory hierarchy optimizations that are
not needed with reactive flow management. While proactive flow management increases
state requirements in switches, it relaxes the requirements on control plane and software
controller performance, and is more robust against network failures in the control plane.
That means, if the controller is overloaded or the communication channel fails, the data

plane is still fully functional.

The problem with limited TCAM and proactive flow management is a special con-
cern in carrier networks. They mostly use the BGP which has significantly high state
requirements [67]. Thus, analyses of the feasibility and practicability of SDN in that
context with regard to different flow management approaches and state-heavy protocols

are relevant and viable solutions are needed.

The authors of [68] use a reactive approach to SDN and BGP. They leverage knowl-
edge of the traffic distribution that they have measured on real data to offload flows with
high traffic portion, called heavy hitters, to the forwarding plane. Entries for flows with
low packet frequency are not held in the flow table when space is not available. Those
flow entries are kept in the controller and packets belonging to low-frequency flows are

sent from the switch to the controller which has the complete forwarding knowledge of
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all flows. The proposed SDN software router is presented in [69]. Other approaches try
to reduce the flow table size. For example, source routing techniques can be leveraged
to significantly reduce the number of flow table entries as shown by Soliman et al. [70].
In their source routing method, the ingress router encodes the path in form of interface
numbers in the packet header. The routers on the path forward the packet according
to the interface number of the path in the header. Since packets of source-routed flows
contain the path in their headers, the switches on the path do not require a flow table
entry for them. However, their method requires some minor changes to the OpenFlow
protocol to support the source routing.

Forwarding state for BGP is also a concern in traditional networks without challeng-
ing limitations of forwarding tables. Various approaches to solve this problem exist
today. The authors of [71] try to improve the scaling of IP routers using tunneling and
virtual prefixes for global routing. Virtual prefixes are selected in such a way that pre-
fixes are aggregated efficiently. Their solution requires a mapping system to employ the
virtual prefixes. Ballani et al. [72] have a similar solution where they remove parts of
the global routing table with virtual prefixes. They show that this technique can reduce
the load on BGP routers. The idea of virtual prefixes was standardized in the IETF [73].
Distributed hash tables can also be used to effectively reduce the size of BGP tables as
shown in [74]. Other methodologies are based on the idea of efficient compression of the
forwarding information state as shown in [75]. The authors use compression algorithms
for IP prefix trees in such a way that lookups and updates of the Forwarding Information
Base (FIB) can be done in a timely manner. However, match fields in OpenFlow may
contain wildcards and, therefore, have more freedom with regard to aggregation than
prefixes in IP routing tables. Appropriate methodologies must be developed and tested

to reduce state in OpenFlow switches.
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2.7 Existing Forwarding Table Compression
Methods

One of the most important routing table compression method was developed in 1999.
It is called Optimal Routing Table Constructor (ORTC) [76] and calculates minimum-
size routing tables but does not support incremental routing table updates. The authors
of [77] achieve fast incremental updates of compressed routing tables but only sub-
optimal compression. Incremental updates are also considered in [78] and [79]; the latter
is directly based on ORTC.

A different approach is the compression of the data structure that represents the rout-
ing table. In [75], entropy bound compression is investigated to significantly reduce the

size of the routing table through shared data structures.

Compression of ACLs or firewall rules is similar to routing table compression. En-
tries of ACLs may match more than a single field; they typically support source and
destination address, port number, type, etc. In [80], a compression method based on
decision trees and hyper-cuts is presented. The TCAM Razor [81] is able to minimize
lists of ACLs into smaller lists. The authors also proposed a more efficient compressor,
called firewall compressor [82], that outperforms the TCAM razor. These methods do

not consider the use of general wildcard expressions.

Wildcard-based compression for ACLs is considered in [83]. It uses a heuristic that
runs in polynomial time which is based on two functions: bit swapping and bit merg-
ing. However, this method is less efficient than other ACL compressors. Wildcard com-
pression of ACLs using logic minimization is considered in [84]. It achieves a signif-
icant compression ratio for both artificial and real firewall rules but it is rather time-
consuming. Compression of ACLs differs from compression of FIB entries. ACL rules
are more complex than FIB entries, but then number of entries in a FIB in carrier net-
works exceeds the number of entries in ACLs by far: typical ACLs contain a few thou-
sand entries while current BGP Routing Information Bases (RIBs) contain more than
500,000 entries. In addition, compression of FIBs has stricter runtime constraints be-

cause FIB updates must be processed faster than ACL updates.
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Routing tables of virtual routers are commonly stored in the hypervisor. Running
multiple virtual routers on a single physical router increases its TCAM requirement. To
limit that requirement, the authors of [85] compress multiple virtual FIBs using merged
prefix trees. Up to 14 virtual FIBs can be stored in one TCAM and incremental routing

updates are possible.
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2.8 Existing FRR Mechanisms for the SDN Data
Plane

In this section, we discuss related work with regard to SDN networks. We also discussed
FRR mechanisms in decentralized networks in Section 2.3. Note that there are various
approaches approaches to increase the reliability of the SDN control plane. The authors
of [86] provide an extensive overview of this context. However this work focuses on the

data plane resiliency of SDN-based networks.

The reconfiguration potential of SDN networks that do not leverage FRR was investi-
gated in [87]. The authors analyzed the reconfiguration in carrier-grade networks. Their
results show that the controller is able to reconfigure their testbed within 80 and 130 ms
when network failures occur. In addition, they observed that the reconfiguration speed
depends on the number of flows affected, path lengths and traffic burst in the control
network. As conclusion they hint that reconfiguration times can be significantly higher

in larger networks and FRR can assist reconfiguration in large networks notably.

Local failure protection for SDN is considered in [88]. They introduce a BFD com-
ponent to the OpenFlow switch design to achieve fast protection. A BFD component is
responsible to monitor the ports by sending hello and echo messages frequently over
the links to detect network failures. The authors show the viability of the approach using
experiments based on MPLS Transport Profile. A similar approach is presented in [89].
The authors also provide fast protection using BFD for the Open vSwitch and analyze
the protection switching times. They were able to show that the implementation was

able to react within 3 and 30 ms depending on different BFD configurations.

SPIDER [90] leverages additional state in the OpenFlow pipeline to provide an alter-
native and more adaptive solution to OpenFlow’s fast-failover mechanism. Their path
layout is similar to MPLS crankback routing and optimizations are possible. The Slick-
Flow approach [91] provides resilience in datacenter networks (DCNs) using OpenFlow
and is based on source routing. Primary and alternative backup paths are encoded in
the packet header. OpenFlow switches are leveraged on the edge to encode the packet

header and the core network is comprised of non-OpenFlow switches that are able to
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interpret the header in line-speed. The authors showed positive benefits in a virtualized
testbed on DCN topologies. The authors of [92] propose to encode the failure location in
an additional label. When traffic is rerouted, switches select a backup path appropriate
for the encoded failure. MRCs have been adopted for SDN in [93]. They are based on a
similar principle as MRTSs but require more state in the network.

In [94] a reliability analysis of datacenter networks is given. The authors investigate
the reliability potential of three datacenter topologies: fat-tree, BCube, and DCell net-
works. The authors investigate maximum and average relative sizes of the connected
components after failures. Other metrics are the diameter of the components and path
stretches. In our study, we investigate the resilience of LFAs in these topologies, focus-
ing on the applied protocol and required signaling instead of the graph properties of the
topologies.

Independent trees (ITrees) can provide resilient multipath routing by sending traffic
over one tree and switching in failure cases to the other. Independent Directed Acyclic
Graphs (IDAGs) [95] are an extension to independent trees that augment ITrees by
directing and using more topology links to increase failure tolerance. IDAGs operate on
a similar structure as MRTs but the authors did not compare both mechanism. In [96],
computation of node-resilient colored (independent) trees is investigated and optimized

for fast convergence times.
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2.9 Existing IP and SDN-based Resilient Multicast
Approaches

There are various approaches to construct node-redundant pairs of multicast trees
[95,97-99] that can be used to implement a 1+1 protection scheme for multicast traffic.
These approaches differ by the considered objective function such as cost, bandwidth,
computation complexity, required network state, and update complexity. In Chapter 5,
we leverage the routing topologies of MRTs [100] as node-redundant pairs of multi-
cast trees for a SDN-based multicast protection mechanism. The Parallel Redundancy
Protocol (PRP) [101] and the High Availability Seamless Redundancy (HSR) proto-
col [102] provide node-redundant multicast trees that suffice hard real-time constraints

in industrial Ethernet networks.

Reliability for multicast traffic can be implemented using acknowledgments (ACKs)
and selective repeat transmissions similar to Transmission Control Protocol (TCP).
However, the number of ACKs of many receivers likely overburden a source. There-
fore, the Reliable Multicast Transport Protocol (RMTP) [103] and other approaches

[104,105] use a shared ACK tree structure to overcome this problem.

MPLS is currently deployed in many ISP networks and provides multicast services
with point-to-multipoint (P2MP) LSPs [106]. Such P2MP services support FRR by lo-
cal repair when RSVP-TE is used. However, these solutions can be unsuitable when

multicast group memberships change frequently [107].

There are various algorithms and mechanisms to compute traffic engineered multicast
trees based on multiple objective functions. An exhaustive survey of existing methods
is given in [108]. The approaches are classified by objective functions, constraints, etc.
The authors also propose a generalized multi-objective optimization that is based on
load-balanced multiple trees. Most works focus on the computing algorithm and do not

discuss the required router state in detail.

There are several SDN approaches for IP multicast. In [109], the authors implement
IP multicast using VXLAN in datacenters and remove the need for periodic control

plane interaction. A highly scalable IP multicast datacenter method is proposed in [110]
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which leverages flow aggregation to support large numbers of multicast joins simultane-
ously. “Dynamic Software-Defined Multicast” [111] reduces control plane complexity
in multicast deployments of ISP networks and adds traffic engineering aspects using
multiple trees similar to [108]. BIER and most SDN approaches simplify the control
plane while supporting frequent multicast changes. BIER introduces header overhead
but only requires a topology-dependent number of forwarding entries to accommodate
arbitrary multicast flows in transit routers. In contrast, most SDN methods leverage ex-
isting header fields but require significantly more state in forwarding devices. An imple-
mentation of BIER for SDN is given in [112]. We present in Chapter 5 also an BIER-
based SDN architecture and implementation in P4. Our approach implements traffic
engineering and FRR that was not achieved in [112]. Finally, an extensive overview of

multicast in SDN-based networks is given in [113].
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SDN-based Inter-Domain
Routing

The interest for SDN within carrier networks has greatly increased in the last years
and several researchers have analyzed the applicability of SDN and OpenFlow for these
networks, e.g., [87]. The main motivation is based on hardware costs and reduced oper-
ational complexity due to centralized control. An important task in carrier networks is
inter-domain routing which is performed by the Border Gateway Protocol (BGP). Cur-
rent BGP routing tables hold more than 500,000 entries [114]. That information needs
to be installed in OpenFlow switches if misses for flow tables entries should be avoided.
Since a flow table miss involves the SDN controller, performance degradation of the
flow is expected. However, forwarding tables in OpenFlow switches are usually smaller
than those of core routers so that installing all necessary forwarding information is a

challenge.

A reason for the small forwarding tables in OpenFlow switches is that they are im-
plemented in Ternary-Content Addressable Memory (TCAM). TCAM allows packet
matching in constant time and outperforms software-based packet matching. How-
ever, TCAM has high power consumption, a large footprint, suffers from heat gener-
ation [115], and TCAM is expensive compared to other memory such as SRAM [85].
Therefore, vendors tend to install small TCAMs into OpenFlow switches, e.g., many

OpenFlow switches can handle in practice between 10K and 40K flow entries.
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While conventional routers use only prefix-based match fields with Longest Prefix
Match (LPM) in their forwarding tables, OpenFlow switches support general wildcard-
capable match fields with priorities. Since general wildcard expressions with priori-
ties are more flexible than prefix-based expressions with LPM, compression techniques
could reduce the number flow table entries for OpenFlow switches so that they can be
better accommodated in the limited TCAM.

In this chapter, we propose to use the Espresso heuristic [116] from logic minimiza-
tion to compress a minimum-size set of prefix-based match fields generated by the
ORTC algorithm [76] into a set of match fields with general wildcards. As the run-
time of the Espresso scales exponentially with the input size, we suggest methods to
keep the time for the compression of routing tables low. We apply this method to BGP
routing tables of 2013 to quantify the compression potential for flow tables entries in
carrier networks. We further analyze the structure of the compressed outcome and the
tradeoff between runtime of the compression algorithm and its compression rate.

The content of this chapter is mainly taken from [5] and organized as follows. We first
describe the structure OpenFlow-based carrier networks operate and how it interacts
with necessary protocols. We discuss how other approaches address the intra-domain
routing use case for SDN. Then, we discuss how we perform wildcard compression on
IP forwarding tables, address compression times, and incremental updates. Finally, we
provide a study that investigates the effectiveness of wildcard compression on inter-

domain routing.
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3.1 OpenFlow-Based SDN for Carrier Networks

Carrier networks require inter-domain routing information. Usually, one or several BGP
routers serve as BGP speakers and collect such information via BGP from neighboring
domains. To handle large routing tables and frequent BGP updates, such routers require
additional CPU and memory resources as well as additional space in their forwarding

table which increases their cost.
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Figure 3.1: Inter-domain routing with OpenFlow-based SDN: a commodity server acts
as a BGP speaker and collects the BGP runs in the control plane on com-

modity servers as SDN application or controller module.

In addition, state distribution within a single carrier network can cause scalability
and stability issues and, thus, the authors of [117] proposed a centralized BGP con-
trol plane called Routing Control Platforms (RCP) in 2005. This idea was reconsidered
for OpenFlow-based SDN in [118] and [119]. Figure 3.1 illustrates that idea. Expensive
routers are removed from the network and replaced by simpler and less expensive Open-
Flow switches. The switches forward BGP control messages such as prefix announce-
ments and withdrawals to the OpenFlow controller. This can be achieved by installing

forwarding entries that match on BGP information in the packet header. The controller
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passes them to the BGP application. This application interacts with BGP speakers of
neighboring domains and performs the BGP decision process. That means, it combines
the inter-domain routing information from BGP and intra-domain routing information
into a forwarding table for each switch in the network such that each prefix is associated
with an appropriate next-hop. That information is generally compressed using prefix

aggregation before being configured by the controller in the switches.

It is likely that the forwarding information cannot be completely included in a switch.
Therefore, the authors of [68] take advantage of the fact that approximately 80% of the
Internet traffic is caused by 20% of the IP prefixes so that the frequently used prefixes
can always be installed in TCAM. Less frequently used prefixes are kept in the con-
trol plane but are not installed in the switch. If the switch receives a data packet for
which it has no matching prefix, it forwards the packet to the controller that knows how
to handle that packet. This approach generally degrades network performance. The ap-
proach presented above may be improved through compression of forwarding tables by
combining appropriate forwarding rules through general wildcards in match fields that
are supported by OpenFlow switches. In an SDN context this is easily feasibly as the
control plane consists of cheap commodity hardware so that sufficient CPU power is
available for computation-intensive wildcard compression. As a result, more entries fit

into the limited TCAM and less traffic needs to be forwarded via the controller.

In [120], a software-defined Internet exchange point (SDX) is presented as well as a
method to reduce the BGP state using virtual next-hops and addresses. Our method is
orthogonal to this approach. Routing table updates must be propagated fast so that there
may not be enough time for the compression of the entire FIB after the routing change.
The majority of the routing table entries are quite stable but routing table updates occur
frequently [121]. A compression method should be able to perform updates quickly
which may happen incrementally on the existing compressed table. This also holds for
the SDN context.
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Figure 3.2: The prefix tree for the routing table in Table 3.1a.

3.2 Methodology

In this section we briefly describe the ORTC algorithm that provides the input and
benchmark for our proposal. Then, we discuss LPM that is used in IP networks and
wildcard matching using priorities. We present how prefixes can be compressed using
the Espresso logic minimization heuristic. Finally, we discuss how Espresso can be in-

crementally applied and how routing table updates can be performed.

3.2.1 Prefixes, Forwarding Tables, and Longest-Prefix Match

An IPv4 prefix p consists of a 32-bit IP address and a 32-bit network mask. The network
mask starts with a series of ones in the most significant bits followed by a series of zeroes
for the least significant bits. The number of leading ones is the length of the prefix p
which is usually indicated by the notation length(p). As an alternative, a prefix can also
be represented by a match field containing the length(p) bits of the IP address followed
by wildcard symbols “*’, also known as ‘don’t cares’, for each remaining positions in
the address. Table 3.1a contains prefixes in that notation. A prefix matches an address
if the leading length(p) bits of the prefix address equal the first length(p) bits of the
address to be matched.

A routing or forwarding table associates a set of prefixes with a next-hop. It can be
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FIB entry | Next-hop FIB entry | Next-hop | Priority
ok 1 gk 1 0
101 1 101 1 3
¥ 2 1%* 2 1
01* 3 *1* 3 2
11* 3 (b) Forwarding tables using general wildcard

(a) Prefix-based forwarding table. expressions.

Table 3.1: Two forwarding tables with identical forwarding behavior.

represented by a prefix tree. Figure 3.2 illustrates the prefix tree for the routing table
in Table 3.1a. Each entry in the routing table is represented by a labeled node in the
tree whereby the label indicates the next-hop. The prefix for such an entry is composed
of the numbers on the edges from the root to the corresponding node. The root of the
tree corresponds to the least specific prefix * x . If a node is empty, the corresponding
routing tables has no entry associated with that prefix.

Forwarding in IP networks uses LPM. If multiple entries in a forwarding table match
an address, the most-specific one is used, i.e., the one with the longest prefix. To perform
that procedure, the prefix tree is traversed according to the bits in the address as far as
possible. Thereby, a ‘0’ or ‘1’ in the address denotes a move to the left or right child in
the tree. The last visited labeled node corresponds to the most-specific forwarding entry.
The ORTC algorithm compresses a routing table with general prefixes into a minimum-

size prefix-based table using prefix trees. Details are given in [76].

3.2.2 Wildcards Expressions and Logic Minimization

A wildcard expression w is a match field with wildcards “*’ in arbitrary positions of the
match field so that a prefix can be viewed as a very special wildcard expression. Wild-
card expressions can be used in forwarding entries in OpenFlow. However, there are no
analogue mechanisms for wildcard-based FIBs like prefix trees and LPM. Therefore,

forwarding entries in OpenFlow require priorities to decide which of them is to be used
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when several of them match an address. We denote the priority of a wildcard expression
as prio(w).

Logic minimization compresses a set of logical expressions into an equivalent set of
logical expressions that covers the same on-set. The Espresso heuristic was developed
for logic minimization in the context of very-large-scale integration (VLSI) synthesis.
It does not guarantee minimum size results but is faster and requires less memory than
exact minimizers [116]. We denote £'(P) as the minimized result of the Espresso on the
prefix set P.

As wildcard expressions can be interpreted as logical expressions, we can compress
a set of wildcard expressions P into a possibly smaller set of wildcard expressions
E(P). As a consequence, we can also minimize a set of prefixes ) into a smaller set

of wildcard expressions £(WV).

3.2.3 Compression of Forwarding Tables Using Logic
Minimization

We apply logic minimization for compression of prefix-based forwarding tables. A naive
approach is to combine all prefixes with the same next-hop. As a result, the prefixes
‘01* and ‘11*” with next-hop 3, i.e., (‘01*’, 3) and (‘11*’, 3), can be combined to
forwarding entry (‘*1*’, 3) and the forwarding entry (‘1**’, 2) remains unchanged. It
is important to assign higher priority to entry (‘*1*’,3) than for (‘1**’,2) to preserve
the forwarding behavior. Otherwise, packets addressed to addresses ‘11*’ would be
forwarded to the wrong next-hop. A problem occurs if we combine (****’, 1) and (‘101°,
1) to (“***°, 1) because then either packets destined to ‘1**” or packets destined to ‘101’
are forwarded to the wrong next-hop, depending on whether (‘***’, 1) or (‘1**’, 2) is
assigned higher priority. This happens because prefix ‘***’ contains the other prefix
‘101 and the other node (‘1**’, 2) with a different next-hop lies on the path between
(“¥**° 1) and (‘101°, 1). Thus, such situations need to be avoided in sets of prefixes P
with same next-hops that are compressed by Espresso.

To avoid the mentioned problems, we partition all entries in a forwarding table into

sets with equal next-hops and equal prefix length. Thus we compress all prefixes Pij

49



3 Scalability Analysis of SDN-based Inter-Domain Routing

with the same next-hop j on the same level 7 of a prefix tree with Espresso to a set of
wildcard expressions F (Pf ). The priority assigned them is the original prefix length,
ie,priolw) =i:w € F (Pf ). These priorities assure the same forwarding behavior as
LPM on the prefix-based forwarding table. As the proposed compression approach can-
not compress forwarding entries with different-length prefixes, we first run the ORTC
on the original forwarding table and use a minimum-size prefix tree as input to the
described procedure.

We have investigated two other methods to define sets of forwarding entries to be
compressed and appropriate priorities. These sets contained different-length prefixes.
Evaluation results showed that these approaches lead to less compression so that we do

not consider them in this work.

3.2.4 Compression Speedup

The runtime of the Espresso algorithm is exponential with regard to the number of
input expression. Therefore, the compression is slow for a large set of prefixes to be
compressed. To reduce the compression time, we propose a maximum set threshold
T. We partition the sets Pj into smaller sets with at most 7' forwarding entries, taken
consecutively from the minimum-size prefix tree when going from left to right on the
same level. These subsets of prefixes are individually compressed into sets of wildcard-
expression by Espresso. They lead to less compression potential but to shorter overall

compression time compared to the approach without threshold.

3.2.5 Incremental FIB Updates

Routing table updates consist of prefix additions and removals. This also holds for
changed next-hops in the forwarding table. ORTC is fast and can be used to quickly
compute a new minimume-size prefix-tree. The changed nodes result in prefixes that need
to be removed or added to the wildcard-compressed forwarding table. Adding prefixes
is simple as they do not even need to be compressed; further optimization is possible.

We illustrate a procedure to remove a prefix p from a set of wildcard expressions WV
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by an example. Consider that the prefix p = ‘10011%" of length 5 has to be removed
from a set of wildcard expression W. Let w = ‘1 % 0 * 1+’ be the only expression
of priority 5 that matches p. We split w into a set of smaller wildcards W = {110 x
1x,10001%, 10011x} and remove the prefix p from this set. The updated set of wildcard
expressions is then W* =W\ wU (W' \ p).

The resulting sets of wildcard expressions are not minimal but did not require time-
consuming Espresso minimization. Improved results can be obtained after another

Espresso minimization F(W*).
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3.3 Results

In this section we apply the presented compression algorithms to realistic data sets. We
evaluate and compare their compression ratios, analyze the structure of the compressed

data, and study the algorithm runtime depending on the threshold parameter.

3.3.1 Investigated Data Set

As a base for our study, we use a RIB with 500,495 IP prefixes from the year 2013
obtained from the Route Views project [114]. The RIB is converted into a pseudo-FIB
by assigning a next-hop to each prefix. To that end, we assume up to n}fg;ﬁ different next-
hops. Each prefix is assigned one of these hops with equal probability. We compress

that FIB using the ORTC algorithm which yields a minimum size prefix-tree for further

next

wildcard compression. For each number of next-hops nj¢ 7

we generate 10 random FIBs
and report mean values for presented results. We also investigated data sets from prior

years (2009 — 2012) but we do not show those results as they do not add further insights.

3.3.2 Compression Ratio

We first quantify the compression potential of FIBs in carrier networks through wild-
card compression by considering the compression ratios achieved by the heuristic ap-
proaches. Figure 3.3 compares the number of FIB entries generated by ORTC with the

number of FIB entries after further wildcard compression for different numbers of next-

ext
ops*

hops npc’. The number of FIB entries obtained after pure prefix compression by ORTC
increases with increasing number of next-hops from 50,000 to 350,000. For a single
next-hop, there are about 50,000 FIB entries instead of a single default route. The rea-
son for that is the assumption of a full routing table so that packets need to be dropped in
the absence of a matching entry. The figure also provides values for wildcard compres-
sion with Espresso with maximum set thresholds of 7" = 100 and 7" = oo. We observe
that this further compression reduces the number of FIB entries by 30,000 — 40,000 in

the presence of at least n’,;ﬁ;ﬁ = 2 next hops. Furthermore, Espresso yields hardly more
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Figure 3.3: Number of FIB entries after pure prefix compression by ORTC and for
further wildcard compression by Espresso with and without maximum set

threshold 7'.

FIB entries when applying a low maximum set threshold of 7" = 100 than without such
a threshold (17" = o0).

As the loss of compression due to the maximum set threshold 7" is hardly visible in
Figure 3.3, we present the compressed fraction p in Figure 3.4, i.e., the fraction by which
further wildcard compression can reduce the size of the minimum prefix-based flow
table. The compressed fraction ranges between 9% and 17% and depends both on the
number of next-hops nﬁi}’fﬁ and the applied maximum set threshold 7'. The compressed
fraction decreases with decreasing threshold, but the loss in compression is at most 2%
even for a very low maximum set threshold of 7" = 100. A threshold of 7" = 500 leads

only to 1% loss in compression.
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Figure 3.4: Fraction of FIB entries compressed by Espresso depending on the maximum
set threshold 7'.

3.3.3 Analysis per Prefix Length

Figure 3.5 shows the number of FIB entries generated by ORTC sorted by prefix length.
Most prefixes have length 24. Smaller prefixes down to prefix length 17 appear with de-
creasing frequency. Prefix length 16 is about as frequent as prefix length 18 and again,
smaller prefixes down to prefix length 14 appear with decreasing frequency. All other
prefix lengths hardly occur. The reason for this phenomenon is that standard prefix
lengths are /16 and /24 which are already combined to shorter prefixes by Classless
Inter-Domain Routing (CIDR) in the BGP RIB or by the ORTC through prefix aggre-
gation.

The figure also shows the number of FIB entries per prefix length after further wild-
card compression and the number of FIB entries containing additional wildcards. The
number of more general wildcard expressions is rather low and most of them contain
only a single wildcard. So the compression potential is rather moderate.

We applied the Espresso heuristic to equal-priority sets of prefixes with equal length.

Figure 3.6 shows the compressed fraction per prefix length. For prefix length between 8
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Figure 3.5: Number of FIB entries per prefix length for ORTC and after wildcard com-
pression by Espresso without threshold (7" = o0). For Espresso, the number

of FIB entries with wildcards is also given.

and 24 it is mostly in the order between 10% and 15%. Smaller and larger prefixes are

extremely rare so that their overall fraction amounts to less than 0.1%.

This suggests that Espresso can compress efficiently only if the set FIB entries to
be compressed is sufficiently large so that there is a chance for similar entries. We have
also studied other approaches to create equal-priority sets that do not reveal equal-length
prefixes, but the achieved compression ratio was lower. Apparently, the compression

potential is larger for sets of equal-length prefixes.
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Figure 3.6: Compressed fraction per prefix length for wildcard compression with
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Figure 3.7: Runtime of Espresso-based compression for complete FIBs depending on

the maximum set threshold 7.
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3.3.4 Compression Time

We run Espresso on a computer with 8GB DDR3-RAM and an Intel CPU i5-2500K with
4 cores, 6 MB cache and 3.3 GHz. We implemented the compression in a single threaded
C++ program that only uses one core. We measure the runtime for the Espresso-based
FIB compression only, i.e., the partitioning work of the input FIB in smaller subsets is
provided by a different program.

Figure 3.7 shows the measured runtime of Espresso for various numbers of next-hops
njert and for various maximum set thresholds 7'. Without such a threshold (7" = oc), the
compression for a single next hop takes about 22 s, but for more next-hops the runtime
increases from 341 s to 436 s. The runtime is greatly reduced by applying maximum
set thresholds. For moderate thresholds of 7" = 500 the Espresso runtime decreases to a
range between 7 s and 11 s. Low thresholds of 7" = 100 and 7" = 250 require even for
npert = 5 a maximum compression time of less than 1 s or 2 s. Thus, the application
of maximum set thresholds reduces the compression time by orders of magnitude while

degrading the compressed fraction by 1% — 2%.
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3.4 Summary

We presented a concept for the use of OpenFlow-based SDN in carrier networks. In
some design variants, OpenFlow switches need to accommodate the full inter-domain
routing information which is rather challenging as flow table size is limited. As Open-
Flow supports match fields with general wildcards, we propose to compress prefix-based
FIB entries into FIB entries using general wildcards using the Espresso heuristic. This
is feasible with SDN as the computation-intensive compression can be performed by a
network application on a server instead by the switch.

We showed that our proposed method reduces FIB sizes based on a BGP RIB of
2013 with about 500,000 entries by up to 17%. As the runtime of Espresso is expo-
nential with regard to input size, we propose a maximum set threshold to trade runtime
against compression rate. Thereby, the compression time could be reduced by orders of
magnitude down to less than 1 s or 2 s while sacrificing 1% — 2% compression ratio.
Routing updates can be added incrementally.

This compression potential is certainly not large enough to fit the large amount of
routing information into the TCAM of a today’s custom OpenFlow switch to enable
forwarding without misses of flow table entries. However, the method may be used
to compress a rather stable part of the flow table to leave more room for other less

frequently used flow table entries.
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Protection Methods for
OpenFlow-based SDN

In this chapter, we address the robustness of SDN against network failures. Its content

is mainly taken from [4,6—8] and organized as follows.

We explain the need for protection against network failures in SDNs that are caused
by the design of SDN and OpenFlow. We motivate the requirements of protection mech-
anisms in SDN and outline the differences to decentralized networks. We propose var-
ious approaches how such protection against network failures can be realized. First,
we adopt LFAs for SDN. We propose a novel loop detection mechanism for LFAs that
allows to increase their protection coverage. This approach — called LD-LFAs — only
introduces a single forwarding entry per switch but cannot guarantee 100% protec-
tion against all single link failures. Thus, we discuss MRTs and MPLS FRR as can-
didates for FRR in SDN. We propose destination-specific MRTs (dMRTs) and dual
sink trees (DSTs); modified variants of MRTs that increase computational complexity
but improve the path layout without introducing additional state in the devices. Finally,
we propose a resilience mechanism that combines traffic engineering and protection.
Load-Dependent Flow Splitting (LDFS) leverages monitoring capabilities in OpenFlow
switches to detect traffic overloads and to redirect the overload on the backup paths. We

discuss and describe the implementation of all proposed mechanisms in OpenFlow.
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We provide three different studies to measure the effectiveness of these mechanisms.
We analyze the protection coverage of loop-detecting LFAs (LD-LFAs) compared to
LFAs for wide area and datacenter networks. We compare MRTs, dMRTs, DSTs, and
MPLS-FRR with regard to path lengths, required network capacities, and forwarding
state. We investigate the impact of load-balancing overloads on backup paths and their
implications on selected topologies. We conclude this section by discussing the applica-
bility of the proposed mechanism in SDN and if appropriate in decentralized networks.
We summarize them based on their strengths and shortcomings and give recommenda-

tions based on network requirements.

4.1 Motivation

We described how network failures are handled in communication networks in Chap-
ter 2. Section 2.3 discussed existing IP and MPLS and Section 2.8 SDN-based FRR
mechanisms. The principles of network reconfiguration and pre-established backup
paths are applied to SDN as well. However, the handling of failures differs for SDN.
Forwarding devices do not run decentralized routing protocols and depend on the con-
troller to install appropriate forwarding entries. If a failure occurs, the detecting switch
informs the controller which in turn computes new forwarding entries and installs them
on the switches. In [87], the authors measured on a real testbed that their controller
reacts within 80 — 100 ms to network failures. They also identified that the restoration
time depends on the path lengths and number of flows to be restored. Larger networks
are expected to have longer restoration times. However, since the control channel may
be part of the data plane, reconfiguration may be difficult to perform in a timely man-
ner. FRR support is available for SDN since OpenFlow 1.1. In our opinion, FRR is
very important for SDN to mitigate the effects of failures, especially when control ele-
ments observe simultaneously high control load and might not be able to repair failures

quickly.
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The requirements on FRR differ for SDN and decentralized networks. In the latter,
network devices individually compute their forwarding entries and require dedicated
computational resources which may lead to high costs for large networks. Thus, keep-
ing the complexity of the deployed algorithms as low as possible is desirable. There-
fore, algorithms for IP FRR [122] generally strive to minimize computation time. For
SDN, algorithms are performed on controllers that generally provide more computation
power allowing for more computational intensive approaches. Additionally, OpenFlow
requires TCAM to enable wildcard matching on header fields. Because TCAM is expen-
sive and has a large footprint, OpenFlow switches are expected to offer little space for
backup path entries. Forwarding state is also of concern in decentralized networks but

the lack of space seems to be a more severe issue for TCAM-based forwarding devices.

Adopting existing resilience mechanisms to SDN-based networks can be advanta-
geous. Standardized mechanisms are often tested in real networks and are known with
regard to operational complexity. Usually they are already implemented in existing
hardware. This increases the probability that similar hardware acceleration may be in-
troduced in SDN devices, too. In hybrid SDN networks, a resilience scheme that is
supported in the existing network allows for a common resilient forwarding plane. This
allows to introduce SDN devices more easily in existing networks where resilience is an
important factor. Moreover, additional computational resources in the SDN controller

can be used to improve existing mechanisms.

With these reasons in mind, we propose to adopt LFAs [19] from IP networks as
a resilience mechanism for SDN. LFAs do not require additional forwarding entries
but cannot protect against all single link failures. We develop a novel loop detection
for LFAs that increases their coverage in Section 4.2. This extension only requires one
additional forwarding entry per switch and some bits in the packet header. This approach

addresses SDNs that require FRR but cannot hold additional backup entries.

In addition, we propose to leverage Maximally Redundant Trees [100, 123] which are
also standardized in the IETF like LFAs. In contrast to LFAs, MRTs provide full protec-
tion against single link and single node failures if the topology is redundant enough. To

facilitate the protection, MRTSs require a number of additional forwarding entries that
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scale with the number of nodes in the network. Two additional forwarding entries are
required for each default hop. Note that the computation of MRTs is optimized for IP
networks by reducing the overall complexity of the algorithm. In an earlier work [27],
we found that MRTs can lead to excessively long backup paths. Therefore, we adjust the
MRT computation to avoid long backup paths and present this approach in Section 4.3.
We denote this approach as destination-specific MRTs. The algorithmic complexity is
significantly increased but does not require changes to the forwarding mechanism or
state requirements. In addition, we propose dual sink trees (DSTs) that are based on
the same principles of dMRTs but remove the default shortest path in the failure-free
case. We also address MPLS FRR in this work — another IETF mechanism for failure
protection. We do not optimize MPLS but analyze in this chapter if MPLS is suitable
for SDNs and its performance compared to (d)MRTs.

Finally, we propose an original protection method that combines traffic engineer-
ing with failure protection for OpenFlow-based SDN. This work is motivated by the
following two arguments found typically in inter-domain networks. Firstly, in [124],
the authors address the duration of network failures. They found that failures are typi-
cally short-lived and generally do not persist over long time periods. Secondly, traffic
overloads can often be observed through inter-domain routing effects [125] or through
temporary events such as live-streaming of popular events. We design a novel forward-
ing behavior that both protect against network failures and handles temporary overloads
called Load-Dependent Flow Splitting (LDFS) in Section 4.4. LDFS requires and com-
bines several OpenFlow features: fast-failover, QoS, traffic monitoring and traffic en-
gineering methods. The basic idea of LDFES is to apply load balancing to a flow or an
aggregate based on the current load of this flow. Traffic is generally sent over a single
primary path. If the load of the flow exceeds a previously defined threshold, traffic is
distributed on multiple paths towards the destination. If a network failure occurs, traffic

is sent on the secondary paths.
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4.2 Loop-Detecting Loop-Free Alternates
(LD-LFAs)

In this section, we explain simple LLFAs and propose a novel loop detection mechanism
for LFAs. Then, we discuss their implementation in OpenFlow. We conclude this section
with an explanation how the loop detection method operates with header of specific

sizes.

4.2.1 Computation of LFAs

LFAs [19] were proposed by the IETF for IP FRR. LFAs are simple but cannot pro-
tect against all single link and node failures. They do not require additional forwarding
entries but a forwarding entry has to contain a list of alternate next-hops.

The idea of LFAs is very simple: if a failure occurs, packets can be sent to an alter-
native neighbor instead of the regular next-hop if this redirection will not cause a loop.
For each hop that may fail, we have to determine all potential LFAs. The forwarding
device can select one or more valid alternates using a tiebreaker or Equal-cost multi-
path (ECMP), respectively. Some LFAs can protect against (1) single link failures, (2)
node failures, and even (3) multiple network failures depending on the use of the fol-
lowing three LFA conditions. The protection level is a policy decision of the network
operator. We only require the distance function dist(u, v) to determine whether neigh-
bors fulfill these conditions. No additional computation is required because dist(u, v)
is already required for the primary hop computation. We will explain the conditions by
example with the network shown in Figure 4.1. Packets are sent from source .S towards
destination D on the shortest path through node P.

The loop-free condition (LFC) protects against single link failures. A neighbor /N of
S fulfills the condition if

dist(N, D) < dist(N, S) + dist(S, D) 4.1)

holds. In the example, this is true for the nodes A (LFC: 2 < 5) and B (LFC: 3 < 5)

because the distance from them towards destination is smaller than the redirection over
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S B

Figure 4.1: Example network for LFA computation.

S.
The node-protecting condition (NPC) prevents the selection of neighbors that may
cause a loop if the primary next-hop has failed. A neighbor is node-protecting if its

shortest path to the destination does not lead over P. The condition is defined as
dist(N, D) < dist(N, P) + dist(P, D). 4.2)

Consider that node P in the example has failed. Node A fulfills the LFC but not the

NPC (2 £ 2). Packets sent to A will loop because S is a simple LFA for A to D (LFC:

3 < 4). Node B is node protecting (3 < 5) and packets sent to B will not traverse P.
The downstream condition (DSC) protects against multiple failures by only redirect-

ing traffic to neighbors that are closer to the destination:
dist(N, D) < dist(S, D). (4.3)

Node B is not downstream (3 «£ 3) and packets would loop between B and .S when both
S — P and B — D are failing because S is a simple LFA for B towards D (3 < 5). A
is downstream (2 < 3) and will not cause a loop even if A — P has failed because S is
not downstream for A towards D (3 £ 2). Note that DSC and NPC are orthogonal, i.e.,
a downstream LFA can either be node protecting or not.

In this work we compute three kinds of LFAs. First, simple LFAs that only fulfill the
loop-free condition (LF-LFAs) which may cause loops when node or multiple failures
occur. Second, node-protecting LFAs that both fulfill LFC and NPC (NP-LFAs) that
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prevent loops for single link and single node failures, and finally loop-preventing LFAs
that fulfill the downstream condition (DS-LFAs).

4.2.2 OpenFlow-Based LFAs with Loop Detection

In this section, we propose LFAs with loop detection that use additional failure infor-
mation in the packet header to drop looping packets. We discuss how LFAs with and
without loop detection can be implemented with OpenFlow. Then, we discuss how fail-

ure information can be encoded in packets with little packet overhead.

4.2.2.1 Improving LFAs with Loop Detection

When LFAs for a network are computed to protect against node failures, the node pro-
tecting condition can exclude neighbors that protect against single link failures. In gen-
eral, this leads to fewer alternate next-hops that are allowed to be selected. In addition, if
only link failures occur, there may be anLLFA available but it is not allowed to be chosen
due to the more restricted condition.

OurLFA approach selects LFAs with the highest protection first and reverts to less
protecting LFAs if necessary, i.e., we select potential LFAs with degrading degree of
protection: (a) NPC and DSC, (b) DSC, (c) LFC and NPC, and (d) LFC only. LFAs
of category (a) cannot loop and LFAs with (b)-(d) may loop depending on the exact
failure scenario. Therefore, we apply a mark for LFAs (b)-(d) into the packet header.
This mark encodes the failure detecting node. Packets either are successfully redirected
towards the destination or a loop occurs. In the latter case, the node can check if the
packet contains its location mark and prevents the loop by dropping the packet.

It is important that marks can be incrementally applied to a packet that is sent on
alternative paths when multiple failures occur. We explain this with the example network
shown in Figure 4.1. Consider that packets are sent from S to D and the links S — P
and A — P have failed. Packets have to be redirected over A because there is noLFA
of category (a) and A is anLFA of category B. The mark for node S is applied and
redirected to A. The packet is not dropped because it has no mark for node A and S is

anLFA of category d for A. The mark for A is applied and the packet is sent to .S. The
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loop can be successfully detected in S' if the mark of A does not overwrite the mark of

S.

Such marks can be implemented using a bit string of a certain length n. Each node
has an ID ¢ with 1 < ¢ < n and its mark corresponds to the ¢-th bit in the string. If the
number of available bits in the field is greater than or equal to the number of nodes, the
loop detection is optimal. If there are more nodes in the network than available bits, we
share IDs across nodes. This can cause false positives when detecting loops and, thus,
can lead to unnecessary packet drops. We provide an algorithm to compute appropriate
IDs in Section 4.2.2.3 and analyze the impact of various bit lengths in Section 4.5.2.4.
We refer LFAs with loop detection to LD-LFAs.

4.2.2.2 Implementation in OpenFlow and State Requirements

The described the basics for resilience mechanisms in OpenFlow in Section 2.5. We
illustrate how LFAs are implemented in OpenFlow by the example given in Sec-
tion 4.2.2.1. Packets are sent from S to D. The switch at S contains a flow table entry
that matches specific header fields, e.g., its IP address and this entry refers to a group
entry. The group entry has type fast failover and consists of two action buckets. The first
action bucket contains the action to “forward to P and the second bucket “forward to
A”. If the link to node P goes down, packets are immediately sent over the next live
defined bucket, i.e., to node A. Note that no additional flow table entries are required to

implement LFAs.
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LFAs with loop detection are implemented similarly. Consider that the ID for S is 1
and represented by the fifth bit in a bit string with 5 bits. We add an additional flow table
entry that matches for exactly that bit using the wildcard expression ****1 and its action
is “packet drop”. Thus, only packets that loop back to S, i.e., are marked with ID 1, will
be dropped. The first action bucket of the group is unchanged. The second action bucket
now contains two actions: “apply ID 17 and “forward to A”. We want to emphasize
that this loop detection mechanism only requires this one additional flow table entry
that detects loops per switch. Therefore, we consider LFAs with loop detection as a
lightweight resilience mechanism.

In OpenFlow, all header fields that are not required for the forwarding process and
additional labels have the potential for ID encoding. For example, the DSCP and ECN
field (8 bits) of an IP header can be used if they are not needed in the OpenFlow network.
However, they are often required in network operation and we suggest the usage of an
additional MPLS label which provide up to 20 bits for ID encoding.

4.2.2.3 Computing IDs for Fixed Bit Lengths

When each node has a unique ID, switches do not erroneously detect forward loops.
Thus, we want to avoid that two nodes that are part of the same backup path have the
same ID. We have developed an algorithm that computes IDs for nodes in such a way
that each node with ID x is least interfering towards nodes with the same ID z.

Algorithm 1 assigns IDs 0 < ¢ < n; to nodes that we call colors in the following.
Initially, the set of uncolored nodes U/ comprises all nodes ) and the set of colored nodes
V is empty. Then, nodes v € U are assigned a color c[v] in the order of descending node
degree §. Thus, the first n, nodes are assigned different colors. Afterwards, a node v
is assigned a color such that it interferes the least with the colors of already colored
nodes. We define the interference inverse to the hop distance dist(u,v) of two nodes
u, v having the same color. We compute the overall color interference ci f[i| for a color
¢ and the color interfering the least is assigned. The algorithm terminates if all nodes are
colored.

Note that, the proposed algorithm can be changed very easily in an SDN environ-
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Algorithm 1: ID assignment for length-restricted bit label.

input : G = (V, ), distance function dist, and number of bits n;

output: c[v]

U=y // set of uncolored nodes
C=10 // set of colored nodes
1=0 // start color

while U/ # () do
/l choose node v with highest node degree

v < argmax, o, (6(v));
if i < ny, then c[v] < i;

else
// initialize color interference

foreach v € C do
‘ ciflu] < 0;
end
/l compute color interference

foreach u € C do

‘ ciflc[ul] « ciflelu]] + gy

end

/1 assign least interfering color
clv] < argming; ., (cif[j]);
end

C <+ CuU{v};

U—U\{vk

141+ 1;

end
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ment. The computation runs in a logically centralized control plane and, thus, only a
few elements must be updated. The In general, the distance function dist(u,v) is al-
ready computed in the control plane for the primary next-hops which enables more

complicated than the presented one for large scale networks.
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4.3 Destination-based Maximally Redundant Trees
(dMRTs) and Dual Sink Trees (DSTs)

In this section, we discuss the adoption of MRTs for protection in SDN networks. We,
first explain MRTs and their computational principles as they are standardized in the
IETF. We provide insight about the disadvantages of the current form of their compu-
tation. We propose dMRTs which leverage an improved path layout for MRTs but does
not change the data plane implementation. Finally, we propose DSTs that are based on
the same data structure of (d)MRTs but sacrifice path lengths for reduced forwarding

state.

4.3.1 Maximally Redundant Trees

Maximally Redundant Trees (MRTs) are standardized in the IETF [100, 123], and can
be implemented in IP and MPLS networks to protect against single link and single node
failures. The main motivations for MRTs are to achieve 100% failure coverage without
introducing too much forwarding state as with previously discussed approaches such as
not-via addresses [23] in the IETF. In addition, MRTs should not require much compu-

tational complexity since IP routers generally provide limited computational resources.

MRTs achieve these requirements by calculating two routing topologies that are re-
ferred to as the red and blue topologies. Packets traversing these additional topologies
towards a destination follow maximally redundant paths, i.e., a packet sent on the blue
topology from a source S towards destination D traverses different links and nodes than
a packet sent on the red topology from S to D if the network topology is redundant
enough. If the network topology does not allow for redundant paths, MRTs ensure that
only a minimum number of elements are shared by each red and the blue path pair.
The backup paths are generally implemented in such a way that only a single additional
entry is required in a node per destination and per routing topology. Thus, MRTs scale
linear with the number of nodes in the network and require 200% additional forwarding

entries which is a desired property of MRTs in the IETFE.
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e e %ﬁ : ﬁ
e—>ADAG e—>ADAG

---> Blue path ----» Blue path
_____ » Red path -----» Red path

(a) Source and destination are part of a sin- (b) Source and destination are on two dif-

Figure 4.2: Construction of red and blue path using the ADAG structure.

4.3.1.1 Computation of Backup Paths

MRTs leverage a special structure to keep computational complexity low. The structure
is called Almost Directed Acyclic Graph (ADAG), which is described in great detail in
the IETF draft [100], and is computed in linear time [126]. In the following, we briefly
outline the ADAG structure and how all next-hops for the red and blue topologies can be
inferred from it. An arbitrary node of the network will be the root node R of the ADAG.
All (bidirectional) links of the network topology are directed in such a way that every
link is part of at least one cycle that contains the root R. Moreover, all cycles must enter
the root node through a single link lg. Removing the link Iz removes all cycles from the
structure converting the ADAG in an directed acyclic graph (DAG), hence its name.
The ADAG structure is used to compute two disjoint backup paths. Consider a PLR
S and a destination D. Figure 4.2a illustrates the case that both S and D are located on
the same cycle. The blue backup path follows the ADAG direction and the red backup
path follows the reverse direction. If several cycles exist where S and D are part of,
the shortest cycle in terms of link costs is considered for backup path construction.
Figure 4.2b shows the case when S and D are not part of the same cycle. Then, they must
be part of two different cycles that intersect at least in the root node R and link Iz due
to the ADAG properties. The blue backup path first goes against the ADAG direction
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towards an intersection node with the cycle that D is part of. From this intersection
node, it follows the ADAG towards D. The red backup path is constructed using the
reverse direction. At first, it follows the ADAG to a (different) intersection node and
from there it goes against the ADAG towards D. These two backup paths for the PLR
S are computed using two modified shortest path first (SPF) computations rooted at S.
This may not lead to the overall shortest backup paths but red and blue hops can be

inferred for all destinations using both cases shown in Figure 4.2.

4.3.1.2 Selection of Backup Paths in Failure Cases

Traffic is normally forwarded on the primary path. When a failure occurs, the PLR
determines whether the red or blue backup avoids the failure and sends it along the
corresponding path. The computation of this decision is based on the information gath-
ered during backup path construction. The ADAG provides a partial topological order
of the nodes and the SPF computations for the backup paths contain information about
reachability of nodes by red or blue paths. [100, Figure 25] shows that the construction
method utilizing an ADAG ensures that at least one of the backup paths cannot contain
the failed element. This path is selected and the traffic is sent to the appropriate color

(Section 4.3.4) using tunneling mechanisms.

4.3.2 Destination-specific MRTs

In a previous work [27], we found MRTSs can cause excessive path lengths, i.e., up to
16 hops in a 16 node network, depending on the network topology and the selected root
node of the ADAG. Therefore, appropriate root node selection is highly significant for
MRTs. We think that the reason for long backup paths with MRTs is caused by the way
the paths are constructed. We illustrate the reason of long backup paths in Figure 4.3.
The shown topology is a two-vertex biconnected network from the Topology Zoo [127].
We select node 2 as root node for MRT computation. In the example, traffic is sent from
node 7 towards node O on the shortest path and the last hop fails. The shortest cycle that
contains the PLR, the destination and the root node is illustrated as the backup path.

Since the PLR and the destination are quite distant to the root node, the backup path
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® MRT root

O Source

@ Destination
—— Shortest path

- —> Backup path

Figure 4.3: MRT backup paths can be long when the ADAG root node is quite distant to
the PLR and destination because the backup path often contains the distant

root node.

is significantly longer than necessary. This example illustrates why MRTs lead to long
paths when PLR and D are on a single cycle (Figure 4.2a). The second case (Figure 4.2b)

follows a similar reasoning.

Therefore, we propose to use for each destination D a separate ADAG rooted at D.
Then, the PLR and D always are part of the same cycle due to the ADAG construction.
Figure 4.4 illustrates the same setup for dMRTs. The shortest cycle of the three nodes
(PLR, D, and ADAG root) is significantly shorter than for MRTs since the ADAG root
node is the destination. This optimization of MRTs seems kind of obvious to make,
yet it has significant implications on the computational complexity on the algorithm.
For each of the n possible destinations an ADAG and two backup paths have to be
calculated because the root node and thus the structure of the ADAG changes. Note
that a high number of SPF calculations is very undesirable for IP networks because
each router has to calculate the routes and computing resources are more scarce on each
device. However, we think that SDN justifies higher algorithmic complexity in order to
reduce backup path length. The computational resources are significantly higher in SDN

context since the control plane generally is computed on separate high-performance
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O Source

@ Destination

—— Shortest path
— —> Backup path

Figure 4.4: dMRTs leverage the shortest cycle of the ADAG rooted at the destination.
Backup paths can be significantly shorter than with MRTs.

computers. We discuss this aspect in more detail in Section 4.3.4 below.

4.3.3 Dual Sink Trees

MRTs require three next-hops per destination in every switch. The first next-hop is
along the shortest path towards the destination. In addition, a blue and a red next-hop
are required for the backup paths. We propose to remove the default shortest path hop
to reduce the state required in the network. The remaining red and blue hops are re-
dundant by design of the MRTs and the ADAG structure and form a pair of forwarding
trees. We denote this mechanism as dual sink trees (DSTs). A similar mechanism was
proposed under the name of Independent Directed Acyclic Graphs (IDAGs) in [95].
It leverages a similar structure to the ADAG to compute the redundant paths. The au-
thors do not propose their approach to SDN or explain how it should be implemented
in an OpenFlow-based network. The performance evaluation in [95] does not reflect
important aspects with regard to SDN networks. Moreover, they do not compare their
approach to MRTs and, thus, the performance difference is not clear in their work. We
provide further insight about the performance between MRTs and DSTs in Section 4.6.

Figure 4.5 illustrates the effects of removing the default shortest path. The ADAG
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© Source
@ Destination
—— Primary path

- —> Secondary path

Figure 4.5: The primary and secondary paths for DSTs form a vertex-redundant circle
containing the source and the destination. The shorter path is selected as
primary path. In this example the primary path is one hop longer than the

shortest path.

rooted at the destination is used to find the shortest vertex-disjoint path pair from the
source to the destination. It selects the shorter of the two as the primary path that carries
the traffic in the failure-free case. This can be either the blue or the red path. In the
example, the primary path has length 5 but the shortest path (Figure 4.4) only length 4.
We investigate the impact of the path prolongation in Section 4.6.5.

Figure 4.6 shows how failures are handled with DSTs. Packets are forwarded on
the primary path to the PLR. The PLR switches the color of the packet. The packet
is then sent on the shortest circle containing the PLR and destination. In the example,
the backup path is as short as for IMRTs. Because dMRTs can either select the red or
the blue path, dMRTs backup paths may be shorter than for DSTs. However, switch-
ing packets from one color to another can cause looping when multiple failures occur.
Therefore, we require a mechanism that tracks the number of redirects and drops the
packet to avoid the potential forwarding loops of multiple redirects. We describe this

mechanism and its realization in OpenFlow in the following section.
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© Source
@ Destination
—— Primary path

- —> Backup path

Figure 4.6: DSTs leverage the shortest cycle that contains the PLR and the destination.
It requires that the forwarding color changes which may increase the backup

path length compared to dMRTs.

4.3.4 Application and Implementation in IP and SDN-based
Networks

In this section, we discuss the applicability of (d)MRTs and DSTs in IP and SDN-based
networks. We first address the computational complexity of the proposed solutions. As
presented in Chapter 2, every IP router has to calculate its primary and backup NH to
each destination. In an SDN-based network, the computation of forwarding entries for
the network devices is performed in one or more control elements. We assume a single
centralized controller to estimate the algorithm complexity for an SDN approach. Note
that a distributed controller approach can reduce the overall computation of a single

controller, e.g., by dividing the network in disjoint parts.

We also address how (d)MRTs and DSTs can be implemented in OpenFlow. We first
present how MRTs are implemented in IP networks. We do not propose an implemen-
tation of DSTs for IP networks. Then, we present the implementation of MRTs and
DSTs in OpenFlow. The latter requires a more complicated implementation to avoid

forwarding loops when multiple failures occur.
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Computational Complexity for MRTs We first outline the complexity for sim-
ple MRTs to provide comparability to dMRTs. An IP node has to compute the default
hops using a SPF computation. The ADAG computation is assumed here to be in lin-
ear time [126] but may be higher for advanced approaches. Backup path calculation
requires two modified (Figure 4.2) SPF computations as discussed in Section 4.3.1.1.
The backup path selection (Section 4.3.1.2) is done in linear time leveraging informa-
tion gathered by the ADAG construction and blue and red hop generation [100, 126]. A
SDN controller computes the primary NH for all nodes in the network: n SPF compu-
tations. The controller needs to compute only one ADAG as all paths follow the single
ADAG structure. The controller has to compute for each node the backup paths; this

results in 2n modified SPF computations.

Computational Complexity for dMRTs For dMRTs the computation of backup
paths in IP nodes has to change significantly. The node has to compute n ADAGS,
which changes the linear computation in a polynomial one. The red and blue hops must
be computed for each destination and its corresponding ADAG resulting in 2n SPF
computations. Backup path selection can still be performed linear. For SDN, the com-
putational overhead compared to simple MRTs does not change too much. The only
difference is that the controller must also compute n ADAGs. Since computation of the

controller was already polynomial, only a small overhead is expected for dMRTs.

Computational Complexity for DSTs The computation of the blue and red next-
hops is identical to AMRTs. DSTs do not require a shortest path for the failure-free case
and, thus, do not compute it. This saves a SPF computation for each destination but the

major complexity is caused by the computation of the destination-based ADAGS.

Implementation of MRTs in IP and MPLS Networks The existing forwarding
techniques are not changed bydMRTs since only the path layout is changed compared
to simple MRTs. We briefly outline how MRTs are implemented in current networks
and leave the details to the IETF draft [123]. Signaling of backup paths is implemented

using tunneling: IP-in-IP tunnels and MPLS tunnels are supported currently. Each node
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announces its address or label of the primary path as well as the blue and red backup
paths in the network. In failure cases, the PLR encapsulates the traffic using the address

of the appropriate color of the destination.

Implementation of (d)MRTs in OpenFlow We propose to implement (d)MRTSs
in OpenFlow analogously to the implementation existing for IP networks. OpenFlow
1.1 or higher is required to support the implementation of (d)MRTs since it introduces
both MPLS support and group tables to implement backup mechanisms.

We explain the structure of the OpenFlow pipeline and how the controller configures
the switches for (d)MRTs. The OpenFlow pipeline consists of one or more flow tables.
The controller installs one entry for each destination that points to a group table entry
of type fast-failover. An entry consists of a list of action buckets which are executed
consecutively until the first bucket succeeds. Thus, the controller installs the forwarding
next-hop in the first bucket and the encapsulation to the appropriate colored destination
in the second bucket.

MPLS is an optional feature for OpenFlow 1.1, and may not be available on all Open-
Flow switches. If MPLS is available, the controller simply implements (d)MRTs by
pushing the appropriate MPLS label on the packet as action in the group table entry.
We recommend MPLS tunneling since it is more lightweight than IP-in-IP tunneling.
OpenFlow can also be configured for IP-in-IP tunneling but lacks actions for encapsu-
lation with an additional IP header. We suggest two workarounds for this deficiency.
The first one is to create additional interfaces on the switch that perform the appropri-
ate encapsulation. One interface is required for each color and destination pair that the
switch may address. The OF-CONFIG protocol [59] can be utilized by the controller to
configure the tunnel interfaces on the switches. The second workaround is to extend the
OpenFlow protocol by actions for IP encapsulation and decapsulation. This approach
was implemented in [128]. Then, the controller can set up the IP tunnels analogously to
the MPLS approach.

The controller also installs the blue and red next-hops in the forwarding tables. Such
an entry does not point to a group table but simply contains the actions to forward

the packet or to decapsulate the packet. This prevents additional redirects in case of
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multiple failures which may result in forwarding loops. This is the behavior suggested
in the MRT drafts.

Implementation of DSTs in OpenFlow The implementation for DSTs leverages
the same features as for AMRTs. The main difference to dMRTs is that the controller
does not install default shortest paths that are used in the failure-free case. The controller
installs only forwarding entries for the red and blue backup paths. The red and blue hops
leverage group table entries with fast-failover. Blue paths are switched to the red path
and vice versa. To avoid forwarding loops, each redirection towards a blue path or red
path must be encoded in the packet header, e.g., in the differentiated services code point
(DSCP) field. Each switch requires an additional forwarding entry that drops packets
that are redirected twice. This terminates forwarding loops when multiple failures occur

and is similar to the loop detection mechanism proposed in Section 4.2.
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4.4 Load-Dependent Flow Splitting (LDFS)

In this section we propose LDFS OpenFlow networks. LDFS provides both resilience
and Traffic Engineering (TE) for OpenFlow-based SDN. It requires the availability of
a primary and one or more backup paths. The traffic is normally sent over the primary
path. When network failures occur and the primary path fails, traffic is redirected on the
backup path. If the primary path is available but the load of a flow exceeds a specified

threshold, it is load balanced between the primary and the secondary paths.

4.4.1 Requirements for LDFS

LDFS provides both resilience and TE for OpenFlow-based SDNs. Therefore, we re-
quire that OpenFlow switches support group tables and the fast-failover mechanism.
The SDN controller computes a primary path for each traffic flow. The flow may be
either an fine-grained flow such a TCP flow or a traffic aggregate, e.g., an IP prefix.
Moreover, the controller computes one or more secondary paths that should be disjoint
to the primary path. The switch must be able to measure the liveness of a the primary
and secondary paths. This is can be done using the port status for the next-hop or using

a BFD measuring the liveness of a whole end-to-end path.

The second requirement for LDFS is load-balancing capability of the OpenFlow
switch. With OpenFlow load-balancing is performed using group tables and the group
type select. A select group table entry selects one bucket for each packet. For example,
if a group should load balance through port 1 and port 4, two action buckets have to
be defined; the buckets contain the actions “forward to port 1” and “forward to port 4”,
respectively. The OpenFlow standard specifies that the algorithm which decides the ac-
tion bucket to select is not part of the OpenFlow standard. Potential algorithms can be
based on hash values over match fields or a simple round robin approach. Note that, we

require that the selection algorithm only select live action buckets to implement LDFS.
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The third and final requirement for LDFS is the capability of OpenFlow switches
to monitor the traffic rates of flows and groups. As discussed in Section 2.5, various
counters for the main components of a switch exist. These counters have to be updated
when the packets enter the OpenFlow pipeline of the switch.

Flow table and group table entries contain counters that measure the entry’s duration,
received packets, and received bytes. Note that many of the statistics are optional. Thus,
we require OpenFlow switches that support the necessary counters to implement LDFS.
However, statistic generation using counters is difficult in practice due to hardware re-
strictions. This problem is described for OpenFlow switches in [129]. The authors pro-
vided a solution that is able to generate statistics more efficiently.

OpenFlow’s monitoring capabilities were notably enhanced in OpenFlow 1.3. Meter
tables enable OpenFlow to implement simple QoS operations. In combination with per-
port queues, complex QoS frameworks such as DiffServ can be implemented. Meter
table entries contain a list of meter bands. Each meter band has a specified rate on
which it applies. The meter with the highest configured rate that is lower than the current

measured rate is chosen. Thus, meters also have the potential to implement LDFS.

4.4.2 LDFS Policies

The LDFS algorithm operates on either on fine-granular flows or on macro flows such as
IP prefixes. Macro flows can be easily defined using wildcard-based OpenFlow match-
ing. Individual flows can be handled as an aggregate by using the same group for each
flow. The group instruction provides selection of group table entries. The rate of an ag-
gregate is should be measured using the group counters or by a meter that is attached to
the corresponding flow table entries.

LDEFS requires a new group type. This new type should cause the group to behave
similarly to the select type. The group needs to store a threshold rate value 7' that
distinguishes normal traffic from overload traffic. As long as the threshold rate is not
exceeded, the first action bucket is executed. Otherwise, the switch performs load-
balancing on the remaining action buckets.

In addition, each bucket requires an associated liveness condition as if needed for
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fast-failover groups. Note that only live action buckets can be selected. The controller is
responsible to compute the paths in such a way that the secondary action buckets form
disjoint paths to the primary path. At least one secondary bucket is required.

We propose three different load-balancing variants which behave differently on over-
loads. In the following, we define the rate of an aggregate g as r(g) and the excess traffic

rate as r.(g) = r(g) — T.

Balance All Traffic (BAT) When the threshold is exceeded, the whole aggregate is
load-balanced over the secondary paths. Thus, the same rate is sent over all paths.
Note that the BAT method has the same forwarding behavior as the multipath

routing on traffic overloads. Otherwise, the primary path is selected.

Balance Excess Traffic (BET) The BET method is similar to the BAT method.
However, we only split the excess traffic over the secondary paths. This is

achieved by configure the load-balancing in such a way that there is a load of

T+ ”2& on the primary and ”‘—ég) on the secondary path.

Redirect Excess Traffic (RET) The RET method sends all excess traffic on the sec-

ondary paths. A load balancing algorithm that sends a rate of 7" on the primary

and a rate of "2 on n secondary paths is a potential implementation of RET.

n
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4.5 Coverage Analysis of LD-LFAs

In this section, we present our evaluation methodology for the coverage analysis of
LD-LFAs. Then, we show the results for carrier-grade networks. Finally, we discuss the

protection effectiveness of LFAs and LD-LFAs in datacenter topologies.

4.5.1 Methodology

In this section we discuss how we analyze the protection of the various LFA approaches
for different failure cases. We define multiple kinds of failure scenarios and explain the

term protection and coverage in detail.

4.5.1.1 Failure Scenarios

A failure scenario s is a set of failed links and nodes. We define several failure scenarios
that cover types of network failures. The set S“" contains all failure scenarios where [
links and n nodes have failed.

We analyze all single link failures (SLF) S*° and all single node failures (SNF) fail-
ures S%!. We also consider multiple failure scenarios because LFAs do not require ad-
ditional forwarding state to protect against multiple failures. For that purpose we use
all double link failures S*° and the combination of single link and single node failures
S1:1, We do not consider scenarios with additional simultaneous failed elements because

their probability is usually significantly lower than two failing elements [130].

4.5.1.2 Coverage

In our analysis, we route the flows using shortest paths for a specific failure scenario
s through the network while applying certain fast reroute algorithms. We investigate
whether the flow (1) successfully reaches the destination, (2) is dropped because s re-
moved all physical paths to its destination, (3) is dropped although a physical path to
the destination still exists, and (4) causes a microloop. We denote flows as protected if
(1) or (2) hold, as unprotected if (3) applies, and as looped if (4) holds. We consider

all possible flows in the network and calculate the percentage of protected, unprotected,
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TV I Javg(VD] €] |avg(l€])] 0

Ts | 37 |4-82| 25 | 4-82 | 246 |1.89
Tr | 68 [6-103| 31 |6-103| 346 | 22
T | 82 [6-76| 32 |[10-105| 44.9 |2.96

Table 4.1: Statistics for the topology sets. For each topology set we provide the number
of topologies |7 |, nodes |V, and bidirectional edges |£|. We also provide the

average node degree 0.

and looped flows for a single failure scenario s. Considering a set of failure scenarios

S, we average these values over all failures contained in that set.

4.5.2 Coverage Results for Carrier-Grade Networks

In this section we quantify the percentage of flows that LFAs can protect, cannot protect,
or for which LFAs cause loops. The latter can be avoided through loop detection. We
discuss the considered networks, study the performance of different types of conven-
tional LFAs, and compare it to the one of LFAs with loop detection. Finally, we discuss

the impact of the bit length for the ID encoding in packets.

4.5.2.1 Networks under Study

We evaluate the fast reroute mechanisms for various networks from the Topology
Zoo [127]. We classify these topologies into three categories: star topologies 7g, ring
topologies Tr, and mesh topologies 7,,. Table 4.1 provides an overview of the selected

networks. We omit 7 in our analysis due to the lack of alternate neighbors.

4.5.2.2 Flow Analysis for LFAs without Loop Detection

We evaluate the percentage of protected, unprotected, and looped flows for various types
of LFAs and for various failures sets. As LFAs can protect significantly fewer flows in
ring topologies than in mesh topologies, we conduct our study separately for mesh and

ring topologies.
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Figure 4.7: Percentage of protected flows in mesh topologies.
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Figures 4.7 (a) and (c) show the percentage of protection in mesh topologies 7, for
LF-LFAs and DS-LFAs. For single link failures, LF-LLFAs protect approximately 68.1%
of the flows which is 2.3 times more effective compared to DS-LFAs that only protects
about 29.5%.

LF-LFAs cause loops for the other failure scenario sets. There is a similar protection
ratio in S?° but LF-LFAs cause loops for approximately 1.2% of the traffic. For S%!
and S, a significant number of loops occur. 29.2% of the traffic loops in single node
failure scenarios and 19.1% in S'!. DS-LFAs protect a similar amount of traffic but
cause no loops in these scenarios.

Figures 4.8 (a) and (c) show the percentage of protection for ring topologies Ty,
for LF-LFAs and DS-LFAs. The coverage of LFAs is clearly reduced for all failure
scenarios for LF-LFAs. For single link failures, 23.4% less traffic is protected which
corresponds to 44.7%. The protection for double link failures is reduced from 67.2%
to 59.1%. The number of caused loops is generally reduced. In particular, for S%! the
amount of loops is reduced by 21.2% to 8%. We observe a reduction by 14.4% to 4.7%
for S11. We explain this behavior due to the fact that the overall number of available
LFAs is significantly smaller in ring structures. DS-LFAs perform very similarly in mesh
topologies and ring topologies.

The protection for NP-LFAs is shown in Figure 4.7 (b) and Figure 4.8 (b). For all
topologies, we observe that loops are significantly reduced compared to LF-LFAs: there
are no loops for single link or node failures and only a minimum amount of traffic
(< 0.5%) loops for multiple failures. The protection for single and double link failures
is reduced to 40% by approximately 28.9% and 27%, respectively. The protection is
only slightly reduced for ring topologies.

4.5.2.3 Flow Analysis for LFAs with Loop Detection

With loop detection, all LF-LFAs can be used for fast reroute because potential loops
can be detected and prevented by dropping packets. In this section, we evaluate the
performance of LFAs with loop detection when unique IDs can be assigned per node to

record redirecting nodes which prevents any erroneously detected loops. The results for
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Figure 4.8: Percentage of protected flows in ring topologies.
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LD-LFAs are shown in Figure 4.7 (d) and Figure 4.8 (d).

The protection against single link failures is equivalent to simple LF-LFAs with cor-
responds to 68.1% in mesh and 44.7% in ring topologies. LD-LFAs prevents all loops
for all network scenarios which can also be achieved with DS-LFAs. However, LD-
LFAs provide significantly more coverage. We observe an improvement of approxi-
mately 36% — 38% for single and double link failures, 13.6% for single node failures,
and 20% for single link and node failures in mesh topologies. There is less improve-
ment in ring topologies which correspond to about 6.5% — 14.2% more coverage in the

different scenarios.

4.5.2.4 Impact of Number of Bits Available for ID Encoding

In this section we discuss the impact of the bit length for ID encoding. The number
of available bits for the ID can be a limiting factor for protection coverage in large
networks. If there are more nodes than available IDs, some nodes share the same ID. If
packets are redirected over an LD-LFA and traverse a node with the same ID, the packet

is discarded although there is no microloop.

Therefore, we analyze the impact of the bit length on networks that consist of 50
or more nodes. There are 14 mesh and 11 ring networks of the required size in 7Ty,
and 7. We compare DS-LFAs and LD-LFAs with varying bit lengths. The percentage
of protected flows is illustrated in Figure 4.9. We observe significantly more protected
flows for LD-LFAs compared to DS-LFAs even for short bit lengths. LD-LFAs protect
12.4% — 29.2% more traffic for single link failures than basic LFAs. Very short bit
lengths lead to clearly less protection than LD-LFAs with long bit lengths, i.e., a bit
length of 64 protects 1.4 times more traffic than a bit length of 3. Bit length 8 leads to
51% and bit length 16 to 54.6% protection. The difference in protection coverage of bit
lengths from 16 to 64 is negligible.

In ring topologies we observe the same basic trend as in mesh topologies. However,
the differences between DS-LFAs and LD-LFAs are generally less significant which can

be explained by the reduced availability of LFAs in ring structures.
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Figure 4.9: Percentage of protected flows in large mesh and ring networks for DS-LFAs

and LD-LFAs with varying bit lengths. Bit lengths of 8 or 16 are sufficient

and their protection is comparable to unlimited ID lengths in large networks.
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Jods Jods dods Jods

Figure 4.10: The fat-tree topology with k£ = 4 consists of four pods and supports up to

16 servers (green nodes).

4.5.3 Results for Datacenter Networks

In this section we analyze datacenter networks which structurally differ from carrier-
grade networks. We present and discuss three common datacenter topologies with re-
gard to protection with LFAs. We briefly describe each datacenter topology, discuss its
structure, and provide the protection statistics for theLFA variants. Moreover, we sug-
gest an augmented fat-tree topology that provides higher protection coverage for LFA

than its normal variant.

4.5.3.1 Fat-Tree Networks

Fat-tree topologies [131] leverage largely commodity Ethernet switches to interconnect
servers in a hierarchical fashion. A fat-tree topology is parameterized with k£ which
denotes both the number of ports of a switch and the number of pods which are described
later in this section. The number of servers in the topology are determined by these
parameters. Figure 4.10 shows a fat-tree topology with k = 4 that consists of four pods.
In the following we discuss the different parts of the topology.

A fat-tree consists of a core layer, an aggregation layer, and an edge layer of switches.
The edge layer switches connect to the servers. A so-called pod consists of a set of edge
and aggregation switches where every edge switch is connected to every aggregation

switch. Every aggregation switch is connected to several core switches but in such a way
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Figure 4.11: Percentage of protected flows in fat-tree with £ = 6. All LFA variants (LF,
NP, DS, LD) provide identical protection.

that any core switch has only a single connection to every pod. Nevertheless, aggrega-
tion or core switches can fail while there is still an alternative path available between any
pair of edge switches. The maximum size of that structure is limited by the number of
switch ports. Given £ ports, g servers per edge switch and both g edge and aggregation
switches are supported per pod. Thus, an edge switch has g to its servers and another %
to the aggregation switches within the pod. Every aggregation switch connects g core
switches. Thus, up to (%)2 core switches may be used. With this design, % servers can
be supported per pod and ’1—3 servers can be supported in total. That means, a fat-tree
built of 48-port switches can support up to 27,648 servers. Considering the fact that
each server may host multiple virtual machines, large datacenters can be constructed

using the fat-tree topology.

For the evaluation of fat-trees, we generate only two pods for parameter k£ = 6 and
interconnect them redundantly with 4 core switches. Due to the symmetry of fat-trees,
this reduction is without loss of generality regarding with regard to resilience aspects.

The results are shown in Figure 4.11. We observed two key findings. Firstly, we obtain

the same coverage results for all LFA variants. Secondly, LFAs do not generate loops in
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Figure 4.12: Augmented fat-tree topology with k£ = 8 and two pods.

any considered failure scenarios.

In case of single link failures, LF-LFAs can protect only 70.8% of the flows while
29.2% cannot be protected in spite of the high physical redundancy. The reason is that
LFAs are only available on the same level or the next level towards the destination.
Therefore, core routers lack LFAs if a link towards a pod fails. In a similar way, aggre-
gation switches lack LFAs if their link towards the edge switch fails. For single node
failure, 89% of the flows can be protected. Again, core switches cannot find LFAs if
the next-hop fails. Finally, 81.9% of the flows can be protected in case of single link
and node failures. We conclude that the overall protection is higher than in carrier-grade

mesh networks but LFAs cannot achieve full coverage in fat-trees.

4.5.3.2 Link-Augmented Fat-Tree Networks

We augment the fat-tree topology using additional links in the individual switch layers.
This enables the potential for more alternate next-hops that may be selected as LFA in
failure cases. Figure 4.12 illustrates a link-augmented fat-tree topology using k£ = 8 and
two constructed pods. We consecutively connect two neighboring switches in each layer
using an additional link. We also connect the first and the last switch in the layer. Thus,
each switch layer is transformed into a ring.

Due to additional links within the switch layer, some ports cannot be used to connect
servers which reduces the total number of servers supported by the augmented fat-tree.

In the following we discuss the trade-off between the normal and the link-augmented

92



4.5 Coverage Analysis of LD-LFAs

fat-tree topology. Each switch requires two ports to be reserved for the additional links.
The number of switches is reduced by two in the core layer, in the aggregation and edge
layer. Finally, the number of servers per edge switch is also reduced by two. Therefore,
the topology supports k£ — 2 pods with each k—EQ aggregation and edge switches. There-
fore, the total number of servers is @. There are up to 24,334 servers supported with
48-port switches which leads to a reduction of approximately 12% to the unmodified

topology with 27,648 servers.

In the following, we assume k = 8 for the link-augmented fat-tree topology because
the number of servers in total and per pod are equal to an unmodified fat-tree topology
with £ = 6. This allows for easy comparison to the unmodified fat-tree presented in

Section 4.5.3.1. We generate only two pods instead of the possible six pods.

The results are shown in Figure 4.13. We can see that LF-LFAs can protect against
all single link failures but up to 31.6% of the flows cause loops when node or mul-
tiple failures are considered. NP-LFAs fully protect against single node failures and
only generates minor percentages for loops (< 0.2%). Coverage in single link failure
scenario is reduced to 80%. DS-LFAs completely remove all loops but provides less
coverage (68.4% — 88.2%) overall. LD-LFAs fully protect single link and node fail-
ures and protects almost all flows when multiple failures occur. Only a small amount of
flows (< 0.3%) cannot be protected. This may happen, e.g., when two links towards a

destination edge switch fail.

Packet drops only occur in scenarios where packets are sent from one pod to another
and the multiple failures are located between the core layer and the destination pod. We
illustrate such a case by the example in Figure 4.12. Consider that packets are sent from
the first server in the first pod to the first server of the second pod in Figure 4.12. The
packet traverses to the first core switch up the tree. The link from the core switch to the
second pod fails. There are only two LFAs available: the second or the last core switch
and the packet is sent towards one of them. In this example, we assume that the last
core switch is chosen and that there is another failure between the last core switch and
the pod, i.e., caused by a link or node failure. The first and the seventh switch are both

LFAs. The first core switch fulfills the node protecting condition while the second only
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Figure 4.13: Percentage of protected flows for the augmented fat-tree topology with k =
8. In a very few multiple failure cases (S*°, St1), LD-LFAs cannot protect

less than 0.3% of the traffic, which is not visible in the figure.
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Figure 4.14: BCube; network with n = 4 and k£ = 1 consists of 4 BCube, cells. The

cells are interconnected using an additional layer of switches.

fulfills the loop-free condition. Thus, the first core switch is selected and the packet is
sent to this switch. The packet is eventually dropped by the loop detection of LD-LFAs.

LFAs can protect against multiple failures within the same pod. Moreover, interacting
virtual machines in a datacenter are often placed as close together as possible, i.e., in
the same server or in the same pod [132], so that these cases are quite rare in practice.
Thus, we highly recommend the use of LD-LFAs in link-augmented fat-tree topologies
because of its high coverage and minimal state requirements of one forwarding entry
per switch. There is full protection against all single failures and almost all flows can be

protected in multiple failure scenarios.

4.5.3.3 BCube Networks

BCube is a specifically designed datacenter topology intended for shipping-container
based, modular datacenters [133]. They are built from commodity off-the-shelf (COTS)
mini-switches and servers. The servers are interconnected with multiple switches using
multi-port network cards and the servers participate in the forwarding process. BCube
is a recursively defined topology where a level-1 BCube is built from multiple level-0
BCubes.

In the following, we describe the structure of BCube networks by example. Fig-
ure 4.14 shows a BCube network with parameters n = 4 and k£ = 1 where n represents

the number of ports per switch and k& is the number of levels in the BCube. BCube,
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Figure 4.15: Percentage of protected flows in BCube with n = 4 and £ = 1. AIILFA
variants (LF, NP, DS, LD) provide identical protection.

is built from four basic BCubey. Each BCube, consists of one n-port switch that is
connected to n servers. The switch is used for the communication within the BCube.

The BCube; is built from the BCube; by connecting them using an additional layer
of switches in such a way that the i-th switch of the layer is interconnected to the i-th
server of each BCube. Therefore, a server must provide k + 1 network interfaces to
support a BCube;, architecture. Traffic from a BCube to another traverses the switch
layer above. A BCubes is constructed in the same way by connecting four BCube; using
an additional layer of 16 switches. In general, the i-th layer consists of k? switches.
Note that servers are used for forwarding and, therefore, computing resources must be
allocated for the forwarding process. Additional details on BCube networks and their
construction can be obtained from the proposing publication [133].

We analyzed BCube networks of different size by altering the n and &k parameter. We
only provide the results for n = 4 and k£ = 1 because they are also representative for
BCubes that are parameterized with higher port number n and number of levels k.

We found three key observations. (1) AIILFA variants provide exactly the same pro-

tection. (2) There are no forwarding loops for all considered scenarios including mul-
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tiple link and node failures. (3) Protection against failures is very low. Only 18.8% of
the flows can be protected against single link failures and 19.1% against single node or
multiple failures.

We can explain these results by the structure of BCubes. Consider the fact that a
link within a BCube, fails. The packets must be sent over a different BCube to reach
the destination. However, there are only two hops in the BCube necessary while the
redirection using a different BCube clearly consists of more hops. Thus, there is no
neighbor that is a valid LFA because the basic loop-free condition cannot be fulfilled.

For BCube-to-BCube communication, there are cases where alternate paths have the
same length as the primary path and, thus, can be used as LFA. We explain this by the
example shown in Figure 4.14. Consider that the first server of the first pod sends traffic
to the second server of the second pod. There are two equal-length paths towards the
destination. Firstly, the traffic can be sent to the second server in the first BCube and
then to the destination using the second switch in the connecting layer. Secondly, the
traffic can be sent towards the first server in the second BCube and from there using the
switch in the BCube. However, traffic sent from the first server in the first cube to the
first server of second cube cannot be protected using LFAs.

We conclude that neither basic LFAs nor enhanced LFAs with loop detection can

sufficiently protect flows against in link or node failures in BCube networks.

4.5.3.4 DCell Networks

DCell networks are proposed in [134] and are similar to BCube networks with respect to
recursive definition, use of COTS hardware and mini-switches, and packet forwarding
using servers instead of expensive forwarding switches. A DCell can be constructed
incrementally and scales to large numbers of servers. The main difference between a
BCube and DCell is that while BCube connects smaller BCubes into a larger one using
an additional switch layer, DCell directly connects smaller cells to larger ones without
the use of any additional switches at all. Thus, there are only switches inside a single
cell.

We now discuss the structure of DCells in more detail. A DCell; with n = 4 and
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Figure 4.16: DCell; with n = 4 and £ = 1 consists of 5 DCelly cells (blue). Each
switch (red node) is part of one DCelly. Traffic from one cell to another is

forwarded using servers (green nodes).

= 1 1s shown in Figure 4.16. It consists of five DCell, and each of those cells contains
an n-port switch and n servers. Servers within the cell communicate with each other

using the switch.

To form a DCell;, the DCellj are fully meshed if treated as a virtual node. This means
that each server of a DCell, connects to a server of a different DCelly. Therefore, we
require an additional port of each server for an additional level of DCells resulting in
k+1 network ports for each server. Packets destined into a different DCell are forwarded

using the servers.

DCelly, cells are constructed in the same fashion as DCell; by connecting each smaller
cell with each other in a full mesh. A DCelly, is constructed using g, = t,_1+1 DCell;_;
where t,_; is the number of servers inside a DCell,_;. Therefore, the total number of
servers in a DCelly, is tx, = g - tx_1. For a single DCell, there are ¢, = n servers and
go = 1 holds. For example, a DCell; with n = 6 can support up to 3.26 million servers.
Exact details how to construct a DCell,, network and how to connect the individual ports

of each server to servers of different cells can be obtained from the proposal in [134].

We present the results for the DCell network with n = 4 and k£ = 1 in Figure 4.17.
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Figure 4.17: Percentage of protected flows for the DCell topology with n = 4 and k =
1.
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The results are similar for larger networks and additional results do not provide further
insights. We found that LF-LFAs and NP-LFAs protect equally and there are only loops
for less than 1% of the flows for multiple failures. The protection is low for single and
double link failures with approximately 22-23% of all traffic flows. The coverage is
about 40-51% for node or multiple failures.

Downstream LFAs cannot protect any flows for single link failures but for larger
DCells a small amount of flows (< 7%) can be protected in S, Moreover, DS-LFAs
has significantly less coverage than the basic LFAs and varies from 4% to 28.4% pro-
tected flows for node and multiple failure scenarios.

LD-LFAs provide similar protection as LF-LFAs and NP-LFAs but remove all loops
and, thus, has slightly higher protection. Similar to BCube, LFAs cannot be recom-

mended as protection mechanism for DCell networks.

4.5.4 Summary

We addressed resilience and scalability issues in OpenFlow networks with LFAs which
are standardized in the IETF. Basic LFAs can cause microloops in the case of node and
multiple failures. It is possible to achieve loop prevention with basic LFAs at the cost
of protection coverage. We adopted LFAs to OpenFlow and developed an additional
loop detection mechanism that prevents microloops in the case of node and multiple
failures to minimize the coverage loss caused by more restrictive LFAs. We analyzed
this trade-off of traditional LFAs compared to LFAs with loop detection in OpenFlow
networks.

We found that basic LFAs can protect about 70% of the traffic in mesh networks
for single link failure scenarios. However, approximately 30% of node failures lead to
extra loops. Allowing only downstream LFAs that cannot cause loops in case of node
failures, reduces the protected traffic to only 40% for single link failures. LFAs with
loop detection successfully protect the 70% of the traffic for single link failures and
prevents loops for multiple or node failures.

We observed similar results for ring networks, but the overall protection coverage

and the number of microloops is much lower. Only 44.7% of the traffic can be pro-
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tected when single link failures are considered. However, the amount of looping traffic
is reduced by 21.2% to 8% when node failures occur.

We investigated the impact of the length of the bit string for ID encoding in large
networks. A visible amount of traffic is dropped if the bit string for the ID is only 3 bits
long. When bit string lengths of 16 and more bits are used, hardly any erroneous packet
drops occur.

Finally, we analyzed three different types of datacenter topologies. There is a low
coverage of about 18 — 22% in the DCell and BCube networks for single link failure
scenarios. However, we found that LFAs protect approximately 70 — 82% of the traf-
fic in the fat-tree network. We developed the link-augmented fat-tree topology variant
that allows for full protection with LD-LFAs for single link and single node failures.

Moreover, less than 0.3% of flows cannot be protected when multiple failures occur.
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4.6 Comparison of Full Protection Proposals

In this section, we discuss the considered failure scenarios, traffic assumptions, and
considered metrics. We compare dMRTs and DSTs with MPLS FRR and MRTs. We
provide two MRTs variants that are configured in such a way that path lengths and

network capacities are minimized.

4.6.1 Methodology

We evaluate the flow layout for the different methods in the failure-free case (FF) and
in single link failure scenarios (SLF). In FF, (d)MRTs and MPLS are routed both using
the shortest path principle. DSTs leverage the shorter of the two paths.

We use unit link costs as input for the routing mechanisms due to the lack of infor-
mation specified in our networks under study described below. In failure cases, packets
are rerouted using the pre-established backup paths of the selected routing mechanism.

We consider networks from the Topology Zoo [127] that compromises various com-
mercial and research networks. Nodes that are connected by only a single vertex cannot
be protected against a failure of the connecting link. Thus, we modify the topologies by
removing such nodes. Furthermore, topologies with a vertex count greater than 200 are
omitted. The data set still contains 150 different topologies of various sizes which have
4 to 166 vertices, with an average of 27.6. The number of edges varies from 6 to 212
with an average of approximately 38. We think that the data set is large enough to show
the generality of the results presented below.

The Topology Zoo does not provide traffic matrices. We generate for each topology
a homogeneous traffic matrix that consists of traffic demands of equal load for each

source-destination pair.

4.6.2 Metrics

We consider three metrics for our evaluation: path lengths, required relative capacities,

and number of forwarding entries needed. We provide a cumulative distribution function
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(CDF) for each metric over all networks under study that allows to identify the trends

of the different methods with regard to a specific metric on the large network set.

Path length prolongation We measure the path length of a flow in hops in the

failure-free case and for each single link failure. The maximum and average path lengths
FF FF
max avg*

SLF
max

in the failure-free case are p,,.. and p. ' . We count the maximum and average number

and pSLF

of hops in SLF of the rerouted flows p v

. Finally, we report the average and

maximum path prolongations (P, and pmay) for SLF caused by the rerouting process.

SLF /, FF _ SLF / FF
avg /pavg and Pmax = pmax/pmax’

tively. Using normalized path prolongations in this evaluation is especially helpful be-

The prolongations are computed by p., = p respec-
cause the topologies under study differ in size and, thus, allow easy generalization of

the results in the large analyzed data set.

Required relative capacities We determine the utilization of each link in the
failure-free case and for every single link failure. We compute the sum and the max-
imum of all links as network capacity and maximum link capacity, respectively. We
report the relative network capacity C), and the relative maximum link capacity C rela-

tive to the failure-free case, i.e., C,, = C3'F /CFF and C; = CPMF /CFF.

Number of additional forwarding entries To provide connectivity among all
nodes in a network with n nodes, n — 1 forwarding entries are required per node. MPLS
and MRTs install additional forwarding entries to implement the backup paths. MRTs
require two additional entries per destination. For MPLS facility backup, the number
of additional entries varies for each node. We provide both the average and maximum

percentage of additional entries for all nodes.

4.6.3 MRT Variants

While dMRTs leverage a single ADAG structure for each destination, MRT's are based
on a single ADAG using a single root node. We already showed in [27] that the MRTs

performance of path lengths and link utilization heavily depends on the selection of the
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root node. Therefore, we compare dMRTs to different MRT root node configurations.
We show only MRTs with root nodes in the results that provide the best performance
results for a specific metric. We consider MRTs optimized on the maximum path pro-
longation py. (MRT,) and relative network capacity (), (MRTc). If two root nodes
provide the same value for the metric, we consider the root node with the lower sec-
ondary metric: average path prolongation and maximum link capacities, respectively.

We omit other MRT configurations because we could not find any additional insight.

4.6.4 Required Relative Capacities

We present the required relative capacities in this section. We analyze (d)MRTs for each
topology and provide C,, and C). The required relative network capacity C,, is shown
in Figure 4.18 when single link failures are considered. The figure shows hardly any
difference with regard to C',, between MRTs and dMRTSs. capacities increased by a factor
between 2 and 2.4 for most topologies compared to the failure-free case. MRT results
in marginally less required capacity than dMRT and MRT,,. DSTs and MPLS,, requires
slightly more network capacities than (d)MRTs and have almost the same requirements.
MPLS, performs worst. The difference between MRT: and MPLS; is between about
0.15 and 0.34 for 90% of all topologies. This can be explained by the fact that MPLS,
redirects closely to the failed link which may cause local hotspots more easily than for
MPLS, and (d)MRTs.

Figure 4.19 shows the CDF for maximum relative link capacity. We observe the same
trends as for the relative network capacity. Rerouting using (d)MRTs increases the re-
quired maximum link capacity by a factor between 1 and 2 in all topologies. DSTs and
dMRTs result in the least maximum link capacity but the difference compared to MRTs
is only marginal. The difference between dMRTs and MPLS; is about 0.36 and 0.5 for
90% of all topologies.

We conclude that dMRTs, DSTs, and MRTs do not differentiate much concerning
required capacities caused by rerouting. (d)MRTSs require approximately 2 — 2.4 more
capacity to protect against failures compared to the failure-free case. (d)MRTs require
less capacities than MPLS. The difference is greater for MPLS; than MPLS,..
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4.6.5 Path Length Prolongation

In this section, we present the path length prolongation caused by the rerouting mech-
anisms. Figure 4.20 shows the average path length prolongation for all considered
topologies as a CDF. MPLS FRR and dMRTs cause the shortest and similarly long
backup paths with an average path prolongation of approximately 1.75 — 2.7 for most
topologies. MRTS result in longer path prolongations. DSTs and MRT;, are in the range
from 1.8 to 3 and notably longer than MPLS or dMRTs. DSTs are visibly shorter than
MRT,. MRT¢ causes the longest average path lengths with a p,,, between 2 up to 3.5
for about 90% of the topologies. The maximum path prolongation pp,y is illustrated in
Figure 4.21. Notable differences for py,,x are observed for all methods. MPLS; has for
87% of the networks a pn.x < 2 but MPLS,, only for 73%. Both can result in a factor
up to 2.75. dMRTs and MRT, have 60% and 46% of the networks with py, < 2 and
in the worst case pnax ~ 3.2. DSTs are notably worse with a py.x < 2 for 62% of the
considered topologies. The maximum factor is around 3.5. Finally, for MRT¢, only 26%

of the networks result in py,.x < 2 and a maximum factor of 3.7.

dMRTs clearly lead to shorter backup paths than MRTs even if the root node is op-
timized on backup path length. DSTs provide shorter backup path lengths than MRT,,
on average but causes longer maximum backup paths. We observed that dMRTs have
on average similarly long backup paths as MPLS FRR. The longest backup paths for
dMRTs are clearly longer than for MPLS FRR, especially for MPLS,. Thus, we expect
dMRTs only have longer backup paths for few failure scenarios and be competitive to

MPLS with regard to path lengths in general.

Figure 4.22 shows the performance of DSTs in the failure-free case with regard to
path lengths. We provide the relative path prolongation of the DST primary path com-
pared to the shortest path leveraged by (d)MRTs in the failure-free case. We found no
path prolongation for the longest paths for 45% of the analyzed topologies. However,
the longest paths may be increased by a factor up to 1.7. In 15% of the topologies, we
found no path prolongation at all. The average path length prolongation in the remaining
85% increases up to a factor of 1.3. Therefore, we clearly identified a notable trade-off

for DSTs compared to dMRT's because most traffic is not affected by failures in general.
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Figure 4.20: CDF of average path length prolongation p,y.
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Figure 4.21: CDF of maximum path length prolongation pp,x.
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Figure 4.22: CDF of primary path prolongation for DSTs.

4.6.6 Number of Additional Forwarding Entries

Figure 4.23 illustrates the required state for MPLS compared to MRTs as a CDF. The
number of additional forwarding entries for MRT and dMRT are fixed by 200% and
DSTs by 100%. For MPLS, we differentiate between link and node protection and illus-
trate the average and the maximum number of forwarding entries. The average number
of entries for link-protecting MPLS is below the number for MRTs. For approximately
25% of all networks, the maximum number is larger than 200%. More than 95% net-
works result in less than 300% and in few cases the number of maximum forwarding
entries reaches about 500%. Node-protecting MPLS requires significantly more for-
warding entries. For 22% of the networks, the average number of forwarding entries
is between 200% and 400%. For few networks the number increases up to 900%. We
found that only 8% of the networks require less than 200% maximum forwarding entries
for MPLS. For about 80% of the networks the number is between 200% and 600%. The
remaining 10% of the networks require over 600% up to 1800% additional forwarding
entries.

We conclude that (d)MRTs clearly outperform MPLS with regard to state require-
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Figure 4.23: CDF of additional forwarding entries.

ments on the basis of two main facts. MRTs do protect against both link and node
failures and require significantly less state to achieve node protection. Although link-
protecting MPLS requires for about 60% of the networks less state, MRTs are very

close to them but achieve higher protection.

4.6.7 Summary

We evaluated dMRTs and DSTs for various networks. The results show that both lead
to very similar bandwidth requirements when single link failures are considered. We
analyzed the path prolongation that is caused when packets are rerouted. We found that
dMRTs lead to the shorter backup paths than MRTs and DSTs. On average dMRTs
perform similar to MPLS FRR. When MRTs are optimized on path lengths (MRT,),
we observe notably longer backup paths on average and slightly longer for the worst
cases compared to dMRTs. Both MRT,, and dMRTs provide significantly shorter backup
paths compared to MRTs optimized on bandwidth requirements. DSTs are shorter on
average to MRT,, but causes longer backup paths in the worst case. We identified notable

performance degradation with regard to path lengths for DSTs for traffic that is not
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affected by failures due to the lack of shortest paths in the failure-free case.
Considering additional forwarding entries, (d)MRTs produce clearly better results
than MPLS. Although MPLS; requires slightly fewer entries it only protects against
single link failures. (d)MRTSs cover every single component failure and the comparable
MPLS, mechanism relies on significantly more forwarding entries for the same degree

of protection. DSTs clearly require the least forwarding entries.
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4.7 Performance Analysis of LDFS

In this section, we present the performance evaluation of our proposed method. First,
we show the networks under study and explain our metrics. We present our results and
discuss the impact of load-dependent flow splitting compared to single-shortest path and

multipath routing.

4.7.1 Methodology

In the following, we describe and explain the traffic models that we consider for our
performance evaluation. We present the network scenarios that model the combination
of network failures and traffic overloads and discuss the computation of required link
capacities depending on a routing mechanism. Finally, we discuss the paths that are used

for multipath routing and for LDFS.

4.7.1.1 Notation

We denote a network graph as G = (V, E). V is the set of nodes and F is the set of edges
or links. We refer to the set of aggregates as G. Each aggregate g € G is characterized

by its source and destination (¢ = (s, d)) and has a rate r(g).

4.7.1.2 Network Scenarios

We consider network failures and overloads. We model network failures with link fail-
ures and traffic overloads with the models described in Section 4.7.1.3. We refer to the
combination of link failures and traffic overloads as network scenario. The scenario
specifies all failed links and the traffic matrix containing the rates of all aggregates.

We define various sets of network scenarios S*/. This set contains all scenarios that
consist up to ¢ simultaneous link failures in combination with up to j simultaneous over-
loads. For example, S°° contains one scenario: the failure-free case with no overloads,
S19 contains all single link failures without overloads, etc.

We compute the required capacity for a routing mechanism and a set of network

scenarios S by measuring the traffic rate for the routing mechanism with regard to the
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link failures and the traffic matrix. We compute the required link capacity ¢(, s) for each

link in each scenario s € S. The required capacity for a link is ¢(/) = maxses ¢(l, s).

4.7.1.3 Traffic Models

We evaluate the LDFS performance on various networks. The networks provide infor-
mation about the topology but do not provide any information on the traffic that traverses
the network. Therefore, we generate traffic matrices for each network using the gravity
model [135] for the performance analysis. The gravity model is based on a population
function 7(n) for nodes n € V. The overall traffic Cy,; is distributed in the network in
such a way that more populated nodes send and receive more traffic than less populated

ones. The aggregate rates r(g) are determined with

71—(U)'W(w)'cftot lf S d
r(g = (v,w)) = { Srevan @@y 187

0 ifs=d

Hot Spot Model The hot spot model [136] shifts traffic locally to hot spots. The over-
all traffic C;; in the network is constant and, thus, the hot spot model is consid-
ered conservative. When an overload occurs, flows attached to a hot spot have
increased load while other flows experience reduced load. The model applies an

overload factor f, to the population function of a hotspot:

7(w) if v #w

form(w) ifv=w

7-";)Lotspot(u}) = {
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Node Overload Model The node overload model increases the overall traffic in the
network. This model is inspired by traffic overloads caused by inter-domain rout-
ing [125,136]. All flows that are attached to an overloaded node carry a multiple

of the original load. The rate of such a flow is multiplied with the overload factor

Jo-

Aggregate Overload Model The aggregate overload model shares the same basic
idea as the node overload model. In contrast, an aggregate instead of a node can

be overloaded having a rate multiplied with the overload factor f,.

4.7.1.4 Path Layout for Multipath Routing and LDFS

We compute two paths for each aggregate. The algorithm computes for each source and
destination a pair of paths that are maximally disjoint, i.e., share the least number of
links possible.

primary pat and a secondary path for LDFS We compare single-shortest path routing,
Multipath Routing (MPR), and the LDFS variants (BAT, BET, RET). MPR and LDFS
both use the 2-shortest paths to highlight the impact of the dynamic load balancing
approach.

For each source and destination, two shortest paths are computed that are maximally
disjoint, . The paths are computed with a k-disjoint shortest path algorithm [137]. The
shorter path is the primary and the longer the secondary path. Note that this primary

path can be longer than the shortest path from the source to the destination.

4.7.2 Networks under Study

We provide results for the Agis, Abilene, and GEANT networks that are publicly avail-
able at the Topology Zooo [127]. The Agis and Abilene networks are long-haul back-
bone networks in the USA. The former one consists of 25 nodes and 30 bidirectional
links and the latter one consists of 11 nodes and 14 links. The GEANT network is a Eu-
ropean research network with 40 nodes and 61 links. We selected the human population

to generate the traffic matrices for the population function [138, 139].

113



4 Design and Analysis of Protection Methods for OpenFlow-based SDN

4.7.3 Metrics

We denote required link capacities for a set of network scenarios S and a routing method
m as ¢(.S, m, ). The computation of these capacities is described in Section 4.7.1.2.
The required network capacity is the sum of all link capacities. The maximum link
capacity can be an interesting metric because higher rate interfaces are generally more
expensive than lower rate interfaces.
We use values relative to single-shortest path routing (SPR) to simplify the com-
parison of multipath routing and LDFS. Thus, we define the relative required network

capacity as

_ 2epcSml)
Chet(S,m) = > e c(S,SPR, 1)

and the relative maximum link capacity as

max;ep (S, m, 1)
max;cg (S, SPR, 1)

Clink (S,m) =

4.7.4 Impact on Required Network Capacity

We present the results for the required network capacity for the GEANT network, the
hot spot model, and an overload factor of f, = 3. The results of the other networks,
models, and overload factors are very similar and additional figures do not provide fur-
ther insight. However, differences are explicitly stated in the text.

Figure 4.24 shows the relative required network capacity in the GEANT network
for various network scenarios. The failure-free case without overloads (S*°) leads to
approximately the same required network capacity for LDFS and SPR because LDFS
only uses the primary paths. MPR requires additional 20% capacity which is caused by
the usage of longer paths. In single link failure scenarios (S*°), both MPR and LDFS
results in 8% less capacity compared to SPR.

In overload scenarios without failures (S%!, S%?), BET leads to less required network
capacity than SPR and significantly less than MPR, BAT, and RET. In the Agis network,
we reduced the required network capacity by approximately 13% for BET compared to

SPR. RET performs worse than the other routing methods. When the overload factor is
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Figure 4.24: The relative required network capacity in the GEANT network for various
network scenarios. The traffic overload is modeled by hot spots with a

factor of 3.

increased, the required network capacity for RET increases significantly. This is caused
by sending a lot of traffic over the longer secondary path when the load significantly

exceeds the threshold rate.

For non-simultaneous overloads and failures scenarios (S%!' U S0 SOt U S1.0) we
observe additional savings of 10% compared to SPR. Yet, MPR and LDFS do not differ
so clearly in the GEANT network. The BET method performs slightly better than the

other mechanisms in the Agis and Abilene networks.
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Figure 4.25: The relative maximum link capacity in the GEANT network for various
network scenarios. The traffic overload is modeled by hot spots with a

factor of 3.

Almost no differences can be observed for the different routing methods in network
scenarios with simultaneous link failures and traffic overloads (S'?!, §%0 U St §12),
In these network scenarios, it is possible that one of the paths of an overloaded flow
is affected by a link failure. Then, there is no path choice for both MPR and LDFS.
Note that the RET method provides notably higher required network capacities for high

overload factors than the other methods in these network scenarios.

4.7.5 Impact on Maximum Link Capacity

Figure 4.25 shows the relative maximum link capacity in the GEANT network for var-
ious network scenarios. In S%°, LDFS methods are close to SPR and MPR leads to
almost 30% less maximum link capacity. However, for the Agis network we observe
significantly higher maximum link capacities for the LDFS methods. Surprisingly, MPR
performs worse in the Abilene network which may be caused by the topology.

The maximum link capacities are equal for the routing methods in network scenarios
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with failures (S0, St 520 11 G12) We again explain this fact by the lack of
choice for MPR and LDEFS in certain failure scenarios with simultaneous link failures
and overloads. In the GEANT network, the maximum link load is between 5 — 10%
lower compared to SPR. In the Agis and Abilene network it is close to SPR.

The maximum link capacities differ significantly in network scenarios with non-
simultaneous link failures and overloads. MPR and BAT often perform quite similar
and requires up to 37% less capacity compared to SPR. MPR and BAT behave equal in
overload scenarios which explains the similarity with regard to maximum link capac-
ities. The BET method performs better than SPR but approximately 12 — 20% worse
than MPR. In the Agis and Abilene networks, MPR and LDFS only perform better than
SPR in S%! and S%2. In addition, the maximum link capacity for BET is similar to MPR

in the Abilene network.

4.7.6 Summary

In this section, we evaluated three different load balancing policies (BAT, BET, and
RET). We compared the three LDFS variants with traffic-agnostic single-shortest-path
and 2-shortest-paths routing (SPR, MPR) with regard to required network capacity and
maximum link capacity. We found that the BET variant is in most scenarios similar or
better to the other LDFS variants and MPR. We found that LDFS requires the least ca-
pacity when networks are expected to accommodate traffic for non-simultaneous link
failures and traffic overloads, but MPR requires least link capacities. The capacity sav-
ing by LDFS diminish when networks were provisioned for simultaneous failures and

overloads.

4.8 Discussion and Summary

We proposed various protection mechanisms for SDN-based networks. They all provide
different strengths and weaknesses. We briefly review their key performance indicators

and give recommendations for their usage.
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Mechanism | OpenFlow Complexity Coverage | State | Path | Capacity
Version lengths
LDFS OF 1.3+ | Configuration + Full » v
extensions management

LD-LFA OF 1.1 Loop detection Partial | vv'v

MRT OF 1.1 Simple Full v %

dMRT OF 1.1 Simple Full v v

DST OF 1.1 Loop prevention Full N4 %x%
MPLS OF 1.1 Simple Full ® v ®

Table 4.2: Overview of analyzed resilience mechanisms.

Table 4.2 summarizes the strengths and weaknesses of the analyzed resilience mecha-
nisms. LDFS is the least promising approach for SDN resilience. It does provide capac-
ity savings but introduces high complexity due to OpenFlow extensions and configura-
tion of individual flows. Disjoint source-destination paths require additional state within
the network. Therefore, we do not recommend LDFS in general. LD-LFAs require the
least state of all considered approaches but cannot guarantee full protection. Only one
additional forwarding entry is required in each switch. We do not measure path lengths
or network capacities to compare them with full coverage mechanisms due to LD-LFAs
partial coverage. This prevents fair comparison due to the different set of successfully
rerouted flows. LD-LFAs should be used in augmented fat-tree networks since they can
protect all single link failures. We also recommend them in carrier-grade networks with
a mesh topology when forwarding state is more important than protection against all

failures.

MPLS FRR, (d)MRTs, and DSTs provide full coverage against all single link and
single node failures. DSTs require the least state with 100% additional forwarding en-
tries. 200% are needed with (d)MRTs. MPLS state requirements depend on the topol-
ogy but we observed significant state overhead for most networks compared to DSTs
and (d)MRTs. With regard to backup path lengths, we observed different results. MPLS
results in the shortest backup paths and dMRTs are slightly longer. DSTs can be shorter
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or longer than simple MRTs. However, DSTs cause increased path lengths for traffic
that is not affected by failures. Therefore, we recommend the use of DSTs when min-
imizing forwarding state has highest priority while guaranteeing full protection. The
usage of dMRTs is recommended when 200% additional forwarding state is tolerable
for the considered network due to significant shorter paths compared to DSTs. When
path lengths are most important and the network tolerates the state overhead of MPLS,

it is a suitable option to keep the paths short.
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5 Scalable and Resilient P4-based
Software-Defined Multicast

We present the Software-Defined Multicast (SDM) architecture that supports multicast
traffic in such a way that only topology-specific forwarding entries must be hold in-
side SDN switches. This ensures that each switch only has to hold a fixed number
of entries in the forwarding tables to forward an arbitrary number of multicast flows.
We leverage the Bit Indexed Explicit Replication (BIER) and Traffic Engineering for
BIER (BIER-TE) architectures that are currently standardized in the IETF. We address
resilience aspects by proposing 1+1 protection for BIER and different resilience meth-
ods for BIER-TE.

In addition, we discuss the implementation of this architecture. First, we discuss the
data plane requirements for BIER in SDN. We consider OpenFlow and the P4 language
as southbound interface and present why P4 is a more suitable option. We present and

explain the implementation of the SDM prototype.

The content of this chapter is mainly taken from [10, 11] and organized as follows.
We first discuss the issues that occur with IP multicast and why BIER and BIER-TE
are needed for SDM. We present the BIER architecture and propose a 1+1 protection
solution in Section 5.2. Then, we explain the BIER-TE architecture and explain different
FRR methods. Section 5.4 contains a study that compares BIER and BIER-TE options
with regard to different performance metrics. The SDM architecture and its data plane
requirements are presented in Section 5.2.1. Then, we describe the demonstration and
the prototype implementation in Section 5.6. We summarize our findings of SDM in
Section 5.7.
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5.1 Scalability Issues of IP Multicast

IP multicast allows efficient data transmission from one sender to many receivers. In
general, it is desirable that traffic is optimally forwarded in such a way that the least
packet duplication and load in the network occurs. The research of the past decades
improved many areas for multicast, e.g., traffic-engineered multicast deployment. How-
ever, network operators today still face several operational problems when applying
current multicast protocols, e.g., Protocol Independent Multicast (PIM), to common use
cases such as “Layer 3 VPNs”, IPTV, and over-the-top services [140, 141]. The proto-
cols generally rely on explicit tree building mechanisms. The trees have to be installed
in the routers and increase their overall state. For some use cases, too much state is re-
quired in the routers so that they are unable to optimally forward the multicast traffic.
E.g., operators often flood packets of some multicast flows to all potential egress nodes
regardless of a subscription. This wastes bandwidth to save state in routers and oper-
ators have to find the right tradeoff. Multicast state in routers also causes operational
issues if the network is reconfigured or subscribers are added or removed. The control
plane requires many routers to participate in the process, compute new trees, and install
new rules, which may result in convergence times of multiple minutes in large multicast

deployments.

The IETF currently works on BIER to address the issues mentioned above. With
BIER, multicast traffic can be forwarded without per-multicast-flow state by encoding
the egress nodes of a multicast flow in a new BIER header [142]. Ingress nodes add this
BIER header to multicast packet, transit nodes only forward them without multicast-
flow-specific information, and egress nodes remove the BIER header. Thus, BIER sup-
ports a simple multicast overlay which is easy to operate and requires minimal state in
routers. In addition, BIER-TE [13] is proposed in the same working group. It encodes
the multicast tree in the BIER header and allows for traffic-engineered multicast trees

with minimal state overhead.
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5.2 Bit Indexed Explicit Replication (BIER)

5.2.1 Architecture and Forwarding Procedure

BIER [142] provides a multicast overlay without any states for multicast tree on core
routers. A BIER domain consists of so-called bit forwarding routers (BFRs). Ingress
BFRs add a BIER header to incoming multicast packets. The BIER header indicates all
BFRs that should receive a copy of the packet, so-called egress BFRs. To that end, each
BFR in the network is represented by one bit position in the BIER header which is set if
the BFR is an egress BFR for the packet. BFRs forward BIER packets solely based on
their BIER header and a Bit Indexed Forwarding Table (BIFT) whose entries depend on
the routing underlay, which may be an IGP such as OSPF or IS-IS.

The forwarding procedure works as follows. A BFR essentially forwards BIER pack-
ets towards all egress BFRs indicated in the BIER header over the routing underlay.
However, it sends at most one copy towards each next-hop and clears all egress BFRs
in the BIER header that are not reachable by itself over the respective next-hop. The Bit
Indexed Forwarding Table (BIFT) contains information that supports a BFR to perform
these operations efficiently for fast packet processing. When a packet reaches an egress
BFR, the BIER header is decapsulated and the packet is forwarded as usual. A salient
feature of BIER is that only ingress BFRs need to know multicast groups including
egress BFRs in order to add appropriate BIER headers to packets. All other BFRs in the
BIER domain do not need to know these groups for multicast forwarding. This makes
BIER scalable and requires only reconfiguration of ingress BFRs if multicast group
membership of egress BFRs changes. Essentially, BIER removes the multicast state of
conventional multicast routing protocols from core routers by encoding the multicast
egress nodes into the packet headers.

BFRs may support bit strings (BIER headers) between 64 and 4096 bits, the sup-
port for a bit string length 256 is mandatory. Amongst other protocol information, it
mainly contains the bits for potential egress BFRs. If the bitstring is too small to ac-
commodate all BFRs, the set of potential egress BFRs can be broken down into several

sets [142]. They basically receive traffic over egress-BFR-disjoint but possibly overlap-
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ping multicast trees which increases the traffic load in the network. Thereby, very large
topologies can be supported. BIER supports different subdomains for which different
routing underlays may be used. Thereby, they can be leveraged to forward multicast
packets differently, e.g., for traffic engineering purposes. If multiple subdomains are in
use, the ingress BFR chooses the appropriate one for an incoming packet and indicates
it in the BIER header.

5.2.2 Multicast only Fast Reroute for BIER

BIER does not provide a protection mechanism but rather relies on the restoration pro-
cess of the routing underlay which may be slow and cause packet loss. We propose to
combine Multicast only Fast Reroute (MoFRR) [143] with BIER to provide fast protec-
tion. MoFRR is based on 1+1 protection: the traffic is duplicated at the source and sent
over redundant paths to the destination. The destination node continuously measures the
quality of the streams from both paths, selects the one with highest quality for forward-
ing, and discards the other. In case of multicast, two redundant trees are required. The
ingress node duplicates the traffic, sends it over both trees, and egress nodes forward
packets from only one of them. If one tree fails, the egress node is likely to still receive
the traffic from the other tree.

The BIER architecture may be upgraded as follows to implement MoFRR. At least
two subdomains with different routing underlays are needed to allow for redundant
multicast trees. The ingress BFR copies incoming BIER packets to two subdomains
that provide redundant multicast trees. The egress BFRs read from the two streams and
forward only a single copy.

A challenge is the provision of two routing underlays such that they yield redundant
trees. We propose to leverage MRTs for that purpose which have been standardized by
the IETF [123]. This idea has already been proposed for other multicast mechanisms
in [144], but the draft has been abandoned. MRTs calculate dual routing topologies in
a distributed way. In the absence of failures, a packet can be delivered of both of them
to all destinations. The resulting paths in the two routing topologies do not necessarily

form a pair of trees but the paths are node-redundant in the sense that the packet reaches
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Figure 5.1: The blue and red MRT routing topologies forward traffic over node-
redundant paths.

any destination over at least one routing topology in case of any single link failure.
Figure 5.1 illustrates how a packet is forwarded over two redundant topologies (blue and
red) from one source to all other nodes depending on its destination address. The straight
lines represent a tree along which a packet may be delivered to all intermediate nodes
and leaves. The dashed lines show how the packet reaches a single remaining node over
an additional path whose intermediate nodes receive packets over the tree. This example
helps to understand some evaluation results in Section 3.3. However, traffic is mostly
carried over real trees and it was in fact difficult to find this small counterexample.

To protect unicast forwarding, MRTs are applied as follows. In the failure-free case,
traffic is forwarded over shortest paths instead of one of the two routing topologies. In
case of a failure, it is locally rerouted over a working routing topology. This may lead
to very long backup paths [27].

We propose to use the MRT routing topologies for multicast forwarding although they
do not form a tree. Nevertheless, we denote them as multicast trees when used in that
context. For this purpose, multicast traffic is distributed along the two routing topologies
to all required destinations. In case of a failure on one topology, the traffic is dropped
instead of being switched to the other. In the context of BIER, the two MRT routing

topologies must be maintained by routing underlays in the two different subdomains and
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ingress BFRs copy incoming multicast packets to both of them. Packets are delivered
only once to egress BFRs over a routing topology because BFRs modify the set of egress
BFRs on forwarding in the packet header. This mechanism prevents that egress BFRs
accidentally obtain separate copies over a solid and the dashed path within a routing
topology and ensures that BIER packets are forwarded only when needed.
Standardized algorithms for calculation of the routing topologies are available in
[100]. They can be computed using a few spanning tree operations in a very fast manner
which is often desired in ISP networks. However, the path layout is not always optimal.
Therefore, this MRT-based MoFRR solution is appealing for the deployment of BIER in
large networks. The improvement of a node-redundant path layout for routing underlays

with little state is an open research question.

5.3 Traffic Engineering for BIER (BIER-TE)

5.3.1 The BIER-TE Architecture

The BIER-TE architecture [13] is based on a segment routing [145] approach that is
similar to SDN in the sense that the path layout for each flow can be explicitly con-
figured by a controller. BIER-TE leverages the BIER header defined in the BIER ar-
chitecture [142]. There are two main differences between BIER and BIER-TE. First,
BIER-TE encodes both the links and the egress nodes of a multicast tree in the BIER
header while BIER only encodes the latter. Second, unlike BIER, BIER-TE does not
necessarily require an IGP control network or a routing underlay.

The BIER-TE architecture consists of a BIER controller and BFRs. The controller
computes traffic-engineered multicast trees and instructs ingress BFRs to apply appro-
priate BIER headers to incoming multicast traffic. These BIER headers contains for-
warding information and reflects the multicast structure. Furthermore, the controller
installs forwarding rules in the forwarding tables of the BFRs which are called BIFT.
Their contents is independent of existing multicast flows. A link between two BFRs in
the BIER overlay is called an adjacency. An adjacency may be a physical link directly

connected to a BFR neighbor or a tunnel provided by the routing underlay (remote ad-
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Figure 5.2: The BIER header contains adjacencies (first line) and 1ocal_decap bits
(second line). The BOI of the nodes are highlighted in blue. The BIER
header is modified before the packet is forwarded to the NH.

jacency). It is possible to have more than one adjacency between two BFRs when the

destination BFR is reachable through different interfaces.

5.3.2 BIER-TE Forwarding

We illustrate the main forwarding procedure in Figure 5.2. Packets are sent from A to
C and D. The initial header contains the links A—C, A—B, B—D and the egress nodes
C and D. The egress node bits are called 1local_decap bits. The adjacencies and
the 1local_decap bit of a BFR are called Bits of Interest (Bol) and are highlighted
in blue in the headers. There are two BOI for A, A—C and A—B. A clears its Bol
from the header and sends the packets to C and B. The packet arriving at C only has
C set. The BIER header is decapsulated and the packet leaves the BIER overlay. Note
that the BIER header is not empty at C and still contains bits with regard to the other
subtree of the multicast tree. This is important for one of the FRR schemes presented in

Section 5.3.3. The packets at subtree at B are processed in the same way as at A.
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5.3.3 Fast Reroute for BIER-TE

The reachability of neighboring BFRs over a specific adjacency can be controlled by a
BFD component so that a BFR can detect that a neighbor is no longer reachable and
locally reroute affected traffic, i.e., the BFR acts as PLR.

If a BFR detects that a BIER packet needs to be forwarded over a failed adjacency,
the BFR uses information in the BIER header to consult the BIER-TE Adjacency For-
warding Table (BTAFT). This yields a backup path including its encoding that the BFR
applies to the packet header. Then, the BFR forwards the packet over another adjacency
according to the modified header. The state information in the BTAFT of a BFR depends
only on the number of its neighbors but not on traversing multicast flows.

To protect a link failure, the PLR forwards an affected packet to its next-hop over a
backup path that bypasses the failed link. To protect a node failure, the PLR forwards
an affected packets to all downstream next-next-hops (DS-NNH) over possibly several
backup paths that bypass the failed node. A DS-NNH is a NNH of a PLR that receives
the packet over the failed subtree. This concept is illustrated in Figure 5.3. A BFR
can efficiently determine DS-NNHs using the BIER header and the information in the
BTAFT. When link and node protection is combined, the PLR forwards an affected
packet to all DS-NNHs and to the next-hop only if the next-hop is a destination of
the packet. In general, the BFR cannot differentiate between link and node failures.
Therefore, the controller configures the BTAFT of all BFRs such that link protection,

node protection, or both are supported.
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Figure 5.3: With node protection, the PLR reroutes traffic to all DS-NNHs.

5.3.4 Three Implementation Options for BIER-TE FRR

We propose three different implementation options for BIER-TE FRR. For more tech-

nical details, we refer to our specification in [14].

Point-to-Point Tunneling (PPT)

With PPT, the PLR reroutes BIER packets by tunneling them to appropriate next-hops
and DS-NNHs over unicast tunnels. They are provided by a routing underlay and by-
pass the failed links and nodes, respectively. E.g., MPLS [146] may be used as a routing
underlay. The provision of the tunnels possibly complicates the operation of the rout-
ing underlay and increases its state information. Moreover, each tunnel represents an
additional adjacency and requires a separate bit in the BIER header. If a PLR reroutes
a BIER packet over several unicast tunnels, some of them may share common links,
which unnecessarily increases the traffic load on these links compared to the use of

point-to-multipoint tunnels.
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BIER-in-BIER Encapsulation (BBE)

With BBE, the PLR identifies the set of next-hop and DS-NNHs to which a BIER packet
needs to be forwarded. The BTAFT helps to create a BIER-TE header towards these
nodes avoiding the failed link or node, respectively. The BIER packet is encapsulated
with that additional BIER-TE header and sent over the point-to-multipoint structure,
which avoids unnecessary traffic increase on some links. The BIER packet is decapsu-

lated at the egress nodes of this multipath.

Header Modification (HM)

With HM, the backup path is encoded in the existing BIER header through application
of an AddBitmask and a ResetBitmask. Due to the forwarding mechanism of BIER-TE,
this may cause duplicate packets for some multicast leaves. Therefore, some bits have
to be cleared to avoid such duplicates by applying a ResetBitmask. We explain the
occurrence of duplicates by the example shown in Figure 5.4. There are two multicast
trees: (1) A sends to C and D, (2) B sends to C and D. If the link B—C fails, packets
have to be rerouted by B over A and D towards C. Thus, B—+A, A—D and D—C are
added to the header. If we do so without clearing additional bit, the BIER header for
multicast tree (1) still contains at node B the 1ocal_decap(D). As a consequence,
the packet will be delivered to C and D. However, the packet is also directly delivered
from the source A to D. Thus, 1ocal_decap(D) should be cleared in the header of
the rerouted packet. This is different for multicast tree (2) because BIER-TE sends only
a single packet over each interface and must, therefore, encode the backup path in the
BIER header. If the 1ocal_decap(D) is set before transmission at B towards A, the
packet will be delivered to D, otherwise it will not be delivered so that D loses the packet
although its reachability is not affected by the failure.

Thus, after the backup path is added to the packet header through the AddBitmask,
a ResetBitmask must be applied before sending the packet to avoid duplicates which,
however, may cause packet loss for other destination. The ResetBitmask contains both
the 1ocal_decap bits of the nodes on the backup path and their outgoing adjacencies.

The latter are needed to ensure that duplicates are not propagated into other multicast
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Figure 5.4: If A—D fails, clearing the 1ocal_decap(D) bit at B prevents a duplicate
packet at D for multicast tree (1) but causes packet loss at D for multicast
tree (2).

subtree if the backup path traverses them.

Although the HM method may lose some packets in case of failures, it is of inter-
est because it avoids the overhead of an encapsulation header, it does not extend the
BIER header by adding further adjacencies, and does not require support from a routing

underlay.

Notation

Link and node protection {L,N} can be implemented with any of the presented protec-
tion methods for BIER-TE. We denote them by {HM, PPT, BBE} 1 n;.
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5.4 Performance Comparison of BIER and BIER-TE

In this section we evaluate key performance metrics of the discussed FRR mechanisms
for BIER and BIER-TE. We first present the networks under study and explain our
evaluation methodology. We quantify the effectiveness of the HM protection variants for
BIER-TE. For the other protection methods we compare path lengths, consider resource

requirements, and discuss state and header overheads.

5.4.1 Networks under Study

For our study, we leverage networks from the Topology Zoo [127] which contains re-
search and commercial wide area and Internet service provider networks from mainly
North America and Europe. We simplify the networks by consecutively removing all
vertices that are attached to the network with only a single edge. We consider a network
to have a ring structure if at least 60% of its nodes have node degree two, otherwise it
has a mesh structure. This definition categorizes our 220 considered networks into 118
ring topologies Tz and 102 mesh topologies T',.

The networks vary in size and their average numbers of nodes are 17.7 and 21.2 for
T'r and T’ respectively, the average numbers of unidirectional links are 22.9 and 33.4.
Unlike BIER, BIER-TE encodes not only nodes but also links in the header. To that end,
BIER-TE requires in ring topologies on average 40.7 bits in the header and at most 154
bits. In mesh topologies, BIER-TE requires on average 54.7 bits and at most also 143
bits.

5.4.2 Methodology

We analyze the forwarding behavior for all BIER variants in all 220 considered topolo-
gies. A topology is represented as a graph G = (V, E/). We investigate three different
sets of failure scenario. First, the failure-free (FF) scenario. Second, the set of single
link failures (SLF). It contains all bidirectional single link failures and, thus, consists of
|E| scenarios. And third, the set of single node failures (SNF).
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The Topology Zoo does not provide traffic models or matrices. Therefore, we de-
fine a traffic model that is suitable for a systematic evaluation of multicast protection
mechanisms. Every node in the network is sender of a multicast tree which has all other
nodes as receivers, and any node sends the same unit rate. There is no other traffic in the
network.

We apply shortest path routing to construct multicast trees for BIER-TE, shortest path
around links for link protection, and shortest path around nodes for node protection
methods. The path layout for MoFRR for BIER leverages MRT routing topologies that

are computed according to the lowpoint algorithm in [100].

5.4.3 Efficiency of BIER-TE Protection with Header
Modification

As outlined in the previous section, BIER-TE FRR with HM may lose traffic in order to
avoid duplicate packets. In the following, we quantify the average fraction of traffic that
may get lost for HM in all SLF and SNEF, respectively. Also the perfect FRR schemes

PPT and BBE lose traffic under some conditions:

¢ The network is not two-connected. If a critical link or node fails, the network is
disected so that senders in one part of the network cannot reach the senders in the

other part of the network.
* In case of node failures, traffic from or to a failed (ingress/egress) node is lost.
* If link protection is applied, traffic cannot be protected in case of a node failure.

Therefore, we consider the traffic loss occurred for PPTy as lower bound on avoidable
traffic loss.

Figure 5.5 shows the CDF of the percentage of lost traffic over all networks. Every
data point on a curve corresponds to one network. Note that the curves consist of many
more data points than markers which only improve their readability.

In case of SLF, all traffic can be protected by perfect FRR methods in more than 90%

of the networks. The remaining networks are not two-connected with regard to links
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Figure 5.5: CDF of the percentage of lost multicast traffic in all networks for SLF and
SNF, respectively.
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so that the failure of a specific link disects the network. Another curve illustrates that
between 7% and 50% of the traffic is lost without protection (No FRR). Surprisingly,
HM methods cause about the same amount of lost traffic due to subtree pruning. When
HM is configured to protect against node failures, it loses a bit more traffic than without
protection while when it is configured to protect against link failures, it yields slightly

less traffic loss than without protection.

In case of SNF, also the perfect FRR methods lose between 2% and 50% of the traffic
in case of node failures, but at most 10% in 60% of the networks. This happens for the
reasons given above and is unavoidable. Without protection, significantly more traffic
is lost. The HM methods lead to even clearly more traffic loss than without protection.
The reason for that node failures activate more backup paths than link failures so that

more traffic is pruned from subtrees.

These results clearly demonstrate that HM is not efficient to protect against failures,
yet it can be counterproductive in particular in case of node failures. Therefore, we

exclude the HM methods from further discussions.

Nevertheless, HM can fully protect 20% — 40% of all multicast flows against SLF in
80% of the networks. This potential of HM could be further elaborated in future studies,
which can be of interest to protect small multicast trees in some networks with only little

technological complexity.
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5.4.4 Path Lengths

The path layout depends on the applied routing mechanism and impacts path length in
failure-free and failure cases. It is the same for PPT and BBE, but depends on link or
node protection. From previous work [27] we know that MRTs may lead to excessive
path length. Therefore, a comparison of the new resilience mechanisms with regard to

path length is important.

Maximum path length, SLF
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Figure 5.6: CDF of maximum path lengths for shortest path routing in the failure-free
case and for BIER variants in SLF.

Figure 5.6 shows the maximum path lengths. We observe that most average path
lengths are between 2 and 6 hops in the failure-free case. When we consider only aver-
age path lengths of affected multicast flows for all SLF, we mostly observe an average
path stretch between 0.5 up to 1 hop for BIER-TE FRR mechanisms that bypass the
traffic on shortest paths around the failure location. The values are rather small as the
paths to some destinations are not extended. Most interesting is the finding that the path
lengths for BIER MoFRR using MRTs are hardly longer than those for BIER-TE FRR
although MRTs cause significant path stretch when used for the protection of unicast

flows. This can be explained as follows. MRT routing topologies are used differently
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for multicast compared to unicast. Unicast flows are carried over shortest paths until a
failure occurs and are then switched to a working MRT routing topology. In contrast,
multicast flows are transmitted in parallel over both MRT routing topologies without
any switching. During failure-free operation, we consider the length of the shortest of
both paths, in case of a failure, we consider the length of the working path, which may
be shorter than the failed path.

The longest path prolongation in failure cases can be significant. Figure 5.6 shows the
CDF of the maximum path length over all networks in the failure-free scenario and for
SLF scenarios. The longest paths are mostly twice as long as in the failure-free scenario.
Again, BIER with MoFRR and BIER-TE with PPT lead to about the same maximum
path lengths. In case of node protection, path lengths are slightly longer than in case of
link protection because traffic for NNHs is explicitly bypassed around the NH which
may extend the backup path length.

Thus, MRT-based MoFRR for BIER does not cause excessive path length compared
to shortest path routing, but backup paths of any FRR mechanism can lead to significant

path stretch — not on average, but in the worst case.

5.4.5 Difference in Path Lengths for MoFRR

With MoFRR, egress routers measure the quality of the traffic stream received over the
two independent paths and choose the traffic from the one with highest quality. In case
of a failure, they detect the failure by the fact that the signal from one path is lost and
choose the signal from the remaining path. The detection is faster and the switch-over
smoother if packets from both paths are received simultaneously by the egress node or
with only little delay difference. Delay difference may result from different path lengths.
We quantify different path lengths by the ratio R of the longer and shorter length of the

two redundant paths over the two MRT routing topologies.
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Figure 5.7: CDF of the average and maximum ratios of lengths of redundant paths for
MOoFRR in all networks.

Figure 5.7 shows the CDF of the average ratio R,,zand the maximum ratio R,;.cover
all considered network topologies. The average ratio is about 2 for most topologies,
1.e., mostly one of the path is twice as long as the other path. Maximum ratios are
significantly larger. For 60% of the topologies, the maximum ratio is between 2 and
10, and for the other networks we observe maximum ratios between 10 and 33. As a
result, the delay difference of both redundant paths for MoFRR can be significant for
some leaves of some multicast trees. This makes failure detection more difficult than
for simultaneously received signals, requires more buffer, and may cause more jitter or

packet loss in case of a switch-over.

5.4.6 Load and Capacity Analysis

MOoFRR for BIER duplicates all traffic at the source. PPTy for BIER-TE sends traffic
over multiple unicast tunnels to DS-NNHs in case of node protection while BBEy for
BIER-TE uses multicast for that purpose. This observation calls for an analysis of traffic
loads and required transmission capacities.

We first consider the average load in the network, i.e., we summarize the rates of
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Figure 5.8: CDFs of relative average network loads (for different network topologies)

and relative network capacities.
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all links in the network in particular failure scenarios and average over all of them. To
report load values from differently large networks in one figure, we normalize the aver-
age network load by the average network load in the failure-free case for shortest path
routing which represents a lower bound. This yields an average network load relative
to shortest path routing without failures that we call relative average network load. Fig-
ure 5.8 shows CDFs of the relative average network loads for SLF over all networks
for BIER with MoFRR, PPT for BIER-TE with link and node protection, respectively,
and for BBE for BIER-TE with node protection. One figure provides results for mesh
topologies and another for ring topologies. BIER-TE protection methods cause in most
mesh topologies an average load increase of up to 50%, but in most ring topologies a
load increase of even up to 100% because more traffic is affected by failures and backup
paths are longer in ring topologies than in mesh topologies. PPT with node protection
causes more network load than with link protection because the PLR replicates the traf-
fic and sends it over separate point-to-point tunnels to the DS-NNHs. This is unlike
for BBE with node protection which leads to hardly more network load than PPT or
BBE with link protection. With MoFRR and BIER we observe at least twice the relative
average network load as in failure-free scenarios, and in some networks slightly larger
values. The latter may be surprising with the notion of two redundant MRT-based mul-
ticast trees for MoFRR in mind. But this believe is wrong as MRT routing topologies

do not necessarily form trees in some networks (cf. Section 5.2.2).

Second, we investigate the required network capacity to cover all SLF and SNF in a
network. We compute the maximum traffic load per link over all considered failure sce-
narios and summarize these maximum rates of all links in a network. For easier compar-
ison, we normalize the required network capacity by the network load in the failure-free
scenario with shortest path routing and obtain a relative required network capacity. The
third chart of Figure 5.8 illustrates the CDF of the relative required network capacity in
all networks. Surprisingly, BIER with MoFRR requires by far the least capacity in most
networks. BIER-TE variants require more capacity because traffic may be routed on
very different paths depending on the specific failure so that high traffic rates can occur
on many links. This is different with BIER with MoFRR: in case of a failure, traffic is
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not rerouted but dropped so that the required capacity for a network equals its traffic
load in the failure-free scenario. BIER-TE with PPT and node protection requires very
large amounts of transmission resources, mostly 70% more than other BIER-TE vari-
ants and 2 — 3 times as much as BIER with MoFRR. The reason is that with PPT and
node protection a PLR deviates traffic towards multiple DS-NNHs by unicast instead
of multicast. This causes very large rates on backup paths for which capacity must be

provided.

5.4.7 State and Header Overhead Considerations

BIER and BIER-TE require additional routing tables whose contents depends only on
the topology and the routing in the underlay but not on supported multicast traffic which
is good for scalability.

BIER without FRR requires only a single routing plane, e.g., shortest path routing. In
contrast, BIER with MoFRR based on MRT routing topologies requires two additional
routings planes whose state information scales with the number of nodes in the network.
MRTs are adopted in the IETF and provide acceptable scaling in ISP networks [100].
They increase the routing state of normal IP routing by approximately 200%. Also the
state information for BIER routing tables increases linearly with the number of nodes.
The BIER header requires one bit for each node in the network. The default size of
the BIER header is 256 bits (32 bytes) and was sufficient for all considered networks.
Larger headers of up to 4096 bits are possible.

BIER-TE without FRR requires one bit per node in the network and one bit per link,
which causes larger header overhead than BIER. Moreover, a controller is needed that
constructs the multicast trees and encodes them in the packet headers. The FRR methods
BBE and PPT have different scaling properties. BBE requires two BIER headers which
results into an additional 32 bytes header overhead in our study because all networks
were small enough to encode their links and nodes in a 256 bits header. PPT leverages
point-to-point tunnels provided by a routing underlay. These tunnels need to be encoded
as forward-adjacencies in the BIER header so that even more bits are needed. Moreover,

the tunnels need to be provided by the routing underlay, increasing its complexity. To
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protect against link failures, every unidirectional link in the network has to be protected
so that the number of additional bits equals the number of unidirectional links. The
networks under study had 56 links on average and at most 176 links. To protect against
node failures, every node needs to be protected by additional tunnels. In the networks
under study, 156 tunnels were needed on average and at most 716 tunnels. Thus, for
the largest network, the BIER header requires for PPT 892 additional bits (112 bytes)
for unicast tunnels. This causes more overhead than a small 32 bytes encapsulation
header for BBE. Moreover, tunneling over the routing underlay may also add some
header overhead. Therefore, BBE may be the most efficient FRR melthod for BIER-TE
in terms of complexity and header overhead.

As BIER represents only nodes in the headers while BIER-TE represents both links
and nodes, BIER-TE leads to larger header overhead than BIER which may be relevant
for very large networks so that the resulting header size may be technically still feasible
but not efficient. When fast protection is required, the complexity of the routing under-
lays may be problematic for BIER MoFRR because it requires three different routing
planes whereas BIER-TE with BBE does not even depend on a routing underlay.
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5.5 Software-Defined Multicast Architecture

In this section, we present the SDM architecture. We discuss the data plane requirements

of this architecture.

5.5.1 Architecture Description

The generic architecture is illustrated in Figure 5.9. It is based on the typical SDN struc-
ture as discussed in Chapter 2. The data plane consists of P4 switches that are controlled
by one or more controllers. The choice of the southbound interface is motivated in Sec-
tion 5.5.2. The control plane configures the switches using the API that is generated by
the P4 compiler of the P4 source code. The API is specific to the P4 program and in this

case contains for example operations for the BIFT.
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Figure 5.9: Software-Defined Multicast (SDM) architecture with P4 as southbound in-

terface.

The northbound interface requires several specific components. The controllers have
to interact with the so called Multicast Flow Overlay (MFO) as discussed in [142] that
manages multicast subscriptions and can be provided by approaches such as defined

in the RFCs 6513 or 6514. In addition, we propose the use of a “Traffic Engineering”
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component that provides optimized paths for BIER-TE. FRR can be installed if traffic
should be protected. The controller will install either traditional IP multicast, BIER, or
BIER-TE depending on the specific use case and its requirements given by the MFO,

TE, or other network applications.

5.5.2 Data Plane Requirements for SDN

The implementation of BIER is currently standardized for MPLS [147], OSPF [15] and
IS-IS [16] to integrate BIER in current IP/MPLS networks. The MPLS encapsulation
proposes the BIER header format as TLV.

There are two main options to implement BIER and BIER-TE in SDN: OpenFlow
and the P4 language. Since version 1.2, OpenFlow supports different protocol headers,
e.g. BIER, using the OXM. However, BIER is currently no standard header and must
be supplied by vendors as an extension using OXM. Both multicast and FRR require
group tables in OpenFlow. However, different group table types (all and fast-failover)
are required and cannot be mixed. This increases the difficulty to implement BIER-TE
with FRR. In addition, we think that the pipeline prior OpenFlow 1.5 is too restricted
to support BIER and BIER-TE. OpenFlow 1.5 is not implemented in current OpenFlow
switches and BIER will most likely require these optional features that may not be
supported by all OpenFlow switches in the future.

Therefore, we consider P4 [31] as southbound interface for an SDN-BIER approach.
P4 allows both the programmability of the data plane with regard packet format and to
packet control through the switch’s pipeline. New packet headers can be defined and
P4 programs allow for complex pipeline operations. We illustrate the necessary features
that needed to implement IP multicast, BIER and BIER-TE forwarding, and implement
BIER-in-BIER encapsulation (BBE) as protection method for BIER-TE. We provide
information about difficulties and missing flexibilities of the P4 language to implement

our architecture.
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5.6 Prototype and Testbed Demonstration

In this section, we present the testbed and illustrate various demo scenarios that can be
executed simultaneously. We provide an introduction into the P4 language. Finally, we

describe and explain the P4 implementation of SDM.

5.6.1 Testbed Description

We provide a P4 implementation of BIER and BIER-TE and release the P4 source code
as open source under the Apache License. The software is available online [12] and
explained in detail in Section 5.6.4. We use the same BIER header proposed for BIER
MPLS encapsulation [147] for our implementation but embed BIER and BIER-TE into
an Ethernet infrastructure instead of MPLS. We use the P4 reference software switch
called “behavioral model” (bmv2) [148]. The reference switch has similar importance
to P4 as OpenVSwitch to OpenFlow. Our testbed runs in a virtual machine with Ubuntu
14.04. We emulate various network scenarios in Mininet 2.3. The demo scenarios of our
prototype are validated using multicast test tools developed by University of Virginia’s
Multimedia Networks Group [149].

We use a static network topology in our demonstration which is illustrated and con-
trolled by a GUI written in Python and Qt. The GUI installs forwarding entries in the
P4 switches using the Command-Line Interface (CLI) which is automatically generated
of the P4 source code. The GUI acts as SDN controller but lacks some features such as
topology detection, etc. Figure 5.10 illustrates the GUI. On the left side the network is
shown. The links that currently transport traffic are highlighted in green. On the right
side, there are four xterms-windows that contain the outputs of the mtools (msend and
mreceive) used for the demo scenario. In the middle of the screen, a table dump of a
BTAFT is given.

5.6.2 Demo Scenarios

In this section we describe the demo scenarios. All use cases can be simultaneously

executed in the demonstration.
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¥ | m BIERTEP4Demo
Launch 1P MC Launch BIER Launch BIERTE s3-6 Install BIERTE FRR

Dump SW3BTAFT  switchi[] | bierte_bift_ = Dump table Log SWshell Host shell

mping entry
Match key:
* bier(0].Bitstring : TERNARY 0000000000000004 B&&

0000000000000004

Action entry: bier_te_decap - 04

Match key:

* bier[0]Bitstring : TERNARY 0000000000000800 &.&&
0000000000000800

Priority: 1

Action entry: bier_te_forward - 0800, 02, 054804

Dumping entry 0x2
Match key:

* bier(0].Bitstring : TERNARY 0000000000004000 8&&
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Match key:

* bier[0]Bitstring : TERNARY 0000000000010000 &&&
0000000000010000

Priority: 1

Action entry: bier_te_forward - 010000, 04, 054804
Dumping entry 0x4

Match key:

* bier(0]Bitstring : TERNARY 0000000000040000 &&&
0000000000040000

Priority: 1

jer_te_forward - 040000, 05, 054804

Link status successful updated

Figure 5.10: GUI of the prototype implementation. It allows to start all supported demo
scenarios, query the table contents, and illustrates the network and the cur-

rent traffic.

Traditional IP Multicast

We implement traditional IP multicast in the P4 switches. Each switch contains a map-
ping of multicast addresses to corresponding outgoing ports. Every switch that is part
of the multicast tree requires a specific IP multicast table entry. Packets are duplicated

correctly at branching points.
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BIER Multicast

We configure the BIFT in all P4 switches according to the BIER IETF RFC [142].
For each multicast tree, one entry is installed at the ingress switch. The entry contains
an action that encapsulates the BIER header which contains the egress nodes of the
multicast tree. The multicast packet is forwarded along the shortest path tree towards the
destinations using the BIFT entries. The BIER header is removed at the egress switches

and the original packet is forwarded to the receiving host.

Explicit Paths Using BIER-TE

We configure the BIER-TE tables similarly to BIER multicast according to the BIER-TE
draft. The ingress nodes encapsulate BIER headers that contains the links to traverse
and the egress nodes. Packets do not have to follow the shortest paths. We leverage the
EtherType field to distinguish IP, BIER, and BIER-TE multicast traffic to match packets

against the corresponding forwarding tables in the P4 program.

Reliable Multicast Using BIER-TE FRR

BIER-TE FRR is based on rewriting the forwarding information contained in the BIER
header in such a way that the packets are locally rerouted to the next-hops in case of
failures. There are three different mechanisms proposed to implement the backup paths.
We implemented BBE in our prototype for local reroute. We omit the two other variants

because they are generally outperformed by BBE [10].

We configure the BTAFT to protect links in the network. We show that different
multicast trees are rerouted correctly using the same BTAFT entries when a link failure

occurs.
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5.6.3 P4 Language

We provide an overview of the P4 language in this section. We focus on the P4 features
required to implement SDM. This section explains the concepts of P4 which will be
illustrated in great detail in Section 5.6.4 on the prototype implementation. We refer to
the P44 specification from May 2017 [150]. A P4 program looks similar to a normal
general-purpose program. It contains header and table definitions and describes how
packets are processed. A P4 program is compiled to a so called target. A target is a
device that performs the packet processing. Each target implements features specified in
the standard and may provide target-specific functionalities. Not every P4 program will
compile on all possible targets. We compile our P4 program to the P4 reference switch
that provides a multicast feature which is not part of the standard. We implement IP
multicast using this feature. The compilation process also generates an API that allows

controllers to configure the device with appropriate forwarding entries.

A significant difference of P4 compared to OpenFlow is that the data plane can be
easily extended. New headers can be simply defined similar to a records definition (e.g.
structs in C++) known from general-purpose languages. Similarly, the programmer
can specify metadata that act as helper variables during the execution of P4 program.
Metadata is specific to a packet that is processed by the switch, it is initialized empty
(value zero), and is independent of metadata of other packets. Header and metadata must
be instantiated in the P4 program, i.e., the programmer specifies how many headers of
a certain kind are accessible in the P4 program. For example, the P4 program for the
SDM architecture specifies two headers for BIER and, thus, supports only one BBE

encapsulation.

The packet processing is defined in the P4 program by specifying the ingress and
egress control flows. The responsibilities of the ingress control flow are mainly to iden-
tify how a packet should be handled and on which egress the packet should leave the
device. The egress pipeline is responsible for final packet processing after the egress

was specified in the ingress.
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Table: <table action name>
+default: do_action(name:type)

do_action_statementl
do_action_statement2

Table: <table name> action_statementl
: action_statement2
+header_field_name: match_function

+header_field_name: match_function
+methodl(namel: typel,
name2:type2)
+method2()
+miss ()

action_statementl
action_statement2

Figure 5.11: The control flow chart illustrates the most important control flow capabili-

ties in P4 for the SDM implementation.

There are various operations possible in the control flow. Figure 5.11 illustrates a
simple control flow diagram that contains the most important capabilities. Each chart
contains a start state and at least one final state. This allows to separate a P4 program
in smaller parts and focus on some aspects of the implementation, e.g., a control flow

chart for IP forwarding as depicted in Figure 5.12 below.

(1) if-constructs allow to select different control flow actions dependent on the
header or metadata fields, e.g., to test if a specific header field is empty. We illustrate
them as diamonds as in typical flow charts. Depending on the outcome of the test, packet

processing continues.

The most important control flow operation is to match header or metadata fields
against a lookup table (2). We illustrate tables in a block that contains a name, a list of
header fields, and a list of potential actions. The header fields may be matched exactly or
as wildcard match. Each entry in the table is associated with an action that accepts zero
or more arguments. Note that a P4 program allows to specify the following control flow
depending on table hits, misses, or specific actions which is depicted as outgoing arrow
of the actions. The arrows point to action blocks or other control flow elements. Each
action block (3) contains one or more action statements. A P4 program cannot directly

call actions in the control flow and relies on tables and associated actions. Therefore, we
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introduce “table actions” (4) that do not contain match fields and only allow a default
action to be assigned. We illustrate them by a single block that contains the table and
an action block. Another important restriction in P4 programs is that a table can only be
matched once per run. It prevents multiple matches in a BIFT for a single packet which
is necessary for BIER and BIER-TE. We describe a solution based on packet cloning

below.

Finally, we heavily rely on packet cloning, recirculation, and resubmission of packets
to implement BIER an BIER-TE. Note that these operations are not intended to imple-
ment multicast as stated in the specification. However, we could not find another way to
implement BIER in a scalable way, i.e., provide topology-specific and not flow-specific
forwarding entries. In the following, we describe the operation and semantics of these
operations and the necessary workarounds to implement SDM using the P4 reference
switch bmv2. The specification states that packet cloning is possible from the ingress to

the egress but bmv2 only supports cloning to the egress at the time of this writing.

Packets can be cloned from the ingress to the egress by calling the action
clone_pkt_ingress_to_egress anywhere during the ingress control flow. The
egress pipeline will be executed twice. The first egress run uses the packet with the
header and metadata state equal to the end of the ingress pipeline, i.e., all changes made
to the packet are visible in the header fields. The second run operates on a packet clone
of the initial header fields before the ingress has started. It is possible to keep the meta-

data from the end of the ingress pipeline.

Packet recirculation allows to begin the switch pipeline again with the resulting
packet of the egress pipeline. The action recirculate may be called in the egress
control flow. The packet will be parsed again and the ingress control flow is started.
Metadata can be kept by specifying the appropriate fields. Packet resubmission the
analogous operation for the ingress control flow. Note that both recirculation and re-
submission of packets cancel any pending operations of the packet, i.e., packet clones

or transmission of packets through a port are not performed.
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|P Table: Ip_mc intrinsic_metadata.mcast_grp := grpinurlnlli

+ip.dstAddr: exact
.—) +set_mc_group(grp_num:int) set ETHERTYPE BIER N

+add_bier(bs:bitstring) push(bier, 1) Egress
+add_bier te(bs:bitstring) bier.BitString := bs
+default: miss() set ETHERTYPE_BIER TE recirculate := 1

|: Table: ip_lpm

+ip.dstAddr: lpm |_)| standard_metadata.egress port := por‘lﬁi

+set_egress(port:int)
+default: drop()

Figure 5.12: The IP control flow is applied to packets that do not contain a BIER header.

5.6.4 P4 Prototype Description

We describe the ingress and egress control flow of the P4 program. We omit the header
and metadata definitions of the program but the header fields are implicitly given in
the control flow. We illustrate the program in a control flow chart as discussed in Sec-
tion 5.6.3.

The ingress control flow is separated in the IP control flow, BIER control flow, BIER-
TE control flow, and BIER-TE FRR control flow. The responsibility of the ingress con-
trol flow is to identify the corresponding actions, assigning outgoing ports, and prepar-
ing the egress control flow. The egress control flow has three major responsibilities.
First, it recirculates packet clones that must be matched again at the BIFT. Second,
it makes changes made during the pipeline processing permanent for subsequent runs
that start anew at the ingress. Finally, it sends packets out through the specified port if
decided in the ingress ports.

In the following sections, we describe each control flow. Note that the ingress con-
trol flows are selected depending on the EtherType of the packet. Plain IP packets are
processed to the IP control flow, and packets with EtherType BIER and BIER-TE are

processed by the appropriate control flow.

5.6.4.1 IP Control Flow

IP packets are supported in the SDM architecture. Normal IP packets are simply for-
warded and multicast packets can be either sent using IP multicast, BIER, and BIER-TE.
Plain IP packets can be identified by the EtherType for IP packets. Figure 5.12 illustrates

151



5 Scalable and Resilient P4-based Software-Defined Multicast

the control flow for plain IP packets. The first step is to identify whether the packet is
a multicast packet. This is done by matching the packet against the ip_mc-table. If the
packet contains a multicast address that matches in the table, there are three possible
actions. The first action (set_mc_group) is applied when it is an [P multicast packet.
We leverage the P4 reference switch internal multicast feature by setting the appropri-
ate switch-specific metadata field intrinsic_metadata.mcast_grp field. The
metadata field corresponds to an entry of the switch internal multicast table which can
be filled using the switch API. In the table, each multicast group is assigned a list of
ports. The egress pipeline is started multiple times, one time for each port specified in
the list. The egress port is set each time by the switch accordingly and the packet is sent
through the correct port.

The second action is applied when the IP address is associated with BIER forwarding.
The EtherType of the packet is set to BIER. Then, the BIER header is pushed and the
bitstring is set appropriately. We also set a metadata bit (recirculate) that indicates
recirculation of the packet in the egress pipeline. Recirculation in the egress pipeline
will insert the BIER encapsulated packet in the ingress pipeline. Moreover, only recir-
culation is the only method we found to permanently store changes to the packet in
subsequent flows through the pipeline, which is necessary for BIER forwarding and
described in detail in the next section.

The third option is to encapsulate with BIER-TE. The procedure is identical but lever-
ages a different EtherType to distinguish BIER and BIER-TE.

If the packet is not a multicast packet, we match the IP destination address against the
ip_lpm lookup table. LPM is used to determine the egress port and the packet handled

by the action set_egress.

5.6.4.2 BIER Control Flow

Figure 5.13 illustrates how BIER packets are processed in the pipeline. The packet in
the ingress shows the contents of the BIER header. It contains bits (blue) matching a
specific BIFT entry and bits that do not match the BIFT entry (red). The remaining bits

(white) are unset in the header. The first step is to keep the matching bits, remove the
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Figure 5.13: BIER packet processing.
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Figure 5.14: BIER control flow is applied to packets that are BIER encapsulated. The
new EtherType BIER distinguishes BIER packets from plain IP and BIER-
TE packets.

remaining bits from the header, and set the appropriate egress port. In addition, we use
the clone_ingress_to_egress action to duplicate the packet. This action causes
the egress pipeline to be started twice: the first run starts with the modified packet.
The packet does not require any further processing and is immediately sent through the
port. The second egress pipeline run starts with the unmodified packet of the ingress
pipeline due to the semantics of the clone operation. Therefore, we have to remove the
bits that matched in the ingress pipeline from the packet clone. The modified packet is
recirculated to the ingress, which also makes the removal of the blue bits permanent
in the subsequent iterations of the packet. The packet is recirculated until all bits are
cleared and is then dropped.

Figure 5.14 shows the structure of the P4 program for BIER packet handling in the
ingress control flow. The packet is matched against the BIFT. Two actions can be set

for each BIFT entry. The action bier_decap is used for packets that leave the BIER
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Figure 5.15: The BIER-TE control flow is structured similarly to the BIER control flow.
It is called by the BIER-TE FRR control flow shown in Figure 5.16.

domain. The BIER header is popped and the IPv4 EtherType is set. The second ac-
tion is bier_forward and corresponds to the BIER packet processing described
above. The egress port is set and the matching IDs are updated using the forward bit-
mask (f_bm) [142]. The f_lbm corresponds to the blue bits in Figure 5.13. We also
save f_bm in a metadata variable that will be kept for the packet clone created by
clone_ingress_pkt_to_egress. The bitmask will be used to extract the red
IDs and recirculation to the ingress as illustrated in Figure 5.13. This is discussed in
detail in Section 5.6.4.4 below.

5.6.4.3 BIER-TE Control Flow

In this section we explain BIER-TE and FRR for BIER-TE. We implement only the
BBE method (Section 5.3.3). We first explain the BIER-TE forwarding procedure (Sec-
tion 5.3.2) and afters the FRR procedure. Note that the FRR procedure is applied first
and, which in turn executes the forwarding procedure.

The BIER-TE BIFT contains up to n+1 entries for a switch with n ports. One entry is
established for packets leaving the BIER-TE domain causing the BIER-TE header to be
removed. The remaining n entries are associated with each port of the switch. BIER-TE
packets are forwarded by removing all Bits of Interest (Bol) before sending it through
the port.

Figure 5.15 illustrates the BIER-TE forwarding procedure described above. The con-
trol flow is very similar to the BIER control flow and starts by matching the bitstring

against the BIER-TE BIFT. The bier_te_forward action is almost analogous to
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Table: bier_te_bfd
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Figure 5.16: BIER-TE FRR control flow. It is applied if the packet is BIER encapsulated
with EtherType BIER-TE.

the BIER one. The difference is that the sent packet has its Bol removed instead of the
matching entry. Instead, the matching bit has to be removed from the packet clone to
enable recursive processing of the packet which is performed in the egress control flow.
The bier_te_decap action needs to respect the possibility of two BIER headers due
to BBE FRR. We first pop the BIER header and prepare the packet clone and do not
change the EtherType. Then, we check if there is still a BIER header in the packet using
the i f-construct and the valid function which checks if a specific header is present in
the packet. If there is still a header, we transition to the egress control flow. Otherwise,
we need to fix the EtherType to IPv4. P4 does not allow to call actions directly within
the control flow. Thus, we provided a workaround of an empty table fix_ethertype
that contains a default action that sets the EtherType to IPv4. Since the table does not

contain any entries, the action is always applied. Finally, the egress control flow starts.

Figure 5.16 illustrates the P4 program part that performs FRR for BIER-TE. This part
is directly applied in the ingress when the EtherType is BIER-TE and runs before the
normal BIER-TE forwarding described above. To apply FRR, the P4 program requires
access to the status of the output ports. However, the port status cannot be accessed using

the switches metadata. Therefore, we implemented a BFD component that measures the
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status of all ports and updates a table (bier_te_lbift) in such a way that it contains
the port status in form of a bitstring.

The first step in the FRR control flow is to check if two BIER headers are in the
packet. If there are two BIER headers we skip the FRR part and start with the normal
forwarding procedure since the approach only supports one BIER-in-BIER encapsula-
tion. Otherwise, we copy the BFD content (bfd) and the bitstring (bs) into metadata.
If there are failed adjacencies (bfd != 0), we match on the copied bitstring bs in the
BTAFT. Each match in the BTAFT corresponds to a backup path — a single backup path
to the NH for single link failures or a part of the backup path towards a single DS-NNH
for node failures. The backup paths are merged in the Add- and ResetBitmasks and
the failed adjacency removed from the copied bitstring bs. The packet is resubmitted
to the ingress keeping the metadata. These steps are repeated until there are no failed
adjacencies left in the copied bitstring.

When an Add- or ResetBitmask was computed through the BTAFT, we create a
packet clone that will be encapsulated with the contents of the AddBitmask. Since ac-
tions cannot be called directly, we require an empty table (bier_te_frr) with a
default action. The encapsulation with a second BIER header will be performed in the
egress control flow. In addition, we remove the bits collected in the ResetBitmask. Then,

normal BIER-TE forwarding is executed.

5.6.4.4 Egress Control Flow

The egress control flow is responsible for three main cases which are illustrated in Fig-
ure 5.17. The first case addresses packet clones. As described in the sections above, we
create packet clones when a match in the BIER or BIER-TE BIFT occurred, or when a
ResetBitmask has to be applied. The packet clone should be inserted in the ingress but
must have the matched bits removed or the ResetBitmask applied. The corresponding
bits are saved in the metadata bier_md.bs. The packet clone is then recirculated to
the ingress. Since the control flow does not allow to call actions directly, we leverage
the workaround with an additional empty table again.

The second case is related to BBE FRR. We push a new BIER header with the con-
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Figure 5.17: Egress control flow.

tents of the AddBitmask. The packet is recirculated to the ingress and will be forwarded
through the normal BIER-TE forwarding procedure.

The third and final case handles the encapsulation of IP packets to BIER packets.
The packet has to be recirculated to the ingress to make the BIER encapsulation perma-
nent in the packet. The recirculation is necessary to workaround the effects of packet
clones. Consider the following P4 program when a multicast packet is encapsulated
to a BIER packet in the IP control flow. If the BIER control flow is directly called
without recirculating the packet to the ingress, a packet clone will be created using
clone_ingress_pkt_to_egress. The packet clone will be inserted in the egress
pipeline with the header fields equal to the start of the pipeline: the BIER header is not
present in the packet clone. Recirculation simplifies the P4 program significantly by
ensuring the correct header state for packet clones.

If none of the cases apply, the packet does not need further processing and will be

sent through the assigned port.
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5.7 Summary

In this chapter, we discussed how scalable and resilient multicast can be implemented in
SDN. We leveraged the BIER and BIER-TE architectures to achieve scalable multicast.
We proposed various resilience mechanisms and compared them on 220 network topolo-
gies. We suggested to implement MoFRR for BIER leveraging the calculation of MRT
topologies to obtain redundant multicast forwarding structures. For BIER-TE FRR we
suggested three different methods: header modification (HM), unicast tunneling (PPT),
BIER-in-BIER encapsulation (BBE).

BIER MoFRR implements 1+1 protection and, therefore, causes at least double traffic
load during operation compared to without protection. However, it requires mostly less
additional capacity than FRR for BIER-TE because it does not reroute traffic in failure
cases. Although the original MRT method is known for possibly long backup paths,
path lengths resulting from BIER with MoFRR do not exhibit significantly more path
stretch than with FRR for BIER-TE. An implementation challenge may be a possibly
large difference in length of the two redundant paths. Below the line, MoFRR leveraging
MRT calculation seems an effective FRR option for BIER.

HM is the simplest method for BIER-TE FRR in terms of technology. However, it
is not effective because it loses about the same amount of traffic as without protection
just to avoid duplicate packets. In contrast, PPT and BBE can protect against all failures
if topologically possible. PPT configured for node protection may lead to excessive
capacity requirements, large header overhead, and complicates the routing underlay. As
BBE avoids these drawbacks, it requires only an additional BIER header of moderate
size, and does not need support from the routing underlay, we recommend BBE as

preferred protection method for BIER-TE.
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5.7 Summary

We proposed the SDM architecture and discussed its data plane requirements. We
provided a demonstration testbed and a prototype implementation. The prototype is
written in the P4 language and described in detail. We showed workarounds that were
necessary to implement BIER, BIER-TE, and the BBE method for FRR. The demon-
stration allows to execute IP multicast, BIER multicast, and BIER-TE multicast simul-

taneously and, thus, shows the feasibility of our proposed SDM architecture.
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6 Conclusion

The SDN architecture has driven network innovation forward and provides the oppor-
tunity to evolve communication networks faster and more efficient than before. While
SDN currently is already used in datacenters, applying SDN to general communication
and ISP networks imposes new challenges with regard to scalability and resilience. The
SDN architecture bases on the separation of the data plane and the control plane. Net-
work failures require a logically-centralized control plane to reconfigure the network.
The separation and the design choices may impose challenging circumstances that de-
lay or prevent network reconfiguration which increases the amount of traffic lost in
failure cases. Moreover, current OpenFlow switches — that are most commonly used to
implement SDN — have limited space in their flow tables. Fine-grained rules required
for network applications and large routing tables challenge the memory capacities of
OpenFlow switches.

The first part of this dissertation addresses inter-domain routing in OpenFlow-based
SDN. We developed a wildcard compression mechanism to reduce the required state
in OpenFlow switches to support large routing tables. We presented the architectural
design, and considered important practical issues: incremental table updates and com-
pression speed. We analyzed the effectiveness of the approach and found that com-
pression routing tables is challenging and time consuming. We significantly improved
compression speed by sacrificing only little compression efficiency. However, we found
an overall compression efficiency of approximately 17 — 20% which does not solve the
state problem itself. Yet, our method is orthogonal to other already studied approaches
and can be combined to increase the network throughput.

The second part of this dissertation discusses resilience in SDN networks and is

based on FRR principle. We propose various different FRR mechanism that we as-
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sumed are appropriate candidates for SDN networks. We considered several existing
FRR mechanism: Loop-free alternates (LFAs), MPLS FRR, and Maximally Redundant
Trees (MRTs). We provide novel extensions or adjustments to LFAs and MRTs that are
possible leveraging the SDN architecture to enhance their characteristics. LD-LFAs im-
prove the coverage of LFAs significantly and require only one additional rule per switch.
We developed destination-specific MRTs (AMRTs) that share the data plane implemen-
tation with MRTs but reduce the length of the backup paths. Moreover, we proposed
dual sink trees (DSTs) that reuse the underlying structure of MRTSs but sacrifice path
length for fewer forwarding entries. We did not propose changes to MPLS FRR. Finally,
we developed a novel FRR scheme for OpenFlow-based SDN called Load-Dependent
Flow Splitting (LDFS) that combines traffic engineering with backup paths.

We analyzed the proposals on various networks obtained from the Topology Zoo
that consists of several hundreds of commercial and research wide area networks. We
found that LDFS achieves capacity savings when traffic overloads occur individually but
not in combinations with failures. We generally do not recommend LDFES as resilience
mechanism for SDN due to its complexity and lack of efficiency. LD-LFAs require
the least state and provide significantly higher protection compared to simple LFAs.
LD-LFAs are suited for networks that cannot provide space for backup forward entries
and do not require full coverage. The results for the remaining resilience methods that
provide full coverage are as follows. MPLS FRR lead to the backup paths shortest paths
but has the highest state requirements. dMRTs clearly outperform simple MRTs and
provide a good balance between path lengths and state requirements. Path lengths are
on average almost as short as with MPLS but noticeably longer in worst cases. DSTs
require the least state of the considered methods but causes longer paths especially for
traffic flows that are not affected by any failure. Therefore, we recommend dMRTs as
resilience method for SDN in general. DSTs and MPLS should be used when state or
path lengths have highest priority, respectively.

The final part of this dissertation addresses scalable and resilient multicast for SDN-
based networks. We propose a software-defined multicast architecture that leverages Bit
Indexed Explicit Replication (BIER) and Traffic Engineering for BIER (BIER-TE) to
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achieve multicast without flow specific state. We propose various resilience methods
for BIER and BIER-TE and evaluate and compare them on the Topology Zoo. In addi-
tion, we provide a prototype implementation and testbed demonstration that shows the

feasibility of our solution.
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