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Abstract. Process-Based Fraud (PBF) is fraud enabled by process deviations that
occur in business processes. Several studies have proposed PBF detection
methods; however, false decisions are still often made because of cases with low
deviation. Low deviation is caused by ambiguity in determining fraud attribute
values and low frequency of occurrence. This paper proposes a method of
detecting PBF with low deviation in order to correctly detect fraudulent cases.
Firstly, the fraudulence attributes are established, then a fuzzy approach is
utilized to weigh the importance of the fraud attributes. Further, multi-attribute
decision making (MADM) is employed to obtain a PBF rating according to
attribute values and attribute importance weights. Finally, a decision is made
whether the deviation is fraudulent or not, based on the PBF rating. Experimental
validation showed that the accuracy and false discovery rate of the method were
0.98 and 0.17, respectively.

Keywords: fraud detection; fuzzy MADM; PBF rating; process-based fraud; process
deviation; weighting attributes.

1 Introduction

Fraud is a form of crime that takes profit from various modes of cheating. Fraud
has become a significant concern because it is a major cause of loss in
organizations and companies [1]. It is estimated that fraud causes a loss of about
5% of their annual income. Fraud has resulted in a loss of more than 70 trillion
dollars [2]. These losses significantly affect almost all companies.

Companies potentially suffer more financial losses because their anti-fraud
protection is not able to detect all cases of fraud. It may be possible to detect
fraud if the early warning system works well. For example, a deviation in
standard operating procedures (SOP) committed by a staff member can be
detected early, so that the company can modify the staff member’s work pattern
to reduce the possibility of fraud. In such cases, process mining provides a
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solution by giving an option to test the conformity of the business process to the
SOP [3].

Data mining and fraud detection have been studied for decades in various ways.
For example, using a neural network algorithm [4], a self-organizing maps
algorithm [5], the Dempster-Shafer theory and Bayesian learning algorithms
[6], classification models [7], empirical analysis [8], and web service
collaboration [9]. Additionally, in process mining it has been done using control
flow analysis, role analysis and performance analysis [3],[10], association rule
learning [11], hybrid ARL and process mining [12].

These previous researches, however, only considered a non-fuzzy condition (i.e.
fraud or not fraud) in detecting PBF. Here, PBF is detected based on SOP
deviation, although in reality not all SOP deviations are fraud, as argued by
experts. As a result, PBF may not be determined by SOP deviation alone. PBF
detection using multi-attribute decision making (MADM) leads to similar
results as with the previous methods. Therefore, we propose a fuzzy approach to
investigate the degree of membership of attribute values and attribute
importance weights. We hypothesize that the degree of membership of attribute
values and attribute importance weight can provide the weight of deviation.
Finally, the weight of deviation can be used to determine whether the deviation
indicates fraud or not. Based on this, we believe that the fuzzy approach is
appropriate to overcome fraud detection problems in cases of low deviation.

The rest of this paper is organized as follows. Section 2 presents an overview of
related work on PBF detection. Section 3 presents the process mining for PBF
detection. Section 4 presents a case study, explaining the business process in a
credit application. Section 5 presents the method proposed in this study. Section
6 describes the proposed method for determining PBF. Section 7 contains an
evaluation of the proposed method and discussion of its performance. Lastly,
concluding remarks according to the results of the proposed method are given in
Section 8.

2 Related Work

Fraud detection is important to minimize losses caused by fraud in companies
[1]. It should be identified in business processes that can be analyzed by process
mining, including performance, event sequence, control flow and role analysis
[3]. Detection is performed using data mining (i.e. association rule learning) and
a combination of data mining and process mining (hybrid method), the results
of which are then analyzed based on the respective business processes to
identify SOP deviation [11]-[13].
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In [3], the authors have proposed process mining to mitigate fraud. They used
performance analysis, control flow analysis, and role analysis to study business
processes. This method, however, does not include an algorithm for fraud
detection. It has been proved that process mining is able to detect fraud in
business processes.

The concept of 1+5+1 [10] proposes tools for implementation of PBF detection.
“1+5+1” stands for: (1) log preparation + (5) {1} log analysis, {2} process
analysis, {3} conformance analysis, {4} performance analysis, {5} social
analysis using filters, summarization, sorting, joining and aging + (1) iteration
and refocusing. This study does not explain the forms of PBF and the
determination of suspected fraud is performed by experts and not
computationally. The authors draw the conclusion that process mining can
detect fraud in some business process models.

An association rule learning (ARL) algorithm has been used to analyze the
correlation between fraud and behavior rules in credit card data transactions in
[11]. The behavior of an originator (a user who executes an event) that is
consistent with the character of fraudulent behavior is marked as suspicious.
This study detected fraud by analyzing SOP deviations using a non-fuzzy
method. Therefore, the value of the condition (i.e. not fraud, between not fraud
and fraud, fraud, confident fraud and very confident fraud) was not determined.

In another study [12], a hybrid method that combines an ARL algorithm and
process mining was proposed. An ARL algorithm was used to identify
fraudulent behavior, while process mining was used for analyzing SOP
deviation. The method used expert opinion about association rule learning to
generate rules for compliance checking. The present study considered the
weights of attributes, which were specified subjectively, for determining fraud.

3 Process Mining for Process-Based Fraud Detection

3.1 Process Mining

Process mining is a discipline that focuses on the retrieval of information
obtained from event logs [14],[15]. Event logs contain processes that are exe-
cuted within an information system. The forms of information are: case code,
event code, event name, originator name, date and time of event execution.

There are three types of process mining: discovery, conformance (adjustment),
and enhancement (refinement) [15],[16]. In order to analyze the existence of a
case/process instance in a process model, it is necessary to do conformance
checking [17],[18]. In [3], the authors proposed a conformance method by
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comparing the case in the event logs with a process model. Furthermore,
statistical tools can be used to analyze the business process. This work focused
on conformance method development for fraud detection.

3.2 Process-Based Fraud Detection

Process-based fraud (PBF) is a form of fraud that can be identified by processes
that deviate from the SOP [13]. Detecting PBF in business processes can be
done from three different angles. First, from the point of view of the business
process, PBF can be detected by comparing different business processes with
respective models. Second, from the point of view of the business role, PBF can
be detected by analyzing any process that deviates from the business role. Third,
from the point of view of the organization, PBF can be detected by analyzing
any originator who deviates from the segregation of duties (SOD) or separation
of work [10].

There are some advantages to the use of process mining for detecting PBF. For
example, conformance checking can be used to compare business processes
with their SOP. Furthermore, this method is able to detect the occurrence of
event skipping, which is identified as suspicious [13] in addition to its capability
of controlling and analyzing the flow of a business process. Using this method,
the sequence of processes in a business can be analyzed. Similar to the previous
methods, if a process deviates from the sequence of processes, it is identified as
suspicious [3].

In addition, process mining can be used to analyze the execution time of an
event, parallel events and segregation of duties. In this case, an event whose
execution time is longer than the standard execution time is identified as
suspicious. Also, events being executed in parallel, deviating from the SOP, are
identified as suspicious. Likewise, an originator who deviates from the
segregation of duties is identified as suspicious [13].

3.3 PBF Attributes

In [11], the authors proposed four PBF attributes, namely skip, throughput time,
wrong resource, and wrong decision. In [12]-[13], the authors proposed ten PBF
attributes, namely skip sequence, skip decision, throughput time min,
throughput time max, wrong resource, wrong duty sequence, wrong duty
decision, wrong duty combine, wrong decision, and wrong pattern.
Nevertheless, these attributes were not able to identify all types of deviations in
PBF.

In this study, a new PBF attribute, namely parallel event, is proposed whose
description along with other PBF attributes is shown in Table 1.
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Table 1 Description of PBF attributes.
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Attribute Description Example
Skip The execution event jumps
from the actual flow |E|‘> Fr*l G
The event E is skipped
Wrong A case pattern is different
pattern from that of the business DI F» G
process
Business process pattern
Dy Gy F
Case pattern
"ljhroug.hput The event executi(.)n' time is Event Standard
time min shoréer (‘;han the minimum name time
standard event time Check 15
document | minutes
complete
Execution of “Check document
complete” event takes only 8 minutes
instead of 15 minutes
Throughput  The event execution time is  Execution of “Check document
time max longer than the maximum complete” event takes 35 minutes
standard event time
Wrong The event is executed by an ~ “Check collateral location" event is
resource illegal originator executed by Agus (operator) while it
should be done by Budi (manager)
Wrong duty  Different events are “Check SID” and “Check collateral
sequence executed by the same location” events are executed by Agus.
originator in a sequence Both “Check SID” and “Check
event collateral location” are sequence events
Wrong duty  Different events are “Loan decision” and “Check document
decision executed by the same complete” events are executed by
originator in a decision Agus, while “Loan decision” and
event “Check document complete” events are
decision events
Wrong duty  Different events are “Check collateral location” and “Check
combination executed by the same document complete” events are

originator in a sequence and

executed by Agus, while “Loan
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Attribute Description Example
decision event decision” and “Check document”
events are sequence and decision
events
Wrong The decision making for A credit plafond of $500.000 is
decision loan plafond does not approved by the section head,
comply with SOP however, according to SOP, credits

higher than $500.000 must be
approved by the office head

Parallel Different events are “Check collateral location” and “Check
event executed at the same time document complete” events are both
executed at 12-11-2012 10:10:00

4 Case Study

In this case study, a credit application business process has been investigated to
detect fraudulent behavior. The analysis of a credit application process was used
to identify fraud attributes, weigh attribute importance and rate PBF. The SOP
and business rules have been checked to get the various PBF attributes.

The credit application process is started by completing credit documents. Once
these are completed, which is checked by a clerk, the file is delivered to the
office head. Further, the office head gives back the clerk the recommendation to
to analyze the credit document. After receiving the recommendation, the clerk
checks the information of the applicant. If it is cleared, the clerk verifies his/her
data at the location of the loan collateral (e.g. personal assets that are used to
secure the loan) or at the debtor’s office. Otherwise, the credit application is
rejected.

After verification of the collateral, the clerk estimates a credit plafond that
conforms to the collateral condition, applicant behavior and credit application
rules. Furthermore, the head of credit analysis checks the document to validate
the credit plafond. If it is approved, the document is delivered to the credit
administration for rechecking of the document. The head of credit
administration sends the credit file to the office head in accordance with his/her
authority. In case the credit plafond is approved by an unauthorized person
(wrong authority), the result is an incorrect decision (wrong decision).

Next, the office head delivers the credit approval to the credit administration,
which then passes the credit document to a lawyer for the credit agreement
process. If the credit is rejected, the clerk sends the rejection letter to the
applicant. Once the credit agreement is completed, the head of the credit
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administration makes a draw down letter (letter to transfer) and transfers the
credit plafond to the applicant’s account.

Process mining analysis was used to analyze the business process of the credit
application to get event sequence, execution time, segregation of duty and rule.
If an event was skipped, then the skip event attribute was flagged. If a case had
an execution time event longer than the standard execution time, then the
throughput time attribute was flagged. Similarly, if applicant information
checking was executed by an illegal originator, then the wrong resource
attribute was flagged. Furthermore, if an originator (user) executed two different
events, then the wrong duty attribute was flagged. Overall, every SOP deviation
was connected to a fraud attribute.

5 Method

5.1 Modified Digital Logic (MDL)

Fraud occuring in a business process may deliver different PBF attributes whose
weights vary. One solution of this weighing problem is utilizing modified
digital logic (MDL). In the proposed method, MDL is used to estimate the
weight of attribute importance. Expert discussion of each attribute’s importance
is needed to derive the attribute importance weights. Three experts provided an
assessment of the importance of each PBF attribute compared to other
attributes. The experts assessed every attribute by ‘1°, ‘2’ or ‘3’. To show an
attribute is more important, ‘3’ is used. To show attributes have equal
importance ‘2’ is used. Meanwhile ‘1’ signifies that an attribute is less
important than the other attributes. The attribute importance weights are the
same as in [19]. The results of the expert assessment are presented in Table 2.

Table 2 Expert assessment in MDL.

@ =
Attribut — a0 v e v T D 29 %n 5
ributes < < < < < << << 4 4 g8 B &
= 3
Skip sequence (Al) 2 2 3 3 2 2 2 2 2 2 2 24 0,09 VI
Skip decision (A2) 223 3 2 2 222 2 2 24 0,09 VI
Throughput time min
(A3) 22212 2 2 2 2 2 2 21 0,08 I
Throughput time max
(A4) 222212222 2 2 21 0,08 I
Wrong resource(AS) 333 222 22 2 2 2 25 0,10 VI

Wrong duty seq (A6) 2 2 332 2222 2 2 24 009 VI
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@ =

Attributes T923I9snz22 = ° g3 :é" %

< < < < < < < << 4 4 g3 g %.o

—

Wrong duty dec(A7) 223 3 2 2 2 2 2 2 2 24 0,09 VI

Wrongdutycombine(AS8) 2 23 3 2 2 22 2 2 2 24 0,09 VI

Wrong decision(A9) 2 23 3 2 222 2 2 2 24 0,09 VI
Wrong pattern(A10) 212 2 2 2 2 2 2 2 2 21 0,08 1
Parallel event(A11) 2 22 21 2 22 2 2 2 21 0,08 1

253 1,00

The attribute importance weights were calculated using Eq.(1), taken from [19]:
P .

- (M

n p.
j=1 Pj

w; =
where p is a positive decision and j is the number of attributes.

5.2 Fuzzy Logic

Fuzzy logic has the ability to solve problems associated with precision [20].
According to [20], fuzzy sets are a function that consists of membership
functions in interval (0-1). A fuzzy approach was used to weigh the PBF
attribute values. This is useful for investigating conditions whose value is
between fraud and not fraud.

Eleven attribute values were converted, along with the attribute importance
weights. In this case, multiple attribute decision making (MADM) based fuzzy
logic was implemented to obtain the PBF rating. This represents the weight of
the deviation (e.g., a case has a PBF rating of 0.2).

Table 3 Linguistic variables and fuzzy number of deviation rates

I{;:f;:;::: Fuzzy number

High 0.8 1 1 1
Middle 0.3 0.7 0.8 1
Low 0 0 0.3 0.6

Each PBF attribute was initialized by using the following linguistic variables:
low, middle and high. The attribute importance weights were specified using the
following linguistic variables: very weak (VW), weak (W), fairly important (F),
important (I) and very important (VI). The weight of each PBF attribute was
determined as in [19],[21]. The expert assessment results and the fuzzy numbers
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of deviation rates are shown in Table 2 and Table 3, respectively. In addition,
the fuzzy numbers of attribute importance weights are listed in Table 4.

Table 4 Linguistic variables and fuzzy number of attribute importance

weights.
I::ﬁ:l;lt;c Fuzzy number
VI 0.9 1 1 1
I 0.7 0.8 0.9 1
F 0.4 0.6 0.7 0.8
w 0 0.3 0.4 0.7
VW 0 0 0.1 0.3

In this study, we used a trapezoidal fuzzy number, which consists of a, b, ¢, and
d, where a, b, ¢, d € R; a < b < ¢ < d, according to the method provided in
[20],[22]. Let min and max be the minimum and maximum values of the SOP
deviations in an attribute, respectively. The variable med is defined as max
divided by two, then a = min, b = min + % (med — min), ¢ = med + % (max -
med), and d = max. The fuzzy membership of the attribute value is depicted in
Figure 1.

1 low Middle

1 high
0 X X
a b c d

Figure 1 The fuzzy membership of attribute value.

The membership function is defined as follows (Egs. (2) to (4)):
1;Y<a

b-y
Mowl[Y] = ooy E<Y<b (2)

0;Y>b
1;b<Y<c

Y—-a
E,a<Y<b

d—
MiaaelY] = 2o <¥ <d 3)

0;Y>d;Y<a
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0;Y<c

Y_
HpignlY] = ﬁ;c<Y<d 4)

1;Y>d

6 Proposed Fuzzy Multi-Attribute Decision Making Approach

In this work, we propose a fuzzy multi-attribute decision making approach. This
technique is applied to decide whether an SOP deviation is fraudulent or not.
Process mining analysis is employed to analyze the SOP deviation and the
deviation numbers are determined as the PBF attribute values. Furthermore, the
attribute values and attribute importance weights are both converted into a fuzzy
value, which is utilized to get the degree of membership of the attribute values
and the attribute importance weights. MADM-based fuzzy logic is used to get
the PBF rating of the deviation.

Test
dataset

| Skip event analysis | Throughput time analysis |
A

[ Resource analysis | I

Decision analysis I
A
I | Wrong pattern analysis |

| Segregation of duty analysis
A

| Event parallel analysis

|

Converticn the value of PEF
attribute tofuzzyvalue

|

| Calculation the rating of attribute |

| Calculation the crisp value of the attribute rating |
Al
| Calculationthe PBFrating |

L

| PBF determination |

Convertion important PBF
attribute weights tofuzzy
value

Figure 2 Tllustration of PBF detection process.
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As described in the previous section, PBF detection consists of eleven steps,
where steps 1-6 have been proposed in [3],[11]-[13], while steps 7-12 are
proposed by us. Figure 2 shows an illustration of the PBF detection process.

The main steps of PBF detection can be described as follows:
Step 1 Skip event analysis

This analysis recognizes cases in which one or more events were skipped
according to the sequence diagram. Control flow analysis is employed to detect
such condition. If event skipping has occured, this affects the skip decision or
skip sequence attribute.

Step 2 Throughput time analysis

PBF often involves event execution times shorter than the specified standard
execution time. An event whose execution time is shorter or longer than the
standard execution time is identified as deviating from the SOP according to the
throughput time min or the throughput time max attributes.

Step 3 Resource Analysis

In the SOP, event implementation has to conform to the level of authority. Each
event has an originator (user) who executes it. If an event is performed by a
wrong originator then this affects the wrong resource attribute.

Step 4 Decision Analysis

This method analyzes the originator who runs the decision event, whether it
follows the SOP or not. In the SOP an event must be executed by an originator
who has the authority to do this. As an illustration, a credit plafond of more than
one billion has to be approved by the director. An event having been approved
by the head of a branch office, affects the wrong decision attribute.

Step 5 Segregation of Duty Analysis

Segregation of duty analysis is aimed at checking whether there is a deviation in
job segregation. A deviation occurs if an originator runs two or more different
events in a case. This analysis is only employed in large companies. Deviation
from segregation of duty affects the wrong duty sequence or wrong duty
decision or wrong duty combine attributes.

Step 6 Wrong Pattern Analysis

This step analyzes the flow of the business process, which has to conform to the
business process pattern. The deviation of such pattern affects the wrong pattern
attribute.
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Step 7 Parallel Event Analysis

Parallel execution is usually done to speed up the execution time of a credit
application process. However, this condition may also be the result of PBF. The
proposed method analyzes parallel event execution conform to the SOP. Parallel
event execution may constitute a deviation from the SOP and therefore affects
the parallel event attribute.

Step 8 Conversion of PBF Attribute Values to Fuzzy Values

The previous steps determine the respective PBF attribute values, which are
then converted to the appropriate fuzzy values by following Eq. (2), Eq. (3) and
Eq. (4). The results can be grouped into low, middle and high deviation.

Step 9 Calculation of Fuzzy Values of Attribute Importance Weights

The calculation of attribute rating needs the attribute importance weights, which
are obtained by converting the attribute importance values to fuzzy values. This
step is carried out using Table 2 and Table 4.

Step 10 Calculation of Attribute Rating

The fuzzy number of the attribute rating is obtained by multiplying the fuzzy
numbers of the attribute values with the fuzzy numbers of the attribute
importance values. Eq.(5) is used to calculate the rating of attributes [21].

(x1,%2,%3,%4) = (ay X by;a; X by; a3 X b3; a4 X by) Q)

where X;, Xz, X3 , X4 are the fuzzy numbers of the attribute rating, and a,, a,, a;,
ay are the fuzzy numbers of the attribute values, and by, b,, bs, b, are the fuzzy
numbers of the attribute importance values.

Step 11 Calculation of Crisp Value of Attribute Rating

The crisp value of the attribute ratings is required to calculate the PBF rating.
Eq. (6), as in [19], is utilized to get the crisp value of an attribute rating:
_xlxz+x3x4+(§)(x4_x3)2+(§)(x2_xl)z

—X1—X2+X3+X4

S= (6)

where S is the crisp value of the attribute rating.

Step 12 Calculation of the PBF Rating

Let S be the crisp value of an attribute rating. The PBF rating is calculated using
Eq. (7).
PBF =S5, vS,vS;3vS,..5, @)

where n is the total number of PBF attributes.
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Step 13 PBF Determination

PBF rating levels are required to decide if PBF is suspected. Expert opinion is
employed to establish PBF rating levels according to the method provided in
[21]. According to Table 5, a case with a PBF rating of 0.42 is classified as
fraud, while a case with a PBF rating of 0.2 is not fraud.

PBF can be mitigated by determining the fraud category on the basis of the PBF
ratings. Cases with a PBF rating higher than 0.4 are decided as fraudulent, while
cases with a PBF rating lower than 0.41 are determined as not fraudulent.
Considering the actual incidence of fraud, experts may decide that fraud occurs
at a PBF rating of 0.5. Hence, the category of not fraud can be changed to PBF
ratings between 0.01 between 0.5 for PBF detection. Therefore, changing the
PBF threshold can be employed for PBF mitigation.

Table 5 Levels of PBF rating.

Linguistic .

Va%iable Rating
Very confident fraud 0.76 — 1
Confident fraud 0.61-0.75
Fraud 0.41-0.6
Between fraud & not fraud 0.26 - 0.40
Not fraud 0.01-0.25

7 Method Evaluation

7.1 Experiment Design

The evaluation process is shown in Figure 3.

In this experiment, data were collected from the event logs of credit applications
in the years 2011-2013. The data were grouped into training and testing sets,
with 1857 cases (57.733 events/records) and 1147 cases (38.490 events/records)
respectively. We analyzed the business process in the training dataset to get the
cases which deviated from the SOP. The deviations were identified according to
the PBF attributes.

The analysis of the test dataset resulted in 102 cases with deviations from the
SOP. Case id 2576 had one PBF attribute: throughput time max. Meanwhile,
case id 2580 had two attributes, namely throughput time min and throughput
time max. An example of the test dataset result is presented in Table 6.
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Identify the Training
SOP devition dataset

PEF

attributes S0P
Weighting of

PBFvalue

Expert

Value of opif]ion

attribute
Analyze the dT;ES‘ : Analyzethe
SOP deviation atase SOP deviation

i L i

Fraudulent Fraudulent
status Accuracy test status

Figure 3 Evaluation process.

Table 6 Example of test dataset result.

= —
- 5: = ==ce =3 =i
2576 1
2580 2 1
2586 2
2590 2
2591 2
2592 2
2683 1 2
2688 1

The PBF attribute value was determined according to the attribute number in the
testing dataset result (e.g. throughput time min has a maximum number of
deviations of three and a minimum number of deviations of one.; hence, the
throughput time min attribute has three in high deviation, two in middle
deviation and one in low deviation). In Table 5, some attributes contain a blank
or 0 value. This means that an issue with the PBF attributes existed [3],[10]-
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[14], however, in the credit applications no deviation occurred. Therefore, a
case that deviated from the SOP on these attributes (e.g., skip event, wrong
resource, wrong duty and wrong decision) was decided as high deviation [3].

Two methods of PBF analysis, i.e. fuzzy and non-fuzzy, were implemented to
identify the advantage of the proposed method. The evaluation consisted of two
scenarios: (1) analyze the test dataset using the non-fuzzy method, (2) analyze
the test dataset using the fuzzy method. On the other hand, experts analyzed the
test dataset using their method. Evaluation of the accuracy and false discovery
rating (FDR) of both methods was implemented to see the advantages of each
method. Eq. (8) was used to calculate accuracy while Eq. (9) was used to
calculate the FDR.

TP+TN
TP+TN+FP+FN

®
©)

Accuracy =

FP
TP+FP

FDR =

7.2 Experimental Result And Discussion

We used a fuzzy approach to investigate SOP deviations that were identified as
not fraud. We evaluated the utilization of this fuzzy approach to analyze the test
dataset. Skip analysis, throughput time analysis, wrong resource analysis, wrong
duty analysis, pattern analysis and parallel event analysis were used to analyze
the test dataset. In this study, a PBF rating of 0.01-0.4 was determined not
fraud, so higher than 0.4 was decided as fraudulent.

The receiver operating characteristic (ROC) was used to measure the accuracy
of the PBF detection method. This framework measures the accuracy by
considering true positive (TP), true negative (TN), false positive (FP), and false
negative (FN). TP means that the experts’ and this method’s results have the
same determination when a case is fraud. TN also means that the experts’ and
this method’s result have the same determination when a case is not fraud. If the
experts decide fraud while the method decides not fraud, then this means a FN.
If the experts decide not fraud while the method decides fraud, this means an
FP.

Evaluation of the test dataset resulted in 102 cases that deviated from the SOP.
The result from the experts discussion proved that according to the non-fuzzy
method, 49 cases were identified as true positive, 53 cases as false positive, 68
cases as false negative, and 1045 cases as true negative. Meanwhile, by using
the fuzzy method, 38 cases were identified as true positive, 8 cases as false
positive, 11 cases as false negative, and 1090 cases as true negative. Using Eq.
(8) and Eq. (9), the non-fuzzy method had an accuracy of 0.95 and FDR of 0.51,
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while the fuzzy method had an accuracy of 0.98 and ad FDR of 0.17. The
evaluation of the test dataset is summarized in Table 7.

Table 7 Result of methods evaluation.

ROC variables

Method True positive False postive  False negative True negative Accuracy
Non-fuzzy 49 53 0 1045 0.95
Fuzzy 38 8 11 1090 0.98

Comparison of the fuzzy method and the non-fuzzy method proves that the
fuzzy approach was able to decrease the number of false positives. This
decrease in false positives is because this method can correctly detect low
deviations from the SOP. The fuzzy approach for PBF detection also had a
better accuracy (0.03). Based on those provided data, it can be inferred that
there are both advantages and disadvantages of the use of fuzzy and non-fuzzy
methods, as shown in Table 8.

Table 8 Advantages and disadvantages of non-fuzzy and fuzzy method.

Method Advantage Disadvantage
Non-fuzzy  a. Simple fraud detection a. Low accuracy, with small
(fraudulent or not) deviations of SOP identified as
fraudulent

b. Cannot detect conditions between
fraudulent and not fraudulent

Fuzzy a. Can detect the tendency a. Needs experts to periodically
weight of the SOP deviation evaluate attribute importance
b. PBF detection has better weight, which is determined
accuracy than non-fuzzy subjectively by experts

b. PBF rating condition needs to be
developed in accordance with
incidence of fraud

8 Conclusion

We have proposed an MADM approach for PBF rating since detecting low
deviation fraud is still challenging. In this paper we have elaborated and
evaluated the business process of credit application containing low fraud
deviations. A fuzzy approach was used to determine the weight of PBF
attributes, while MADM was employed to determine a PBF rating. The
experimental results show that the proposed method can reduce the number of
false positives and achieved a higher accuracy (0.04) than the non-fuzzy
method.
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