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Abstract

In the increasingly interconnected business world, economic value is less and less created by one company
alone but rather through the combination and enrichment of data by various actors in so-called data
ecosystems. The research field around data ecosystems is, however, still in its infancy. In particular, the lack
of knowledge about the actual benefits of inter-organisational data sharing is seen as one of the main
obstacles why companies are currently not motivated to engage in data ecosystems. This is especially evident
in traditional sectors, such as production or logistics, where data is still shared comparatively rarely.
However, there is also consensus in these sectors that cross-company data-driven services, such as
collaborative condition monitoring, can generate major value for all actors involved. One reason for this
discrepancy is that it is often not clear which incentives exist for data providers and how they can generate
added value from offering their data to other actors in an ecosystem. Fair and appropriate incentive and
revenue sharing mechanisms are needed to ensure reliable cooperation and sustainable ecosystem
development. To address this research gap and contribute to a deeper understanding, we conduct a literature
review and identify requirements for incentive mechanisms in industrial data ecosystems. The results show,
among other things, that technical requirements, such as enabling data usage control, as well as economic
aspects, for instance, the fair monetary valuation of data, play an important role in incentive mechanisms in
industrial data ecosystems. Understanding these requirements can help practitioners to better comprehend
the incentive mechanisms of the ecosystems in which their organisations participate and can ultimately help
to create new data-driven products and services.
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1. Introduction

The steady spread of information and communication technologies leads to the fact that data is increasingly
a driver of change and economic growth [1]. Whereas in the past data was primarily used to improve internal
processes, today it more and more serves as a strategic resource that forms the basis for the development of
data-driven innovations and business models [2]. At the same time, however, data generation and data
processing are neither the core competence nor the core business of most companies. In addition, it is
increasingly no longer just the company's own data that is of interest [3]. On the one hand, large amounts of
data are needed for meaningful analysis purposes, which is further reinforced by the trend towards artificial
intelligence. On the other hand, the required data is often not generated within the respective company itself.
As a result, data-driven innovation and economic value creation are less likely to be created by individual
organisations or in traditional value chains. Instead, data-driven value creation takes more and more place
in cross-industry, socio-technical networks - so-called data ecosystems [4]. This development implies that
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participation in data ecosystems is becoming increasingly likely and relevant for companies. Some authors
even claim that ecosystem engagement is an urgent necessity rather than a choice for companies [5].
However, many companies are still reluctant to share their data with others and are therefore unable to take
advantage of the potential and benefits that arise from participating in data ecosystems [6]. In particular in
traditional sectors, such as production and logistics, data is still comparatively rarely shared across
companies [7]. One main reason for this is seen in the fact that it is often not clear what incentives exist and
ultimately how data providers can benefit when they offer their data to other actors in an ecosystem [8]. For
this reason, a functioning and sustainable ecosystem requires fair and appropriate incentive mechanisms
which motivate actors to participate in a data ecosystem [9]. To address this research gap and contribute to
a better understanding about the structure of incentive mechanisms in industrial data ecosystems, we aim to
answer the following research question in this paper:

Research question: What are requirements for incentive mechanisms in industrial data ecosystems?

The remainder of the paper is structured as follows: First, we give an overview of the theoretical concepts
of industrial data ecosystems and incentive mechanisms. Section 3 describes our structured literature review
and analysis process. Afterwards, we outline the identified requirements for incentive mechanisms in
industrial data ecosystems. Finally, we conclude the paper with a discussion of the results and provide an
outlook on future research topics.

2. State of the art

2.1 Use case example: Collaborative condition monitoring

Condition monitoring is the process of regular or permanent monitoring of a machine condition by measuring
and analysing physical parameters such as vibration or temperature. The goal is to analyse the data from the
machine sensors to detect behavioural patterns that may indicate a developing fault in the machine. This data
is classically shared bilaterally, e.g. exclusively between the machine manufacturer and the machine
operator. The idea of collaborative condition monitoring (CCM) is that data is not only shared bilaterally but
multilaterally between all actors in an ecosystem [10]. This increases the amount of data available which in
turn improves the results of the data analysis. Figure 1 gives an overview of a CCM use case. The component
supplier shares lifetime or reliability relevant data about the machine components produced by him. In return,
he gains access to operating data for his components and other relevant associated machine data. This enables
the optimization of his components or new services, such as proactive spare parts management. Based on
historical data from many machines in a wide variety of environments, the machine manufacturer can use
Al methods to recognize how, for example, the availability and tolerances of the machines change in
production. With this knowledge, the manufacturer can proactively contact the machine operator with a
maintenance offer and generate increased customer satisfaction. For this, however, the machine
manufacturer needs the operating and environmental data of the machine operator. The machine operator
provides this data and benefits from the predictive maintenance service of the machine manufacturer with
increased machine availability. However, the potential of CCM can only be realized in practice if data is
shared by as many actors as possible. This also includes actors who may not generate any directly apparent
added value by sharing their data. For this reason, incentive mechanisms are needed that address all actors
and motivate them to participate in collaborative data sharing [10].
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Figure 1: Collaborative condition monitoring use case overview [10]

2.2 Industrial data ecosystems

Data is often seen as the raw format that becomes information through processing. This information is then
combined and interpreted to generate knowledge that can be used for decision-making processes or new
business models [11]. This value creation process is also known as the data value chain [12]. A data value
chain generally consists of the three phases: data collection, data interpretation, and data exploitation [8].
Data collection includes the generation and acquisition of data by e.g. sensors [13]. Subsequently, data
analysis methods such as machine learning are used to process raw data into useful information. Lastly, in
the exploitation phase, the information is integrated into business activities and translated into business value
such as cost reduction [12]. Due to the development that data-driven services and products are increasingly
based on the combination of multiple data sources from various actors, the different phases of the data value
chain are often performed by different actors instead of one resulting in new forms of cross-company
collaboration [ 14]. These forms of collaboration are also referred to as data ecosystems which, consequently,
focus on the cross-actor generation, processing, and use of data with the aim of creating added value for all
actors involved [15,7]. In this context, data ecosystems can generally emerge in the three domains scientific,
government, and industry [16]. Since data ecosystems consisting of industrial companies in particular have
not been well studied, we focus on industrial data ecosystems in this paper [17]. Data ecosystems are
characterized by, among other things, complex interdependencies among their participants leading them in
some cases to work cooperatively and competitively at the same time, which is also known as coopetition
[18]. Based on the data at the focus of an ecosystem, different actors have varying relationships to it. This
leads to different roles with a variety of functions that can be taken on [16]. At a minimum, there are the
following three roles: Data providers who collect and provide data, analytics service providers who analyse
the data, and data consumers who perform data exploitation activities [8].

2.3 Incentive mechanisms in industrial data ecosystems

Incentive mechanisms are studied in many different fields when it comes to encouraging people or
organisations to do something in exchange for a reward. Incentive mechanisms in industrial data ecosystems
are important for the following reasons: As described above, data-driven products and services are
increasingly based on the combination of different data which originate from both internal and external data
sources [19]. However, many companies are reluctant to share their data with others as the data may contain
confidential and valuable information and sharing it could consequently strengthen competing companies
[20]. Second, it is difficult to valuate what a data provider should get back for its data, e.g. in the form of
money, as there are still no standardized methods for the monetary valuation of data both in research and

128



practice [7,21]. Finally, all activities in the data value creation process incur costs, e.g. for maintaining the
data and its quality along the data lifecycle [8,22]. Similarly, making data available for sharing creates costs
in terms of effort and time for the data providers [23]. However, revenues are only generated in the data
exploitation phase [8]. For these reasons, the expenses for all other activities that can be performed by
different actors must be compensated by the revenues from the data exploitation activity in such a way that
a win-win situation is achieved for all actors involved [24,8]. This compensation can be done in different
ways such as a direct payment or indirectly through, for example, a service [8]. Incentive mechanisms should
ultimately ensure that each actor is appropriately rewarded for sharing their data, to promote fair and
sustainable collaboration in the ecosystem [25].

3. Research method

The objective of this study is to identify requirements for incentive mechanisms for data sharing in industrial
data ecosystems based on findings from the relevant literature. We, therefore, performed a structured
literature review following the approach by [26] and the guidelines by [27]. We chose Scopus as our
scientific literature database because it contains more than 25,100 titles from more than 5,000 international
publishers and thus promises great results for our field of interest, indexing the most relevant journals and
conference proceedings [28]. We performed an initial search using the keywords "data ecosystem" AND
"data sharing" AND "incentive". This, however, resulted in no hits. To overcome this shortcoming, we
decided to expand and simplify the keywords. Therefore, we used "data sharing" OR "data exchange" AND
"incentive" as our search query. We added the term "data exchange" because it is used synonymously with
the term "data sharing" by some authors in the literature [29]. The results were limited to English language
literature and peer-reviewed only. As a first set, this resulted in a number of 344 papers. Within this initial
set of papers, we examined the titles, abstracts, and keywords in terms of relevance to our research question.
We eliminated papers, for example, dealing with incentive mechanisms for sharing research data as
conditions and incentives within these research data ecosystems are different from those in industrial data
ecosystems [16]. This filtering process resulted in 17 relevant papers. We then performed a forward and
backward search as suggested by [30] which resulted in 10 additional relevant articles. In addition, we added
the 15 articles on industrial data ecosystems from a recent systematic review of the data ecosystem literature
in which the authors selected and reviewed articles based on additional search terms in other prominent
bibliographic databases [16]. This resulted in a total of 42 articles as the basis for the literature analysis
process (see Figure 2).

Database selection Titles, abstracts, keywords Forward & backward search Articles of [16]
-> 344 papers - 17 papers - 10 papers - 42 papers

Figure 2: The structured literature review process

For the literature analysis, we followed an explorative approach to identify relevant similarities and
interesting facts to answer our research questions [30]. The rationale for choosing this exploratory approach
is the lack of theories on incentive mechanisms in industrial data ecosystems. To code the literature, we
followed the grounded theory coding process [31]. Accordingly, open coding was first used to label the
literature with categories that summarize the relevant content. Subsequently, relationships between the
categories were identified by axial coding. Last, selective coding was applied to aggregate the identified
categories into more general dimensions. In summary, we obtained five aggregated dimensions that
represent, respectively, requirements for incentive mechanisms in industrial data ecosystems. These five
requirements are described individually in detail below.
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4. Results

4.1 Requirement 1: Ensure quid pro quo

One of the main requirements of incentive mechanisms mentioned in the literature is to ensure that each
actor has to benefit through its participation in the data ecosystem [20]. Otherwise, it would not be rational
for a company to participate in the ecosystem if the participation would lead to a worse company state [8].
Here, quid pro quo means that every actor who puts something into the data ecosystem, in the form of data,
money, or any other effort, must also get something back. Particularly for data providers, it must be
unambiguously and transparently clear how they can profit by sharing their data [24]. This requires that data
providers must be adequately compensated for their data, for the costs incurred in collecting and storing the
data, and for the risk they take in sharing it [8]. In general, therefore, it is necessary to consider within the
ecosystem how the revenues, which are usually generated only when data are exploited, are distributed fairly
[25]. For this it is required that the shared data is valuated in monetary terms, which is still a great challenge
due to the special characteristics of data [7]. That is why some authors propose models that take into account
proportionally how much contribution the shared data has on the revenue or lead to an improvement of the
data-based service [13,8]. However, these models also have the challenge of calculating this proportionate
added value of the total value. This is especially difficult when multiple data sets from different data
providers are combined and analysed by one data consumer [8,25]. Nevertheless, a distribution of profits or
the compensation of efforts does not necessarily have to be monetary for all actors. Instead, an actor may
receive other forms of payment in return for their data, such as data or a service [24]. For these reasons, it is
important to identify and quantify what added value each actor can receive through their participation in the
data ecosystem. In this regard, there are often cases in which one's own added value is not directly
recognizable for some actors [24]. If this is the case, the other ecosystem actors should transparently present
and demonstrate this possible added value, e.g. by showing possible improved economic key performance
indicators [13]. In literature and practice, there are increasing ideas to solve these challenges of profit
distribution with blockchain-based tokens as these can be exchanged digitally more easily and securely than
money, for example [32].

4.2 Requirement 2: Improve data quality

A second requirement identified in the literature is the incentive to share data with a high quality in the
ecosystem. Since data is the basis for data ecosystems and the added value they create, it is important that
the data in the ecosystem has a high quality, e.g. is correct and consistent [33]. However, data quality is
context-dependent, which is why data providers often do not know what data quality is required by data
consumers [34]. For this reason, on the one hand, there must be sufficient opportunities in the ecosystem for
communication and feedback between data providers and the other actors, such as the analytics service
providers, so that data quality can be continuously improved [16]. In some situations, it may also be useful
to share poor quality data and let other actors or a crowd use and improve it [35]. On the other hand, all data-
providing actors must be incentivized to provide high-quality data to the ecosystem. Higher quality data
generally serves as a better basis for service providers' data-based analytics, who consequently can generate
higher revenues with higher-quality data [13,8]. For this reason, among others, higher data quality is
associated with higher monetary data value [22]. Based on this, it seems reasonable and necessary to
incentivize high data quality within the data ecosystem, e.g. through monetary incentives. Compensating the
effort for high data quality can also lead to network effects since a data set with a high quality has a higher
chance to be used in the ecosystem and could also be relevant for several other actors [8].

4.3 Requirement 3: Establish trust

Another requirement for incentive mechanisms frequently mentioned in the literature is the establishment of
trust. Trust is central to motivate actors to participate, e.g. by sharing their data in a data ecosystem [13,24].
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On the one hand, this can be trust towards other actors in the ecosystem and for which purposes they will
further use the shared data [36]. This is also often associated with trust in the technical infrastructure that is
used for data sharing and the requirements it can fulfil, for example, with regard to data security and
sovereignty. On the other hand, this can be trust in the actual shared data and its quality, as poor data quality
can lead to significant damage in e.g. business processes [24]. These different types of trust in the data
ecosystem can be established through a number of ways and methods. Firstly, these can be technical
measures that regulate data security, data access, and data usage rights, for example, or track where data
comes from and goes to [20]. This kind of trust can be established through the use of trust-building
technologies, such as distributed architectures and ledger technologies, or through program verification and
certification [9]. Secondly, trust can also be established through legal measures, such as contracts, or
organisational and governance measures, such as joint agreements and rules for the ecosystem [37]. Another
way to build trust in data ecosystems is to establish a trustee, such as a data fiduciary, who can serve as an
independent intermediary between the ecosystem actors such as data providers and data consumers [9,38].
This concept is based, among other things, on a good reputation that the actors have towards this third party.
In general, reputation is mentioned by some authors as another measure to build trust. For example, [39]
introduce a blockchain-based infrastructure that allows data providers to be rated, which in turn can lead to
data providers with better ratings being trusted more and vice versa.

4.4 Requirement 4: Foster sustainable ecosystem building

The data ecosystem concept is based on the idea of companies combining their individual offerings and data
into an integrated solution that enables actors to create value through joint efforts [7]. Consequently, each
actor hopes that the common goal is greater than the sum of its individual parts, and thus that they are better
off by participating in the ecosystem than if they were alone [8,40]. For a functioning and sustainable data
ecosystem, it must therefore be ensured that, on the one hand, each actor has an individual business model
and a business strategy within the ecosystem and, on the other hand, that the ecosystem as a whole has
common goals and value propositions [33,6]. Conversely, individual interests of the various actors and the
complex relationships between them can lead to conflicting goals in the ecosystem [16]. For example,
maximizing revenue for a data consumer may conflict with maximizing welfare for the entire ecosystem [8].
In addition, the ecosystem actors need to cooperate in some areas that do not directly add value or generate
revenue, such as the joint development of standards for data models and interfaces [8,20]. Ultimately, a
successful and sustainable data ecosystem must ensure that its members have a shared understanding of the
ecosystem's operations and goals as well as that each actor is satisfied with its position in the ecosystem [41].
Sustainability in this context also means that the data ecosystem considers how it wants to develop further
in the future and how, for example, new actors are accepted into the ecosystem. Depending on the structure
and objective of the ecosystem, different decisions can be made in this regard [37].

4.5 Requirement S: Avoid free-riders

Another category identified in the literature deals with hitchhiking and free-riders. Analogous to the sharing
of other material or immaterial goods, the problem of free riding can also be observed in the sharing of data.
This can be explained, on the one hand, by the fact that data sharing can result in the loss of exclusive control
over the data, and opportunism on the part of competitors can inflict great losses on the sharing parties [42].
On the other hand, analogous to other forms of cooperation between companies, spillover effects can also
be expected in data ecosystems [43]. These two circumstances can reduce the willingness of companies to
share their data with others and instead encourage free-riding. For these reasons, incentive mechanisms must
address and prevent excessive selfish behaviour by actors and promote truthfulness [33,8]. This is
particularly relevant for alliance-driven and emerging data ecosystems, as these ecosystems can only
function if several actors make contributions in the form of investments, for example [9,20]. In addition, the

131



ecosystem community should consider how to deal with free-riders or even harmful behaviour and under
what circumstances actors can be excluded from the ecosystem.

5. Conclusion

Using a structured literature review, we identified requirements for incentive mechanisms in industrial data
ecosystems in this paper. The analysis of the existing literature has shown that some papers have already
dealt with incentive mechanisms in data ecosystems. However, authors often focus only on single aspects,
such as technical matters or specific domains. To the best of our knowledge, there is no previous work that
provides a comprehensive overview of these different approaches in the form of requirements as it has been
done in this paper.

From our results, we can derive several implications for theory and practice. In terms of scientific
contributions, our work firstly contributes to a deeper general understanding of the emerging and still
unexplored research field around industrial data ecosystems. In addition, the systematic description of the
requirements aims to expand the existing body of knowledge about incentive mechanisms in data ecosystems
and to contribute to the specification of a common understanding of these complex issues. In addition, our
results can help in the development of incentive mechanisms and thus be the basis for methods for the
sustainable building of data ecosystems that have not yet been explored in the literature [16].

Furthermore, the results of our paper provide multiple contributions for practitioners. First, the results can
be used by organisations to understand the incentive mechanisms in the data ecosystems in which they are
already involved. A better understanding of these issues could help practitioners shape the incentive
mechanisms, and thus the data ecosystem, to their advantage and ultimately generate greater value from
them. Second, the results of this study can help organisations and communities to build and design data
ecosystems along with their incentive mechanisms, with the goal of realizing the benefits of sharing data
across organisations [9].

The results of our study are, naturally, subject to certain limitations which should be taken into account
when interpreting them. First, the identified requirements are based on an analysis of the scientific literature
on industrial data ecosystems by the author team making the data search and analysis itself subject to
interpretation. Consequently, other researchers might derive different results depending on their individual
influences, preferences, and predilections. In addition, consideration of practice-based insights, such as those
gained in case studies, could validate or extend the paper findings. Second, it should be noted that due to the
constant technological progress and the still small number of studies, the concepts and understanding around
industrial data ecosystems and incentive mechanisms are constantly evolving [15]. Lastly, the lack of a clear
understanding and commonly accepted definition of data ecosystems makes it difficult to distinguish
between related ecosystem concepts, e.g. platform ecosystems and other related forms of collaboration, such
as corporate alliances or business networks [16].

However, the above-mentioned limitations indicate opportunities for future research topics. A possible next
step would be to analyse how the requirements described can be implemented in practice. For this purpose,
some of the requirements described should be examined in greater depth and their implementation options
analysed. For example, it could be investigated in more detail how trust can be established in practice via
technologies and how these can be implemented, or how trust can be measured in an ecosystem [9]. In
general, building on the identified requirements and following related research topics, we see the
development of design principles that support practitioners in the systematic implementation of incentive
mechanisms for industrial data ecosystems as a next useful research avenue.
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