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Abstract

Companies increasingly outsource services with the intention to disseminate risks and workload (problem)
with other organizations. Reasons for that may be the lack of internal expertise, reduced execution costs, and
network effects such as focus on the core business. Crowdsourcing is a way of disseminate the workload,
utilizing external expertise and solving problems of a project with other, partly unknown, network
participants. The goal of crowdsourcing is to separate responsibility and to balance the workload of
employees (peer) or to make use of suitable external workforces coordinated by network mechanisms
(platform). Crowdsourcing appears in an ambivalent way and needs regulating and participatory structures
of employment. Due to the fact that a failure of a single entity may lead to the failure of the whole project,
the mutually unknown participants have to rely on each other’s quality (performance). Cooperations are
prone to information asymmetry and its corresponding uncertainty in terms of the partners’ behaviour which
leads to the question of trust between the cooperating partners (principal and peer). This paper addresses the
entities of a crowdsourcing system under the scope of the principal agent theory and its underlying
behavioural assumptions. Five essential elements will be derived: principal, peer, problem, platform and
performance (5 Ps). Based on this, the potentials of the blockchain technology will be explored by reflecting
its functionalities to the derived elements and its contributions to ensure trust despite of information
asymmetry in crowdsourcing platforms.
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1. Introduction

In the course of the “fourth industrial revolution” [1] or the “Second machine age” [2], companies in
industrial sectors must adapt to their changing environments. One of the most challenging changes in the
digitalized industry and in the development of smart maintenance [3] is the growing complexity of machines
and plants (assets) as well as the intensive usage of data and new technologies [4, 5]. Despite this complexity,
industrial services and the in-house maintenance departments have to guarantee the reliability and
availability of all assets which are required for the production [3]. The growth of complexity combined with
the increasing demand of skilled workers [6] requires adaptability also for industrial services and in-house
maintenance departments [7]. These developments and changes, in addition to rationalization efforts, are
causing companies to reduce complexity, e.g. through intelligent technology and data usage, and through the
recruitment of external personnel which is appropriately qualified. As an alternative to the “onboarding” of
highly qualified skilled workers, the widely increasing use of crowdsourcing platforms is an option [8]. On
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those platforms, tasks and jobs are offered (or outsourced) to an undefined mass of potential (crowd-)workers
which indicates the change in work organization [9].

Within those economic relations or networks there are lots of uncertainties and the risk of a lack of trust.
Against the background of the principal-agent theory (P.A. theory), the aim of this paper is, firstly, to analyze
and redefine the core elements that characterize the interaction of the network around the phenomenon of
crowdworking and, secondly, to answer the question of how the trust deficits can be overcome by using the
potentials of the “Blockchain Technology” (BCT) in the case of crowdworking platforms. This contribution
begins by analyzing the theoretical background which consist of the outline of the P.A. theory and its core-
elements as well as the definition of relevant and necessary terms which are essential for a general
understanding (chapter 2). Subsequently, we analyze the core elements of network-like crowdworking
platforms and elaborate which elements should be added in the sense of the P.A. theory as well as how
crowdworking platforms can be regulated by participatory mechanisms. For that purpose, we summarize the
elements as the 5 Ps of a crowdworking ecosystem and focus on the option of implementing such an
ecosystem in the economic segment of industrial services (chapter 3). In the next section, we work out the
potential of BCT and how it can mitigate or eliminate behavioural uncertainties in the case of industrial
services (chapter 4). This is followed by a conclusion of the paper which consists of a short summary of our
findings and an outlook (chapter 5).

2. Theoretical background

The following chapter deals with the context specification and the underlying theoretical basis of the paper.
This chapter briefly introduces the terms network and crowd, and explains its linkages to the aspects of trust
and information asymmetry in such environments. The chapter is concluded by reviewing recent works about
past research dealing with the consideration of blockchain and crowdsourcing.

Crowdsourcing can be described as an outsourcing activity and is a composition of the words ‘Crowd’ and
‘Outsourcing’ and implies the outsourcing of a task or a plenty of human workers (Crowd) [10,11]. The main
idea behind crowdsourcing is to exploit the potential of knowledge and competence of internal and external
employees [11]. The coordination structure of the crowdsourcing settles in the hybrid form between market
and hierarchy [11] can be compared to the hybrid form called networks [12,13]. Networks in turn are
basically social networks or arrangements and can be differentiated based on their kind of orientations such
as knowledge networks, intercompany networks etc. [14]. For that reason, terms such as intercompany
networks and crowd will be used synonymously in this paper.

The success of a cooperation in such an environment depends on the underlying coordination effort which
can be quantified through transaction costs [15,16]. The amount of transaction costs is affected by the
information asymmetry [17]. Managing such crowdsourcing arrangements poses challenges in terms of
uncertainties among the network participants due information asymmetry which can be described via the PA
theory [18,9]. An increased uncertainty about the participants’ behaviour mitigates trust in network
cooperations [ 16]. On an interorganizational level, trust consists of personal and systemic trust (organization)
[19]. Due to that, the emergence and maintenance of trust in such an environment is essential for preventing
the occurrence of negative-scenarios such as adverse selection [20] which is characterised by a total
displacement of honest participants and hidden characteristics [21]. This scenario is also an indicator for
instability of such an arrangement [17]. For that reason, infrastructures such as the BCT receive closer
consideration in terms of information asymmetries in interorganizational arrangements [22,23]. Blockchain,
a subset of Distributed Ledger Technologies (DLT), can be described as a “distributed database that is
practically immutable by being maintained by a decentralized P2P network using a consensus mechanism,
cryptography and back-referencing blocks to order and validate transactions” [24, p.13].
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Past research investigated the potentials of blockchain in crowdsourcing environments such as in the fields
of energy systems for finding an equilibrium in the energy allocation [25]. Another example is the application
on reputation systems to ensure trust within crowdsourcing platforms [26]. Further contributions are coping
with challenges in terms of user-generated content, but without reference to blockchain [27]. In the fields of
industrial services, there are attempts in which crowdsourcing is considered in the domain of maintenance
scenarios. However, only a few studies dealt with blockchain-based applications in the fields of the
maintenance [28], even less in combination with crowdsourcing such as DING ET AL. [29]. The contributions
from those studies serve as a basis and motivation for considering them in regard to the themes addressed in
this paper.

3. Crowdsourcing ecosystems and regulating participation mechanisms

The following section of the paper provides definitions of crowdsourcing and outlines the crowdsourcing
environment. With regard to the organization of work, we also focus on the regulating mechanisms which
can enhance the participation of crowdworkers. Additionally, we list up the core elements of a crowdsourcing
ecosystem and expand those elements by adding two more elements which describe the system of
crowdsourcing more precisely. The basis for this is the above mentioned PA theory.

3.1 Definition and environment of crowdsourcing ecosystem

The term “crowdsourcing” appeared in 2006 for the first time and is associated with JEFF HOWE who used
it in the Wired Magazine [10]. In a first alignment of the term, crowdsourcing is defined in our contribution
as follows: “Crowdsourcing refers to the outsourcing of certain tasks by a company or generally an institution
to an undefined mass of people by an open call, which is mostly made via the Internet” [9, p. 87]. The basic
technology is of course the internet as well as information and communication technologies which connects
the different elements with each other [30].

For the principal or contractor, the concept of crowdsourcing subsequently leads to lower transaction costs
for receiving information and knowledge and thus to flexible, fast and favourable employment options.
Hence, hierarchy related coordination mechanisms in an organization are therefore replaced by a market-
based form of coordination [31, 9]. Examples for crowdsourcing platforms are: InnoCentive, NineSigma,
Amazon Mechanical Turk, Microworkers, Crowdworx, ChaCha, Atizo etc., which cover several parts of the
value chain (e.g. computer science, research and development, finance, marketing, engineering) [9, 30]. It
has to be noted that there is a difference between internal and external crowdsourcing. The former focuses
on internal employment which uses an intra-organizational and often global platform, whereas the latter
crowdsourcing form consists of employees external to the company [30, 9]. For this article, especially the
external crowdsourcing is relevant. Furthermore, crowdsourcing can be differentiated into a cooperative-
based approach and a competition-based (e.g. 99 designs) approach which can be further differentiated into
an outcome- or time-oriented form of crowdsourcing [9]. Typically, the crowdsourcing process takes place
in the following phases: concretisation of tasks (1), selection of the crowdworker (2), task performance (3),
aggregation and solution (4), payment (5) [9, 31].

With regard to the domain of industrial services or field services, we found only a few platforms which
coordinate the interests of principals and contractors which shows that crowdsourcing in this economic sector
is new but growing. In the case of field services, the app of the eponymous company “mila” is worth
mentioning [32]. This platform-like network brings private clients, who order different solution for technical
problems as well as small and medium sized or even big companies (e. g. Vodafone, Swisscom, Conrad
etc.), together with private contractors or professional service technicians. Depending on the problem, the
professional technician works remote or on-site. The example of the "mila" platform operates in combination
with a field service management app which coordinates the data and information about order, location,
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problem, payment etc. Another example for platform- or market-based coordination of principals and
contractors in the domain of industrial maintenance services is the software-based platform for field service
management called “crowd service”. Registered customers can book certified and highly qualified service
technicians and hire them using a field service management app which connects the freelance service
technician with the customer [33]. The booked technician scans the QR-code of the broken asset or machine
which has to be maintained or repaired, obtaining the relevant data-set via app [34]. Especially for the
principal, the usage of crowdsourcing platforms brings some advantages. On the one hand, the following
aspects are beneficial to the principal: access to (external) know-how, innovative solutions, high process
velocity, decrease of costs, increase of flexibility, customer satisfaction etc. On the other hand, there are
some disadvantages such as: high effort of defining tasks, in-transparency of the cost structure, loss of control
regarding the activity, knowledge drain etc. [9, 30].

3.2 Regulating crowdsourcing as a new form of work organization

“Crowdsourcing is not merely an innovative concept for the distribution and execution of corporate tasks,
but rather a completely new way of organizing work, which can be accompanied by (sometimes radical)
changes on both the employee and employer side” [9, p.11]. The more market-based coordinated than
hierarchy-based crowdsourcing networks implicate huge changes for work and the organization of work
which can be differentiated in beneficial and conflictual changes [31]. Beneficial changes for crowdsources
are: new employment opportunities, autonomous work, peer exchange and greater flexibility, whereas
conflictual changes occur in the following forms: low payment, monotonous and standardized activities,
increased potential for control and lack of legal framework (working) conditions [31].

Crowdsourcing obtains its power from the knowledge and decentral-located resources of various
independent and parallel working people which enable fragmentation, standardization and automation of
tasks [31]. Unspecified working time, employee participation rights and qualification opportunities lead to
further questions of better working conditions and how they can be enabled or regulated. Union
representatives have been interested in issues related to crowdsourcing for some time [35, 30, 36] and of
how “good work” should be designed in digitalized workspaces [35]. The critic of unions focuses on
unfavourable working conditions and the unregulated forms of earning. The usage of (unknown) external
workforces has enormous consequences for the internal and often union regulated workforces (e. g.
decreasing wages or “precarity” [30]). “In the context of crowdsourcing initiatives, work activities are
removed from a legally regulated, company employment relationships and shifted into a kind of legal
vacuum” [30, p. 3]. Work and employment on platforms do neither take place in institutions which are
regulated by labour- or collective bargaining law nor do they provide for participation rights [30].

Another question that unions try to answer is how much responsibility platforms take to implement fair
working conditions, because the responsibility diffuses into the (digital) market and does not lie in the hands
of employer associations and unions anymore, but to the crowdsourcing platform. To avoid the establishment
of so called “sweatshops”, unions search the dialogue with crowdsourcing platforms, adapt labour and social
law and try to articulate a new employment and company definition [35; 36]. For employee representatives,
crowdsourcing as a digitalized form of outsourcing means: competitive pressure, competition for locations,
disputes with relocation and often a lowering of working standards in terms of pay or working hours in order
to save jobs [35]. Regarding the network of principals, platforms and crowdsourcing peers, the challenge is
to bridge the existing gap of information asymmetries between those stakeholders which could lead to, on
the one hand, fairer working conditions for employees and, on the other hand, to lower risks and more
transparency for the principal. The platforms fulfil a key role in this network, because they are coordinating
and controlling the affairs of the other two stakeholders. This leads to the question of how to unlock positive
aspects and creative potential of the crowdsourcing phenomenon, while at the same time fair conditions of
digital work needs to be shaped and designed [35].
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3.3 5 P’s of a crowdsourcing ecosystem in industrial services

Against the background of the P.A. theory, LEIMEISTER AND ZOGAJ [9, p. 18-21] collect various definitions
of crowdsourcing and they work out core elements which are observable within this network-like interaction.
The network consists of: the crowdsourcer offering the order who we define as the principal; the
crowdsourcee executing the order for payment who we define as the peer; the (external) crowdsourcing
platform which is an intermediary institution organizing and coordinating orders and fitting activities as well
as the process which contains the transaction, communication and execution of the formulated problem and
its solution [9]. With regard to the underlying research question of this article, we assume that within the
focused network of a crowdsourcing ecosystem there is one more element which could have an influence on
the network. Focusing the economic sector of industrial services, those elements have to be redefined and
must be supplemented by one element: the performance. Hence, we will define all five elements in an
enhanced concept which we call the 5 Ps of crowdsourced industrial service. In the following paragraphs,
the five elements are described and illustrated in Figure 1:

Platform: The connecting structural element between principals and peers is the (external) IT platform which
shifts the hierarchy-based to a market-based coordination of labor [9]. The platform processes, coordinates
and controls the interactions. Platforms can either be established by the principal itself or by an external
provider to fulfil the required tasks and projects as a service. Such an external provider is also called an
“intermediary” [30]. In contrast to internal crowdsourcing platforms, external platforms do not guarantee
employee rights such as: regulating termination, vacation, minimum wage, social insurance etc. [35] which
poses challenge in the next years for platforms, principals and peers. For platforms which provide industrial
or field services we found only a few existing providers, yet. The above mentioned platforms “mila” and
“Crowd Service” [32; 34] are first platforms which use a field service management software or app to
connect the stakeholders with each other. This allows a platform-based allocation of the principal’s needs
(e.g. fixing a broken machine) with the required service technician, mechanic or mechatronic engineer whose
appropriate qualifications and profile fit to the described problem [34]. Platforms pave the way to a pool of
favourable resources such as: know-how and abilities (of service technicians) and mitigate the risks of
communication between the peers and the principal [9].

Principal: The crowdsourcer or the principal initiates the process by defining the problem to be solved and
by specifying the tasks to be processed. Furthermore, the principal determines incentives and exploits
possible solutions while the peers select and process the tasks provided. The principal formulates an order
and communicates it to the platform. After receiving the solution, the principal has to verify the right quantity
and quality of the outcome, controls and evaluates the result of the peer [9]. The strategy of the principals is
to use external workforces via internet or cloud services to decouple the tasks and knowledge and to make
use of the external resources which are independent from time, place and organizational boundaries [30].

Peer: The crowd is defined as an undetermined amount of people which we call peer. The peer group could
probably consist of all potential internet users, but those are in most cases specific and often certified peers.
Hence, the size and structure of the peer group is determined by the call which could be completely open or
restricted. In the case of a restricted call a specific group of peers is addressed who is “characterized, for
example, by certain qualifications or personal characteristics” [30, p.9]. In the focused economic sector of
industrial or field services, the group of peers consists of a “pool of skilled, freelance service technicians”,
mechanics, mechatronics engineers, who are “available to respond to service calls” by using their necessary
know-how and abilities to handle various problems [34, p. 7].

Problem (and solution): The problem and the definition or the concrete framework of the required tasks to
be worked on determines the incentive structures and evaluates the solutions [9]. The principal defines the
problem and peers generate a concrete and customized solution for it. For the quantitative definition of the
right output or solution (e.g. scheduled working time to repair a broken machine) there are often so called
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“Service-Level Agreements” or “Service specifications” which fix time, used material, wages, tools, needed
certifications or rights of access [37].

Performance: The performance is the fifth core element we found to be established in a redefined concept
of crowdsourcing regarding the economic sector of industrial and field services. In contrast to the usage of
only quantitative elements like the “Service-Level-Agreements”, qualitative elements of a service technician
have to be taken into account as well. Those are for example: the ability of guaranteeing the customer’s
satisfaction, process or market orientation [37]. Other factors which are of great importance for a good
performance are know-how, work experience, qualifications and certified skills as well as a sense for
business which are requirements of a well performing service technician [26]. Therefore self-marketing and
flexibility become more and more meaningful as well as the profiling of required skills, know-how and
experience, qualifications etc. on corresponding platforms like the above mentioned. The skill set of the
freelance service technicians must be transparent to get picked by a principal [37, p. 10].

Platform 5
Principal =
Market-based Self-marketi
Initiation of an coordination, y 1 -rflegl‘etmgf
open call for controlling and order El [DTOTLITIE

processing of the qualifications,

interaction between
peers and principals

technical or field

) work experience
service tasks

and skills

Figure 1: 5 P s of a crowdsouring ecosystem: Focusing the industrial service; own illustration; in accordance with: [9,
p.17-21]

4. Potentials of BCT for crowdsourcing in industrial services

In the following chapter, the projection of the derived system features of crowdsourcing systems with regard
to the BCT adoption receives closer consideration. The chapter consists of three subsections. First, based on
recent literature, a short introduction into the trust-building components of a blockchain is introduced,
followed by an alignment of the system features into the correlations between the system components. To
propose how the trust-inherent functionalities of BCT can be considered and applied within a specific
application field, the industrial service will be used as an example.

4.1 Short introduction into the trust-building properties of a blockchain

Past research repeatedly showed that a blockchain consists of trust-building characteristics which are
analyzed by Wieninger [23] who states that blockchains are on a technological layer consensus mechanism,
decentralization and cryptography, whose combinations can lead to the systemic characteristics
transparency and immutability, serving as a basis for application-based trust-characteristics described by
data-integrity and process-integrity (cf. Figure 2) [23]. Decentralization indicates that no central authority
is needed for the network organization [38]. Consensus mechanisms serve as a way to ensure ‘shared truth’
about the content shared within the distributed network [39]. Cryptography refers to the techniques of how
information are prepared and to what extent an insight into the information can be achieved via concepts
such asymmetric cryptography [24]. The Public-Key-Infrastructure (PKI) allows the deposition of digital
signatures within the distributed network [38]. According to Wieninger the combination of decentralization
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and consensus mechanisms contributes to the emergence of transparency as a trust-relating characteristic
[21]. Transparency about the transactions inside a distributed network is an important characteristic to ensure
trust due to the mitigation of trust or information asymmetry among the network participants, but also
provides a source for exposure in terms of opportunistic behaviour of certain malicious participants [22].
Immutability refers to the information stored within the blockchain and prevents subsequent modifications
of the content stored within the blockchain [38,23]. Immutability can be influenced by the combination of
consensus mechanisms, decentralization and cryptography and the previously mentioned transparency [23].
Its unalterability in changing these information ensures trust due to the fact that any attempts to change these
information will be detected and can be traced back to the origin of malicious activities [23]. Data-Integrity
ensures that the data sets shared along the blockchain are complete, consistent and valid, whereas the
process- integrity which is affected by data-integrity can be seen as the ability to IT-processes according to
quantity and amount [23]. Process-integrity can be assured with the help of predefined execution codes, the
so-called ‘smart contracts’ [24,38].The correlations of the seven trust-inherent characteristics are initially
derived from the perspective of intercompany networks [23]. As mentioned in chapter 2, intercompany
networks and crowds are assumed to be similar and thus allow the transferability of the seven characteristics
within the context of crowdsourcing platforms.

4.2 Linkage to the SP’s (functionality mapping)

The previously mentioned characteristics are now projected on the 5 Ps (cf. section 3.3), using the threefold
layer-structure proposed by WIENINGER [23] which are the technical-, systemical- and application-based
layer. As already mentioned in section 3.3, the platform consists of the technical components which are
consensus mechanisms, decentralization and cryptography [23]. Peers and principals are the users or rather
the stakeholders of the crowdsourcing platform and thus equal to the participants of such an ecosystem and
close to the application layer which consist of the elements data-integrity and process-integrity as essential
trust-inherent characteristics. The problem as well as the performance are object- and result-oriented parts
represented by information revealed and shared in the crowdworking system and thus aligned to the
characteristics on a systemic-layer such as transparency and immutability. Figure 2 illustrates the
assignments of the 5 Ps based on the seven trust-inherent characteristics. The mapping allows the derivation
of provisional suggestions about the interdependencies between the system features which is part of the
subsequent section using the maintenance scenario as an example.

liechnologicall Systemical Application=based
P T T T P
;
Consensus
L Mechanisms ) )
- — lransparency Data=integrity
Decentralization| L v —
N w— \ |
s iImmutability’ Process=integrity:
Cryptography w— T—

< —

Figure 2: Assignment of the 5Ps onto the trust-inherent characteristics based on [23]
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4.3 Use-Case: towards a BCT based crowdsourcing platform for industrial maintenance tasks

To give insights about how the relations illustrated in Figure 2 can be utilised for the industrial service, a
short fictional example for demonstration is proposed. Using the example of a maintenance scenario in which
an operator of a wind park is receiving unexpected malfunctions of a set of wind turbines which cannot be
intercepted by his or her own personal capacity, different sets of competences and tasks are required: spare
part installation, disposal of the removed components, electricity handling etc. Due to that the wind park
operator (principal) decided to request additional workforce from a crowdsourcing platform. Challenges
occur due to the lack of transparency about the workers (peers) quality and the reliability, so a transparent
platform is required to ensure trust into the cooperation. The problem is specified by the information about
services which are required (type, quantity, time), and the performance is determined deadline compliance.

As mentioned in section 4.2, BCT offers a decentralized sharing of the problem description to all participants
of the crowd. The process-integrity can be assured via smart contracts which allows a decentralized and
automatic fulfilment of transactions based on pre-defined conditions [29]. Following DING ET AL., the use of
credit scores and arbitration mechanisms can serve an evaluation of the performance of the tasks fulfilled by
the participants (peer) and gives a “set of reasonable evaluation criteria for users” [29, p. 491]. In addition,
SCHUTZ ET AL. propose the use of reputation mechanisms achieved by a mixture of smart contracts on a
functional layer and consensus among the participants to ensure trust along the participants in such a network
[26]. Process-integrity can be assured by smart contracts. The asymmetric cryptography ensures that only
permitted user can get access to the information shared from the principal. This secures the principal from
being oppressed or exploited by the peers. The tamper-proofed blockchain storage ensures valid data storage
inside the blockchain history and ensures that malicious attempts are not falsifying the basis for performance
evaluation. Process- and data-integrity ensures that the wind park operator can proof whether the
qualifications of the applicants are based on valid data which were previously ensured by consensus
mechanisms. The peers in return can ensure that they are not exploited by the principal because the BCT as
a neutral platform [38] is regulated by the network participants which are represented by the crowd.
Malicious participants can be detected and punished [29]. Even the peer gain trust in the performance
evaluation done by the principal because the transactions are validated by the network through consensus
mechanisms [24,38]. Summarized, BCT offers both the peers and the principal a sufficient trust basis.

5. Conclusion

To reduce complexity, crowdsourcing platforms offer plenty of possibilities for the organization to work in
a decentralized manner. However, challenges such as information asymmetry hamper the success,
coordination effort and moreover the trust among participants within such an ecosystem. With the intention
of coping with the challenges in terms of information asymmetry along the participants of such a
crowdsourcing ecosystem, the BCT must receive more attention. Based on past research, five essential
features of a crowdsourcing system were derived and proposed in this paper (5 P s): Platform, Principal,
Peer, Problem and Performance (see Figure 1). In order to show to what extent trust-inherent functionalities
can be adapted, seven blockchain-inherent trust-building characteristics were derived from contributions on
intercompany networks in association with the BCT are mapped in Figure 2, followed by a projection on the
fields of industrial services. Designers of such a crowdsourcing concept can use these assignments as a basis
for deriving concrete solutions for each system feature. In this context, also socio-technical design criteria
such as: adaptivity, transparency, complementarity, holism, polyvalence and decentralization [40] need to
be regarded as core elements in the case of implementing the BCT. Therefore a socio-technical view on
platform ecosystems is the basis for a proper implementation of the BCT in such environments [41]. While
implementing BCT criteria relating to business conduct (problem and performance) have to be taken into
account as well as criteria relating to stakeholders (peer, principal, platform) and their mutual working
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relationships (fair pay, working conditions, contracts, management processes and fair participation) [35,42].
Future research should also aim at elaborating concrete blockchain-solutions within the crowdsourcing

environment, followed by the derivation of metrics to measure and analyze the cause-effect relationships of

implemented functionalities. In the future, the digital world of work will rely on decentralized, heterogeneous
and flexible working relationships which will develop in the direction of a so called "crowd economy" [43].
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