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KEY MESSAGES

� eHealth applications show varying degrees of complexity; while all applications generally provide information,
additional features may support interaction and in advanced applications data analysis can automate processes.

� High-risk and high-gain: the higher the complexity, the higher the potential impact.
� Scientific evidence on effectiveness is often lacking or of insufficient quality.

ABSTRACT
Background: Given the pressure on modern healthcare systems, eHealth can offer valuable
opportunities. However, understanding the potential and challenges of eHealth in daily practice
can be challenging for many general practitioners (GPs) and their staff.
Objectives: To critically appraise five widely used eHealth applications, in relation to safe, evidence-
based and high-quality eHealth. Using these applications as examples, we aim to increase understand-
ing of eHealth among GPs and highlight the opportunities and challenges presented by eHealth.
Discussion: eHealth applications can support patients while increasing efficiency for GPs. A
three-way division (inform, monitor, track; interaction; data utilisation) characterises many eHealth
applications, with an increasing degree of complexity depending on the domain. All applications
provide information and some have extra functionalities that promote interaction, while data
analysis and artificial intelligence may be applied to support or (fully) automate care processes.
Applications in the inform domain are relatively easy to use and implement but their impact on
clinical outcomes may be limited. More demanding applications, in terms of privacy and ethical
aspects, are found in the data utilisation domain and may potentially have a more significant
impact on care processes and patient outcomes.
When selecting and implementing eHealth applications, we recommend that GPs remain critical
regarding preconditions on safe, evidence-based and high-quality eHealth, particularly in the
case of more complex applications in the data utilisation domain.
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Introduction

eHealth in primary care

Healthcare worldwide faces a heavier and increasingly
complex workload due to an ageing population and a

rise in multimorbidity [1]. Primary care bears the full
brunt of this pressure because it is usually the first
port-of-call for the general population [2]. This increas-
ing pressure creates a necessity for a more efficient
organisation and better distribution of care [3].
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Inherent to this change are general practitioners (GPs)
and their staff who have to deal with changing
patient-provider relationships. Tailored care that
focuses on a patient’s autonomy, self-management
and self-efficacy is becoming increasingly important
[4]. The COVID-19 pandemic further underlines the
need for a transformation of care, as continuity of care
should be secured even in times of limited access to
face-to-face care [5].

eHealth has been proposed as a valuable tool to
support healthcare and ensure universal health cover-
age [1]. According to Shaw et al. (Figure 1) [6],
eHealth has three main functions: (1) ‘Inform, monitor
and track’ to observe and study health parameters; (2)
‘Interaction’ to support communication; and (3) ‘Data
utilisation’ to collect, manage, and use health data [1].
In daily practice, eHealth applications ranging from
mobile phone applications to telemonitoring systems
often encompass multiple domains.

In the first four articles of this series on eHealth, we
addressed issues related to the successful uptake and
use of eHealth in primary care [1,7–9]. These issues
were described from various perspectives ranging from
ethical aspects to education and implementation,
including the six preconditions that we view as pivotal
to ensure safe, evidence-based and high-quality eHealth
(Box 1). However, for many GPs, it may still be challeng-
ing to maintain an up-to-date overview of the opportu-
nities and challenges pertaining to the use of eHealth in
daily practice. Therefore, this opinion paper aims to
apply the six preconditions for high-quality eHealth,
which are described in detail in Part 1 of the SERIES [1],
to critically appraise specific and tangible eHealth appli-
cations currently in use in primary care. We intend to
increase GPs’ understanding of eHealth and provide
insight into the opportunities and challenges concern-
ing the use of eHealth. Using examples illustrating the

potential of eHealth, we hope to inspire and encourage
GPs, while at the same time remaining reflective and
critical regarding eHealth applications in daily practice.

Contextual factors

Country-specific aspects

Adoption of eHealth differs among and within countries
and is influenced by several factors, such as the details
of national policy. Regarding the six preconditions (co-
creation, blended care, individualisation, globalisation,
evidence and ethics), there is a lack of consistent
national monitoring or thorough evaluation of eHealth
internationally [10]. In existing literature, several coun-
tries are mentioned repeatedly because of well-estab-
lished digital health infrastructure. Denmark is
considered to be an international front runner because
of the combination of an advanced high-quality digital
health system and an excellent nationwide Digital
Health Strategy that focuses on co-creation, blended
care, individualisation and ethics [11]. A comprehensive
digital system enables Danish GPs, healthcare facilities,
nursing homes and other facilities to cooperate better
and decrease inequalities. In Australia, a national digital
strategy focuses on leveraging co-creation and blended
care in a digitally-savvy society, combined with a clear
digital health vision that places the individual patient at
the centre of care [12].

Several countries, including New Zealand, the
Nordic countries and Israel, are relatively advanced in
adopting eHealth and have a sound digital strategy in
place that details preconditions for co-creation and
blended care [12]. In New Zealand, regional systems
integrate data from several primary care providers (i.e.
community nurses, pharmacists and GPs) and hospi-
tals, forming a broadly accessible data structure
(depending on access rights) [13]. In the Netherlands,
most primary care practices offer eHealth, although
the level of use varies considerably and co-creation
with the patient is still rare [14]. In Canada and the
United States, GPs are increasingly adopting eHealth,
including telemedicine for online consultation, a trend
further boosted by COVID-19 [15]. The challenge now
is to find a responsible approach to maintaining the
use of eHealth as the COVID-19 pandemic recedes.

General practitioner-specific aspects

The speed of eHealth implementation depends for a
large part on the willingness of physicians. While
some healthcare providers can be considered early
adopters and are open to using eHealth in daily

Figure 1. Conceptualisation of eHealth in primary care,
derived from Shaw et al. [11].
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practice [16], others may be more reluctant to change
their routines. The expectations of general practi-
tioners concerning the impact of eHealth on workload
are sometimes conflicting, with one qualitative study
stating that the majority of general practitioners
thought that eHealth would reduce their workload
while another large survey in the same country found
that only 10% had similar expectations [17,18].

Other factors influencing the use and adoption of
eHealth in daily practice relate to healthcare providers’
preferences, e.g. seeing patients face-to-face and per-
ceptions about the (added) value of e-consultations or
telemonitoring in relation to improving care and rela-
tionships with patients [19]. Legislative aspects may
also play a role, as there can be uncertainty about
professional responsibilities [7]. Furthermore, health-
care providers appear less inclined to use eHealth if
they are worried about their job security or cost
aspects, citing issues such as the extra costs of
eHealth applications without compensation or the loss
of revenue if the costs but not the benefits are felt at
the practice level [19,20]. Differing preferences may
also be linked to a lack of knowledge about and atti-
tudes towards eHealth’s opportunities and challenges.

Aspects concerning the complexity of eHealth
applications

The complexity of an eHealth application, ranging
from less complex applications in the inform domain
to more complex applications in the data utilisation
domain, together with the required level of care
reorganisation, directly affects adoption rates [20].
Using a relatively simple eHealth application to replace
a specific routine, e.g. tracking the lifestyles of patients
with chronic diseases with an app rather than a paper
diary, requires different abilities compared to applica-
tions that radically change work processes, e.g. 24/7
telemonitoring of patients with diabetes rather than
seeing them on a quarterly basis. The lessons learned
from the first four papers in the eHealth series are
relevant and important to all applications, especially in
the case of more complex applications [1,7–9].
Furthermore, patient factors are related to the com-
plexity of applications and need to be considered. For
example, a fair degree of (health) literacy and digital
competencies are required, especially for complex
applications [1]. Other factors influencing the use of
eHealth include age, income and education [21].
Iterative co-creation processes with relevant target
groups are essential during the development and
implementation of eHealth applications.

eHealth applications

To support GPs interested in adopting eHealth, we
describe five widely-used eHealth applications.
Applications were eligible for inclusion in the paper if
they were relevant to primary care and currently in
wide use. As it was not our aim to provide a compre-
hensive overview of all existing applications, we
selected only five applications. To cover all the
domains detailed by Shaw et al., we set at least one
application per domain, with the applications serving
as examples to illustrate the opportunities and chal-
lenges of eHealth in primary care and as aids to help
define critical aspects of concern to GPs. Using these
examples, we elaborate on the preconditions for safe,
evidence-based and high-quality eHealth (Box 1) and
the five examples highlight how these preconditions
ultimately influence the adoption and utilisation of
eHealth applications.

The five included applications were selected prag-
matically, based on consensus and brainstorm sessions
with the co-authors. One of the authors (ET) checked
the literature, websites and the application itself to
extract information regarding the six preconditions for
all applications. MK also reviewed the literature, web-
sites and applications to validate the results. The next
step was validation of the results by the whole author
group and discussion to form the final opinion and
interpretation of the findings.

The tables presented below summarise the five com-
monly used eHealth applications. Table 1 provides a
description of the relevant domain(s) in relation to the
Shaw classification. Table 2 describes preconditions for
safe, evidence-based and high-quality eHealth.

Discussion

Main findings

The goal of this opinion paper was to provide insight
into and give examples of the opportunities and

Box 1. Conditions to ensure safe, evidence-based and high-qual-
ity eHealth [2]

1. Engagement of and co-creation by all stakeholders
2. Blended care: eHealth combined with regular care
3. Individualised and inclusive
4. Applicable in high- and low-resource settings
5. Evidence-based and supported by educational guidance
6. Being attentive to ethical considerations, privacy and

patient safety
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challenges pertaining to the use of eHealth in pri-
mary care. We will discuss five specific and tangible
eHealth applications currently used in primary care.
Our critical appraisal of these applications confirmed
the three-way division of eHealth applications, charac-
terised by increasing degrees of complexity. While all
five applications provide information, interaction can
be added to expand functionalities (Liva Healthcare
and SHUTi), and data analysis and artificial intelli-
gence can optionally be used to (fully) automate care
processes (Babylon and SkinVision). Preconditions on
safe and high-quality eHealth are relevant for all
applications. Still, following our evaluation, we now
argue that this is especially the case for more com-
plex interventions in the data utilisation domain. In
our opinion, these applications possess high-risk,
high-gain potential both at the patient and GP level.
To clarify, applications in the information domain,

such as Thuisarts.nl, as well as some in the inter-
action domain, such as Liva Healthcare, can be read-
ily recommended by any GP. Risks due to privacy or
ethical issues are minimal, as no or limited data are
collected and no drastic changes are made to the
clinical process. While the impact on clinical out-
comes of applications in the information domain may
be minimal, the impact of applications in the inter-
action domain is likely to be much more profound.
Applications in the data utilisation domain present
significantly greater risk, as ethical aspects including
patient safety and privacy might be at stake if an
algorithm is inaccurate or data are not safely stored.
On the other hand, the potential yield regarding
patient outcomes and care processes is often high,
e.g. diagnostic processes are performed at home
instead of in a clinical setting, thereby increasing effi-
ciency, or algorithms are used that outperform

Table 1. Description of five widely used eHealth applications.
Description Shaw domain

Thuisarts.nl
https://www.thuisarts.nl. Non-commercial public website in the Netherlands, launched by the Dutch College

of General Practitioners. It provides patients with understandable and reliable medical information
combined with automated (non-personal) advice. It includes the content of evidence-based guidelines
on 600 topics. Each topic consists of several ‘patient situations’ (e.g. I have the flu, my child has the flu)
and provides information on what to do and when to contact the GP. It includes illustrations, short
videos, patient decision aids and eHealth self-management tools. It has an extremely high in-country use
(24 million visitors in 2018) [37]. https://gpinfo.nl is the English version of Thuisarts.nl, covering a
selection of medical topics.

Inform, monitor, track

Liva Healthcare
https://livahealthcare.com. Innovative digital health programs to improve a variety of lifestyle behaviours by

creating bonds between the lifestyle coach and the patient. The digital behavioural change programs
consist of real-time personal coaching and pre-recorded videos, group-based interventions, tailored
health plans, goal-tracking and self-monitoring, and fixed evidence-based curriculums personalised to
support people at risk of or living with chronic conditions. Developed in Denmark in 2015 and was
recently implemented in Norway, UK and Australia.

Inform, monitor, track Interaction

SHUTi
https://www.somryst.com. An online intervention for the treatment of insomnia in adults. It is a fully

automated, interactive and tailored web-based program that incorporates the primary tenets of face-to-
face Cognitive Behavioural Therapy for Insomnia (CBT-I), including sleep restriction, stimulus control,
cognitive restructuring, sleep hygiene and relapse prevention. Developed in the United States.

Inform, monitor, track Interaction

Babylon
https://www.babylonhealth.com. AI system that can receive data about a patient’s symptoms, compare the

information to a database of known conditions and illnesses, and then identify a course of action and
related risk factors. It contains a virtual GP appointment, digital prescriptions, digital health check,
instant symptom chequer, online view of medical records, and a chatbot. It is now an integrated part of
the UK-based NHS. It can be used by patients who have registered for the service. Patients register with
‘GP at Hand’ and can then consult a digital GP within minutes of registration; however, they have to
switch from their current GP practice to Babylon. Certain GPs work specifically for Babylon, with whom
the patient registers. Video appointments are possible 24/7 in collaboration with 7 clinics in London and
1 clinic in Birmingham.

Inform, monitor, track
Interaction
Data utilisation

SkinVision
https://www.skinvision.com/nl/. International skin cancer detection app allows patients to check suspicious

skin spots themselves, promoting timely, appropriate care. It is available as either a freely downloadable
app or a paid service, which various health insurers reimburse. A user can self-assess the skin cancer risk
of a skin lesion by taking a photo with his/her smartphone, which is then processed by an algorithm.
The user receives feedback on the risk presented by the skin lesion. SkinVision was developed by an
official dermatology clinic regulated by the Dutch healthcare system, and can replace a normal
dermatology consultation. Patients can also choose to send the photo to their healthcare professional,
who will also receive the algorithm’s outcome as support in their diagnosis. The app also has a tracking
function that can track skin spots over time. https://www.healthnavigator.org.nz/apps/f/firstcheck-app/. is
a similar version from New Zealand

Inform, monitor, track
Interaction
Data utilisation

AI: Artificial Intelligence; CBT: cognitive behavioural therapy; GP: general practitioner; NHS: National Health Service; UK: United Kingdom.
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doctors in, for example, diagnostic processes and
thus positively affect patient outcomes.

Impact on the care process

While patients seem very satisfied with applications
that automatically use data, GP resistance tends to
increase when they feel that their control of the care
process is diminishing or if there is uncertainty sur-
rounding the reliability and security of data [22,23].
Nevertheless, it is doubtful that all patients fully
understand the risks of these types of applications
and initial satisfaction will probably diminish following
negative experiences, such as when an app ‘gets it
wrong’ or after a data leak. If using an eHealth appli-
cation is too disruptive to regular GP routines or if it
leads to higher costs, job insecurity or loss of revenue,
GPs will understandably perceive this as a barrier to
using the application [19]. Moreover, the level of profi-
ciency in the use of information technologies might
also affect the use of eHealth [8]. Applications that
mainly provide information to patients, such as
Thuisarts.nl, are the least ‘threatening’ for GPs, offer
multiple ways to support their care processes and
understandably are also popular with GPs.
Applications like SkinVision could radically change the
diagnostic process, require GPs to have a basic under-
standing of AI and therefore have a greater impact on
daily GP practice. Clearly, the degree of disruption to
a GP practice will form a barrier to using an eHealth
application [9]. The greater the disruption, the greater
the need for reliable testing of technical accuracy and
clinical effectiveness. GPs should also consider that
implementing complex eHealth interventions might
require the reorganisation of care [24]. If adopted,
eHealth applications must be implemented and inte-
grated into the daily work processes of GPs.

Scientific evaluation

While scientific evaluation of eHealth applications is
essential to ensuring the safety and successful imple-
mentation of eHealth [25], scientific evidence concern-
ing effectiveness, usability and accuracy is often
lacking [26,27] or is of insufficient quality [28]. This is a
particularly thorny issue in the data utilisation domain,
where scientific evaluation is still in an early phase,
meaning that critical external scientific evaluation is
an ongoing process. The applications discussed here
differ greatly in terms of supporting evidence on effi-
cacy. Evidence concerning thuisarts.nl is available, but
this focuses solely on healthcare usage [29], and no

peer-reviewed evidence is available regarding, for
example, usability or outcomes. Liva Healthcare and
SHUTi have undergone more extensive testing, includ-
ing their effects on patient outcomes and experiences
[30–34]. Even though this evidence may be derived
from the general population, this information is still
relevant to primary care. Nonetheless, further investi-
gation in a primary care setting would be valuable.
Evidence is available regarding the accuracy and per-
formance of SkinVision [35,36], but additional real-life
studies are needed. Babylon is claimed to be effective,
but there is no evidence to support this. Furthermore,
it should be noted that (co)founders or employers of
Thuisarts.nl, Liva Healthcare and SkinVision are co-
authors of the scientific publications describing these
applications. We suggest GPs remain critical towards
eHealth applications in terms of available evidence
and to check whether demonstrably independent
experts provide effectiveness.

Take home messages

The main advantages of the applications described in
this paper, considerations that often apply to eHealth
in general, are the relative ease of use for many
patients, the high level of satisfaction, and the higher
degree of independence and 24/7 applicability. In par-
allel, GPs can work more efficiently because eHealth
supports patient self-management, lowering the
demand for physical consultations. Nevertheless, per-
ceived barriers for large-scale implementation include
dealing with complex applications or a feeling of
diminishing control of the clinical process.

In Part 1 of the SERIES, we concluded that scientific
research on eHealth applications is essential, prefer-
ably performed continuously while incorporating dif-
ferent viewpoints [1]. With the current paper, it
became clear that evidence is often limited, even in
already widely-used applications. Although some
research is available on the applications included here,
it mainly focussed on one specific aspect and continu-
ous assessment of effectiveness was lacking.
Furthermore, some studies were performed by the
developers rather than by independent scientists,
which might have compromised reliability. Therefore,
we recommend a critical stance regarding eHealth
applications, which should include assessing any exter-
nal scientific evaluation that may have been per-
formed. Independent institutes could play a leading
role in collecting and publishing this evidence. If
eHealth applications are not validated by peer-
reviewed scientific research, they should be
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implemented only with great restraint. If an applica-
tion is likely to cause disruption to a GP’s routine
work processes, such as the case with Babylon, we
believe that effectiveness must be proven before
implementation.

A limitation of this paper was the description of
only five selected applications, as we wished to dis-
cuss the potential of eHealth based on specific exam-
ples. To obtain a broader overview of the availability
and effectiveness of eHealth in primary care, it might
be interesting to perform an umbrella review summa-
rising published systematic reviews in this field.

Conclusion

eHealth applications in primary care appear to exhibit
a three-way division, with increasing degrees of com-
plexity ranging from relatively simple applications pro-
viding information to more complex applications that
use data and/or change the organisation of care. To
select viable eHealth applications for implementation
in primary care, six preconditions that ensure safe, evi-
dence-based and high-quality eHealth must be met,
particularly in the case of more complex applications.
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