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Abstract—In this paper we present a new encryption and
decryption algorithm for block cipher based on the linear
(periodic boundary-PB) and nonlinear cellular automata rules.
First we apply non linear CA rules (complements) to both plain
text and key. Then PB CArule is applied to the above results
separately followed by the XOR operation of above results.
After that the result of XOR operation is fed to substitution
box(S-box) and again PB CA rules are applied followed by S-
Box. The decryption process is carried out just similar to that
of encryption but in the reverse way. Both the process of
encryption and decryption is performed for 8 number of rounds
in order to avoid the dependency between the plain text and
cipher text so that the our proposed algorithm is more secure
than that of AES and DES algorithms.

Keywords-Cryptography, cellular automata, substitution byte,
linear, non linear, Periodic boundary, correlation immunity

. INTRODUCTION
Cryptography is an important and vital application in

security, defense, medical, business and many other application
areas. The effective measure of a cryptosystem is how long it
can be used to encrypt and decrypt messages without the
‘key’ being broken using cellular automata (CA) rules. Aclass
of cellular automata (CA) based encryption algorithms presents
a particular promising approach to cryptography, since the initial
state of the CA is the key to the encryption, evolving a complex
chaotic system from this ‘initial state’ which cannot be
predicted.

The remainder of the paper is organized as follows. Section
Il introduces the concept of Boolean functions and cellular
automata. In Section Ill, we discuss some works of
cryptography applied to one dimensional and two dimensional
cellular automata. Section IV, Section V and Section VI describe
our new encryption and decryption algorithm by using cellular
automata rules.

Il. BACKGROUND

A. Boolean Function and its properties
Any Boolean Function f in n variables is defined as a map

£:0,1}" {0,1}

There are 22" Boolean functions out of which 2" are linear
Boolean functions and - 2" are nonlinear Boolean functions.

The Boolean functions are classified into two categories
Group of linear functions.
Group of non-linear functions.

A boolean function f in n-variable is said to be linear if it
satisfies the following linearity property: f(x+y) =f(x) + f(y),
where x = (x, X,,—X ) and y=(y,,y,—Y,)-

There are 2" linear Boolean functions in n-variables. Those are

The zero function f (x, x,,—, x ) =0 is always a linear
function and is termed as Rule 0.

f(x,X,—X,)=x, (i=1,2,3—,n)are n-linear boolean
functions which are termed as fundamental linear
rules.

The combinations of these n-linear functions taking
some or all at atime, give rest of the 2"-1 linear Boolean
functions.

For n variables, there are Boolean functions, out of which

there are 2" linear Boolean functions and rest are non-linear

Boolean functions.

B. Cryptographic criteria for Boolean functions

Balanced ness: A Boolean function must output zeroes and
ones with the same probabilities.

Good non-linearity: The Boolean function must be at the
sufficiently high distance from any affine function.

High algebraic degree: The Boolean function must be at high
algebraic degree.

Good correlation-immunity (of order m): The output of Boolean
function must be statistically independent of combination of
any m inputs. A balance correlation-immunity of order m
Boolean function is called m-resilient.

Simple implementation in hardware: Hardware implementation
should be very simple.
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A. Cellular Automata (CA)

A Cellular Automata (CA) is defined by the 4 tuple: (D, S,N,R)
Where, D is the dimension of CA
S is the set of the finite states
N is the neighborhood vector=(x,, X2, x3,
x4,
R is the set of local rules.
This is an idealized parallel processing machine, which
isanarray (1-D, 2-D, 3-D or nD) of numbers or symbols called
cell values together with an updating rule. A cell value is updated
based on this updating rule, which involves the cell value as
well as other cell values in a particular neighborhood.
B. Neighbourhood
If we consider d-dimensional grid it is possible to define
different kinds of neighbourhood. In particular if we consider
two-dimenson CA then the most common neighbourhoods are

1 VonNeumann:Only North, South, West and East
neighbourhood.( Four neighbourhoods)

2. Moore: One adds the diagonals to Von Neumann to
form nine neighbourhoods.

3. Extended Moore: One extends the distance of

neighborhood beyond one.

Figure 1 shows the structure of two dimensional cellular
automata neighborhood cells respectively. In both of these
figures, central cell is denoted by CELL and all of it’s 9
neighbourhood are denoted by N.

N N N
N | CELL [N
N N N

Figure 1: 2D Moore neighborhood

A. Two-dimensional cellular automata

Two-dimensional cellular automaton consists of an infinite (or
finite) grid of cells, each in one of a finite number of states.
Time is discrete and the state of a cell at time t is a function of
the states of its neighbors at time t-1.For two-dimensonal cellular
automata two types of cellular neighbourhoods are usually
considered .In Von Neumann neighbourhood five cells are
considered. That is Only North, South, East, West, and itself.
In Moore neighborhood nine cells are considered (as shown in
figure 1).

B. 2D CArrules as Boolean functions
Table 1 shows all the rules of two dimensional cellular automata.

64 | 128 | 256
32 |1 2
16 | 8 4

Table I: 8-neighborhood CA rules

In 2-D eight neighborhood CA the next state of a particular
cell is affected by the current state of itself and eight cells in its
nearest neighborhood (Table 1). Such dependencies are
accounted by various rules. The central cell represents the
current cell (i.e. the cell being considered) and all other cells
represent the eight neighbors of that cell. The number within
each cell represents the rule number(i.e. Rule 1, Rule 2, Rule 4,
Rule 8, Rule 16, Rule 32, Rule 64 and Rule 128) characterizing
the dependency of the current cell on that particular neighbor
only. These 8 rules are called fundamental rules of cellular
automata and are known as linear rules of cellular automata. In
case the cell has dependency on two or more neighboring
cells, the rule number will be the arithmetic sum of the numbers
of the relevant cells, which gives the linear rules of cellular
automata. So XOR operation is also linear rule of CA.

For example the 2D CA rule 170 (=2+8+32+128) refers to the 4
neighborhood dependency of the central cell on right, bottom,
left and top. The number of such rules s
8C,+°C +...+°C =256.Rule-170 will be applied uniformly applied
to each cell. From the following matrix (given below), itis clear
that rule-170 is same as changing each cell by adding the states
of its 4-orthogonal neighbors and the resultant matrix is:

00 1 0 1110
1 0 11 Rule170 1 1 0 O
1 1 01 0111
A. Definitions

Null Boundary Cellular automata (NB CA): A null
boundary CA is the one in which the extreme cells are
connected to logic - O states.

Periodic boundary cellular automata (PB CA): A periodic
boundary (PB) CA is the one in which the extreme cells are
connected to each other.

Uniform Cellular Automata (UCA): Auniform cellular automata
is the one in which same rules are applied to each cell.
Hybrid Cellular Automata (HCA): If different rules are applied
to different cells , then we call it as hybrid cellular automata..

. RELATEDWORK

Carlet [1] performed study on Boolean functions for
cryptography. He utilized cryptographic criteria to identify the
linearity (diffusion) and nonlinearity (confusion) operations
involved in Data Encryption Standard (DES) and Advanced
Encryption Standard (AES) algorithm. Wolfram [2] applied the
one-dimensional cellular automata rules on stream cipher for
security. Maitra et. al. [3] applied the method of generating key
stream sequences for stream ciphers by combining the outputs
of several linear feedback shift registers (LFSR) using a
combined Boolean function. Das and Ray [7] present a new
block encryption algorithm based on Reversible Programmable
Cellular Automata theory. Their work ensures to generate 2%
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potential keys. They use 128 bit block size and Reversible
Programmable Cellular Automata. Tripathy and Nandi [10]
proposed a light weight symmetric key cryptosystem using
CA, called Lightweight Cellular Automata-based Symmetric-
key Encryption (LCASE). LCASE meets the same specilcation
as AES, that of satisfying the base security criteria (confusion
and diffusion). They proposed a lightweight block cipher
supports 128-bit block size with 128-, 192- and 256-bit keys, to
conlrm with the Advanced Encryption Standard (AES)
specilcation. All these works were based on one dimensional
and two dimensional cellular automata for stream and block
cipher [9].

Il. ENCRYPTION &DECRYPTIONALGORITHMUSING
CELLULARAUTOMATARULE

This algorithm contains substitution (non-linear cellular
automata rule), permutation (linear cellular automata rule),
complement (non-linear cellular automata rule), and XOR (linear
cellular automata rule) operations. In crypto system, use of
non-linear rule is more secure then use of linear rule. But creation
of confusion ( non linear CA rule) and diffusion(linear CA rule)
operations are the two fundamental principles of cryptography
.So in order to develop any encryption and decryption
algorithm in cryptography we will apply both linear( diffusion)
and non linear ( confusion)operations or rules .But if we use
more number of non linear rules and few linear rules for
encryption and decryption then the algorithm will be more secure
. In our encryption and decryption algorithm more number of
non linear rules are applied as compared to Advanced
Encryption Standard (AES) algorithm and also the number of
rounds are less as compare to AES and hence our algorithm is
more secure than that of AES algorithm. Figure 2 shows the
encryption and decryption for eight number of rounds where
as Figure 7 and Figure 9 show operations involved in one round
encryption and one round decryption using cellular automata
rules.

| .
l Plin text (128 bits)| [Key Kj (128 bits) |~ K1 k1 Flam text (128 bits)
I 1
¥ ¥ [
|Monlinear CA Fule | | Monlmear CA Rule
| ":1“":!:Ifn'r:'\v‘ ) {Comp liment) Hon lnear CA Rule Hon linear CA Rule
> ((Co mp iment) (Corpkiment)
[Pe ca Rute P CA Rule ! - f
| Inwerze PB CA Rule [ Invese PB CA Rule
R b4
o s}
U U
N N
D Shift of Column Using D Inverse Skhuft of Colurn
PB CA Rule Usmg PB CA Rule
1 ] 1 T
Substitute bytes | Inwerse Substitute bytes
Key K |K2| K2
| | |
¥ ¥ 3 1
HMen linsar CA Mom linear CA Rule Man lmear CA Rule Honlinear CA Rule
Fule(Conpliment) | | (Comphment) Co rp lirnent) (Co rep bzt
PE CA Rue | | PE CA Rule | | Inverse PB CA Rule kwesePB CA Rule
R R Inverse Subsitutebhytes
o 0
Inverse PB CA Rule
U U
N | shift of Colurm Using PR N vverse Shift of Colurm
CA Rule Using FB CA Rule
n D
Substitute bytes | Inwerse Substitute bytes

—_——

L B S
Ciplwt Texa Cipher Text ]
() Encryption () Decryption

Figure 2: Encryption and Decryption algorithm applying CA rule

This cipher text i chtamed

after & numbers of rounds

. STEPSOFENCRYPTIONALGORITHM

A.  Non linear CA rule (Complement) and PB CA rule8

We take the length of the plain text as 128 bits and the length of
key as 128 bits. First we convert the plain text as 4x4 matrix with
each cell containing 1 bytes (= 8 bits). Now we apply non linear
cellular automata rule (complement) to each bit of the plain
texts. Similarly we write the 128-bits key in a 4x4 matrix and
apply non linear CA rule (complement) to each cell of the key
matrix. After the complementation we apply PB CA rule8
separately. Figure 3 shows the use of Periodic Boundary CA
rule-8 to the matrix.

o |anl| a0z | a3 Ap |3 (2] A3
ap |an| a2 | a1z » |320 [321 [a22) @23
20 |3221| 22| a3 dzp |d3) | 332 A3
&p |3z1| 332 | a3 Ap |31 [902] 303

Figure 3: Periodic Boundary CA rule-8
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For example, in the following matrix, the values in the second
row have been shifted to first row, values in the third row have
been shifted to second row and so on and values in the first
row have been shifted to last row after applying periodic
boundary (PB) CA rule-8 to each value in the cell of the matrix.
PBCArule-8 1 0 10

0 00

110

R~ O
O O -

10
10 1
00 0
B. XOR operation

XOR operation is applied between the resulted cipher key
and cipher text providing the linear rule of cellular automata
and hence providing the diffusion property of the
cryptography.

C. Substitute Bytes Transformation(S-Box)

(Forward and Inverse Transformation)

The forward substitute byte transformation, called Sub Bytes,
is a simple table lookup below. This table is same as AES table.
In future we try to develop a S-box which is balanced, high
non-linear, high algebraic degree. But AES S-box is balanced,
non-linear, and high algebraic degree. AES defines a 16 x 16
matrix of byte values, called S-box that contains a permutation
of all possible 256 8-bit values. Each individual byte of state is
mapped into a new byte in the following way. The leftmost 4
bits of the byte are used as a row value and the rightmost 4 bits
are used as a column value. These row and column values
serve as indexes into the S-box to select a unique 8-bit output
value. For example, the hexadecimal value {95} references row
9, column 5 of the S-box, which contains the value {2A}.
Accordingly, the value {95} is mapped into the value {2A}.
Figure 4 shows an example of the Sub Bytes transformation.
Figure 5 shows the general form of Substitute byte
transformation.

Ea | M |65 |85 87 | F214D [97
83 |45 | 5D |96 » |EC| 6E|4C |90
5C |33 |98 |BO 481 C3146 |E7
FO | 2D | AD |C5 8C| D8| 95 | A6

Figure 4: Sub Bytes transformation

al\ ]

1.0

20
Ao

Figure 5: General form of Substitute byte transformation

D. PBCArulel28 and PB CA rule32
Now the output of S-Box is fed to PB CA rule128 and PB CA
rule32 (Figure 6) consecutively so that permutation
(transposition) operations are performed providing the linear
rules of cellular automata and hence providing the diffusion
property of cryptography.
For example, in the following matrix, applying the PB CA rule
128 to each cell of the matrix, the values in the first row have
been shifted to second row, values in the second row have
been shifted to third row and so on and values in the last row
have been shifted to first row after applying periodic boundary
(PB) CA rule-128 to each value in the cell of the matrix.

01 10 PBCArule-128 01 1 0

100 0 01 10

0110 10 00
For example, in the following matrix, applying PB CA rule 32 to
each cell, the values in the first column have been shifted to
second column, second column values have been shifted to
third column and third column values have been shifted to
first column, and so on.

110 1 PBCArule-32 11 10
010 1 1010
0010 00 01

1 1

]
[ = |as |[as I'aﬁJ

N B R

Figure 6:PB CA rule-32 on each cell of plaintext

E. Substitute Bytes Transformation(S-Box):

After the operation of PB CArule128 and PB CA rule32, we
fed the data to S-Box to get the final cipher text of original
plain text
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Plainte xt Key

f (128 bits) f (128 bits)

Non linear C& Rule Non linear CA Rule

(Compliment) (Compliment)
4" (128 bits) 7128 bits)
h 4 h 4
PB CA Rule8 PB CA Rule8
A4~ (128 bits) _A-(128 bits)
¥ (T A 4
(128 bits)

Substitute bytes(S-Box)

A 128bits)
h 4
PB CA Rule 128

1 (128 bits)

k 4

Shift Columm using
PB CA Rule32

’I: (128 bits)

Substitute bytes(S-Box)

,I: (128 bits)

Cipher text

(128 bits)

Figure 7: one-round of encryption algorithm applying CA rule

VI. DECRYPTIONALGORITHM

Since non linear CA rule (compliment), PB CArule8
(linear), XOR (linear), S-Box (non linear), PB CA rulel128
(linear) and PB CA rule 32 (linear) are reversible, we can
decrypt the cipher text to plain text in reverse way. Here the
inverses of compliment, XOR and S-Box are compliment, XOR
and inverse S-Box respectively. Also the inverses of PB CA
rule 8, PB CArule128and PB CArule 32are PB CArule 128;
PB CArule 8 and PB CArule 2 respectively.

P11 |1

l_?ﬁﬁlb&lhﬁ kﬂ]

Figure 8: Shifting of rows by PB CA rule-2

Figure 8 shows the use of CA rule-2 Periodic Boundary on
each cell of key. For example, in the following matrix, the values
in the second column have been shifted to first column, values
in the third column have been shifted to second column and so
on and values in the first column have been shifted to last
column after applying periodic boundary (PB) CA rule-2 to
each value in the cell of the matrix.

PBCArule-2 0 1 1 O

o o ©

0 11
1 01 1010
1 00 100 O
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Phlain Text Key
[}
s
~A7(128 bits) 1 (128 vits)
Hom linear CA Fule Hom Linear CA Fule
( Complimerd ) ( Complimert )
[
{128 bis) 4128 bis)
P
Borerse PB CA Rule 128 Borerse PB CA Rulel28

L

_A128b1s) A (128 bis)

L4

Jan
\j; {128 bis)

Brarerse Substintte trytes

[
{128 bis)
/r/

Burerse PE CA Fuled

- (128bis)

Rorerse Shift CohmnusingPE
Ci Faale2

[
_- (128bas)

Brarerse Substintte bytes

A7 (128 bis)

Cipher Tedt

/I/ (128 bis)

Figure 9: One-round of Decryption algorithm applying CA rule

CONCLUSIONAND FUTUREWORK

Our algorithm deals with both linear as well as the non-
linear Boolean functions for which we use the linear and non
linear rules of cellular automata. This algorithm is more secure
than Data Encryption Standard(DES) because the key is used
in the beginning of algorithm unlike it is in DES at a later stage
and the number of rounds in DES is 16 whereas it is 8 in our
algorithm. Also our algorithm contains less number of
operations as compared to DES algorithm and hence it will take
less time for encryption and decryption as compared to DES
algorithm. Our algorithm contains 8 numbers of rounds where
asitis 10 in Advanced Encryption Standard (AES) and in this
regard it is better than that of AES algorithm and takes less
time. Also our algorithm contains more number of non linear
functions(confusions or substitutions) than that of AES
algorithm, which builds up the better security aspect of
cryptography .Because use of non linear functions

(substitutions or confusions)have better security than that of
linear functions(Permutations or diffusions).

Our algorithm, being based on concept of CA, helps parallel
processing of text. Besides, due to availability of chip level
design cellular automata machine (CAM), our algorithm can
encrypt and decrypt the text at very high speed in the order of
nano seconds.

We have planned to develop a new substitute box (S-Box)
which will satisfy all the cryptographic properties. Also our
aim is to use nonlinear cellular automata rules and its inverse
instead of S-Box so that all the operations involved in
encryption and decryption algorithm will be done only through
CA rules. Also we have planned to apply hybrid cellular
automata rules for block cipher.
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