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Abstract—Blind signature allows one user to get a signature
without giving the signer any information about the actual
message or the resulting signature. In this paper, we aim to
improve the recently proposed Lin et al.’s Self-certified
Partially Blind Signature Scheme[1] in order to withstand the
security flaw in their scheme. The security of the improved
scheme is enhanced in the blind signing phase of the scheme.
The analysis shows that the proposed scheme resolves security
problem in Lin et al.’s scheme and also meets the aspects of
security features needed by a partial blind signature.
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l. INTRODUCTION

Blind signature was introduced by D.Chaum [4]. It
can provide an anonymity of signed message. Since it was
introduced, blind signature schemes have been used in
numerous applications, most prominently in anonymous
voting and anonymous e-cash. Blind signature[3,4] is a very
useful cryptographic technique, which allows a user to get a
signature without giving the signer any information about the
actual message or the resulting signature. A typical blind
signature scheme must satisfy the following two fundamental
characteristics: Blindness and Unforgeability.

Blindness: A blind signature allows a user to obtain a
valid signature on message m without revealing anything
about the message m to the signer. In addition, the signature
is not traceable in the sense that the signer cannot determine
when he or she signed this message after the signature is
published, although he or she knows that it is really signed
by him or her.

Unforgeability: Only the original signer can generate
valid signatures, while anyone else cannot.

There are many blind signature schemes[5,6] are used
in a practical electronic cash system, they are subject to some
common problems, such as the unlimited growth of the
bank’s database which keeps all the spent e-coins for
preventing double spending and the bank’s uninscribing the
value on the blindly issued e-coins. To cope with these
problems, the concept of partially blind signature was
introduced. A partially blind signature is an extension of
blind signature that allows a signer to produce a blind
signature on a message for a user. The signature also
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explicitly includes commonly agreed information which
remains clearly visible despite of the blinding process.
Because of the partial blindness property, a partially blind
signature scheme is more efficient than ordinary blind
signature schemes when it is used in an electronic cash
system. Therefore, in recent years, many partially blind
signature schemes [7, 8] have appeared.

The remainder of this paper is organized as follows. In
Section Il, we provide the basic concept of bilinear pairing.
In Section 111, we review Lin et.al’s blind signature scheme.
In Section IV we analyze Lin et.al’s scheme to show that
their scheme is insecure. We then propose an improvement
of Lin et al.’s scheme in Section V. We analyze the
improved scheme in Section VI and we give performance
comparison of our scheme with Lin et al.’s scheme. Finally,
we conclude the paper in Section VII.

Il.  BASIC CONCEPTS ON BILINEAR PAIRINGS

Bilinear pairing is an important cryptographic
primitive
and has recently been applied in many positive

applications

in cryptography . Let G; be a cyclic additive group and
G, be a cyclic multiplicative group of the same prime order
g . We assume that the discrete logarithm problems in both

G, and G, are hard. A bilinear pairing is a map
e: G, x G; = G, which satisfies the following properties:

Bilinear: e(aP,bQ) = e(P,Q)” for P,Q € G, and
forall a,b eZq.

Non-degenerate: There exist P,Q € G, such that
e(P,Q) #1.
Computability: There exist an efficient algorithm to
compute e(P, Q) forany P,Q € G,
From [2], we note that such a bilinear pairing can be
realized using the modified Weil pairing associated with

super singular elliptic curve.
Bilinear Parameter Generator: A bilinear parameter

generator Gen is a probabilistic algorithm that takes a
security parameter k£ as input and outputs a 5-tuple
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(9,G,,G,,e, P) as the bilinear parameters, including a
prime number g with |q| =k, two cyclic groups G,, G, of
the same

order g , an admissible

e: G, x G, = G,and agenerator P of G;.

bilinear map

IIl.  REVIEW OF LIN ET.AL’S SELF-CERTIFIED PARTIALLY
BLIND SIGNATURE SCHEME
In this section, we briefly review Lin et.al’s self-
certified
partially blind signature scheme [1]. The scheme consists
of
the following phases.

Setup: Given a security parameter k , the trusted system
authority SA first generates 5-tuple (¢,G;,G,,e, P) by
running the bilinear parameter generator Gen(k) , then
choose s €, Z , & master key kept by himself and compute

P

pub

functions H: {0} -G, , H, {01} — Z, and

=sP . Next, SA also picks two cryptographic hash

outputs  the  system  parameters  params = =
(q,Gl,GZ,H,Hl,Ppub,e,P).

KGen: When a signer A with his identity /D , wants to
join the system, A first chooses a number x, €, Z, as his

partial private key and computes the corresponding public
key P, =x,P. Then 4 sends (ID,, P,) to the trusted

system authority SA. After receiving (/D,,P,) , SA

computes the partial private key d , = sH (/D A”PA) with

master key s and returns it to A via a secure channel.
Clearly, A can check the validity of d , by the equation

e(d,, P)=e(H(ID,|P,).P,,).

BSign: The signer 4 and a user B first negotiate

common information info= A . Then, to obtain a blind
signature on message m , they execute the following steps:

The signer A first select a random number r €, Z to

compute R' and S' , where R'=rP
St = rH([DA”PA) . Thensends (R*,S")to B.

After receiving (R',S") , B randomly select three
numbers @, B,y € Z,, to compute

R=aR'+y(P,,+P,)

S=aS*+apH(ID,|P,) - yH (A)

h=oa"H,(mR,S)+ f andsend hto 4.

A computes ¢ and sends it to user B , where
c=(h+r)(x,H(UD,|P)+d,)+rH(A)

The user B unblinds the received message ¢ as ¢

Where ¢ = ag
The resultant blind signature of the message m is
(S,R.¢)

Verify: The resultant signature is valid if it satisfies the
following equation.

e(s, P)

=e(S+ H,(m,R,S)H(ID,|P,), P,,, + P,)e(H (A), R)

IV. ATTACK ONLINET.AL’S SELF-CERTIFIED PARTIALLY
BLIND SIGNATURE

Lin et.al claimed that their self-certified partially blind
signature scheme [1] was secure against chosen message
attack. In a self-certified signature, a user is able to freely
choose his public key and his public key can be verified
implicitly. In the followings, we show that the scheme is
insecure, namely, anyone can produce a forged signature on
arbitrary message m in the name of other user by analyzing
Lin et.al’s self-certified partially blind signature.

Let an adversary produces a forged signature on

message /1 in the name of identity /D, , the attack is as
follows:
Step 1. Select randomly 7 € Zq and set the public key of

identity /D is P =rP—-P

pub
Step 2. Select k € Z , randomly.

Compute : R = kP

Step 3. Choose S € G, randomly and compute

¢ =r(S+H,(m,R,S)H(ID,|P))+kH (A)

Step 4. Finally the forged signature of the message m is

(R,S,¢)

Step 5. In the following we are showing the validity of
the forged message.

e(s, P)

=e(r(S + H,(m,R,S)H (ID,|P)) + kH (A),P)
=e(S + Hy(m, R, S)H(ID,|P),rP)e(H (A), kP)
e(H(A), R)
=e(S + H,(m,R,S)H(ID||P),P,,, + P)e(H (A), R)

According to the verification equation of Section-lll, our
attack is valid. Hence Lin et.al’s scheme is not secure against
unforgeability attack.
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V.  THE IMPROVED SCHEME And send g to the user B .

In this section, we describe our improved self-

certified partially blind signature scheme in order to  gtepd4. Finally, the user B unblinds the received message
withstand the security flaws of Lin et. a/’s blind signature Zas ¢ . Where

scheme discussed in Section V. We use the same set of B
system parameters as used in Lin et. al’s blind signature g=ag

scheme, which are listed in Section II1. —alh+ r)(xAH(IDA”PA) +d )+ (r+x,)aH (A)
A. Key generation algorithm KGen: Steps. In the end

J _ i , the resulting signature for
This phase consists of the following steps.

message m and agreed information Ais o = (R, S,¢).

a) When a signer A with his identity /D , wants to
C. Signature verifying algorithm Verify:

The validity of the signature o =(R,S,¢) can be
partial private key and computes the corresponding public  ackeq by the following equality.

key P, =x P. e(c, P)

b) Then the user A sends (ID,,P,) to the trusted — e(S+H1(mlR1S)H(IDA”PA)'Ppub +P,)e(H(A), R)
system authority SA.

join the system, A first chooses a number x, €, Z as his

¢) After receiving (ID,, P,) from the user 4, SA If it holds, the signature o = (R,S,¢) is accepted as
computes the partial private key d , = sH (ID,|P,) with valid, otherwiseit is rejected.
master key s and returns it to user A via a secure channel. V1. ANALYSIS OF THE IMPROVED SCHEME

d) The user A can check the validity of d 4 by the A.  Correctness of signature verification:
equation. The consistency of the signature verification phase

o(d . P) = e(H(ID HP )P can be verified as follows.
P A PP s e(S+Hy(m,R,SYH(ID,|P,), P, +P,)e(H(A),R)
J— l -
The signer 4 and a user B first negotiate common = e(aS" +apH (ID,||P,) — yH (A) + H,(m, R, S)

information info= A . Then, to obtain a blind signature on H([DA”PA),P T P)e(H(A),aR" + (P, +P,))
message m , they execute the following steps: P

B. Blind signing algorithm BSign:

Stepl. The signer A first select a random number =6(WH(IDA||IJA) +0‘ﬁ"1(1DA"31) — (A +H,(m,R,S)
repZy H(ID,|P).P ,+P)e(H(A),o(r +x,)P+ (B, +P,))

And it computes:

R = (r+x,)P, =e((ar +af+H,(m, R, S))H(IDA”PA) - W(A)’Rnub +P)

S*=rH(ID,|P,). e(H(A), a(r+x,)P)e(H(A), y(F,, + F,))

Finally the signer 4 sends (R", S™) to the user B . =e((ar + ah)H(IDA"PA)1 (s +x,)P)e(H(A),a(r +x,)P)

Step2. After receiving (R',S*) from the signer 4, the = e(a(r+h)H(ID, "PA)(S +x,),P)e(a(r+x,)H(A), P)
user B randomly select three numbers a, 8,7 € Z, . =e(a(r+ h)(xAH(IDA”PA) +SH(]DA||PA)), P)

Then the user B computes the followings. e(a(r+ xA)H(A), P)

R=aR'+y(P,,+P,)
S =aS"+afH(ID ||P,) - yH (A
B PHUD, [P.) = 7H(2) +a(r+x,)H(A), P)
h=a "H,(mR,S)+/p B W 2D P 1d
and sends / to the signer 4 . = e(a((r+n)(x,H( A” ) +d,)
Step3. The signer A computes ¢ after receiving 4 fromthe  + (r +x,)H(A)), P)
user B . =e(ag,P)=e(s, P)
G =(h+r)(xH(UID,|P,)+d,)+(r+x,)H(A)
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B.  Security analysis of the Improved Scheme:

For digital signatures, the well-known strong security
notion is existential forgery against adaptive chosen message
attack (EF-CMA) introduce in[9]. Therefore, with respect to
the unforgeability of improved scheme, we will define it as
follows. In the random oracle model, we consider an EF-
CMA adversary E .The adversary E is fed with the system

parameters params and the signer A ’s identity /D, and
public key pk ; also allowed to access to the signing oracle

O and the random oracle O, . In the end, the adversary E
returns a new valid signature-message pair (G*, m*) .There

is a natural restriction that the signature o has not been
obtained from the signing oracle O before.

In section 1V, we see that the public key identity ID is
free. In Lin et.al’s scheme[1] , when the signer A is signing
sends (R',S") to user B , it contains only the public
information. Therefore the Adversary can easily forged to
generate forged signature. This can be avoided by using

some private key, which is difficult to obtained by the
attacker. In the improved scheme in the equation

R'=(r+x,)P, in the BSign phase by using the private

key x , of the signer A4, we able to restrict the attacker to

forged the signature. Hence , except the signer no one else
can sign the message.

C. Performance Comparision of improved scheme with Lin
et.al’s scheme:

In this section, we compare the computational costs of
different phases of our scheme with those for Lin et al.’s
scheme [1].

From Table I, we note that our scheme requires same
computational costs in different phases as compared to those
for Lin et al.’s scheme. Thus, our improved scheme is
also efficient as Lin et al.’s scheme. In addition, our scheme
provides better security as compared to Lin et al.’s scheme

by using signer’s private key x , in BSign phase.

Table 1: Performance comparison between our scheme and
Lin et al.’s Blind Signature Scheme:7},,,;: the time for one
point multiplication computation in Gy; Tpaq4: the time for
one point addition computation in Gy; Tpgj:the time for one
pairing computation; T;,pas: the time for one Map2Point hash
function.

Computational Linet al.’s Our scheme
cost scheme [1]
KGen 2T pmut + 2T pair 2Tyt + 2T pair
+2Thash +2Tnhash
BSign 1 l?jvmm + 6Tpaa‘a’ 1 lTp}rmI _6?—;3119'41
+2T mhash +2Tnhash
VEI'ify Tpnmf + znﬁadd Tpmu! Ll ZTpadd
3Tpa:’r' + szhaJh 3Tpm’r L zﬂnimsh
Total cost ]4?};”,”; + STpaa‘d 14?};;,;“; + ST,rJam'd
5Tpair' + 6?;1!;&_';!1 5 Tpm’r 1B 6Tm.¥msh

VIlI. CONCLUSION

We have pointed out the security drawback of Lin et
al.’s blind signature scheme and then proposed a
modification of their scheme. We have shown that Lin et
al.’s is insecure against unforgeability attack. Our improved
scheme can remedy the weakness of Lin et al.”’s scheme and
also meets the security aspects needed by a blind signature
scheme. Moreover, our scheme is also efficient in terms of
security and its computational costs is also same as et al.’s
scheme [1].
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