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Abstract- Security counts as a critical barrier to continuing
growth of RFID industry due to lack of a proper high
performance lightweight protocol-based solution. Amongst
recent developments the Fast Lightweight Mutual
Authentication Protocol (FLMAP) has been accepted for
its superior speed and low complexity features. Here we
examine the security strengths of FLMAP through
systematic  cryptanalysis tests. Outcome of our
investigation show that in spite of its superior speed and
power saving features FLMAP shows some serious design
gaps and shortfalls against two specifically selected
desynchronization and ID disclosure attacks. Finally, we
propose solutions to fix the FLMAP designing and security
flaws.

Keywords-Security Test, RFID, FLMAP, Desynchronization,
ID Disclosure, Cryptanalysis

1. INTRODUCTION

Radio Frequency ldentification (RFID) is a wireless
tag identification system that incorporates three entities:
the tag, the reader and the back-end database. The tag is
a highly constraint microchip equipped with an antenna
that stores the identifier and other related information
about the holder of the tag. The reader is a device that
can read or modify the stored information in the tags
and transfer them to a back-end database, with or
without modification. The reader stores tags identifiers,
pseudonyms and secrets in the back-end database.

Upon recent growth of RFID applications due to
accommodating private information and associated
implications on human-life many have raised serious
security concerns for their unprotected use putting extra
pressure on these devices. Most important is that RFID
systems normally need to operate over limited resources
and work under very restricted conditions where only
light weight security protocols can be adopted. Many
mutual authentication protocols are proposed so that
tags and readers can securely authenticate each other. So
far, several lightweight mutual authentication protocols
have been claimed suitable to be employed in RFID
applications [3, 7, 8, 10]. However, most of these
protocols have failed to achieve the required security
goals [1, 2, 4, 5, 6, 9]. Sadighian and Jalili have
introduced their superior mutual authentication protocol
called the Fast Lightweight Mutual Authentication

Protocol (FLMAP), where designers claim their protocol
guarantees tag anonymity, forward security, and
location privacy whilst has resistance against 1D
disclosure and desynchronization attacks [10]. We,
however, put FLMAP under a new rigorous test for a
thorough cryptanalysis investigation for surprising
results.

The rest of this paper is organized as follows: In
section 2 some preliminaries and notations will be
presented. In section 3 we describe FLMAP and its
designing flaw. Section 4 discusses desynchronization
and ID disclosure attacks against FLMAP. Section 5
proposes our solutions to fix FLMAP security flaws
against investigated attacks. Concluding remarks are
presented in section 6.

2. PRELIMINARIES

It is a general assumption for an RFID authentication
protocol to consider the channel between the reader and
the back-end database secure. Hence, in whole of this
paper we do not distinguish between the reader and the
back-end database of FLMAP. To describe the FLMAP,
we follow the notations used by the designers of
FLMAP [10] which are as follows:

e  k=Kk |k, indicates tag’s secret key.

ID,INX indicate tag’s static and dynamic
identifier respectively.

e v indicates bitwise "OR” operation.
e A indicates bitwise ”AND” operation.
e @ indicates bitwise ”XOR” operation.

e — indicates bitwise “Not” operation.
e t . is a parameter which is used by the

Sys
reader to indicate the system’s time.
e t_ is a parameter which is used by the tag

tag

to indicate the tag’s time and updates after
each successful run of protocol.

e t, isthe upper bound of t  which tag can
accept.

e t, is a value which is used as the initial
value of t

tag *

e All parameters in the protocol are of length
L-bit.

e A B refersto assigning A to B.
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e y—*5x is the experiment of uniformly

choosing a random element from a finite set
x and assigning itto x .

3. FLMAP DESCRIPTION

The FLMAP, which has been depicted in Algorithm
1, runs as follows:
1. The reader sends a pseudorandom number n, and

the system time t,, to the tag.
2. The tag verifies the condition t,, <t <t . Ifitis

correct, tag generates another pseudorandom number
called n,, computes x=k v(n®n,),

y=k ®ID®n,and sends x,y and it’'s INX to the

reader. Otherwise, the tag sends two meaningless
pseudorandom numbers such that reader can not trace
the tag and the protocol will be terminated.

3. Reader extracts n, from x and calculates

y=k®ID®n, and authenticates the tag if y'=y.
Then, the reader computes z =k, ® (ID A n,) and sends it
to the tag and updates keys and INX as follows:

k'™ =k, A(n,®n,)

k3™ =k, A(n,@n,)

INX,,, = (INX v ID)@®n,
However, ify=y then the protocol will be
terminated.

4. The tag calculates z'=k,®(IDAn,) and verifies

the condition z=z". If the equality occurs, that means
the reader also has been authenticated for the tag and the
tag updates its t,, , keys and INX as follows:

Lag =1

k =k, A(n,@&n,)

k, =k, A(n,®n,)

INX =(INX vID)@n,

Based on the designers claim [10], to overcome the
desynchronization attack the reader of FLMAP saves
two records of keys and index, i.e.
(kK3 INX ) and (k[ k2™ INX ") . However, we

will present an efficient desynchronization attack against
this protocol in section 4.

3.1. A FLAMP Design Issue

The designers of FLMAP claimed that after the
second pass of algorithm the reader extracts n, from x

uniquely. However, recall thatx=k v (n,@®n,), n, may

not be uniquely extracted from x. For example, set
k, =3, x=3and n, =3, one can see that, because of the

”OR” operation, we have four options for n, which are

n,=0,1,2and 3. Therefore the protocol can not be run
properly.

To solve the above designing flaw, one of the
designers suggested [11] to replace the "OR” operation
inx=k, v(n®n,) with  "XOR”  such  that
x=k @ (n, ®n,) . Hence, after modification, given x, k,
and n, it is possible to extract n, uniquely. Hence, we
present our attacks for this variant of FLMAP.

4. ATTACKS ON THE PROTOCOL

We made the following observations in the FLMAP
protocol:
1. n, affects x, y and z through @ operation.

2. The outputs of the operations that have been used
in the key updating phase of the algorithm are biased.
3. t,, has no impact on the reader calculations and it

is only used by the tag as a part of reader authentication
process. We use these observations to mount our attacks
on FLAMP.

4.1 Desynchronization Attack

Tag and reader share different values to authenticate
each other, e.g. keys and ID and update some of the

shared values in each successful interaction. For
example, in FLMAP, k ,k,, ID and INX are used
through authentication process and k;, k, and INX are
updated after each successful interaction. However, if
attacker forces tag and reader to update those values
such that they can not authenticate each other any more,
we say that they have been desynchronized and the
attack known as a desynchronization attack. We can
desynchronize the tag and the reader of FLMAP
following the approach depicted in Algorithm 2. This
attack is a man in the middle attack and works as
follows:

1. The attacker receives the first message, i.e. (n,,t,,)
and forwards it to the tag without any changes.

2. Tag evaluates t,, <t <t . If the condition is

correct, then tag generates n,, computes x=k, ®n, ®n,
, Y=k ®ID@®n, and sends x,y and INX to the

reader.
3. The attacker intercepts the sent x,y and INX |,

flips the most significant bit (MSB) ofx and y, we
denote the new values by x” and y", passesx’,y" and
INX to the reader.

4. The reader extracts n,=x"®k ®n, and

authenticate the tag if k@ ID®n, =y . Reader then

tag
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sends z=k, ® (ID An;) to the tag and updates k,, k, and
INX .

5. The attacker passes z to the tag.

6. If k@®UDan)=k,®(IDAn), the
authenticates the reader and updates k;, k, and INX .

If all steps of the above attack executed, it means that
the reader has used n, in the updating phase while the
tag has used n,. Hence, the new values of keys and
INX in the tag are not equal to those values in the
reader and they can not authenticate each other any
more. Now, we should determine the success probability

of the above attack.
If the attacker flips the MSB of x, where the flipped

value denoted by x”, it leads to a flip in the MSB of
extracted n, with the probability of “1”, where the
extracted n, denoted by n,. So, if we compare
k, ® ID®n, with k, ® ID@n, it is obvious that they are
different in MSB with the probability of “1”. On the
other hand, the attacker already has flipped the MSB of
y, called y". Hence, with the probability of “1” the
reader authenticates the tag. Therefore, the success
probability of this phase of attack is “1”.

Now we consider the success probability of the next
phase of attack where the reader sendsz =k, ® (ID A n;)
to the tag and the tag compares it with z'=k, ® (ID An,)
and if z=z' then authenticates the reader and updates
the keys and INX . On the other hand, we know that the
only different between n, and n, is their MSB. In
addition, for any given two single-bit values b and b’ if
one flips either b or b’ the result of b Ab* will flip with

the probability of% . Hence, with the probability of

tag

Algorithm 1: The FLMAP,

41
42
43

The reader:(k{'". k$'. IN X ') and
{"i‘_ir( at . L_éu at . Jr‘_\“‘\’ neaxt }1

The tag: (k1. ko, INX);
The reader;

{0,1}9%6 L

system time — #,,,,:

Pass (n1,tsys) to the tag;

The tag;

if"rfuy < ’.--_n.- < !:rm.r' then
{0,139 3 ny:

ki VvV (ng & ne) — a;

ki &IDEn —y;

Pass (x,y,/ N X)to the reader;

input :

else

{0,1}9 = a;

{0,119 5 4,

Output (2.y);

The protocol will be terminated;

end

The reader;

Extract no from x;

ki @ ID & na —y';

if y' == y then

The reader authenticates the tag;
ko & UD M Hj} — Z;

ko A (ny @ no) — ke // ket updating;
ky — k{9, // k$'" updating;
ki A (ny & ng) — k3 // ko updating;
ko — kg'd; // k$'! updating;
(INX VID) @ ng — INX"et: [/ [NXnew
updating;

INX — INX°",
Pass z to the tag ;

// INX° updating;

else
| The protocol will be terminated;
end
The tag;
ko & (ID Ang) — 2"
if z == 2/ then
The tag authenticates the reader;
!,u_i;.u — t‘m_r,:
ko A (nq & ng) — ki // ki1 updating;
ky A (ny & ng) — ko // ko updating;
(INXVID)®&ny — INX; // INX
updating;
else
| The protocol will be terminated;
end
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% , the equality z =z’ would be true and the tag accepts

the received z and does the updating phase. So, for one
run of algorithm, the total success probability of attack

is 17.

Remark 1. When, at the first step of protocol, the reader
sends t,, to the tag, tag evaluates t,, <t, <t and

continues the game if this condition is true and uses t,,
as thet,, of the next run of protocol. However, if the

attacker intercepts the reader’s message and replaces
t, with a new t . which is extremely larger than the

sent t,.,

desynchronization attack from the next run of protocol.
To determine a reasonable upper bound for t the

attacker can use a try and error process.

but smaller than t then it may lead to

max !

max !

4.2 ID Disclosure Attack

At the end of each interaction, the FLMAP’s tag and
reader update keys and INX as follows:

k'™ =k, A(n, ®n,)

K™ =k A (n, ®n,)

INX"™ = (INX v ID)@n,

Since the k and k, are 96-bit values, their average
hamming weight is 48, where the hamming weight of A
is defined as the number of “1” in the binary
representation of A. On the other hand for any given two
single-bit b and b’ the result of bAb" would be equal
to “1” if and only if b=1 and b'=1. Hence, for any
random selection of b and b’ the result of b Ab’ would
be “0” with the probability of %. So, we expect that,
after the first run of protocol, approximately 72 bits of
each of k, and k, congruent to “0”. After the second
successful run of protocol, we expect 90 bits of each of
k, and k,congruent to “0”. Therefore, after several
successful runs of protocol all bits of k and k,
congruent to “0”. Assumek, =0 and recall that n, is
known for the attacker then the attacker can uniquely
extract n, from x, where x=k, @ (n, ®n,). Now, given
n, and y the attacker can uniquely disclose ID from y
as follows, wherey =k, ® ID®n, :

ID=y®k ®n,

5. IMPROVING FLMAP

In spite of claimed superior feature of FLMAP, our
analyses show a design flaw in the algorithm and several
drawbacks on the security of this algorithm. More
precisely, the proposed algorithm does not work

properly for which legitimate readers and tags may fail
authenticating each other, which make the protocol un
acceptable. In addition, when the above flaw get fixed,
we present desynchronization and ID disclosure attacks
against FLMAP with negligible complexities and the
success probability not less than1/2 .

Some vulnerabilities of FLMAP that have been
employed through the above attacks are as follows:
1-n, does not extract from x uniquely.

2-k/™ and k;® in updating phase equations

congruent to zero after some successful runs of protocol.
3-t,,, has no impact on the reader calculations and it

is only used by the tag as a part of reader authentication
process.

Taking the above in to account, we propose the
following modifications in to the messages of mutual
authentication phase and updating phase of FLMAP:

x=n, ®[(ID A k) v (=ID A k,)]

y=[n, A(ID®k ®t,)]v[-n, A(=IDSk, & —t,,)]

2=k ®k, ®[(ty, AN,V (<t A ID)]

k'™ =[(k, AN) v (=K, AN)]@ [(tys AKy) Vv (st AID)]

k;eXt =[(k, Any) v (=k, An)]® [(_‘tsys ~k) v (tsys A 1D)]

INX "™ =[(INX A (k, ®k,)) v (=INX A ID)]®n,

This maodification leads to strength the FLMAP
security against the mentioned weaknesses as follows:

1-Given x, ID, k; and k, then n, can be extracted
uniquely.

2- The k™ and k;* updating phase equations are
not biased operations.

3-t,, is used in all steps of algorithm. Hence, the

attacker has no control over it.

6. CONCLUSION

In this work we have analyzed the designing procedure
and the security features of the Fast Lightweight Mutual
Authentication Protocol (FLMAP). The study reveals
that FLMAP comes with some serious drawbacks in
both protocol design and security of the process. We
have shown that the protocol also has a flaw that could
jeopardize the execution and that a desynchronization
attack that desynchronizes the tag and reader in a single

run with the probability of % and it may disclose the

ID in several runs of protocol.

All in all we do not recommend FLMAP, as it stands,
to be employed in any application. However, we
proposed some modifications to algorithm which
improve the security of protocol against the presented
attack. The security analysis of protocol against other
attacks is the subject of future works.
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Algorithm 2:
FLMAP.

Desynchronization Attack Against

. The reader-(k", 15", IN X°'") and
“'_flu |r‘ ;‘J.)n ”. .;_\-‘\-m.n ):
The tag:(k1,ka, INX);

input

The reader;

{0,139 =y

teys —System time;

Pass (n1.1.y.) to the tag;

N

n

The attacker;
attacker;
Pass (n1.1.,.) to the tag;

// A man in the medial

=

7 The tag;

8 iftiny < teys < tinas then

9 {0,117 5 ng;

0 ki &ny @ng — a

11 EFiaalD@dne —y;

12 Pass (.4 N X )to the reader;
13 else

| {0,130 S

15 {0,137 = o

16 Output (a,y):

7 The protocol will be terminated:;
18 end

19 The attacker;

20 ¢ 5 800000000000000000000000 — &, // flipping
the most significant bit (MSB) of =;

21y & 800000000000000000000000 — y: // flipping

the most significant bit (MSB) of y;

Pass (. y, I NX) to the reader;

v
[

23 The reader;

24 kyBng ba— no;

5k & ID Ene —

26 if ' == y then

27 The reader authenticates the tag;
28 ko @ (ID Ans) — 23

29 ko A (g @ ng) — kP

30 key — k51

31 ke A(ny @ ne) — k55T

3 |
33 (INXVID)@&ny — INX™",
34 INX — [NXP,

35 Pass z to the tag :

36 else

37 The protocol will be terminated:
38 end

39 The attacker;

40 Passes z to the tag;

41 The tag;

a2 ko @ (ID Ang) — 2

43 if z == 2’ then

44 The tag authenticates the reader;
45 tays — tiag:

46 Ea A (B ng) — kg

47 ky A(ny & ng) — ka:

48 (INXVID)®n, — INX;
19 else

s0 | The protocol will be terminated;
51 end
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