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ABSTRACT

Ghosh, Sagnika. MS. The University of Memphis. August,2018. Improvement of
Power Quality of Hybrid Grid by Non-Linear Controlled Device Considering Time
Delays and Cyber-Attacks. Major Professor: Dr. Mohd. Hasan Ali

Power Quality is defined as the ability of electrical grid to supply a clean and stable
power supply. Steady-state disturbances such as harmonics, faults, voltage sags and
swells, etc., deteriorate the power quality of the grid. To ensure constant voltage and
frequency to consumers, power quality should be improved and maintained at a desired
level. Although several methods are available to improve the power quality in traditional
power grids, significant challenges exist in modern power grids, such as non-linearity,
time delay and cyber-attacks issues, which need to be considered and solved. This
dissertation proposes novel control methods to address the mentioned challenges and thus
to improve the power quality of modern hybrid grids.

In hybrid grids, the first issue is faults occurring at different points in the system. To
overcome this issue, this dissertation proposes non-linear controlled methods like the
Fuzzy Logic controlled Thyristor Switched Capacitor (TSC), Adaptive Neuro Fuzzy
Inference System (ANFIS) controlled TSC, and Static Non-Linear controlled TSC. The
next issue is the time delay introduced in the network due to its complexities and various
computations required. This dissertation proposes two new methods such as the Fuzzy
Logic Controller and Modified Predictor to minimize adverse effects of time delays on
the power quality enhancement. The last and major issue is the cyber-security aspect of
the hybrid grid. This research analyzes the effects of cyber-attacks on various
components such as the Energy Storage System (ESS), the automatic voltage regulator
(AVR) of the synchronous generator, the grid side converter (GSC) of the wind

vi



generator, and the voltage source converter (VSC) of Photovoltaic (PV) system, located
in a hybrid power grid. Also, this dissertation proposes two new techniques such as a
Non-Linear (NL) controller and a Proportional-Integral (PI) controller for mitigating the
adverse effects of cyber-attacks on the mentioned devices, and a new detection and
mitigation technique based on the voltage threshold for the Supercapacitor Energy
System (SES).

Simulation results obtained through the MATLAB/Simulink software show the
effectiveness of the proposed new control methods for power quality improvement. Also,

the proposed methods perform better than conventional methods.
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. INTRODUCTION

A. Overview of Power Quality

Power quality (PQ) definition is contingent on one’s frame of reference. From a point of
view of a utility, power quality is about reliability. It is important for the utility to show
statistics that demonstrate a system to be 99.98 % reliable. But from a manufacturer’s point
of view, power quality is about successful operation of an equipment [1]. At the end, power
quality is all about consumers. The end user’s point of view gets preference [2]. Power
quality is hence described by the fitness of power from generator to the power supplied to
the end user. When the voltage, frequency and phase are synchronized, electrical
systems function in their intended manner without significant loss of performance [3]. The
quality of power supplied to the consumers is the main factor on which the reliability and
cost of any electrical system greatly depend.

PQ is an important issue in power distribution systems, especially where a highly
reliable source of power is required. Deterioration of power quality due to steady-state
disturbances such as harmonics has been extensively studied [4] [5]. On the other hand,
transient disturbances also degrade power guality and, hence are the subject of this
dissertation. The source of a power quality problem can be the utility, but it also can be the
facility or even the equipment inside the facility. Impact of power quality issues is the most
when it begins with the utility. When power quality issues originate from utility’s end, it
could range from a breaker clearing, which can produce sag [6], under-voltage or outage, to
arcing contactors, which may generate impulses. The impact of power quality issues should
be mitigated before the power enters the facility. Most of the facility faces problems like

loose connections, overloaded circuits and transformers, ground loops and wiring errors.



Most of the new technology or new equipment can produce power quality issues through
normal operations like equipment turn-on/off that can include impulse, sag, surge, voltage
distortion and repetitive disturbances.

The poor power quality may result in increased power losses, undesirable behavior of
equipment, and interference with nearby communication lines. Widespread use of power
electronics further burdens the power systems by generating harmonics in the voltages and
currents along with increased reactive current [7]. Currently, power quality problems have
become more complex at all levels of electrical grid systems. Therefore, power quality
issues have received increasing attention by both the end users and utilities [1]. Maintaining
the electric power quality within acceptable limits is a significant challenge [8]. In the US,
the acceptable voltage and frequency tolerance is +/-5% and +/- 3%, respectively, of the
nominal values. The adverse effects of poor power quality are well discussed in [9]. The
term power quality is sometimes used with different meaning such as voltage quality,
current quality, service quality, supply reliability, quality of supply and quality of
consumption [10]. Among all the power quality issues, voltage sag accounts for the highest
with 31 % whereas voltage transients are 8% making it the lowest. Because of the increased
use of sensitive loads, renewable resources and power electronic equipment produce
harmonic and asymmetrical voltages accounting for 20% and 18%, respectively [11].

In 2001, Electric Power Research Institute (EPRI) published a report based on Primen
survey in the United States, which showed that the collective loss is $45.7 billion a year due
to outages and another $6.7 billion a year due to other PQ phenomena. It was estimated that
the U.S. economy loss was between $104 billion to $164 billion due to outages and another

$15 billion to $24 billion due to other PQ phenomena [12]. The Leonardo Power Quality



Initiative (LPQI) team published a report about the results of European PQ survey, which
comprised of 62 face-to-face interviews across eight European countries in 2008 [13]. The
report showed that the PQ loss was about €150 billion, with industrial and services
customers wasting around 4% and 0.142% of their annual turnover. In 2001, Taiwan did a
survey of interruption cost for 284 high-tech factories. The cost of interruptions was
represented as a customer damage function, which gave interruption cost as function of
interruption duration. The cost in high-tech was about $37.03/kW for 2 seconds interruption,
which was higher than traditional industries [14]. In South Korea, the Korea
Electrotechnology Institute in cooperation with Gallup Korea conducted an interview-based
survey on 660 industrial customers of various sizes and sectors. The survey presented a
method to evaluate productions, sales and extra labor costs respectively, which was incurred
from interruption duration and a method to evaluate interruption costs per kw power use
according to interruption durations by industrial customer types [15] [16].

To ensure constant voltage and frequency to the consumers, power quality should be
improved and maintained at a desired level. The flexible ac transmission system (FACTYS)
devices are one of the most well-known and reliable solutions to reduce the power quality
issues [17]. FACTS devices include the Static VAR Compensator (SVC), Static
Synchronous Compensator (STATCOM), Thyristor Switched Capacitor (TSC), Static
Synchronous Series Compensator (SSSC), Thyristor Controlled Series Capacitor (TCSC),
Unified Power Flow Controller (UPFC), Superconducting Magnetic Energy Storage
(SMES), etc. Their benefits include reactive power control, improvement of the stability of
the grid, control of active and reactive power flows on the grid, loss minimization, and

increased grid efficiency [18].



Just as FACTS devices improve the reliability and quality of power transmission by
simultaneously enhancing both power transfer volume and stability, the power electronic
controllers are reliable for the distribution systems [19]. Some of these devices are voltage
regulator, dynamic voltage restorer, line reactor, surge suppressors, power conditioners,
isolation transformers, uninterrupted power supply, proper wiring and grounding, filters, etc.
[20]. One important method to improve the power quality is the TSC, which is a device to
compensate for the reactive power [21] [22] [23] [24] [25] [26] [27] [28] [29]. The TSC is
used because it provides instantaneous response to the changes in the system parameters.
The TSC also has another advantage in that it generates no harmonics and requires no
filtering. The TSC is also used for power factor improvement, to mitigate harmonics, active
and reactive power control, voltage stability [30] [31]. But in all these methods,
conventional Proportional-Integral (P1) control techniques were used [32]. However, since
the existing power grids are being transitioned into the smart grids, with integration of
renewables [33] and sophisticated power electronic controllers power quality enhancement
devices should be equipped with intelligent based controllers, such as a fuzzy logic
controller (FLC) [34] [35] , neuro fuzzy logic controllers [36]. Moreover, power networks
are highly nonlinear. Therefore, it is appropriate to employ nonlinear based intelligent
control techniques for smart power grids [37] .

With the integration of renewables sources like wind generator [38] [39], photovoltaic
system [40], energy storage system, conventional synchronous generator in the existing grid
gives rise to the other two vulnerabilities of the grid [41]. Different types of measurement,
monitoring and communicating devices are added to the system like the phasor

measurement units (PMUs) and open communication networks which have been extensively



used in measurement/monitoring systems [42]. This causes inevitable time delays and
reduces the damping performance of the controller, which in turn causes instability in the
system [43] [44] [45] [46] [47]. Large time delays not only cause instability of the system,
but also affect the power quality of the network [48].

As the renewables relate to the main grid and the total cyber-physical system is
monitored and regulated by the Supervisory Control and Data Acquisition System
(SCADA) in different layers, cyber-attacks may happen at any points of the supervisory
control. This will result in power deficiency in the grid and the controllers will fail to
stabilize the system, thus will affect the consumers [49]. The communication between the
control center and the controllers can easily be hacked, interrupted or tampered.
Consequently, the power quality of the overall grid gets affected.

Based on these backgrounds, this dissertation first deals with the nonlinearity that arises
due to the balanced and unbalanced faults occurring at different points in the system. To
improve the power quality due to nonlinearity issues, at first the FLC based TSC was
proposed and its performance was compared with that of the conventional Proportional-
Integral-Derivative (PID) controlled TSC. Later, two new non-linear controllers, namely,
the Adaptive Neuro Fuzzy Inference System (ANFIS) controlled TSC and a static Non-
Linear controlled TSC were proposed. The effectiveness of these two new controllers was
compared with that of the fuzzy controlled TSC. The next issue is the time delay introduced
in the network due to its complexities and various computations required. This work deals
with minimization of the adverse effects of time delay on the system performance with the
help of two methods such as the two inputs based Fuzzy Logic controller and Modified

Predictor. The last and major issue is the cyber-security aspect of the hybrid power grid.



This research analyzes the effects of cyber-attacks on different components of the hybrid

power system and explores new solutions to mitigate the adverse effects of cyber-attacks.

B. Motivation

Power quality issues occur at various levels of the system that delivers electric power-
power plants and the entire area transmission system, transmission lines, major substations,
distribution substations, primary and secondary power lines, and distribution transformers
and service equipment and building wiring. Power quality issues need to be fixed. There are
various devices to mitigate the power quality issues in the network like the FACTS devices,
etc. A lot of work has been done with these devices and with the application of non-linear
controller, but none of the work focused on the power quality improvement of the grid based
on a nonlinear controlled TSC. The characteristics of power grids are inherently non-linear,
as power networks are dynamic and their operations are of stochastic nature which leads to
power quality disturbances. The integration of renewable sources [50] [51] gives rise to
other problems in the network such as time delay and cyber-attacks. Measuring and
monitoring [52] of these sources are carried out with the help of new, sophisticated
controllers with in return increases the time delay. A lot of work has been done to mitigate
the negative effects of time delay, but none of the work considered the time delay aspect for
the power quality improvement. The monitoring of the controllers and control parameters
are done with the SCADA which is like a control center. The information exchange between
the controllers and the control center make the grid vulnerable and makes it prone to cyber-
attacks. While much work has been done on the detection and mitigation of cyber-attacks
[53], no one has aimed it from the power quality point of view. Thus, this dissertation deals

with power quality improvement considering the three significant issues: nonlinearity, time



delay and cyber-attack of modern power grids, and proposes new ways to improve the

performance of the system.

C. Objectives

The overall objective of this work is to improve the power quality of hybrid power grid

system. To realize this objective, this research performed the following tasks:

1) Modelling of non-linear controller based TSC to improve the power quality of the hybrid
system:

To improve the power quality of the network consisting of wind and synchronous
generators, the ANFIS-control based TSC, fuzzy logic controlled TSC and static non-linear
controlled TSC, have been proposed. At first the performance of the FLC based TSC was
compared with that of the conventional PID controlled TSC. Later, the effectiveness of the
ANFIS controlled TSC and static Non-Linear controlled TSC was compared with that of the
fuzzy controlled TSC. The simulations have been performed in the MATLAB/Simulink
environment. To demonstrate the effectiveness of the proposed control methods, the
balanced (three-phase-to-ground [3LG]) and unbalanced (single-phase-to ground [1LG]),
temporary and permanent faults in the power network have been considered. Moreover, to
quantify the results, two indices namely the voltage index associated with the wind
generator terminal voltage and the voltage index associated with the synchronous
generators, have been used. In addition, the power quality in terms of total harmonic
distortion (THD) has been evaluated at the point of common coupling for both synchronous

generators and the wind generator.

2) Developing controllers to minimize adverse effects of time delay in hybrid power grid:



Two proposed methods, namely the FLC based method and the Modified Predictor
method, are used to minimize the adverse effects of time delay on the power quality
enhancement of a hybrid power grid. The performance of the FLC based method has been
compared with that of the Modified Predictor method in minimizing the adverse effects of
time delays. Two indices, namely the voltage index and the THD have been used to evaluate
the power quality of the system. Both balanced and unbalanced temporary and permanent

faults at different locations in the power network have been considered.

3) Analyzing the effects of cyber-attacks in hybrid grid components and developing method
to detect and mitigate the cyber-attack:

The effects of cyber-attacks are analyzed on various components such as the Energy
Storage System (ESS), the grid side converter (GSC) of the wind generator, the voltage
source converter (VSC) of PV system, and the automatic voltage regulator (AVR) of the SG
system located in a hybrid power grid system. The two control techniques such as a Non-
Linear (NL) controller and a PI controller for mitigating the adverse effects of cyber-attacks
on the GSC, VSC and AVR, and a new detection and mitigation technique based on the
voltage threshold for the Supercapacitor Energy Storage (SES) have been proposed. To test
the effectiveness of the proposed mitigation methods, two types of cyber-attacks such as the
Distributed Denial of Service (DDoS) and False Data Injection (FDI) attacks have been
considered. Moreover, a voltage index has been used to numerically evaluate the

performance of the proposed control and mitigation methods.

D. Originality of the work

The originality and novelty of the work is stated below:



Although a lot of methods have been explored for power quality enhancement of
traditional grids, mostly conventional Pl and PID control techniques are used for the TSC.
However, the existing power grids are being transitioned into the smart grids, so power
quality enhancement devices should be equipped with intelligent based controllers. Based
on this background, this dissertation proposes non-linear controllers like the ANFIS control
based TSC, fuzzy logic controlled TSC, and static non-linear controlled TSC to improve the
power quality of the hybrid power grid system.

Moreover, although much work has been done on the effects of communication delay on
the power grid systems, little has been done on how to minimize the adverse impacts of time
delays on the performance of the hybrid power grid. Two controllers, namely the FLC based
method and the Modified Predictor method, are employed to minimize the adverse effects of
time delay on the power quality enhancement of a hybrid power grid consisting of
synchronous and variable speed wind generators. The reason to choose the FLC is that, it
can handle nonlinearity, uncertainty, imprecision, or fluctuation of the input parameters as
well as provides an opportunity to introduce expert knowledge in control rules [54] [37] [55]
[56]. This type of controller yields good outcomes under changing operating conditions and
time-varying signals. The performance of the FLC based method has been compared with
that of the Modified Predictor method in minimizing the adverse effects of time delays.

Furthermore, although much work has been done on cyber security issues recently, but no
one has explored the cyber security issues related to the power quality of hybrid grid. Thus,
this dissertation analyzes the effects of cyber-attacks on various components such as the
ESS [57], GSC of the wind generator [58], the VSC of PV system [59], and the AVR of the

SG system located in a hybrid power grid system. To eliminate the adverse effects of cyber-



attacks and to detect and mitigate the issues on the GSC, VSC and the AVR, two control
techniques such as a NL controller and a PI controller and a new detection and mitigation

technique based on the voltage threshold for the SES, have been proposed.

E. Organization of this Dissertation
This dissertation is organized as follows:

Chapter | provides the introduction to this dissertation including the overview, objectives,

motivation, originality and the organization of the dissertation.

Chapter 11 presents the literature review on power quality, power quality evaluation, power

quality issues, and power quality improvement methods.

Chapter 111 discusses the power quality issues due to balanced and unbalanced, temporary
and permanent faults in the hybrid power network. This chapter also proposes different non-
linear controllers like the ANFIS-control based TSC, the static non-linear controlled TSC,
and the Fuzzy Logic control based TSC. At first the performance of the FLC based TSC was
compared with that of the conventional PID controlled TSC. Later, the effectiveness of the
ANFIS controlled TSC and static Non-Linear controlled TSC was compared with that of the

fuzzy controlled TSC.

Chapter 1V presents the adverse effects of time delay in a hybrid grid and proposes two
methods, namely the FLC based method and the Modified Predictor method, to minimize

the adverse effects of time delay on the power quality enhancement of a hybrid power grid.

Chapter V analyses the effects of different cyber-attacks in hybrid grid components and

proposes two control techniques such as a NL controller and a PI controller for mitigating

10



the adverse effects of cyber-attacks on the GSC and VSC, and a new detection and

mitigation technique based on the voltage threshold for the SES.

Chapter VI provides the conclusion to this dissertation and shows possible future work.
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Il. LITERATURE REVIEW

A. Introduction
With the introduction and widespread use of sensitive electronic equipment, energy

users have become much more aware and sensitive to transients and other power anomalies.
Previously, equipment was immune to short-term power fluctuations and did not project
problems back into the utility’s system. Now, with the introduction of nonlinear devices,
harmonics are created which can affect the customer’s equipment and the utility’s
equipment. The utility is no longer just providing power to turn lights on and start motors.
As a result, there has been an increase of problems experienced by electrical end-users. The
characteristics of electricity like frequency, magnitude, waveform, and symmetry are subject
to variations during the normal operation in a supply system due to changes of load,
disturbances generated by certain equipment and the occurrence of faults which are mainly
caused by external events. Sometimes the equipment installed at the premises of an
electricity user can inject disturbances (e.g. harmonic or inter-harmonic distortion, voltage
fluctuations etc.) into the distribution networks. Variation in voltage & frequency and
waveform distortion (in other words harmonics) are the critical power quality issues.

PQ has become an issue for a long time. All over the world utilities have worked on the
improvement of power quality for decades [60] [61] [62]. Every year the network operators
in different countries around the world receive many complaints about PQ problems from
different groups of customers. It is observed that almost 70% of the PQ disturbances are
originated at the customer’s premises while 30% are in the network side [63]. Over the last
many decades, it has been noticed that equipment always introduces harmonic distortion,
but recently the amount of load, fed via power electronic converters has increased

enormously, causing more harmonic voltage distortion. Each individual device does not

12



generate much harmonic current, but all of them together cause a serious distortion of the
supply voltage [64] [65] [66]. Power quality issues have economic impacts on utilities,
equipment, supplier and customers. Power quality issues disrupt manufacturing in large

industries and hence there is loss of productivity.

B. Types of Power Quality Problems

There are numerous types of power quality issues and problems, each of which might
have varying and diverse causes [67] [68].
Voltage Sags: It is the most common power disturbance. VVoltage sag is defined as a short
duration reduction in rms (root mean square) voltage between 10 and 90 percent of
nominal voltage for one-half cycle to one minute. They occur when very large loads start
up, or because of a serious momentary overload or fault in the power system. At a typical
industrial site, several severe sags per year are not unusual at the service entrance. Costs
associated with sags can range widely, from almost nothing to several million dollars per

event. The voltage sag example is shown in Fig. 1 [69].

Voltage Swell Impulse Voltage
Normal Voltage .'ﬁl'. Iljﬂ-,l [.‘ﬂ'll Voltage Sag
AWAWAN AN RN AN AN AN A
I".\ ‘J,"II IIIUJ'[ }Il“x }."I I'} I|I I:;I Ijil Iulll rI|JI \jl, IUr \\/'f | T IILx\ ),u"ll II".UE'II
IUI Il'u'rl IIUIII Voltage Interruption

Figure 1. Power Quality Issues: Voltage Swell, VVoltage Sag, VVoltage Interruption.
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Voltage Swell: An increase in voltage between 1.1 and 1.8 pu in rms voltage at the power
frequency for durations from 0.5 cycle to 1 min. Swells are characterized by their magnitude
and duration. The severity of a voltage swell during a fault condition is a function of the
fault location, system impedance, and grounding. Swells can be caused by shutting off loads
or switching capacitor banks on. Figure 1 [69] shows an example of voltage swell.
Harmonics: Harmonics are caused by "non-linear" loads, which include motor controls,
computers, office equipment, compact fluorescent lamps, light dimmers, televisions and, in
general, most electronic loads. High levels of harmonics are not desirable because it
increases line losses and decrease equipment lifetime. Harmonics are a recurring distortion
of the waveform that can be caused by various devices including variable frequency drives,
non-linear power supplies and electronic ballasts [70].An example of a harmonic distortion

is shown in Fig. 2 [71].

Figure 2. Harmonics
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Transient: Transient is that part of the change in a variable that disappears during transition
from one steady state operating condition to another. Transients are very short duration
events of varying amplitude referred to as surges. Transients can be caused by equipment
operation or failure or by weather phenomena like lightning. Electrical components could be
damaged by relatively low voltage transients. The effects of transients on a power system

depend on the amplitude of the transient and its frequency [1].

Oscillatory transient: It is a sudden, non-power frequency change in the steady-state
condition of voltage, current, or both, that includes both positive and negative polarity
values. An oscillatory transient consists of a voltage or current whose instantaneous value
changes polarity rapidly, as shown in Fig. 3 [1].

Impulsive transient: As shown in Fig. 4 [1], it is a sudden, non-power frequency change in

the steady-state condition of voltage, current, or both that is unidirectional in polarity —
either primarily positive or negative. It is normally a single, very high impulse like

lightning. Impulsive transients are generally described by their rise and decay times.
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Figure 4. Oscillatory transient.
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Undervoltage: An undervoltage shown in Fig. 5 [72], is a decrease in the rms ac voltage to
less than 90 percent at the power frequency for duration longer than 1 min.

Overvoltage: An overvoltage is an increase in the rms ac voltage greater than 110 percent at
the power frequency for duration longer than 1 min. An example of an overvoltage is shown

in Fig. 6 [73].
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Figure 6. Undervoltage. Figure 5. Overvoltage.

Voltage Interruption: When the voltage drops below 10% of its nominal value, it is called

an interruption or a blackout. Interruptions have three classifications: momentary (lasting 30
cycles to 3 seconds), temporary (lasting 3 seconds to 1 minute) and sustained (lasting more
than 1 minute). Although interruptions are the most severe form of power problem, they are
also the least likely to occur. An example of voltage interruption is shown in Fig. 1 [69].

Voltage Imbalance: Voltage imbalance is defined as the maximum deviation from the

average of the three-phase voltages, divided by the average of the three-phase voltages,
currents, expressed in percent. Figure 7 [74] shows the graph for voltage imbalance.

Voltage Fluctuation: These are systematic variations of the voltage envelope or a series of

random voltage changes, the magnitude of which does not normally exceed the voltage
ranges of 0.9 to 1.21 pu. It is mainly caused by frequent start/stop of electric motors, arc

furnaces, oscillating loads. It leads to under-voltages. Figure 8 [1] shows voltage fluctuation.
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Figure 7. Voltage Fluctuation Figure 8: Voltage Imbalance.

Voltage Notching: As shown in Fig. 9 [75], it is a periodic voltage disturbance caused by

the normal operation of power electronic devices when current is commutated from one
phase to another. During this notching period, there exists a momentary short-circuit
between the two commutating phases, reducing the line voltage, the voltage reduction is

limited only by the system impedance.
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Figure 9. VVoltage Notching.

Interharmonics: When the frequency components of voltages and currents are not integer

multiples of the frequency at which the supply system operates is defined as interharmonics.
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Noise: It is an unwanted electrical signal with broadband spectral content lower than 200
kHz superimposed upon the power system voltage or current in phase conductors, or found
on neutral conductors on signal lines. Noise causes data loss and data processing errors.
Figure 10 shows the original sinusoidal curve and the curve under influence of noise.

Voltage Spike: The fast variation of the voltage value for durations from a several

microseconds to milliseconds. These variations may reach thousands of volts, even in low
voltage. It is caused by lightning, switching of lines or power factor correction capacitors,
disconnection of heavy loads. Figure 10 shows the curve for voltage spike. Voltage spikes
lead to destruction of components and their insulation, data processing errors or data loss,

and electromagnetic interference.

« Normal
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Figure 10. Power Quality Problems.

Due to the above power quality issues, it is necessary to find ways to mitigate those and

improve the power quality.
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C. Power Quality Evaluation, Standards and Indices
Power quality problems have wide range and different phenomena can occur due to

them. Although the occurrence of power quality issues is different and require different
mitigation techniques, Fig. 11 provides the basic steps to investigate and finally solve the
power quality issue. The steps mentioned in Fig. 10 [76] involves interaction between utility
system and end users. Each step mentioned in the figure comes with a major consideration

that must be addressed at each step [1].
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Figure 11. Basic steps involved in Power Quality Evaluation

Some measures have been taken to regulate the minimum PQ level that utilities must

provide to consumers and the immunity level that equipment should have to operate
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properly when the power supplied is within the standards. Standardization organizations like
IEC, CENELEC, and IEEE have developed a set of standards with the same purposes. In
Europe, the most relevant standards in PQ are the EN 50160 (by CENELEC) and IEC
61000. The IEEE power quality standards do not have such a structured and comprehensive
set as compared to IEC [77]. Nonetheless, the IEEE standards give more practical and some
theoretical background on the phenomena, which makes it a very useful reference [78].

There are various methods for categorizing the severity of power disturbances. The most
used indices for measuring power quality disturbances are listed below.

THD: THD is defined as the measure of the effective value of the harmonic components
of a distorted fundamental waveform. In other words, the THD is the summation of all
harmonic components of the voltage or current waveform compared against the fundamental

component of the voltage or current waveform [79] [80], as shown in (1).

/(V22+V32+Vf+-~-+v,%) (1)
THD = * 100%

1

where V1 is the fundamental voltage, and V2, Vs... Vn are the higher order harmonic
components of the PCC voltage. The higher the THD, the more the distortion on the
fundamental signal. The limits of the THD are around 5%.

TDD: Total Demand Distortion (TDD) is the harmonic current distortion against the full

load (demand) level of the electrical system.

212+ 12 4+ I2
TDD=\/(2+3+4+ 10, 100% @

I
where IL is the maximum demand load current, and I2, Is... In are the higher order harmonic
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components of the rms value of current.

D. Conventional Solutions for Power Quality Issues
FACTS devices are one of the most well-known and reliable solutions to reduce the

power quality issues [81] [82] [83] [84]. Some of the FACTS devices to tackle the power
quality issues in transmission and distribution network, reactive power control,
improvement of the stability of the grid, control of active and reactive power flows on the
grid, loss minimization, and increased grid efficiency, include SVC [85], STATCOM [86],
TSC [87], SSSC [88], TCSC [89], UPFC [90], SMES [91]. Other than the above-mentioned
FACTS devices, there are several ways to mitigate the power quality issues such as, voltage
regulator [92], dynamic voltage restorer [93] [94], line reactor [95], surge suppressors [96],
power conditioners [97] [98], isolation transformers [99], uninterrupted power supply [100],
proper wiring and grounding, filters [101] [101] [102] [103].

Power quality of the system is also affected by incorporation of renewable energy
sources, such as wind and photovoltaic (PV) systems into the existing grid. Lot of works are
being done on the construction of energy efficient, reliable, cost effective, sustainable and
stable wind energy conversion systems (WECS) [64], [104]. Among renewable energies,
wind is one of the most promising one. Due to its rugged structure and low cost of
maintenance, induction machines are mostly used as wind generators. But the induction
generator has stability problems, especially when integrating with existing power systems,
making it a necessity to investigate the power quality of wind power stations with the
existing power stations [105] .

Several reports on minimizing the adverse effects of grid disturbances on the doubly fed

induction generator (DFIG) based wind farms [106] [39] [107] [108] [109] [110] [111] are
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available in the literature, and the issues of enhancing the stability of the power networks
including both synchronous generators and wind generators by FACTS devices [86] [112].
The integration of renewables into the existing grid require the use of FACTS devices and
stabilization power electronic converters, together with fast acting control strategies [113]
[114]. New FACTS topologies are emerging to ensure decoupled ac-dc interface, improved
voltage security, reactive compensation, voltage and power factor improvement, and loss
reduction [113]. They also enhance the security of micro grids, stand-alone ac-dc DG
schemes using PV, wind, fuel cell, battery storage, micro gas turbines(MGT), wave/tidal

generation CNG/diesel GEN-sets as back-up systems [115] [116] [117] [118].

E. Several Challenges in Power Quality Issues in Modern Power Grid
A modern grid includes a variety of operational and energy measures including smart

meters, smart appliances, renewable energy resources, and energy efficient resources. The
important features of a modern power grid are reliability, flexibility in network topology,
efficiency, load balancing, peak curtailment, sustainability, market-enabling, demand
response support, etc. However, with respect to modern power grids, there are 3 major
challenges such as nonlinearity, time delay and cyber-attacks, that have serious impact on

power quality improvement. These challenges are described in the subsections below.

i.  Non-Linear Controllers

When renewable resources, smart meters, etc., are connected or integrated to the existing
grid, it is known as the modern grid. The integration of renewables help with the demand
response. The ongoing change of energy supply from large, centralized power plants based
on nuclear or fossil fuels to smaller, decentralized sources based on renewable energies

poses an enormous challenge for design and stable operation of the grid [119]. The structure
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of the power grid has to be optimized to increase its stability against fluctuations and
robustness against failures. However, large-scale failures are consequences of the collective
dynamics of the power grid and are often caused by nonlocal mechanisms, one being the
non-linearity issue that deteriorates the power quality of the system [120]. As the modern
grid consists of various renewables resources, converters, inverters, controllers, switching of
the inverters and converters, etc., it adds more nonlinearity to the dynamic nature of the
network [121]. However, handling such nonlinearities and stochastic nature of the system is
very important [122]. Controller parameters that are optimal for one set of operating
conditions might be ineffective for the other sets.

To overcome such challenges, the non-linear dynamics of the power system is
considered in the controller design technique [123]. The solution to this non-linear control is
the application of different types of non-linear controllers like the exact linearization design
method for scalar nonlinear control systems [124], FLCs [125], discrete-time predictive
control [126], feedback linearizing control [126], Oscillator-based non-linear controller,
bounded integral controller (BIC), ANFIS [127] [128] [129], decentralized nonlinear
controller [130] [131], static non-linear control, etc.

FLC tolerates the uncertainty, imprecision, or fluctuation of the input parameters as well
as provides an opportunity to introduce expert knowledge in control rules. This type of
controller yields good outcomes under changing operating conditions and time-varying
input signals. The FLC has been utilized as an efficient tool to stabilize power systems in a
wide range of operating conditions and various devices such as power system stabilizer
(PSS) and FACTS [34] [132]. One of the powerful tools is the artificial neural network

(ANN), which has applications in embedded control systems and information processing
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[133]. The ANFIS [134] is an intelligent technique that can be obtained by the combination
of Fuzzy Inference System (FIS) and ANN [135] [136]. The imprecision and uncertainty of
the system modeling is taken into consideration by the fuzzy logic, while the neural network
gives it a sense of adaptability [137] and rapid learning capacity. The ANFIS model has the
advantage of having both numerical and linguistic knowledge [138]. The neural network
helps in back-propagation to structured network to automate the fuzzy parametric tuning.
ANFIS models are also able to explain past data and predict future behaviour.

In this work, to solve the nonlinearity issue, different non-linear controllers are
proposed, namely, the ANFIS controlled TSC, static non-linear controlled TSC, and fuzzy
controlled TSC. To see the effectiveness of the proposed controllers to improve the power
quality of the hybrid grid system, at first the performance of the FLC based TSC was
compared with that of the conventional PID controlled TSC. Later, the effectiveness of the
ANFIS controlled TSC and static Non-Linear controlled TSC was compared with that of the

fuzzy controlled TSC.

ii.  Time Delay

In hybrid power grid, the inclusion of the non-linear controllers for wide area power
system measurements, power quality enhancement, power system stability, etc., introduces
delay in the signals [44]. With the increase in the complexities of the system, new
technology PMUs (phasor measurement units) [139] are introduced in the system to
measure dynamic data of power system, such as voltage, current, load angle, output power
and frequency. All the data measured with the help of PMUs are synchronized by GPS
(global positioning system) satellites. The signals, like the voltage response, speed response,

rotor angle, etc., are measured and sent to the control center. Since the PMUs are required to
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send the signals to the control center, they use the existing communication channels [140]
thus introducing time delay.

Latency or delay is defined as the time between when the state occurred and when it was
acted upon by an application. Each application has its own latency requirements depending
upon the kind of system response it is dealing with. Among various delays [141],
communication delay also adds to the latency and needs to be minimized. The
communication delays on the network are comprised of transmission delays, propagation
delays, processing delays, and queuing delays [142]. Each of these delays must be
considered to understand the complete behavior of the communication network for a given
network [143]. Delay involved between the instant of measurement and that of the signal
being available to the controller is typically in the range of microseconds to milliseconds,
which depends on the distance, protocol of transmission and several other factors [144]. The
system stability and damping performance are affected by the introduction of delay in the
system [145] [146] [147] [148]. According to the literature, in wide-area power systems, the
time delay can vary from tens to several hundred milliseconds [149]. To maintain the
reliability and cost of any electrical system, power quality of the system should be
maintained and improved.

In hybrid power grid, communication delays occur at various stages, such as the signal
transmission from PMUs to the control centers, from the control centers to the controllers,
analog-to-digital (A/D) conversion, online calculation of global input variable, and the time
synchronization of signals by GPS. Such delay will affect the controllers and system
performance [150]. In wide area control system (WACS) communication networks, data is

transmitted in the form of packets. There are several types of time delay [151] like serial
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delays, which is the amount of delay between two consecutive bits of data sent. Another
type of delay is the between packet serial delay which amounts to the time delay between
two consecutive packets of data. Routing delay is the time required for data to be sent
through a router, and resent to another location. Propagation delays is the time required to
transmit data over a communications medium. So, the total time delay can be represented by

the following equations:

T=T,+T, +Tp +T,

)
R
r (@)
I
T, =—
v (5)

where Ts is the serial delay, Tb is the between packet delay, Ty is the propagation delay,
Tr is the routing delay, Ps is the size of the packet (bites/packet), Dr is the data rate of
network, | is the length of the communication medium, and v is the velocity at which the
data are sent though the communications medium. Table | shows the amount of time delays

in communication links [152].

Table I: Delay Values in Various Communication Links

Communication link Associated delay (ms)
Fiber-optic cables 100-150
Digital microwave links 100-150
Power line (PLC) 150-350
Telephone lines 200-350
Satellite link 500-700
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Moreover, methods have been reported to calculate different kinds of time delay [153].
Unlike the small-time delay in local control, in wide-area power systems the time delay can
vary from tens to several hundred milliseconds or more [154] [155] [156] [147]. In the
Bonneville Power Administration (BPA) system, the latency of fiber optic digital
communication has been reported as approximately 38 ms for one way, while latency using
modems via microwave is over 80 ms [44]. Communication systems that involve satellites
may have even longer delays. The delay of a signal feedback in a wide-area power system is
usually considered to be in the order of 100 ms [44]. If routing delay is included, and if
many signals are to be routed, there is potential for long delays and variability (uncertainty)
in these delays. According to some other reports [157] [158], 150 to 200 milliseconds
communication delay values are considered in the design of some actual transient stability
control systems. In the past, several studies about the time delay impact on the controlling
mechanism and power systems have been performed [159] [160] [161] [162] [153].

Also, some studies have been carried out that minimize the negative effects of time delays
on the system performance [151] [163] [164] [165] [166] [167] [168] [169] [170] [171]
[172] [173]. All these existing solutions for minimizing time delay effects either consider
constant time delays, time varying or random delays. Although much work has been done
on the time delay influence and its minimization methods, but the impact of time delay as
well as minimization of adverse effects of delay on the improvement of power quality is not

well understood.

iii.  Cyber-Attacks

The backbone of a modern power system is the cyber or information infrastructure

[174], which is primarily used to communicate with different grid components [175]. This
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network infrastructure uses different communication media, such as serial links, wired
cables, wireless or radio/microwave to transmit data and signals to operate, monitor, and
control power flow and measurement. In modern power grids [176], for communication
between grids and within the grid, different technologies like the substation automation,
advance metering infrastructures (AMI), etc., are used. Also, the monitoring and control of
the power grid is achieved by SCADA system [177]. All the measurements taken by the
PMU are sent to the control center. These communication links are vulnerable and can
easily be hacked, making them prone to interruption and susceptible to different types of
cyber-attacks [178]. Unauthorized access and the interception of communication channels
may inject a false signal to disrupt the SCADA [179]. The cyber-attacks have become
sophisticated over the years and successful in targeting the control systems of the power grid
[180]. As the controllers of various devices in the hybrid grid are regulated through the
SCADA system, there is a high possibility of cyber-attacks on various components of the

grid. Consequently, the power quality of the overall grid can be affected.

The following types of cyber-attacks [181] [182] [183] [184] significantly affects the
power system.
a) Packet drop attack — Packet drop attack can be triggered at various choke points in the
communication path like links, firewalls, proxy servers, encryption device, routers,
switches, etc., when a queue within these network points reaches its maximum
capacity. These attacks are directed cyber-attacks which can cause packets to drop before
reaching the intended destination (e.g. SCADA or field units) and thus help maintain the

system stability and security [185].
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b) Distributed Denial of Service (DDoS) attacks — These attacks are mainly used for
disrupting, blocking or jamming the flow of information through control and
communication networks. Recently, there has been an increase in DDoS attacks (with
shorter attack duration, but a bigger packet-per-second attack volume) [186] [187] which
not only exploit bandwidth but also attack applications that focus on sending bad traffic
using those applications' protocols. This type of attack can drastically disrupt the
communication in the microgrid cyber infrastructure [188].

c¢) Bad Data Injection or Tampering Communication data/signal — This type of cyber-attack
not only delays signal communication but also pollutes the data in the communication [189].
Such an attack can target a specific type of command and control signal that, for example,
activates or deactivates critical field devices for hostile purpose or jams communication.
This type of attack can also be considered as false data injection into the system. This data
corruption attack can manifest in many ways, one of which is a malware (like Flame), that
can make such changes in communication data causing devastating damage to smart grid
components including equipment damage, power outage, and misreading of smart meter
data [190].

d) Eavesdropping: In Eavesdropping, an attacker may intercept any information
communicated by the cyber physical system [191]. In the case of this type of attack, the
attacker doesn’t interfere with the working of the cyber physical system, but instead just
observes its operation.

(e) Stealthy Deception Attack: In this type of attack, the system components or data is
tampered with and the deception could not be detected by the systems detection system

[192].
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(f) Compromised-Key Attack: A compromised key refers to a secret code obtained by an
attacker to interpret secure information [193]. When a compromised key is used, an attacker
can secretly gain access to a protected communication, decrypt or alter data, and try to use
the compromised key to handle additional compromised keys.

(9) Man-in-the-Middle Attack: In this case, false messages are sent to the operator and can
take the form of a false negative or a false positive [194]. This may be the foundation on
which the operator takes an action, such as flipping a breaker when it is not required, or it
may cause the operator to think everything is fine and not take an action when an action is
required.

(h) Jamming Attack: An attacker may jam the wireless channel between sensor nodes and
the remote estimator in a cyber-physical system [195].

(i) Replay Attack: Hybrid power systems may be susceptible to replay attacks, especially
for smart grid systems whose security protocol that cover the whole system are still not
complete [196].

(j) Privacy Leakage on Meters - Utility usage information of the meter broadcast via
wireless network can be hacked.

(k)Malware and Software Flaws - Inserting any malware or software, the system can be
vulnerable.

(1) Crash Override Attack: In this type to attack, the circuit breakers are opened on remote
terminal units (RTUs) and create an infinite loop keeping the circuit breakers open even if
grid operators attempt to shut down them. This attack results in de-energizing the
substations. All the grid operations need to go back on manually.

Although much work has been done on cyber security issues recently, but no one has
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explored the cyber security issues related to the power quality of hybrid grid. Among the
different types of cyber-attacks in power grid, as mentioned in this section, two types, such
as the DDoS attack and bad data injection attack, are considered in this work. In a recent
study, it is mentioned that the DDoS attacks affect 80% of the electrical enterprises [197] in
14 countries, and thus is one of the most severe attacks [198]. Moreover, the work in [199]
states that the Bad data injection is a threatening attack which may cause energy theft of end
users, false dispatch on the distribution process, and device breakdown during power
generation.

In recent years, many solutions have been proposed to protect and prevent cyber-attacks
on smart hybrid grids [200] [201] [57] [202] [203] [204]. Diverse cyber-physical attacks on
smart grid and mitigations have been discussed in [205] [206] [207] [208] [209] [210]. A
distributed detection method to detect cyber-physical attacks in power networks is reported
in [211]. Anomaly Detection and Fault Detection techniques for smart grid are discussed in
[212] [213]. In [214], a technique is developed to detect false data injection attacks by
observing a subset of measurements and performing calculations based on them to detect
malicious data. In this work, to mitigate the adverse effects of cyber-attacks on the hybrid
power grid components and to improve the power quality of the system, two controllers

such as the Non-Linear controller and PI controller have been proposed.

F. Conclusion
This dissertation focuses on the improvement of the power quality of the hybrid grid

system. The literature review focuses on the power quality problems of the conventional
grid, power quality evaluation methods and standards, mitigation methods for power quality

issues. This chapter also discusses about the challenges in the modern power grid. The
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literature review shows that power quality study is very important as it has negative impacts

on the system performance.
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1. POWER QUALITY IMPROVEMENT BY NON-LINEAR CONTROLLER
BASED THYRISTOR SWITCHED CAPACITOR

A. Introduction

This chapter involves designing of non-linear controllers such as the Fuzzy logic
controlled TSC, ANFIS-control based TSC and static non-linear controlled TSC, to improve
the power quality of a hybrid power system, which consists of wind and synchronous
generators. Firstly, the performance of the fuzzy control based TSC methods is compared
with that of the conventional PID controlled TSC. Next, the other two proposed non-linear
controlled TSC are compared with the fuzzy controlled TSC. The simulations have been
performed in the MATLAB/Simulink environment. In order to demonstrate the
effectiveness of the proposed control methods, the balanced (3LG) and unbalanced (two-
line-to ground [2LG], two-line-to-line [2LS], 1LG), temporary and permanent faults in the
power network have been considered. Moreover, to quantify the results, three indices
namely the voltage index associated with the point of common coupling (PCC), voltage
index associated with the wind generator terminal voltage, and the voltage index associated
with synchronous generators have been used. In addition, the power quality in terms of THD

has been evaluated at the PCC for both synchronous generators and the wind generator.

B. Description of Power System

To analyze the power quality, in this dissertation a hybrid power grid consisting of the
IEEE nine bus power system [215] and a doubly fed induction machine based variable speed
wind generator has been considered, as shown in Fig. 12. The DFIG-based wind generator is
connected at the bus 8 through a 20 KV/575 V step-up transformer. As shown in Fig. 12, the
system consists of two synchronous generators with capacities 200 MVA and 130 MVA.
The capacity of the wind generator is 9 MVA. The system frequency is 50 Hz and 100
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MVA. The system also has an infinite bus connected through transformers and double-
circuit transmission lines. The transmission line parameters are represented in the form of
resistance, reactance and susceptance per phase per lines. The fault points considered are F1,
F2 and F3. The automatic voltage regulator (AVR) and governor (GOV) control models for
the synchronous generators have been used in this work. Table 11 shows the synchronous

generator parameters.

Wind
Generator
Load C 20 KV/575V
TSC j
, 70.0085+j0.072 . (P/Q=1.0/0.35)
(PIQ=1.9/0.1) 2 j0.0625 00_0743 0.0119+j0.1008 2 10.0586 3
| LX——H
F3
Tr.1 - — | 12 (PIV=1.2/1.02)
mes . 0O
77T
. F2
0.032410.16 0,039+]0.170
(10-153J Fl (jo.179J
Fault
5 0 0|
Load A l . l Load B
0010+ 3).085
(PIQ=1.25/05) 0o (PIQ=0.9/0.3)
0.017+j0.092
(jo.079§
4
Tr.3 j0.0576

50Hz, 100MVA BASE

L4N0 iy o

Figure 12. Hybrid System Model.



Table Il: Generator Parameters

Gl G2
MVA 200.000 130.000
Fa (pU) 0.003 0.004
xa(pu) 0.102 0.078
Xa(pu) 1.651 1.220
Xo(pu) 1.590 1.160
Xa(pu) 0.232 0.174
Xo(pu) 0.380 0.250
Xa(pu) 0.171 0.134
X"o(pu) 0.171 0.134
T so(pu) 5.900 8.970
T qo(pu) 0.535 1.500
T ao(pu) 0.033 0.033
T q0(pu) 0.078 0.141
H (sec) 9.000 6.000

i.  Synchronous Generator

The simplest form of a power system representation is the connection of a synchronous
generator to an infinite bus through transmission lines and transformers. Mechanical
dynamics of a synchronous generator in a single machine infinite bus system are represented

by the following equations:

0=w—w, (6)

w=—%(w—wo)+;)_;(Pm_Pe) (7)

where & represent the rotor angle of the generator, w is the running speed of the generator,
w, IS the synchronous generator which is also the desired speed, H is the inertia constant,
P,, is the damping constant of the generator, and P, is the active electrical power delivered

by the generator.
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The electrical dynamic of a synchronous generator in a single machine infinite bus

system [216] is given by:

Eq = 7= (Er — Ey) ©®)
where E, is the quadrature-axis transient voltage, E, is the quadrature -axis voltage, Ty, is
the direct-axis open-circuit transient time constant, and E is the equivalent voltage in the
excitation coil of the generator.

Every synchronous generator is equipped with two primary control systems, like the

AVR and GOV which are explained below.

1. AVR

The automatic voltage regulator also known as excitation system regulates the field
voltage of the synchronous generator. For a large synchronous generator, the exciter may be
required to supply field currents [217]. It is also combined with the power system stabilizer
to stabilize the voltage of the power grid system. The generator output voltage is compared
with a reference voltage and an error is amplified and fed to the field of a special high gain
dc generator. The control system block of the AVR is taken from [218] and is shown in Fig.
13, where V¢ is the terminal voltage of the synchronous generator, Vi is the reference
voltage, Erdo Is the reference voltage in the excitation coil of the generator, and Erq is the

field voltage.
Vio Efdo

4.0
V. . —25 y Efd
t 1+05s >

+

Figure 13: The Control Block of Automatic Voltage Regulator.
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2. Governor

The Governor is a device used to control the speed of a prime mover. A governor
protects the prime mover from over-speed and keeps the prime mover speed at or near the
desired revolutions per minute [219].A governor regulates the speed of a prime mover by
properly varying the flow of energy to or from it. It senses speed deviation from its
reference value and appropriately changes control valve position in a steam turbine or gate
position in a hydraulic turbine. A speed governor allows the operators to change the
governor gain (or equivalently the droop) and change the speed and/or load reference [220].
The control structure of GOV is shown in Fig. 14, where omis the measured rotor speed of
the synchronous generator, ®mo iS the reference rotor speed, Po is the reference mechanical

power and Pm is the mechanical power.

Mmo Po

1.05
m 1+20s | + Pm

0.0

Figure 14 : The Control Block of Governor Model.

Modelling of Wind Generator

For the modelling of wind turbine, a DFIG based wind generator has been used. The
controllers used for the wind generator for the grid side converter (GSC) and rotor side
converter (RSC) of the DFIG based wind generator are described in [221]. Figure 15 [222]
shows the basic diagram of a wind generator. As per the blade element theory [223], the
modeling of wind turbine rotor, blade and shaft needs complicated and lengthy computations,

and requires detailed and accurate information about rotor geometry. Therefore, a simple
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approach of modeling the wind turbine blade and shaft is used considering only the electrical
characteristics of the power system. Table Il shows the wind generator parameters. The

power extracted from the wind can be expressed as follows [223]:
1
Py =5 P 7 RV, *C (1, ) (9)

where Py, is the extracted power from the wind, p is the air density [kg/m®], R is the blade
radius [m], Vw is the wind velocity [m/s], and Cy is the power coefficient which is a function

of both tip speed ratio, A, and blade pitch angle, B [deg].

W..R
- 10
; (10

w

l:

where Wris the rotational speed [rad/s].
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Figure 15. Basic diagram of DFIG with converters.
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In this work, the MOD-2 model [223] is considered for the Cp —A characteristics, which
is represented by the following equation (11). Although there are few other equations for the
Cp —A characteristics available in the literature, but this is the most widely accepted one by

the wind energy researchers.

1 ]
Cy = (1-0022/" ~56)e ™" (11)

Table I11; Wind Generator Parameters

MVA 9
rifpu] 0.023
xa[pu] 0.180

Xmu[pu] 30.00
rz[pu] 0.016
x2[pu] 0.160
H[sec] 2.000

1. Grid Side Converter (GSC)
The GSC controller of the DFIG based wind generator, shown in Fig. 16, takes the DC

link voltage Ve and the rotor line reactive power as inputs to regulate the voltage of the DC
link, and generates an independent reactive power that is injected into the grid [224]. The
GSC ensures the energy balance on both sides of the dc-link by maintaining the fixed dc-

link voltage.
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Figure 16. Control block of grid side converter (GSC).

2. Rotor Side Converter (RSC)

Figure 17 represents the structure of rotor side converter. The control of RSC needs the

measured rotor current in dg frame to track the reference currents that are generated by the

real power and the magnitude of the stator voltage setting, respectively. A current regulator

is used to generate the Vr[86].

Vdcﬁref
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Ve o AVe | DC Voltage
Regulator
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P

Current
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Figure 17. Control block of rotor side converter (RSC).
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Reactive Power Compensating Device: TSC

A TSC is a FACTS device used for reactive power compensating in electrical power
systems. A TSC normally comprises three main items of equipment: the main capacitor
bank, the thyristor valve and a current-limiting reactor, which is usually air-cored. The
largest item of equipment in a TSC, the capacitor bank is constructed from rack-mounted
outdoor capacitor units, each unit typically having a rating in the range 500 — 1000 kilovars
(kVAR). The power capacitor is connected in series with an anti-parallel thyristor [26] [27].
To protect the thyristors, a current limiting inductor (reactor) is used which limits the peak
current and the rate of rise of current (di/dt) when the TSC turns on at an incorrect time. In
TSC, thyristors are connected in anti-parallel pairs and these pairs are connected in series.
The anti-parallel connection of the thyristor makes the flow of current in both directions
unlike the commercially available thyristors that can conduct only in one direction.

In this work, the TSC is connected in shunt to the line (shown at bus 8 of Figure 12) as a
reactive power compensation device during faults. It consists of capacitors which are
usually switched with the help of back to back thyristors as shown in Fig. 19. Thyristors
work as a switching device for controlling the switching of the capacitor. Alpha (o) is the
switching pulse of the thyristor as shown in Fig. 20. The thyristors are controlled such that
the current through the thyristor, Itsc is a function of the firing angle, a. The value of Irsc is
obtained using equation (12). The reactive power that would be injected into the system is
given by equation (13). Figure 18 shows the graphical representation of the relationship
between the TSC reactive power and the firing angle. As the firing angle increases, the
delivered reactive power decreases. Therefore, the reactive power diminishes at high firing

angles [225]. The thyristors work in full conduction mode when the firing angle, a is 0° and
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the reactive power is injected into the system and when o is 180¢, the TSC is turned off. The

capacity of the capacitor, C, used in this work is 30 MVAR.
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Figure 18. TSC reactive power versus firing angle.

2V sin 2«
Irse = — ;ZC [T +7m—al (12)
The reactive power is given by,
2 .
Q = Irsc * Vpee = L[ 4 1 — q] (13)
TL'XC 2
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Figure 19. Single line diagram of thyristor switched capacitor (TSC) model.
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Figure 20. A control block for switching of TSC.

C. Control of TSC
i. Casel:
For case I, the FLC based TSC is proposed for power quality improvement, and the
performance of the proposed FLC based TSC is compared with that of the PID controller

based TSC.

43



1. Fuzzy Logic Controller

The proposed fuzzy logic controller design procedure is described below.

a) Fuzzification: For the design of the FLC, the total voltage deviation at the PCC and
the firing angle of thyristor, are selected as the input and output, respectively. The
membership functions for the input and output variables are shown in Fig. 21 and 22,
respectively. Through a process of trial and error with various functions, it was found
that the triangular membership function leads to better power quality enhancement,
thus it is adopted for both input and output variables. In Fig. 21, the symbols are
defined as N: negative, Z: zero, and P: positive. In Fig. 22, 1, 2 and 3 are the

membership functions of the firing-angle of the thyristors.

Figure 21. Membership function of TVD (pu).
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Figure 22. Membership function of firing angle, a (degrees).

The equation of the triangular membership functions used in this work is as follows

[226]:

1
/uAi(X):B(b_2|X_a|) (14)

where pAI(X) is the value of the grade of membership, “b” is the width, “a” is the
coordinate of the point at which the grade of membership is 1, and “x” is the value of

the input variable (TVD for this work).

b) Fuzzy Rule Base: The proposed fuzzy control strategy is very simple because it has
only three control rules. It is important to note that the control rules have been
developed from the viewpoint of practical system operation and by trial and error.
The rules given in terms of the input variable, TVD, and the output variable, a, are

outlined as follows:
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c)

d)

e IfTVD is P, then the output, a is 0° (1).

e IfTVD is N, then the output, a is 100° (2).

e [fTVD is Z, then the output, a is 180° (3).
Fuzzy Inference: For the inference mechanism of the proposed fuzzy logic controller,
Mamdani’s method [23] has been utilized. According to Mamdani, the degree of

conformity Wi of each fuzzy rule is as follows:

W, = 11, (X) (15)

where pai(x) is the value of grade of membership, and i is the rule number.

Defuzzification: The center-of-area method is the most well-known and rather simple
defuzzification method [34] [227], which is implemented to determine the output
crispy value (i.e., the firing angle of the thyristor, a). Once the input variable is
fuzzified and sent to the fuzzy rule base, the output of the rule base is then aggregated
and defuzzied. In aggregation, all the output fuzzy sets are added in a logical way,

which produces a crisp control signal.

4= 2 WG (16)

W

where Ci is the value of a in the fuzzy rule base.
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2. PID Controller

In this work, to see how much effective the proposed fuzzy controlled TSC is, its
performance has been compared with that of the PID controlled TSC. The PID control block
diagram for the TSC is shown in Fig. 23. The controller takes the TVD at the PCC as an input,
and feeds its output to a limiter block. The limiter is used to limit the output of PID controller
within the range Lmin and Lmax as required. The PID controller parameters shown in Table IV
are determined by trial and error method for optimizing the best system performance. The

control output is the switching pulse of the thyristors shown in Fig. 19.

Limiter
L
ax
1 A
TVD— Kp(1 +m+Td.s) > — Q
= Control
PID Controller Min Output

Figure 23. PID Controller.

Table IV: PID Parameters

Limiter
Lmax Lmin
100 0.01 10 180 0

Kp Ti Td

3. Simulation Results & Discussion

In this work, both balanced and unbalanced type of permanent faults is considered. It is
assumed that the fault occurs at 0.6sec, the circuit breaker opens at 0.7sec, the circuit breaker

recloses after 0.7sec and reopens again after 0.1sec of the reclosing instance.
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Figures 24-28 show the voltage response at PCC, voltage responses for synchronous
generator Gl & G2, voltage response of wind generator, and the dc link voltage of the wind
generator, due to a 3LG permanent fault at F1 point of Fig. 12. From the responses, it is seen
that the fuzzy logic controlled TSC works well to improve the power quality. Also, the
performance of the proposed fuzzy controlled TSC is better than that of the PID controlled

TSC.

=== Terminal Voltage at PCC without Controller
= =Terminal Voltage at PCC with PID Controller
- I s Terminal Voltage at PCC with Fuzzy Controller

Terminal Voltage at PCC [pu]

Time [secs]

Figure 24. Voltage response at PCC.
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Figure 25. Voltage response of G1 Synchronous Generator.
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Figure 26. Voltage response of G2 Synchronous Generator.

49



Terminal Volltage of Wind Generatlor [pu]

DC Link Volltage of Wind Generator [ V]

0.95

0.7

1700

1600

1300

1400

1300

1200

1100

1000

== Terminal Voltage of Wind Generator without Controller
= =Terminal Voltage of Wind Generator with PID Controller
wen Terminal Voltage of Wind Generator with Fuzzy Controller

0 Time [secs) 1 13
Figure 27. Voltage of Wind Generator.
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Figure 28. DC link voltage of Wind Generator.
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a) Power Quality Analysis in terms of Voltage Index, Vindex

To evaluate the effectiveness of the proposed TSC methods in more detail, the voltage

index, Vindex shown below in (17) is considered.

T
Vindex = J.O ‘AV }dt (17)

where AV indicates the total voltage deviation at the PCC and T is the simulation time of 15
secs. The lower the value of the index, the better the system performance is.

Tables V-VII show the values of voltage indices at PCC, voltage indices of synchronous
and wind generators for permanent 3LG faults and 1LG faults at points F1, F2 and F3 of the
power system with and without the TSC control method. From the indices it is evident that
the fuzzy controlled TSC works better as compared to the PID controlled TSC in improving

the power quality.

Table V: Voltage indices for PCC Voltage for permanent faults

Voltage Index PCC
Fault | Fault e out With With
Type Point
Control PID- TSC FLC-TSC
F1 0.3769 0.2808 0.2469
3LG F2 0.1774 0.1665 0.1572
F3 0.6373 0.5016 0.2270
F1 0.1754 0.1568 0.1502
1LG F2 0.1036 0.0896 0.0792
F3 0.6373 0.5016 0.2612
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Table VI: Voltage indices for synchronous generator (G1 & G2) permanent faults

Voltage Index G1&G2

Fault ) Fault G ot T With PID- With
Type Point
Control TSC FLC-TSC
F1 0.2871 0.2682 0.1928
3LG F2 0.2232 0.1870 0.1560
F3 0.3290 0.3371 0.3056
F1 0.1376 0.1440 0.1052
1LG F2 0.1276 0.0983 0.0122
F3 0.3290 0.3371 0.0690

Table VII: Voltage indices for wind generator for permanent faults

Voltage Index wind

Fault Fault - - -
Type Point Without With PID- With
Control TSC FLC-TSC
F1 0.3269 0.2625 0.2291
3LG F2 0.1874 0.1706 0.1564
F3 0.5326 0.4106 0.3124
F1 0.1602 0.1861 0.1340
1LG F2 0.0786 0.0704 0.0694
F3 0.5326 0.4106 0.1883

b) Total Harmonic Distortion (THD) Analysis

THD has been calculated by using the equation (1). Table V11l shows the values of THD

for permanent 3LG and 1LG faults at F1, F2 and F3 with fuzzy controlled TSC, PID

controlled TSC and without any control method. It is evident from the THD values that the

effects of harmonics are reduced when the controllers are used. However, the performance

of the proposed fuzzy controlled TSC is better than that of the PID controlled TSC.
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Table VIII: Total Harmonic Distortion at PCC for permanent faults

Fault Fault Total Harmonic Distortion at PCC
. Without With With

Type Point

Control PID-TSC FLC-TSC

F1 4.479 4.059 3.552
3LG F2 3.295 3.133 1.820
F3 3.775 3.361 1.058
F1 5.710 5.547 4,973
1LG F2 3.295 2,513 1.951
F3 3.775 3.361 1.707

ii. Casell:

For case 11, the proposed two nonlinear controllers such as the ANFIS and static
nonlinear controller are explained, and their performance comparison with the fuzzy

controller is described.

1. ANFIS Controller
The ANFIS [228] is a simple data learning technique that uses fuzzy logic and ANN to

transform given inputs into a desired output through highly interconnected neural network
processing elements and information connections, which are weighted to map the numerical
inputs into an output. The ANFIS has several features [129] such as: It refines fuzzy IF-
THEN rules to describe the behavior of a complex system, it does not require prior human
expertise, it is easy to implement and enables fast and accurate learning. It also offers
desired data set, greater choice of membership functions to use, strong generalization
abilities, and excellent explanation facilities through fuzzy rules.

The algorithms used in this work is the Sugeno-type ANFIS learning and structure.

The ANFIS structure is divided into two parts, namely the predecessor and the conclusion
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part. In fuzzy logic, the two parts are related to each other by rules. For the controller, the

Sugeno-type inference system is used, and the rules are given by,

If (x2= Ai) and (x2 = Bi) then fi = aix1 + bixz + Ci (18)

where x1 and Xz are the inputs to the controller. In this work, x1 indicates the PCC voltage
deviation (AVecc) and Xz represents the time derivative value of AVecc (dAVecc/ dt). Ai and
Bi are the fuzzy sets. The output within the fuzzy region is fi; ai, bi and ci are the controller
design parameter rs, i is the number of Membership Functions (MFs) of each input.

Figure 29 shows the five layers architecture of ANFIS in which a circle indicates a fixed
node and a square indicates an adaptive node. The structure of ANFIS network is composed
of five layers.

Layer 1: This layer consists of inputs variables (AVpcc and dAVecc / dt). The
membership function used is triangular. The output is developed by sampling the one-
dimensional input variable AVecc and dAVecc/ dt uniformly and estimating firing angle (o)
for each sampled point.

Layer 2: As shown in Fig. 29, the input layer is multiplied with nodes and the products
of the second layer is the input of the third layer, which is the firing strength of a rule [136]
[229] [221].

Layer 3: The third layer is known as the rule layer. The nodes in the rule, define the ratio
(wi) of the i rule’s firing strength to the sum of all rules firing strengths. Initial rules are
valued after generating the training data. A hybrid leaning algorithm is used to optimize the

initial rules by Sugeno-type fuzzy inference system (FIS) [230]. The previous membership
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functions are found out by the method of back propagation, which is an iterative process. A
linear regression analysis is employed for the parameter optimization [231].

Layer 4: This layer (output MF) is called the defuzzication layer. In this layer, the
output, i.e., the firing strength and the rule is generated.

Layer 5: The final layer represents the overall structure, which is the summation of all
the output from layer 4. The result is then transformed into a crisp output.

In this work, triangular membership functions have been used, where the epochs are 30.
The data required for the ANFIS controller is generated from the model with fault in it.
After the training is done, the parameters determined are as the following: the nodes in the
second layer are 75, linear parameters are 75, nonlinear parameters are 30, training data

pairs is 320 and the fuzzy rules are 25.

>
-

X1
|
(AVPCC) Ai :
|
! i
|
| o
|
Bi f l |
|
X2 |
| | |
(dAVpcc/dt) Bi : | ! |
| Layer2 | Layer3 | Layer 4 | Layer5
Layer1 | (Input | (Rules)y | (Output | Oytput)
(Inputs) ' Membership | I membership 1
functions) functions)

Figure 29. ANFIS Architecture.

55



2. Static Non-Linear Controller

In this work, a static non-linear controller [232] is implemented for evaluating the
performance of the TSC in power quality improvement in more detail. It is noteworthy that,
since the integration of the wind generator to a synchronous generator based power network
adds nonlinearity, a non-linear controller is incorporated to generate the firing angle of the
thyristor. However, for the fault scenarios considered, the performance of the cubic non-
linear function is better compared to that of other functions. The equation used for the non-
linear controller to generate the firing angle (o) in this work is given by (19),

where TVD indicates the PCC voltage deviation. To make the controller work better and
perform well, the parameter K can be tuned. The block diagram of the static non-linear
controller is shown in Fig. 30. Through a trial and error approach, K has been set to 0.1 to

improve the power quality.

Dmax
TvD —>| K*Cube of TVD > / — g
Static Controller — Control
Dmin Output

Figure 30. A control block of controller for switching of TSC.
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3. Simulation Results & Discussion

In this work, the simulations are executed through the Matlab/Simulink software. Both
balanced and unbalanced types of temporary and permanent faults have been considered. It
is assumed that the fault occurs at 0.1s, the circuit breaker opens at 0.2s, and the circuit
breaker recloses after 0.7sec and reopens again after 0.1sec of the reclosing instance in case
of permanent fault.

Figures 31-36 show the voltage responses at PCC, wind generator terminal voltage, and
the dc link voltage of the wind generator, due to a 3LG temporary and permanent faults at
F3, F2, F1 points in Fig. 12. From the responses, it is seen that the ANFIS controlled TSC
and static non-linear controlled TSC work well to improve the power guality. Also, the
performance of the proposed controlled TSC is better than that of the fuzzy controlled TSC.
The responses also show that the ANFIS controlled TSC performs somewhat better than the

static non-linear controlled TSC.
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Figure 31. Voltage responses when the system 1s subjected to 3LG temporary fault at F3.
(a) Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the
wind generator.
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Figure 32. Voltage responses when the system is subjected to 3LG temporary fault at F2. (a)

Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the wind
aenerator.

=== Voltage at PCC without controller
L2r == Voltage at PCC with Fuzzy controller
=== Voltage at PCC with Static controller
=== Vollage at PCC with ANFIS controller

VWoltage at PCC [pu]
= =
(=2 =]
I I
I I

04

02 \ \ \ | | \ \ \ \
0 l 2 ] 4 ) 6 7 8 9 10
Time [secs)

(@)

60



_ === Terminal Voltage of Wind Generator without controller
é === Terminal Voltage of Wind Generator with Fuzzy controller
5 === Terminal Voltage of Wind Generator with Static controller
e 095 === Terminal Voltage of Wind Generator with ANFIS controller
2
9
v
E 097
3
e
o
%0851 7
E
I
>
£ 08f -
£
?
075 \ \ | | | \ \ | |
0 I 2 3 4 5 6 1 § 9 10
Time [secs]
(b)
1133 ==DC Link Voltage of Wind Generator without controller
I ==DC Link Voltage of Wind Generator with Fuzzy controller
[152.3 ==DC Link Voltage of Wind Generator with Static controller
152 ==DC Link Voltage of Wind Generator with ANFIS controller

1150.5

1150

DC Link Voltage of Wind Generator [ V]

1 1495 | | | | | | | | |
0
Time [secs|

(©)
Figure 33. Voltage responses when the system 1s subjected to 3LG temporary fault at F1.

(a) Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the
wind generator.
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Figure 34. Voltage responses when the system is subjected to 3LG permanent fault at
F3. (a) Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage

of the wind aenerator.
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Figure 35. Voltage responses when the system is subjected to 3LG permanent fault at F2.
(a) Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the
wind generator.
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Figure 36. Voltage responses when the system is subjected to 3LG permanent fault at F1.
(a) Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the
wind generator.

Figures 37- 42 show the voltage responses at the PCC, wind generator terminal voltage,
and the dc link voltage of the wind generator, due to a 1LG temporary and permanent faults
at F3, F2, F1 points in Fig. 12. From the responses, it is seen that the ANFIS controlled TSC
and static non-linear controlled TSC work well to improve the power quality. Also, the
performance of the proposed controlled TSC is better than that of the fuzzy controlled TSC.
The responses also show that the ANFIS controlled TSC performs somewhat better than the

static non-linear controlled TSC.
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Figure 37. Voltage responses when the system is subjected to 1LG temporary fault at F3. (a)
Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the wind
generator.
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Figure 38. Voltage responses when the system is subjected to 1LG temporary fault at F2. (a)
Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the wind

generator.
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Figure 39. Voltage responses when the system is subjected to 1LG temporary fault at F1.
(a) Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the
wind generator.
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Figure 40. Voltage responses when the system is subjected to 1LG permanent fault at F3. (a)
Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the wind
generator.
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Figure 41. Voltage responses when the system is subjected to 1LG permanent fault at F2.

(a) Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the
wind generator.
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Figure 42. Voltage responses when the system is subjected to 1LG permanent fault at F1.
(a) Voltage at PCC, (b) Terminal voltage of wind generator, (c) DC link voltage of the
wind generator.
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a) Power Quality Analysis in terms of Voltage Index, Vindex

Tables X-XV show the values of voltage indices at PCC, voltage indices of
synchronous and wind generators for temporary and permanent 3LG, 1LG, 2LG and 2LS
faults at points F1, F2 and F3 of the power system with and without the TSC control
methods. The voltage index is calculated using the equation (15). From the indices it is
shown that the proposed ANFIS controlled TSC and static non-linear controlled TSC
perform better as compared to the fuzzy controlled TSC in improving the power quality. It is
also observed from the responses that the performance of ANFIS controlled TSC is

somewhat better than that of the static non-linear controlled TSC.

Table 1X: Voltage indices for PCC Voltage for temporary faults

Voltage Index PCC (Temp)
%‘;’; Eg:]r:i Without With With With
Control Fuzzy- TSC | SNC-TSC ANFIS-TSC
F1 0.3474 0.3417 0.3242 0.3120
3LG F2 0.1506 0.1489 0.1346 0.1387
F3 0.3777 0.3659 0.3534 0.3492
F1 0.1942 0.1676 0.1808 0.1620
1LG F2 0.0901 0.0719 0.1225 0.0898
F3 0.2895 0.2715 0.2292 0.2675
F1 0.1943 0.1670 0.1661 0.1713
2LG F2 0.1193 0.1011 0.1055 0.1062
F3 0.1885 0.1754 0.1729 0.1681
F1 0.2418 0.1326 0.1661 0.1642
2LS F2 0.1193 0.1011 0.1055 0.1069
F3 0.1885 0.1754 0.1729 0.1681
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Table X: Voltage indices for PCC Voltage for permanent faults

Voltage Index PCC

i‘;‘;’; EZTAE Without With With With
Control Fuzzy- TSC | SNC-TSC ANFIS-TSC
F1 0.3474 0.3417 0.3242 0.3120
3LG F2 0.1506 0.1489 0.1346 0.1387
F3 0.3777 0.3659 0.3534 0.3492
F1 0.1942 0.1676 0.1808 0.1620
1LG F2 0.0901 0.0719 0.1225 0.0898
F3 0.2895 0.2715 0.2292 0.2675
F1 0.2935 0.2644 0.2458 0.26
2LG F2 0.1358 0.09916 0.1158 0.1411
F3 0.3667 0.3199 0.3262 0.1573
F1 0.3491 0.1676 0.302 0.192
2LS F2 0.09008 0.1240 0.1225 0.0898
F3 0.4031 0.1465 0.2292 0.2678

Table XI: Voltage indices for synchronous generator (G1 & G2) during temporary faults

Voltage of G1 & G2 Voltage Index

_Fr";‘/:'; Ei‘ljr'; Without With With With
Control Fuzzy- TSC | SNC-TSC ANFIS-TSC
F1 0.2939 0.2154 0.2210 0.2164
3LG F2 0.2541 0.1851 0.2006 0.1763
F3 0.2601 0.1986 0.2061 0.1980
F1 0.1940 0.1375 0.1213 0.1647
1LG F2 0.1860 0.1221 0.1686 0.1037
F3 0.1729 0.1121 0.1395 0.1059
F1 0.1442 0.1699 0.1878 0.1918
LG F2 0.1229 0.1586 0.1766 0.1496
F3 0.1206 0.1601 0.1720 0.1505
F1 0.1940 0.1375 0.1878 0.1647
LS F2 0.1229 0.1586 0.1766 0.1509
F3 0.1206 0.1601 0.1720 0.1505
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Table XII: Voltage indices for synchronous generator (G1 & G2) permanent faults

Fault Fault . Voltage of 91 & G2 Voltage Index (Perm) .
Type Point Without With With With
Control Fuzzy- TSC | SNC-TSC ANFIS-TSC
F1 0.2769 0.2593 0.2691 0.2588
3LG F2 0.2615 0.2142 0.2165 0.2125
F3 0.2569 0.2426 0.2040 0.2140
F1 0.1309 0.1211 0.1051 0.1020
1LG F2 0.1164 0.0913 0.1088 0.1017
F3 0.1673 0.1590 0.1542 0.1584
F1 0.1970 0.1875 0.1081 0.1754
2LG F2 0.1640 0.1428 0.1488 0.1216
F3 0.1877 0.1576 0.1441 0.1327
F1 0.277 0.1311 0.1672 0.1200
2LS F2 0.2164 0.1863 0.1588 0.1317
F3 0.2569 0.1124 0.1842 0.1548

Table XIII: Voltage indices for wind generator for temporary faults

Fault Fault _ Wind Ge_nerator Voltage _Index (Temp) _
Type Point Without With With With
Control Fuzzy- TSC SNC-TSC ANFIS-TSC
F1 0.2230 0.1117 0.0842 0.0983
3LG F2 0.1315 0.0538 0.0487 0.0484
F3 0.2026 0.1078 0.0862 0.0836
F1 0.2226 0.0518 0.0835 0.0533
1LG F2 0.0865 0.0549 0.0551 0.0429
F3 0.0907 0.0475 0.0299 0.0322
F1 0.1671 0.07504 0.05321 0.05741
2LG F2 0.1065 0.03922 0.0506 0.04522
F3 0.1519 0.08064 0.0533 0.05577
F1 0.2226 0.05179 0.05321 0.05327
2LS F2 0.1065 0.03922 0.0506 0.0456
F3 0.1519 0.08064 0.0533 0.05059
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Table XIV: Voltage indices for wind generator for permanent faults

Wind generator Voltage Index

'Fr?/:: Esfr'; Without With With With
Control Fuzzy- TSC | SNC-TSC ANFIS-TSC
F1 0.2457 0.1893 0.1368 0.1375
LG F2 0.1389 0.0841 0.0634 0.0703
F3 0.2371 0.2102 0.1742 0.2030
F1 0.1498 0.0627 0.0625 0.0615
1LG F2 0.0732 0.0472 0.0622 0.0444
F3 0.1673 0.0886 0.0718 0.0593
F1 0.2253 0.1062 0.0777 0.08651
G F2 0.102 0.04754 0.0687 0.06258
F3 0.2651 0.1503 0.1200 0.01475
F1 0.3099 | 0.06267 0.1339 0.06795
LS F2 | 007321 | 007256 0.06223 0.04442
F3 0.3371 | 0.05451 0.07181 0.1107

b) THD Analysis

Tables XVI-XVII show the THD values for temporary and permanent 3LG, 1LG, 2LG

and 2LS faults at points F1, F2 and F3 with the ANFIS controlled TSC, static non-linear

controlled TSC, fuzzy controlled TSC and without any control method. The THD index is

calculated using equation (16). From the THD values, it is observed that the proposed

controllers reduced the effects of harmonics. However, the performance of the ANFIS

controlled TSC and static non-linear controlled TSC is better than that of the fuzzy

controlled TSC. It is also clear from the indices that the ANFIS controlled TSC is somewhat

better than the static non-linear controlled TSC.
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Table XV: Total Harmonic Distortion at PCC for temporary faults

THD (Temp)
_Fr?;;'; Ei:‘r'; Without With With With
Control Fuzzy- TSC | SNC-TSC ANFIS-TSC
F1 2.025 0.7933 0.8062 0.7913
3LG F2 2.686 0.7948 0.8168 0.7793
F3 1.047 0.9177 0.8900 0.7465
F1 2.677 0.8258 0.7915 0.6922
1LG F2 2.053 0.8020 0.4290 0.7846
F3 2.963 1.6503 1.352 1112
F1 1.004 0.8102 0.7939 0.8353
LG F2 5.618 0.8304 0.8757 0.8547
F3 2.41 0.7664 0.9458 0.6943
F1 2677 0.8258 0.7939 0.9922
LS F2 5.618 0.8304 0.8757 0.6910
F3 2.41 0.7664 0.9458 0.6943

Table XVI: Total Harmonic Distortion at PCC for permanent faults

Fault Fault - - THD (Perm_) -
Type Point Without With With With
Control Fuzzy- TSC | SNC-TSC ANFIS-TSC
F1 2.400 0.8132 0.8042 0.8068
3LG F2 1.382 0.8267 0.8180 0.8139
F3 2.482 0.8457 1.2130 0.6469
F1 1.289 0.9869 0.7905 0.8169
1LG F2 1.215 0.8651 0.8317 0.7875
F3 2.915 0.1049 0.8773 0.7340
F1 2.188 0.8156 0.7741 0.0002
2LG F2 3.005 0.7372 0.7 0.8229
F3 4.762 1.019 0.7379 0.3174
F1 1.171 0.1869 0.8209 0.8169
2LS F2 4.215 0.7694 0.8317 0.7875
F3 4.303 0.6745 0.8773 0.7427
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D. Conclusion

This chapter deals with the nonlinearity issue in a hybrid power grid. Different non-
linear controllers based TSC are proposed and designed to improve the power quality of the
system. Both balanced and unbalanced faults at different points are considered. Based on the
results, the following conclusions are made:

1. The proposed fuzzy logic controlled TSC is effective to enhance the power quality of
the hybrid system. Also, the performance of the fuzzy logic controlled TSC is better
than that of the PID controlled TSC.

2. The proposed ANFIS and static nonlinear control based TSC methods are effective to
enhance the power quality of the hybrid grid system.

3. Except few cases, the performance of the ANFIS and static nonlinear control based
TSC methods are better than that of the fuzzy controlled TSC.

4. The ANFIS controlled TSC is somewhat better than the static non-linear controlled

TSC.
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IV.  MINIMIZATION OF ADVERSE EFFECTS OF TIME DELAY ON POWER
QUALITY ENHANCEMENT IN HYBRID GRID

A. Introduction

This chapter deals with one of the most challenging issues of the modern power grid,
i.e., the communication delay, which has adverse effects on the power quality of a system.
At first, the effects of time delay on the system performance is analyzed. Later, two
methods, namely the FLC based method and the Modified Predictor method, are proposed
to minimize the adverse effects of time delay on the power quality enhancement of a hybrid
power grid consisting of synchronous and variable speed wind generators. The device used
for power quality enhancement is the TSC. Time delays ranging from 0-700 ms have been
considered for the analysis. Both balanced and unbalanced temporary and permanent faults
at different locations in the power network have been considered. Two indices, namely the
voltage index and the THD have been used to evaluate the power quality of the system. The
performance of the FLC based method has been compared with that of the Modified
Predictor method. Simulations have been performed by using the Matlab/Simulink software.
The hybrid power system considered for the analysis of the power quality due to

communication delay in this chapter has already been introduced in chapter I11 (Figure 10).

B. Time Delay Issues with TSC Controller

I.  Time Delay Issue with the TSC Controller

As shown in Figure 11, the TSC is connected to the line via a step-down transformer.
There are six back-to-back thyristors connected with the capacitors [87]. These capacitors
are switched with the help of the thyristors. The reactive power capacity of the capacitor, C,
used is 28 MVVAR. Here it is operating only when the error percentage is more than 2%

between the reference and terminal voltages. The output of the controller is alpha (o) which
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is the switching pulse of the thyristors. The effects of time delay have been analyzed first by
considering a single-input based FLC for the TSC. Figure 43 shows the control block for
switching of the single-input fuzzy controlled TSC for the transient stability control. It is to
note here that, this single-input fuzzy controller has not been used for minimizing the

negative effects of time delay.

Limiter
LMax
Single-input f A
ingle-input fuzzy
AV —p controller » —> a
Control
Output
I_Min

Figure 43. A control block for switching of TSC.

Figure 44 shows a closed-loop control system for the TSC utilizing the GPS. As shown
in Fig. 43, the controller input (AV) has been obtained from the control center, and delays
are induced during the communication of the signals, which ultimately gets the generation

of the controller output (alpha) delayed, and deteriorates the power quality of the system.
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Figure 44. A control block of controller designed for generation required for switching of TSC.

C. Time Delay Minimizations with TSC Controller

i.  Fuzzy Logic Controller (FLC) Based Method

This work uses the 2-Input based FLC for the minimization of the adverse effects of

time delays on the performance of the TSC. The inputs to the FLC are the total voltage

deviation at the PCC, AV, and the delay of the feedback signal (D). The output of the

controller is alpha (a), the firing angle of the thyristor. During the process of designing the

controller, the signal latency lies between 0 to 700 ms that cover all practical cases [43].

The proposed FLC is described below.
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a) Fuzzification: In the fuzzification step, the grade of membership is determined.
Figures 45 and 46 show the input and output triangular type membership functions,
respectively, which have been calculated through a series of trial and error. In Fig.
45 (a & b), the symbols are defined as NB: negative big, NM: negative medium, Z:
zero, PM: positive medium, PB: positive big, N: negative, P: positive. In Figure 46,
NB, NM, Z, PM, and PB are the membership functions of the firing-angle of the
thyristors, alpha (o). In this work, the equation in (14) has been used to calculate the

grade of membership values.

NB NM y4 PM PB

-1 -0.7 -0.5 -0.2 0.1 0.18 0.95
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Figure 45. Membership functions of fuzzy controller inputs: (a) AV and (b) Delay.

1 NB  NM Z PM PB

0 2 75 85 120 170 175 180

Figure 46. Membership functions of fuzzy controller output.

b) Rule Base: The rules for this membership functions are developed with the

viewpoint of practical system and by trial and error. The control rules mentioned in

terms of the linguistic input and output variables are given in Table XVII.
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Table XVII: Membership functions of input and output

AV
NB NM Z PM PB
D
N PB PM Z NM NB
Z PB PM Z NM NB
P PB PM Z NM NB

c) Fuzzy Inference: Equation (20) shows the degree of conformity Wi of each fuzzy

rule based on Mamdani’s method.
Wi = usi(AV) X ppi(D) (20)

where pAi(x)(AV) and pBi (D) are the values of grade of membership, and i is the rule

number.

d) Defuzzification: To determine the crispy output (i.e., the firing angle of the thyristor,

a) for the controller, the center-of-area method given by the equation (16) is used.

ii.  Modified Predictor Method
The model-free predictor framework performs a frequency-domain study as a first step to
understand the performance characteristics of the predictor. Specifically, this analysis reveals
the relationship between the design parameter of the predictor, time delay, and steady-state
performance. This helps establish the fundamental performance limitations of the predictor
beyond a certain frequency determined by the time delay. Figure 47 illustrates the signal
which has transmission delay corrected by the proposed modified predictor method, and then

go to the controller.
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. controlled TSC
Signal

(AV) Dglayed
signal

Figure 47. Modified Predictor Model.

The flow diagram for the modified predictor method is shown in Figure 48. The algorithm
of the predictor method can modify the delayed signal to the original curve before inputting
it into controller. The versatility of the predictor method is that, it can adapt to any controllers.
If the time delay is td, the predicted AV can be obtained from the measured point, previous

measured point and changing rate [9]:

AV ) = AV yrevious + ta.AV.C 1)
_ AVk—AV(k_l)
AV = — (22)

where p is the predicted point, k is measured point, ¢ is a constant and AV is changing rate of

the input to the controller. Here c is 0.25 that has been determined by trial and error.
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Figure 48. Flowchart diagram of the Modified Predictor Method.

D. Simulation Results & Discussion

In this work, both effects of communication delays and minimization of negative effects
of the delays on the performance of the TSC controller for the power quality improvement of
the hybrid grid are investigated. Simulations have been performed by using the

Matlab/Simulink software.

i.  Effect of Time Delay Without Minimization Methods

In this work, at first the impact of time delays on the performance of single-input fuzzy
controlled TSC was explored. Based on the Table XVIlI, five different amounts of latency
are considered, such as 100 ms, 200 ms, 350 ms, 500 ms and 700 ms. It was found that,

increase in the time delay of the controller signal diminishes the performance of the
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Voltage at PCC [pu]

controller. Figures 49-50 show the response of voltage at the PCC for a permanent 3LG
and 1LG fault at F3 point with no controller, controller without delay and controller with
700 ms delay. Table XVI11 shows the voltage indices for the 3LG permanent fault at points
F1, F2, and F3. The indices in Table XVIII show that the time delay diminishes the

performance of the TSC controller.

14
=== Voltage at PCC with No controller for 3LG Permanent fault at F3

19k = =Voltage at PCC with I-Input Fuzzy controller with No Delay for 3LG Permanent fault at F3

' s Voltage at PCC with 1-Input Fuzzy controller with 700 ms Delay for 3LG Permanent fault at F3

1 - -
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Figure 49. Voltage at PCC for 3LG Permanent fault at F3.
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Figure 50. Voltage at PCC for 1LG Permanent fault at F3.

Table XVIII: Voltage indices

Fault Fault No 1-Input 1-Input Fuzzy
Type point | Controller Fuzzy +700ms delay
3G F1 0.3479 0.2123 0.3112
Perm F2 0.2475 0.1001 0.1535

F3 0.3905 0.3663 0.3815

ii.  Effectiveness of Proposed Minimization Methods in terms of VVoltage IndeX, Vindex

To evaluate the effectiveness of the proposed delay minimization methods, the voltage
index, Vindex mentioned in (17) has been considered. The lower value of the index indicates
the better system performance.

Tables X1X-XX show the values of voltage indices at the PCC in case of the modified

predictor and fuzzy controlled delay minimization methods for temporary and permanent
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3LG and 1LG faults, respectively, at points F1, F2 and F3 of the power system with 700 ms,
500 ms, 350 ms, 200 ms and 100 ms delays. From the indices it is shown that the fuzzy
controlled method and predictor method minimize the delay effects and improve the power
quality of the system. It is also seen that, in most cases the fuzzy controlled method works

better than the modified predictor method.

Table X1X: Voltage Indices at PCC for 3LG Temporary and Permanent Faults

Voltage Indices at PCC
BZ:?‘; ?‘%I; ng]i No _ Predictor 2 Input
compensation Method Fuzzy
3LG F1 0.2437 0.2101 0.2103
Temp F2 0.1420 0.1146 0.1170
200 ms F3 0.2297 0.1965 0.1964
LG F1 0.3112 0.3110 0.3001
Perm F2 0.1535 0.1405 0.1389
F3 0.3815 0.3685 0.3681
3G F1 0.2436 0.2095 0.2107
Temp F2 0.1320 0.1245 0.1212
500 ms F3 0.2297 0.1986 0.1972
LG F1 0.3478 0.3108 0.3011
Perm F2 0.1535 0.1498 0.1381
F3 0.3905 0.3715 0.3689
3LG F1 0.2437 0.2099 0.2103
Temp F2 0.1452 0.1356 0.1317
350 ms F3 0.2297 0.1978 0.1964
LG F1 0.3479 0.3105 0.3100
Perm F2 0.1534 0.1479 0.1389
F3 0.3905 0.3704 0.3681
3G F1 0.2437 0.2096 0.2108
Temp F2 0.1421 0.1147 0.1163
200 ms F3 0.2296 0.1968 0.1957
LG F1 0.3478 0.3104 0.3117
Perm F2 0.2345 0.2278 0.2143
F3 0.3905 0.3799 0.3706
3LG F1 0.2263 0.2096 0.2078
Temp F2 0.1273 0.1146 0.1118
100 ms F3 0.2165 0.1976 0.1961
LG F1 0.3301 0.3104 0.3084
Perm F2 0.1470 0.1298 0.1229
F3 0.3843 0.3702 0.3694
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Table XX: Voltage Indices at PCC for 1LG Temporary and Permanent Faults

Delay Voltage Indices at PCC
Value Fault Fault _
Type Point No Predictor 2 Input Fuzzy
compensation Method
1LG F1 0.1518 0.1461 0.1465
Temp F2 0.1092 0.0949 0.0910
700 ms F3 0.1115 0.1091 0.1070
1LG F1 0.1903 0.1864 0.1879
Perm F2 0.0888 0.0850 0.0810
F3 0.2355 0.2286 0.2249
LG F1 0.1520 0.1460 0.1426
Temp F2 0.1092 0.1085 1.075
500 ms F3 0.1115 0.1087 0.1024
1LG F1 0.1903 0.1805 0.1812
Perm F2 0.0803 0.0775 0.0771
F3 0.2355 0.2251 0.2145
1LG F1 0.1520 0.1414 0.1450
Temp F2 0.0918 0.0874 0.8541
350 ms F3 0.1036 0.1009 0.0987
LG F1 0.1903 0.1852 0.1879
Perm F2 0.0803 0.0789 0.0734
F3 0.2355 0.2295 0.2289
LG F1 0.1546 0.1513 0.1501
Temp F2 0.1099 0.0949 0.0954
200 ms F3 0.1114 0.1067 0.1090
1LG F1 0.1903 0.1817 0.1860
Perm F2 0.1083 0.0984 0.0896
F3 0.2354 0.2296 0.2224
1LG F1 0.1521 0.1423 0.1389
Temp F2 0.1098 0.0968 0.0915
100 ms F3 0.1081 0.1054 0.1023
1LG F1 0.1903 0.1852 0.1879
Perm F2 0.1089 0.0918 0.0896
F3 0.2424 0.2311 0.2264

Tables XXI-XXII show the voltage indices of wind generators in case of the modified
predictor and fuzzy controlled delay minimization methods for temporary and permanent
3LG and 1LG faults, respectively, at points F1, F2 and F3 of the power system with 700 ms,

500 ms, 350 ms, 200 ms and 100 ms delays. From the indices it is shown that the fuzzy
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controlled method and predictor method minimize the delay effects and improve the power
quality of the system. It is also seen that, in most cases the fuzzy controlled method works

better than the modified predictor method.

Table XXI: Voltage Indices of Wind Generator for 3LG Temporary and Permanent Faults

Voltage Indices of Wind Generator
Delay Fault Fault -
value Type Point No compensation Predictor Fuzzy
method method
3G F1 0.2227 0.1929 0.1923
Temp F2 0.1313 0.1112 0.1110
700 ms F3 0.2028 0.1723 0.1727
LG F1 0.2758 0.2751 0.2735
Perm F2 0.1395 0.1341 0.1332
F3 0.3370 0.3200 0.3199
LG F1 0.2228 0.1917 0.1921
Temp F2 0.1318 0.1110 0.1105
500 ms F3 0.2027 0.1742 0.1721
LG F1 0.3108 0.2749 0.2756
Perm F2 0.1393 0.1245 0.1214
F3 0.3372 0.3228 0.3195
3G F1 0.2225 0.1920 0.1922
Temp F2 0.1313 0.1111 0.1110
350 ms F3 0.2031 0.1947 0.1727
LG F1 0.3105 0.2753 0.2742
Perm F2 0.1395 0.1295 0.1230
F3 0.3370 0.3232 0.3197
LG F1 0.2230 0.1914 0.1913
Temp F2 0.1314 0.1112 0.1102
200 s F3 0.2029 0.1723 0.1732
LG F1 0.3106 0.2749 0.2750
Perm F2 0.3415 0.3321 0.3189
F3 0.3373 0.3194 0.3209
3G F1 0.2060 0.1914 0.1910
Temp F2 0.1201 0.1111 0.1122
100 ms F3 0.1877 0.1742 0.1703
LG F1 0.2933 0.2746 0.2741
Perm F2 0.1569 0.1395 0.1378
F3 0.3326 0.3221 0.3192
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Table XXII: Voltage Indices of Wind Generator for 1LG Temporary and Permanent Faults

Delay Fault Fault NOVoltage Inditﬁarseg;‘c\tlgind Generator
Value Type Point compensation Method 2 Input Fuzzy
1LG F1 0.1321 0.1222 0.1216
Temp F2 0.1085 0.0993 0.0962
200 ms F3 0.0910 0.0896 0.0886
1LG Fl 0.1495 0.1433 0.1428
Perm F2 0.1074 0.1015 0.0986
F3 0.1858 0.1703 0.1674
1LG F1 0.1321 0.1223 0.1137
Temp F2 0.0855 0.0841 0.0840
500 ms F3 0.1098 0.0963 0.0945
1LG F1 0.1497 0.1434 0.1417
Perm F2 0.1073 0.0894 0.0853
F3 0.1015 0.1571 0.1526
1LG F1 0.1317 0.1275 0.1216
Temp F2 0.1054 0.0993 0.0845
350 ms F3 0.1075 0.0943 0.0812
1LG F1 0.1495 0.1396 0.1329
Perm F2 0.1096 0.0894 0.0785
F3 0.1674 0.1523 0.1513
1LG F1 0.1365 0.1345 0.1311
Temp F2 0.1017 0.0991 0.0856
200 ms F3 0.1046 0.0965 0.0845
1LG F1 0.1497 0.1457 0.1482
Perm F2 0.0952 0.0894 0.0724
F3 0.1965 0.1850 0.1674
1LG Fl 0.1339 0.1278 0.1245
Temp F2 0.1018 0.1007 0.0875
100 ms F3 0.0958 0.0895 0.0849
1LG F1 0.1495 0.1396 0.1329
Perm F2 0.0937 0.0916 0.0755
F3 0.753 0.1672 0.1655

iii.  Effectiveness of Proposed Minimization Methods in Terms of Plots
Figures 51-54 show the voltage responses at the PCC and voltage response of wind
generator due to a 3LG temporary and permanent fault at point F3 for 700 ms latency. From

the responses it is seen that the delay minimization methods work well and improve the
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power quality of the system. However, in most cases the fuzzy logic controlled based

method performs better than the modified predictor method in improving the power quality

of the hybrid grid.
=== Voltage at PCC for 3LG Temporary fault for 700 ms delay
“l = =Voltage at PCC for 3LG Temporary fault with Predictor Method
095 s Voltage at PCC for 3LG Temporary fault with Fuzzy Method
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Figure 51. Voltage at PCC for 3LG Temporary fault at F3
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Figure 52. Voltage of Wind Generator for 3LG Temporary fault at F3
l
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Figure 53. Voltage at PCC for 3LG Permanent fault at F3
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=== Voltage of Wind Generator for 3LG Permanent fault for 700 ms delay
= =Voltage of Wind Generator for 3LG Permanent fault with Predictor Method
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Figure 54. Voltage of Wind Generator for 3LG Permanent fault at F3

Figures 55-58 show the voltage responses at the PCC, voltage response of wind
generator due to a 1LG temporary and permanent fault at point F3 for 700 ms latency. From
the responses it is seen that the delay minimization methods work well and improve the
power quality of the system. The results also show that in most cases the fuzzy logic

controlled based method performs better than the modified predictor method.
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Figure 55. Voltage at PCC for 1LG Temporary fault at F3
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Figure 56. Voltage of Wind Generator for 1LG Temporary fault at F3
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Figure 57. Voltage at PCC for 1LG Permanent fault at F3
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Figure 58. Voltage of Wind Generator for 1LG Permanent fault at F3
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iv.  Effectiveness of Proposed Minimization Methods in Terms of THD

The THD of the PCC voltage is calculated by using the equation (1). Tables XXIII-
XXI1V show the values of THD in case of predictor method and 2-input fuzzy delay
minimization methods for temporary and permanent 3LG and 1L G faults at points F1, F2
and F3 of the power system with 700ms, 500ms, 350ms, 200ms and 100ms delays. From the
indices it is shown that the fuzzy controlled method and the predictor method minimize the
delay effects and improve the power quality of the system. However, in most cases the

fuzzy logic controlled based method performs better than the modified predictor method.
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Table XXIII: Total Harmonic Distortion at PCC for 3LG Temporary and Permanent faults

Fault

Fault

Total Harmonic Distortion at PCC

Type Point CompI:r?sation Pl\r/lestfégr 2 Input Fuzzy

LG F1 3.129 2.213 1.840

Temp F2 3.172 2.712 1.635

200 ms F3 1.087 0.9870 1.010
LG F1 2.270 2.026 1.687

Perm F2 1.402 1.213 1.145

F3 2.388 2.241 1.683

3G F1 2.342 1.809 2.258

Temp F2 2.972 2.566 2.574

500 ms F3 3.122 2.985 2.456
LG F1 1.166 1.147 1.1345

Perm F2 2.244 2.217 1.969

F3 1.974 1.321 1.419

LG F1 5.710 2.694 2.087

Temp F2 3.419 2.987 1.778

350 ms F3 3.529 3.202 3.072
LG F1 1.478 1.131 1.102

Perm F2 1.845 1.456 1.258

F3 3.451 1.098 1.962

LG F1 2.016 1.294 1.944

Temp F2 1.112 1.108 1.105

200 ms F3 1.987 1.868 1.641
LG F1 1.715 1.148 1.126

Perm F2 3.589 3.368 1.541

F3 2.7137 1.113 1.168

LG F1 4.618 3.918 3.266

Temp F2 2.608 2.232 1.918

100 ms F3 1.676 1.547 1.456
LG F1 2.270 1.616 1.471

Perm F2 3.827 2.456 2.136

F3 1.767 1.017 1.034
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Table XXIV: Total Harmonic Distortion at PCC for 1LG Temporary and Permanent faults

Delay Fault Total Harmonic Distortion at PCC
Fault Type . - -
Value Point No compensation | Predictor Method 2 Input Fuzzy
1LG F1 2.912 1.343 1.072
Temp F2 2.140 2.083 1.163
200 ms F3 1.896 1.264 1.185
1LG F1 2.444 2.117 2.015
Perm F2 4,546 4,256 4,025
F3 1.139 1.064 1.046
1LG F1 2.334 2.034 1.674
Temp F2 3.922 3.073 2.569
500 ms F3 2.604 2.224 2.156
1LG F1 1.030 0.7230 0.8413
Perm F2 2.880 2.456 2.123
F3 3.208 3.156 3.063
1LG F1 1.879 1.136 1.125
Temp F2 1.485 1.236 1.115
350 ms F3 2.891 2.693 2.505
1LG F1 2.866 2.162 2.009
Perm F2 3.236 2.671 2.251
F3 3.945 2.485 2.098
1LG F1 2.623 1.742 1.788
Temp F2 4.589 2.949 2.063
200 ms F3 4.280 3.001 1.789
1LG F1 2.583 2.411 2.392
Perm F2 3.423 2.786 1.587
F3 2.769 2.660 2.333
1LG F1 2.258 2.145 2.085
Temp F2 1.756 1.643 1.588
100 ms F3 1.266 1.1152 1.1045
1LG F1 2.866 2.162 2.009
Perm F2 1.958 1.827 1.609
F3 1.856 1.389 1.245

E. Conclusion

This chapter analyzes the effects of time delay on a hybrid power grid and proposes two

methods to minimize the adverse effects of time delays on the power quality enhancement.

Both balanced and unbalanced temporary and permanent faults at different locations in the

power network have been considered. The following conclusions can be made based on the
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simulation results.

1. The proposed methods such as the two inputs based fuzzy controller and Modified
Predictor Method are effective in reducing the negative effects of time delay on the
power quality improvement of the hybrid power system.

2. The fuzzy controlled method performs better than the modified predictor method in
most of the cases.

3. Insome cases, like the 2L.G temporary fault at points F2 and F1, the performance of
the Modified Predictor method is better than that of the 2-Input Fuzzy controller

method.
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V. CYBERSECURITY ISSUES AND SOLUTIONS FOR THE HYBRID GRID
COMPONENTS

A. Introduction

Cybersecurity has been a crucial issue for the modern power grid that needs to be
solved. This chapter investigates the effects of cyber-attacks on the ESS, GSC of the wind
generator, VSC of the PV system, and the AVR of the synchronous generator located in a
hybrid power grid. Also, this chapter proposes two new methods based on NL controller and
PI controller to mitigate the adverse effects of cyber-attacks on the mentioned GSC and
VSC components, and a new detection and mitigation technique based on the voltage
threshold for the ESS. To test the effectiveness of the proposed methods, two types of
cyber-attacks, namely the DDoS and FDI, targeting the controllers of the ESS, GSC and
VSC have been considered. Moreover, a voltage index has been used to numerically
evaluate the performance of the proposed controllers. Simulations have been performed by

using the Matlab/Simulink software.

B.  Hybrid Power Model System

This work uses the hybrid power system model depicted in Fig. 59 for cyber security
analysis. It consists of one SG [4MW]-based single machine infinite-bus system, to which
one PV farm of 2 MW, one DFIG-based wind farm of 2 MW and one SES of 2 MW
capacity are integrated through a short distribution line. These energy sources are delivering
power to the power grid through double circuit distribution lines. The SG is equipped with
AVR and GOV control systems [208]. The SG parameters used for the design consideration

are available in [208].
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Although a practical wind power station consists of many generators, it is considered to

contain a large equivalent aggregated single generator. An equivalent aggregated variable-

speed wind turbine (VSWT) through an equivalent gearbox [14] drives the wind generator.

The DFIG stator winding is connected to the grid by 0.69/11kV step-up transformer,
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whereas the rotor winding is connected to the low voltage side of the step-up transformer
through the power electronic converters, namely RSC and GSC and a transformer. A dc link
is connected between the RSC (Fig. 17) and GSC (Fig. 16). The GSC is used to maintain a
constant dc-link voltage and regulate the stator voltage. The modelling of the DFIG is
already explained in chapter Il1I.

i. PV

The PV plant consists of many PV modules connected in series-parallel combination

to attain the desired power level, and it is connected to the PCC by a boost converter [233]
[234] and an equivalent aggregated dc to ac inverter [235]. A PV system connected to the
grid consists of a PV array, a maximum power point tracking technique (MPPT), which is
used to extract maximum power from the PV arrays. The perturb and observe (P&O) based
MPPT [236] for the PV is implemented on the boost converter for extracting the maximum
PV power at all environment conditions. Large PV plants are composed of several PV
panels or modules. In this work, 50 KC200GT PV modules are connected in series per
string, and 200 parallel strings [237].

Figure 60 shows the equivalent circuit of individual PV cell that includes one diode, one
shunt resistance, Rsh (with high value in KQ range) representing the leakage current loss,
and the series resistance, Rs (very small value) that represents the losses due to metallic

contacts (grid contacts, current collecting bus, etc.).
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Figure 60. Equivalent circuit of solar cell.

The current produced by the PV can be represented by the following equations [238] [239]:

I'=1,— Ip— I (23)
qVp }
= — -1 24
oo (22 o
qVp Vb
=1, -1 {ex [— —1}——
LT 0P kT R, (25)

where IL is the photo generated current, Ip is the current across the diode, Ish is the shunt
current, lois the reverse saturation current, n is the diode ideality factor (1 for an ideal diode),
g is elementary charge, k is Boltzmann’s constant (1.38*102* J/K), T is absolute temperature,
and Vo is the diode voltage.

The voltage produced at the terminal of the PV cell can be represented by:
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kT I -1
V=n7ln(’“l—+ 1)—IR5 (27)

0

The DC link voltage Voc, i.e., the voltage output of the boost converter is obtained
depending upon the duty cycle, D, and the PV terminal voltage, Vev, as represented by the
following equation [238]:

VPV
1-D (28)

Vpe =

iii.  Supercapacitor Energy Storage (SES) system

To maintain the efficient flow of power, utility operators must attempt to steady the
supply and demand consistently to meet peak demand. The integration of renewable
resources has helped serve the problem of demand [240]. But the intermittent nature of these
resources adds to the grid’s need for frequency, power and voltage regulations. Energy
storage can compensate those fluctuations in power, frequency and voltage, and thus deliver
smoothed power to the customer. There are several types of energy storage available, battery
energy storage being the most commonly used because of its high energy density [241]. But
batteries take a long time to discharge and recharge, which limits their ability to deliver
power. In applications demanding high power, over-engineering the battery will rarely be
the right solution, and will typically result in increased size, weight, and cost, and/or

reduced cycle life and energy.

Supercapacitors combine the energy storage properties of batteries with the power

discharge characteristics of capacitors. Supercapacitors are devices that can be used as

109



energy storage systems, and have power densities and high energy, a large life expectancy
and high efficiency, nearly 95% [242] [243] [244]. The possibility of fast charge and
discharge without loss of efficiency, for thousands of cycles, makes the supercapacitor a
suitable choice as the ESS [245] [246] [247]. Also, supercapacitors have the capacity to
recharge in a very short time having a great facility to supply high and frequent power

demand peaks.

To maintain constant power at the PCC, the SES of 2MW capacity is connected to the
system using bi-directional buck- boost converter. While the SES can be used for power
fluctuations minimization of the hybrid power system, in this work it has been used as the
backup power only. In addition to renewables sources, the other important component of the
hybrid grid system is the central control center, (i.e., the SCADA). It controls all the
components in the system. It also facilitates bi-directional flow of information between the

different controllers and itself.

C.  Cyber Security Issues in Hybrid Grid Components

i.  GSC Controller of Wind Generator
As the SCADA sends signals to the GSC controller for its functioning, any cyber-attacks

can interfere with the signals and affect the working of the GSC. For example, the intruder

can change the set point of Vdc_ret as shown in Fig. 16.

ii.  VSC Controller of PV
The VSC controller of the PV as shown in Fig. 61, takes the DC link voltage Vdc and

converts it into AC. The VSC control system [248] uses two control loops: an external
control loop which regulates the DC link voltage and an internal control loop which

regulates la and lq grid currents (active and reactive current components). la current
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reference is the output of the DC voltage external controller. Iqcurrent reference is set to

zero to maintain unity power factor. Vaand Vq voltage outputs of the current controller are

converted to three modulating signals Uanc_ref used by the Pulse Width Modulator (PWM)

Generator.

However, since the SCADA sends signals to the VSC controller for its functioning, any

cyber-attacks can interfere with the signals and affect the working of the VSC. For example,

the intruder can change the set point of Vel refas shown in Fig. 61.

A 4

A 4
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Veane Vo PLL
—>
— ahc/dg
Vi vsc Vg vse
| | Current
Gt 5 abeldg >
Lo mes lgpy mes Regulator
Idpv_ref
RVO Itlage | dpv_ref | gpv_ref
Vdel_mes equlator
—>
quv_ref

Vi vsc Vg vsc

Figure 61. Control block of voltage source converter (VSC).

iii. AVR Controller of SG

Uvsc

The control system block of the automatic voltage regulator is shown in fig. 12. The

SCADA communicates with the AVR and send necessary signals. Therefore, the controller

of AVR can be under cyber-attacks. For example, the attacker can manipulate the Esdo Signal

that can affect the generator terminal voltage as shown in Fig. 13.
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iv.  SES Controller

Figure 62 shows the control of SES system. Super-Capacitor exchanges power using a
buck-boost type of power converter. The converter works in buck mode when the super-
capacitor gets charged, and in boost mode the super-capacitor discharges. These varying
functions occur because super-capacitor terminal potential is always expected to be less than
the node side voltage. The DC link capacitor (dcCap) is used to limit voltage ripple during
boost mode. In boost mode when the ‘Discharge’ IGBT is ON, it is the DC link capacitor
that supplies energy to the grid while the super-capacitor is transferring energy to the
inductor. When the ‘Discharge’ IGBT is OFF, the DC link capacitor is charged from the
SES (the stored energy in L), and the DC link voltage increases. The design of the inductor
and DC link capacitor is described elaborately in [249].

As shown in Fig. 62, the SES is connected to the SCADA through wires or wireless
network. Therefore, it can be affected by cyber-attacks. For example, at any point in time,
any set point of the SES system can be altered by the intruder which can make the SES fully

disabled or function partially.
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Figure 62. Control of supercapacitor energy storage.

D. Proposed Control Algorithms

All kinds of vulnerabilities in a power system have direct impact on the PCC voltage. So,
our main objective is to regain the PCC voltage at its required level within the shortest possible

time following cyber-attacks.

i.  Control Algorithms for GSC, VSC and AVR

In this work, two types of controllers, such as a simple non-linear controller and a Pl
controller have been proposed to mitigate the adverse effects of cyber-attacks on the GSC of
the DFIG, the VSC of the PV system and the AVR of the SG. Figure 63 shows the basic
algorithm of the proposed detection and mitigation techniques. The input to the proposed
controller is the PCC voltage. In the proposed detection and mitigation technique, the first
step is to check the voltage deviation (AVpcc) at the PCC. If there is any deviation, then it
indicates either a network fault or a cyber-attack. The next step is to check the reference

values of the different controller parameters like any change in reference DC voltage of the
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GSC (Vdc_ref) of the wind generator, the change in reference DC voltage of the VSC (Vdel_ref)
of the PV system and the change in the reference voltage (Efdo) of the AVR of the SG
system. The changes in the reference values indicate cyber-attacks, and this constitutes the
detection technique. The next section of the control algorithm is for mitigation of the
adverse effects of cyber-attacks. When cyber-attack is detected, the controller for the
mitigation of cyber-attacks is activated. The performance of the controller is constantly
monitored and if the reference value returns at its original value, the controller is
deactivated.

It is to note here that, after operation the controllers will be disconnected from the data
cloud of SCADA system so that no intruder effect can hamper this controller. The controller
will come into action for a very brief period and once the system regains its stability and
quality, the controller will get disconnected from the network. The very limited time of

operability will enable the controller to function securely.
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Figure 63. Proposed control algorithm for GSC of wind generator, the VSC of PV and
the AVR of the SG

ii.  Check the voltage deviation Control Algorithm for SES

For the proposed detection and mitigation technique for the SES, the first step is to
check the voltage deviation (AVpcc) at the PCC. If there is any deviation, then it indicates
either a fault or a cyber-attack. The next step is to check the amount of Pses. As the PV
system switches off at night, the SES is on. The availability of 2 MW power is required. If
the Pses is 2MW with the required constant pulses for the insulated gate bipolar transistor

(IGBT) of the VSC, but the AVpcc is not zero, then it indicates a fault or other disturbance
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and the fault clearing controller is triggered. The cyber-attack could happen due to any
change in the gate signal of IGBT of the VSC. When the IGBT gate signal is altered, the
power output of the SES changes. Therefore, if the Pses < 2MW and the IGBT gate pulses
are changed from their constant values, then it indicates a cyber-attack and accordingly the

proposed mitigation technique is activated.

E.  Proposed Mitigation Methods

i.  Non-Linear Controller for GSC, VSC and AVR

As the power grid is highly non-linear, application of non-linear controllers in grid is
highly preferred. This control action can be governed by any nonlinear differential equations
or any other mathematical model. In this work, a simple nonlinear function has been used as

shown in the following:

Vdc_ref(GSC) = (k1 X |AVpcc|2)

(29)
Vael vor (vsc) = (ky X [AVpec|?) (30)
Efdo(AVR) = (k3 X |AVpcc|2) (31)

where ki , k2 and ks are constant values and A Vpec is the input to the controller. By tuning the
values of ki, k2, and ks the required values of the Vadc ref(Gsc), Vel _refvsc) and Edfo(avr) are
obtained. The parameters have been set in such a way as the controller can handle any kind
of voltage deviation from very high to very low. The parameters of the controller have been

shown in Table XXV.
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Table XXV: Parameter VValues of the Non-Linear controller

Non-linear Controller

Type of Attack K1 (GSC) K2 (VSC) K3 (AVR)
DDoS 0.000008 0.058 3500
FDI 1290 0.06009 2560

ii. Pl Controller for GSC, VSC and AVR

The PI controller is one of the popular controllers that is being used extensively in

industrial control. The transfer function that has been used for the PI controller in Laplace

domain (s) is as follows:

1
Vac refsc) = |AVpecl [Km + ;Kil] (32)
1
Vdel_ref(VSC) = IAVpccl [sz + ;Kiz] (33)
1
Eraoavry = Vpeel |[Kps + S K] (34)

where Kp1, Kpz, Kps, Ki1, Kizand Kiz are the proportional and integral gain of the PI controller,
respectively. AVpcc is the input to the controller and Ve ref (Gsc), Vdel_ref (vsc) and Edfo(avr) are the
output variable of the controller, respectively. The values of the parameters Kp1, Kp2, Kps, Kit,
Kiz and Kiz are shown in Table XXVI. These values have been obtained by trial and error

and they can handle any abrupt change in the input.

Table XXVI: Parameter Values of the PI controller

Pl Controller
Type of Kp1 Kp2 Kps Ki1 Kiz Kis
Attack (GSC) (VSC) (AVR) (GSC) (VSC) (AVR)
DDoS 0.09 0.008 100 0.06 0.028 0.95
FDI 10000 0.09 100 0.92 0.55 0.75
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iii.  Mitigation Technique for SES

The proposed mitigation technique for the SES monitors the power level of the energy
storage and the IGBT gate signals. Any change in the gate signal value triggers the controller
and overrides the signal sent from the SCADA. The gate signal is changed back to the

required constant values and makes the value of the Pess equal to 2 MW.

F.  Simulation Results & Discussion for the Effects and Mitigation of Cyber-Attacks on
GSC, VSC and AVR

i.  Effects and Mitigation of DDoS and FDI Cyber-Attack on GSC Controller of Wind
Generator

For this scenario, it is assumed that the DDoS and FDI attack on the GSC of the wind
generator occurs (i.e., Vac reference value is changed) at 0.5 secs. The controller starts
operation at 0.6 secs. Figures 64-65 show the DC link reference voltage (Vdc ref) of the GSC
with and without DDoS and FDI cyber-attack respectively. From the response, it is evident
that the DDoS and FDI cyber-attack changes the dc reference voltage and deteriorates the
performance of the system. Moreover, the proposed controllers could make the dc reference
voltage back to its original value. For the DDoS and FDI attack on the GSC of the wind

generator, the PI controller perform better than the Non-Linear controller.
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Figure 64. DC reference voltage for DDoS cyber-attack for GSC
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Figure 65. DC reference voltage for FDI cyber-attack for GSC
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1. DDoS Attack Case

Figures 66-71 show the voltage responses at PCC, current at PCC, power at PCC,

terminal voltage of synchronous generator, terminal voltage of wind generator and terminal

voltage of PV. From the responses, it is shown that the DDoS cyber-attack affects the power

quality of the hybrid grid. Moreover, the two proposed controllers mitigate the adverse

effects of cyber-attack well and improve the power quality. However, the PI controller

performs better than the Non-Linear controller.
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Figure 66. Voltage at PCC
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Figure 68. Power at PCC
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Figure 69. Terminal VVoltage at Synchronous Generator
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Figure 70. Terminal VVoltage of Wind Generator
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2. FDI Attack Case

Figures 72-77 show voltage responses at PCC, current at PCC, power at PCC, terminal
voltage of synchronous generator, terminal voltage of wind generator and terminal voltage
of PV. From the responses, it is shown that the FDI cyber-attack affects the power quality of
the hybrid grid. Also, the two proposed controllers mitigate the adverse effects of cyber-
attack well and improve the power quality. However, the PI controller performs better than

the Non-Linear controller.
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Figure 75. Terminal VVoltage of Synchronous Generator.
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Figure 76. Terminal VVoltage of Wind Generator.

[

0.95

Terminal Veoltage of PV [pu]

=
=

=== Terminal Voltage of PV with FDI cyber-attack at 0.5 secs
= =Terminal Voltage of PV with FDI mitigation with PI controller at 0.6 secs
s Terminal Voltage of PV with FDI mitigation with Non Linear controller at 0.6 secs

=

==l

—r
=

Time [secs]

Figure 77. Terminal VVoltage of PV

126



ii.  Effects and Mitigation of DDoS and FDI Cyber-Attacks on VSC Controller of PV
For this scenario, it is assumed that the DDoS and FDI attacks affect the VVSC controller

of the PV at 0.5 secs and continues until 5 sec. To mitigate the cyber-attack, the controllers
start operating at 0.6 secs and improve the performance of the system. Figures 78-79 show
the DC reference voltage (Vael_rer) Of the VSC of the PV system with and without the DDoS
and FDI cyber-attacks and with the proposed controllers. From the response, it is evident
that the DDoS and FDI cyber-attacks change the dc reference voltage and deteriorate the
performance of the system. Also, the proposed controllers can detect the cyber-attack and
mitigate the adverse effects. However, for the DDoS attack on the VSC of the PV, the PI
controller performs better than the Non-Linear controller, and for the FDI attack, the Non-

Linear controllers performs better.
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Figure 78. DC Reference Voltage of VSC of PV for DDoS
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Figure 79. DC Reference Voltage of VSC of PV for FDI

1. DDosS Attack Case
Figures 80-85 show the voltage responses at the PCC, current at PCC, power at PCC,

terminal voltage of synchronous generator, terminal voltage of wind generator and terminal
voltage of PV. From the responses, it is observed that the DDoS cyber-attack affects the
performance of the hybrid grid, but the proposed controllers mitigate the adverse effects of

the cyber-attack. However, the PI controller performs better than the Non-Linear controller.
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Figure 81. Current at PCC
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Figure 83. Terminal VVoltage of Synchronous Generator.
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2. FDI Attack Case
Figures 86-91 show the voltage responses at the PCC, current at PCC, power at PCC,

terminal voltage of synchronous generator, terminal voltage of wind generator and terminal
voltage of PV. From the responses, it is observed that the FDI cyber-attack affects the
performance of the hybrid grid, but the proposed controllers mitigate the adverse effects of

the cyber-attack. However, the Non-Linear controller performs better than the PI controller.
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Figure 91. Terminal Voltage of PV

iii.  Effects and Mitigation of DDoS and FDI Cyber-Attacks on AVR Controller of SG

For this scenario, it is assumed that the DDoS and FDI attacks disrupt the AVR
controller of the SG at 0.5 secs and continue until 5 sec. To mitigate the cyber-attack, the
proposed controllers start operating at 0.6 secs and improve the performance of the system.
Figures 92-93 show the Edro reference voltage (Erdo) of the AVR of the SG system with and
without the DDoS and FDI cyber-attacks and with the proposed controllers. From the
response, it is evident that the DDoS and the FDI cyber-attacks change the dc reference
voltage and deteriorate the performance of the system. Also, the proposed controllers can
detect the cyber-attack and mitigate the adverse effects. For the DDoS attack on the AVR of
the synchronous generator, the Non-Linear controller works better than the PI controller,

and in case of the FDI attack, the PI controllers performs better.
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Figure 92. Erdo Reference Voltage of AVR for DDoS
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1. DDosS Attack Case
Figures 95-99 show the voltage responses at the PCC, current at PCC, power at PCC,

terminal voltage of synchronous generator, terminal voltage of wind generator and terminal
voltage of PV. From the responses, it is observed that the DDoS cyber-attack affects the
performance of the hybrid grid, but the proposed controllers mitigate the adverse effects of

the cyber-attack. However, the Non-Linear controller performs better than the PI controller.
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Figure 94. Voltage at PCC
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Figure 98. Terminal Voltage of Wind Generator
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Figure 99. Terminal Voltage of PV

2. FDI Attacks Case

Figures 100-105 show the voltage responses at the PCC, current at PCC, power at PCC,
terminal voltage of synchronous generator, terminal voltage of wind generator and terminal
voltage of PV. From the responses, it is observed that the FDI cyber-attack affects the
performance of the hybrid grid, but the proposed controllers mitigate the adverse effects of

the cyber-attack. However, the PI controller performs better than the Non-Linear controller.
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Figure 101. Current at PCC
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Figure 103. Terminal Voltage of Synchronous Generator
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Figure 105. Terminal Voltage of PV
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iv.  Effects and Mitigation of DDoS and FDI Cyber-Attacks on SES

For this scenario, it is assumed that the PV system is turned off at 0.5 sec and the SES is
turned on at 0.5 sec. The DDoS and FDI attacks occur on the SES (i.e., Pses# 2MW due to
change in one gate pulse signal of the VSC) at 2.5 sec and continue until 5 sec. Figures 106
shows the response of the IGBT gate signal for the VSC of the SES with no cyber-attack,
with FDI attack and with the proposed mitigation technique. The zoomed in portion of the
figure shows the response from 2.5 secs (when the attack occurs) to 2.6 secs (when the
mitigation strategy works). It has been shown that the cyber-attack affected the gate signal
to change to 5 in case of FDI attack. However, the proposed mitigation technique changes

the signal back to its original value.
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Figure 106. IGBT gate pulse signal for VSC of SES for FDI attack
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1. DDosS Attack Case

Figures 107-113 show the voltage responses at the PCC, current at PCC, power at PCC,
power of energy storage system, terminal voltage of synchronous generator, terminal
voltage of wind generator and terminal voltage of PV. From the responses, it is shown that
the DDoS attack affects the power quality of the hybrid grid. It is also evident from the

responses that the proposed technique detects the cyber-attack and properly mitigates it.
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Figure 107. Voltage at PCC
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Figure 111. Terminal Voltage of Synchronous Generator
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2. FEDI Attack Case

Figures 114-120 show the voltage responses at the PCC, current at PCC, power at PCC,
power of energy storage system, terminal voltage of synchronous generator, terminal
voltage of wind generator and terminal voltage of PV. From the responses, it is shown that
the FDI attack affects the power quality of the hybrid grid. It is also evident from the

responses that the proposed technique detects the cyber-attack and properly mitigates it.
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Figure 114. Voltage at PCC
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v. Index Based Performance Evaluation of the Proposed Mitigation Techniques

The performance of the proposed cyber security mitigation techniques has been
evaluated through the voltage index calculation using equation (17). The lower the value of
voltage index, the better the system performance. In other words, the less deviation of the
PCC voltage with respect to time ensures the system stability.

Tables XXVI1I-XXX show the voltage index values for the two cyber-attack scenarios
with and without the proposed controllers for GSC, VSC, AVR and SES. From these index
values, it is evident that the cyber-attack deteriorates the performance of the hybrid grid.
Also, the proposed detection and mitigation techniques for the GSC, VSC, AVR and SES
perform well and improve the power quality of the hybrid grid. Moreover, for the DDoS and
FDI attack on the GSC, the PI controller performs better than the Non-Linear controller. In
case of VSC, the PI controller works better for the DDoS attack and the Non-Linear
controller works better for the FDI attack. For the AVR, the Non-Linear controller performs

better than PI in case of DDoS attack and the Pl controller works better for the FDI attack.

Table XXVII: Voltage Index Values for GSC

Voltage Index
'?t;?r?:( -IXtFt):c(I)(f No With attack but Pl Non-linear
Attack | no controller controller | Controller
FDI 0.3291 0.06541 0.06981
GSC DDoS 0.0435 0.8460 0.0896 0.1063

Table XXVIII: Voltage Index Values for VSC

Voltage Index
Alst;?r?:( -Z[?;C?(f No With attack but PI Non-linear
Attack | no controller controller | Controller
FDI 0.2159 0.09748 0.06077
VsC DDoS 0.0435 0.4029 0.06023 0.06029
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Table XXI1X: Voltage Index Values for AVR

Voltage Index
'i‘)t;?r?f -%Ft):c?(f No With attack but Pl Non-linear
Attack no controller | controller | Controller
FDI 0.1911 0.05429 0.05688
AVR DDoS 0.0435 0.2002 0.05097 0.04935

Table XXX: Voltage Index for SES

Type of Voltage Index
Attack No Attack Wwith a}tFack. but Mitigation
no mitigation
FDI 0.1259 0.0981
DDoS 0.0799 0.1054 0.0679

vi.  Analysis of Effects of Different Types Cyber-Attacks on SES

This section deals only with the effects of different cyber-attacks that were applied at the
breaker of the SES. This section doesn’t include mitigation techniques. Only the effect of

cyber-attacks on the power quality of the system are demonstrated.

1. Impact of DDoS Cyber-Attack

For this case, it is assumed that the PV system is turned off at 0.5 sec and the SES is
turned on at 0.5 sec. The DDoS attack on the energy storage (i.e., energy storage disabled)
occurs at 3.5 sec and persists till 5 sec. Figs. 121- 123 show the voltage responses at PCC,
current response at PCC, and power response at PCC during the DDoS cyber-attack. From
the responses, it is shown that the DDoS attack on the energy storage deteriorates the power

quality of the hybrid power system.
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2. Impact of Bad Data Injection Attack

For this case, the PV is assumed to be on always. This means the SES system was off at
0.5 sec, unlike the previous scenario. It is considered that the bad data injection cyber-attack
enables the energy storage system from 3.5 sec to 5 sec. Figs. 124-126 show the voltage
responses at PCC, current at PCC, and power responses at PCC during the bad-data
injection cyber-attack. From the responses, it is shown that the bad data injection cyber-

attack on the energy storage deteriorates the power quality of the hybrid power system.
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Figure 126. Power at PCC

3. Effects of Crash Override Cyber-Attack

For this case, it is assumed that the PV system is turned off at 0.5 sec and the SES is
turned on at 0.5 sec. The Crash Override attack on the circuit breaker of the energy storage
(i.e., energy storage disabled) occurs at 2.5 sec- 3 secs, 4.5-5 secs, and 6.5 secs-8.5 secs.
Figs. 127-131 show the voltage responses at PCC, current at PCC, power at PCC, terminal
voltage of synchronous generator and terminal voltage of wind generator during the Crash
Override attack. From the responses, it is shown that the Crash Override attack on the

energy storage deteriorates the performance of the hybrid grid system.
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4. Effects of Tampering Communication Data/Signal Cyber Attack

For this case, it is assumed that the PV system is turned off at 0.5 sec and the SES is

turned on at 0.5 sec. For the tampering communication data attack, the energy storage

controller is attacked and the signal to start the energy storage is delayed from 0.5 secs to

2.5 secs. Figs. 132-136 show the voltage responses at PCC, current at PCC, power at PCC,

terminal voltage response of synchronous generator, and terminal voltage of wind generator.

From the responses, it is shown that the tampering communication data/signal cyber-attack

on the energy storage deteriorates the performance of the hybrid grid system.
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G. Conclusion

This chapter analyzes the effects of cyber-attacks on various components such as the
SES system, GSC of wind generator, VSC of the PV system, and AVR of the synchronous
system in a hybrid power grid. The DDoS attack, FDI attack, crash override attack, and
tampering communication data/signal attacks are considered on the mentioned devices. Two
new mitigation methods based on Non-Linear controller and PI controller for the GSC and
VSC, and one new detection and mitigation method for the SES, have been proposed. The
effects of cyber-attacks through circuit breakers analysis is carried out only for the SES.

Based on the simulation results, the following conclusions can be drawn.

i) The DDoS and FDI cyber-attacks on the GSC of the wind generator affects the power

quality of the hybrid grid. The responses also show that the two proposed controllers, NL
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controller and PI controller mitigate the adverse effects of cyber-attack well and improve the

power quality of the system.

i) The DDoS and FDI cyber-attacks affects the VSC of PV system and the performance of
the hybrid grid, but the proposed controllers, i.e., the NL controller and the Pl controller
mitigate the adverse effects of the cyber-attack. The controllers also improve the power

quality of the system.

iii) The DDoS and FDI cyber-attacks affects the AVR of SG system and the performance of
the hybrid grid, but the proposed controllers, i.e., the NL controller and the Pl controller
mitigate the adverse affects of the cyber-attack. The controllers also improve the power

quality of the system.

iv) The DDoS and FDI attacks affect the SES. The gate signal of the IGBT of the VSC is
tampered with, and the mitigation method is successful in returning the signal back to original

thus mitigating the attack and hence improving the power quality of the system.

V) The effects of different types cyber-attacks on circuit breaker of SES shows that the cyber-

attacks impact the operation of SES and deteriorate the performance of the entire system.
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VI. CONCLUSION AND FUTURE WORK

A. Conclusion

The main objective of this dissertation is to make significant contribution in the field of
power quality improvement in case of various issues like faults, communication delays and
cyber-attacks. The conclusions can be summarized as follows.

1. Different non-linear controllers like the ANFIS controlled TSC, Static Non-Linear
control based TSC, and Fuzzy Logic controlled TSC are proposed to overcome the
nonlinearity issue of the system and improve the performance of the network. At first
the performance of the FLC based TSC was compared with that of the conventional
PID controlled TSC. Later, the effectiveness of the ANFIS controlled TSC and static
Non-Linear controlled TSC was compared with that of the Fuzzy controlled TSC.
Quantitative analysis is done in terms of voltage index and THD to evaluate the
performance of the system and to observe the effectiveness of the proposed
controllers. From the results it is shown that the fuzzy logic controlled TSC is effective
to enhance the power quality of the hybrid system. Also, the performance of the
proposed fuzzy logic controlled TSC is better than that of the PID controlled TSC.
Moreover, the proposed ANFIS and static nonlinear control based TSC methods are
effective to enhance the power quality of the hybrid grid system. Also, the proposed
non-linear controlled TSC perform better than the fuzzy controlled TSC.

2. This dissertation also deals with the communication delays. Two controllers, namely
the FLC based method and the Modified Predictor method, are proposed to minimize
the adverse affects of time delay on the power quality enhancement of a hybrid power
grid. Effect of time delays ranging from 0-700 ms have been considered for the
analysis. The performance of the FLC based method has been compared with that of
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the Modified Predictor method in terms of voltage index at PCC. The Fuzzy controller
and Modified Predictor Methods are effective in reducing the negative effects of time
delay on the power quality improvement of the hybrid power system. The fuzzy
controlled method performs better than the modified predictor method in most of the
cases. In some cases, like the 2LG temporary fault at points F2 and F1, the
performance of the Modified Predictor method is better than that of the 2-Input Fuzzy
controller method.

Furthermore, this dissertation analyzes the affects of cyber-attacks on the controllers
of hybrid power grid like the GSC of wind generator, the VSC of the PV system, the
AVR of the synchronous generator, and the SES system. To analyze the affects, two
types of cyber-attacks, DDoS and FDI attacks have been considered. This dissertation
also proposed two controllers, such as the Non-Linear controller and PI controller to
detect and mitigate the cyber-attacks. The simulation results show that cyber-attacks
deteriorate the performance of the system. The DDoS and FDI cyber-attacks on the
GSC of the wind generator, VSC of the PV system, AVR of the SG system affect the
power quality of the hybrid grid. The responses also show that the two proposed
controllers, i.e., the NL controller and PI controller mitigate the adverse affects of
cyber-attack well and improve the power quality of the system. It is evident that the
DDoS and FDI attacks affect the SES. The gate signal of the IGBT of the VSC is
tampered with and the mitigation method is successful in returning the signal back to
original thus mitigating the attack and hence improving the power quality of the
system. Furthermore, different types of cyber-attacks on the circuit breaker of SES

impact the operation of SES and deteriorate the performance of the entire system.
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It is to note here that the validity of the results has been tested analytically. The results
obtained from the simulations have been manually calculated using the required equations.
The manually calculated results were found to be almost close to the ones obtained from the

Matlab/Simulink simulations.

B. Contribution of this Thesis

There are several works which have applications of the nonlinear controllers, such as the
FLC, ANFIS, and static nonlinear controller in the power system stability analysis. But none
of the work dealt with the application of these controllers for power quality improvement of
hybrid power grid. The originality of this work also lies with proposing two new controllers
such as the 2-input based fuzzy logic controller and modified predictor method to minimize
the adverse effects of time delay introduced in the network of a hybrid power grid consisting
of IEEE 9 bus system and a DFIG-based wind generator system. This work also analyzes
the effects of cyber-attacks on different controllers of the hybrid power system like the
GSC, VSC, AVR, and SES. Two different controllers, such as the Non-Linear controller and

PI controller have also been proposed to detect and mitigate the cyber-attacks.

C. Future Work

1. In future, a comparative stability analysis will be performed for the proposed non-linear
controllers. For the stability analysis of the controllers, the Lyapunov method will be
used. This method provides the system with robustness to (bounded) uncertainty in the
system dynamics and adds certain (non-smooth) terms to the control that ensures
stability for most of the uncertainties. For tuning the PI/PID controllers, one of the well-
known optimization methods, such as the Particle Swarm Optimization [250], Bat

Algorithm [251], Bacterial Foraging Optimization [252], Genetic Algorithm [253], Bee
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Swarm [254], Ant Colony Optimization [255], Shuffled Frog-Leaping [256], etc., will
be used.

. Other new methods to minimize the negative impact of random delays will be explored.
Moreover, delays due to cyber-attacks will be considered, and appropriate minimization
methods will be investigated.

New methods for cyber-attacks detection and mitigation in smart hybrid grids will be
explored. Appropriate control algorithm will be investigated and developed for
microgrid operation. Data Driven algorithms will be developed to ensure secure power
delivery to the consumers.

. Centralized controller implementation will be explored for different types of power
quality issues in hybrid power grid.

Repeated applications of cyber-attacks scenario will be considered. Moreover, the
robustness of the proposed attack mitigation controller parameters will be studied for

different set point changes by the attackers.
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