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Aimomauu}l. B cmamve NOKA3aHO, KAK MOJCHO U3MePUntb sqbqbekmuenocmb 6e30nacnocmu, yuumsleas 3ampameol,
ces3aHHble ¢ obecneueHuem 6e30nacHocmu pa()uwzozuqeacozo yenmpa, u npeaﬂOJiCeHbl Mepbl  NOo6blUEeHUA
be3zonacnocmu nymem ucnojib3oedarnus aHaiuza puckoe. Hpoaoﬂafcaemc;z passeumue ﬂaeprlX mexuonocutl u
obnacmeil NPpUMEHEHUA ﬂ()@prlx u paz)uoaKmu@Hblx mamepuaoes. Omo paszeumue CeA3aHO C NOMEHYUbHbIM
PUCKOM 3TIOHAMEPEHHO2O UCNOIb306AHUSA paal/thKmM(?Hle mamepuailos, n0O3NMOMY 6AHCHO obecneuums ¢u3uqea<yio
3awunty ﬂdeprlx 06b€Km08, umoowl npomueocmosms Imum yecpo3am U UCnoib3oeantb AamoOMHYIO JSHeEpcUio 6
MUDPHBIX YeTIsX. 9d)d)€KmM6HOCWlb cucmem 6e30naCHocmu, YCMAHOBIEHHbIX HA 06'b€KWl€, MOINCHO OYEHUMb nymem

aHaau3za puckoe, CeA3aHHblX C obvexmom.

Introduction. The significance of physical protection to humans and the environment as a whole can not be
overlooked since it affects every aspect of life including socio-economic structure of a state and organizations [1].
Physical protection systems are established to prevent, deter and or mitigate loss of treasured assets such as property
or life [2]. In the presence of such threats, people have learned to develop measures to safeguard themselves and their
properties over time [1]. Physical Protection System (PPS) integrates people, measures, and equipment to provide
security for assets or nuclear-related facilities against theft, sabotage or other malicious attacks. The end result of
these malicious actions may be theft of radioactive material, sabotage at the radiological facility (fire, destruction,
flooding, accident, etc.). The IAEA promotes the idea for all governments to take measures to ensure that effective
national control systems operated within their jurisdictions in order to ensure the existence of effective national
control systems for the protection of radioactive sources [3]. Hospitals use radioactive materials for treatment of their
patients such as teletherapy and thus, in specially built devices, high-energy and high-activity sources are used to

deliver radiation doses in a controlled way. This paper presents a modeled hypothetical radiological facility and the

Poccus, Tomck, 27-30 anpensa 2021 r. Towm 1. ®u3uka



XVIII MEXXAYHAPOJHA S KOHOEPEHIIMA CTYIEHTOB, ACIITMPAHTOB 1 MOJIOJABIX YUEHBIX

38 «TEPCIIEKTUBbI PA3BUTUA ®YHAAMEHTAJIbHBIX HAVK»

possible paths that can be used by adversaries to sabotage the facility. The efficiency of the security systems at this
facility is assessed by making the risk analysis.

Materials and methods. For an adversary to target or sabotage a facility, they consider different vulnerable
paths and select the most vulnerable with the most maximum consequence. The most vulnerable route selected by the
adversary also has the lowest cost of intrusion. Defense effectiveness for a specific material presented in the

radiological facility can be determined as:
E (asset) = Min [C(Path,), C(Path;), ...,C(Path,)] (1)

Equation (2) below can be used to measure the risk value for a designed security system based on the risk concept of
the security system suggested by Hicks:
Risk = P(4)* P(r)*C 2)

where P(4) is the probability of an attack on a facility holding nuclear or radioactive material, which can be assessed by
experts. P(r) is the probability of a successful attack. P(r) describes the protection effectiveness of the security system
provided at the facility. The concept can be explained as; higher the protection effectiveness, the lower the possibility of

successful attack P(r). C is considered to be a consequence. The whole relation can be mathematically represented as:

E(asset) zlog% 3)

Taking into account a facility with a number of safe properties (i.e., radioactive and nuclear materials), the risk of the

security system provided can be determined as:

Risk = ¥, (P(A)i . ﬁ* ¢) (4)
where E(asset;) is the protection effectiveness value of asset i, P(4)i is the probability of an attack for asset 7, it can
be measured as the annual rate of occurrence of an attack, i C is the value of the protection asset; [4].

Results. The above equations were used to calculate the risks associated with the modeled hypothetical
facility described below. The facility has an X-ray machine and a blood irradiator which uses "*’Cs radioactive
sources for treatment. An adversary intends to sabotage the radiological facility through certain paths. The risk

associated with the two targets or assets with regards to the set parameters was calculated as 1.7x10* and 1.8x10°.
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Fig.1. Schematic diagram of the radiological facility with adversary paths
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Improvement strategies for protection. By using certain techniques, attempts are made to efficiently reduce
the risk of radiological facility protection systems. This was achieved by improving on the factors of the protection
units in order to improve their effectiveness. Assuming that the cost of the methods used is 1000 dollars for each
target, we use the previous equations to measure the efficacy and risk of the target. Table 1 presents the measured
effectiveness of the units following the tactics applied. Both assets are likely to have the same P(4)= 0.65 for a
potential attack on the facility.

Table 1
Values for calculating the risk of each asset after the applied tactics

E(asset;) 1.4906 1.4225
P(A); 0.65 0.65

C; 101,000 101,000

Risk; 1.6x104 1.7x10*

Conclusion. The total risk of the facility security system before improvement tactics with regards to the two
targets was calculated as 3.5x104. With respect to the two targets, the overall risk of the facility protection system
after the improvements was estimated as 3.3x10. The risk associated with the radiological facility was decreased by
2.0x104 following the tactics applied, which indicates that the reliability of the protection mechanism given for the
hypothetical radiological facility has been enhanced. When this analysis is properly applied to a radiological facility,

it may help in making a vital decision when securing a radiological facility.
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