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FASTEN: An IoT Platform for Supply Chain 
Management in a Covid-19 Pandemic Scenario 

 

Introduction 
Responsiveness, reliability and resilience in Production Systems and 
Supply Chains are measured by the system’s ability to respond and adapt 
quickly to failure events, maintaining a high level of service as well as 
dealing with product mix variations and uncertainties in quantities 
demanded by customers. In the Pandemic Rupture Scenario of COVID-
19, where manufacturing and transportation get very constrained, there is 
an increasing demand for Production Systems to be adaptable to the 
dynamic changes in the market, producing what is needed in the quantity, 
at the moment, and often at the place demanded. This requires new 
business models and changes in management practices, physical 
infrastructure, manufacturing operations, technologies, and skills and 
abilities of human resources. This scenario enhances the development 
and application of Industry 4.0 tools and concepts (Davis et al. 2012; 
Ghobakhloo 2018). To familiarize the readers, Table 1 outlines the key 
characteristics of the Industry 1.0 to Industry 4.0 evolutionary generations. 
Also, to aid the readers, Table 2 lists most of the abbreviations used and 
their expansions. 

 
Table 1: Evolving Generations of Industry Tools and Concepts 

 

Generation Key Characteristics and Features, in 
Brief Form  

Additional 
Comments 

Industry 1.0 The Industry 1.0, which occurred at 
the end of seventeenth century, 
came with introducing machines into 
production. Steam-powered engines 
and mechanization replaced the 
manual production system and water 
is being used as a source of power.  

Transition from 
agriculture to 
industrial society.  

Industry 2.0 The Industry 2.0 dates near 1870. 
Development of electrical technology 
which was technologically superior to 
steam power for the production 
works. Technological advancements 
facilitated the development of heavy 

In this way the 
concept of mass 
production came 
to the public 
domain. It was 
driven by the 
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industries.  assembly lines.  

Industry 3.0 The third industrial revolution 
appears around the second half of 
the 20th century. It is often referred to 
as the Digital Revolution and came 
about the change from analog and 
mechanical systems to digital ones in 
manufacturing processes. This time 
is also being called as Information 
Age.  

It was possible 
due to the huge 
development in 
computers, 
information, 
communication, 
and automation 
technology.  

Industry 4.0 Industry 4.0 visualizes a complete 
automated manufacturing and 
production system with total 
adaptability. CPS, IoT, M2M 
communication and autonomy come 
together and brings about more 
consistent, robust, agile 
manufacturing systems with 
intelligent capabilities.   
Internet of Things (IoT) allows the 
machines to communicate (M2M). 
Cyber physical systems (CPS) are 
core elements of this transformation.  
These technological advancements 
become possible with the introduction 
of self-optimization, self-
customization, and self-cognition 
techniques into the industries. 
 

It refers to a 
system where 
machines and 
equipment’s will 
operate 
independently or 
can cooperate 
with human 
beings for 
customized 
production with 
continuous 
improvement.   

Source: Ghobakhloo 2018; Kumar and Kumar 2020; Oztemel and Gursev 
2020. 

 
Table 2: Technical Abbreviations and Their Expansions 

 

Abbreviation Expansion (Explanation, if needed) 

AM Additive Manufacturing 

APM 

Advanced Plant Model, who is 
responsible for allocating the 
manufacturing order to the specific 3D 
printer and to the robot, after the part is 
printed. 
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CPS Cyber Physical Systems 

ERP Enterprise Resource Planning 

FASTEN 

Flexible and Autonomous 
Manufacturing Systems for Custom-
Designed Products, FASTEN aims to 
develop an open and standardized 
framework to produce and deliver tailor-
designed products, capable to run 
autonomously, and deliver fast and low 
cost additive manufactured products. 

IoT Internet of Things 

M2M Machines to communicate 

SRAM 

Smart Robotic Additive Manufacturing, 
The SRAM is composed of a 3D printer 
manufacturing cell supported by robots 
running autonomously, monitored and 
driven by FASTEN IoT Platform (WP3), 
and supported by predictive tools. 

SC Supply Chain 

SMS Smart Manufacturing Systems 

RAMI 4.0 
Reference Architectural Model of 
Industry 4.0 

Source: Authors’ summarizing. 
 
 

The Industry 4.0 evolution is currently underway, shaping a future that will 
rely heavily on data acquisition and sharing throughout Supply Chains 
(Barata, Cunha and Stal 2018; European Comission 2016; Brettel et al. 
2014). This vision of interconnected business services, processes, and 
information systems is only possible due to technological developments in 
Cyber Physical Systems (Dalmarco et al. 2019). Industry 4.0 is related to 
what is called the “smart factory” (Evans and Annunziata 2012) where the 
decision process is decentralized (Bonomi et al. 2012) and supported by a 
range of technologies of Smart Manufacturing Systems including Internet 
of Things (IoT), Additive Manufacturing (AM), Big Data and Cloud 
Computing; and also by design and production principles such as Mass 
Customization, Virtualization, Modularization and Sustainable 
Manufacturing) (Ghobakhloo 2018; La Mora 2014; Lin et al. 2018). 

A Smart Manufacturing Systems (SMS) is the focus of development 
of the FASTEN project: Flexible and Autonomous Manufacturing Systems 
for Custom-Designed Products. FASTEN – an abbreviation of the 
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Portuguese language phrase – aims to develop, demonstrate, validate, 
and disseminate an integrated and modular structure for an efficient 
production of highly customized products, based on real-time connection 
between demanding systems and supplier systems. An IoT platform, 
based on the open architecture RAMI 4.0 (Reference Architectural Model 
of Industry 4.0), is under development to operationalize information and 
material flows in an autonomous and optimized way (Reis et al. 2018).  

This paper deals with the analysis of how FASTEN platform can be 
used in a Covid-19 pandemic scenario in Brazil. For this reason, our 
analysis will describe the development of a supply chain for production of 
face shields through 3D printing technologies. 
In Brazil, industry is moving from standard assembly lines to high-level 
automation (Leung et al. 2015). The National Confederation of Industry 
(abbreviated CNI, in Portuguese) argues that the advance of Industry 4.0 
in Brazil will rely heavily on knowledge and digitization – that is, use of 
digital information, from multiple sources, formats or systems, to 
implement improvements in the manufacturing process, supply chain, 
products or services (Büyüközkan and Göçer 2018; Brecher et al. 2017; 
Porter and Heppelmann 2015) – as means of improving productivity, 
flexibility, reducing time-to-market and opening new business models 
opportunities. The use of Industry 4.0 allows the development of 
customized products at competitive prices and managing of production 
complexities that were once a barrier. Here the use of IoT technologies is 
the base of Industry 4.0, as it makes use of the increasing availability of 
communication infrastructure to form large networks, connecting the most 
diverse types of equipment (Leung et al. 2015). Here, IoT technologies 
refer to the interconnection of sensing and actuating devices, thereby 
providing the ability to share information across platforms through a 
unified framework, developing a common operating picture for enabling 
innovative applications (Gubbi et al. 2013). In this scenario, it is necessary 
to establish in Brazil, a long-term vision in line with the opportunities 
derived from Industry 4.0 technologies (Osakwe, Chovancová  and Agu 
2016). 

Supply Chain Disruption 

Supply chains (SC) operate in environments of uncertainty, with variability 
in demand, production and supply, directing the choice of models that 
represent the stochasticity of demand, production and supply (Sabri and 
Beamon 2000). The potential failure events in SC, and variations and 
uncertainties of the mix and quantities of products demanded by 
customers, direct the process of identification and risk management in a 
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SC (Thun and Hoenig 2011). Risk in SC is understood to mean events 
with a low probability of occurrence that occur abruptly and that result in 
negative consequences for the analyzed system. These events refer to 
failures in the processes of supply, production or delivery of the 
component companies of a SC (Tang 2006; Tang and Musa 2011). 

SC disruption risk (SCDR) is defined as a combination of events 
and/or anomalous and unintended conditioning factors that threaten the 
normal operations of a SC and which cannot usually be predicted (Sheffi 
and Rice 2005; Wagner and Bode 2008). Garcia-Herreros et al. (2014) 
point out that the SCDR are often neglected in the risk analysis, due to the 
unpredictability of the occurrence. Under the COVID-19 pandemic 
conditions, SCDR became pervasive in many industries. 

In SC rupture scenarios, strategies should be directed to the 
agility/speed, collaboration/visibility and/or flexibility to recover the SC 
after the risk event has occurred. The implementation of these strategies 
also requires a trade-off analysis between robustness or resilience of SC 
and the efficiency and effectiveness of SC in a normal operating situation 
(Hohenstein et al. 2015; Kleindorfer and Saad 2005). The resilience of SC 
is measured by its ability to respond and adapt quickly to production 
process, demand and supply failures, irregularities and uncertainties in the 
mix of products and quantities demanded, and quality problems of 
delivered products (Thun and Hoenig 2011; Ponomarov and Holcomb 
2009; Tang 2006). The robustness of SC is characterized by the support 
of the activities and operational and logistic structures of the same in 
scenarios of risks of failures or irregularities in the productive and logistic 
processes, being able to be measured by the capacity to maintain the 
performance during and after a failure event and/or irregularities (Tang 
2006). 

It is essential, in order to sustain the competitiveness of SC, to 
create resilience and/or robustness, i.e. to develop the system's ability to 
return to its normal state of functioning or to a desired state after a 
disturbance and/or size and position reserves and redundancies in SC 
(Carvalho, Azevedo and Cruz-Machado 2012; Chopra and Sodhi 2004). 
The Covid-19 epidemic caused an unexpected demand for the provision 
of hospital safety items, such as face shields. Supply chain vulnerabilities 
were exposed by supply failures, requiring actions to implement 
robustness and/or resilience in SC. This required the organization of new 
supply chains and a structured and effective management with support 
systems, such as SMS, to guarantee the continuity of operations and the 
coordination and collaboration between the participants of a SC. 
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FASTEN - A Smart Manufacturing System Project 
SMS allow to improve production efficiency in scenarios of constant 
changes in product requirements and production volume. One of the 
benefits of an SMS is to enhance the implementation of mass 
customization, through the digitalization process of product lifecycle 
management and the implementation of flexible processes of planning, 
scheduling and production optimization to meet the high variety of 
products (Lasi et al. 2014). SMS seek to develop competitive priorities, 
such as flexibility, delivery, quality and costs, through the use of cloud 
computing, autonomous robots, internet of things (IoT), Digital 
Manufacturing, Additive Manufacturing (AM), systems of distributed 
manufacturing and production management and control software (Davis et 
al. 2012; Rübmann et al. 2015). Similarly, in this volume of MGDR, Vicdan 
(2020) discussed how during times of crisis in health care, “platform 
organizations bring together diverse market actors for partnership for the 
creation and distribution of aggregate patient data, on which the market 
can act and deliver outcomes that are potentially beneficial for the parties 
involved (p.1),” 

Through AM companies seek to improve performance and quality 
of products, cost efficiency, reduction of waste of materials, reduction of 
energy consumption and reduction of operation times, that is, eliminating 
and / or minimizing existing design and production restrictions in traditional 
materials synthesis techniques. AM allows the printing of complex 
geometries with control of composition, microstructure and, consequently, 
of the functionalities of the materials, optimizing the properties of the items 
produced (Huang et al. 2015; Jared et al. 2017). 

The FASTEN project adds the concept of decentralized 
manufacturing supported by a SMS, developing an open and standardized 
structure to produce and deliver custom demands. The FASTEN platform 
will allow the structuring, management and operation of a network of 
heterogeneous AM cells. Each cell is called an SRAM production unit 
(Smart Robotic Additive Manufacturing).  

In a country as big as Brazil, a centralized manufacturing unit has a 
big effort in logistics, as it needs to send products and spare parts to 
distant locations. FASTEN will apply the decentralized manufacturing 
concept to improve the service level in meeting customized demands. 
SRAM units will improve this concept, being capable of operating 
autonomously and delivering one-of-a-kind parts produced close to the 
client. The network will be managed by decentralizing decision-making 
and data exchange tools, using technologies for self-learning, self-
optimization and advanced control. FASTEN will provide operational 
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convenience by promoting the transition from current manufacturing 
systems to new patterns of decentralized manufacturing in a viable 
manner, both in terms of economic performance and long-term 
sustainability. 

The use of a decentralized manufacturing network reduces logistics 
costs and production lead-time, as products and spare parts can be 
manufactured close to the client. The use of AM technologies adds 
flexibility and autonomy to the manufacturing unit, improving production 
schedule efficiency. With the introduction of 3D printing (and other) 
technologies, incorporated into a flexible manufacturing system that is 
embedded in an Industrial IoT Cloud Platform (proposed as FASTEN IoT 
Platform), the SC would see several benefits when operating: 

• Parts would be manufactured faster, as there is no need for 
long machine/line setup; 
• With a flexible, self-adaptable system capable of one-of-a-
kind production, producing a single or multiple piece (in small 
batches) would not affect system performance; and 
• Customer services and satisfaction would be significantly 
improved, with immediate availability of replacement parts, even for 
outdated models. 
The FASTEN IoT Platform – based on FIWARE open-source 

platform – is able to interconnect a range of different components (Figure 
1) to the company’s Enterprise Resource Planning (ERP) software. For 
FASTEN Industrial testing, the ERP was used to manage all production 
orders that were sent to the different SRAMs, including current production 
jobs running, jobs in error status and manufacture queue.  
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Figure 1 – FASTEN Components 

 

Source: the authors 

 

Between the functionalities provided to the focal company ERP the other 
FASTEN components that can be accessed are described below: 

• SRAM Unit: Where the parts will be printed, the units are 
equipped with 3D printers; 
• Advanced Plant Model (APM): It is a virtual representation of 
the SRAM unit.  
• Holistic Simulator-Optimizer Tool: Used to arrange an 
optimal SRAM Network and, during production scheduling, to 
define the optimal SRAM to produce a certain part; 
• Real-time Monitoring and Performance Management Tool: 
This software component will display in a dashboard real-time 
information about the activities being accomplished in the SRAM 
unit by the 3D Printer and present performance indicators; 
• Predictive and Prescriptive Analytic Tool: Responsible for 
analyzing data and predict demands; 
• IoT Event Repository: Responsible for storing all data from 
sensors and manufacturing orders. 
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In order to operationalize the developments of FASTEN, a functional test 
platform was developed encompassing two SRAMs located in different 
cities in Brazil – one in Porto Alegre (RS), other in Salvador (BA). The 
operationalization of the FASTEN IoT Platform starts by the configuration 
of a SRAM Network (Figure 2), which demonstrates the use of the 
Predictive and Prescriptive Analytic Tool on a strategic level.  

 
 

Figure 2 - Smart Manufacturing Network Configuration Process 

 
Source: the authors 

 
Using all the gathered data from the FASTEN IoT Event Repository, the 
FASTEN Predictive and Prescriptive Analytic Tool analyses the demand 
including seasonal patterns, thus providing information about future 
demands and suggesting which are the best cities to operate a SRAM 
unit. This process is started by Production Manager (PM) who runs the 
FASTEN Holistic Simulator-Optimizer tool. This toll provides data 
regarding the number of SRAM units needed, where these SRAM’s will be 
located, and how many 3D printers will be installed at each SRAM unit. 
After the configuration of the SRAM Network, the FASTEN IoT Platform is 
ready to be used. 

To test the functionalities of the FASTEN IoT Platform, an industrial 
experiment was conducted to simulate the full operation of an equipment 
maintenance. The process starts when the client reports a product’s 
malfunction or broken part through his mobile App. At the client, the 
Maintenance Team (MT) reviews the equipment and orders, if necessary, 
new parts to replace worn or broken ones. The MT also uses a mobile 
APP to order spare parts, which is connected to the company’s ERP. After 
the MT publishes a spare part request, the full manufacture process is 
managed by the company´s ERP. After the order is published at the ERP 
system, it will check if the part is available at any warehouse or if it needs 
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to be manufactured. The warehouses used by FASTEN are Smart 
Warehouses – in other words, warehouses that employ Cyber Physical 
Systems to automate operations of pickup, delivery or bookkeeping, 
resulting in an automated, unmanned and paperless warehouse (Liu et al. 
2018). Such warehouses have all their stock controlled by an automated 
system. When the part is available at a warehouse, it is shipped to the MT 
as soon as possible. If the part is not available, the ERP sends a 
Manufacturing order to the FASTEN IoT Platform. 

The manufacturing process starts through an optimization request 
to the FASTEN Holistic Simulator-Optimizator tool. This request is 
necessary as the Holistic Optimization-Simulation tool will inform which 
SRAM unit is available (considering the type of part, type of client, SRAM 
availability, lead-time, cost, capacity, maximum number of 3D printers in a 
SRAM, time of producing the spare part, cost of acquiring the same spare 
part from an External Supplier (ES), suppliers’ delivery time to the 
warehouse, suppliers’ delivery costs and internal order cost to produce 
that part. After concluding the analysis, the FASTEN Simulation-
Optimization tool informs the ERP to which SRAM the order should be 
sent.  

In the functional test, the client was located in Rio de Janeiro, and 
the system decided to produce the part in Salvador. The ERP then informs 
the Advanced Plant Model (APM) responsible for the SRAM assigned, 
who is responsible for allocating the manufacturing order to the specific 
3D printer and to the robot, after the part is printed. This order arrives 
directly in the SRAM that will then start printing the requested spare part. 
While the SRAM is producing the order, the Real-Time Monitoring and 
Performance Management Tool (Dashboard) presents real-time data 
coming from the 3D printer, also the ERP monitors the IoT Event 
Repository to know when the SRAM becomes idle. 
Once the printing process is finished, the 3D printer sends the status to 
the APM, who then assigns the picking order to the robot. The robot will 
pick the printed spare part up from the 3D printer autonomously and place 
it at the SRAM shipping area for Dispatch Manager/Logistics. The last 
step is concluded when the MT receives the spare part and installs in the 
machine, closing the service. 

Face Shield AM Network   
The flexibility of the FASTEN platform allowed us to identify different 
situations for its application. With the Covid-19 pandemic in Brazil, we 
suffered from supply problems and some supply chains had to restructure. 
One case is the face shield supply chain for healthcare professionals.  
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The Covid-19 pandemic in Brazil ended up demanding Education 
and Research Institutions to support health professionals and institutions. 
Many 3D printing centers started to produce face shields and some of 
them started to structure themselves as focal centers in supply chains, 
managing the demands and distribution of inputs and raw materials to 
other printing centers. The FASTEN platform will allow the structuring, 
management and operation of this network. 

The FASTEN platform is being adapted for demand and production 
management in an AM center in an educational and research institution. 
This institution implemented actions to help combat the spread of the 
virus. One of them is the production of face shields in a laboratory 
equipped with eight 3D printers. 

The production serves 45 health institutions and hospitals so far, 
and more than 4000 face shields have already been delivered. In order to 
meet demand, the strategy was to seek local partners interested in 
sharing their AM productive capacity as an additive manufacturer. 
Partners may connect printers to the Laboratory´s AM center through the 
Internet, being available to receive demands managed by the Center. 
Parts printed at partners (mostly located at the University’s technology 
park) are sent to the AM Center where the assembly is completed, and the 
delivery is made. The AM network is composed of 8 equipment from AM 
center and 7 equipment from partners, being each equipment considered 
a SRAM. 

Currently, management is manual and centralized in a print center 
manager. The demand is still subject to approval by AM Center managers. 
With the demand approved, the production order is sent for allocation to 
the available printers. The loading on the printers is defined by the 
professionals who operate the printers.  

The AM network should improve production efficiency, through: (i) 
digitizing the product life cycle management process; (ii) the 
interconnection between internal and external supply chain processes; 
and (iii) the implementation of flexible production planning, scheduling and 
optimization processes to meet a wide range of products (Blanchet et al. 
2014; Lasi et al., 2014). The FASTEN platform supports all these 
requirements: interoperability, decentralization and virtualization. 

Interoperability allows the connection between systems of different 
production processes, internal or external to the focal production unit 
(Ideia). Decentralization is based on the autonomy of decision making by 
FASTEN platform. The management of productive capacity is made by 
collecting and analyzing data in real time, allowing reactions to machine 
failures or redirecting production paths. 
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We are working on preparing each SRAM, as they must implement 
and/or connect with an autonomous manufacturing system for the 
production of products with personalized design on 3D printers: an open 
source industrial IoT Platform for product manufacturing and process 
control. The preparation of production units, to act in the supply network, 
is a critical point in the process of development of suppliers and their 
integration. 
The preparation of the tests is in progress and a significant gain is 
expected: (i) in time to meet the demand, as the decision-making times 
regarding the loading of the equipment will be reduced; (ii) the traceability 
of demand and production data and information; and (iii) in real time 
control of the SRAM. 

Concluding Comments  
This paper has addressed a research-practice nexus about the 
implementation and operation of a Smart Manufacturing System, a system 
well-suited to the uncertainties and disruptions of a pandemic. The 
application of FASTEN platform for management of an AM network allows 
the interconnection of 3D printers available in any location with internet 
access. The development of AM centers addresses the main objective of 
AM – flexibility and customization – expanding the availability of these 
equipment in Covid-19 pandemic conditions. With these conditions, many 
countries worldwide are suffering from lack of supplies since lockouts 
have constrained manufacturing and transportation. An AM center may 
manage printers located in different regions, improving the availability of 
safety equipment for healthcare teams. In the (inter)organizational 
environment, it will allow the identification of existing interdependencies 
and potential supply disruption risks. In addition, the system will make it 
possible to identify and/or predict the consequences and operational and 
financial impacts of supply disruption risks due to the use of simulation 
tools for the analysis of mitigation actions and strategies. 

Disruptions in the flows of production, movement and transportation 
of materials, financial flows and information flows, require greater 
information sharing, coordination and collaboration between participants, 
to ensure the continuity of operations. The FASTEN makes it possible to 
deal with uncertainties and vulnerabilities, both preventively and 
reactively, providing robustness and/or resilience in the SC, for the 
absorption of irregularities or supply failures, or supporting, with agility, the 
reaction to the effects of the risks of rupture. 

Additionally, the study highlights the importance that the supply 
chain information flows have in improving SC performance. The number of 
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supply chain research articles published over the last 10 years has grown 
exponentially. Studies that address analysis of mitigation and contingency 
strategies and impacts on SC performance, resilience and/or robustness 
are suggested by several literature review studies (e.g., Hohenstein et al. 
2015; Tukamuhabwa et al. 2015; Ho et al. 2015; Bandaly et al. 2013; 
Ghadge, Dani and Kalawsky 2012; Simangunsong, Hendry, and 
Stevenson 2012; Sodhi, Son and Tang 2012; Wilding et al. 2012) There is 
also a lack of practical studies about the impact of disruptive risk incident 
on the rupture and resilience of a supply chain (Chopra and Sodhi 2014), 
especially in an emerging country (Shao 2013).   

The FASTEN platform will allow the structuring, management and 
operation of a SC in supply disruption risk incident, based on real-time 
connection between demanding systems and supplier systems. SMS 
systems are changing the behavior of the industry, mainly in relation to 
production planning and control practices in companies and throughout 
the supply chain.  

In Brazil, there continue to be many difficulties to implement 
technologies of Industry 4.0, due to the associated costs and investments. 
There is no one-size-fits-all strategy that suits all businesses or industries 
or countries. The Industry 4.0 roadmap for each company is idiosyncratic, 
and should be devised based on the company’s core competencies, 
motivations, capabilities, intent, goals, priorities and budgets (Ghobakhloo 
2018). The impact of the fourth industrial revolution on SC can be 
considered largely positive, especially if the authorities, governmental 
agencies and international associations – following the lessons learned 
from the pandemic – assist and facilitate the process of digital 
transformation. 
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