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Abstract

Our client, Cybriant, utilizes Microsoft Azure
Sentinel to detect and analyze security incidents.
To manage these incidents, Cybriant needed to
manually transfer data collected into ConnectWise
Manage, the platform Cybriant utilizes to manage
Incident tickets internally. Using Logic Apps, our
team created an integration solution to

aid Cybriant with this time-consuming process.
Once incidents are detected in Sentinel, our
Integration solution automatically triggers the
creation of a ticket containing important incident
iInformation in ConnectWise. When the ticket

IS handled or closed in ConnectWise, our
Integration tool communicates with Sentinel

to modify or close this ticket. Key Vaults are used to

orovide a central location to update security
Keys. Our integration solution permits security,
orecision, and efficiency for our client.

/ Introduction \

Cybriant, a leading Managed Security Services
Provider, utilizes Microsoft Azure Sentinel to detect
and analyze security incidents. Cybriant utilizes
ConnectWise Manage to internally manage incident
tickets. In order to create tickets, Cybriant

analysts needed to manually transfer data collected
Into ConnectWise Manage. Manually entering this
data for each detected incident was Iinefficient and
error-prone. Using Logic Apps, our team created an

Integration solution to aid Cybriant with this time-
consuming process.

a Project Goals A

Provide our client with a tool to automate ConnectWise
ticket creation and decrease duplicate work.

Create an efficient and sustainable integration tool

\\between Microsoft Azure and ConnectWise Manage. /

/ Materials and Methods \

We utilized agile development in 2-week sprints
to create our Iintegration solution. We used the
following tools throughout the process:

- Cybriant GitHub

- Cybriant accounts for each team member

- ConnectWise accounts for each team member

- Azure Sentinel accounts for each team member

- Global Azure account for the team

- REST APlIs
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Fig.1 Sequence diagram demonstrating the flow between the three systems
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Fig.2 A workflow in the LogicApp to create a service ticket in to ConnectWise Manage from
an incident trigger in the Azure sentinel
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Fig.3 A service ticket is created in ConnectWise Manage
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Fig.4 A workflow in the LogicApp updates an incident status in the Azure sentinel, after the
ticket closure in the ConnectWise Manage

Conclusion

Our solution not only increases Cybriant's
efficiency but also increases the reliability of
the information included in tickets. Analysts
no longer are required to check if there are
Incidents; tickets are created automatically
when incidents are detected. Additionally,
redundant work is eliminated by requiring
iInformation to be updated in one central
location. Our final product that we will give to
our client includes documents that will
enable replication for the client to develop
features in the future. Our integration solution
IS scalable and sustainable.
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