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Abstract: The way people travel, organise their time, and acquire information has changed due to
information technologies. Artificial intelligence (AI) and machine learning (ML) are mechanisms that
evolved from data management and developing processes. Incorporating these mechanisms into
business is a trend many different industries, including education, have identified as game-changers.
As a result, education platforms and applications are more closely aligned with learners’ needs and
knowledge, making the educational process more efficient. Therefore, AI and ML have great potential
in e-learning and higher education institutions (HEI). Thus, the article aims to determine its potential
and use areas in higher education based on secondary research and document analysis (literature
review), content analysis, and primary research (survey). As referent points for this research, multiple
academic, scientific, and commercial sources were used to obtain a broader picture of the research
subject. Furthermore, the survey was implemented among students in the Republic of Serbia, with
103 respondents to generate data and information on how much knowledge of AI and ML is held
by the student population, mainly to understand both opportunities and challenges involved in AI
and ML in HEI. The study addresses critical issues, like common knowledge and stance of research
bases regarding AI and ML in HEI; best practices regarding usage of AI and ML in HEI; students’
knowledge of AI and ML; and students’ attitudes regarding AI and ML opportunities and challenges
in HEI. In statistical considerations, aiming to evaluate if the indicators were considered reflexive
and, in this case, belong to the same theoretical dimension, the Correlation Matrix was presented,
followed by the Composite Reliability. Finally, the results were evaluated by regression analysis. The
results indicated that AI and ML are essential technologies that enhance learning, primarily through
students’ skills, collaborative learning in HEI, and an accessible research environment.

Keywords: artificial intelligence; machine learning; e-learning; higher education institutions

1. Introduction

Artificial intelligence (AI) and machine learning (ML) advancements help people
go beyond classic computers to simulate and surpass human intelligence. The develop-
ment of such technologies has already significantly altered the educational world, giving
students new skills and providing a collaborative learning environment in the HEI with
great implications for the near future [1,2]. Data show that the Republic of Serbia oper-
ates 18 universities, of which nine are public, and the rest are privately owned [3]. No
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matter their ownership, the universities’ curriculums are trying to follow the latest trends
in education, covering most of the job market requirements and harmonising with the
technological advancements. Thus, higher education in Serbia is progressively developing
for the general benefit of students, academics, and society to create a resilient environment
of knowledge and growth [4]. The state of the education system in Serbia and traditional
education concepts in most cases make it easier for modern educational institutions to gain
a competitive edge. The main competition refers to cost structure, branding, quality of
managerial activities and service offerings, the knowledge dissemination network, intel-
lectual property, and final results rendered to the labour market. Education for modern
HEI and EdTech companies means outperforming the competition between significant
competitors, facing the market needs, and gaining leadership positions based on vivid
knowledge and experience and marked by foresight and imagination. Resilient education
refers to realistic environmental, social, and governance investments to ensure that most of
the benefits and results awarded in the future are accepted by individuals and society.

Most reputable high education institutions have understood that AI and ML represent
the present and future in both education and the world’s progressive development. Such
technologies provide an interactive and advanced educational experience to their students.
The results are impressive: 65 per cent of universities in the United States of America
support AI- and ML-assisted learning. Moreover, these systems provide valuable assistance
to teachers and lecturers in the best schools, facilitating and improving learning in various
ways. For example, estimates indicate that AI in education in the United States increased
by 47.5 per cent between 2017 and 2021 [5].

Good examples of AI adoption come from the University of Derby, which introduced
a system that monitors data to predict when students are likely to drop out to signal timely
interventions and Deakin University in Australia, employing IBM Watson to respond to
student inquiries [6]. In addition, Professor Ashok Goel at Georgia Tech developed Jill
Watson, an AI teaching assistant that students can interact with [7].

Kumar found that AI and ML are improving the security and efficiency of the insti-
tution, providing a peaceful, flexible, and accessible computing environment for research
and developing skills among students, and a collaborative learning environment in the
HEI reinforces the importance of AI and ML to enhance customised learning [8].

The problem statement of the research is how to ascertain the current state of artificial
intelligence in higher education, how to ascertain the benefits and drawbacks of artificial
intelligence in higher education, and what recommendations exist on how to seize opportu-
nities and overcome challenges to give to HEI. The main research questions that this study
addresses are:

• What are the significant opportunities that HEI can accept if they implement AI and
ML technologies?

• What are the significant challenges that HEIs face while implementing AI and
Ml technologies?

Regarding the concept of the paper and its organisation, this is an original research
paper for which the IMRAD model was used to present the theoretical and empirical basis
of the research. Considering that IMRAD is the most prominent norm for an original
research type structure, we did not choose the PRISMA model. However, the PRISMA
model has its values but is presumed to be more appropriate for systematic reviews
and meta-analyses.

The motivation for the research lies in the fact that the authors of this article have
been individually involved in the development processes that take place in education in
their countries for decades. For example, three authors from the Republic of Serbia are
developing formal and non-formal education in the Republic of Serbia. In addition, they
have initiated the implementation of AI and ML technologies in educational institutions in
which they are employed or which they (privately) own.

Additionally, the lack of research in the field of usage of AI and ML on university
students (in total), especially in the Republic of Serbia, is the primary motive for this
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research and its added value. As the use of AI and ML technologies is still in its infancy in
many countries in the field of higher education, we are convinced that the results of this
work will be of great importance for broad international interest, especially for low- and
middle-income countries and applications and not only for the local application.

This paper uses document analysis (literature review) to collect qualitative data and
knowledge acquirements. The document analysis process adopted the style of the follow-
ing model: accessing relevant documents, creating an organisational chart, confirming
document authenticity, and finding document content [9].

Based on this grounded background, we designed a survey applied in Serbia, in the
Information Technology School ITS—Belgrade, on 103 students. Their opinions were coded
and analysed through a correlation matrix between variables, a composite reliability analy-
sis, and a regression model in the end that emphasised the opportunities and challenges
brought by AI and ML in HEI.

Artificial intelligence has the potential to respond to a number of social and educational
needs for HEI and students. The research results showed that AI and ML are technologies
that improve the safety and efficiency of the institution and contribute to the learning and
teaching process. In this fact lies the importance of this study.

2. Literature Review

Thanks to AI and ML concepts and platforms, many educational (teaching and learn-
ing) issues can be addressed as well as organisational ones. Thus, critical concepts of the
paper refer to artificial intelligence, machine learning, e-learning and higher education.
Acronyms of major importance are addressed in Table 1.

Table 1. Acronyms/abbreviation table.

Term Acronyms Definition

Artificial intelligence AI

“the theory and development of computer systems able to
perform tasks normally requiring human intelligence, such
as visual perception, speech recognition, decision-making,

and translation between languages.” [10]

Machine learning ML

“Machine learning is a branch of AI and computer science
which focuses on the use of data and algorithms to imitate

the way that humans learn, gradually improving
its accuracy.” [11]

E-learning EL
“Is the acquisition of competencies, knowledge, and skills

through electronic media, such as the Internet or a
company Intranet.” [12]

Higher education HE “education at universities or similar educational
establishments, especially to the degree level.” [10]

Higher education institution HEI “organisations providing higher, post-secondary, tertiary,
and/or third-level education.” [13]

2.1. ML and AI: Distinct but Complementary Concepts
2.1.1. Deep Learning

Deep learning (DL) techniques are based on multi-neuron architectures to accomplish
a learning task where neurons are connected to the input data via a loss function to update
their weights and maximise the fit to the inbound data [14].

Reinforcement learning is a mathematical framework for experience-driven, au-
tonomous learning, where agents directly interact with the environment, modifying its
efficiency through trial-and-error to optimise the cumulative reward without requiring
labelled data. The essential tools in reinforcement learning are policy search and value
function approximation [15].

2.1.2. Artificial Intelligence

AI is a field of study that focuses on the artificial replication of human intelligence’s
cognitive abilities to create software or machines capable of performing tasks typically
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carried out by humans [13]. The term “artificial intelligence” is used, according to Russell
and Norwig, “when a machine mimics the cognitive functions that humans associate with
other human minds, such as learning and problem-solving” [16]. Because ML is not the
same as AI, it is necessary to distinguish between the two. There are numerous examples
of how AI is being used in the business world. Since 2015, Google has been employing its
RankBrain AI system (Google, Mountain View, USA) for advertising purposes, including
chatbots, data analysis, product recommendation, and dynamic pricing, among other
applications. In addition, the term “artificial intelligence” is frequently used to refer to
algorithms that drive automatic processes through ML and use robotics and rules-based
systems to predict outcomes. Last but not least, AI, like big data, is something that many
entities will unconsciously use as an integral part of a tool or application. The outcome of
this fact is far more critical than the technology that aids in its achievement [17].

A significant impact is being made by ML and AI on the evolution of many economy
and education sectors and the overall quality of people’s lives. ML is one of the most
critical areas that can be used to detect cyber-attacks on the Internet of Things, and it is
becoming increasingly important. ML is also capable of identifying sophisticated attacks
because of the use of in-depth, knowledge-based techniques. The lack of publicly available
and regularly updated data sets, on the other hand, is the most severe problem when it
comes to IoT security [18].

AI has its evolution path [19]. AI has developed from ML to deep learning to applied
AI. A machine’s ability to learn from experience, adapt to new inputs, and perform specific
tasks without human intervention is enabled by AI built into the machine. For example,
face recognition, speech recognition, chess game victory, and other similar functions are
possible. AI has been around since the 1950s. However, it is currently experiencing the
most significant amount of application due to the explosion in IoT data, fast connectivity,
and high-performance computers that has occurred recently. A variety of statistical and
computational techniques are currently employed in AI research and development.

The AI subfield of ML identifies patterns and anomalies in data from intelligent sensors
and devices without explicitly programmed where to look for them. The algorithms used by
ML algorithms “learn” how to provide more accurate results as time progresses. As a result,
ML outperforms traditional business intelligence tools to provide operational predictions
that are several times faster and more accurate than those provided by rules- and schedule-
based approaches. AI is a necessary complement to the Internet of Things thanks to
technologies, such as deep learning, computer vision, natural language processing, and
ML in time-tested prediction or optimisation, among other things [19].

2.1.3. Machine Learning

In itself, ML is a complex area whose tasks require considerable time for execution,
i.e., implementation. Therefore, efforts are actively being made, and initiatives are being
implemented to optimise the execution time of the processes related to the ML context [20].
Providers in this category offer computer clusters that use public cloud suppliers, such as
Amazon EC2, Rackspace, and others. In addition, a predefined piece of statistics software
is installed, the preferred packages being the R system, Octave, or Mapple.

This solution offers its customers scalable, high-performance cloud resources, relieving
them of unnecessary obligations to install and manage their clusters. Cloudnumbers.com
uses Amazon EC2 as a provider to set up computer clusters with a preinstalled piece of
scientific data management software, such as the R system, Octave, or Mapple. In addition,
a web interface is designed to enable customers to reap many benefits. For example,
digital algorithmic applications and impact were evidenced to improve medical care for
patients [21,22].

The option to create one workspace and to configure and monitor clusters is avail-
able. It is also possible to transfer data sets or connect to public databases. In addition
to the cloud service provider’s default functions, cloud numbers offer high-security stan-
dards, providing secure encryption for data transmission and storage. In general, the
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High-Performance Computing (HPC) platform in the cloud is simple to organise and
maintain. CloudStat is the development environment integrated into the cloud. It is built
based on R systems, and its functionalities are presented through the two types of the
user interface: a console (for experienced users in the R language) and the applications
(designed as an interface for the users who have no prior knowledge of programming
in the R language) [23]. Opani offers services like Cloudnumbers.com’s but further helps
customers adjust their cluster size to their needs: the size of data and the data processing
timeframe. It uses Rackspace’s infrastructure and supports environments, such as the R
system, Node, and Python, bundled with maps/reductions, visualisation, security, and
version control. In addition, the results of the data analysis process, the dashboard in
Opani, can easily be visualised and shared from computers or mobile devices [24].

ML is an extensive field, but ML tasks can be significantly accelerated with the cloud-
computing paradigm. Accordingly, even popular statistical tools, such as R, Octave, and
Python, have migrated to the cloud environment. Today, the most significant number
of cloud service providers offer the benefits of ML, including significant cloud leaders,
such as AWS, Google, and Microsoft. They support the three types of prediction: binary
prediction, category prediction, and value prediction. The binary prediction type of ML
prediction deals with “yes” or “no” answers. It is primarily used to detect fraud for referral
mechanisms and order processing.

The category prediction implies that a data set is observed, and based on the data
collected from the set, the data set is assigned to a particular category. For example,
insurance companies use category prediction to classify different types of claims. In
value prediction, patterns within accumulated data are found using learning models to
demonstrate the quantitative measure of all likely outcomes. Companies use it to predict
the approximate number of units of products sold shortly (e.g., next month). They are
allowed to shape their production plans accordingly. In addition to these predictions, there
are also the following learning types: supervised learning and unsupervised learning [23].

Supervised learning implies that an algorithm is given the data from which it learns
and desired expressions. The algorithm should learn how to provide appropriate expres-
sions for appropriate data, i.e., the program’s task is to “learn” how to assign a correct
output value to a new, unmarked input data. The ability to name the data that includes
many preparation models is encouraged. Unsupervised learning is an ML algorithm used
to draw inferences from the data sets, consisting of information without marked reac-
tions. The best-known form of unsupervised learning is cluster analysis, which analyses
information to reveal hidden examples or groupings within information [25].

2.2. Enhancing Teaching and Learning in HEI

Despite teachers, researchers, managers, and students all facing perennial problems,
new approaches to problems faced by these three groups are being developed with the
assistance of AI and ML [26]. First, the teaching workforce’s quality should be improved to
raise educational standards. Second, to achieve a higher standard of learning, it is critical
to identify the factors contributing to teachers’ workload. Third, teacher performance
management is critical for effectively achieving the goals and objectives of high-quality
educational standards. It is an ongoing process for identifying, evaluating, and developing
teacher performance.

A McKinsey study conducted in 2017 showed that teachers work an average of 50 h
a week [27], but they spend less than half of the time directly interacting with students.
Future studies show that between 20% and 40% of teacher time is spent on activities that
could be automated using available technology. This equates to about 13 h per week
that teachers could devote to improving student outcomes and teacher satisfaction. Our
findings indicate that most of the time spent by teachers can be reallocated to activities that
promote student learning [28].

Teachers deal with this area before even entering the classroom: preparation. On
average, teachers spend 11 h a week prepping. The use of technology could get it done
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in six hours or less. Even if teachers prepare the same amount of time, technology could
produce better lesson plans and teaching approaches. However, technology has the least
potential to save teacher time in activities where teachers have the most direct interaction
with students: instructing and advising and coaching and counselling [29].

Despite being pioneers in academia when it comes to research and development
in computer science, universities have thus far been unable to successfully utilise these
technologies in several other facets of their operations. For example, the University of
Derby introduced a system that monitors data to predict when students are likely to drop
out to alert school staff to intervene at the earliest opportunity, and Professor Ashok Goel
at Georgia Tech developed Jill Watson, an AI teaching assistant that students can interact
with [7].

A component of an IP-enabled socio-technological system was created and imple-
mented with Watson by Jill Watson for the Jill Watson Q&A project (also known as Jill for
short). Jill wants to create an online environment that helps teachers and students. On the
other hand, using AI software for routine questions frees up valuable instructional time for
instructors overburdened with other responsibilities. During this class period, the teacher
can do any of the following: improve overall education quality, reduce per-student cost, or
engage more students. Thus, Jill provides instructional support while making education
more accessible by answering questions quickly and offering instructional support.

In order to classify Jill Watson Q&A [7], the novel uses two-stage classification process.
At the outset, ML classifiers, including Watson, LEX, and Auto ML, are used to identify
different ML algorithms. They have our in-house, knowledge-based categorisation algo-
rithm that is made use of in the second stage. The resulting results are the result of an
algorithm that combines data-driven AI and ML. ML classifies a sentence, and knowledge-
based AI extracts specific data from the resulting classification. The curriculum response
evaluations are based on a detailed review of the course curriculum. This is based on the
latest findings, which found that students respond positively to “human-like” actors. The
student will also be taught signals (via cues) to draw the conversation into Jill’s expertise if
Jill cannot answer.

Regarding Jill Watson’s Q&A learning, Jill Watson’s use of educational internet re-
sources and learning programs are customised to fit everyone’s needs, and Jill Watson’s
ability to do this on the internet is via educational websites. Jill Watson’s work facilitates
the formation of micro-communities by connecting students participating in asynchronous
learning regardless of where they are geographically located. The Q&A session provided by
Jill Watson furthers student engagement. Instant feedback is associated with increased com-
mitment, involvement, and improved performance in teachers, staff, and AI workers [7].

Based on quasi-experimental studies, online students who take classes in AI demon-
strate the same levels of learning-assessment performance and completion rate as their
peers enrolled in classes for that same subject area, which are offered online and in-person.
Even with different student demographics taken into consideration, this conclusion stands
firm [7]. A survey of online AI students revealed that they gain an increased perception of
teaching support even when they are unaware of the existence of a fake teacher [29].

These case studies show that universities should be empowered to investigate the
following topics:

• At what point should they employ AI (short or long term);
• Where AI has the most significant potential benefit;
• Ways to protect the privacy of students as they use data to help them; and
• When it comes to implementing AI, what do universities consider to be a success?

AI will open up many educational opportunities for higher education, and institutions
that make the investment necessary to utilise it will realise significant benefits. Popenici
and associates found that the use of technology or teacher bots in higher education is an
increasingly attractive solution as enrolment increases, and class sizes, staffing costs, and
finances for universities grow. This became evident when massive open online courses
(MOOC) enlightened the imagination of many university administrators. With these “open
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courses,” there are no enrolment requirements or fees, and online students from anywhere
in the world could enrol and participate. These two forces were a boon to universities in
that they allowed them to market globally for students, leading to an enormous number
of new students. However, it quickly became apparent that one of the problems would
prevent the agreement from going through. Nevertheless, HEI can use AI and ML for
institutional purposes.

Algorithms are increasingly used in schools to market prospective students, estimate
class size, plan curriculum, and allocate resources, like financial aid and facilities. AI and
ML can help students, which is becoming more common in higher education. Schools
use machine learning to help students. Some apps help students automatically schedule
classes. Others, like guidance counsellors or career services offices, suggest courses, majors,
and career paths. Financial aid is another area where AI can help students. Colleges and
universities can use AI in education. They are creating systems that adapt to users’ pace and
progress. AI and ML can automatically help users tailor different paths or provide feedback
based on their errors. Researchers in learning science can use this data to determine which
pedagogical approaches, curricula, or interventions work best for which students. Many
students worldwide and from different time zones gather from around the globe and are
at different paces of learning. It requires a great deal of progress with different lenses
and foundational skills to get through the course. As a result, they research advancing
students in significant lecture classes’ and learners’ way of accomplishing their tasks, doing
assessments, and feedback on unsolved issues [29].

Higher-quality college education can be delivered in a personalised and upgraded setting.
Admissions officers are having difficulty meeting fall enrolment targets. It can be

assumed that this situation will not soon change. Over the past few years, the number of
people who evaluate the benefits of studying and its cost has increased. As a result, people
have an increased interest in the value of college compared to the return on investment.
Students also worry about incurring debt. This has discouraged many people from ap-
plying. The sheer number of print and digital communications that prospective students
receive ultimately leads to a situation where prospective students are flooded with many
college communications. To both the student and the institution, this can be overwhelming.

Universities faces many difficulties when it comes to enrolling students, planning a
curriculum, teaching students personalised lessons, and combating high dropout rates.
Even if it is done manually, dealing with these difficulties can be overwhelming. One way
to ensure institutional success is to use data analytics and AI in education and promote its
use correctly. These colleges and universities have created chatbots designed to engage
individual students and dig up applicant data and have built virtual teaching assistants
using this data. Several educational and technological leaders are now using AI to take on
tedious, repetitive tasks and offer a more engaging learning experience. They will soon be
joined by the rest of them as well. After that, colleges and universities can use AI and ML to
automate their daily operations. For example, when schools seek prospective students, ML
can be viewed in several ways. AI is an excellent example of the type of technology that
might replace workers in call centres, where automation would increase productivity [30].

Students have also received access to AI chatbots to find additional student ser-
vices [31]. Introducing chatbots to academic settings in stages has the potential to be
beneficial, as the tools’ AI-based responses grow more refined over time. Another excellent
example of this would be Martha, a bot developed by George Washington University,
who engages in approximately 4500 conversations every month. Martha’s engine is the
BMC Helix Digital Workplace platform, leveraging IBM Watson Assistant conversational
interface functionality. Before last year’s pilot of MARTHA, George Washington University
students had to call, email, or visit a walk-in centre on the Washington, DC, campus to
get IT questions answered. The first time Professor Ashok Goel from Georgia Institute of
Technology’s School of Interactive Computing used AI as a teaching assistant, he used it to
assist in his online course. He refrained from introducing her until the end of the course to
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avoid influencing her opinion. As a result, the students did not know that Jill was not a
human being [28].

Students can use adaptive learning technology to customise their educational path-
ways [32]. Many universities believe that AI holds the potential to facilitate adaptive
learning and boost student success. While this technology is widely used, most people
are not using it because it has not penetrated their daily lives. At the same time, however,
education is only just getting started. Most advanced techniques create a learning path
when the student interacts with the system. Once the tools are in place, they can measure
and respond to student progress on a moment-to-moment basis, using students’ actual
activities, analytical learning data, and ML. As a result, they can help each student using
scaffolding to help them understand new concepts and help them succeed. This option
is provided by the tools and data needed to provide feedback on the student’s progress
delivered asynchronously [33].

3. Materials and Methods

The researchers used the methodology that includes observations, participation obser-
vation, and a case study model. Additionally, document analysis was utilised. In addition,
survey research among students (former, current, future) was conducted. This was done to
get a general sense of how much knowledge of AI and ML is held by the student population
and, in particular, to understand both opportunities and challenges involved in AI and ML
in HEI. Survey research was conducted according to the model presented in the paper “AI
in Higher Education: Promises, Perils, and Perspective” [34].

We used observation and observation with the participation method because we are
all university professors involved in learning processes and daily interaction with students.
Literature analysis or document analysis is also suitable for social sciences and getting
information within secondary research to compare our findings and enrich them with
relevant perspectives. A survey is an appropriate tool for gettering information that can be
used for quantitative analysis and testing hypotheses. It is considered to be a low-cost tool
in its digital (online) form as well as valuable for the importance of identifying people who
use technological tools efficiently.

We have maintained objectivity and avoided bias with qualitative data analysis: using
multiple people to code the data allowed participants to review our results. We used different
statistical analyses so that we can be sure of the results. A wealthy literature review helped
us verify our findings with more data sources and search for alternative explanations.

3.1. Data and Variables

Given that the data of 103 students from Serbia, Information Technology School
ITS- Belgrade, were analysed, this is exploratory research. Therefore, the results obtained
cannot be extrapolated to the entire statistical population (all students from Serbia) but
represents preliminary and fundamental research for the second stage—exhaustive, new
research on a representative sample. This research did not restrict the sample because it
considered that technologies that favour learning should be transversal to different ways
of learning.

We considered ten variables presented in Table 2. The rationale for considering these
variables is to provide the best fit for the model so that accurate predictions can be made.
Additionally, these variables were used in research that we used as a starting point [34].
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Table 2. Variable analysed.

Code Variable Name

AI1 AI and ML can enhance customised learning

AI2 AI and ML can develop skills among students

AI3 AI and ML are capable of providing a collaborative learning environment in the HEI

AI4 AI and ML can help in keeping lifelong connectivity with alumni

AI5 AI and ML have much potential in improving the institution’s security

AI6 AI and ML have much potential in improving the institution’s efficiency

AI7 AI and ML allows sharing and storing a large amount of data

AI8 AI and ML provide researchers with a peaceful, flexible, and accessible computing
environment, thereby letting them focus on research without any constraints

AI9 AI and ML provide researchers with an accessible research environment

Age Age

Activity Type of activity

AIUSE Use AI in your daily lives

AIDEF
AI represents the theory and development of computer systems able to perform tasks
normally requiring human intelligence, such as visual perception, speech recognition,

decision making, and translation between languages.

AIOC AI and ML are opportunities

3.2. Research Process

The literature review emphasises some opportunities and challenges associated with
AI and ML in HEI. This fact urged us to make an exploratory reach in Serbia regarding the
effects of AI and ML implementation in HEI. Keeping in mind that the young generation
represents our future and is very keen on technology, we designed a survey to help Serbian
HEI managers/authorities adopt and implement AI and ML in the HE Serbian system. The
student survey research is conducted in Information Technology School ITS—Belgrade, to
collect data from quantifying the state of the HEI student population’s knowledge of AI
and ML while also researching their opportunities and challenges in AI and ML. According
to the findings on AI outlined in the paper mentioned above, in AI in Higher Education:
Promises, Perils, and Perspectives,” an academic research survey was conducted [34].

We address the following critical issues in this article:

1. Common knowledge and stance of research bases regarding AI and ML in HEI;
2. Best practices regarding usage of AI and ML in HEI;
3. Students’ knowledge of AI and ML; and
4. Students’ attitudes regarding AI and ML opportunities and challenges in HEI.

Our analysis starts from the following assumption:

Hypothesis 1 (H1). AI and ML are essential technologies enhancing learning, primarily through
students’ skills, collaborative learning in HEI, and providing researchers with an accessible
research environment.

Within the research process, we selected and coded variables that can answer H1.
Different analytical tools and applications were used to code the data and extract

knowledge (Tables 2 and 3, Figure 1), including correlation matrix, composite reliability,
and regression model. First, the variables were mined with Smart-PLS3 [35,36]. Then, after
correlating data, coding the variables, and verifying the reliability model, we designed a
regression model assuming H1.
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Table 3. Correlation between variables.

AGE ACTIVITY AI1 AI2 AI3 AI4 AI5 AI6 AI7 AI8 AI9

AGE 1.00
ACTIVITY 0.61 1.00

AI1 −0.13 0.06 1.00
AI2 −0.11 0.00 0.72 1.00
AI3 −0.12 0.02 0.76 0.74 1.00
AI4 −0.02 0.00 0.50 0.58 0.68 1.00
AI5 −0.10 −0.04 0.59 0.57 0.59 0.60 1.00
AI6 −0.14 −0.03 0.62 0.60 0.58 0.45 0.70 1.00
AI7 −0.26 −0.10 0.46 0.51 0.51 0.43 0.60 0.46 1.00
AI8 −0.22 −0.01 0.64 0.62 0.64 0.54 0.59 0.58 0.56 1.00
AI9 −0.18 0.10 0.67 0.54 0.68 0.53 0.60 0.64 0.56 0.81 1.00
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Figure 1. Composite Reliability Model.

The lack of research in the field of usage of AI and ML on university students
(in total), especially in the Republic of Serbia, is the primary motive for this research
and its added value.

4. Results

In statistical considerations, aiming to evaluate if the indicators were considered
reflexive and, in this case, belong to the same theoretical dimension, the Correlation Matrix
was utilized and is presented, followed by the Composite Reliability. Finally, the results
were evaluated by regression analysis.

4.1. The First Stag—Correlation Matrix Results

Our analysis shows a powerful correlation between AI1 and AI2 and AI3, AI5 and AI6,
and AI8 and AI9. These correlations let us assume that AI and ML can enhance customised
learning in many ways: developing skills among students; providing a collaborative
learning environment in the HEI; providing potential in improving the institution’s security
and efficiency; providing researchers with a peaceful, flexible, and accessible computing
environment, thereby letting them focus on research without any constraints; and providing
researchers with accessible research environment. Furthermore, another strong correlation
between age and activity might be observed, revealing that young students are very
enthusiastic about using AI and ML in their learning activity (Table 3).
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4.2. The Second Stage—Composite Reliability

Composite reliability is a conservative to validate if there is an overall factor of the
indices and, consequently, a theoretical dimension to the construct [37]. The composite
reliability can be verified through the beta coefficient [38] of internal consistency, which
should be higher than 0.70, and reliability alpha [39], which should be higher than 0.80.
Values above 0.7 are already indicative of a reliable reflective measurement [40]. Load-
ings of 0.5 or 0.6 may be acceptable if additional indicators are available for a basis of
comparison [41]. However, when their loadings are less than 0.4, reflective indicators
should be eliminated [42]. The correlation between the indicators can also assess the reflec-
tive measures of the constructs. The empirical tests suggested by Coltman [43] included
(i) internal consistency, (ii) reliability, (iii) factor average variance extracted (AVE), and (iv)
factor loadings. Table 4 shows these values.

Table 4. Validation Process.

Reflexive
Construct

Composite
Reliability

Alpha
Cronbach AVE

√
AVE Factor

Loading

(>0.7) (>0.7) (>0.5) (>0.5) (>0.5)

AI 0.941 0.930 0.641 0.800624756 0.941

ML 0.674 0.380 0.428 0.654217089 0.674

The composite reliability shows a very strong model because all the values of the AI
factors (sub-indices) are very high (more excellent than 0.7). However, for the ML variable,
the reliability is good (0.67) but not strong enough. Therefore, we will not include it in the
regression model.

There are two criteria for analysing the discriminant validity of reflective measures: the
Fornell–Larcker criterion (1981) and the cross-loading of the indicators [44,45]. According
to the Fornell–Larcker criterion in 1981, discriminant validity is obtained when the square
root of each construct’s average variance extracted (AVE) is greater than the correlation
with all other indicators [44,45]. Indicators AI6, AI4, and AI5 did not fit the first criterion of
discriminant validity and AIDEF and AIOC. The bootstrapping procedure to identify the
Variance Inflation Factor (VIF) of each construct was performed with 5000 samples and a
reliability of 95% with the help of SPSS software, as suggested by Hair and Ringle [44]. The
results are summarised in Table 5. Considering the significance of 5% for the two-tailed
test in bootstrapping, t-values below 1.96 are considered critical [44]. In this case, all values
were considered significant. The existing sensitivity to sample size can be validated by the
value of the factorial inflationary variance, which ensures the variance stability when it is
less than 5 [46].

Table 5. Validation Process through Bootstrapping of 5000.

AI ML

AI1 AI2 AI3 AI4 AI5 AI6 AI7 AI8 AI9 AIUSE AIDEF AIOC

17.28
(*)

16.13
(*)

12.69
(*)

23.76
(*)

8.54
(*)

20.04
(*)

9.55
(*)

17.65
(*)

22.29
(*)

7.98
(*)

2.17
(*)

2.46
(*)

(*) Sig of 0.05.

4.3. The Third Stage—Regression Model Results

The interpretation above is supported by the model below. In the regression model,
we may observe that AI and ML are essential technologies enhancing learning, primarily
through students’ skills, collaborative learning in HEI, improving the institution’s security
and efficiency, and providing a good research environment. Overall, the model is repre-
sentative (R2 is 0.648), meaning that AI brings many benefits in HEI. The variation of the
independent variable (AI2, AI3, and AI9) explains 67% of the variation of the dependent
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variable (AI1). The other percentages should be explained by other variables, such as AI4,
AI5, AI6, AI7, AI8, and other factors, such as teaching methodologies, macro-economic
evolutions (economical-social context).

The ANOVA test confirms the before-mentioned findings because F > F crit and Sig
F < 0.01. In addition, the ANOVA test assumptions are met: the dependent variable is
measured on a continuous scale; the independent variables are made of four different
categorical, independent groups; the observations are independent (which means that
there is no relationship between the observations of each group or between the groups
themselves); there are no extreme values; the variable is distributed generally in each group
of the independent variable; and there is a homogeneity of variants (Table 6).

Table 6. Regression Model.

Regression Statistics
Multiple R 0.81893
R Square 0.67064

Adjusted R Square 0.66066
Standard Error 0.63739
Observations 103

ANOVA df SS MS F Significance F

Regression 3 81.8965 27.299 67.2 9×10−24

Residual 99 40.22 0.4063
Total 102 122.117

Coefficients Standard Error t Stat p-value Lower 95% Upper 95%

Intercept 0.14444 0.2993 0.4826 0.63 −0.449 0.7
AI2 0.37258 0.09522 3.9127 2 × 10−4 0.1836 0.6
AI3 0.345 0.10418 3.3116 0.001 0.1383 0.6
AI9 0.28908 0.08588 3.3662 0.001 0.1187 0.5

The Multiple R coefficient is 0.818 has a high value. The p-value shows Prob
(F-statistic), representing the F-test marginal significance level. In the case of a p-value
less than 0.05 (significance level), H1, the alternative hypothesis, is accepted. The new
model results can be seen in Table 5. The p-value takes values smaller than 0.01 (less than
the sensitivity threshold of 0.05) for AI2, AI3, and AI9, with a very high probability of
guaranteeing results, meaning that the coefficients of this variable are very well estimated.
Overall, the model is reliable. (Table 5). The R2 coefficient of this model is 0.818 and
indicates that the variation of causal variables determines 82% of the AI1 variable variance,
and the model cannot explain 18% of this influence.

Following the statistical t-test, the resulting coefficient for the AI2 variable was 0.37,
with a low standard error (0.09), and with 95% likelihood, it will be found in the interval
(0.18; 0.6). The coefficient for the AI3 variable is 0.34 with a low standard error (0.1), and
with 95% likelihood, it will be found in the interval (0.14; 0.6). The coefficient for the
AI9 variable is 0.28 with a low standard error (0.08), and with 95% likelihood, it will be
found in the interval (0.12; 0.5). The coefficient for Intercept is 0.14 with a probability of
guaranteeing results (p-value) of 0.063 greater than 0.05, meaning that this coefficient is
not very well estimated. This coefficient will be found in the interval (−0.45; 0.7) with 95%
likelihood. Thus, the t-test for each variable generated validates the model and contributes
to the predictive power of the regression. The significance threshold of the variables should
be less or around 0.05 (Table 6). In conclusion, following the above results, we can state
that regression analyses confirmed our hypothesis.

The regression equation is

AI1 = 0.14 + 0.37 × AI2 + 0.34 × AI3 + 0.28 × AI9

5. Discussion and Further Recommendations

Assuming the hypothesis remains valid because the variables and the reliability of the
model were checked considering that AI and ML are technologies that improve the safety
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and efficiency of the institution and contribute to learning, this leads to the assumption
that the strong correlation between AI and ML can enhance customised learning (AI1). For
example, digital algorithms were evidenced to improve medical care [21,22]. Furthermore,
according to Shah [21], strategies can be created by integrating AI- and ML-based digital
methods and secure computing technologies.

Our analysis reveals a strong correlation between AI1 and AI2, AI3 and AI5, and AI6 and
AI8 and AI9. These correlations lead us to believe that AI and ML can enhance individualised
learning in a variety of ways: by developing students’ skills; providing a collaborative learning
environment within the HEI; potentially improving the institution’s security and efficiency;
and providing researchers with a peaceful, flexible, and accessible computing environment
that allows them to focus exclusively on research. Additionally, a strong correlation between
age and activity can be observed, indicating that young students are highly enthusiastic about
incorporating AI and machine learning into their learning activities.

The strong correlations pointed out that AI and ML can develop skills among students
(AI2) [20] as well as provide a collaborative learning environment in the HEI (AI3) [1]. In
other words, through skills development and collaborative learning [30], AI and ML can
enhance customised learning [2].

The strong correlations between a peaceful, flexible, and accessible computing envi-
ronment (AI8) and an accessible research environment (AI9) point to a research-friendly
environment. Furthermore, AI and ML can improve the institution’s security (AI5) and
efficiency (AI6). Besides that, considering the strong correlation between age and activity
is suggested, indicating that young students are very enthusiastic about using AI and ML
in their learning activity.

We can see from the regression model that AI and machine learning are critical
technologies for enhancing learning, primarily through students’ skills, collaborative
learning in HEIs, enhancing the security and efficiency of the institution, and providing
a conducive research environment. In general, the model is representative (R2 = 0.648),
indicating that AI has numerous benefits for HEI. The independent variables (AI2, AI3,
and AI9) account for 67% of the variation in the dependent variable (AI1). The remaining
percentages should be explained by additional variables, such as AI4, AI5, AI6, AI7,
and AI8, and other factors, such as teaching methodologies and macroeconomic changes
(economical-social context).

Improving the security and efficiency of the institution; providing a peaceful, flexible,
and accessible computing environment for research; and developing skills among students
and a collaborative learning environment in the HEI reinforce the importance of AI and
ML to enhance customised learning [8].

Students prefer to use new technologies in education due to the high level of in-
teractivity, the requirement for motivation and enthusiasm, and the opportunities for
experimentation and simulation, as demonstrated by research from Serbia, Romania, and
Hungary. Universities must embrace these technologies and develop new methods of
training and teaching to meet the expectations of millennials and the technological rev-
olution [47]. Research from Romania among students showed that students favour that
immersion of cutting edge technologies like virtual reality (VR) and augmented reality
(AR) in the process of presenting information and knowledge acquisition, and these can be
considered as a method to improve the quality of higher education [48].

6. Conclusions

College students today have an excellent opportunity to learn in an interactive and
personalised setting. AI, in particular, is capable of assisting with both of these issues.
AI, fed and learned from big data, can provide students with individualised learning
experiences. Simultaneously, professors can discover new ways different students learn
and advise them on tailoring their teaching methods to meet their needs.

Colleges, universities, and other educational institutions and EdTech companies can
benefit more from these technologies if they are willing to try new approaches and, as
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a result, gain a competitive advantage. If these institutions are eager to implement AI
methods, they will meet the increasing demand for adaptive and personalised education.
Adopting a data science approach centred on ML as a tool is an exciting new way to
promote AI and ML in higher education.

Many industries are experiencing revolutions and evolutions due to AI and ML, and
we are witnessing these changes first-hand. Unfortunately, this rule does not apply to
higher education. This ground-breaking study in the field offers valuable insights and
perspectives on higher education in the age of AI. The higher education system has suffered
greatly during these turbulent times. Colleges and universities have been grappling with
enrolment and funding issues due to the pandemic’s spread, which is still difficult to
combat in some parts of the world. However, many institutions, universities, and colleges
have always wanted to be innovative to ensure their survival and improve their students’
daily experiences.

Although AI is a relatively new and rapidly evolving technology, it can be found
in various, well-established fields of science, including computer science, psychology,
language science, philosophy, statistics, mathematics, and electrical engineering. AI is
becoming increasingly important, as financial and enrolment pressures in higher education
become more prevalent. This has necessitated the development of low-cost technologies
capable of providing students with personalised support and service. For example, chatbots
and other instant self-service technologies can enable higher education institutions to be
more innovative. Furthermore, using the most recent AI and ML methodologies enables
the development of new technological innovation equivalent to ten years of work in a
relatively short time. The use of AI is critical to providing a more consistent and accessible
customer experience. However, there are some constraints regarding its use in sectors such
as healthcare, where ethics play a crucial role, mainly due to the difficulty of preserving
human individuality before society or its black-box model.

Nevertheless, AI that is both accessible and affordable can provide much hope. AI is
currently occupying the “smaller” end of the AI spectrum. Nonetheless, if done correctly,
the impact and depth will grow over time. Regarding the lessons learned, a significant
contribution of this study lies in addressing the opportunities and challenges of AI and
ML implementation in HEIs in middle-income countries and lessons that can be applied
in this context.

Closing the research gap, as formulated after the literature review, is how to overcome
the challenges of AI and ML implementation in HEI. Good recommendations applicable to
low- and middle-income countries especially are insufficient in the available literature.

Every research, and this one is no exception, has limitations. This research’s limi-
tations are due to social desirability, generalizability, imprecise measures, and unasked
questions. Keeping in mind that this is an original research paper and not a review paper,
acknowledging the past related work in the reference list must be limited. Nevertheless,
recommendations for future research that builds on this study’s findings must be included.
Therefore, future research must be directed at proposing concrete AI and ML platforms
and projects for HEIs, especially in low- and middle-income countries, and promoting best
practices that, once accepted, could help HEIs most effectively overcome the challenges
they face.
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