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Abstract

In this article, we present RGB image encryption and decryption using random matrix affine ci-
pher (RMAC) associated with discrete Hartley transform (DHT) and random matrix shift cipher
(RMSC). The parameters in RMAC and RMSC phases act as two series of secret keys whose
arrangement is imperative in the proposed algorithm. The computer simulations with results and
examples are given to analyze the efficiency of the proposed approach. Further, security analysis
and comparison with the prior techniques successfully supports the robustness and validation of
the proposed technique.

Keywords: Discrete Hartley transform; Image encryption; Image decryption; Random matrix
affine cipher; Random matrix shift cipher

MSC 2010 No.: 94A60, 65T50, 68U10, 68P25
1213

Published by Digital Commons @PVAMU, 2020



Applications and Applied Mathematics: An International Journal (AAM), Vol. 15 [2020], Iss. 2, Art. 29
1214 U.H. Mir et al.

1. Introduction

The security of the digital image over transmission channels has been always a challenging prob-
lem because of various types of security attacks. Thus, the researchers are busy and trying to
propose the secure methods for encryption and decryption of image data. The prime goal of this
article is to construct efficient security algorithm for transmission of color images in an open
unsecured network channel. In this paper, we propose a multilayered encryption and decryption
method for color images based on random matrix affine cipher (RMAC) associated with discrete
Hartley transform (DHT) followed by random matrix shift cipher (RMSC). Although there are
several modes for transferring images all over the world provided by network and communica-
tion technologies, still their security is a challenge of the present era. In almost every field of
science and technology, images are frequently used and their protection for confidentiality, in-
tegrity, authenticity and non-repudiation is a concerning issue. Several approaches have been pro-
posed to encrypt and decrypt image data securely. The researchers in Chen and Zhao (2006);
Liu et al. (2013) have introduced image encryption by using Hartley transform. In Abuturab
(2012b); Abuturab (2013); Abuturab (2012a), the authors have presented image encryption over
gyrator transform domain combined with other ciphers. The authors in Hahn et al. (2006);
Hennelly and Sheridan (2003); Liu et al. (2011); Liu et al. (2007) have proposed image encryption
and decryption using fractional Fourier transform. The authors in Liu et al. (2013); Liu et al. (2001)
have set forth image encryption by optical transforms where as the authors in Antonini et al. (1992);
Chen and Zhao (2008) have given image coding using wavelet transform. In Mishra et al. (2017);
Ranjan et al. (2016), the authors presented the encryption techniques using Arnold map combined
with reality preserving two dimensional discrete fractional Fourier transform (RP2DFRFT) and
Hill cipher respectively. Color image encryption based on the affine transform in gyrator domain
is given by Chen et al. (2013). Also, Liu et al. (2010a) have proposed double encryption using
affine transform encoded into the gyrator domain. Recently, Sangavi and Thangavel (2019) have
proposed a novel image encryption using fractal geometry where confusion is achieved by Julia set
and Mandelbrot set, and the diffusion by XOR operation. However, vulnerability of images against
many attacks like chosen-plain text attack, chosen-cipher text attack, statistical attacks, etc. have
been revealed Peng et al. (2006b); Peng et al. (2006a), and even these attacks are also vulnerable
to text data, signals, etc.

The color image encryption using random matrix affine cipher (RMAC) associated with discrete
Hartley transform (DHT) and followed by random matrix shift cipher (RMSC) in the proposed
approach is immune to the various attacks. The proposed approach is suitable for efficient and
secure transmission of large size images assured by a large key space and correct arrangement of
RMAC and RMSC parameters (for instance, there are about 8.7 x 10?° ~ 1 sextillion possible keys
to decrypt an RGB image of size 512 x 512 x 3).

Affine Cipher is known to be an imperative encryption and decryption technique for text and image
data (Stallings (2006); Lone and Singh (2020)). The proposed RMAC is applied on even rows, even
columns, odd rows and odd columns for each R, G, and B channel. Similarly, RMSC is a special
case of RMAC. The procedure of our approach is divided into two stages, one applying RMAC
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before DHT and second applying RMSC after DHT. The DHT (Villasenor (1994)) is a real valued
transformation frequently used in image processing, data compression, signal processing, sound
analysis, etc.

To support the robustness of the proposed approach, security analysis and comparison with the
results in Ranjan et al. (2016); Mishra et al. (2017); Sangavi and Thangavel (2019); Lone and
Singh (2020) is provided.

The remaining part of article is divided into six sections. In Section 2, we explain the concepts
of RMAC, DHT and RMSC. In Section 3, we present the proposed method for image encryption
and decryption using RMAC associated with DHT followed by RMSC. The primary focus of this
section is on the keys formation used in proposed approach. In Section 4, in order to demonstrate
and verify the approach on an RGB image, computer simulation and experimental results are pro-
vided. Security analysis and robustness of the approach is discussed in Section 5. Section 6 gives
the comparison of proposed method with some existing methods. The conclusions drawn are given
in Section 7.

2. Random matrix affine cipher, discrete Hartley transform and random
matrix shift cipher

In the proposed approach, RMAC is applied on an RGB image of size n X m, on each of its
components red(R), green(G) and blue(B). The pixels of each component are given in matrix form
in which even numbered and odd numbered rows are shifted by parameters o and 3 and multiplied
by parameters p and 7, respectively, where

a # P suchthat o, f € Z,, — {0} and p, n € U(m).

Also, even numbered and odd numbered columns are shifted by parameters v and ¢ and multiplied
by parameters A\ and o, respectively, where

v # dsuchthaty, 6 € Z, — {0} and \, o € U(n),

with U(r) = {2 € N: z < r and ged(z,r) = 1} is an abelian group under multiplication modulo
7 called group of units such that |U(r)| = ¢(r), where ¢(r) represents Eulers-phi function (Gallian
(1999)).

The encryption formula for RMAC on an image matrix of size n X m is given as

Xeven row, k = ,UXeven row, j+a(mod m); (1)
Xodd row, | = nXodd row, j+B(mod m)» (2)
Xp , even column = )‘Xi-l—'y(mod n), even colummn (3)
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A

Xq , odd column = 0Xi+5(mod n), odd column (4)

and the decryption formula for RMAC known as inverse random matrix affine cipher(i(RMAC) on
an image matrix of size n X m is given as

A

Xeven row, j = M,Xeven row, k+m—a(mod m), )
Xodd row, j = n/Xodd row, l4+m—pB(mod m)» (6)

Xi , even column = )\/Xp+n7'y(mod n), even colummn (7)
Xi , odd column = O-/Xq+n—5(mod n), odd column (8)

such that up’ = 1(mod m), ny’ = 1(mod m), AN = 1(modn) and oo’ = 1(mod n), where
X and X are old and new positions of pixel values of an image matrix before and after applying
RMAC respectively. Clearly, the parameters of RMAC for each component matrix R, G and B act
as keys for cryptosystem. So, the possible number of RMAC parameters of an RGB image of size
n X m is given by

Pr = 3{[(6(m)A(9(n))? — 1](n — 1)*(m — 1)} ©)

In the proposed approach, the discrete Hartley transform (DHT) means two dimensional DHT
(Villasenor (1994)). Let f(x,y) forz =0,1,2,...,n—landy = 0, 1,2, ...,m — 1 denote a digital
image of size n x m. The discrete Hartley transform (DHT) of f(x,y) denoted by H(u,v) is a
function

H:Z,xZ,—R
given by
H(u,v) = Re {F(u,v)} + Im {F(u,v)}, (10)

where Re and I'm are the real and imaginary parts respectively of a discrete Fourier transform
F(u,v) given by

> flay)e D, (11)

foru=0,1,2,....n—1andv =0,1,2,...,m — 1(Gonzalez and Woods (2008)).

The inverse of discrete Hartley transform (iDHT) is its own inverse (Villasenor (1994)). At this
stage, the DHT will act as key for cryptosystem, and thus, the number of keys at this stage is given
by

P, = 1. (12)

The last phase of encryption is using random matrix shift cipher (RMSC) which is a special case
of RMAC obtained by taking ¢ = n = A\ = ¢ = 1 in Equations (1) - (4) that is ignoring the
multiplier parameters. However, we cannot use RMAC after DHT as done by Mishra and Sharma
(2016) because in our case output will contain non integer values and multiplier parameters would
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not work. Thus, we have specially proposed RMSC after DHT in our approach. The encryption
formula for RMSC on an image matrix of size n X m is given as

A

Yeven row, k = Yeven row, j+a’(mod m), (13)
}A/:)dd row, | = Yvodd row, j+pB’(mod m); (14)

}A/ZD , even column = Y;—l-'y’(mod n), even column; (15)
Yo, odd cotumn = Yis/(mod ), odd cotumns (16)

and the decryption formula for RMSC known as inverse random matrix shift cipher (iIRMSC) on
an image matrix of size n X m is given as

A

Yeven row, j = Yeven row, k+m—a’(mod m); (17)
Y:;dd row, j — }A/odd row, l4+m—p’'(mod m); (18)

Y; , even column = ffp—i—n—'y’(mod n), even column; (19)
Y , odd column = )A/q-l—n—é’(mod n), odd colummn (20)

such that

o # B suchthat o/, p' € Z,, — {0},
v # ¢ such that v/, &' € Z, — {0},

where Y and Y are old and new positions of pixel values of an image matrix before and after
applying RMSC, respectively. Clearly, the parameters of RMSC for each component matrix R,
G and B act as keys for cryptosystem. So, the possible number of RMSC parameters of an RGB
image of size n X m is given by

Ps=3{(n—1)*(m —1)*}. 1)
Hence, the key space of the proposed cryptosystem for an RGB image of size n x m is as follows:

K =P+ Py+Ps
= 3{{(6(m))*(¢(n))? = 1(n — 1)*(m — 1)’} + 1+ 3{(n — 1)*(m — 1)} (22)
= 3{(¢(m))*(¢(n))*(n — 1)*(m — 1)’} + 1.
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3. Proposed encryption and decryption procedure

In the proposed approach, the RMAC is combined with DHT followed by RMSC is applied on an
RGB image of size n x m x 3. The proposed approach is divided into two phases, in the first phase,
RMAC is applied before DHT to achieve required confusion and diffusion. After applying DHT,
RMSC is applied on the partially encoded image to further achieve the confusion property in the
system. In the first phase, parameters applied on an RGB image have a maximum of 3 x 8! choices,
and in second phase of RMSC after DHT, the parameters have a maximum of 3 x 4! choices.
Thus, in the proposed approach, the total parameter choices are 3 x (8! + 4!) and these choices
are called parameter arrangements. In the first stage before DHT, we apply RMAC parameters
a, B, v, 6, u, n, A and o on each channel of original image of size n x m x 3, after that
DHT is applied on intermediate images which provide real matrices as output. Henceforth, after
DHT, we finally apply RMSC with parameters o/, ', 7' and ¢’ on partially encoded images. The
encryption procedure of an RGB image is visualized in Figure 1. We will use same Greek letters for
inverses of parameters in decryption procedure as used in encryption in order to avoid ambiguity.
The decryption procedure of an encrypted image is visualized in Figure 2. Hence, in the proposed
approach, it is very tough and troublesome to recover the original RGB image even if a decoder has
correct keys but does not know the correct arrangement of parameters. The proposed encryption
algorithm for a single color channel (say Red channel) is given below and the same follows for
green and blue channels in the scheme. The decryption procedure is based on the same algorithm
with inverse parameters using Equations (5)-(8), iDHT using Equation (11), and Equations (17)-
(20).

Algorithm: Encryption procedure of the proposed approach on a single color channel.

> Input: P, ; (original image), keys {c, Bi, vi, 0;} € Zn, { 1, , A, 0} € U(n), 1< <2.
> Output: C; ; (cipher image).

(1) After, separation P ; into color planes R, G and B.

(2) Select the R channel of size n x m.

(3) Apply Equation (1) on even rows of R channel to shift the pixel position by parameter «; and
multiply the value of pixels by .

(4) Apply Equation (2) on odd rows of partially encrypted image to shift the position of pixels by /;
and change tha value of pixels by 7.

(5) Apply Equation (3) on even columns of the partially encrypted image to shift the position of
pixels by v; and multiply the value of pixels by .

(6) Apply Equation (4) on the odd columns of partially encrypted image to shift the pixels by §; and
change tha value of pixels by o.

(7) Apply DHT on the partially encoded image by using equation (11).

(8) Apply Equation (13) on even rows of the partialy encrypted image to shift the position of pixels
by Q9.

https://digitalcommons.pvamu.edu/aam/vol15/iss2/29
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(9) Apply Equation (14) on odd rows of the partialy encrypted image to shift the position of pixels

by Ss.

(10) Apply Equation (15) on even columns of the partialy encrypted image to shift the position of
pixels by 7.

(11) Apply Equation (16) on odd columns of the partialy encrypted image to shift the position of
pixels by ds.

(12) After completion of step (11) complete encrypted image of R channel is obtained.

(13) Repeat the above procedure for G and B channels with a different set of key parameters.

(14) Concatenate the color channels R, G and B to form the completely encrypted image C; ;.

Encoded
image

Figure 1. Encryption procedure for an RGB image

Encoded
image

Figure 2. Decryption procedure for an RGB image

4. Demonstration of the procedure

The proposed approach is applied on a lena.jpg RGB image of size 256 x 256 x 3 pixels as shown
in Figure 3(a). Figure 3(b) shows encrypted RGB image with the following RMAC and RMSC
parameters given in Table 1.

Figure 3(c) represents correctly decrypted RGB image with exact inverse parameters and their
correct arrangement as given in Table 2.

Published by Digital Commons @PVAMU, 2020
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Table 1. Parameters for the encrypted image in Figure 3(b)
| R | G [ B |

a=141 | a =131 a=38

B=171 | B=100 | B =240
¥y=209 | v=25 | v=100
0=243 | =217 | 6 =180
pnw=29 | p=143 | p=101
n=209 | n=13 n =19
A=247 | A=99 | A=241
c=103 | 0 =211 | 0 =201
o =43 | o/ =200 | o/ =245
B =18 | B =15 | B =190
v =180 | ' =171 | 4 =90
=241 ¢'=90 | & =10

Table 2. Parameters for correctly decrypted image in Figure 3(c)
. R | G | B |
o =213 | o/ =56 | o =11
B=178 | ' =241 | ' =66
=76 | v¥=85 |y =166
0'=15 | ¢’ =166 | &' =246
pw=2>53 | p=111 | p =109
n=49 | n=197 | n=27
A=199 | A=T75 | A=17
=387 c=091 | c=121
a=115 | a =125 | a =248
B=85 | B=156 | B =16
=47 | y=231 | v =156
0=13 | 6=39 | §=176

Figure 3(d) represents incorrect decrypted RGB image with approximate inverse shift parameters
in both RMAC and RMSC with correct multiplier parameters and arrangement as given in Table 3.
Figure 3(e) represents incorrect decrypted RGB image with approximate inverse RMAC multiplier

Table 3. Parameters for incorrectly decrypted image in Figure 3(d) with approximate inverse shift parameters
L R [ 6 | B |
o =214 | o/ =57 | o/ =12
B =178 | f=242| B/ =67
=TT 4 =86 |+ =167
0=16 | ¢ =167 | & =247
puw=>53 | p=111 | p=109
n=49 | n=197 | n=27
A=199 | A=75 A=17
=387 c=91 | c=121
a=116 | a =126 | a =249
B=86 | B=157 | B=17
vy=48 | v=1232 | v =157
d=14 | 6=40 | 6=T7

parameters and with the same values of rest of the parameters with correct arrangement as given
in Table 4.

https://digitalcommons.pvamu.edu/aam/vol15/iss2/29
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Table 4. Parameters for incorrectly decrypted image in Figure 3(e) with approximate inverse RMAC multiplier param-
eters

| R | 6 [ B |
o =213 o/ =56 | o =11
B =178 | /=241 | B =66
=76 | /=85 | v =166
§=15 | & =166 | & =246
pu=>54 | p=112 | p=110
n=50 | n=198 | n=28
A=200 | A=76 A=18
o =288 c=92 | 0 =122
a=115 | a=125 | a =248
=85 | =156 | =16
y=47 | v=231 | v =156
0=13 6=239 6=176

Figure 3(f) represents incorrect decrypted RGB image with exact inverse parameters but with their
incorrect arrangement as given in Table 5.

Table 5. Parameters for incorrectly decrypted image in Figure 3(f) with incorrect arrangement of parameters
| R | 6 [ B |
o =11 | o/ =56 | o/ =213
B =66 | f/ =241 | B =178
v¥'=166 | v =85 | /=76
0'=246 | ' =166 | & =15
p=109 | p=111 | p =253
n=27 | n=197 | n=49
A=17 A=T75 | A=199
c=121| o=91 o =287
a=248 | a =125 | a =115
B=16 | =156 | B=255
y=156 | v=231 | v=47
0 =176 §=239 6=13

The proposed approach is applied over JPEG RGB image of size 256 x 256 x 3 as shown in Figure
3(a) performed in MATLAB R2016b (9.1.0.441655). Using Equation (22), the maximum number
of possible keys for an RGB image with 256 x 256 x 3 pixels is given as:

I = 3{((256))*((256))*(256 — 1)?256 — 1)?} + 1 ~ 3.405 x 10'®.

Furthermore, the proposed approach is verified on a koala.jpg RGB image of size 192 x 256 x
3 pixels given in Figure 4(a). Thus, it is quite evident from these experimental results that the
proposed approach is applicable to any n X m X 3 size RGB image.
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Figure 3. Demonstration results: (a) original image of size 256 X 256 x 3 pixels; (b) encrypted image; (c) correctly decrypted
image; (d) incorrectly decrypted image with correct multiplier parameters but approximated shift parameters; (e) incorrectly
decrypted image with correct shift parameters but approximated multiplier parameters; (f) incorrectly decrypted image with
correct parameters but without knowing the correct arrangement of these parameters. (Readers are advised to refer to the
web version of this article for better color interpretation)

Figure 4. Demonstration results: (a) original image of size 192 x 256 X 3 pixels; (b) encrypted image; (c) correctly decrypted image

5. Security analysis
5.1. Key sensitivity analysis

The proposed approach is highly sensitive to the key parameters. Indeed, high key sensitivity is
needed in an efficient approach, so, if there is a slight change in the key parameters the original
image cannot be decrypted correctly. Figure 3(a), Figure 3(b) and Figure 3(c) represent the origi-
nal, the encrypted and correctly decrypted images respectively. Also, Figure 3(d) is an incorrectly
decrypted image with mere approximate change in shift parameters o, (3, v, 6, o/, 5/, 7' and ¢'.
The multiplier parameters p, 1, A and o being relatively prime to the order of image matrix are
more sensitive, as a slight approximate change to them produce an incorrect decrypted image as
shown in Figure 3(e). Last but not least, the arrangement of key parameters is most imperative as
a slight change in arrangement will produce incorrect decrypted image as shown in Figure 3(f).

https://digitalcommons.pvamu.edu/aam/vol15/iss2/29
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5.2. Mean square error

The mean square error (MSE) between the images of size n x m for each red(R), green(G) and
blue(B) components is calculated from the formula

1 n m
MSE = —7% > {|f(rdz, sAy) — g(rAz, sAy)[*}, (23)
r=1 s=1
where Az and Ay are the pixel sizes and f and ¢ are the image matrix of the original and re-
constructed color image respectively. The more the value of MSE for the encrypted images, the
more secure the system is against the attacks. Moreover, lower the value of MSE indicate much
resemblance towards the original image.

5.3. Peak signal to noise ratio

The Peak signal-to-noise ratio (PSNR) is used as a quality measurement between the images and
is computed for each component of RGB image by

2
PSNR = 101log,, (E?E)

(24)

where max; is the maximum possible pixel value of the image. The maximum of max; is 2F —
1, when samples are represented using Linear Pulse Code Modulation (LPCM) with 'k’ bits per
sample.

5.4. Correlation coefficient

The correlation co-efficient (C).) between the images is used to find the correlation among the
corresponding pixels of the images for each components (R, G, B) and can be computed by

Co(X,Y) = n Lo Ko = X) Vo = V) (25)
| VI 0 K = X[, 3, (Vam — X)?T

where X is the original image and Y is the reconstructed image, X and Y are the mean of the
original image and reconstructed image respectively. The range of correlation is —1 < C, < 1
such that C,, — +1 implies there is a strong positive relationship between the two images, C, —
—1 implies there is a strong negative relationship among them and C, =~ 0 implies there is no
relationship between the images.

The MSE, PSNR and C. between input image in Figure 3(a) and output images in Figures 3(b)-3(f)
for each red(R), green(G) and blue(B) components are given in Tables 6-10 below.
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Table 6. Analysis between Figure 3(a) and 3(b)

Color component MSE PSNR C,
R 2.7125 x 10" 3.7971 —0.0014
G 9.4964 x 10® 8.3552  1.7514 x 10~*
B 8.9129 x 10®* 8.6306 —5.0679 x 107°

Table 7. Analysis between Figure 3(a) and 3(c)
Color component MSE PSNR (),

R 0 00 1
G 0 00 1
B 0 %) 1

Table 8. Analysis between Figure 3(a) and 3(d)

Color component MSE PSNR C.
R 2.2829 x 10*  4.5460 —0.0093
G 1.0693 x 10* 7.8397 0.0024
B 9.7951 x 10® 8.2207 —3.0162 x 1074

Table 9. Analysis between Figure 3(a) and 3(e)

Color component MSE PSNR C,
R 1.7085 x 10*  5.8046  0.0034
G 8.4341 x 10% 8.8704  0.0037
B 7.1217 x 10®  9.6049 —0.0032

Table 10. Analysis between Figure 3(a) and 3(f)

Color component MSE PSNR C,
R 22717 x 10*  4.5674 —0.0013
G 1.0907 x 10* 7.7538  0.0053
B 9.8039 x 10® 8.2168  0.0060

The high MSE, low PSNR and low C, values indicates that original color image is completely
changed and no information can be obtained about original color image from output image. The
MSE, PSNR and C'. of completely encrypted image Figure 3(b) for red(R), green(G) and blue(B)
are given in Table 6 implying the high efficiency and robustness of the proposed approach. Table 7
represents MSE, PSNR and ), of correctly decrypted image in Figure 3(c) for color components
with correct keys and correct arrangement of RMAC parameters. The zero MSE value, infinite
PSNR and C). = 1 for each red(R), green(G) and blue(B) channels indicate that original color image
has been reconstructed completely without loss of any information of color components of RGB
image data. In Tables 8-10, the statistical analysis is provided about MSE, PSNR and C,. values
for each red(R), green(G) and blue(B) channels of Figures 3(d)-3(f) respectively. The high MSE,
low PSNR and low C). values indicate that no information about original image can be obtained
even if the attacker knows all the correct keys, but is unaware about correct arrangement of them.
Thus, the statistical analysis of the proposed method for a color image supports the efficiency and
robustness. Further, it shows that the security of the system depends not only on the keys but also
on the correct arrangement of shift and multiplier parameters.
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5.5. Entropy

The entropy is the measure of randomness of an image data. For the secure image encryption, the
cipher images should be highly randomized. The good cipher images have an entropy value close
to theoretical value of 8. The entropy is denoted by H and calculated from the equation

21
1

H(m)= ) p(mi)log——,

2

where m; is the gray value and p(m;) is the probability of occurrence of m; expressed in bits.

The Table 11 below shows the entropy value of the plain image and the corresponding cipher

image. The entropy values of the cipher image are close to the ideal value which indicates that the
proposed method can generate good random encrypted images.

(26)

Table 11. Entropy analysis of the scheme

Metrics Color plane Plain image Cipher image

R 7.3033 7.9972
Lena G 7.6125 7.9973
B 7.0862 7.9972

5.6. NPCR

The NPCR (Number of Pixels Change Rate) is a well known accepted parameter used to test the
resistance of image encryption technique against the differential attacks. The high value of NPCR is
considered as a high resistance toward the differential attacks. When a small change in the orginal
image causes a big effect in its cipher image, so that the hacker cannot extract the information
between the images then the NPCR value is approximate to theoretical value 100%. The following
equation is used to calculate the value of NPCR,

1, if Cy(i,5) # Cy(i, §),

0, elsewhere, 27

1
N(Cy,Cy) = — D(z,7) x 100%; D(i,7) =
(€009 = 1 S D(6) % 10%: D) {
where (' and C5 are the cipher images before and after one pixel change in the plain image. Table
12 below shows the statistical values of the NPCR.

Table 12. NPCR analysis of the scheme
Metrics Color plane NPCR(%)

R 99.4043
Lena G 99.5468
B 98.5443

5.7. Histogram analysis

The histogram of a digital image is a discrete function h(ry) = ng, where 7y, is the k' intesity
value and ny, is the number of pixels in the image with intensity 7, (Gonzalez and Woods (2008)).
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So, a histogram of a color image is defined as the graphical representation of the pixel intensity
distribution at each intensity level.

The histogram of the original color image (Figure 3(a)) is given in Figure 5(a) and the histogram of
the encrypted image (Figure 3(b)) is given in Figure 5(b). The histograms in Figure 5(a) and Figure
5(b) are totally different without any resemblance, so, the attacker cannot get any information
from the encrypted image in order to reconstruct original image. Figure 5(c) is the histogram of
the Figure 3(c) which is correctly decrypted image with correct keys and correct arrangement of
parameters and is same as Figure 5(a) showing that the image data of correctly decrypted image
is same as original image without loss of any information in RGB components. Similarly, the
Figures 5(d)-5(f) are histograms of the Figures 3(d)-3(f) respectively. Clearly, these histograms
show tremendous variation and no resemblance compared to Figure 5(a) because of an approximate
change in key parameters and their arrangements. Therefore, the histogram analysis proves the high
sensitiveness of the proposed approach and high security level of the encrypted data and hence the
proposed technique is robust, fortified and appropriate.

(@

BTN |
, L

100 150 200

Figure 5. Histogram Analysis: (a) histogram of Figure 3(a); (b) histogram of Figure 3(b); (c) histogram of Figure 3(c); (d) histogram
of Figure 3(d); (e) histogram of Figure 3(e); (f) histogram of Figure 3(f)
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5.8. Pixel intensity distribution analysis of the images at horizontal, vertical and
diagonal pixels

The pixel intensity distributions (PID) of two neighboring pixels at horizontal, vertical and diagonal
directions of the original image in Figure 3(a) and the encrypted image in Figure 3(b) are shown
in Figure 6 and Figure 7 respectively. The PID of the encrypted image in Figure 7 is accumilated
on left-down corner in the domain, which is totally different from the PID of the original image
in Figure 6. The PID of encrypted image indicates that no information can be retrieved regarding
original image. So, the encrypted image is secure against crypto attacks. Also, the PID of the two
neighboring pixels of the correctly decrypted image in Figure 3(c) is shown in Figure 8, which is
exactly same as the PID of the original image in Figure 6 indicating that the original image can
be completely reconstructed from the encrypted image without loss of any information by taking
correct keys and correct arrangement.

@) horizontal (b vertical c) diagonal

Y

Figure 6. Pixel intensity distribution at diagonal, vertical and horizontal pixels of the original image Figure 3(a)

(@) horizontal (o) vertical () diagonal
250 250

0 U £l

Figure 7. Pixel intensity distribution at diagonal, vertical and horizontal pixels of the encrypted image Figure 3(b)

g) horizontal (0 vertical () diagonal

Figure 8. Pixel intensity distribution at diagonal, vertical and horizontal pixels of the decrypted image Figure 3(c)

6. Comparison of proposed approach with some existing methods

The proposed approach is compared with a number of existing techniques available in the literature
(Sangavi and Thangavel (2019); Mishra et al. (2017); Ranjan et al. (2016); Lone and Singh (2020)).
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The comparison has been done with reference to MSE, PSNR, correlation, entropy and NPCR by
taking average values of the components in Table 13. From Table 13, one can conclude that the
proposed technique is efficient, robust and can resist various cryptanalytic attacks as compared to
the conventional methods.

Table 13. Comparison of the scheme with the existing methods

Metrics MSE PSNR  Entropy correlation NPCR
Ref. (Sangavi and Thangavel (2019)) 7927.52 8.6000 7.9970  -0.00365 NA
Ref. (Mishra et al. (2017)) 9950.76  8.1490  7.4739  0.00043 NA
Ref. (Ranjan et al. (2016)) 5919.33 10.4199 NA -0.0140 NA
Ref. (Lone and Singh (2020)) 9425.16 83970  7.9974 -0.0001  99.6220
Proposed 15177.6  6.9276  7.9972  -0.00043  99.1651

7. Conclusion

The proposed approach is a multilayer security scheme for color image data based on random ma-
trix affne cipher (RMAC) associated with discrete Hartley transform (DHT) and random matrix
shift cipher (RMSC). This approach is applicable to any size of RGB image. The shift and multi-
plier parameters in RMAC and the shift parameters in RMSC act as key parameters in the proposed
cryptosystem, and their arrangement is fundamental in the algorithm. The encrypted RGB image
has a real nature because of Hartley transform, which can reduce the storage space and time com-
plexity in practical applications. Also, the computer simulations demonstrate the validity, security,
robustness and efficiency of the proposed technique.
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