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Abstract

Circulant matrices over finite fields are widely used in cryptographic hash functions, Lattice
based cryptographic functions and Advanced Encryption Standard (AES). Maximum distance
separable codes over finite field GF(2) have vital a role for error control in both digital
communication and storage systems whereas maximum distance separable matrices over finite
field GF(2) are used in block ciphers due to their properties of diffusion. Rhotrices are

represented in the form of coupled matrices. In the present paper, we discuss the circulant- like
rhotrices and then construct the maximum distance separable rhotrices over finite fields.

Keywords: Circulant rhotrix; Vandermonde matrices; Finite field; Maximum distance
separable rhotrices

MSC 2010 No.: 15A09, 20H30, 11T71

1. Introduction

Ajibade (2003) introduced the concept of rhotrix as a mathematical object which is, in some
way, between 2x2-dimensional and 3x3-dimensional matrices. He introduced a 3x3-
dimensional rhotrix defined as

506

Published by Digital Commons @PVAMU, 2017


mailto:plsharma1964@gmail.com
http://pvamu.edu/aam

Applications and Applied Mathematics: An International Journal (AAM), Vol. 12 [2017], Iss. 1, Art. 33
AAM: Intern. J., Vol 12, Issue 1 (June 2017) 507

f
Q3: h J )
k

where a,b,c,d,e are real numbers and h(R,) =c is called the heart of rhotrix R;. He defined

the operations of addition and scalar multiplication, respectively for a rhotix of size three as
given below;

Let

be another 3-dimensional rhotrix, then

a f a+ f
Ry, +Q;=(b h(R;) d)+({g h(Q;) Jj)=(b+g h(R,)+h(Q;) d+7j)
e k e+k

and for any real number «,

a aa
aR,=alb h(R,) d)=(ab ah(R,) ad)
e ae

In the literature of rhotrices, there are two types of multiplication of rhotrices namely heart
oriented multiplication and row-column multiplication. In the present paper, we use the row-
column multiplication. Ajibade discussed the heart oriented multiplication of 3-dimensional
rhotrices as given below:

ah(Q;)+ f(R,)
RyoQ={ bh(Q,)+gn(R;)  h(R)N(Q;)  dh(Q)+jh(R,) ).
eh(Q;)+kh(R,)

Further, it is algorithmatized for computing machines by Mohammed et al. (2011) and also
generalized the heart oriented multiplication of 3-dimensional rhotrices to an n-dimensional
rhotrices in (2011). The row —column multiplication of 3-dimensional rhotrices is defined by
Sani (2004) as follows:

af +dg
R,0Q, =( bf +eg ch aj+dk ).
bj + ek
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Sani (2007) also discussed the row-column multiplication of high dimension rhotrices as follows:
Consider an n -dimensional rhotrix

att—2 Ct—lt—Z at—lt—l Ct—2t—l at—Zt
att -1 Ct—lt -1 at—lt
att

where t = (n+1)/2and denote it as P, =<aij,c,k> with i, j=12,...t and I,k =1,2,...,t —1. Then
the multiplication of two rhotrices P, and Q, is defined as follows:

t

5, 3 0 ).

P,oQ, = <a-i1j1 1 Ci, >O<bi2j2 ) dlzkz > = <
ip j1=1 Ik, =1

Rhotrices and construction of finite fields were discussed by Tudunkaya et al. (2010). The
investigations of rhotrices over matrix theory and polynomials ring theory were given by Aminu
(2009, 2012). The extended heart oriented method for rhotrix multiplication was given by
Mohammed (2011). Algebra and analysis of rhotrices is discussed in the literature by Ajibade
(2003), Sani (2004, 2007), Tudunkaya and Makanjuola (2010), Absalom et al. (2011), Sharma
and Kanwar (2012, 2013), Sharma and Kumar (2013, 2014a, 2014b) and Sharma et al. (2013a,
2013b, 2014). Sharma et al. (2015) introduced circulant rhotrices in the literature of rhotrices.

Circulant matrices are widely used in different areas of cryptography such as cryptographic hash
function WHIRLPOOL, Lattice based cryptography and at the diffusion layer in Advanced
Encryption Standard (AES) as discussed by Menezes et al. (1996).

Maximum distance separable (MDS) matrices have diffusion properties that are used in block
ciphers and cryptographic hash functions. There are several methods to construct MDS matrices.
Sajadieh et al. (2012) and Lacan and Fimes (2004) used Vandermonde matrices for the
construction of MDS matrices. Sajadieh et al. (2012) proposed the construction of involutry
MDS matrices from Vandermonde matrices. Circulant matrices are also used for the construction
of MDS matrices. Gupta and Ray (2013, 2014) used companion matrices and circulant-like
matrices, respectively for the construction of MDS matrices. Junod et al. (2004) constructed new
class of MDS matrices whose submatrices were circulant matrices. Circulant matrices are used to
improve the efficiency of Lattice-based cryptographic functions.
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Definition 1.1.

The d xd matrix of the form

a, 1 & Ay
Qg A & Ay,
L a, a, a; -+ g |

is called a circulant matrix and is denoted by cir (a,,a,,...,a,, ).

Definition 1.2.

A circulant rhotrix C, is defined as

ay

a; by a

., by, a3, b
a; by

C, = a, b by, aq :
a, b, bz @y
a4,

b,
a,

where a;,b; (i =012, ..d;j=012, ..,d —1) are real numbers, n is an odd positive integers
and it is denoted by cir ((a,,...,a, ), (0, ,-...b, , ). Two coupled circulant matrices of C, are

i aO al a‘d ] B T
a a a bO bl d-1
d 0 d-1
4 2 a bas by by-2
U=| 9t ™ a-2 and V=
b, b b
i al a2 aO | L ™1 2 0 |
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Definition 1.3.

Let F be a finite field, and p, q be two integers. Let x — M x x be a mapping from F” to F¢
defined by the gx p matrix M. We say that it is an MDS matrix if the set of all pairs
(x,M x x) is an MDS code, that is a linear code of dimension p, length p+q and minimum
distance q +1. In other form we can say that a square matrix A is an MDS matrix if and only if

every square sub-matrices of A are non-singular. This implies that all the entries of an MDS
matrix must be nonzero.

Definition 1.4.

An mx n rhotrix over a finite field K is an MDS rhotrix if it is the linear transformation
f(x)= Ax from K" to K™ such that that no two different m + n- tuples of the form (x, f(x))

coincide. The necessary and sufficient condition of a rhotrix to be an MDSR s that all its sub-
rhotrices are non-singular.

The construction of the MDS rhotrices is discussed by Sharma and Kumar in (2013). The
following Lemma 1.5 is also discussed in (2013).

Lemma 1.5.

Any rhotrix R, over GF(2™) with all non-zero entries is an MDS rhotrix iff its coupled matrices
M, =4x4 and M, =3x3 are non-singular and all their entries are non-zero.

Now, we discuss two different types of circulant-like rhotrices. We also construct the maximum
distance separable rhotrices by using the circulant- like rhotrices.

2. MDS Rhotrices from Type-I Circulant-Like Rhotrices

Circulant-like matrices are used in block ciphers and hash functions. Rhotrices are represented
by the coupled matrices and hence the circulant rhotrices. Therefore, circulant- like rhotrices can
play an important role in the designing of block ciphers and hash functions. We discuss here
Type-I circulant- like rhotrices and then construct maximum distance separable rhotrices.

The d x d matrix

Published by Digital Commons @PVAMU, 2017
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is called Type-I circulant- like matrix, where A=cir(a,,a,,...,a,,), B=(b,..,b), a,’s and a
d—1 times

are any non-zero elements of the underlying field. This matrix is denoted as Type-I
(a,b,cir (a,,a,,....a,_,)).

Definition 2.1.
Type-I circulant-like rhotrix:

The Type-I circulant rhotrix R,, is defined as

a
b b,
b b, a b b
Ay 0
- T :
R=( bb . . . . . . . b, b ) 2.1)
a‘l bZ bd2 ad—l
ad2
0
a0

where a,b,a,,b, (i=0,12,..,d-1;j=0,1,2,..,d -1) are real numbers, n is an odd positive

integer and is denoted by [(a, b, cir(ay, ..., ag_1)), cir(by, ..., ba—_1)]. Conversion of a rhotrix to
a coupled matrix is discussed by Sani (2008) and had shown that the rhotrix R,, consists of two
coupled matrices

(a b - -~ D

b 8 & v 84y
A=b a,, a, 84

b a a, |

and
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bo b1 bd—l
bdl bo bd—z

b b, - b
which are denoted as A= (a,b,cir (a,,...,a, ,)) and B =cir (b,,...,b, , )
Theorem 2.2.

Let R, be Type-l circulant-like rhotrix and A:(a,a2 +1,cir(1,a+1,a‘1)) and
B=cir(a,1+ a,az) be defined over GF(2), where a is the root of irreducible polynomial
p(X)=x® +x" +x°+x* +1 in the extension field of GF(2%). Then, A® and B® form MDS
rhotrix RS of order 7.

Proof:
For given A=(a,a’ +Lcir(La+La™)), we have
a+a’+a’ at+a’+a?+l ab+a’+a?+l at+a’+a?+l
X a®+a’+a’41 a’+a’+a+a® a*+a’+a+arl a’+a’+aC+atl 2.2)
a®+a’+a?41 a’+a’+al+a+rl a’+a’+a+a’ a*+altavadl|
a+a’+a?tl a’+al+a+atl a’+a*t+al+atl a’+a*+a+a’

Since, a is the root of x®+x"+x*+x*+1, therefore

a®+a’+a’+a*+1=0,

that is,
a(a’ +a°+a‘+a°)=1,

it gives,

a'=a’+a’+a’+a’,

a’=a’+a’+a’+a’
and

a’=a’+a*+a’+a

Therefore,

AM]=a+a’+a'=a’'+a’+a°+a*+a’+a=0;

A’[][2] = A°[A[3B] = A’[l][4]=a’ +a* +a* +1=a’ +a° +1=0;
A’[2][ = A°BI[) = A’[4][l]=a’ +a* +a* +1=a’+a’ =1#0;
A’[2][2] = A°[3][3] = A’[4][4]=a° +a’ +a®+a* =a’ +a° +a = 0;
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A’[2][3] = A°[3][4] = A’[4][2]=a° +a* +a+a " +1=a’ +a‘* +a’* +a+1=0;
A’[2][4] = A°’[3][2] = A°[4][3]=a° +a* +a* +a+1=a’+a’+a+1=0.

Clearly A® is MDS matrix. Now, for

a 1l+a a
B=| a’ a l+al,
l1+a a? a
we have,
a’+a’+atl a‘+a‘+a® a‘*+a‘+a
B°=| a’+a’+a a’+a’+a#l a’+a*+a’ | (2.3)
a’+a‘+a® a’+a*+a a®+a’+atl
Therefore,

B [1][1] =B°*[2][2] = B®[3][3] =a°® +a® +a+1=0;
B*[1][2] = B°[2][3] = B*[3][] = a° +a* +a° % O;
B*[1][3] = B*[3][2] = B’[2][1]] = a° +a°® +a = 0.

Clearly B® is MDS matrix. The rhotrix of the coupled matrices A® and B®is

A1
A2 BIM A[2]
Al B2l A’[2][2] B[[2] A’[L][3]
Ry ={ A4 B’BIIU A'BI[2] B°[2[2] A’[2][8] B°[I[3] A[U[4] ). (24)
A’[4][2] B*[3][2]1 A’[3][3] B[2][3] A°[2][4]
A’[41[3] B°[3I[8] A°[31[4]
A[4]14]

that is,

https://digitalcommons.pvamu.edu/aam/vol12/iss1/33
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a’+a*+a°+a*+a*+a

a®+a’+1 a®+a’+a+1
a’+a’+1 a’°+a’+a a’+a’+a
RP=( a’+a’+1 a’+a*+a’ a®+a*+a+1 a®+a’?+a+l
a’+a'+a’+a+1 a°+a‘+a a‘+a’+a
a®+a’+a+1 a®+a’+a+1
a‘+a’+a
a®+a’+1
a®+a'+a’ a®+a*+1

a’+a*+a’+a+1 a*+a*+a a*+a*+1
a*+a*+a’ ab+a*+a+1
a’+a*+a’+a+1l

Therefore, from Lemma 1.5, it is clear that RS is maximum distance separable rhotrix (MVDSR).
On the similar arguments we can prove the following theorems.

Theorem 2.3.

Let R, be Type-I circulant-like rhotrix. A=(a,a™* cir(La®+1La?2))and B=cir(a,a?,a™) be
defined over GF(2), where a is the root of irreducible polynomial p(x)=x®+x" +x° +x* +1
in the extension field of GF(ZB). Then, A® and B® form MDS rhotrix R? of order 7.

Theorem 2.4.

Let R, be Type-l circulant-like rhotrix. A= (a‘l,az,cir(l, a™ +1,a+1)) and
B :cir(a,a‘l +1, a‘l) be defined over GF(2), where a is the root of irreducible polynomial
p(X)=x® +x" +x° +x* +1 in the extension field of GF(2). Then, A> and B* form MDS
rhotrix R> of order 7.

Theorem 2.5.

Let R, be Type-I circulant-like rhotrix. A:(a+L a‘l,cir(], a,a’ +1)) and B :cir(a,l,a+a‘1)
be defined over GF(2), where a is the root of irreducible polynomial
p(X)=x® +x" +x°+x*+1 in the extension field of GF(2°). Then, A’and B® form MDS
rhotrix RS of order 7.
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3. MDS Rhotrices from Type-I1 Circulant-Like Rhotrices

Circulant- like matrices of Type-ll are useful in block ciphers and also used to construct
maximum distance separable matrices for diffusion layers in Adnanced Encryption Standard
(AES). Therefore, we introduce circulant-like rhotrices and then use them to construct the
maximum distance separable rhotrices.
S s
S°+S S

is called Type-1l circulant- like matrix, where S =cir(a,,...,a, ). This matrix is denoted as
Type 1l (cir (a,,..., 8, ,)).

The 2d x2d matrix

Definition 3.1.

Type-11 circulant-like rhotrix:

Two coupled matrices

I a |
A = f B = T
PP+P P 1" P
form Type-11 circulant rhotrix, where P is even ordered circulant matrix cir (ay,...,a,) and
a,a,,...,a,_, are real numbers. It is denoted by Type-11[cir ((ay,...,a,,)).(a,Lcir (a,,...,a,,))].

Example.

Let P=cir(1b), then

b -1y
b>-1 b*-1

s :[ 32 +1  bib? +3)}

b(b? +3) 3b>+1

and

https://digitalcommons.pvamu.edu/aam/vol12/iss1/33
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. - [32+2 blo®+4)
g +P_[b(b2+4) 3b2+2}'

Thus, the coupled matrices are

-1 b
1 b —
bzb—l b? -1
-1
A b?-1 b?-1
’+2 bp>+4) 1 b
b(b®+4) 3b2+2 b 1|
and
all
B=|1 1 b
1 b

Therefore, Type-I11 circulant-like rhotrix is

b a b
P +2 1 1 1 ;1
h2-1
b b
R.=( blb*+4 1 blb*H4) 1 1
7 ( ) ( ) b2_1 b2_1
2 b 1 b _21
b2
b b

Theorem 3.2.

Let R, be a Type-II [cir((l,a'l)),(a,Lcir(1,a‘1))] rhotrix defined over GF(Z), where a is the
root of irreducible polynomial p(x)=x®+x" +x°+x* +1 in the extension field of GF(28).
Then R? is an MDS rhotrix of order 7.

Proof:

Let

Published by Digital Commons @PVAMU, 2017
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and P=cir(1,a‘1). Therefore, we have

) .2 T
1 a*
a’-1 a22—1
—a a
A=lat 1 =A%, 3.1
a’-1 a’*-1 (3.1)
-2 -3 1 at
a® a? a’ 1|

Here, a is the root of p(x)=x® +x” +x® +x* +1. Therefore,

at=a"+a’+a*+a’,

a?=a’*+a’*+a®*+a’
and

a*=a’+a*+a’+a.

This gives,

AP[[] = A%[2][2] = A°[3][3] = A°[4][4] =1 O;

AY[2] = AY[20[1 = AY[3][4] = A[4][B]=at=a’ +a° +a* +a° % 0;
a2

a®—
a

a® -

A’BI[]=A%4][2]=a? =a’+a° +a’ +a” #0;

A’[Bl[2]=A%[4][l]=a> =a° +a* +a° +a=0.

A’[[3] = A°[2][4] =

1:a2 (a°+a®+a*)=a’+a®+a* +10;

A’[1][4]1= A°[2][3] =

1:a(a6+a5+a“):a7+a6+a5 #0;

Clearly, A® is MDS matrix. Now,

Therefore,

a3

a+a’+a?’ a+a’+a’
B®=|a+a’+a? a+l+a? a+a'‘+a’| (3.2)

a+a’+a? a+a‘+a® a+l+a’

The matrix (3.2) gives,

https://digitalcommons.pvamu.edu/aam/vol12/iss1/33
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B[1][]=a® #0;

B[M[2]1=B°’[M][3] =B’[2][1]=B’[3|[]] =a* +a+a*=a’ +a° +a’ +a=0;
B%[2][2]1=B’[3][3]=a?+a+1=a’+a° +a’*+a’+a+1=0;
B[2][3]=B°[3][2]=a ' +a®+1=a’' +a° +a’ +a*+a® =0.

Clearly B® is MDS matrix. Using (3.1) and (3.2), we obtain MDS rhotrix R?

1
a’+a®+a*+a’ a’
a®+a°+a’*+a’ a®+a’+a‘+a 1
RP=( a’+a°+a’'+a’+a a°+a’+a’+a a’+a‘*+a’+a a®+a’+a’+a’+a+1
a®+a°+a*+a’ a’'+a’+a’+a’+a’ 1
3

a’+a®+a*+a a+a*+a*+a’+a+1l

1

a’+a’+a*+a’
a®+a°+a’*+a a®+a’+a’+1
a’'+a’+a’ a®+a°+a*+a a’'+a’+a’
a’+a’+a’+a*+a®* at+a’+a'+1
a’+a’+a*+a’

In the similar ways we can prove the following theorems.
Theorem 3.3.

Let R, be a Type-II [cir((a,az)),(a,l, cir(L a‘l) circulant rhotrix defined over GF(2), where a
is the root of irreducible polynomial p(x)=x®+x" +x° +x* +1 in the extension field of GF
(2°). Then, R} is an MDS rhotrix of order 7.

Theorem 3.4.

Let R, be a Type-Il [cir(La+a™)),(aLcir(La™)] circulant rhotrix defined over GF(2)
where a is the root of irreducible polynomial p(x)=x®+x” +x® + x* +1 in the extension field
of GF(ZB). Then, R} is an MDS rhotrix of 7.
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Theorem 3.5.

Let R, be a Type-1l [cir (a+11)),(a,1cir (La™)]] circulant rhotrix defined over GF (2), where
a is the root of irreducible polynomial p(x)=x®+x” +x® + x* +1 in the extension field of GF
(28). Then, RS is an MDS rhotrix of order 7.

4. Conclusion

Two different forms of circulant-like rhotrices are introduced which are further used to construct
the MDS rhotrices with the elements a,a+1a®,a™ where a is the root of constructing

irreducible polynomial p(x)=x®+x” + x® + x* +1in the extension field of GF(28)
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