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Internal Control

Evaluation

The State of the Art

By Charles D. Bailey

So much has been written recently
about internal control evaluation that
auditors may wonder whether they are
current. CPA firms have issued
voluminous guides, Statement on
Auditing Standards No. 30 has been
issued, and articles have appeared in
most accounting journals expounding
specific evaluative approaches.

Internal control evaluation has been,
at least until recently, a highly subjec-
tive operation. In a process best
described as “‘expert judgment,”’ the
auditor combines numerous bits of
uncertain (probabilistic) information to
arrive at an overall subjective evalua-
tion of the strength of the internal con-
trols in a particular system. The
process is comparable to a physician’s
diagnosis of, say, the probability that
a stomach ulcer is malignant based
upon the relevant symptoms.

For about two decades, methods
have been suggested to increase the
objectivity of this judgment process.
The account provisions of the Foreign
Corrupt Practices Act of 1977 have, of
course, accelerated the trend. In view
of recent developments, is the tradi-
tional “‘internal control questionnaire”
still considered appropriate by most
auditors? Have any breakthroughs
been achieved? Is a truly objective ap-

proach possible and, if so, why has it
not been widely implemented? Some
tentative answers to these questions
are offered below.

The Profession’s Acceptance
of Traditional Methods

Data from an October 1980 random
sample of CPAs sheds some light
upon the acceptability of the traditional
internal control questionnaire. The
CPAs involved were members of the
AICPA and were auditors practicing
with the twenty-five firms having the
largest numbers of AICPA members.
Their auditing experience ranged from
two years to thirty-five years, with a
mean of 11.4 years. The percentage
of partners and principals among those
who responded was 33 percent. Thus
the sample seems to be representative
of the auditing personnel of the major
firms.

The main purpose of the research
was to study auditors’ judgment pat-
terns by having them evaluate the in-
ternal controls in hypothetical cases.
The cases first presented appropriate
background information about a com-
pany’s management and internal con-
trol environment. Then the internal
controls in the cash receipts depart-
ment were described by a pre-an-

swered internal control questionnaire,
which was adapted from a thirty-one-
year-old AIA publication' and from
various current auditing textbooks and
CPA firm questionnaires. The auditors
were asked to evaluate, on a five-paint
scale, the strength of the internal ac-
counting controls over cash receipts.

There were some misgivings about
the use of a traditional internal control
questionnaire, in view of the recent ef-
forts by many firms to upgrade their
methodology. However, similar inter-
nal control questionnaires had been
used in other recent and similar
experiments.

Surprisingly, the auditors over-
whelmingly accepted the internal con-
trol questionnaire approach as valid.
Of 141 auditors surveyed, 117 (83 per-
cent) responded. When asked for their
criticisms, only four of them, represen-
ting three different *‘Big-Eight” firms,
criticized the use of a traditional ques-
tionnaire approach to internal control
evaluation. They offered this type of
comment:

One cannot realistically evaluate internal

controls through a checklist approach.

One must review the transaction flow

and determine key control techniques to

accomplish the control objectives.

(Auditor with seven years experience.

Another auditor with the same years of

experience, and located at another

office of the same firm, voiced a very
similar criticism.)

This is the old approach of pro-

cedures orientation. The new approach

which focuses on objectives of controls
would be much better. (Partner with
nine and one-half years experience.)
An auditor with another firm re-
fused to evaluate the case because of
the questionnaire design but sent his
firm’s literature. However, seven other
auditors from his firm, including three
partners, responded without similar
objections.

Thus out of an experienced group of
117 auditors, only four protested the
use of a traditional questionnaire ap-
proach to internal control evaluation.
These results indicate that the method
is still widely accepted.

The Perplexing Task of
Internal Control Evaluation
The design and evaluation of
systems of internal accounting con-
trols, as now performed, appears to be
more an art than a science. The best
internal control systems offer only sub-
jective reassurance that the risk of er-
rors and irregularities has been
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unicipal Governments:;

satisfactorily reduced. Mautz and
Sharaf offered these observations
twenty years ago:
Thus each audit poses an individual
situation. From the infinite variety of
possible internal control procedures,
which ones are employed and how well
are they functioning?2
It must be recognized that the evalua-
tion of internal control is at best a difficult
and subjective  weighing  of
imponderables.?

When Statement on Auditing Stan-
dards No. 20 was issued in 1977,
requiring auditors to report to man-
agement any material weakness in in-
ternal accounting control which come
to their attention during the course of
an audit, some of the dissenting com-
ments by Auditing Standards Execu-
tive Committee members were
prompted by the limitations they saw
in the state of the art:

Existing authoritative literature does not

provide guidance sufficient for the

auditor to measure objectively and
uniformly the materiality of weakness in
systems of internal accounting control.

SAS No. 20 does not provide a uniform

approach to objective criteria for the

identification of material weaknesses.

And in its recent statement of stan-
dards for reporting on internal account-
ing control, the Auditing Standards
Board declared:

The evaluation of identified weaknesses
is necessarily a very subjective process
that depends upon such factors as the
nature of the accounting process and of
any assets exposed to the weaknesses,
the overall control environment and the
experience and judgment of those mak-
ing the estimates.3

Such comments as these, stressing
the inescapable subjectivity of audit-
ors’ judgments, would seem to indicate
that the methodology has advanced lit-
tle since 1949, when the Committee on
Auditing Procedure issued its study /n-
ternal Control. The study presented an
overview of the principles, practices,
and relationships involved in a system
of internal controls and warned:

The committee wishes to make it clear

that neither the preceding discussion of

internal control nor the illustrative
charts...purport to set forth any formula
or pattern by which the effectiveness of

a particular system may be measured.

The problem, of course, is much too

complex for any such treatment.®

Despite the difficulties and obstacles
cited above, the auditing profession
has been moving deliberately toward
more objective criteria and pro-
cedures. In the following section, some

of the major attempts at improving ob-
jectivity will be discussed.

The Quest for Objective
Internal Control Evaluation

Amost two decades ago, R. Gene
Brown's article ‘‘Objective Internal
Control Evaluation’ appeared in the
Journal of Accountancy.” He proposed
a quantified questionnaire in which
numerical values would be assigned to
each question. A ‘‘yes’’ answer would
yield the assigned value, while a ‘*‘no”’
answer would yield zero, and the
percentage of potential points
achieved by a system of controls would
be called its ‘‘effectiveness index.”
The weights assigned to each question
would reflect the auditor’s expert judg-
ment, but Brown envisioned establish-
ing weights on a national, or at least
intrafirm, basis.

The approach did not, of course,
take root. Cushing attributed this
failure to the ‘‘dubious value” of
nominal (yes-or-no) measures ‘‘for pur-
poses of developing comprehensive
models of internal control systems.’’8
Brown’s idea does seem to have some
merit, particularly as a ‘“‘trend analysis
on recurring engagements.”’? But even
a small subsystem of controls in a
single company will not likely remain
unchanged for more than a couple of
years. Some function will be added or
removed or the relationships to other
functional areas of the organization will
change. And when a single factor
changes, the effects of interactions
with other controls will change. For ex-
ample, the removal of one control may
alter the importance of several other
controls; or the introduction of a mini-
computer may weaken the controls
over separation of duties.

Guidance from the AICPA

Underlying the AICPA’s philosophy
of internal control evaluation is the
assumption that ‘‘generalized or
overall evaluations are not useful to
auditors because they do not help the
auditor decide the extent to which
auditing procedures may be restricted.
On the other hand, the auditor would
ordinarily confine his evaluation to
broad classes of transactions.”’19 The
Committee on Auditing Procedure, in
its 1949 report, illustrated this princi-
ple by segregating a company into
sales, accounts receivable, cash
receipts, purchases, cash disburse-
ments, and payroll cycles.!



While the cycle approach is firmly
entrenched, David Burns has cited
some dangers of relying exclusively
upon it: The auditor ‘‘enters upon un-
charted seas’’ when he or she ‘‘goes
beyond the small group of accounting
controls.”’ Yet certain important audit
decisions require reliance upon an
extensive subsystem of controls.
Although weaknesses in the sepa-
rately-examined subsystems may be
considered minor, ‘‘a combined
evaluation of the same controls may
disclose that they jointly pose a
material threat.”’12 This phenomenon
is related to the interaction effect men-
tioned above; when a single control
factor in a system changes, it may alter
the importance of several other
controls.

The AICPA has traditionally viewed
internal control evaluation in the con-
text of an auditor’s needs under the
second standard of field work: “‘as a
basis for reliance thereon and for the
determination of the resultant extent of
the tests to which auditing procedures
are to be restircted.”13 The Cohen
Commission proposed that auditors
should expand their study and evalua-
tion to ‘‘form an opinion on the func-
tioning of the internal accounting
control system.”’'4 Most recently,
pressure from the SEC has propelled
the profession, and in turn the AICPA,
toward a broader view of the problem.

firms have been following for years.15
Using the cycle approach, the report
illustrates specific control procedures
to meet specifically identified objec-
tives.

In recognition of the increased im-
portance of auditors’ engagements to
report on internal accounting control,
a new standard for such reporting was
issued in July 1980. The statement
gave no additional guidance on tech-
niques of evaluation, but re-empha-
sized that specific control procedures
should be related to specific control
objectives: “The accountant should
focus on procedures in terms of their
significance to the achievement of
specific objectives rather than consider
the specific procedures in isolation.”’16

Thus the AICPA has encouraged a
systematic approach which is consist-
ent with the documentation now used
by most large CPA firms. At the same
time, it has re-affirmed its belief in the
ultimate subjectivity of the process and
has therefore not embraced quan-
titative, objective techniques.

Mathematical Models: Truly
Objective Evaluation?

There exists an intriguing alternative
to the subjective techniques now be-
ing used. Mathematical models of ac-
counting systems and the related con-
trols can be constructed and used to

rected. Thus the likelihood of the ex-
istence of particular types of errors will
change. These error types, or “‘error
states,”” may be defined in various
ways, depending upon the character-
istics of a particular system. In their
simple example involving the process-
ing of a time card, Yu and Neter de-
fined just two types of error: monetary
and nonmonetary. Monetary errors
were those involving dollars, while
nonmonetary errors involved anything
else such as social security numbers,
names, or work hours. With these two
error types, there are four error states:
(1) error-free output, (2) output with
monetary error only, (3) output with
nonmonetary error only, and (4) output
with monetary and nonmonetary er-
rors. For each processing step in the
system, it is necessary to determine a
“transformation probability matrix.”’

Another mathematical modeling ap-
proach was described by Cushing.1?
He adapted techniques of reliability
theory, originally developed by
engineers who needed to predict the
reliability of hardware and electrical
equipment in the space programs. In
addition to modeling system reliability
under various levels of complexity,
Cushing discussed the incorporation of
costs into the model so that the cost
effectiveness of various controls might
be evaluated. Stratton later undertook
to demonstrate the workability of the

Probability that the Output Document will Contain:

Error State of the Monetary Nonmonetary Both Monetary and

Input Document: No Errors Error Only Error Only Nonmonetary Errors
Absence of Any Errors .90 .02 .06 .02
Presence of Monetary
Error Only .02 .95 .02 .01
Presence of Nonmonetary
Error Only .50 .05 .40 .05
Presence of Monetary
and Nonmonetary Errors .80 .10 .05 .05

Exhibit 1: Transformation probability matrix for a particular clerical task, adapted from Yu and Neter.

The AICPA’s special advisory com-
mittee on internal accounting control
issued its report in April 1979, pro-

_viding general guidelines for corporate
"management to follow in their evalua-
tions. The principles set forth are the
ones which most large accounting

predict the accuracy and reliability of
the output of an accounting system.!?

Yu and Neter'8 proposed a model
using matrix algebra. As information is
processed through various steps, or
““operating elements,”’ of a system,
errors may be either introduced or cor-

approach by using computer-
simulated data.20

The models are indeed theoretical-
ly applicable, but the problems of im-
plementation are considerable. The
major obstacle is the estimation of
probability (and cost) parameters.
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What is the probability that a payroll
clerk will overlook the absence of a
supervisor’s signature on a time card?
How frequently will an accounts
payable clerk fail to take a cash dis-
count? Cushing saw the task of
estimating parameters as being feasi-
ble “'if a structured program of collec-
tion and analysis of past error and cost
data is developed.” Yu and Neter cited
estimation-sampling methodology from
statistical literature and said that “‘the
basic data necessary for estimating
the transition probabilities...are
generally available in the audit work-
ing papers.”’

Cushing recognized another major
practical problem: obtaining probabil-
ities related to embezzlement and
other irregularities. He suggested that
the experience of bonding companies
and major CPA firms might fill this gap.
Bodnar suggested that such probabil-
ities might have to be excluded from
the models, but that the models still
would be useful for ranking systems
according to relative reliability.2!

Even if substantial bodies of data
are accumulated to estimate the prob-
ability parameters, estimates obtained
from the population will not be correct
for a particular individual. People are
not produced on an assembly line, and
the very idea that they are inter-
changeable is anathema.22 While all
transistors of a given type may be
equally acceptable in an electronic cir-
cuit, the same is not true of all account-
ing personnel performing a particular
type of task — particularly when they
have been hired and trained by dif-
ferent organizations.

Furthermore, the error rate for a
specific accounting function will surely
depend upon the environment in which
it is performed. If an individual’s work
load is too high, the error rate will like-
ly increase. Distractions built into the
work environment or resulting from an
ill-conceived system may have a
similar effect. Each person’s job is in
some way unique, and so is each task
that the person performs. Sales in-
voices, for example, vary greatly in
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their layout and design, and these fac-
tors may serve to induce errors or to
prevent them. Thus it is difficult to en-
vision useful error-rate data being col-
lected on an intercompany basis.

Summary

Evaluation of internal control is a
complex task requiring an auditor’s ex-
pert judgment. Because control
systems and the people involved vary
so widely, the art of evaluating them
has not been reduced to a formula or
computer algorithm.23

The exercise of judgment is neces-
sary in every profession. Nothing has
happened to change dramatically the
way in which auditors evaluate inter-
nal control, but considerable effort has
already been made by the accounting
firms, the AICPA and others to en-
courage a more systematic, docu-
mented approach to judgment
formation.
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