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Abstract— We consider a combination circuit (the 
combinational part of a sequential circuit) and some nodes 
which faults are detected on the last stages of the circuit 
fabrication. Besides, injections of Trojan Circuits (TCs) in 
certain circuit lines may be detected. It is supposed that TC 
payload output is inserted into a line of combinational circuit C. 
In both cases circuit malfunction is connected with changing 
incompletely specified Boolean functions correlated with the 
corresponding fault nodes or the circuit lines. That is why 
masking (patch) circuit has to be an implementation of the 
correct incompletely specified Boolean functions system. This 
system is calculated with using SAT solver. Masking (patch) 
circuit inputs are connected with circuit C inputs and outputs 
are connected with nodes that are fed either by fault nodes or by 
circuit lines in that of which Trojan circuits are inserted. 
Experimental results are executed on circuits that behavior 
cannot be represented by ROBDDs because of their huge sizes. 
The results show that masking (patch) circuits may be 
essentially simpler than duplication. 

Keywords—boolean difference, ECO technologies, trojan 
curcuits, logical faults 

I. INTRODUCTION 

In spite of careful testing of high performance logical 
circuits during fabrication it is possible to detect logical faults 
of some internal circuit nodes and/or Trojan Circuits (TCs) 
injections into circuit lines during the last stages of circuit 
manufacturing. We consider Trojan circuits that of which 
payload output is inserted into internal line of circuit C (here 
we don't discuss methods of detection of the logical faults and 
the Trojan Circuits injections). In these cases it is possible to 
apply masking (patch) circuits in the frame of Engineering 
Change Ordering (ECO) technologies to correct the behavior 
of the given combinational circuit C. Here masking (patch) 
circuit outputs are connected with circuit C internal nodes that 
are fed either by fault nodes or circuit lines in that of which 
TCs are injected. Masking (patch) circuit inputs are linked 
with circuit C inputs.   

Note that in this work we consider one of the problems of 
ECO technologies [1-6], namely, problem of forming patch 
circuit. Correct information on circuit C behavior is 
represented by its structural description. Commonly forming 
a patch circuit is based on results of simulation on the sub-set 
of input Boolean vectors [1-6] of circuit C. The last means that 
it is possible to guarantee the correct behavior of circuit C only 
on this sub-set. We suggest forming a patch circuit based on 
using incompletely specified Boolean function of the 
corresponding node (line). In this case circuit C malfunction 
of node v (line) may be detected on some input Boolean 
vectors (at least on one of them) during simulation. In the 
frame of our approach it is enough only to reveal that a 
malfunction on the considered node (line) takes place. 
Deriving masking circuit with using incompletely specified 
Boolean function we guarantee correct behavior of circuit C 

on all input Boolean vectors. It is the main difference of our 
approach from those suggested in [1-6]. In this paper we show 
that ECO technologies may be applied for masking of Trojan 
Circuit Injections. We don't thwart TCs injections [7], we only 
mask them after detection. We first represent on-set and off-
set of incompletely specified Boolean function of node v by 
two circuits. From each circuit the irredundant sum of prime 
products (ISoP) is extracted by using SAT solver. These ISoPs 
are on-set and off-set compact presentation of incompletely 
specified Boolean function of the node (line). Patch circuit is 
constructed with applying ESPRESSO [8] and then ABC [9] 
systems to ISoPs obtained.  

In section II the problem statement is considered. In 
section III deriving the incompletely specified Boolean 
function for node v with using Boolean differences and 
applying of the function is described. In section IV a 
simplification of a circuit representing Boolean Difference on 
variable v is suggested. The simplification is oriented to cut 
Conjunctive Normal Forms (CNFs) that are used for getting 
incompletely specified Boolean function of an internal node 
of circuit C. In section V a procedure of deriving patch circuit 
is given. Experimental results are shown in section VI. 

II. PROBLEM STATEMENT 

A combinational circuit C (the combinational part of a 
sequential circuit) is considered. Set V of internal nodes is 
given in that of which the circuit behavior differs from the 
correct one. The correct behavior is represented by structural 
description of circuit C. Different behavior on nodes from V 
may be generated either by logical faults of circuit C gates that 
outputs are nodes from set V or by Trojan Сircuits (TCs) 
injected into lines that run to nodes from set V. In the last case 
the nodes are inputs of circuit C gates. It is necessary to 
provide the correct circuit behavior by masking faults on these 
nodes in the frame of ECO technologies. We suppose that 
patch (masking) circuit inputs are connected with inputs of 
circuit C. Outputs of patch circuit are linked with nodes that 
are fed either by nodes from set V or by lines. It is desirable to 
get masking circuit as simple as possible and simplify 
calculations of incompletely specified Boolean functions for 
nodes from set V. These functions depend on input variables 
of circuit C. 

III. DERIVING AND APPLYING OF INCOMPLETELY SPECIFIED 

BOOLEAN FUNCTIONS FOR NODE v 

Note that each internal node v of circuit C is characterized 
by incompletely specified Boolean function fv. All test 
patterns for stuck at 1 fault of node v is off-set M0(fv) of the 
function and all test patterns for stuck at 0 fault of node v is 
on-set M1(fv) of the function [10]. 

For node v of circuit C we may derive completely specified 
Boolean function ( )1 2, , , nx x xϕ   that is realized by sub-
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circuit Cv of circuit C. Sub-circuit Cv output is node v and sub-
circuit Cv inputs are inputs of circuit C. Function 

( )1 2, , , nx x xϕ   at the same time is implementation of 

incompletely specified Boolean function fv. Note that any 
implementation of fv may be used as masking sub-circuit for 
fault of node v from V, but it is desirable to find as much as 
possible simple implementation. 

We have already derived incompletely specified Boolean 
functions applying operations on ROBDDs [10]. On-set and 
off-set of such function are compactly represented by two 
ROBDDs. Unfortunately, for some combinational circuits it is 
impossible to describe the circuit behavior by the 
corresponding ROBDDs as the number of the ROBDD nodes 
is an exponential function of the number of circuit inputs 
under any order of variables of Shannon decomposition. For 
such circuits we suggest to get compact presentation of 
incompletely specified Boolean function by using SAT solver. 
In this case, we derive two irredundant sums of prime products 
(ISoP) for on-set and off set of the function. As SAT solvers 
become more and more efficient we hope that this approach 
will be applied to more and more complicated circuits. 

Consider function ( )1 2, , , ,i nf v x x x  implemented on the 

i-th output of circuit C under condition that this function 
depends on variable v together with variables x1, …, xn. This 
function is derived from circuit C by a substitution of the 
corresponding gate functions instead of internal variables of 
circuit С. We stop a substitution when reaching variable v. 
Call the circuit implementing this function as 

( )1 2, , , ,i nC v x x x . 

Find Boolean difference Dvfi of function fi on variable v. 
Boolean difference Dvfi at the same time represents 
observability of node v on i-th output of circuit C. Actually, 
this function takes 1 value on Boolean vector depending on 
variables (x1, …, xn), if changing the value of variable v alters 
the value of i-th output of circuit C:  

 0 1v v
v i i iD f f f= == ⊕  (1) 

Here ( )0
10, , ,v

i i nf f x x= =  , ( )1
11, , ,v

i i nf f x x= =  . 

For deriving observability function (fobs) for node v and 
circuit C as a whole we use the formula:  

 ( )
1

vm
obs

v ii
f D f

=
= ∨  (2) 

where mv is the number of outputs of circuit C connected 
with node v. 

We may represent on-set M1(fv) (all test patterns for stuck-
at 0 fault of node v) of incompletely specified Boolean 
function fv for node v by the formula :  

 ( ) ( )1 2 1, , , & , ,obs
n nx x x f x xϕ    (3) 

and off-set of function fv (all test patterns for stuck-at 1 
fault of node v) by the formula : 

 ( ) ( )1 2 1, , , & , ,obs
n nx x x f x xϕ    (4) 

Further it is necessary to implement the following steps. 

1. Represent formulae (3), (4) by two circuits.  

2. Simplify these circuits to cut the number of internal 
variables for the corresponding CNFs. 

3. Derive CNFs from simplified circuits.  

4. Get irredundant sums of prime products ISoP1, ISoP0 
from the CNFs using SAT solver. These sums 
compactly present on-set and off-set of incompletely 
specified Boolean function fv. 

5. Derive patch circuit for node v by applying 
ESPRESSO and ABC systems to the obtained 
incompletely specified Boolean function. 

When we have a set of fault nodes V = {v1, …, vq}, it is 
necessary to obtain incompletely specified Boolean function 
for each fault node vj from V representing it by the 
corresponding ISoP1(vj), ISoP0(vj). 

IV. A SIMPLIFICATION OF A CIRCUIT IMPLEMENTING BOOLEAN 

DIFFERENCE Dvfi 

Boolean difference Dvfi may be represented by the 
following circuit (Fig. 1)  

Ci(fi
v=0) Ci(fi

v=1)

x1     …      xn

 
Fig 1. Circuit representing Boolean Difference Dvfi  

Note that circuit ( )1 2, , , ,i nC v x x x  with input v = 1 

implements function fi
v=1 and circuit ( )1 2, , , ,i nC v x x x  with 

input v = 0 implements function fi
v=0. In these circuits may 

exist the same sub-circuits that do not depend on variable v. It 
means that it is possible to get the simpler circuit 
implementing Dvfi and, consequently, the simpler 
corresponding CNF. A simplification is based on excluding 
one of two identical sub-circuits. 

An algorithm of deriving simplified circuit that 
implements Dvfi 

Pull out circuit Cv(out) from circuit C in the following 
way.  

1. Include into Cv(out) all gates between node v and the i-
th output of circuit C and all connections of these gates 
inter se. This circuit has the only output corresponding 
to the i-th output of circuit C. Cv(out) inputs are free 
inputs of gates included into this circuit and node v is 
also the input of Cv(out). 
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2. Divide free inputs of circuit Cv(out) on s sets. Each 
node of the j-th set is connected with the same internal 
node wj of circuit C.  

3. Form a set w1, …, ws of such internal nodes. These 
nodes feed gates having an input connected with node 
v. Let nodes w1, …, ws be considered further as inputs 
of circuit Cv(out) together with node v. 

4. Obtain two circuits Cv
1(out) and Cv

0(out) from circuit 
Cv(out) by fixing the value 1, 0 of input variable v, 
correspondingly. 

Then we pick out circuit Cv(in) from C with outputs  
w1, …, ws and inputs x1, … , xn. 

Simplified circuit is represented as follows (Fig. 2)  

Cv
0(out) Cv

1(out)

w1  …  ws

x1     …      xn

Cv(in)

v=0 v=1

v

 
Fig 2. Simplified circuit implementing Boolean Difference Dvfi 

For getting CNF that represents observability of node v in 
multi output circuit C it is necessary to use the following 
circuit (Fig. 3).  

Dvf
1 Dvf

2

x1     …      xn

Dvf
mv

…

fobs

 
Fig 3. Circuit Cobs 

After deriving circuit Cobs we may get circuits 
corresponding to formulae (3), (4) using circuits Cobs, Cv, gate 
AND (Fig. 4), additionally NOT for formula (4) (Fig. 5).  

fobs(C)

x1     …      xn

v

 
Fig 4. Circuit presenting on-set of incompletely specified Boolean function 
of node v 

fobs(C)

x1     …      xn

v

 
Fig 5. Circuit presenting off-set of incompletely specified Boolean 
function of node v 

These circuits present on-set and off-set of incompletely 
specified Boolean function of node v. Using these circuits we 
construct the corresponding CNFs: CNFon and CNFoff. Then 
we obtain ISoP1 and ISoP0 from these CNFs applying SAT 
solver by the procedure suggested in [11].  

Note that experiments on ISCAS circuits show that the 
suggested simplification cuts half the number of internal 
variables (in average) of circuits representing incompletely 
specified Boolean functions. 

V. DERIVING MASKING CIRCUIT 

Having got incompletely specified Boolean function 
represented by two ISoPs we may apply ESPRESSO [8] 
system to derive the corresponding ISoP of completely 
specified Boolean function. Having applied ABC [9] system 
to the obtained ISoP we get one output patch circuit Cp. The 
patch circuit inputs are connected with inputs x1, …, xn of 
circuit C and the patch circuit output is connected with nodes 
circuit C that are fed by node v (Fig. 6).  
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Fig 6. Including of patch circuit  

Under masking Тrojan Circuit included into a line of 
circuit C we connect Cp output with an input of gate that is fed 
by this line (Fig. 7). 

Cm

v

y1 y2 ym

...

x1 x2 xn

C

 
Fig 7. Including of patch circuit for line 

For a set V = { v1, …, vq } of fault nodes we derive a patch 
circuit with q outputs. In this case, it is necessary to get system 
of incompletely specified Boolean functions. 

VI. EXPERIMENTAL RESULTS 

We consider circuits for that of which we cannot get 
ROBDDs using computer. 

We transformed ISCAS system circuits into other circuits 
that contain only two inputs or one input gates using ABC 
system. Patch circuits, as a rule, are derived for nodes with 
poor determined incompletely specified Boolean functions 
that is with low value observability nodes [10]. We choose 
some of such nodes for circuit. Experimental results are shown 
in Table 1. It is supposed that only one node may be fault or 
only one Trojan Circuit may be injected. Overhead is ratio of 
the gate number of circuit Cp to gate number of circuit Cv (in 
percentage). Note that it is important to appreciate overhead 
in comparson with sub-circuit Cv because this sub-circuit 
always may be applied for masking nodes (line) in the frame 
of the problem considered in this paper. 

 

TABLE I.  COMPLEXITY OF MASKING CIRCUITS 

Circuit name Inputs Outputs Gates Node Gate number in Cv Gate number in Cp Overhead 

s38584 1464 1730 13702 

n722_n 135 87 64.44% 

new_n5106_ 65 0 (constant 1) 0% 

new_n5093_ 55 0 (constant 1) 0% 

s15850 611 684 3719 
new_n2410_1_ 506 178 35.18% 

new_n2409_ 385 174 45.19% 

s13207 700 790 2972 
new_n2424_ 49 18 36.74% 

new_n2341_ 52 31 59.62% 

s6669 322 294 2433 
new_n1300_ 68 50 73.53% 

new_n2156_ 70 28 40% 

VII. CONCLUSION 

The new method of masking of logical faults of nodes and 
Trojan circuit injections is developed. It is based on applying 
incompletely specified Boolean functions for internal circuit 
nodes. We use SAT solvers for deriving incompletely 
specified Boolean function for internal node of a 
combinational circuit that behavior cannot be represented by 
ROBDDs as the last ones are very huge. An algorithm of the 
simplification of the circuits representing on-set M1(fv) and 
off-set M0(fv) of the incompletely specified Boolean function 
of internal circuit node v to cut corresponding CNFs is 
suggested. Irredundant sums of prime products ISoP1, ISoP0 
are derived from the CNFs by SAT solver. The patch circuit 
is obtained from this function with using ESPRESSO and 
ABC systems. Experimental results show progressiveness 
of this approach. 
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