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Abstract

Internet of Things (loT) provide wide range of
services in both domestic and industrial environments.
Access control plays a crucial role as to granting access
rights to users and devices when an IloT device is
connected to a network. Over the years, traditional
access control models such as RBAC and ABAC have
been extended to the IoT. Additionally, several other
approaches have also been proposed for the IoT. This
research performs a systematic mapping study of the
research that has been conducted on the access control
in the IoT. Based on the formulated search strategy,
1,617 articles were collected and screened for review.
The systematic mapping study conducted in the paper
answers three research questions regarding the access
control in the IoT, i.e., what kind of access control
related concerns have been raised in the IoT so far?
what kind of solutions have been presented to improve
access control in the 1oT? what kind of research gaps
have been identified in the access control research in
the 1oT? To the best of our knowledge, this is the first
systematic mapping study performed on this topic.

1. Introduction

Internet of Things (IoT) provide many conveniences
to users in both domestic and industrial environments.
Gartner predicted that there would be 5.8 billion
enterprise and automotive IoT endpoints in the year
2020 [1]. Security and privacy are two major concerns
revolving around the IoT. IoT device manufacturers and
service providers are required by regulations to ensure
security of the devices, thereby protecting the privacy of
their users.

Identity and Access Management (IAM) is one of the
most important domains in security and a prime module
in implementing security for any IoT application [2, 3].
Imagine a car manufacturer which sells smart cars to its
customers, the manufacturer must design the vehicle’s
system in a way that it constantly collects and processes
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data from its surrounding environment through sensors
embedded in the vehicle. The system will occasionally
transmit the collected data to the manufacturer via the
Internet. The data may contain personal information of
the driver and sensitive information such as locations.
The data that is being sent and shared with the
manufacturer should be accessed by authorized users
only. Moreover, appropriate controls must be placed
if the manufacturer facilitates remote start functions to
vehicle owners.

Access control provides the desired service to
protect against unauthorized use of resources accessible.
Traditional access control techniques are being adopted
or extended for access provisioning and management
for the IoT. However, the design and implementation
of access control for the IoT is also complicated. IoT
networks include devices with different hardware and
software configurations. Their heterogeneous nature
raises a huge challenge for any access control solution.
In addition, IoT devices are resource constrained devices
which have limited memory, computation power, and
battery. This limits the use of complicated algorithms on
the devices when designing an access control solution.
Further, IoT networks have encountered major attacks
in the recent years in many places in the world [4].
Governments of many countries have already initiated
to formulate policies for the IoT. Hence, an appropriate
access control technique is a need for any IoT network.

This research focuses on the current status of the
research in the field of access control in the IoT. We
use a systematic mapping study to analyze the literature.
This research will answer the following three research
questions (RQs):

e RQI: What kind of access control related
concerns have been raised in the IoT so far?

* RQ2: What kind of solutions have been presented
to improve access control in the IoT?

* RQ3: What kind of research gaps have been
identified in the access control research in the
IoT?
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The contributions of the paper includes, but are not
limited to, 1) the paper presents a summary of the
latest development of the access control in the IoT;
2) the paper compares different access control models
available in the IoT; 3) the paper points out the gaps
in the current access control research in the IoT which
may lead to future research directions. To the best of
our knowledge, this is the first systematic mapping study
performed on this topic.

The remainder of this paper is organized as follows:
Section 2 introduces the research methodology used
for data collection and analysis. Section 3 presents
the initial results obtained from the collected literature,
followed by discussions of research questions 1, 2, and
3 in Sections 4, 5, and 6. Section 7 summarizes and
concludes the paper.

2. Research Design and Implementation

This research uses systematic mapping study (SMS)
as the methodology. An SMS is a secondary research
study that is used to thematically analyze prior research
in the selected field. It is different than a systematic
literature review (SLR). An SLR is performed by using a
defined scope or a framework [5]. Unlike the systematic
literature review, the SMS does not summarize all the
collected literature, rather it presents an overview of the
selected research area in a structured way. Systematic
literature reviews on access control in the IoT exist
[6, 7]. However, the scope which the review uses in this
paper is performed differently. An SMS is suitable when
looking for obtaining an overview of a field of interest,
and identifying subtopics where further primary studies
are needed [8].

Figure 1 provides an outline of the systematic
mapping study process [8] adopted in this paper. The
steps performed in this research include: 1) Definition
of research questions based on the objective of the
research.  2) Definition of search queries in order
to collect articles to answer the research questions.
3) Searching for relevant articles using search strings
in scientific libraries and databases. 4) Screening
the obtained set of articles based on the inclusion
and exclusion criteria. Screening could happen in
a sequential manner, as screening initially by title
and abstract, analysis of whole document, browsing
citations. 5) Extract data from the refined set of articles.
6) Analyze the extracted data to create systematic map,
thereby answering the research questions.

The following search string is used to collect articles
on access control in the IoT from different databases :
((“access control”) OR (“access management”)) AND
((““smart things”) OR (“smart home”) OR (“smart

cities””) OR (“iot”) OR (“iiot””) OR (“internet of things”)
OR (“industrial internet of things”)). Three online
digital libraries were selected, namely ACM digital
library, IEEE Xplore, and ScienceDirect. The reason
to choose the above three libraries is because they are
relevant databases where we could find articles related
to the information technology field.

The following inclusion criteria was set, which
means the article will be selected for review only if it
meets the criteria below:

* Published between 1.1.2010 and 4.30.2020

* Topic is related to IoT and access control

* Scientific and peer reviewed articles

¢ Relevant to research questions

¢ Articles written in English language

The following set of exclusion criteria were used:

* Articles concerning
applications, architectures

specific ~ protocols,

 Editorials and non-peer reviewed articles
* Articles that are not fully available

* Duplicates and already included papers
3. Analysis of Search Results

The defined search query resulted in 1,617 articles
from the three digital libraries. The obtained set is
subject to screening using the defined inclusion and
exclusion criteria as discussed in Section 2. As a
next step, topic modeling and keyword generation
are performed in Web of Science database to help
the screening process. The same query from the
Web of Science database provided 1,366 articles. A
bibliometric analysis tool called NAILS is selected for
topic modeling. NAILS is an open source tool based on
R language that utilizes the Latent Dirichlet Allocation
(LDA) topic modeling algorithm [9]. It is widely used
for social network analysis on literature review articles
[10]. Four topics were obtained from the dataset as
shown in the Table 1. Topics 1 and 3 are related
to security and privacy and network. Topics 2 and 4
are related to Internet of Things and access control.
Topics 2 and 4 are closely related to the objectives of
this study. A clear category of papers under interest
can be found using the topics and keywords identified
to examine the obtained articles from the three digital
libraries. NAILS also shows the journals and the number
of articles published in the IoT. As shown in Figure 2,
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Figure 1. The Systematic Mapping Process [8]

the publications that printed a greater number of articles
in the IoT are IEEE Access, IEEE Internet of Things
Journal, and the Journal of Sensors. This publication
trend is also used in our screening process.

Table 1. LDA Based Web of Science Topics
Topic 1 Topic 2 Topic 3 | Topic 4
Security and | Internet of | Network | Access
Privacy Things Control
secur iot network | access
data thing protocol | control
smart internet sensor devic
user model mac system
privaci manag perform | propos
cloud servic wireless | environ
approach blockchain | time base
scheme paper node polici
provid applic result comput
inform technolog paper mechan

To find out how the topics and the keywords
are relevant to each other and this research, word
co-occurrence study was conducted next. The same Web
of Science dataset was further processed by Vosviewer
[11]. Vosviewer helps researchers in building and
visualizing bibliometric networks. Figure 3 shows a
map of the co-occurrences of the keywords derived from
the Web of Science dataset. As shown in the figure,
the larger node ‘internet of things’ is strongly linked
to ‘access control’, which in turn is linked to keywords
that fall into the objectives of this paper. This indicates
that the dataset obtained from Web of Science reveals
the articles of our interest fall into the keywords that the
‘access control’ node is linked to. These keywords are
among the important terms in access control in the IoT.
They are used to further screening the articles for our
systematic mapping study.

Among the 1,617 articles from the three digital
libraries, they are first screened using the defined
inclusion and exclusion criteria. Then, based on the
topic categories and keywords generated using the tools
above, the articles were classified under the four topics.
As Topics 2 and 4 are closely related to the objectives
of this study, 33 articles were selected for detailed data
extraction. Table 2 displays the number of articles

FPublication
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|IEEE ACCESS
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FUTURE GENERATION COMPUTER SYSTEMS-THE INTERNATION
COMPUTER NETWORKS
JOURNAL OF NETWORK, AND COMPUTER APPLICATIONS
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Figure 2. Publications Containing more Articles

obtained from each database and the number of articles
selected for the data extraction.

Table 2. Search Results and Selected Articles

Database No. of Articles | No. of Articles
Found Selected

ACM Digital 175 10

Library

IEEE Xplore 1,430 17

ScienceDirect 153 6

Total 1,617 33

Figure 4 shows the number of selected articles
published each year from 2010 to 2020. The need of
appropriate access control for IoT was indicated in 2010
[12]. It is evident that there has been steady increase in
the number starting from 2015. Most of the articles that
are related to the topic of interest are published between
the years 2017 and 2019.
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4. RQI1: What kind of access control
related concerns have been raised in
the IoT so far?

The systematic mapping study reveals the latest
development of the access control techniques in the IoT.
This section presents a summary of the concerns which
are related to the access control in the IoT.

Granularity: The fine-grained nature is a most
important characteristic for any solution that is designed

to manage access rights. Due to the heterogeneity
property of the IoT networks and their dynamic
nature, granularity is a major concern while designing
the models. Most of the IoT frameworks enforce
coarse-grained policies [7, 13].

Policy Specification: The policies that are
developed for the access control models should be able
to handle dynamicity, allow and monitor delegation.
An IoT network may contain large number of devices
which are present in various forms and locations. Hence,
access control policies should consider all of these to
govern the network in an effective manner [7].

Handling Complexity: IoT networks are
heterogeneous networks which are characterized
by resource constrained devices, multiple hop links,
unreliable communications, none or limited physical
security, etc. Access control models should be able to
handle the complex nature of the IoT networks [14].

Interoperability: There are many device
manufacturers that provide variety of IoT devices
to customers. There is a high possibility that an
IoT network may contain devices from different
manufacturers and function together. Therefore, access
control policies should support this interoperable nature
[15].

Facilitation of Users: IoT devices may be shared
and accessed by multiple users. For example, in home
environments virtual assistants and other smart home
products will be used by family members and sometimes
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guests. Access control policies must allow users to
delegate access to other users instead of handling all at
a single administrative point [16, 17].

Automation: The complex nature of IoT
environments and the number of access decisions
to be made at a given time make it difficult to provision
or make decisions on individual basis. Hence the
policy analysis process should be automated for the IoT
[18, 13].

Resource Constraints:  IoT is a resource
constrained environment. The devices possess low
memory and processing power when compared to
regular computing machines. These constraints also
raise challenges in developing access control solutions
[14, 19].

Coherence: In case of multiple administrative points
in an access control model, all the administrative
nodes should be coherent with the management and
provisioning of access control [7]. The type of IoT
networks is a concern for this type of solution design.

Resolving Identities: IoT devices come with several
attributes such as model number, serial number, IP
address, physical address, location, etc. These devices
are in turn accessed by other devices and human
users when connected to a network. How to leverage
the combination of the existing device attributes to
uniquely identify the devices in the network poses a
concern during the access control specification and
implementation [13]. In addition, since a given device
can be used by multiple users, appropriate mechanism
is required to control the sharing of data.

Downtime: The dynamic nature of the IoT
environments throws a serious test of time for access
control solutions. Since access decisions are made on a
frequent basis, there should be no question for downtime
[6, 7, 18]. The design of a centralized administrative
point or a distributive one decides this. In a centralized
model, if the administrative node fails, it causes single
point of failure. In a distributed model, failure of one
administrative node causes lack of coherence.

Security: The design of a secure model is another
major concern. Access control solutions should be
resistant to cyber attacks [4, 14, 19].

The concerns presented above should all be
considered when designing and implementing an access
control solution for IoT in order for it to be effective.
Hence, they shall be transformed into requirements for
the design of a solution. Table 3 summarize these
requirements.

5. RQ2: What kind of solutions have been
presented to improve access control in
the IoT?

An access control solution is designed by a set
of governing high level policies, the architecture that
holds the components, and the underlying access control
models. This section reviews the existing solutions in
the three components.

5.1. Policies

An access control policy is a mandatory requirement
for any IoT device as it defines access permissions when
it connects to a network. Policies primarily administer
and manage the entire solution. For IoT networks,
the formulated access control policies should meet
several objectives [6]. For example, in a smart home
environment, the IoT device owners must be able to
assign permissions to other users to access their devices.
The process should not be a complex one for them to
understand. The policy also should consider usability
[20]. In an enterprise setting, IoT devices that connect
to the enterprise network should be flexible to conform
to the security policies of the enterprise, so that they do
not introduce any risk to their network. However, due to
the nature of IoT, it is clear that framing access control
policies is domain-specific. The policies must adapt to
that particular environment and its characteristics. The
smart home products available in market today facilitate
the users with policies that allow access delegation, but
they are not as fine-grained as the users expect [21, 22].
Further, users expect that smart device manufacturers
consider the context of relationships among users to be
defined [21]. For instance, the Nest thermostat provides
a homeowner an option to add family members, which
gives them complete access to the device, although they
might not intend to give the family member full access
[21]. This type of policy leads to over-privileges. Many
current policies define the properties of delegation and
context which are required for dynamicity. However,
when it comes to access decision or administration, it
happens at a single node. Additionally, Access Control
List (ACL) based policies are administered manually.
Various commercial [oT services such as AWS IoT and
NiagaraAx support ACL and role based policies [23].
It becomes unsuitable to create roles and permissions
when devices are added at scale. Sticky policies,
where-in machine readable policies travel together with
data, can provide a data owner-centric approach for the
IoT [24]. Sticky policies would allow clever control
over the authorization of IoT resources. However, it has
many limitations because there is no standard technique
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Table 3. Access Control Requirements for loT

Requirement Description

Granularity The access control solution should be fine-grained.

Policy Specification The access control policy should handle dynamicity and delegation..

Complexity The access control is able to handle the complex nature of the IoT networks.
Interoprability The access control solution should support interoperability.

Facilitation of Users | The access control policy should allow users to configure and delegate controls.
Automation The policy enforcement process shall be automated to support dynamicity and scalability.
Resource Constraints | The access control solution should consider the constrained nature of IoT devices.
Coherence The access control solution should be coherent at administrative level.

Identity The access control solution should possess attributes used for device identification.
Downtime The access control solution should possess multiple administration points to avoid downtime.
Security The access control solution should be secure to be immune to any cyber attack.

for ciphering the policy and the data while transmission.
There is no established language for policy either. Due
to pinning of the policy with data, it also increases the
computational overhead on the devices [24].

5.2. Architectures

IoT networks can be broadly divided into two
categories: centralized architecture and distributed
architecture. Hence, access control is predominantly
implemented within these two types of architectures.
In a centralized architecture, a single node is used
for policy administration and management, i.e., access
provisioning and revocation happening from a single
entity [14]. One of the limitations in centralized
architecture is the single point of failure (SPOF).
In a dynamic environment like IoT, the entity that
administers access control decisions is expected to be
always online. Distributed architecture, in contrast,
can handle multiple nodes for administration [14].
Although it is easier to facilitate delegation and
scalability, a challenge in designing access control
solution in distributed architecture is coherence as
discussed in Section 4. A decision or a change made
at one node should reflect in all the other managing
nodes. Designing an appropriate access control solution
depends on the architecture of the IoT network.

There are also different types of authorization
architectures available. The common ones are the
policy-based XACML architecture, the token-based
OAuth architecture, and the hybrid User Managed
Access architecture [6]. There are other customized
architectures that were either derived from the above
three, or specific to the applications they were proposed.

Policy-based XACML Architecture: The
eXtensible Access Control Markup Language
(XACML) is an access control language based on
XML which is standardized by the OASIS consortium
[6]. It is a popular standard that provides fine-grained
access control. XACML describes access control
language, request/response language, and a reference

architecture. The architecture consists of components
namely the Policy Enforcement Point (PEP) to perform
access control, Policy Decision Point (PDP) to offer
authorization, Policy Information Point (PIP) as a
source of attributes, Policy Administration Point (PAP)
to create and administer the policy. XACML and
Attribute-Based Access Control in combination can
offer rich and fine-grained solution. The interpretation
of attributes and the language used to define the access
control policies is complex. This makes this standard a
limitation in terms of usability [14].

Token-based OAuth Architecture: The Open
Authorization (OAuth) is an open source authorization
standard which is mainly used to provide access to
web applications and services. With OAuth, users
can provide access for the protected resources to
third party applications without disclosing their login
credentials. Major OAuth service providers include
Google, Microsoft, and Facebook [6]. These service
providers are identity providers, who verify the users
and provide external applications access to the users’
information stored in their ends with their consent.
OAuth has several advantages in terms of scalability,
interoperability, and flexibility. However, research finds
that it lacks fine-grained property and security during
implementation. Due to the requirement of the user
registration, the client registration, and the nature of
IoT networks, implementation and configuration are
not easy on the service provider’s side. The Internet
Engineering Task Force (IETF) is working on extending
OAuth 2.0 to be implemented for IoT environments [6].

Hybrid User Managed Access Architecture: The
User Managed Access (UMA) is developed as part of the
Kantara Initiative. It is an OAuth based protocol. Unlike
OAuth, the access to third party applications for the
resources is granted regardless of where those resources
reside. Hence, this follows a capability based approach,
in which an entity with a defined capability and an
access token will have access to a resource [6, 14]. The
UMA is a user-oriented standard. However, it is new
and evolving to be adopted to the IoT environments.

Page 7095



5.3. Access Control Models

Several access control models exist for traditional
computing and networking environments. An overview
of such models implemented for the IoT and the issues
they face are discussed below.

Discretionary Access Control (DAC): DAC is one
of the primary access control techniques introduced in
computing. It grants access by managing an access
control matrix or an ACL [25]. For a dynamic
environment like IoT, this model is not suitable. IoT
network access decisions must be made under several
criteria in different situations, whereas DAC is a static
model. Once an access is granted in DAC, it remains
forever until the administrator revokes them. In IoT,
access should be continually monitored and evaluated
for timely revocation. In addition, as new devices are
being added or when existing devices are removed, the
ACL must be manually updated by the administrator.

Role Based Access Control (RBAC): In RBAC,
a user is granted access based on roles which are in
turn assigned with appropriate permissions to access the
resources [26]. Although it is easy to assign permissions
to roles, many users may fall under a single role.
RBAC is suitable for access rights in regular computing
environments, but not in the IoT. As IoT devices come
with variety of functionalities and offer a wide range of
services, whenever a device with new functionality is
added to a network, a new role must be created by the
administrator. In a large enterprise network, this may
lead to role explosion. This model does not support the
property of dynamicity either.

Attribute Based Access Control (ABAC): ABAC
is considered by many as one of the suitable models for
the IoT to provision access rights because of its ability
to support additional attributes with user roles. Using
ABAC, different attributes of IoT such as device ID and
location may be included to evaluate while providing
access. Even though this model is being used in large
scale projects like smart grid, ABAC faces the issue of
complexity due to its centralized architecture [27, 28].

Organization Based Access Control (OrBAC):
OrBAC is an extension of the role based access control
by including a new dimension called “organization”
[29]. This additional attribute helps in granting access
when multiple organizations play a role, or when
an organization has many subdivisions. = However,
other than the above mentioned concept, this model
is no different than its parent model RBAC and
considered not suitable for heterogeneous and dynamic
IoT environments.

Usage Based Access Control (UCON): The UCON
model was introduced as a framework to protect digital

resources that come under digital rights management
(DRM). This model comes with three main concepts
called Authorization (A), Obligation (O), Condition
(C) [30]. The authorization represents evaluation as
to whether a subject is eligible to be provided access
or not. Obligation is a criteria that a subject must
perform in order to be provided with or sustain access.
Condition represents the criteria that a subject must
satisfy. Due to the three categories of evaluation,
UCON provides high dynamicity where the access
is continually monitored, thereby it can be revoked
whenever it is required per policy. However, this model
does not explain the delegation property and follows a
centralized architecture.

Capability Based Access Control (CapBAC):
The concept of CapBAC was started as part of the
IoT@Work project. It is an initiative by the European
Union to leverage IoTs to automate various services
in public sector entities [31]. CapBAC follows a
distributed approach. It is implemented through various
nodes by using Policy Decision Point (PDP), Policy
Enforcement Point (PEP) [32]. In CapBAC, a resource
requester must show a particular capability to request
an access token. The PDP decides whether to issue
the token to the requester or not. Once issued, the
token is evaluated at the PEP for the requester to access
the resource. Another advantage of CapBAC is the
property of delegation, where nodes can be given the
authority to provide access to other nodes. The level
of delegation is determined while designing the model.
But, whether to trust the requester or not, the model
must depend on a central server for either identity
verification or certificate, although access is issued
based on the requester’s capability. Further, CapBAC
does not consider context while provisioning access [6].

Access control using blockchain: Blockchain
technology has found its boom in providing security and
privacy applications in the recent years. The important
characteristic of this technology is that its distributed
nature. The methods through which access control using
blockchain is described in the literature can be further
divided into transaction-based and smart-contract based
access control [33, 34, 35]. Transactions can be used to
grant, delegate or revoke access rights. Smart contract
can be used to evaluate access request and make decision
based on the access policy defined by the resource
owner. In either case, an access token is generated
and passed on to the requester which signifies the right
to access. The main disadvantage of the transaction
approach is that the access decision must be made by a
centralized node, whereas the smart-contract approach
may invoke large overheads due to the creation of
contracts between nodes.
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Table 4 presents a summary of the models
discussed and their concerns to fulfill the access control
requirements. As shown in the Table 4, all access control
models have limitations when adopted in the IoT. This
indicates that more research efforts are desired in the
field.

In addition to the models discussed above, there
are other access control models proposed in the
literature. In History Based Access Control (HBAC),
an access decision is made dynamically based on a
context of access history in a given state. The model
requires a centralized authorization system such as a
certificate authority in place [36]. There are two access
control models, Risk Adaptive and Proximity-Based
access controls [37], available for implantable medical
devices. In Risk Adaptive model, a decision is made
by considering the risk factor evaluated by policies.
In the proximity-based model, a programmer of the
device must be in close proximity with the patient
to generate the key to decrypt the communications
from the device. This model has a potential physical
security issue that an adversary should not be in close
proximity with the patient [37]. The proximity-based
model is used widely in the implantable devices.
Trust-based models allow devices to be attached to
user spaces within a short time period. In this model,
the access permissions are assigned to users based
on their levels of trust [16]. However, it is difficult
to define how trust and relationships between users
and devices and devices to devices are established.
Examples of trusted-based models include Billing-based
Access Control and Privilege-based Access Control.
The billing-based approach is a business driven control
where a service is provided to any user who receives
an adequate reward [6]. Identity does not matter in this
model. In the privilege-based model, a decision is made
based on an organization’s policies and the access is
restricted only to particular users [6]. Trust is one of
the important criteria in a heterogeneous environment
such as IoT. It enhances both security and privacy [38].
However, trust systems in the IoT face challenges such
as heterogeneity, scalability, and integrity [38].

6. RQ3: What kind of research gaps have
been identified in the access control
research in the IoT?

The comparisons in the Table 4 also indicate the
research gaps in access control in the IoT. This section
summarizes these research gaps and also points out
future research directions.

Access control and identity management: Access
control assumes IoT devices can be uniquely identified

and access control policies can be applied to network
traffic. As users are identified in a digital network by
their unique identities, IoT devices also require their
unique identities when connecting to a network. Users
are often identified by something users know (e.g.,
username and password), something users have (e.g.,
a physical token or a smartcard), and something users
are (e.g., fingerprint or face recognition). IoT devices
can only be identified by something IoT devices have.
A common identification technique of a device in a
network is using the device’s MAC address. However,
MAC address is easy to be spoofed. Given the
heterogeneity and the need to protect the information
that IoT devices collect, device identities need to be
addressed before access control [39]. Hence, Identity
of Things (IDoT) is a field that will grow in the coming
years.

Access control and relationships: Relationships
such as user-to-user, user-to-device, and
device-to-device relationships can be utilized for
identity management and access control. It is expected
by many consumers that the IoT device manufactures
include the concept of relationships for access
provisioning. Thus, Identity Relationship Management
(IRM) is gaining attentions and has been identified as
the next promising IAM system for the IoT [40].

Policies specification and automation: A
comprehensive review of the policies defined for
the administration of access control reveals that existing
solutions lack the dynamicity in policy generation,
decision and evaluation [41]. Machine learning shall
be used for policy automation where the policy is
determined by model itself on a request by request
basis. Therefore, automated policies will directly help
in achieving dynamicity in an access control solution.
With automation, there is no need to edit policies
manually when devices are added at scale.

Access control and interoperability issues: In an
IoT network, not all the devices come from the same
manufacturer. When connected to a network, devices
should be able to operate among one another. Access
control is expected to function among a variety of
devices too.

Blockchain and access control: Blockchain is still
needed to be explored for access provisioning in IoT
environments. Due to its distributed nature and property
of delegation, it can well suit IoT networks. The area
of blockchain for access control in IoT still needs to
mature.

Access control and security: The security of access
control models is a concern too. The security flaws
in access control may occur in many places including
design, protocols, implementations, and configurations.
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Access Control Models and Feature Matrix
ABAC

Features DAC | RBAC OrBAC | CapBAC | UCON | Blockchain
Granularity Coarse | Coarse Fine Coarse Coarse Fine Fine
Context-Aware No No Yes Yes No Yes Yes
Dynamicity No No Yes No Yes Yes Yes
Complexity More More More More Less More More
Distributed No No No No Yes No Yes
Nature

Interoperability No No Yes Yes Yes No Yes
Delegation No No No No Yes No Yes
Revocation No No No No Yes Yes Yes
Scalability No No Yes No Yes Yes Yes

Although many access control models have been
proposed for IoT, few work has been conducted on
access control security analysis. Due to the importance
of access control for any network, thorough studies on
access control security analysis are desired.

7. Summary and Conclusion

This paper answered three research questions by
conducting a systematic mapping study of the access
control in the IoT. The systematic mapping study
revealed the access control related concerns in the
IoT, the access control solutions proposed so far, and
the future research directions in this field. —There
is no one-size fits-all solution in access control in
the IoT. It depends on the network environment and
the architecture. IoT networks come with several
requirements and there are a number of challenges that
the networks pose to fulfill them. The requirements
are often intertwined with one another. Therefore, it is
possible that satisfying one requirement automatically
paves the way to fulfill another. Hence, it is important
that we leverage relevant technologies that make IoT
devices usable while securing them at the same time.
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