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Abstract 

Data breaches are increasing, and fitness trackers 
have proven to be an ideal target, as they collect highly 
sensitive personal health data and are not governed by 
strict security guidelines. Nevertheless, companies 
encourage their customers to share data with the fitness 
tracker using privacy seals, gaining their trust without 
ensuring security. Since companies cannot guarantee 
security, the question arises on how privacy seals work 
after not keeping the security promise. This study 
examines the possibilities to mitigate the consequences 
of data breaches in advance to maintain the continuance 
intention. Expectation-confirmation theory (ECT) and 
privacy assurance statements as a shaping of privacy 
seals are used to influence customer expectations 
regarding the data security of fitness trackers in the run-
up to a data breach. Results show that the use of privacy 
assurance statements leads to high-security 
expectations, and failure to meet these has a negative 
impact on satisfaction and thus continuance intention. 

 

1. Introduction  

The use of mobile devices to track personal 
activity levels is nowadays a must-have for everyone, 
not only for professional athletes [1-2]. The 
technologies enable intermodal connectivity and 
pocket-sized functionalities that previously required 
multiple devices. Today, it is standard practice to track, 
analyze, and exchange personal activity information 
using such devices [3]. This trend is reflected in the 
popularity and market size of technologies, such as 
fitness trackers and smartwatches [1]. The intelligent 
wearables are mainly used to achieve a kind of personal 
self-optimization, such as an improvement in physical 
performance and positive habit formation [3]. This can 
only be achieved by tracking personal data such as the 
number of steps, geolocation, or heart rate [1]. 

In order to enjoy the many uses and benefits of 
intelligent technology, consumers need to share their 
private data with service providers. However, users are 
reluctant to provide such data as they fear a loss of 
privacy. A major concern is the loss of privacy due to a 
data breach (e.g., [3-5]). For example, when 150 million 
users of the MyFitnessPal fitness app were hacked at 
Under Armour in 2016 [6]. Since users anticipate the 
risk of a data breach, privacy concerns reveal to be one 
of the main inhibitors for service adoption and 
information disclosure. In turn, this becomes a major 
challenge for service providers whose business models 
rely on the user’s data. One of the most common 
measures to mitigate concerns regarding data security is 
to provide assurance to those concerned through privacy 
seals (e.g., [7-8]). This gives customers the impression 
of knowing that they can expect service providers to 
treat their data confidentially and comply with security 
standards [9]. Confidence-building mechanisms 
constantly reinforce this trust and willingness to share 
data. As mentioned, companies often use assurances that 
are usually expressed through privacy seals. These 
privacy seals have, for example, the subforms 
statements about how secure the data is within the 
company (hereinafter "privacy statements") or 
commonly known labels certifying security (hereinafter 
"privacy labels") in order to give consumers greater 
confidence in the data security of the application and 
thus make them more reckless when exchanging data. 
[8]. Without considering that these privacy seals do not 
necessarily increase security but are often just low-cost 
statements to elicit more data from the customers and 
give them a sense of security, data breaches pose a high 
risk especially for fitness trackers [8], [10]. First of all, 
they are particularly vulnerable to data breaches due to 
their interconnectivity and data transfer via mobile data 
, just in the same way as any other mobile device [11]. 
Secondly, however, fitness trackers have a special 
characteristic that sets them apart in the field of health 
apps. Like other applications, they collect highly 
sensitive personal health data [12]. In contrast, they do 
not officially belong to the category of health apps and 
are therefore not subject to strict security guidelines 
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[13], which makes them a perfect target for data 
breaches. Therefore, the present paper focuses on the 
application example fitness tracker. 

In general, there is a considerable amount of 
literature in the research on privacy seals, which has 
gathered evidence that different privacy seals increase 
customer trust and encourage them to share their data 
trust (e.g., [7]). Different mechanisms are being tested 
to address the concerns regarding data security (e.g., [5], 
[8], [14]). Also, in the literature on data breaches, some 
interesting results have already been published. For 
example, an entire body of literature has been devoted 
to investigating the financial impact of data breaches 
(e.g. [15–19]). Another considerable number of articles 
deal with the prevention of data breaches and investigate 
how the risk of data breaches can be reduced or 
mitigated (e.g., [20–22]). Other studies focus on 
reducing the negative impact after a data breach has 
occurred. There are a few studies that test recovery 
actions to increase satisfaction after a data breach (e.g., 
[23-24]). For example, it has been identified that 
recovery actions such as compensation are always very 
effective, and customer satisfaction increases [23], [25], 
[26]. However, not only the recovery actions are 
considered in isolation, it can be shown that there is an 
impact on satisfaction with the recovery actions 
expected and whether those actions are received. 
Masuch et al. [26] found, for example, that the 
confirmation of the expected recovery action leads to 
higher satisfaction and vice versa. In addition, it could 
be identified that exceeding expectations also have a 
positive effect. Besides these research streams, this 
study examines aspects of the impact of privacy seals in 
the run-up to a data breach on customer response after a 
data breach and how these can be influenced. The need 
to examine whether privacy seals have a negative 
impact in the event of a data breach is identified. This 
study aims to determine the impact of privacy seals, 
especially in the sensitive use of fitness trackers, when 
security promises are not confirmed. First, the literature 
on privacy seals is considered from the perspective of a 
data breach and thus failure to comply with the seal, to 
add another dimension. Second, the literature on data 
breaches will be examined to see if there are ways to 
influence customer behaviors' negative consequences 
after a data breach in advance. Based on this identified 
problem in the literature on privacy seals for data 
breaches, this research paper investigated the following 
research question an experimental investigation: 

RQ1: Which impact do privacy assurance statements as 
a shaping of privacy seals have on consumer 
expectations  

RQ2: Can they contribute to manipulate expectations in 
advance of a data breach to mitigate the impact? 

The structure of the paper is as follows: The 
theoretical foundations of the paper are discussed next. 
First of all, the focus on privacy seals is addressed, 
emphasizing the privacy assurance statements used in 
the experiment. Afterward, the theoretical foundations 
of the expectation-confirmation theory (ECT) are 
presented. Subsequently, the research model is 
established, and the five hypotheses are developed. This 
is followed by a description of the data collection and 
the evaluation of the data. In conclusion, the results are 
discussed against the theoretical and practical 
background, the limitations of this study are pointed out, 
and topics for future research are identified.  

2. Theoretical Background 

The following section presents the theoretical 
foundations for our research model. First, privacy 
assurance is discussed, and second, the ECT is 
explained. 

2.1. Privacy Assurance  

Previous studies have been conducted in the field 
of privacy assurance and its effects. These have already 
provided crucial insights into the impact of privacy 
assurance. Privacy assurance is primarily considered in 
consumer privacy concerns (e.g., [27]). These concerns 
relate to consumers' fear of losing their data due to, for 
example, unauthorized access to personal data [4-5], and 
have been widely studied in different contexts by the IS 
literature (e.g.,[12], [28-29]). In addition to privacy 
assurance, other factors, such as possible privacy 
controls or personality traits, have been identified as 
relevant factors that may influence the level of concerns. 
Nevertheless, privacy assurance is a fundamental 
mechanism to reduce concerns regarding data security 
and build trust (e.g., [7]). Other research even considers 
it to be the most important mechanism for creating a 
trusted environment for the customer (e.g., [30-31]). 

According to previous research, the most common 
form of privacy assurance are privacy seals. These in 
turn have two relevant characteristics, namely the labels 
of third parties (purchased certifications) and self-
commitments (self-created, not purchased), which are 
examined on numerous occasions ([8]). In the present 
study, only the self-exposure assurance statements are 
considered, as they are, in contrast to the assurance 
labels, self-designed statements of the company. They 
are mostly words or promises made by companies 
connected with the product or service used to inform the 
customer about the handling and control of sensitive 
information [32]. The purpose and intended use of the 
information is explained to the customer and contributes 
to a higher level of perceived control by the customer 

Page 3872



over his information [9]. They thus provide the customer 
with a guarantee and reassure him [9].  

Also, these privacy assurance statements give the 
customer the feeling that his data is safe and that his 
personal information is protected by the company, in 
particular that it is inaccessible to unauthorized third 
parties [33]. Thus, some studies have shown that privacy 
seals, in particular, privacy assurance statements, 
increase customer confidence in the company. This 
perceived security is also reflected in behavior in which 
customers are more willing to share data with the 
company [8]. 

To summarize, this research stream informs our 
study by the aspect that privacy assurance statements are 
a simple, cost-effective way for companies to influence 
the behavior and thinking of their customers and thus 
increase their fear of uncertainty and a breach of 
confidentiality of their data. Thus, it can be summarized 
that the positive aspects have been researched. 
However, there is still a need for research into what 
happens if the promised security cannot be kept, since 
in reality it is not increased, but only promised. 

2.2 Expectation-Confirmation Theory 

We consider the phenomenon of privacy assurance 
statements in the theoretical background of ECT. This 
theory was first used in psychology and marketing 
literature [34-35], but has been applied over time by 
other research disciplines, such as IS research [36–38]. 
It considers the effects of comparing expectations with 
perceived performance on the repurchase intention and 
customer satisfaction [34]. It explains the satisfaction or 
dissatisfaction of a customer by confirming or not 
confirming his expectations. In this case, the decision 
for (dis)satisfaction influences the intention to 
repurchase [35]. The model has already been considered 
in various contexts and areas. For example, Brown et al. 
[36] discuss six competing models of expectation 
confirmation from different contexts that have been 
meaningfully supported throughout empirical research. 
They examine assimilation, contrast, generalized 
negativity, assimilation contrast, and only expectations 
and only experiences. These different approaches all 
yielded novel and different results. The generalized 
negativity model, for example, developed from the 

hypothesis of fulfilled expectations, claims that positive 
or negative discounting will negatively affect the 
resulting outcome evaluations [39-40]. While the 
leading factor in the model of expectations is the 
prognosis of outcomes, experience alone is essential 
[36]. Bhattacherjee [38], combined the expectation-
confirmation model with additional aspects, here with 
perceived usefulness, to create the post-acceptance 
model of IS continuation. Furthermore, the theory is 
also used by the literature on data breaches, derived 
from the literature on service failure. Thus, expectations 
and experiences with compensation as a recovery action 
were investigated as precursors for the perception of 
service quality, continuation intention, and repurchase 
intention. In particular, research focuses on how the 
different actions of response strategies after a data 
breach affect satisfaction [23]. Studies examine 
hypotheses on the effects of compensation and remorse 
on crucial customer outcomes after a major data breach 
and the resulting efforts to rebuild the service [23], [25], 
[26]. One longitudinal analysis of the phenomenon is 
conducted, starting from the fact that customers were 
first made aware of a breach until the compensation 
associated with the breach was paid [23]. On the other 
hand, it is also investigated in a direct context, and the 
recovery action follows shortly after the consumers have 
been notified of the data breach. It is also investigated 
whether the severity of a data breach causes different 
expectations regarding the recovery strategies [25], 
[26]. Overall, the studies show that the ECT explains the 
perception of service quality and the intention to 
purchase again and trust the company. 

3. Research Model and Hypotheses 

To investigate customer satisfaction with a 
company's data security after a data breach, a research 
model based on the ECT was established [35]. The 
construct assurance supplemented the ECT to determine 
whether the expectations of data security can be 
influenced and therefore cause different satisfaction 
reactions after a data breach. In the developed model, 
the manipulated expectations and the perceived 
performance (the actual data security) should be taken 
into account to explain the satisfaction (see Figure 1).  

 
Figure 1: Research Model 

Expectation-Confirmation Theory

Satisfaction with 
Data Security

Confirmation

Expectation
Privacy 

Assurance
Usage 

Continuance 
IntentionH5H1

H2

H3 H4

Company Strategy
Development

Customer Expectation
Formation

Examination of
Expectations

Customers form an 
Attitude

Customers shape
their Behavior

Process Description

Data Breach

Page 3873



As explained above, privacy assurance statements 
are used to make customers more confident that their 
information is secure and protected from unauthorized 
third parties [33]. Based on the mechanism of trust 
transfer [41–43], Mousavizadeh et al. [8] already define 
that customers tend to develop a high degree of trust 
concerning other qualities of the company through the 
trust generated by privacy assurance statements. 
Therefore, it can be concluded that customers assume 
that a company that cares about its customers’ privacy 
will behave similarly to other important issues. For 
example, customers might think that they can assume 
that the company is just as conscientious about the 
security. Thus, we conclude that the privacy assurance 
statements mitigate customers' concerns that their data 
may be compromised by an unauthorized access, a so-
called data breach. Accordingly, customers may be less 
concerned about disclosing their data and have higher 
expectations about the security of their data. Therefore, 
we formulate the following hypothesis: 

H1: Privacy assurance statements positivly influences 
users’ expectations. 

For this study’s purposes, we have defined the 
expectation as the customer's expectation in terms of 
the company's data security after a data breach. Since 
the ECT suggests that general expectations influence 
satisfaction, these expectations are primarily surveyed 
in the so-called pre-consumption phase (ex-ante). They 
represent a fundamental level of expectations with 
which the consumer can compare their perceived 
performance [38]. The theory of adaptation levels 
explains that stimuli are perceived as a function of a 
principal stimulus level [44]. Thus, it can be concluded 
from the ECT that expectations tend to lead to higher 
satisfaction if the initial value of the expectation is high. 
This statement also applies conversely to the 
conclusion that low expectations tend to reduce 
satisfaction [38]. However, since the data breach is 
always detrimental, the ex-ante expectations will 
always be disappointed, the expectations are expected 
to react inversely to satisfaction. This means that high 
expectations of data security hurt satisfaction with data 
security. Therefore the following hypothesis can be 
made: 

H2: Users’ expectation of data security is negatively 
associated with their satisfaction with data security. 

The confirmation compares the perceived 
performance with the expectations, in this case, with the 
actual data security received in case of a data breach. 
Consequently, confirmation is defined as the user's 

perception of the actual perceived performance 
compared to a benchmark standard that matches 
expectations. As a result, there is a direct relationship 
between expectations and confirmation, as shown by the 
hypothesis: 

H3: Users’ expectation of data security is negatively 
associated with confirmation. 

Within the ECT, the actual use explains 
satisfaction by confirming the expectation [35]. 
Therefore, it can be concluded that the confirmation of 
expectations and satisfaction are positively related. 
Satisfaction occurs when a match between the 
expectation and the actual situation can be established, 
whereas a mismatch implies that the expectation has not 
been achieved. If the perceived performance is higher 
than the expectations, this leads to a positive 
confirmation and, thus, to a high level of satisfaction. If, 
in contrast, the performance is below expectations, this 
leads to a negative confirmation and lower satisfaction. 
Therefore, satisfaction is the result of an evaluation and 
comparison process [36–38]. Since the expectations are 
never positively confirmed in our case, instead there is 
only a variation in how much the expectations are 
disappointed, we conclude that with lower expectations 
the discrepancy for confirming the expectations is 
smaller and therefore leads to higher satisfaction. 
Conversely, high expectations lead to a higher gap 
between expectations, confirmation, and lower 
satisfaction. We make the following hypotheses: 

H4: Users’ extent of confirmation is positively 
associated with their satisfaction with the actual data 
security. 

It is considered that satisfaction is the key to 
building and maintaining a loyal base of long-term users 
[45]. Nevertheless, satisfaction is an effect recorded as 
a positive (satisfied), indifferent, or negative 
(dissatisfied) feeling. In order to identify the long-term 
effect of the survey measures, the IS continue 
component is integrated in order to be able to analyze a 
long-term influence on customer behavior. Under the 
consideration of the IS continued usage, a satisfied 
customer tends to continue to use the IS and vice versa. 
This has already been confirmed by Bhattacherjee [38], 
who found an influence of positive satisfaction on the 
continued use of the IS. We, therefore, assume the 
following hypothesis: 

H5: Users’ level of satisfaction with the data security is 
positively associated with the users’ IS continuance 
intention. 
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4. Methodological Approach 

A vignette design with an independent variable 
was created to test the defined hypotheses in an online 
experiment. The independent variables were queried by 
a scenario-based experimental manipulation with two 
variants, where one manipulation includes a privacy 
assurance statement and the other does not include one. 
Thereby it is possible to measure the effect of the 
assurance. The two scenarios were randomly assigned 
to the participants [46]. In terms of content, the 
scenarios differ in the aspect that, in one case, the 
company provides a high level of privacy assurance 
statement for their product, while in another case, this is 
omitted. In the following sections, we describe the data 
collection of the sample and the test design and the 
dependent measurements. 

4.1 Procedure 

In the survey, participants were asked to imagine 
that they had a fitness tracker that they regularly use for 
running. Activity tracking technologies include all 
portable electronic devices that can be used to record 
fitness and health-related data. In this study we focused 
on fitness tracker apps and watches. Participants were 
asked to imagine that they would use the tracker to run 
for the first time when a message appeared in front of 
operators explaining the need for personal data:  

 

“Dear user, thank you for choosing our Fitness Tracker! In order to 
use the app, it is necessary that we collect the following personal 

data from you: 
E-mail address, Date of birth, Size, Weight, Running behavior via 

GPS, and registration of the credit card.[…] 
If you have any questions, please contact us.” 

 
The experimental design includes two dimensions 

regarding the privacy assurance statement of the vendor. 
At random, participants received the second part (in 
place of […]) of the message containing the provider’s 
security assurance of the personal data: 

 

“The protection of your data is our top priority. For this purpose, we 
use the latest IT security technology. Thus, we can assure you that 

we always protect your data and avoid misuse.” 

 
Subsequently, each participant received two 

manipulation check questions, one concerning the 
general scenario of receiving a message by the provider 
regarding the personal data (“The described message 
informs you that your new fitness tracker collects 
personal data”), and second a question addressing the 
assurance of the data in the message (“In the described 
message I am assured of the privacy of my data”). 

Additionally, the expectations regarding the security of 
the data were measured by a latent construct.  

The survey continues, by a text that encourages the 
participant to imagine that he/she used the fitness 
tracker for a few months, as a new message by the 
provider pops up that showing that an unauthorized third 
party had violated some of his/her data:  

 

“Dear user, we have discovered a security incident with your Fitness 
Tracker account on May 25, 2020. Some of your personal 

information was stolen by an unauthorized third party. 
The data accessed by a third party includes your name, email 

address, date of birth, and GPS data of your runs and your credit 
card information. 

If you have any questions, please contact us.” 
 

The text provided was derived from real data 
breach responses that are publicly available. A 
questionnaire, including demographic assessment, 
followed this information.  

4.2 Dependent Variable Measurement 

All constructs described in the hypotheses were 
taken from established literature and adapted to the 
study’s context. Expectation and continuance intention 
is adopted from Goode et al. [23], and the satisfaction is 
adjusted from Kantsperger and Kunz [47]. Each 
construct consists items checked for their consistency 
with the construct definition in this research context and 
their measurement quality. The loadings were checked 
to extend the threshold of 0.7 [48]. The loadings of the 
model are in the range of 0.749-0.913. The confirmation 
was measured by the single item “Overall, most of my 
expectations regarding the data security of the fitness 
tracker provider after the data misuse were confirmed.” 
We further included some single-item control variables 
such as security concerns (“I have security concerns 
when using applications that collect personal 
information from me?”). All items were formulated in 
German and were measured in by a 7-step Likert scale 
from 1 (" fully disagree") to 7 ("fully agree"). The option 
“no answer” was not given. 

4.3 Sample 

The survey was conducted in June 2020 among 
university students. The participants needed about eight 
minutes to complete the questionnaire. Only fully 
completed surveys were considered. In addition, the 
data was cleaned up by removing invalid answers, e.g., 
participants who did not pass the attention checks. 
Overall, a sample size of n = 270 participants with age 
between 19 and 58 years (M=24.94, SD= 3.27 years) 
and 55.55% men and 44.44% women were used for the 
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analysis. The participants stated that they do sport-
related activities on average 2.9 times a week and run on 
average 1.22 times per week. While running, 57.8% of 
respondents stated that they "occasionally" or more 
frequently (20% always) use a fitness tracker.  

5. Data analysis and results  

We test our hypotheses using a Partial Least 
Squares (PLS) structural equation modeling approach. 
In experimental research designs with latent variables, a 
structural equation model (SEM) is preferable over 
other methods because it can account for measurement 
errors and multidimensional structures of theoretical 
constructs [49]. As the PLS estimator offers advantages 
in terms of fewer restrictive assumptions [49], it finds 
broad application in experimental research designs [50]. 
The analysis was performed with the SmartPLS 3.0 
software, and other calculations were performed with R 
(RStudio version 1.1456, R version 3.5.1). 

5.1. Measurement Validation 

As the dependent variables “expectation” and 
“satisfaction” are latent variables measures by 
constructs with items, we consider the validity and 
reliability of these constructs. The criteria composite 
reliability (CR) and average variance extracted (AVE) 
(see Table 1) are evaluated. The constructs need to 
exceed the threshold of the requirements. The CR value 
has to be larger than 0.7 and an AVE value larger than 
0.5 [51]. In our model, all values are above the 
threshold. The AVE’s square root (see Table 1 bold 
value) is compared with the correlations between the 
constructs to assess the discriminatory validity [47]. All 
constructs have a higher value for the square root of the 
AVE than for the correlation with other constructs. 
Therefore, we conclude that our model has acceptable 
and significant measurement characteristics. 

Table 1. Correlation and measurement 
validation 

 CR AVE ASS CON EXP SAT CIN  
ASS n.a n.a 1      
CON n.a n.a -.228 1     
EXP .883 .716 .325 -.574 .846    
SAT .840 .725 .116 .201 -.221 0.851   
CIN .895 .740 .146 -.138 .155 .283 .860  
AVE = Average Variance Extracted; CR = Composite Reliability; ASS = 
Assurance; CON = Confirmation; EXP = Expectation; SAT= Satisfaction; 
CIN= Continuance Intention 

 

5.2 Partial-Least Square Analysis  

We used the PLS method to estimate the SEM. The 
bootstrapping re-sampling method with 5000 samples 

was used to assess the significance of the paths. The 
results of the calculation are shown in Figure 2 at the 
respective paths.  

 
Figure 2. Structural model with path 

coefficient (Notes: * p<.10; **p<.05; ***p<.01) 

The results show that all hypotheses can be 
supported. The analysis shows the privacy assurance 
statement has a positive effect on the pre-breach 
expectation towards the fitness tracker (0.224; 
significant at 0.01). Furthermore, the expectation 
negatively affects the confirmation, which was 
measured after the data breach (-0.573; significant at 
0.01). Furthermore, the expectation negatively affects 
the satisfaction with the data security after the data (-
0.160; significant at 0.05). Additionally, the 
confirmation has a positive effect on satisfaction (0.109; 
significant at 0.10). Lastly, the satisfaction with the data 
security passively affects the usage continuance 
intention of the fitness tracker (0.283; significant at 
0.01). Therefore, all five hypotheses can be confirmed. 
Furthermore, the following control variables were used: 
age, gender, sports activity level, running activity level, 
use of a fitness tracker, and security concerns. All of 
them were tested through a direct effect on the 
dependent variable’s confirmation, satisfaction, and 
continuance intention. We identified that gender (0.227; 
significant at 0.01), security concerns (-0.227; 
significant at 0.01) and running activity level (-0.165; 
significant at 0.01) have an effect on continuance 
intention. None of the other control variables had a 
significant effect on the dependent variables. 

6. Discussion  

The following is a summary of the results. After 
that, the implications for theory, literature, and practice 
are discussed. Moreover, the limitations of the work and 
possibilities for future research are addressed. 
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6.1. Summary of findings  

This paper examines how expectations of data 
security can be influenced to be as well prepared as 
possible in the event of a data breach and to continue 
experiencing positive customer behavior. In particular, 
the paper explains how privacy seals, using privacy 
assurance statements as an example, affect expectations 
and their impact on confirmation and satisfaction after a 
data breach. In summary, it can be said that privacy 
assurance statements influenced expectations. People 
who received a statement from the company regarding 
the security of their data had significantly higher 
expectations regarding the application’s security. 
Therefore, a higher discrepancy with the confirmation 
could be identified after the data breach was announced. 
These expectations also had a negative influence on 
satisfaction with data security. However, the satisfaction 
with the data security had a positive effect on the 
continuance intention. It can be summarized that the 
topic is a current and highly relevant topic with strong 
practical relevance, although the possibility of 
influencing customer expectations after a data breach 
has not yet been investigated. So far, the impact of 
different strategies on data breaches has only been 
researched in the area of responses to data breaches. 
Consequently, this paper offers both theoretical and 
practical implications. However, this paper is not free of 
limitations but also provides opportunities for future 
research. 

6.2. Implications for Theory and Contributions 
to Literature 

This study provides a theoretical contribution by 
placing the ECT in a general theoretical context with the 
privacy assurance literature, adding an upstream 
construct for influencing expectations to the ECT. It is 
also shown that the theory is transferable and practical 
to other contexts, such as the fitness tracker example. 
This will generate a better understanding of the fact that 
expectations, as explained in the ECT, are a construct 
fixed in advance and can also be influenced by 
underlying mechanisms. It can be shown that a privacy 
assurance statement is a suitable mechanism to 
influence expectations and thus allows to create 
different effects along the theory paths. Furthermore, 
our study contributes to the existing literature. First, we 
could show that the literature around privacy assurance 
is applicable and thus transferable to the context of data 
breaches. Consequently, the present work can also 
complement the privacy seal literature, in which it could 
be shown that the use of privacy assurance statements 
does not always have a positive effect. The study 
represents a further step in the direction of long-term 

effects of privacy seals, in which it could be shown that 
privacy assurance statements do not have a positive 
effect on customer opinion and behavior in case of a data 
breach, but only a negative one. Secondly, we could 
expand the existing literature on data breaches. This 
could be achieved by investigating, through 
experimental research, how customer expectations, and 
thus customer behavior, can be influenced in the event 
of a data breach, which complements the existing 
security literature. It can illustrate how further research 
can explain customer reactions to help companies define 
data security communication strategies. While previous 
research has focused on how companies can prevent 
data breaches and how security policies are managed 
[52], research and companies need to understand and, if 
necessary, rethink mechanisms for influencing customer 
behavior in case of unfulfilled promises. It is also 
essential that research and practice address the problem, 
as data breaches are unavoidable and unplanned [53]. In 
addition, both companies and customers incur 
unplanned costs following a data breach, which could be 
reduced by appropriate practices [54]. 

6.3. Practical Implications 

In addition to the theoretical contribution, the 
identified results help companies optimize their 
strategies for future company communication regarding 
data security and to adapt them in a way that ensures the 
best possible results even in case of a data breach. While 
Goode et al. [23], Greve et al. [25], and Masuch et al. 
[26] found that recovery actions can mitigate the 
generalized negativity effect of a data breach, this paper 
focuses specifically on how customers can be influenced 
in the run-up to a data breach not to perceive the 
negativity as strongly. As already mentioned, data 
protection violations can have fatal consequences for the 
affected companies. For example, data breaches can 
result in users not continuing to use the fitness tracker 
after a data breach but rejecting it. Therefore, it is 
relevant to investigate how to reduce the consequences 
of data breaches. The results of our study suggest that in 
this case, it is better not to offer customers any assurance 
regarding data security. A privacy assurance statement 
leads to a strong expectation that their data is completely 
secure on the part of the study participants. However, it 
is known from the literature that a company cannot 
guarantee total security (e.g., [53], [55]). If this security 
is nevertheless promised and broken in the end, this 
harms the expectation confirmation and the satisfaction 
and, therefore, the intention of the users to continue 
using the fitness tracker. Besides, it could be shown that 
satisfaction with data security always positively 
influences the continued use of the fitness tracker. This 
means that participants who did not completely expect 
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the fitness tracker’s data security, because they did not 
receive a privacy assurance statement from the 
company, were more satisfied with the data security 
provided despite data breach. This resulted in a higher 
probability of continuing to use the fitness tracker. For 
this reason, companies should consider investigating 
customer expectations in the event of a potential data 
breach. They should also be aware that privacy 
assurance statements can also have negative 
consequences and therefore consider the right balance 
between data security insurance and no insurance. The 
probability of being affected by a data breach increases 
over time and digitalization. 

6.4. Limitations and future research 

Several significant limitations for interpreting the 
results must be taken into account when considering the 
presented study. Nevertheless, it also offers 
opportunities for future studies. The first limitation is 
that even if the data were reduced to the fact that 
participants often use a fitness tracker and put 
themselves in the scenario, it was a fictitious situation. 
This means that no actual data breach with a fitness 
tracker was investigated. In the best case, future studies 
will ideally also offer a comprehensive validation of 
measurements where participants are affected by a data 
breach. Besides, the same fictionality should be 
mentioned for the privacy assurance statement. 
Although the statement used was created based on 
actual company statements by fitness trackers regarding 
their data security, it is not a real statement. The 
experiment also focuses on privacy assurance 
statements. All other privacy seals are not considered. 
Therefore, it cannot be excluded that different 
formulations and other seals would have had a different 
effect on the expectation. This means that in the future, 
different formulations of privacy assurance statements, 
as well as different privacy seals, should be examined to 
determine the extent to which they affect expectations. 
In addition to the influence on expectations, 
participants’ satisfaction was also surveyed and directly 
related to the continuance intention. Other variables that 
may also have a direct impact on customer behavior, 
such as loyalty, word of mouth, and trust, were not 
investigated. These should be taken up by future 
research to get a more precise overview of the long-term 
effects of influencing expectations. Finally, it is worth 
mentioning that the sample was taken from university 
students in Germany. Future research should consider a 
more diverse sample to identify cultural influences and 
an impact of the stricter data protection laws by the 
GDPR in Germany. 

 

7. Conclusion  

This study deals with the effects of privacy 
assurance statements on the expectations on fitness 
trackers’ data security and how these different 
expectations influence the behavior after a data breach. 
By formulating a privacy assurance statement, the 
expectations of 270 study participants could be 
influenced. A SEM was used to analyze the data set 
collected in June 2020. This study’s results provide 
valuable insights into the possibilities of influencing the 
expectations regarding the data security of fitness 
trackers using privacy assurance. It was shown that 
participants who received an assurance statement had 
higher expectations of the data security of the fitness 
tracker and were therefore significantly more 
dissatisfied with the data security after a data breach 
because their expectations were not confirmed. Also, 
they were often no longer willing to use the fitness 
tracker. Participants who had not received assurance 
from the company regarding their data security had 
lower expectations and were, therefore, less 
disappointed and thus more satisfied after a data breach 
so that they were more willing to continue using the 
fitness tracker. In summary, it can be concluded that 
customer expectations can be influenced in advance of 
a data breach to achieve better results after a data breach. 
It should be noted that privacy assurance statements do 
not always have a positive effect and should be used 
with caution. 
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