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ABSTRACT 

Bring Your Own Device (BYOD) is no longer the exception, but rather the norm. Most prior 

research on employees’ compliance with organizational security policies has been primarily 

conducted with the assumption that work takes place in a specified workplace, not remotely. 

However, due to advances in technology, almost every employee brings his or her own 

device(s) to work. Further, particularly as a result of the 2020 Covid-19 pandemic, remote 

working has become very popular, with many employees using their own devices for work-

related activities. BYOD brings new challenges in ensuring employees’ compliance with 

information security rules and policies by creating a gray area between the work and life 

domains as it diminishes the boundaries that separate them and thus affects employees’ 

perception of them. As yet, little is known about how BYOD changes individuals’ perception 

of work-life domains and how such perception may subsequently affect their compliance 

behavior.  

Building on prior research on information security behaviors and work-life domain 

management, this thesis investigates the possible effects of BYOD on employees’ compliance 

behavior through the changes it brings about in their work-life domain perspective. It extends 

existing border theory by identifying and empirically validating new border marking factors—

namely, device ownership and data sensitivity—in employees’ interpretation of their work and 

life domains. Subsequently, protection motivation theory, a theory widely used in explaining 

employees’ compliance behavior, was used to examine why and how the perception of work-

life domains is relevant and necessary to consider in examining employees’ intention to comply 

with information security policies.  

The thesis proposes two research models (i.e. re-conceptualization of border theory based on 

BYOD contextual factors and the impact of employees’ perception of which domain they are 

in (i.e., life domain or work domain) and the impact of on their intention to comply with 

information security policy). The two models were tested by developing BYOD usage 

scenarios based on BYOD contextual factors that drove the survey design used for the data 

collection. A panel was used to collect the data, which resulted in 3035 usable responses. 

Multiple regression analysis was used to analyze the collected data. Based on the result of the 

analysis, the proposed BYOD contextual factors, including device ownership, employees’ 

location, time of activity, and activity type, were shown to have a significant impact on 

employees’ perception of work-life domain. Also, the impact of variables from the protection 
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motivation theory, except for perceived response-efficacy, changed based on employees’ 

perception of whether they were in the life or work domain. When employees perceived 

themselves to be in the life domain, only perceived self-efficacy and perceived response 

efficacy were found to have a significant effect. When employees perceived themselves to be 

in the work domain, perceived threat severity, perceived threat vulnerability, perceived self-

efficacy, and perceived response efficacy were found to have significant effects. However, in 

the gray areas, when employees were unable to differentiate between the two domains, all of 

the protection motivation theory variables were found to have a significant effect (albeit 

rewards and perceived self-efficacy had a negative rather than positive effect).  

The results of the thesis offer several theoretical contributions. First, a new BYOD contextual 

factors framework has been developed and empirically validated. The framework provides a 

new perspective to re-examine different employee behaviors. Second, the thesis contributes to 

the work-life domain literature by introducing BYOD and its relationship to employees’ sense-

making of being in the life or work domain. It also sheds light on a new aspect that affects 

employees’ information security behaviors, i.e., their perception of being in the work or life 

domain. This was presented by showing how one of the most used theories in information 

security behavior studies, protection motivation theory, was affected by employees’ perception 

of which domain they were in. The findings of this thesis have significant practical implications 

by providing organizations and practitioners with guidance on how to design information 

security policies to be more effective.  
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CHAPTER ONE: INTRODUCTION AND 

MOTIVATION 

This chapter provides an overview of the overall purpose and scope of this thesis. It starts by 

presenting the criticality of information security for organizations in the information age. Next, 

it illustrates how the human factor (i.e., employees), being the weakest link in information 

security, plays an essential role in securing organizations’ information assets. It then discusses 

how the adoption of the Bring Your Own Device (BYOD) concept posits a new threat to 

information security, primarily because of its capacity to affect employees’ sense-making of 

being in the life domain or work domain which, in turn, affects their information security-

related behaviors. The research question and objectives of investigating this topic are then put 

forward. Finally, the last section of this chapter provides an overview of the structure of the 

thesis. 

1.1 Background 

Today’s high dependence on technology in the day-to-day operations of many organizations 

worldwide means that information security is an ongoing concern. The use of technology—

although it has introduced many benefits—has also introduced many information security 

threats that can have negative impacts on organizations. According to the Ponemon Institute 

(2017a), in 2017, there was an annual average of 130 security breaches per organization while 

a similar report by Bissell et al. (2019) shows an average of 145 breaches. The average cost of 

cyber-attacks reached $11.7 million annually in 2017, up from $7.2 million in 2013; in one 

case a single attack was estimated to have caused US$77.1 million of damage (Ponemon 

Institute, 2017a). The average cost of cyber-attacks increased by 12% in 2019 to $13 million 

(Bissell et al., 2019). Based on a survey of 4,644 organizations, 83% reported an average cost 

per attack of $380,000 (Bissell et al., 2020). Accordingly, organizations spend a considerable 

amount of resources on protecting their information: $101,544 million in 2017 which was 

forecast to increase to $124,116 million in 2019 (Moore and Keen, 2018). 

One of the primary threats facing organizations’ information security comes from their 

employees, referred to in the literature as security’s weakest link (e.g., Sasse et al., 2001; 

Bulgurcu et al., 2010a; Dong et al., 2010; Hu et al., 2011; Caldwell, 2012; Johnston et al., 

2016). Security breaches by employees—whether intentional or unintentional, malicious or 

non-malicious—can cause harm to organizational information security (Jouini et al., 2014). 
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According to Verizon (2020), internal actors accounted for 30% of breaches in information 

security, 8% of which were due to employee misuse (i.e., not following information security 

policy (but without a malicious intent) such as not logging off from an unattended computer). 

On average, it takes an organization 50 days to resolve a malicious insider’s attack, and it is 

the most expensive form of attack to resolve, with an average cost of $173,516 per attack 

(Ponemon Institute, 2017a). Because of this threat, organizations invest resources in 

implementing information security policies which aim to direct their employees to behave in a 

manner that ensures the protection of their information assets. In many cases, the absence of 

such policies results in information security incidents. For instance, a report by Maple and 

Phillips (2010) shows that almost all case studies that did not have an information security 

policy in place suffered from security breaches. Furthermore, even in cases where 

organizations had an information security policy, they were not confident that their employees 

were adhering to it (Ponemon Institute, 2010).  

The threat posed by employees as the weakest link has led many researchers to investigate their 

behaviors when it comes to information security and their compliance with information 

security policy (e.g., Ng et al., 2009; Zhang et al., 2009a; Ifinedo, 2014). Such endeavors aimed 

to determine the factors that drive employees’ information security behaviors to better guide 

the process of designing information security intervention programs that aim to change 

employees’ behaviors (e.g., Bulgurcu et al., 2010a; Ifinedo, 2012; Johnston et al., 2015). The 

success of such programs will have a significant impact on employees’ behaviors and, as a 

result, improve security practices in their organizations (e.g., Bulgurcu et al., 2010a; Ifinedo, 

2012; Johnston et al., 2015). 

With the never-ending innovation in the Information and Communication Technology (ICT) 

field, new opportunities are constantly introduced to organizations, many of which impact their 

information security. Among these new opportunities, ICT has enabled organizations to take 

on board more flexible working arrangements, allowing employees to work from any place and 

at any time (Park and Jex, 2011), and both organizations and employees have adopted such 

strategies to exploit the expected benefits. For example, some employees telecommute to work 

to eliminate wasted time (and money) spent on long commutes. At the same time, some 

organizations expect cost savings by adopting these more flexible working arrangement 

strategies (Lewis and Cooper, 2005). 
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One of the strategies used by organizations to enable their employees to work from any place 

and at any time is Bring Your Own Device (BYOD). BYOD refers to the practice whereby an 

organization permits its employees to use their personally-owned devices (e.g., smartphones, 

tablets, and laptops) to perform work-related tasks inside or outside of the workplace. 

Employees expect their personally-owned devices to have access to and be integrated with the 

organizations’ information systems (e.g., network, applications, and information) (e.g., 

Disterer and Kleiner, 2013; Tokuyoshi, 2013; Crossler et al., 2014; Garba et al., 2015). A 2013 

survey of thousands of employees showed that the majority of them were using their own 

devices for work (Bradley et al., 2012); even when an organization expressly forbade the use 

of personally-owned devices to do work tasks, employees still used their own devices (Garba 

et al., 2017). A more recent study of more than 2000 organizations showed that 45% of 

employees were using personally-owned devices for work activities (Vaidya, 2018). With this 

increasing dependence on mobile devices, organizations expect their employees to continue 

working after office hours, even from home (Disterer and Kleiner, 2013) while, on the other 

hand, employees bring personal activities to their work environments (e.g., social media, 

personal email) (Disterer and Kleiner, 2013; Dang and Pittayachawan, 2015). 

The implications of BYOD have intrigued researchers as well as practitioners. Some prior 

research has revealed positive impacts in terms of employee satisfaction, usability, mobility, 

efficiency, productivity, and lowering of operational costs for organizations (e.g., Tokuyoshi, 

2013; Crossler et al., 2014; Willis, 2014; Garba et al., 2015). Giving employees the freedom to 

use their own devices is expected to increase job satisfaction (e.g., Thomson, 2012; Disterer 

and Kleiner, 2013; Moyer, 2013; Willis, 2014; Garba et al., 2015). Moreover, it is argued that 

employees have a better understanding of the usability requirements (e.g., device features, 

applications) necessary to perform their day-to-day work-related tasks which will be reflected 

in the device they bring to work (Tokuyoshi, 2013). By applying BYOD and integrating 

employees’ devices with organizational information systems, employees have more freedom 

to work at any time and from any place (Disterer and Kleiner, 2013)—and more satisfied 

employees equipped with usable and mobile devices can also increase efficiency (e.g., Disterer 

and Kleiner, 2013; Crossler et al., 2014; Garba et al., 2015). Finally, employees are responsible 

for maintaining their own devices, leading to reductions in the cost of organizational operations 

(Dang and Pittayachawan, 2015; Garba et al., 2015). 
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While many prior studies have discussed the positive implications of BYOD (e.g., Crossler et 

al., 2014; Dang and Pittayachawan, 2015; Garba et al., 2015), the phenomenon also poses 

several challenges, specifically to organizational information security (Disterer and Kleiner, 

2013). The adoption of BYOD without proper consideration of the information security 

implications means that organizations risk data loss (Garba et al., 2017) through, for example, 

unauthorized data sharing, issues with access controls, device management challenges, 

hacking, device loss or theft, malware, and security controls on apps used by users (Garba et 

al., 2015; Garba et al., 2017). Even in those organizations that have a better understanding of 

BYOD risks, the risks are often not recognized by the employees nor reflected in the security 

guidelines (Doargajudhur and Dell, 2019). The information security risks associated with 

BYOD have led some to refer to it as “Bring Your Own Danger”(Doargajudhur and Dell, 

2019). 

1.2 Research Gaps and Motivation 

Traditionally, information security policies—together with awareness campaigns, training, 

incentive schemes, and disciplinary procedures—are designed to regulate employees’ 

behaviors, make effective changes to it, ensure compliance with the policies, and ultimately, 

protect the organization’s information assets (Bulgurcu et al., 2010a). However, the vast 

majority of these policies are designed to regulate employees’ behaviors when they are using 

company-owned devices (Garba et al., 2017). A 2018 survey of more than 2000 organizations, 

showed that while 45% of employees regularly used personally-owned devices for work, only 

19% of these organizations had a policy on the usage of personally-owned devices for work-

related activities (Vaidya, 2018). Even those organizations that had a BYOD specific policy in 

place treated personally-owned devices the same as company-owned devices (Garba et al., 

2017).  

Furthermore, there is a dearth of studies on the subject of BYOD challenges and effective 

BYOD management (Garba et al., 2017). The majority of information security studies have 

focused on behaviors related to the usage of company-owned devices and organizational 

settings (e.g., Straub Jr, 1990; Gopal and Sanders, 1997; Bulgurcu et al., 2010a; Palanisamy et 

al., 2020b).  

The vast majority of prior studies focused on organizational settings and testing the application 

of different theories. Many theories have been used to explain information security-related 
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behavior including the theory of reasoned action (TRA) (e.g., Bulgurcu et al., 2010a; Ifinedo, 

2012), protection motivation theory (PMT) (e.g., Workman et al., 2008; Johnston and 

Warkentin, 2010), deterrence theory (DT) (e.g., Straub Jr, 1990; Gopal and Sanders, 1997), 

and rational choice theory (RCT) (e.g., Hu et al., 2011; Han et al., 2017), among others. These 

studies have provided many insights and several contributions to better understand the different 

variables influencing information security behaviors. However, only a few studies have been 

identified that examine information security behaviors outside of the work environment and 

just two on BYOD (Crossler et al., 2014; Dang and Pittayachawan, 2015).  

The two BYOD studies have started to examine some of the contextual factors relevant to 

BYOD. For instance, Dang-Pham and Pittayachawan (2015) examined the spatial contextual 

factor by studying the effect of non-work activities at home and in the workplace when 

employees use their own devices. They used an extended version of the protection motivation 

theory and found that the spatial contextual factor impacts the PMT variables’ effect on 

information security behavior intent. Crossler et al. (2014) examined the effect of 

psychological factors related to BYOD and showed that the sensitivity of data affects PMT 

variables that affect employees’ behaviors when using their own devices. The unique 

contextual factors related to BYOD were not sufficiently discussed in these papers—only some 

of the factors were considered and investigated. There was no evidence of establishing a 

comprehensive framework capturing the complexity of BYOD and defining related contextual 

factors and their effects on information security-related behaviors. 

Some of the contextual factors in the BYOD studies have also been examined in the work-life 

domain literature. These contextual factors, in addition to others that have not been examined 

in BYOD studies, have been shown to blur the boundaries between the work and life domains 

(e.g., Chesley, 2005; Leung, 2011). These included physical, temporal, behavioral, social, and 

psychological factors (e.g., Ashforth et al., 2000; Clark, 2000; Olson-Buchanan and Boswell, 

2006; Park and Jex, 2011; Fonner and Stache, 2012). Further, the effect of work-life domain 

management on employees and organizational behaviors, and firm productivity has been 

discussed and presented in several studies (e.g., Konrad and Mangel, 2000; Lambert, 2000; 

Bragger et al., 2005; Muse et al., 2008). Employees of organizations that supported them to 

better balance their work and life demands exhibited more positive attitudes and behaviors 

(Muse et al., 2008) which were reflected in their overall task and contextual performance (Muse 

et al., 2008). Similarly, organizational support for employees’ work-life balance have been 
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shown to positively affect employee efforts to improve their organization (Lambert, 2000). 

Working in the office had a different effect from working from home on aspects such as job 

performance, motivation, retention, and workload success (Hill et al., 2003). Also, being in the 

work environment and atmosphere has been shown to have a different effect on employee 

concentration and decision-making from being in a non-work environment and atmosphere 

(Burmeister et al., 2018). 

As discussed above, BYOD has similar contextual factors to those identified in the work-life 

domain literature (e.g., Ashforth et al., 2000; Clark, 2000; Olson-Buchanan and Boswell, 2006; 

Park and Jex, 2011; Fonner and Stache, 2012; Crossler et al., 2014; Dang and Pittayachawan, 

2015) which have been shown to blur the boundaries of the work and life domains (e.g., 

Chesley, 2005; Leung, 2011). Therefore, this thesis argues that BYOD also blurs the 

boundaries between the work and life domains, affecting employees’ perception of which 

domain they are in. Further, the perception of which domain they are in has been shown to 

influence employees’ behaviors (e.g., Hill et al., 2003; Burmeister et al., 2018). Consequently, 

this thesis argues that employees’ information security behaviors will be affected by their 

perception of whether they are in the work or the life domain. Employees will develop their 

own interpretation of BYOD—concerning the work-life domain—and adopt respective rules 

and norms (Li and Siponen, 2011; Dang et al., 2013). For instance, an employee performing 

work-related tasks in the workplace using his/her own device will have more awareness of 

his/her behaviors to avoid breaking information security policies and rules. However, an 

employee using the same device at home and performing non-work activities is extremely 

unlikely to consider information security policies due to the more relaxed environment he or 

she is experiencing. Thus, the complexity of BYOD contextual factors must first be understood; 

only then can the implications of BYOD on information security and related policy-making 

practices be investigated. 

1.3 Research Question 

As stated in the previous section, today, many employees use their own devices to do work-

related activities (e.g., Garba et al., 2017; Vaidya, 2018). The use of employee-owned devices 

provides them with the flexibility to do their work at any place, any time (e.g., Tokuyoshi, 

2013; Crossler et al., 2014; Willis, 2014; Garba et al., 2015). However, this poses new 

challenges to information security (Garba et al., 2015) as traditional information security policy 

is designed to address the requirements when employees are using company-owned devices, 
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not their personal devices (Garba et al., 2017). To address this gap, this thesis aims to expand 

on existing research by studying the contextual uniqueness of BYOD. This will be examined 

based on the results of prior studies related to 1) ICT effects on the management of work and 

life domains (e.g., Chesley, 2005; Hubers et al., 2011; Leung, 2011), and 2) behavior changes 

based on individual perceptions of being in the life domain or in the work domain (e.g., Hill et 

al., 2003; Burmeister et al., 2018). Therefore, this thesis intends to answer the following 

research question: 

What BYOD contextual factors affect employees’ perception of being in the life or work 

domain and subsequent compliance with information security policies? 

Primarily, this thesis seeks to achieve the following objectives: 

• To develop a comprehensive understanding of what BYOD contextual factors affect 

employees’ perceptions of being in the work domain or life domain. 

• To examine how employees’ perceptions of being in the work or life domain affect their 

compliance with the information security policy. 

• To empirically validate the research model. 

1.4 Research Significance and Expected Contributions 

By acknowledging the complexity and uniqueness of BYOD, this thesis aims to develop a 

comprehensive BYOD contextual factors framework and validate it empirically. The 

framework provides a fresh perspective on and an opportunity to re-examine the usability of 

existing theories in explaining BYOD-related information security behaviors. The framework 

will also enable researchers to investigate other types of employee behavior and cognitive 

processes (such as job performance, knowledge sharing, and decision making) from a new 

angle.  

In addition, and based on border theory, this thesis will test the effect BYOD contextual factors 

have on employees’ perception of whether they are in the work domain or the life domain. 

Although the majority of the literature reviewed in this thesis showed the impact that ICT has 

on employees’ work-life domain management, no studies specifically on BYOD and the work-

life domain were identified. More specifically, this thesis will examine how the actual 

ownership of the device can affect employees’ perception of which work domain they are 
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inhabiting. Device ownership is a new addition to the list of factors in the work-life domain 

literature when it comes to examining work-life boundary management. 

Further, employees’ information security behaviors will be studied from a new perspective that 

has not received much attention in the current literature. The thesis acknowledges that due to 

the current flexibility enabled by technology, more specifically, the usage of BYOD, 

information security extends beyond the work environment boundary. It also recognizes that 

people behave differently depending on whether they perceive they are in a work environment 

or non-work environment. Accordingly, it studies the effect that employees’ perception of 

which domain they are in—work or life—has on their information security behaviors. More 

specifically, the thesis will test how this perception affects one of the most widely-used theories 

in information security literature, protection motivation theory.  

Practically, the thesis will address the current gap that exists in information security policies 

that focus mostly on the work environment and company-owned devices. These policies are 

not sufficient to successfully implement information security in an always-online age when 

employees are empowered to perform any activity, in any place, on any device, and at any time. 

Accordingly, this thesis will guide organizations and practitioners to develop information 

security policies that recognize the real world and employees’ practices. These policies need 

to ensure that they address the usage of any device (whether owned by employees or by the 

organization), from any place (in the office or at home), at any time (whether during working 

hours or outside working hours), and while performing any activities (personal or work-

related). Such contextual aspects need to be reflected in the policy statements whose drafting 

may make use of the results of this thesis and future studies that expand on it. 

The results of this thesis will also guide information security behavioral change programs 

which aim to enhance awareness and provide training to employees to shape their behaviors to 

those that are compliant with information security policies. The results of this study will 

provide these programs with areas that can be used as key messages that can effectively trigger 

behavioral changes. Such messages will address the contextual factors and also the essential 

aspects that trigger employees’ intention to comply with information security policy. This study 

shows the importance of including BYOD contextual factors as protection motivation variables 

when designing these programs. 
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1.5 Thesis Overview 

The remainder of this proposal is set out as follows: in Chapter 2, the literature review will 

consider the aspects covered in extant information security studies, specifically, the studies 

concerning information security policy compliancy behaviors. This chapter will also identify 

the different theories that have been used in information security literature and BYOD within 

the information security field, and identify and discuss the theoretical gaps. In Chapter 3, the 

research models will be presented along with their supporting rationale. Chapter 4 will detail 

the research design and methods used to test the proposed models. Chapter 5 will present the 

result of testing the research models, and Chapter 6 will discuss these results and the theoretical 

contributions and practical contributions. Finally, Chapter 7 will summarize the research and 

its outcomes. 
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FIGURE 1: THESIS STRUCTURE 
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CHAPTER TWO: LITERATURE REVIEW 

The literature review starts by providing an overview of information security, including its 

definition and the importance of employees’ compliance with information security policy. It 

then provides a definition and overview of Bring Your Own Device (BYOD), and discusses 

how BYOD is becoming the norm. After that, the effects of BYOD on information security 

and current research gaps are presented. Further, an overview of the relations between BYOD 

and work-life domain management is given, showing how the literature of work-life domain 

management has discussed this phenomenon. Following that, the literature review provides a 

deep dive into the current studies investigating employees’ information security-related 

behaviors to provide an understanding of the type of behaviors that have been examined and 

the key theories used. Finally, the conclusion connects the different studies from information 

security literature, work-life domain management literature, and BYOD literature to present 

and discuss the research gaps. 

2.1 Information Security Overview 

This section will aim to illustrate why information security is so critical in today’s 

technologically advanced society. It will also define information security within this thesis’s 

context based on the different definitions provided in the literature and used in practice. It will 

also discuss the different types of studies in the field of information security. Finally, this 

section will emphasize the importance of the human factor in the information security domain 

to ensure the protection of organization information assets. 

2.1.1 Importance of Information Security 

Information security is becoming one of the biggest concerns for organizations and is a top 

priority for around 74% of top management in different organizations (Vaidya, 2018). The 

importance of information security is driven by the ever-increasing number of security 

breaches. For example, the Ponemon Institute (2012) surveyed 56 organizations and found that 

they had encountered an average of 102 successful attacks per week; with a success rate of 

1.8%, this means that each organization was suffering over 5000 attacks every week. By 2017, 

the average number of security breaches per company was increasing by 27.4% annually and 

had reached an average of 130 security breaches per company (Ponemon Institute, 2017a). In 

addition, Verizon (2012) reported that in 2011 around 174 million records had been 

compromised among the 90 organizations that it investigated. In the United States alone, 



 

22 

298,766,788 records were breached in 2012 (Privacy Rights Clearinghouse, 2012), increasing 

to 1,369,452,404 in 2018 (Privacy Rights Clearinghouse, 2018). In 2017, the global average 

for breached records was 24,089 records per company (Ponemon Institute, 2017b). Many other 

reports (e.g., Richardson, 2011; Ponemon Institute, 2013; Vaidya, 2018; Symantec, 2019) also 

illustrate different numbers of information security incidents that have occurred in different 

organizations.  

These information security breaches and incidents place enormous burdens on organizations. 

The cost of security breaches has reached up to $5.4 million in some cases (Ponemon Institute, 

2013), and each security attack costs organizations an average of $591,780 (Ponemon Institute, 

2012). A survey by Potter and Waterfall (2012) of 447 organizations in the United Kingdom 

showed that the average loss due to information security breaches for small businesses was 

between £15,000 to £30,000. In contrast, the average loss for large organizations was between 

£110,000 and £250,000. Moreover, a 2012 Ponemon Institute survey of 56 organizations 

showed that the average cost resulting from cyber-crime was $8.9 million in 2012, with a 

minimum cost of $1.4 million and a maximum of $46 million. The average annual cost of 

cyber-crime increased to $11.7 million in 2017 (Ponemon Institute, 2017a). 

As a result, organizations devote a great deal of their resources to implementing security 

countermeasures. Infosecurity Magazine (2012) reported that, globally, information security 

expenditures reached $55 billion in 2015. This figure increased to $101 billion in 2017 and was 

projected to increase further to $124 billion in 2019 (Moore and Keen, 2018). 

2.1.2 Information Security Definition 

Although the field of information security has gained a great deal of attention, the term has 

been interpreted in different ways in the literature. Drawing on Zhao and Lu (2007), Wang et 

al. (2010 p.65) defined information security as “the protection of information and information 

systems against unauthorized access or modification of information”, going on to add 

additional requirements for the protection of information and information systems against 

unauthorized usage, disruption, disclosure, and/or destruction. The scope of these two 

definitions encompasses both IT security (i.e., information systems security) and non-IT 

information security (e.g., physical security and human resources security). This means that all 

information within organizations is within the scope of information security, regardless of the 

type of medium. Consequently, information security is a bigger umbrella that encompasses 

information systems security. 
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However, the term ‘information systems security’ is also used in the literature (e.g., Smith and 

Jamieson, 2006; Vance et al., 2013) and has been defined as “the protection of information 

systems against unauthorized access to or modification of information whether in storage, 

processing, or transit, and against denial of service to authorized users, including those 

measures necessary to detect, document, and counter such threats” (NSTISSC 1999, p.4, cited 

in Smith and Jamieson, 2006 p.25). Examining this definition in the context of the previous 

two, it is clear that while this definition focuses only on the information systems protection 

aspect of information security, it elaborates more on the scope of the protection. Nevertheless, 

as stated earlier, information systems security is a subset of information security. 

The International Organization for Standardization’s (ISO) definition of information security 

as “preservation of confidentiality, integrity, and availability of information” (ISO, 2009 p.3) 

is widely used in the practical world because many organizations have adopted the ISO/IEC 

27000-series. However, for the sake of this study, the definition provided by the National 

Institute of Standards and Technology (NIST) will be used: “protecting information and 

information systems from unauthorized access, use, disclosure, disruption, modification, or 

destruction in order to provide: (A) integrity, (B) confidentiality, and (C) availability” 

(National Institute of Standards and Technology (NIST), 2003 p.15). This definition 

encompasses all of the previous definitions while maintaining the broader scope of information 

security which covers all of the information that resides in the organization, whether in physical 

or electronic form. 

2.1.3 Studies in the Information Security Field 

The business world is not the only place that information security has gained importance; 

researchers also have shown interest, resulting in a large amount of literature focusing on 

different aspects of information security. Generally, prior research on information security has 

been conducted by two different streams of inquiry, focusing on either the implementation of 

information security or human factors. The former covers different topics that affect the success 

of information security implementation. For example, many researchers have focused on 

defining factors that positively or negatively affect the success of information security 

implementation (e.g., McFadzean et al., 2007; Dunkerley and Tejay, 2010; Smith, 2010; Hall 

et al., 2011) while others have focused on technical areas of information security (e.g., 

Bernardeschi et al., 2002; Jali et al., 2010; Zissis and Lekkas, 2011). Researchers have also 

studied information security awareness and training delivery methods and techniques (e.g., 
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Kruger et al., 2010; Puhakainen and Siponen, 2010; Hagen et al., 2011). The second stream 

focuses mainly on the human effect on the information security ecosystem. For example, 

researchers have investigated factors leading individuals to commit security breaches (e.g., 

Shropshire, 2009; Garrison and Ncube, 2011) and individual behaviors, specifically behaviors 

related to information security policy compliance (e.g., Myyry et al., 2009; Bulgurcu et al., 

2010a; Johnston and Warkentin, 2010; Siponen and Vance, 2010; Ifinedo, 2012). In this study, 

the focus will be on human factors to examine the impact of BYOD on information security.  

2.1.4 Humans as the Key Threat to Information Security 

A key factor that plays a considerable role in the success or failure of information security is 

the human factor (Johnston et al., 2016), also referred to as the weakest link in information 

security (e.g., Bulgurcu et al., 2010a; Dong et al., 2010; Caldwell, 2012). When it comes to 

organizations, employees represent this human factor and their behaviors affect information 

security within their organizations. Whether these behaviors cause harm intentionally or 

unintentionally, they remain critical. The data loss statistics found on the Datalossdb Open 

Security Foundation (2013) website show that around 24% of the total data loss incidents 

identified in 2012 were caused by insiders (i.e., employees) whether accidentally or 

maliciously. In addition, the survey by Potter and Waterfall (2012) revealed that employees are 

responsible for 42% of information security breaches in large organizations. Similarly, in 2012, 

in the United States alone, over 10 million records were reported to have been breached, with 

employees being the primary root cause, and this had increased to over 750 million in 2018 

(Privacy Rights Clearinghouse, 2018). On the same topic, in 2013 the Ponemon Institute 

reported that the human factor accounted for 35% of data breaches globally. A similar figure 

was reported in 2017, where 28% of data breaches’ root causes were associated with human 

error and negligence, while 47% were associated with malicious insider or criminal attacks 

(Ponemon Institute, 2017b). Similarly, Verizon (2019) reported that of 41,686 security 

incidents in 86 countries worldwide, internal actors were behind 34% of such incidents, 13% 

of which were due to misuse by authorized users. The cost of such breaches has been reported 

to be an average of $3.62 million (Ponemon Institute, 2017b). 

Because of the impact employees have on information security, organizations develop and 

implement information security policies as one of the countermeasures to respond to the risks 

posed by employees’ behaviors. Information security policy has been defined as a “statement 

of the roles and responsibilities of the employees to safeguard the information and technology 
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resources of their organizations” (Bulgurcu et al., 2010a pp.526-527). A report by Maple and 

Phillips (2010) found that every organization they studied which did not have an information 

security policy in place had suffered information security breaches. One can conclude from 

this that the absence of an information security policy is correlated with an organization’s being 

at risk of information security breaches. 

Although many organizations develop and implement information security policies, ensuring 

employees’ compliance remains a challenge. A survey by Potter and Waterfall (2012) covering 

447 UK organizations shows that 95% of large organizations have an information security 

policy in place but also reported that about 75% of organizations believe that their staff 

members have a poor understating of it. Similarly, Verizon (2012) reports 83% of large 

organizations have an information security policy in place; however a survey of 728 

practitioners based in the United States shows that only a third (32%) were confident that their 

organization’s information security policy is complied with. In contrast, around 68% of the 

respondents were not (Ponemon Institute, 2010).  

Because of employees’ noncompliance with information security policies, many researchers 

have been motivated to study the factors that influence this behavior. Such research has taken 

different approaches and proposed various explanations for employees’ behaviors (e.g., 

Pahnila et al., 2007b; D'Arcy and Hovav, 2009; Herath and Rao, 2009a; Bulgurcu et al., 2010a; 

Hu et al., 2011; Son, 2011; Chen, 2012; Barlow et al., 2013; Crossler et al., 2014; Dang and 

Pittayachawan, 2015). The results of these studies have shed light on many factors such as self-

efficacy (e.g., Bulgurcu et al., 2010a; Ifinedo, 2012; Johnston et al., 2015), response efficacy 

(e.g., Herath and Rao, 2009a; Ifinedo, 2012; Pahnila et al., 2013), attitude (e.g., Bélanger et al., 

2017), injunctive norms (e.g., Hu et al., 2012; Al-Omari et al., 2013; Aurigemma and Mattson, 

2017), and several other cognitive factors. Although the majority of these studies have focused 

on various cognitive factors, others have explored leadership style (e.g., Rocha Flores and 

Ekstedt, 2016; Amankwa et al., 2018), information security policy (e.g., Safa et al., 2015; 

Ahmad et al., 2019), information security Budget (Herath and Rao, 2009b), and information 

security awareness programs (e.g., Lee et al., 2004; D'Arcy and Hovav, 2007). However, the 

literature review shows that almost all of these studies have a focus on typical organizational 

settings. Only a few have looked into other aspects that might affect employee behaviors when 

they are not in a typical organizational setting—such as the concept of Bring Your Own Device 

(BYOD) and how it may disturb the normal typical organization setting (e.g., Crossler et al., 
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2014; Dang and Pittayachawan, 2015; Garba et al., 2015). Their studies shed light on the 

potential of BYOD to have certain contextual factors that affect employees’ compliance with 

information security policy. Accordingly, the literature review will discuss BYOD in more 

depth in the next section to provide clarity of the concept and show how BYOD is emerging as 

a phenomenon. 

2.2 Bring Your Own Device (BYOD) 

This section will start by providing a definition of bring your own device (BYOD). It will then 

discuss how this concept has become a norm in organizations and employees’ day-to-day work 

activities. After that, this section will shed light on the expected values and benefits of BYOD 

for employees and organizations. Finally, it will discuss the risks associated with adopting 

BYOD. 

2.2.1 BYOD Definition 

Bring your own device (BYOD) refers to the practice where an organization permits its 

employees to use their personally-owned devices (e.g., laptops, smartphones, tablets), whether 

inside or outside of their workplaces, to perform their work tasks. These devices are provided 

with access to organizations’ information systems (e.g., network, applications, and 

information). This phenomenon is also referred to in the literature as “IT consumerization” 

(Disterer and Kleiner, 2013; Tokuyoshi, 2013; Crossler et al., 2014; Garba et al., 2015). 

2.2.2 BYOD: A New Trend Adopted by Organizations and Employees 

Today, BYOD is more of a norm rather than an exception (Crossler et al., 2014; Steelman et 

al., 2016), possibly due to the growing usage of emerging technologies, and more specifically, 

mobile technologies. The International Telecommunications Union (ITU) (a United Nations 

agency) report estimated 3.2 billion internet users around the world and, by the end of 2015, a 

mobile cellular subscription penetration rate of 97% or more than 7 billion mobile cellular 

subscriptions (ITU, 2015).  

Such personally-owned devices started to be utilized by employees for work-related activities. 

A 2012 survey of thousands of employees showed that the majority were using their own 

devices for work (Bradley et al., 2012) due to an increasing belief that it is their right to bring 

their own devices to work; some even deliberately flouting policies against BYOD (Davis, 

2012). Some employees even spend their own money specifically to bring their own devices to 
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the work environment: “according to Forrester, 33% of us are paying for devices specifically 

to help us do our jobs better. We purchase these devices for personal use and incorporate them 

into our work environment – with or without the support of the IT department” (Tokuyoshi, 

2013 p.12). A survey in 2018 covering more than 2000 organizations, showed that 45% of 

employees used personally-owned devices for work (Vaidya, 2018). Therefore, many 

organizations are expected to move ahead with implementing Bring Your Own Device.  

2.2.3 Expected Benefits of BYOD 

Many organizations adopt BYOD strategies in the belief that it will provide value to them. 

Several positive effects of BYOD have been discussed in prior research in terms of improving 

employees’ satisfaction, providing them with better usability, enabling mobility, increasing 

efficiency, improving productivity, and lowering operational costs for organizations (e.g., 

Tokuyoshi, 2013; Crossler et al., 2014; Willis, 2014; Garba et al., 2015; Palanisamy et al., 

2020a). Empowering employees to speak for themselves with the freedom to use their own 

devices is expected to increase job satisfaction; hence, the avoidance of forcing them to use 

preselected devices that may not satisfy their requirements or taste will result in happier 

employees (e.g., Thomson, 2012; Disterer and Kleiner, 2013; Moyer, 2013; Willis, 2014; 

Garba et al., 2015). Some studies have also argued that employees are the ones doing the job 

and so they will know the most effective tool to do the job; thus, they will bring the devices 

they believe will have the best usability (e.g., device features, applications) for each of their 

unique and specific tasks (Tokuyoshi, 2013). Furthermore, with the ever more commonplace 

expectation that workloads must be completed, even if that means working outside contracted 

hours and adopting work from home strategies, which leads to the need to always be connected, 

BYOD allows employees to integrate their devices with organizational information systems 

and so provides them with the ability to work at any time and from any place (Disterer and 

Kleiner, 2013). Employees who are satisfied, i.e., using a device of their own choosing with 

the right usability requirements and able to do their work anywhere and at any time, will be 

more efficient in their tasks (e.g., Disterer and Kleiner, 2013; Crossler et al., 2014; Garba et 

al., 2015). Finally, organizations believe that the burden and cost of maintaining devices will 

be borne by the employees, as they are responsible for maintaining their own devices. This 

shift of maintenance ownerships is envisaged to reduce the cost of organizational operations 

(Dang and Pittayachawan, 2015; Garba et al., 2015). 
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2.2.4 Risks of BYOD 

BYOD provides employees with the freedom to use their personally-owned devices at any time 

and in any place to perform work-related activities (Disterer and Kleiner, 2013). It also allows 

them to use their devices in their work environments to perform personal activities (e.g., social 

media, personal email) (Disterer and Kleiner, 2013; Dang and Pittayachawan, 2015). This 

freedom is accomplished by integrating employees’ personally-owed devices with the 

organizations’ information systems (e.g., network, applications, and information) (e.g., 

Disterer and Kleiner, 2013; Tokuyoshi, 2013; Crossler et al., 2014; Garba et al., 2015).  

However, this freedom does not come without a price: BYOD has also introduced several risks 

related to organizational information security (Disterer and Kleiner, 2013; Palanisamy et al., 

2020a) which, if exploited, can cause loss of organizations’ data (Garba et al., 2017). Several 

aspects of BYOD can trigger these risks, including device management, access control, loss of 

device, hacking, malware, device theft, and apps used by users (Garba et al., 2015; Garba et 

al., 2017). Although some organizations recognize and understand BYOD-related risks, this 

does not necessarily mean that their employees do (Doargajudhur and Dell, 2019). The 

complexity of BYOD and the challenges it poses to organizations have led many to refer to it 

as “Bring Your Own Danger” (Doargajudhur and Dell, 2019). 

Palanisamy et al. (2020b) conducted a systematic review of 17 studies to define BOYD policy 

compliance risks. The review showed that security risks are continually evolving, putting 

organizations at risk of information security threats when it comes to adopting BYOD. The 

review defined 29 BYOD risks that require organizations’ attention and grouped them under 

the people, process, and technology dimensions. Within the people dimension, employee 

behaviors such as compliance, misuse and carelessness were examples of the risks defined. 

Within the process dimension, example risks related to lack of policy, employee awareness and 

training, and in the technology dimension, the examples included device management, malware 

attacks, and connectivity to risky networks. 

Therefore, there is a need to review the extant information security studies to examine how 

these studies investigated employees’ compliance with information security policy in general 

and how they introduced BYOD in these studies. The next section will aim to perform that 

review to capture these efforts and illustrate the general direction taken by these studies. 
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2.3 Information Security Behavioral Studies 

This section will discuss the different studies conducted by prior researchers that investigated 

the behavioral aspects of information security. In this discussion, a detailed review will be 

conducted of the different theories used to study employees’ behaviors when it comes to 

complying with information security and the outcome of these studies. At the end of this 

section, the review will focus on those studies that investigated employee compliance with 

information security behaviors in relation to BYOD. 

2.3.1 Previous Employee Information Security Behaviors Studies 

Decision-makers need guidance on the best methods to discourage misuse of their information 

assets and achieve compliance with information security policies within organizations and the 

appetite for such guidance increases over time as organizations adopt new technologies and 

strategies in the ICT fields such as BYOD (Bulgurcu et al., 2010a). Several studies aimed to 

understand employees’ behaviors related to compliance with information security policies in 

order to address the information security needs of these organizations and offer insights and 

possible solutions (e.g., Siponen et al., 2007; Herath and Rao, 2009a; D'Arcy and Herath, 

2011).  

A review of previous studies on information security behaviors will be performed to capture 

their results and conclusions. Further, the review will also focus on how BYOD was introduced 

in these studies. Other researchers have previously carried out similar reviews to provide an 

overview of what has been covered in this field. Siponen (2005) reviewed information security 

literature, focusing on the different approaches used to implement information security and 

comparing their underlying assumptions; however, in his review, little attention was paid to 

information security policy compliance behaviors. Siponen and Oinas-Kukkonen (2007) also 

followed a similar approach in conducting their review of security issues—where they focused 

on the development of secure information systems, security management, secure 

communication, and access to information systems—but not on employees’ behaviors 

regarding compliance with information security policies. Padayachee (2012) conducted a 

systematic review of studies related to compliance with information security policies and 

produced a taxonomy of factors relevant to employees’ behaviors when it comes to adhering 

to these policies. D’Arcy and Herath (2011) gave a more focused review of employees’ 

behaviors by conducting a systematic review of 17 studies that had applied deterrence theory, 

and highlighted critical issues with its application; they also put forward recommendations and 
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guidelines for future research. Sommestad et al. (2014) conducted a systematic review of 29 

studies, which: 1) studied variables influencing information security policy compliance; 2) 

were empirically tested; and, 3) published in a peer-reviewed publication. They identified 

around 60 variables that influence information security behaviors and concluded that there is 

no clear ‘winner’; each of the variables explains a small amount of the variance in behavior, 

and each showed variation in different studies. Alaskar et al. (2015) conducted another 

systematic review in which they identified 36 empirical studies of information security 

behaviors. They only focused on studies that explicitly mentioned information security policy 

terms and excluded studies that used different terms which might not be understood as security 

concerns by the participants—for example, internet policy misuse. Also, they distinguished 

between studies in which the behaviors in question were positive, such as complying with 

information security polices, or negative, such as misusing organizations’ assets. They also 

highlighted the theoretical and methodological development related to employees’ information 

security behaviors in addition to showing empirical studies’ dissemination in academic 

journals. Such reviews provide researchers with a starting point to perform their studies in 

related fields. 

Building on the previous reviews, this study aims to expand the coverage to include other 

studies that may not have previously been covered. Such studies might be more recently 

published (e.g., Humaidi and Balakrishnan, 2015; Ifinedo, 2016), not covered in these reviews 

(e.g., D'Arcy et al., 2014), or more specific to the information security of BYOD (e.g., Crossler 

et al., 2014; Dang and Pittayachawan, 2015). The focus will be on papers that studied the 

behaviors related to information security. 

Based on the review of the literature, this thesis identified 55 studies that have investigated 

employees’ behaviors when it comes to complying with or violating information security 

policy (see Appendix A) and categorized them accordingly. The first category includes 36 

studies that investigated positive employee behaviors related to information security (e.g., 

compliance). In comparison, the second category consists of 19 studies that investigated 

negative information security employee behaviors (e.g., abuse and misuse). 

The review showed that protection motivation was the theory most used in these studies in 

order to investigate and explain employees’ information security behaviors. Of the 31 studies 

that used this theory, 28 investigated positive employee behaviors (i.e., Siponen et al., 2006; 

Pahnila et al., 2007b; Pahnila et al., 2007a; Siponen et al., 2007; Boss et al., 2009; Herath and 
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Rao, 2009b; Herath and Rao, 2009a; Bulgurcu et al., 2010a; Johnston and Warkentin, 2010; 

Siponen et al., 2010; Ifinedo, 2012; Vance et al., 2012; Pahnila et al., 2013; Yoon and Kim, 

2013; Siponen et al., 2014; Boss et al., 2015; Johnston et al., 2015; Posey et al., 2015; Safa et 

al., 2015; Sommestad et al., 2015; Hanus and Wu, 2016; Warkentin et al., 2016; Bélanger et 

al., 2017; Burns et al., 2017; Menard et al., 2017; Torten et al., 2018; Li et al., 2019; Rajab and 

Eydgahi, 2019), while the remaining three investigated negative employee behaviors (i.e., 

Workman et al., 2008; Johnston et al., 2016; Moody et al., 2018).  

The review showed that deterrence theory was applied in order to investigate and explain 

employees’ information security behaviors in 30 studies. Of these, 15 investigated positive 

employee behaviors (i.e., Lee et al., 2004; Pahnila et al., 2007b; Pahnila et al., 2007a; Siponen 

et al., 2007; Herath and Rao, 2009b; Herath and Rao, 2009a; Bulgurcu et al., 2010a; Siponen 

et al., 2010; Son, 2011; Chen, 2012; Johnston et al., 2015; Ifinedo, 2016; Aurigemma and 

Mattson, 2017; Chen et al., 2018; Rajab and Eydgahi, 2019), and 15 negative employee 

behaviors (i.e., Straub Jr, 1990; Harrington, 1996; Skinner and Fream, 1997; Dugo, 2007; 

D'Arcy and Hovav, 2009; D'Arcy et al., 2009; Siponen and Vance, 2010; Hu et al., 2011; Guo 

and Yuan, 2012; Barlow et al., 2013; Cheng et al., 2013; Johnston et al., 2016; Alshare et al., 

2018; Moody et al., 2018; Merhi and Ahluwalia, 2019). The application of deterrence theory 

in information security literature showed a balance between applying it to the two types of 

behaviors. However, this was also the most used theory when studying negative employee 

behaviors related to information security. 

The third most dominant theory, with 28 studies, was the theory of reasoned action. The 

application of this theory followed the same approach taken by researchers when applying 

protection motivation theory, where it was mostly used to study employees’ positive 

information security behaviors. A total of 22 studies applied the theory to explore positive 

employee information security behaviors (i.e., Siponen et al., 2006; Pahnila et al., 2007b; 

Pahnila et al., 2007a; Siponen et al., 2007; Bulgurcu et al., 2009; Herath and Rao, 2009b; 

Herath and Rao, 2009a; Zhang et al., 2009a; Bulgurcu et al., 2010a; Siponen et al., 2010; Hu 

et al., 2012; Ifinedo, 2012; Al-Omari et al., 2013; Yoon and Kim, 2013; Ifinedo, 2014; Siponen 

et al., 2014; Safa et al., 2015; Sommestad et al., 2015; Rocha Flores and Ekstedt, 2016; 

Aurigemma and Mattson, 2017; Bélanger et al., 2017; Rajab and Eydgahi, 2019), while six 

studies applied the theory when examining negative employee information security behaviors 
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(i.e., Dugo, 2007; Workman and Gathegi, 2007; Cox, 2012; Cheng et al., 2013; Moody et al., 

2018; Merhi and Ahluwalia, 2019). 

In addition to the above three theories, others have been applied by more than one study to 

examine employees’ information security behaviors. For example, rational choice theory was 

used three times for both positive (i.e., Bulgurcu et al., 2010a; Ifinedo, 2016; Han et al., 2017) 

and negative (i.e., Hu et al., 2011; Vance and Siponen, 2012; Kajtazi et al., 2018) behaviors. 

The health belief model was used in five studies, four of them examining positive behavior 

(i.e., Ng et al., 2009; Humaidi and Balakrishnan, 2015; Dodel and Mesch, 2019; Li et al., 2019) 

and one negative (Moody et al., 2018). Four studies investigating positive information security 

behaviors applied social cognitive theory (i.e., Ng et al., 2009; Rhee et al., 2009; Ifinedo, 2014; 

Ahmad et al., 2019) and three studies investigating negative information security behaviors 

applied neutralization theory (i.e., Siponen and Vance, 2010; Barlow et al., 2013; Moody et al., 

2018). Social bond theory was used to study both positive (Ifinedo, 2014; Sohrabi Safa et al., 

2016) and negative (Cheng et al., 2013) behaviors. Both involvement theory (Sohrabi Safa et 

al., 2016; Amankwa et al., 2018) and innovation diffusion theory (Pahnila et al., 2007b; 

Siponen et al., 2010) were each used in two studies that focused on positive information 

security behaviors while the theory of interpersonal behavior was used once in a study on 

positive information security behaviors (Pahnila et al., 2007a) and once on negative 

information security behaviors (Moody et al., 2018). 

In addition, other theories were only used once. For positive employee information security 

behaviors studies, researchers applied several theories—or variables adopted from these 

theories—such as cognitive moral development theory (Myyry et al., 2009), five-factor model 

of personality (Shropshire et al., 2015), DeLone and MacLean theory (Pahnila et al., 2007a), 

deontological theory (Al-Omari et al., 2013), leadership style theory (Humaidi and 

Balakrishnan, 2015), motivational types of values theory (Myyry et al., 2009), organization 

climate theory (Ifinedo, 2016), safety climate theory (Chan et al., 2005), social identity theory 

(Bulgurcu et al., 2009), technology acceptance theory (Shropshire et al., 2015), Psychological 

ownership theory (Yoo et al., 2018), self-determination theory (Menard et al., 2017), flow 

theory (Yoo et al., 2018), and teleological theory (Al-Omari et al., 2013). Theories applied by 

researchers to investigate negative behaviors included the causal reasoning theory (Posey et 

al., 2011), composite behavior model (Guo et al., 2011), moral disengagement theory (D'Arcy 

et al., 2014), social learning theory (Skinner and Fream, 1997), theory of self-regulation 
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(Moody et al., 2018), extended parallel processing model (Moody et al., 2018), and 

technostress theory (D'Arcy et al., 2014). 

Table 1 provides a summary of key theories used in information security behaviors. It also 

shows the usage of these theories based on whether it is positive or negative information 

security behavior. 
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TABLE 1: KEY THEORIES USED IN PREVIOUS STUDIES ON EMPLOYEES INFORMATION SECURITY BEHAVIOR 

Theory Name  Total Positive Behavior Studies Positive 

Behavior 

Studies 

Negative Behavior Studies Negative 

Behavior 

Studies  

Protection 

Motivation 

Theory 

31 

Siponen et al. (2006); Pahnila et al. (2007b); 

Pahnila et al. (2007a); Siponen et al. (2007); 

Boss et al. (2009); Herath and Rao (2009b); 

Herath and Rao (2009a); Bulgurcu et al. 

(2010a); Johnston and Warkentin (2010); 

Siponen et al. (2010); Ifinedo (2012); Vance et 

al. (2012); Pahnila et al. (2013); Yoon and Kim 

(2013); Siponen et al. (2014); Boss et al. 

(2015); Johnston et al. (2015); Posey et al. 

(2015); Safa et al. (2015); Sommestad et al. 

(2015); Hanus and Wu (2016); Warkentin et al. 

(2016); Bélanger et al. (2017); Burns et al. 

(2017); Menard et al. (2017); Torten et al. 

(2018); Li et al. (2019); Rajab and Eydgahi 

(2019) 

28 

Workman et al. (2008); Johnston et al. (2016); 

Moody et al. (2018) 

3 

Deterrence 

Theory 
30 

Lee et al. (2004); Pahnila et al. (2007b); 

Pahnila et al. (2007a); Siponen et al. (2007); 

Herath and Rao (2009b); Herath and Rao 

(2009a); Bulgurcu et al. (2010a); Siponen et al. 

(2010); Son (2011); Chen (2012); Johnston et 

al. (2015); Ifinedo (2016); Aurigemma and 

Mattson (2017); Chen et al. (2018); Rajab and 

Eydgahi (2019) 

15 

Straub Jr (1990); Harrington (1996); Skinner 

and Fream (1997); Dugo (2007); D'Arcy and 

Hovav (2009); D'Arcy et al. (2009); Siponen 

and Vance (2010); Hu et al. (2011); Guo and 

Yuan (2012); Barlow et al. (2013); Cheng et al. 

(2013); Johnston et al. (2016); Alshare et al. 

(2018); Moody et al. (2018); Merhi and 

Ahluwalia (2019) 

15 
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TABLE 1: KEY THEORIES USED IN PREVIOUS STUDIES ON EMPLOYEES INFORMATION SECURITY BEHAVIOR CONT'D 

Theory Name  Total Positive Behavior Studies Positive 

Behavior 

Studies 

Negative Behavior Studies Negative 

Behavior 

Studies  

Theory of 

Reasoned 

Action/Theory 

of Planned 

Behavior 

29 

Siponen et al. (2006); Pahnila et al. (2007b); 

Pahnila et al. (2007a); Siponen et al. (2007); 

Bulgurcu et al. (2009); Herath and Rao 

(2009b); Herath and Rao (2009a); Zhang et al. 

(2009a); Bulgurcu et al. (2010a); Siponen et al. 

(2010); Hu et al. (2012); Ifinedo (2012); Al-

Omari et al. (2013); Yoon and Kim (2013); 

Ifinedo (2014); Siponen et al. (2014); Safa et al. 

(2015); Sommestad et al. (2015); Rocha Flores 

and Ekstedt (2016); Aurigemma and Mattson 

(2017); Bélanger et al. (2017); Rajab and 

Eydgahi (2019) 

22 

Dugo (2007); Workman and Gathegi (2007); 

Cox (2012); Cheng et al. (2013); Moody et al. 

(2018); Merhi and Ahluwalia (2019) 

6 

Rational Choice 

Theory  
6 

Bulgurcu et al. (2010a); Ifinedo (2016); Han et 

al. (2017) 
3 

Hu et al. (2011); Vance and Siponen (2012); 

Kajtazi et al. (2018) 
3 

Health Belief 

Model 5 

Ng et al. (2009); Humaidi and Balakrishnan 

(2015); Dodel and Mesch (2019); Li et al. 

(2019) 

4 

Moody et al. (2018) 

1 

Social Bond 

Theory 
3 

Ifinedo (2014); Sohrabi Safa et al. (2016) 
2 

Cheng et al. (2013) 
1 
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TABLE 1: KEY THEORIES USED IN PREVIOUS STUDIES ON EMPLOYEES INFORMATION SECURITY BEHAVIOR CONT'D 

Theory Name  Total Positive Behavior Studies Positive 

Behavior 

Studies 

Negative Behavior Studies Negative 

Behavior 

Studies  

Innovation 

Diffusion 

Theory 

2 

Pahnila et al. (2007b); Siponen et al. (2010) 

2 

- 

- 

Involvement 

Theory 
2 

Sohrabi Safa et al. (2016); Amankwa et al. 

(2018) 
2 

- 
- 

Theory of 

Interpersonal 

Behavior 

2 

Pahnila et al. (2007a) 

1 

Moody et al. (2018) 

1 

Big Five 

Personality 

Traits 

1 

- 

- 

Johnston et al. (2016) 

1 

Causal 

Reasoning 

Theory 

1 

- 

- 

Posey et al. (2011) 

1 

Social Learning 

Theory 
1 

- 
- 

Skinner and Fream (1997) 
1 

Technology 

Acceptance 

Theory 

1 

Shropshire et al. (2015) 

1 

- 

- 
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These reviews also show that most of the studies did not apply one theory in Isolation but used 

variables from several theories to address their research question(s). For example, Bulgurcu et 

al. (2010a) applied deterrence theory, protection motivation theory, theory of reasoned action, 

and rational choice theory to define employees’ beliefs about thier assessment of the outcome 

of compliance or noncompliance with the information security policy, which affects their 

attitude towards compliant behavior and, thus, intention to comply. They also aimed to explain 

the effect of information security awareness on the beliefs employees have about compliance 

or noncompliance outcomes. Such an application was followed by most of the identified 

studies. 

During the search for behavioral information security studies, other studies were identified, 

some of which had been included in previous reviews by other authors. These studies were not 

included in Table 1 since they were not explicitly information security behavioral studies. 

Some are arguably related to information security since some information security policy is 

covered in them. However, to illustrate the reason for excluding articles, asking respondents to 

respond to the question (“Are you intending to comply with the internet policy in your 

organization?”) will be perceived differently from the question (“Are you intending to comply 

with the information security policy?”). Therefore, in Table 1, the review only included studies 

that were explicitly about information security. Some of these related to privacy policy 

(Johnston and Warkentin, 2008; Warkentin et al., 2011), access policy (Vance et al., 2013), 

internet policy (Liao et al., 2009; Li et al., 2010), adopting security technology (Lee and Larsen, 

2009; Cheng and Shi-bo, 2014) and piracy (Gopal and Sanders, 1997; Lin et al., 1999; Peace 

et al., 2003; Higgins et al., 2005; Zhang et al., 2009b; Siponen et al., 2012). 

Table 2 describes all of the main theories identified in this literature review. The review of the 

main theories adopted in the information security literature provides the foundation to 

understand the underlying assumptions of these theories better, how they were adopted and 

their contribution to the body of knowledge when it comes to explaining individuals’ behaviors.  
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TABLE 2: DESCRIPTIONS OF THEORIES IN EMPLOYEE INFORMATION SECURITY BEHAVIORAL STUDIES 

Theory Name  References Description Field Main Constructs 

Protection 

Motivation 

Theory 

Rogers (1975); 

Rogers (1983); 

Rogers and 

Prentice-Dunn 

(1997); Floyd et 

al. (2000) 

Protection motivation theory posits that individuals will 

perform a protection-related behavior based on their threat 

appraisal (consisting of Perceived Threat Vulnerability, 

Perceived Threat Severity, and Rewards) and coping appraisal 

(consisting of Response Efficacy, Self-Efficacy, and Response 

Cost). 

Health 

Communication 

Perceived Threat 

Vulnerability, Perceived 

Threat Severity, Rewards, 

Response Efficacy, Self-

Efficacy, Response Cost 

Deterrence 

Theory 

Gibbs (1975); 

Gibbs (1979) 

The Deterrence theory posits that individuals will avoid 

performing a criminal activity based on their perception of 

punishment. This perception includes the certainty of 

sanctions, the severity of sanctions, and the celerity of 

sanctions. 

Criminology Perceived Certainty of 

Sanctions, Perceived 

Severity of Sanctions, 

Perceived Celerity of 

Sanctions 

Theory of 

Reasoned 

Action/ 

Theory of 

Planned 

Behavior 

Fishbein and 

Ajzen (1975); 

Ajzen (1991); 

Fishbein (2000); 

Fishbein and 

Ajzen (2010) 

The theory of reasoned action posits that individuals perform 

behaviors based on their intention to perform this behavior 

and their actual ability to perform this behavior. The intention 

is formulated based on individuals’ attitudes toward this 

behavior, the social norm perceived by the individual, and the 

individual’s perception of the extent of their control over the 

behavior. 

Health 

Communication 

and Psychology 

Attitude, Social Norms, 

Perceived Behavioral 

Controls 

Rational 

Choice 

Theory  

Becker (1968); 

McCarthy (2002) 

Rational choice theory posits that individuals perform a 

rational calculation in their decision making. In this 

calculation, they weigh benefits against the cost to achieve 

their objectives, calculating the highest benefits and the 

lowest costs. Accordingly, they may perform a certain 

behavior or not. 

Economy and 

Criminology 

Benefits, Cost 
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TABLE 2: DESCRIPTIONS OF MAIN USED THEORIES IN EMPLOYEES INFORMATION SECURITY BEHAVIORAL STUDIES CONT'D 

Theory Name  References Description Field Main Constructs 

Health Belief 

Model 

Becker (1974); 

Rosenstock 

(1974) 

The health belief model posits that for individuals to perform 

a health-related behavior, they will evaluate the threat of the 

disease and the expected benefits from the behavior and the 

barriers to performing the behavior when triggered by some 

cues to action. 

Health 

Communication 

Perceived Threat (consists 

of Perceived Susceptibility 

and Perceived Severity), 

Perceived Benefits, 

Perceived Barriers, Cues to 

Action 

Social 

Cognitive 

Theory  

Bandura (1986) The social cognitive theory posits that for individuals to 

perform a behavior, they undertake a cognitive process based 

on the interaction of the behavior, the personal factors, and the 

environmental factors. 

Psychology Behavior, Environmental 

Factors, Personal Factors 

Neutralization 

Theory 

Sykes and Matza 

(1957) 

Neutralization theory posits that individuals use different 

techniques to justify rule-breaking behaviors to themselves, 

whether these rules are laws, social norms, or personal beliefs. 

Individuals may use one or a combination of these techniques. 

Criminology Denial of Responsibility, 

Denial of Injury, Denial of 

Victim, Condemn the 

Condemners, Appeal to 

Higher Loyalties, Metaphor 

of the Ledger, and Defense 

of Necessity  

Social Bond 

Theory 

Hirschi (1969) Social bond theory posits that individuals depend on their ties 

with their social surroundings when deciding whether or not 

to perform deviant activities. The theory defined the social 

bond as having four factors: attachment, commitment, 

involvement, and personal norms. 

Criminology Attachment, Commitment, 

Involvement, and Personal 

Norms 
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2.3.2 Review of Theoretical Application in Information Security Studies 

2.3.2.1 Protection Motivation Theory (PMT) in Information Security Studies 

In 1975, Ronald W. Rogers proposed the protection motivation theory (Rogers, 1975). Rogers 

aimed to provide a better understanding of fear appeal and its role in changing people’s 

attitudes to cope with their fear appeals. The fear appeal in protection motivation theory is 

composed of the magnitude of noxiousness of the event, the occurrence probability of the 

event, and the efficacy of the recommended response, which will either eliminate or reduce the 

noxiousness of the event. Protection motivation theory argues that a cognitive process mediates 

the effect of fear appeal on people’s attitudes: people go through this process to evaluate the 

exposure due to the event, the severity of exposure due to the event, and the efficacy of the 

recommended coping response, which arouses a protection motivation that will influence any 

change in attitude. Protection motivation is defined as “an intervening variable that has the 

typical characteristics of a motive: it arouses, sustains, and directs activity” (Rogers, 1975, 

p.98). 

 

FIGURE 2: SCHEMA OF THE PROTECTION MOTIVATION THEORY 

(ROGERS, 1975, P.99, FIG. 1) 

In 1983, Rogers revised the protection motivation theory by extending it into a theory of 

persuasive communication. The revised model focused on the cognitive mediating process and 

argues that different types of information sources may initiate the cognitive process. The 

sources of information can be either environmental (e.g., verbal persuasion or observational 

learning) or interpersonal (e.g., personality variables or prior experience) (Rogers, 1983).  
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Further, the revised model argues that the cognitive process mediates the effect of these 

information sources on different coping modes (Rogers, 1983). This cognitive mediating 

process is composed of two appraisals, threat and coping, resulting in the formation of 

protection motivation. Each appraisal evaluates the factors involved: threat appraisal is 

concerned with evaluating intrinsic and extrinsic rewards (i.e., factors increasing the response 

probability) against the threat of severity and vulnerability of the threat (i.e., factors decreasing 

the response probability) while coping appraisal is concerned with evaluating response efficacy 

and self-efficacy (i.e., factors increasing the response probability) against response cost (i.e., 

factors decreasing the response probability). The resulting protection motivation variable 

affects people’s coping modes, which lead either to performing the action or not performing 

the action. 

 

FIGURE 3: SCHEMA OF THE REVISED PROTECTION MOTIVATION THEORY  

(Rogers, 1983, p.168, Fig. 6-2) 

In a study by Workman et al. (2008), the omission of security behavior was tested both 

subjectively (i.e., self-reporting intention) and objectively (i.e., actual behavior by examining 

the computer logs). The results from 588 employees presented a significant negative impact of 

perceived threat vulnerability, perceived threat severity, response efficacy, response cost, and 

self-efficacy variables on both subjective and objective omissions of security.  

Another study hypothesized that both threat appraisal (i.e., perceived threat vulnerability and 

perceived threat severity) and coping appraisal (i.e., self-efficacy and response efficacy) have 

a positive impact on employees’ intention to comply with the information security policy: its 

analysis of 919 employees’ responses from five Finnish companies provided support for these 

hypotheses (Siponen et al., 2006). Additionally, Siponen et al. (2007) found that threat 
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appraisal (including both perceived threat severity and perceived threat vulnerability), self-

efficacy, and response efficacy are significant. These three studies showed significant results 

for all of the protection motivation theory variables tested.  

The remaining studies that have investigated employees’ compliance behaviors using 

protection motivation theory have provided support to some of the variables but not to all. 

Johnston and Warkentin (2010), with a sample size of 275, included four variables from 

protection motivation theory (perceived threat vulnerability, perceived threat severity, response 

efficacy, and self-efficacy). Their results showed that only perceived threat vulnerability was 

insignificant, whereas the other variables were significant. Vance et al. (2012) examined the 

effect of the perceived threat vulnerability, perceived threat severity, response efficacy, 

response cost, and self-efficacy variables on employees’ intention to comply with the 

information security policy in their organizations. The study covered 111 information security 

experts and managers and came to similar conclusions to those of Johnston and Warkentin 

(2010) in that all of the variables from protection motivation theory were significant, except 

for perceived threat vulnerability. 

In contrast, other studies have shown the significance of perceived threat vulnerability but 

failed to show the significance of one or more other variables. Ifinedo (2012) tested the effect 

of the perceived threat vulnerability, perceived threat severity, response efficacy, response cost, 

and self-efficacy variables on employees’ intention to comply with the information security 

policy. The study covered 124 business managers and information systems professionals, and 

showed that all of the protection motivation theory factors, including perceived threat severity 

are significant, except for response cost, which was not; however, perceived threat severity had 

a significant negative effect on employees’ intention, which did not support the hypothesis.  

Moreover, Siponen et al. (2010) showed that both self-efficacy and threat appraisal (combining 

both perceived threat vulnerability and perceived threat severity) had a significant effect on 

employees’ intention to comply with the information security policy, whereas response 

efficacy was insignificant. Pahnila et al. (2007a) found similar results, while Siponen et al. 

(2007) found almost similar results with exception of response efficacy which was significant.  

Additionally, in a study covering 312 employees from 78 organizations, variables from 

protection motivation theory (i.e., perceived threat vulnerability, perceived threat severity, 

response efficacy, response cost, and self-efficacy) were tested for their impacts on employees’ 
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compliance with information security policy behavior (Herath and Rao, 2009b). With the 

exception of self-efficacy, significance was identified for the effect of the protection motivation 

theory variables on the employees’ intention.  

Further, Lee and Larsen (2009) investigated the impact of protection motivation theory on 

executives’ intention to adopt anti-malware software. A multi-group analysis on a sample size 

of 239 was conducted with four groups: 1) information security experts, 2) non-information 

security experts, 3) IT-intensive industry, and 4) non-IT intensive industry. Perceived threat 

severity and response cost were significant in all of the groups. Perceived threat vulnerability 

was significant only in the information security expert group and the IT-intensive industry 

groups. Response efficacy and self-efficacy were only significant in the non-information 

security expert group and the non-IT-intensive industry groups. Although, with one exception, 

the studies in the review showed perceived threat vulnerability to be significant, the remaining 

PMT variables (i.e., perceived threat severity, rewards, response efficacy, self-efficacy, and 

response cost) were found to have a significant influence on the intention to comply with the 

information security policy (Vance et al., 2012). 

Other studies used the main variables from protection motivation theory to study their impacts 

on employees’ intention to comply with the information security policy through their attitudes 

toward compliance behaviors. In Yoon and Kim’s (2013) study, perceived threat severity, 

response efficacy, and self-efficacy significantly affected employees’ attitudes, whereas 

perceived vulnerability was insignificant. Pahnila et al. (2007a) showed threat appraisal (i.e., 

perceived threat vulnerability and perceived threat severity) to be significant, whereas coping 

appraisal (i.e., self-efficacy and response efficacy) was found to be insignificant. 

2.3.2.2 Deterrence Theory (DT) in Information Security Studies 

The origin of deterrence theory can be traced back to Cesare Beccaria, referred to by many as 

the father of classical criminology. His work On Crimes and Punishments (1764) is considered 

to be the root from which deterrence theory has grown (Onwudiwe et al., 2005). According to 

Beccaria (2013), humans have free will to make their own decisions which are made based on 

a rational calculus. Beccaria argued that people go through this rational calculus when deciding 

whether to conduct a crime, to weigh up the advantages expected from committing the crime 

and the disadvantage of punishment. He argued that milder punishments are required, rather 

than cruel ones, and that the punishment should not exceed what makes people lean toward not 
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committing the crime when they go through this rational calculus, arguing that “the certainty 

of small punishment will make a stronger impression, than the fear of one more severe” (2013, 

p.63). 

Drawing from Beccaria’s work, deterrence theory posits that if the punishment outweighs the 

anticipated benefits of committing the crime, then the crime will not be committed (Akers, 

1990; D'Arcy and Herath, 2011). As people go through the rational calculus of whether to 

commit or not commit the crime, three main components are taken into consideration: 1) the 

severity of the punishment, 2) the certainty of the punishment, and 3) the celerity of the 

punishment (Gibbs, 1975; Gibbs, 1979). The severity of the punishment is referred to as “the 

perceived degree of punishment for the intended act” (Hu et al., 2011, p.57). The theory of 

deterrence hypothesizes that the more severe the punishment, the better the deterrence effect 

(Siponen et al., 2012). The second component, the certainty of the punishment, refers to “the 

perceived probability of being punished for the intended act” (Hu et al., 2011, p.57), where the 

higher the risk of being caught, the higher the deterrence effect (Siponen and Vance, 2010). 

The third component is concerned with “the perceived swiftness of being punished for the 

intended act” (Hu et al., 2011, p.57), where the higher the celerity of punishment, the greater 

the deterrence effect (D'Arcy and Herath, 2011). Thus, the higher the impact of the severity, 

certainty, and celerity of the punishment for committing a crime is, the higher the chances that 

the individual will not commit the crime (Williams and Hawkins, 1986).  

The applications of deterrence theory in information security studies consist of investigating 

both positive and negative behaviors as presented in Table 1. Positive behaviors are those 

concerned with doing the right thing (e.g., compliance with a policy or appropriate usage of 

information systems (i.e., Lee et al., 2004; Pahnila et al., 2007b; Pahnila et al., 2007a; Siponen 

et al., 2007; Herath and Rao, 2009b; Herath and Rao, 2009a; Bulgurcu et al., 2010a; Siponen 

et al., 2010; Son, 2011; Chen, 2012; Johnston et al., 2015; Ifinedo, 2016; Aurigemma and 

Mattson, 2017; Chen et al., 2018; Rajab and Eydgahi, 2019). In contrast, negative behaviors 

are those concerned with doing the ‘wrong’ thing (e.g., misusing the information system or not 

complying with the information security policy (i.e., Straub Jr, 1990; Harrington, 1996; Skinner 

and Fream, 1997; Dugo, 2007; D'Arcy and Hovav, 2009; D'Arcy et al., 2009; Siponen and 

Vance, 2010; Hu et al., 2011; Guo and Yuan, 2012; Barlow et al., 2013; Cheng et al., 2013; 

Johnston et al., 2016; Alshare et al., 2018; Moody et al., 2018; Merhi and Ahluwalia, 2019). 
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These studies covered both behaviors related to complying with information security policy 

and other behaviors that fall under information security in general. 

Many studies provided support to deterrence theory with regard to compliance with 

information security policy. Siponen et al. (2010) deployed a single variable named deterrence, 

which is a combination of the three variables of severity, certainty, and celerity of punishment. 

A test of 917 employees’ responses showed that deterrence has a significant effect on 

employees’ actual compliance with the information security policy. The same variable had also 

previously been used by the same authors in prior research, with a different research model, 

and the same results regarding deterrence were found (Pahnila et al., 2007b; Siponen et al., 

2007).  

Bulgurcu et al. (2010a) investigated the impact of both formal and informal sanctions 

(composed of both formal and informal sanctions, i.e., intrinsic cost) on employees’ perception 

of the cost of noncompliance, and showed that this relationship is significant. The study also 

showed that the cost of non-compliance has a significant effect on employees’ attitudes toward 

complying. Further, the employees’ attitude had a significant impact on employees’ intention 

to comply with the information security policy in their organizations. 

Other studies regarding employees’ compliance with the information security policy did not 

provide support to some or all of the deterrence constructs that were tested. Herath and Rao 

(2009b) studied the effect of both punishment severity and punishment certainty on employees’ 

intention to comply with information security policy. Their findings show that only punishment 

certainty is significant; punishment severity is insignificant. An earlier paper of theirs showed 

the same results concerning punishment certainty; however, in this paper, punishment severity 

was significant, but it had a negative relationship with intention to comply (Herath and Rao, 

2009a). This result implies that the lower the severity of punishment is, the higher the 

employees’ intent to comply with the information security policy will be. Therefore, this result 

did not support the authors’ hypothesis, nor does it align with deterrence theory logic.  

Li et al. (2010) conducted a study to examine the reasons behind employees’ intent to comply 

with internet usage policy. Severity and certainty of punishment from deterrence theory were 

hypothesized to be positively affecting employees’ intent to comply with internet usage policy. 

The results supported the effect of the certainty of punishment, but the severity was found to 

be insignificant. Kankanhalli et al. (2003) studied the deterrent severity and deterrent effort 
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(i.e., reflecting deterrence certainty) on information systems security effectiveness. In this 

study, 63 responses were collected from information systems managers responsible for 

information security in their organizations. The results of the study showed that only deterrent 

effort was significant. However, Pahnila et al. (2007a) found sanctions (the combination of 

severity and certainty) to be of insignificant influence on employees’ intentions to comply with 

the information security policy. 

When it comes to violation behaviors, Straub (1990) showed that computer abuse behavior is 

impacted negatively by both certainty and severity of punishment. Similarly, Gopal and 

Sanders (1997) showed that deterrence information (representing both severity and certainty 

of punishment) has a significant impact on intent to perform software piracy. 

Similar to the information security policy compliance studies, the literature from the violation 

behaviors stream also did not provide support to some deterrence constructs that were tested. 

D’Arcy et al. (2009) studied the impact of the certainty and severity of punishment on 

information security misuse: their analysis of 269 responses showed that only the severity of 

punishment had a significant negative effect on employees’ intentions to misuse information 

systems.  

Higgins et al. (2005) tested the effect of certainty and severity of punishment on software piracy 

intention, collecting data from 382 students. The results showed that the severity of punishment 

was insignificant, whereas the certainty of punishment had a significant negative impact on 

software piracy intention. Similarly, Zhang et al. (2009b) showed that punishment certainty 

had a significant impact on digital piracy behavior, whereas punishment severity was found to 

be insignificant. Skinner and Fream (1997) conducted a study on five illegal computing 

activities: software piracy, password guessing to gain unauthorized access, unauthorized access 

(i.e., illegal access), unauthorized alteration of content, and creating and using malware 

software. The study collected data from 581 students for the past month, past year, and lifetime. 

Two factors from deterrence theory, certainty of punishment, and severity of punishment were 

tested against these five illegal activities. The results of the data analysis showed that both 

factors were insignificant, apart from severity which was significant with unauthorized access. 

Other literature on violation behaviors does not show much support for deterrence theory. 

Siponen and Vance (2010) investigated the impacts of both formal (e.g., salary deduction) and 

informal punishments (e.g., guilt) on employees’ intent to violate information security policy. 
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The informal punishment consisted of two variables: the informal punishment variable as 

normally used in other studies (e.g., disapproval of peers), and shame. Each of these three 

variables has been operationalized to include both the certainty and severity aspects of 

deterrence. After analyzing the data collected from 395 employees, the results showed that only 

informal punishment was significant; the two remaining variables were insignificant. Another 

study on employees’ intentions to commit information security policy violations was 

conducted in five companies in China (Hu et al., 2011) where a total of 207 responses were 

collected and tested. The results showed that certainty, severity, and celerity of punishment 

were all insignificant. Similarly, another paper by Siponen et al. (2012) showed that formal 

punishment composed of certainty and severity had insignificant effects on people’s intentions 

to commit software piracy. 

Although the deterrence theory has been widely used in the information security literature, the 

literature review did not identify any BYOD-focused study that used deterrence theory. 

2.3.2.3 Theory of Reasoned Action (TRA) in Information Security Studies 

The theory of reasoned action argues that an individual’s performance of certain behaviors is 

derived from his/her intention regarding that behavior (Fishbein and Ajzen, 1975; Fishbein and 

Ajzen, 2010). It also states that actual behavioral control affects the actual performance of the 

behavior. Such controls, whether in the form of requisite resources (e.g., skills, abilities, 

strength, and funds) or of opportunities (e.g., the occurrence of events or external barriers), will 

either prevent the individual from performing the behavior or allow him/her to perform the 

behavior. However, since it is difficult to measure actual behavioral control, the theory 

substitutes perceived behavioral control for it (Ajzen, 1991). 

TRA posits that the individual’s attitude toward the behavior, the perceived norms relating to 

the behavior, and the perceived behavioral control are the factors that affect the individual’s 

intention. Attitude is defined as the “person’s favorable or unfavorable evaluation of the object” 

(Fishbein and Ajzen, 1975, p.12), where the object refers to the individual’s behavior. 

Descriptive norms (“the observed or inferred actions of those important social referents” 

(Ajzen, 2012, p.17)) and subjective norms (“individual’s perception of what people important 

to them think about a given behavior” (Ifinedo, 2012, p.85)) are referred to as perceived norms 

(Fishbein and Ajzen, 2010; Ajzen, 2012). Perceived behavioral control is defined as “people’s 
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perception of the ease or difficulty of performing the behavior of interest” (Ajzen, 1991, p.183), 

and it is similar to Bandura’s (1977) self-efficacy construct.  

Further, TRA argues that attitudes, perceived norms, and perceived behavioral control are 

determined by the beliefs that an individual has about the behavior. Attitude is determined by 

behavioral beliefs, which is the individual’s belief regarding the consequence of the behavior 

(Fishbein and Ajzen, 1975). Perceived norms are determined by the normative beliefs the 

individual has about the behavior, and those beliefs manifest as result of the information 

available about the social pressure for conducting or not conducting the behavior (Fishbein and 

Ajzen, 1975). Perceived behavioral control is derived from an individual’s control belief about 

the “presence or absence of requisite resources and opportunities” (Ajzen, 1991, p.186). 

Within the information security literature, many researchers have deployed TRA to investigate 

individuals’ behaviors related to compliance with the information security policy as shown in 

Table 1 (i.e., Siponen et al., 2006; Dugo, 2007; Pahnila et al., 2007b; Pahnila et al., 2007a; 

Siponen et al., 2007; Workman and Gathegi, 2007; Bulgurcu et al., 2009; Herath and Rao, 

2009b; Herath and Rao, 2009a; Zhang et al., 2009a; Bulgurcu et al., 2010a; Siponen et al., 

2010; Cox, 2012; Hu et al., 2012; Ifinedo, 2012; Al-Omari et al., 2013; Cheng et al., 2013; 

Yoon and Kim, 2013; Ifinedo, 2014; Siponen et al., 2014; Safa et al., 2015; Sommestad et al., 

2015; Rocha Flores and Ekstedt, 2016; Aurigemma and Mattson, 2017; Bélanger et al., 2017; 

Moody et al., 2018; Merhi and Ahluwalia, 2019; Rajab and Eydgahi, 2019). In Bulgurcu et 

al.’s (2010a) study, an analysis of 464 employees’ responses showed that attitude, normative 

beliefs, and self-efficacy positively affected employees’ intention to comply with the 

information security policy. Similarly, another study with responses from 124 business 

managers and information systems professionals supported the same results (Ifinedo, 2012). 

Likewise, Al-Omari et al. (2013) conducted a study on a sample size of 445, consisting of 

employees working at seven banks in Jordan; the results were also consistent with the previous 

studies, where attitude, subjective norms, and self-efficacy were found to positively affect 

employees’ intentions to comply. Another two studies included only two variables from the 

reasoned action theory (i.e., self-efficacy and normative beliefs); 917 responses from four 

companies in different businesses showed that both normative beliefs and self-efficacy have a 

positive impact on employees’ intentions to comply with information security policy (Pahnila 

et al., 2007b; Siponen et al., 2010). Sommestad et al. (2015) also deployed the theory of 

reasoned action showing attitude, perceived norms, and perceived behavioral control 
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significantly affecting employees’ compliance based on analyzing the results of data collected 

from 306 employees in Sweden.  

Some other studies did not support some of the variables in the theory of reasoned action. 

Herath and Rao (2009b), in a study covering 312 employees from 78 organizations, showed 

that subjective norms, descriptive norms, and self-efficacy were significant, whereas attitude 

was found to be insignificant. In contrast, Zhang et al. (2009a) found attitude and perceived 

behavioral controls to be significant; however, subjective norms were not significant. 

In general, existing empirical evidence demonstrates strong support for the explanation power 

of this theory. However, some studies have inconsistent findings, suggesting that the relative 

importance of key factors in explaining behavioral intention might vary in different behavioral 

contexts. Further, no study has been identified in information security behavior studies related 

to BYOD in the context of information security.  

2.3.2.4 Rational Choice Theory (RCT) in Information Security Studies 

Rational choice theory was developed and brought into the criminology literature with an 

economist perspective (Becker, 1968). Its underlying assumption is that individuals make their 

decisions based on a rational calculation to achieve their objectives with the highest utility and 

the lowest cost. This occurs by weighing benefits against the cost. Both benefits and costs can 

be materialistic, such as money, or non-materialistic, such as psychological. This rational 

process also affects whether a specific individual performs a particular behavior or not 

(McCarthy, 2002). 

In information security policy compliance studies, several studies applied rational choice 

theory (e.g., Hu et al., 2011; Ifinedo, 2016; Kajtazi et al., 2018). Bulgurcu et al. (2010a) used 

the theory to explain how employees form their intention to comply with information security 

policy, examining what effect the benefits of compliance, cost of compliance, and cost of non-

compliance had on their attitude. The three variables significantly affect employees’ attitude, 

which in turn significantly affects their intention. Another study found a significant effect of 

perceived benefits on employees’ intention to comply with the information security policy 

whereas the perceived cost did not have any significant effect on employees’ intentions (Han 

et al., 2017). Vance and Siponen (2012) utilized the theory to examine employees’ intent to 

violate information security policy and found that both informal sanctions and perceived 

benefits affect employees’ intentions to violate while formal sanctions did not have any effect. 
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The few examples covered here show that the results of the variables adopted from rational 

choice theory vary in information security behavioral studies. 

2.3.2.5 Health Belief Model (HBM) in Information Security Studies 

The health belief model was developed in the health domain to explain and predict individuals’ 

health-related behaviors (Becker, 1974; Rosenstock, 1974). The model states that an individual 

will undertake health-related behaviors if the individual believes that a negative health 

condition will be avoided if s/he can undertake the behavior in question successfully. In this 

process, the individual will evaluate the perceived threat of the disease (which consists of 

perceived susceptibility and perceived severity), perceived benefits of the behaviors, perceived 

barriers to performing the behaviors, and the cues to action (e.g., media, advice, etc.). 

In the information security behavioral studies reviewed, several studies applied this model, or 

variables from it, with the assumption that the behavior in question is related to avoiding 

information security breaches instead of preventing diseases (Ng et al., 2009; Humaidi and 

Balakrishnan, 2015; Moody et al., 2018; Dodel and Mesch, 2019; Li et al., 2019). In one study, 

perceived susceptibility and perceived benefits were found to impact employees’ computer 

security behavior, and perceived severity to have a moderating effect on the relationship 

between perceived benefits and cues to action. In contrast, perceived barriers and cues to action 

did not have any effect (Ng et al., 2009). In another study, perceived susceptibility and 

perceived benefits were found to affect employees’ intention to perform non-compliant 

behavior regarding the information security policy while perceived severity was not (Moody 

et al., 2018). Examples of inclusion of health belief model variables exist in several information 

security behavior studies with different results for the effect of these variables. 

2.3.2.6 Social Cognitive Theory (SCT) in Information Security Studies 

Social cognitive theory is one of the key theories that aim to predict and change human 

behavior. It was originally developed in the 1980s as an extension of social learning theory, 

but, as reflected in its name, with a substantial emphasis on the cognitive process (Bandura, 

1986). The theory aims to understand human behavior, predict these behaviors and define 

methods to change them. According to the theory, the interaction between behavior, personal 

factors, and environmental factors formulate individual behavior. Environmental factors are 

those external to individuals, such as social (e.g. family, friends, etc.) and physical (e.g., 

location, temperature, etc.). Personal factors include aspects such as beliefs, expectations, and 
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goals. The behavior in social cognitive theory is assumed to occur and be learned by the 

individual vicariously which allows the individual to predict the outcome of the behavior. 

These three factors (behavior, personal and environmental) are assumed to interact with and 

affect each other and as a result, the behavior might be actioned. The theory has been used to 

predict many behaviors and intentions related to health (Armitage and Conner, 2000). 

Several information security behavioral studies have deployed social cognitive theory (Ng et 

al., 2009; Rhee et al., 2009; Ifinedo, 2014; Ahmad et al., 2019). Ahmad et al. (2019), found 

inconvenience, information security monitoring, outcome expectation, self-efficacy, and 

subjective norms to affect employees’ behaviors. Similarly, Rhee (2009) found self-efficacy, 

controllability, and computer experience to affect employees’ security-related behaviors. 

Based on the results of the examination of the literature, self-efficacy was the dominating 

variable adopted from social cognitive theory in the information security behavioral studies 

(Ng et al., 2009; Rhee et al., 2009; Ifinedo, 2014; Ahmad et al., 2019). 

2.3.2.7 Neutralization Theory (NT) in Information Security Studies 

Neutralization theory was developed in the field of criminology to provide a set of techniques 

that can explain how individuals can enable themselves psychologically to take actions that 

break specific rules such as laws, social obligations, and personal beliefs (Sykes and Matza, 

1957). Accordingly, the theory suggests a set of techniques that individuals use to neutralize 

negative thoughts associated with the action and justify performing it. This set of techniques 

involves denial of responsibility (i.e., justifying the action by removing the responsibility from 

self), denial of injury (i.e., justifying the action by reducing the harm it may cause in one’s own 

perception), denial of the victim (i.e., justifying the action by blaming the victim of the action 

as being deserving of it), condemning the condemners (i.e., justifying the action by blaming 

those who condemn it as doing so out of spite), appealing to higher loyalties (i.e., justifying the 

action by arguing that such actions are required for the greater good), the metaphor of the ledger 

(i.e., justifying the action by arguing that they have done so many good things that they should 

be allowed to do some bad things), and defense of necessity (i.e., justifying the action by 

arguing that there are no other options other than doing this action) (Sykes and Matza, 1957; 

Siponen and Vance, 2010; Barlow et al., 2013).  The application of one or a combination of 

these techniques by the individual provides them with the psychological peace and justification 

to action these behaviors. 
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In the information security behavioral studies, neutralization techniques were applied as a 

means for employees to justify performing behaviors that violate the information security 

policy. Siponen and Vance (2010) found that neutralization techniques affect their intention to 

violate the information security policy. Similarly, Moody et al. (2018) found that appeal to 

higher loyalties, metaphor of the ledger, denial of injury, and defense of necessity affect 

employees’ intention to violate information security policy while denial of responsibility and 

condemning the condemners are insignificant. Barlow et al. (2013) applied only three 

techniques and found that defense of necessity had an impact on employees’ intention to violate 

information security policy while both denial of injury and metaphor of the ledger were 

insignificant. Based on the literature, neutralization theory can provide a partial (but not a 

complete) explanation for employees engaging in unacceptable information security behaviors. 

2.3.2.8 Social Bond Theory (SBT) in Information Security Studies 

Social bond theory was developed in the criminology field to understand deviant behaviors 

(Hirschi, 1969). The theory emphasizes the importance of the social element for individuals 

and states that individuals with stronger social ties will be less likely to perform deviant 

behavior(s). In explaining these social ties—the social bond—the theory puts forward four key 

factors. These are attachment (i.e., the individual’s sense of respect and interest in his/her social 

community such as significant others, friends and work colleagues), commitment (i.e., the 

individual’s sense of dedication and devotion toward achieving socially accepted objectives), 

involvement (i.e., the amount of time the individual spends on conventional social activities), 

and personal norms (i.e., the individual’s values and beliefs about the deviant behavior) 

(Hirschi, 1969; Cheng et al., 2013; Ifinedo, 2014; Sohrabi Safa et al., 2016). 

Three of the information security behavioral studies deployed social bond theory. Two aimed 

to examine why employees would perform positive behavior (Ifinedo, 2014; Sohrabi Safa et 

al., 2016), and one observed why they might perform negative behavior (Cheng et al., 2013). 

Ifinedo (2014) examined the relationship of attachment, commitment, involvement, and 

personal norms on both attitude and subjective norms in regard to complying with information 

security policy. He found that commitment, involvement, and personal norms affect 

employees’ attitudes toward complying with information security policy and that attachment 

and personal norms affect employees’ perceived subjective norms. Sohrabi Safa et al. (2016) 

found that commitment and personal norms affect employees’ attitudes toward complying with 

information security policy while attachments do not have any effect. When it comes to 
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intention to violate information security policy, Cheng et al. (2013) found that attachment, 

commitment, involvement, and personal norms affect employees’ intention to violate the 

information security policy. 

2.3.2.9 Inconsistent Findings in Information Security Studies 

The above review of the main theories used in information security behavioral studies reveals 

some gaps that are related to the results of concepts adopted from these theories and a deeper 

review of key concepts has shown that their results are inconsistent. For example, self-efficacy 

is the most applied concept in the literature; however, its results were not consistent. In the 

positive security behavioral studies, it was found to have a significant effect on employees’ 

intention to comply with the information security policy in 17 applications (e.g., Boss et al., 

2009; Herath and Rao, 2009b; Bulgurcu et al., 2010a; Johnston and Warkentin, 2010; Ifinedo, 

2012; Johnston et al., 2015), yet was insignificant in six others (i.e., Pahnila et al., 2013; 

Ifinedo, 2014; Boss et al., 2015; Bélanger et al., 2017; Menard et al., 2017; Rajab and Eydgahi, 

2019). This example applies to most of the identified studies (see Appendix B). However, this 

literature review could not identify the reasons behind these inconsistencies in the studies. As 

stated in the research question, this thesis aims to define the BYOD contextual factors which 

might affect compliance with information security policies. This thesis argues that such 

inconsistencies in the previous studies might be due to contextual factors such as BYOD-

related contextual factors that affected the results of, but were not captured by, these studies. 

2.3.3 BYOD in Information Security Studies 

The above review of information security literature has shown that many studies have applied 

different theories to understand, explain, and predict employees’ behaviors in regard to 

(non)compliance with information security policies. These studies have contributed to the body 

of knowledge and provided many insights and results to help understand the influence of 

different factors on employees’ behavior related to information security. However, only two 

addressed information security in the BYOD context.  

Crossler et al. (2014) investigated the factors behind 360 employees’ intentions and behaviors 

to comply with BYOD-related policies using protection motivation theory. Two unique 

contexts related to BYOD were investigated: ownership of the devices (user-owned), and 

sensitivity of the information being processed by and stored on the device. The sensitivity 

context was examined using the multi-group model to test for the accountant and non-
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accountant roles of participants as, arguably, accountants deal with more confidential data, 

which is more sensitive in comparison to non-accountant roles. The result of their study showed 

that, for sensitive contexts, perceived threat severity, self-efficacy, and response efficacy had 

a significant effect on users’ behaviors, while perceived threat vulnerability and response cost 

did not. The same results were reported in the non-sensitive context except for perceived threat 

severity, which was not significant. Such a result is rational since people, in general, will have 

a higher perception of the severity of the impact of sensitive information misuse from a non-

sensitive context, which may affect how they will act in these two different contexts. 

Similarly, Dang-Pham and Pittayachawan (2015) deployed protection motivation theory to 

investigate users’ behaviors related to BYOD information security behaviors, introducing two 

unique contexts: activity and location. In regard to the activity context, the focus was only on 

non-work related activities while, for location, both work and home were investigated. Based 

on the survey data collected from 252 participants, the results for both location contexts were 

similar: perceived threat severity, self-efficacy, response cost, and rewards were significant in 

influencing behavior. However, perceived threat vulnerability was only significant in the work 

location. At first glance, such a result might not appear rational, as people might believe that 

vulnerability to threat and the probability of breaches is higher at home than at work and so 

perceived threat vulnerability might be more likely to affect their information security behavior 

at home. However, we interpret this as a result of the second context that was studied, which 

is that the type of activity was non-work related: being engaged in non-work activities at work 

may cause people to be in a higher state of more generalized alertness as they are aware that 

this may be frowned upon/banned by their employer. Engaging in personal activities at home—

in a more relaxed setting—would not prompt the same concerns regarding vulnerability. 

As shown above, BYOD introduces different usage scenarios, such as the employee being at 

work after working hours doing personal activities, being at home doing work-related 

activities, or other types of scenarios. The two BYOD studies above touched briefly on these 

usage scenarios by examining whether these contexts affect individuals’ behavior. However, 

neither carried out an extensive review of these contextual factors to determine how they affect 

individuals’ behaviors, and, more precisely, employees’ information security-related behavior. 

In the next section, the thesis presents similar contextual factors in the field of work-life balance 

and show how they affect individuals’ perception of the work and life domains. More 
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specifically, the next section reviews how ICT affects the work-life domain perception of 

individuals to build more clarity to answer the research question. 

2.4 Work-Life Domain Management Literature 

Although the concept of BYOD has only been introduced fairly recently, similar approaches 

to the impact of information communication technology (ICT) in general have been widely 

discussed in the work-life domain management literature (e.g., Frissen, 2000; Chesley, 2005; 

Golden and Geisler, 2007; Heijstra and Rafnsdottir, 2010; Currie and Eveline, 2011; Hislop 

and Axtell, 2011; Leung, 2011; Sayah, 2013; Cavazotte et al., 2014; Dén‐Nagy, 2014). Many 

studies have postulated that ICT blurs work-life balance while others have gone further, 

claiming it creates a work-life conflict. On the other hand, others have stated that ICT can be 

used as a management tool to reach the desired work-life balance. Prior to reviewing these 

studies, an overview of one of the key theories used in the literature—border theory—and a 

background of how individuals manage the transition between work domain and life domains 

is presented. 

2.4.1 Border Theory 

Border theory is one of the key theories used to explain how people manage the boundaries 

between life and work (e.g., Clark, 2002; Leung, 2011; Dén‐Nagy, 2014). Clark (2000) 

introduced a new theory about the work/family domain management called work/life border 

theory. This theory argues that humans are the primary connection between the work and 

family domains, not emotion. It states that people are border-crossers, as they make transitions 

from one domain to another (i.e., work to family and vice versa) on a daily basis. These two 

domains are shaped by people to form borders and determine the relationship of the border-

crosser to these domains and their members. In the same manner, people also shape and are 

shaped by the environment.  

The theory aims to explain the interaction between border-crossers and the work-life domain, 

predict the occurrence of conflict, and provide a framework of how balance can be attained. 

The theory assumes that work and life are different domains that interfere with each other as 

they differ in purpose, culture, language, acceptable behaviors, and manner of accomplishing 

tasks. This makes it easier for some people to cross the boundaries between the two domains 

and harder for others. Thus, these two domains can be seen as worlds with different rules, 

thought patterns, and behaviors.  
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Furthermore, Clark states that the differences between the two domains are classified by valued 

ends differences and valued means differences. Valued ends refer to the expected goals from 

each domain, such as attaining an income, a sense of accomplishment, close relationships, or 

personal happiness. Valued means refer to the ways these goals can be achieved, such as being 

cheerful, friendly, responsible, capable, honest, loving, or giving. The means through which 

the desired goals are achieved create cultures that promote certain ways of thinking and 

behaving, where cultures are a collection of rules that define which means take priority. 

Although these cultures might not be obvious to employees, they are powerful in shaping 

behaviors and setting expectations. For example, the cultures in the homes and/or organizations 

of some employees differ.  

In most cases, people are able to manage the two domains through integration and 

segmentation. Full integration means that the person does not differentiate between what 

belongs to each, but treats both domains the same—for example when it comes to the person’s 

emotions, related individuals people, and thoughts. In contrast, full segmentation means that 

each domain is treated differently. However, full integration is not necessarily better than full 

segmentation and vice versa. Each person will differ in terms of what works best for him/her 

when it comes to segmentation and integration and people usually change their focus or 

interpersonal style in order to fit the requirement of the domain they are transitioning to. These 

changes usually aim to achieve balance, defined as “satisfaction and good functioning at work 

and at home, with a minimum of role conflict” (Clark, 2000, p.751).  

The borders between work and family—and how they are managed by people—should be 

examined in order to understand how people segment and integrate the two, and at what degree 

of segmentation or integration a balance can be achieved. Borders can be defined as the 

demarcation lines between the work and family domains that define where one of the domains 

starts or ends. Three main forms of borders have been identified in the literature: 1) physical, 

2) temporal, and 3) psychological. Physical borders refer to locations or spaces, such as home 

or work building, which give the individuals a sense of which domain they are in. Temporal 

borders refer to the time that defines the domain, such as working hours. Psychological borders 

refer to the rules that individuals set for themselves to define which emotions, patterns of 

thinking, or behaviors are appropriate for each domain. Individuals usually self-regulate their 

psychological borders, and in doing so, they usually use temporal and physical borders. 
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In addition, border theory defines permeability as a border characteristic. Permeability is 

defined as the degree to which elements of one domain enter into the other and permeations 

can be physical, temporal, or even psychological. An example of physical and temporal 

permeations is a person who is working from home after working hours, where the setup of the 

office resembles the workplace office, and family members keep on interrupting him or her. 

An example of psychological permeation is when a person takes his or her negative emotion 

from work to home or vice versa. 

Flexibility is another characteristic of borders according to border theory. Flexibility refers to 

the extent that a border can expand based on the demands within each border. Individuals that 

are free to work from any location and at any time have a higher degree of flexibility for 

physical and temporal borders. In the same manner, individuals that are able to think about 

work at home and about home at work have a higher degree of psychological flexibility. 

When both permeability and flexibility are high, the areas around the borders between work 

and family are no longer exclusive to either of the two domains; a ‘borderland’ is created that 

merges the two domains. This phenomenon is referred to in border theory as blending. When 

the two domains are too different, it may cause negative impacts on individuals who experience 

conflicting demands from each domain, affecting their sense of identity and purpose and 

potentially resulting in schizophrenia. However, when the two domains are similar, in some 

cases, blending can lead to better integration and a sense of wholeness.  

Clark (2002) states that there are two different kinds of border-crossers: central participants 

and peripheral participants. Central participants have influence and identification, while 

peripheral participants do not. Influence refers to participants’ competence required by the 

domain and is affiliated with domain members internalizing the values and culture of the 

domain. Identification refers to “individuals [who] find meaning in their responsibilities and 

find that their responsibilities mesh with their self-concept” (Clark, 2000, p.760). 

In addition to border-crossers, Clark defines two additional actors when it comes to borders: 

domain members and border-keepers. Domain members are members in each domain who 

affect how border-crossers define domains and borders. When domain members become 

influential in how border-crossers define domains and borders, they are referred to as border-

keepers. Both domain members and border-keepers impact how border-crossers manage 
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borders; however, border-keepers are more influential. Examples of typical border-keepers are 

supervisors (at work) and spouses (at home). 

Domain members and border-keepers have two key attributes: other-domain awareness and 

commitment to the border-crosser. Other-domain awareness refers to how much domain 

members and border-keepers of a certain domain are aware of the border-crosser’s obligations 

in the other domain. Commitment to the border-crosser refers to “[c]ommitment [that] is 

manifested by caring about the border-crosser as a total person, not just in terms of how the 

border-crosser fills one’s immediate needs. Commitment is manifested when domain members 

support the border-crossers in their other domain responsibilities” (Clark, 2000, p.763). 

Clark (2002) conducted a study to understand how individuals create balance between work 

and family through enacting their work and home environments. Enactment refers to the 

process individuals follow to organize, make sense of, and create possibilities for action with 

their external environment. Clark argues that individuals can create a work/family balance by 

performing across-the-border communications where individuals (i.e., border-crossers) 

communicate about their work with their family and about their family with their colleagues at 

work. In order to conduct the study, Clark examined qualitative data from 15 interviews and 

two focus groups and identified three themes of communication. From a lower to a higher level 

of information richness, they are: 1) communication as an obligation; 2) communication as a 

center of activities; and, 3) communication as an understood, meaningful experience. Based on 

this, Clark then conducted a quantitative study: she developed a questionnaire and collected 

usable data from a sample of 179 individuals. The result showed that cross-border 

communications vary depending on the flexibility and permeability of the work and home 

borders. Some themes of cross-border communications can contribute to a better work-family 

balance, where work-family balance reflects a higher satisfaction with work and family, better 

functioning with work and family, and lower role conflict (Clark, 2002). 

The summary of border theory provided by Clark (2000, p.754) is shown in Figure 4. The 

theory provides a good lens to examine and understand how employees make sense of their life 

and work domains and manage the borders between the two. BYOD can affect the physical, 

temporal, and psychological borders, making it difficult to manage these borders and can lead 

to the blending of the two domains which creates gray areas when making decisions in regard 

to compliant behaviors related to information security. 
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FIGURE 4: BORDER THEORY 

(CLARK, 2000, P.754) 

2.4.2 ICT Effect in Work-life Domain Management Literature 

ICT (and more specifically, the usage of mobile phones) has been shown to blur the boundaries 

between the work and life domains, which in turn affects work-life balance. Chesley (2005) 

conducted a quantitative analysis to study the impact of ICT on family satisfaction, anxieties, 

and distress. Using spillover theory, which posits that workers carry their feelings, attitudes, 

skills and behaviors with them from work to life or from life to work, Chesley analyzed 

longitudinal data (N = 1,367) from the Cornell Couples and Careers Study, showing that 

employees blur work/family boundaries due to the usage of technology, which results in 

negative consequences. Her results showed that the usage of cell phones led to an increase in 

the level of spillover from work to family and this had a negative impact, increasing employees’ 

distress and lowering family satisfaction. 



 

60 

Further, when it comes to family to work spillover, the result showed that only women had a 

negative spillover, indicating that genders differ when it comes to how they deal with 

work/family boundaries. Hislop and Axtell (2011) conducted research focusing on how non-

managerial engineers manage their work/non-work boundary during working hours using 

mobile phones. Three case studies on different organizations were conducted with a total of 17 

interviewees. None of the participants faced any issues after working hours; however, the 

boundaries between work/non-work during working hours were blurry. For example, they used 

their phones as a method to manage their work/non-work boundary. However, each person 

used mobile technology differently, in different situations, and at different times to manage the 

boundary. Further, the result showed that people could not be characterized purely as 

‘segmentors’ or ‘integrators’ as they can be either depending on the domain, time, or people 

they are with.  

Leung (2011) also showed how ICT could affect work-life balance by creating a work-life 

conflict which has a negative impact. Using data collected from 612 office workers in Hong 

Kong through telephone surveys, Leung employed both border theory and spillover theory to 

examine the impact of ICT connectedness on negative spillover from work to home and from 

home to work via increased permeability and flexibility and to ascertain how the spillover 

affects job burnout and job/life satisfaction. The main result of the analysis shows that ICT can 

influence the blurriness of work-life boundaries, which might have a positive and/or negative 

effect on working people where ICT connectedness has an impact on the permeability of the 

work and family domains. Further, ICT connectedness also impacts the flexibility of the work 

and life domains, where workers perceive that the more connected they are to ICT, the fewer 

conflicts they will have between work and family. The flexibility of the work and home 

domains affects people’s perception of home/life boundaries’ permeability. An increase in 

boundaries’ permeability at home leads to a negative spillover from work to home. Also, 

increasing flexibility at home leads to a negative spillover from work to home, while increasing 

flexibility at work will decrease the negative spillover from work to home. Job burnout was 

found to be directly affected by the negative spillover that people experienced and has been 

found to affect job satisfaction but not necessarily home satisfaction. Only job dissatisfaction 

(not job satisfaction) was found to be associated with negative spillover from work to home 

and from home to work. In summary, Leung’s study shows job satisfaction is usually reported 

by older people—who feel that the internet can help them achieve their work-related tasks, that 

traditional media helps them to relax after work, and that the impermeable home border protects 
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them from work entering their home domain. On the other hand, low job satisfaction was 

associated with negative spillover into home from work, leading to job burnout, particularly in 

young females with mobile access that have high permeable boundaries and low flexibility at 

work. 

This stream of negative impacts of ICT on work-life balance is supported by other studies’ 

findings. Cavazotte et al. (2014) conducted a series of interviews to investigate the effect of 

company-owned smartphones on employees’ lives. They argue that the usage of smartphones 

provides employees with increased speed, accessibility, and accuracy, leading to a better sense 

of autonomy and flexibility. However, smartphones also have a negative impact on the personal 

domain of employees, as they can tap into new places, time slots, and social contexts that 

intensify the workload. As a result, employees use self-justifications to justify the increased 

escalation in communication. Self-justification refers to the critical reflections and narrative 

strategies applied by employees to the usage of smartphones for work purposes. Cavazotte et 

al. recorded three narrative strategies: 1) employees justify that they have more control over 

engaging in more communication; 2) employees dis-identify with the role they play (i.e., the 

usage of irony or jokes to maintain the idea that they are autonomous from management 

ideology, while carrying out all of the work instructed by the organization); and, 3) the situation 

is out of their hands, and there is no escaping it. 

In the same way, Currie and Eveline (2011) show the impact of e-technology on the work-life 

balance of academics. They argue that, due to e-technology allowing academics to perform 

work at any place and time, work has been transferred to their home lives and has affected their 

work-life balance. They conducted their study on academics who had young children, where a 

three-stage process was used to collect the data: an online survey was followed by interviews 

with a smaller sample of the survey respondents who also kept a time diary. The result of their 

study showed that having e-technology at home was beneficial for their work but came at a 

cost to their family, as there was a majority of dissatisfaction with work-life integration.  

Heijstra and Rafnsdottir (2010) conducted 20 in-depth interviews in Iceland, targeting 

academics, to examine whether ICT supports their work-life balance. The study showed that 

academics find it more difficult to disengage themselves from work. ICT can support the 

flexibility of domains and gives academics the freedom to choose the location of work and time 

spent working, but the perception that they needed to be available all the time and unable to 

disengage from work was found to increase work/family conflict and the risk of burnout. 
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Additionally, Diaz et al. (2012) conducted quantitative research to study the relationship 

between communication technology flexibility, communication technology, work-life conflict, 

and work satisfaction, collecting and analyzing data from 193 employees. The study showed 

that communication technology flexibility had a positive impact on increasing communication 

technology use. Similarly, increased usage of communication technology led to an increase in 

both work satisfaction and work-life conflict, the latter having a negative effect on the former. 

Frissen (2000) employed a qualitative case study to examine whether ICT can provide a 

solution to the increasing work-related demands on households in the Netherlands. She found 

that ICT was not perceived as a solution; however, it is being used to solve these problems. 

Tenakoon (2007) performed a qualitative study that showed a similar negative effect of ICT on 

work-life balance; the results showed that mobile phones are one of the main types of ICT that 

affect family-to-life spillover. 

On the other hand, other studies have aimed to show that ICT and, more precisely, mobile 

phones can be used as a means to manage the two domains and achieve balance. Golden and 

Geisler (2007) conducted a qualitative study to examine the effect of Personal Digital 

Assistants (PDAs) as a work/personal life boundary management tool. The study interviewed 

42 PDA users from the USA, and the results showed that users interpret PDA usage as a method 

of controlling the work-life boundary. This control occurs through the integration and 

segmentation of work life and personal life. Further, users manage the work-life boundaries’ 

flexibility and permeability in both directions. This study can be seen as an example of how 

ICT, although restricted to one type of device, can provide better control for individuals over 

work-life boundaries and create the desired balance. 

Hubers et al. (2011) conducted quantitative research in order to examine the impact of ICT on 

different coping strategies adopted by households in the Netherlands. They analyzed data from 

525 people living with partners, where the sample included single and dual-earner 

householders. The focus of this analysis was to determine who adopted ICT-enabled strategies 

and whether ICT usage complements or substitutes for other coping strategies. They found that 

ICT-related strategies are frequently used by highly-educated employed parents to complement 

other work-life balance strategies to achieve an overall work-life balance. The usage of ICT 

and the choices people make depend on many factors and conditions, such as the presence of 

young children, employment factors (occupational level and sector), ICT possession, 

affordability, skills, and spatial accommodations (characteristics of the home and workplace 
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environments). An earlier study by Christensen (2009) conducted a qualitative review on the 

usage of mobile phones by families in Denmark, in which 17 semi-structured interviews with 

nine families were conducted. The focus of the analysis was on the parents, their 

communication with their children, and with each other. The results showed that parents and 

children use mobile phones to mediate by creating a feeling of closeness when they are 

physically separated. 

Sayah’s (2013) qualitative study showed that multiple ICT-mediated tactics are used by 

individuals to manage work-life boundaries. Individuals have different preferences when it 

comes to managing boundary dimensions (i.e., temporal, spatial, or psychological) and 

boundary permeability direction (i.e., work to life or life to work); therefore, they cannot be 

classified as only ‘integrators’ or only ‘segmentors.’ 

Based on the above literature review, it is clear that ICT and the increased usage of mobile 

phones, whether personally-owned or provided by organizations, can cause the boundaries of 

these two domains to be blurred. ICT has been identified as a way to manage work and life 

boundaries yet, at the same time, it can also be the cause of conflict between the two domains. 

Thus, this effect will have widespread impacts on how employees behave in different 

situations. More specifically, this thesis is interested in situations caused by the perception of 

work/life domain brought about by BYOD and how they affect their information security-

related behaviors.  

2.5 A Critical Review of Existing Literature 

This section aims to summarize the research gaps revealed by the comprehensive review in the 

previous sections. Two critical gaps have been identified, which this thesis will aim to address. 

The first relates to the low numbers of BYOD studies identified in the behavioral studies in 

information security literature and, consequently, the limited theoretical perspective used to 

examine the BYOD and the inconsistent results from the protection motivation theory variables 

in the literature. The second gap is related to the limited examination of the effect of BYOD 

on work-life domain perception and the effect of work-life domain perception on information 

security-related behaviors. 

2.5.1 Limited Research on BYOD in Information Security Literature 

The literature review revealed that many studies have applied different theories in order to 

investigate information security behaviors (e.g., Boss et al., 2009; Herath and Rao, 2009a; 
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Bulgurcu et al., 2010a; Siponen et al., 2010; Ifinedo, 2012; Pahnila et al., 2013; Yoon and Kim, 

2013; Johnston et al., 2015). However, only two were identified which extended the 

information security behaviors’ examination to the BYOD application (i.e., Crossler et al., 

2014; Dang and Pittayachawan, 2015). The majority mostly focused on general information 

security behaviors that occur in the organizational setting (e.g., Pahnila et al., 2007a; Siponen 

et al., 2007; Herath and Rao, 2009a; Zhang et al., 2009a; Bulgurcu et al., 2010a; Hu et al., 

2012; Ifinedo, 2012; Al-Omari et al., 2013; Yoon and Kim, 2013), examining different theories 

and variables in standard organizational settings when employees use organization-provided 

devices.  

The literature review discussed how BYOD is becoming more of a norm rather than an 

exception (e.g., Crossler et al., 2014) and more employees are/will start using their personally-

owned devices that have access to their organization’s information assets. The review also 

showed that BYOD has its own specific challenges related to information security that may 

cause harm to the organizations (e.g., Disterer and Kleiner, 2013; Garba et al., 2017). Since 

humans are considered the weakest link in information security (e.g., Bulgurcu et al., 2010a; 

Dong et al., 2010; Caldwell, 2012), this thesis argues that there is a need to explore further and 

study the effect of adoption of BYOD on employees’ behavior regarding information security. 

Information security research, in general, has employed different theories and concepts to 

better understand the information security behavior performed by employees in an 

organizational context. As a result, there is a richer understanding of how different variables 

adopted from these theories affect employees’ behaviors. The summary of these results (see 

Appendix B) shows how these different variables were examined in the information security 

literature. However, most of these studies focused on the traditional usage of technology in 

relation to information security and employees’ behaviors. As technology evolves, new trends 

and approaches are introduced that may affect current information security policies and the 

current intervention programs aimed at increasing employees’ compliance with these policies.  

Because of the lack of BYOD studies in the information security behavioral field we still lack 

in-depth knowledge of this phenomenon. In the only two studies on contextual factors relevant 

to BYOD (i.e., Crossler et al., 2014; Dang and Pittayachawan, 2015), only protection 

motivation theory was applied and tested, leaving room for opportunities to include and test 

other theoretical perspectives. The application of other theories will provide a richer 

understanding of information security behavior in employees adopting BYOD. 
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Furthermore, inconsistent results from the protection motivation theory application in BYOD 

studies have been identified. Perceived threat vulnerability, one of the key variables in PMT, 

had a significant positive effect on employees’ intention to comply with information security 

policy in most studies (e.g., Siponen et al., 2006; Ifinedo, 2012; Pahnila et al., 2013; Siponen 

et al., 2014; Sommestad et al., 2015; Warkentin et al., 2016; Rajab and Eydgahi, 2019) yet in 

others this relationship was shown to be insignificant (e.g., Vance et al., 2012; Pahnila et al., 

2013; Boss et al., 2015; Johnston et al., 2015; Menard et al., 2017). Similarly, self-efficacy had 

a significant positive effect on employees’ intent to comply with information security policy in 

many studies (e.g., Siponen et al., 2006; Pahnila et al., 2007b; Siponen et al., 2007; Boss et al., 

2009; Herath and Rao, 2009b; Bulgurcu et al., 2010a; Johnston and Warkentin, 2010; Siponen 

et al., 2010; Son, 2011; Ifinedo, 2012; Vance et al., 2012; Al-Omari et al., 2013; Siponen et al., 

2014; Johnston et al., 2015; Rocha Flores and Ekstedt, 2016; Warkentin et al., 2016; Yoo et 

al., 2018) but was found to be insignificant in others (e.g., Pahnila et al., 2013; Ifinedo, 2014; 

Boss et al., 2015; Bélanger et al., 2017; Menard et al., 2017; Rajab and Eydgahi, 2019). On the 

other hand, reward had a negative significant effect on employees’ intention to comply with 

information security policy in some studies (e.g., Vance et al., 2012) while no significant 

relationship was identified in others (e.g., Siponen et al., 2014; Posey et al., 2015). The 

relationship of response efficacy with employees’ intent to comply with information security 

policy was found to be positive (e.g., Siponen et al., 2006), negative (e.g., Vance et al., 2012), 

and insignificant (e.g., Pahnila et al., 2007b; Siponen et al., 2010; Siponen et al., 2014; Boss et 

al., 2015; Warkentin et al., 2016).  

Similar outcomes were found in the two information security behavioral research studies that 

examined contextual factors relevant to BYOD. When using their own devices in work 

locations, the perceived threat vulnerability relationship with employees’ intention to comply 

with information security policy was found to be significant in one study (Dang and 

Pittayachawan, 2015) but not in the other (Crossler et al., 2014). Likewise, response cost had 

a significant effect on employees’ intention to comply with information security policy in one 

(Dang and Pittayachawan, 2015) but not the other (Crossler et al., 2014). 

This widespread inconsistency of results suggests that the effect of PMT in information security 

behavior literature is yet to be fully understood, both in general information security behavioral 

studies and those that focus on BYOD. PMT can be further examined to understand the 

discrepancy in the results reported by the previous studies for the different variables included 
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in PMT with relation to employees’ intention to comply with information security policy and 

in the context of BYOD.  

It is critical to continue to review prior studies in light of new technologies. The advances in 

technology are neverending and with each comes a new perspective through which these 

studies can be reexamined. This is one of the gaps that this thesis is aiming to fill with its 

examination of BYOD as a new technological practice. 

2.5.2 Limited Research on Work-Life Domain Perception in Information Security Studies 

It is now common for employees to bring their personally-owned devices to work, and use 

them to do both work-related and personal activities. The usage of ICT in a similar manner has 

been shown to affect employees’ work-life domain management, where some employees use 

it to manage the border between life domain and work domain, whether these borders are 

physical, temporal, or spatial. The above review suggests that the work-life domain 

management literature has shed some light on the impact of ICT on blurring the border between 

the work and life domains (e.g., Chesley, 2005; Leung, 2011). Life and work borders (i.e., 

physical, temporal, and psychological borders) have been shown to blend into grey areas as a 

result of ICT by some studies and to be managed by ICT by others (e.g., Chesley, 2005; Leung, 

2011; Cavazotte et al., 2014). However, no single study was identified which put forward a 

comprehensive framework that captured the complexity of BYOD and defined related 

contextual factors that influence employees’ interpretation of BYOD as a life or work domain. 

Furthermore, the unique context of BYOD, which leads to different usage scenarios by 

employees, which in turn affects their interpretation of making sense of their home or work 

domains, was not investigated in relation to information security behaviors. Employees’ 

inability to definitely categorize work or life domains creates a gray area which affects their 

information security behaviors. In such situations, employees might be influenced in their 

behaviors by different factors. 

The vast majority of information security-related behavior literature, as presented in the 

literature review, focused mainly on the work environment context. Such a traditional view of 

employees only working in offices and using organization-provided devices is less relevant in 

today’s world. It did not examine how different work arrangements or usage of different 

technologies may affect the current understanding of information security behaviors and factors 
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affecting these behaviors. This thesis will focus on addressing this gap with the focus on BYOD 

usage from the work-life domain perspective. 

2.6 Chapter Summary 

This chapter presents a comprehensive review of the theoretical perspectives from both 

information security literature and work-life domain literature, and critically examines the 

existing literature to identify the key research gaps that drive this thesis. First, an overview of 

information security is discussed to show how it is an integral part of each organization and the 

efforts made by these organizations to protect their information assets. People have been 

identified as the weakest link in information security and, as a result, organizations have put in 

place information security policies and intervention programs to direct their employees’ 

behaviors to reduce risks to their assets.  

Then, a thorough literature review of existing information security research was conducted to 

examine the theories explaining employees’ information security-related behavior in general 

and BYOD in particular. Although bring your own device has become the norm, only two 

studies on contextual aspects of its effect on employees’ information security-related behaviors 

were identified. Furthermore, the results across these studies were not consistent as many 

factors, mostly adopted from protection motivation theory, have been shown to affect 

employees’ information security-related behaviors in one but not in the other study. In addition, 

the effect of how bring your own device influences employees’ perception of which domain 

they are in – work or life – and how this perception affects their information security-related 

behavior was not identified as being examined in any study. 

Since BYOD has been shown to affect employees’ work-life domain management, literature 

on work-life domain management was also reviewed to examine how it could shed light on 

BYOD research. The review suggests that existing research on work-life domain needs to be 

updated to take into account new technological developments to examine how ICT usage, in 

this case, BYOD, shapes perceptions of work-life domains. Furthermore, little research has 

been conducted to examine how such perceptions of work-life domains could affect security 

compliance behavior in particular.  

  



 

68 

CHAPTER THREE: THEORETICAL 

DEVELOPMENT AND RESEARCH MODELS 

The review of the literature revealed key gaps involving the effects of BYOD on employees’ 

information security-related behaviors. Only two studies were identified that had tested 

information security-related behaviors in the context of BYOD, and neither provided a 

comprehensive and updated view of the BYOD contextual factors in relation to information 

security-related behaviors. This research argues that making sense of BYOD usage scenarios 

from the work-life domain perspective will not only provide a comprehensive understanding 

of the BYOD phenomenon, but also shed light on the inconsistent results in prior research on 

information security compliance. 

This chapter therefore develops a research model explaining the BYOD contextual factors 

shaping employees’ perception of the work-life domain; and then a research model to examine 

how employees’ perceptions of the work-life domain could alter their information security 

policy compliance behaviors. The first step defines and tests the contextual factors of BYOD 

to understand their influences on employees’ interpretations of BYOD and their perceptions of 

whether they are in the life domain or work domain. The second step examines the effect of 

employees’ perception of which domain they are in on their compliance with the information 

security policy, examining the usability of this new approach and the necessity of re-

investigating information security to incorporate the work-life domain perspective.  

3.1 BYOD Contextual Factors and Work-Life Perception 

Many employees today can use their personal devices to perform both personal and work-

related activities. These devices can be used at any time and anywhere to process sensitive 

personal and work-related information. Owing to the unique characteristics of BYOD, 

employees can adopt different usage scenarios, which are interpreted differently by different 

employees. Employees’ interpretations of BYOD usage scenarios can thus affect their 

perceptions of whether they are in their work or life domain, even creating a gray area between 

the two.  

To define these contextual factors, prior research on the work-life domain was reviewed. 

Existing research on the work-life domain shows that employees use a set of boundaries (e.g., 

temporal, physical, social, behavioral, and psychological) to separate their life and work 

domains (e.g., Ashforth et al., 2000; Clark, 2000; Olson-Buchanan and Boswell, 2006; Park 
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and Jex, 2011; Fonner and Stache, 2012). These studies illustrate how employees manage their 

transition between the work and life domains by crossing boundaries. For example, an 

employee may transition from his/her work domain to his/her life domain by crossing one or 

more of the following: temporal boundary (e.g., end of working hours), physical boundary 

(e.g., leaving the work location), social boundary (e.g., saying goodbye to coworkers), 

behavioral boundary (e.g., submitting the last work task of the day), and psychological 

boundary (e.g., a sense that they are away from work). Building on these studies, five 

contextual factors are proposed: device ownership, location, time, activity, and data sensitivity, 

as shown in Table 3.  

TABLE 3: BYOD CONTEXTUAL FACTORS 

Device 

Ownership 

Employees use their personal devices (e.g., 

smartphone, laptop, tablet) rather than 

devices owned by their organization. 

Employees use the organization’s devices 

(e.g., workstation, smartphone, laptop, 

tablet). 

Employee 

Location 

Employees use the devices in a non-

work environment (e.g., home, coffee 

shops, hotels). 

Employees use the devices on the 

organization’s premises (e.g., office, 

meeting rooms, other branches). 

Time of 

Activity 

Employees use the devices during non-

working hours. 

Employees use the devices during 

working hours. 

Activity 

Type 

Employees use the devices to work on 

personal tasks (e.g., social media, 

personal emails, reading news, browsing 

the internet). 

Employees use the devices to perform 

work-related tasks (e.g., developing 

reports, processing transactions, 

responding to work emails). 

Data 

Sensitivity 

Employees use the devices to process 

non-sensitive personal or organization 

information (i.e., either accessed 

remotely or stored on the device). 

Employees use the devices to process 

sensitive personal or organization 

information (i.e., either accessed 

remotely or stored on the device). 
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3.1.1 Device Ownership 

ICT has been shown to affect employees’ work-life domain management (e.g., Frissen, 2000; 

Chesley, 2005; Golden and Geisler, 2007; Heijstra and Rafnsdottir, 2010; Currie and Eveline, 

2011; Hislop and Axtell, 2011; Hubers et al., 2011; Leung, 2011; Sayah, 2013; Cavazotte et 

al., 2014; Dén‐Nagy, 2014). In some cases, ICT and the usage of mobile phones have been 

shown to blur the work-life balance (Chesley, 2005; Hislop and Axtell, 2011; Leung, 2011), 

while in others, ICT devices have been used to manage the integration and segmentation of the 

work-life domain. Individuals may thus use multiple devices to create a boundary between their 

work and life domains (Fleck et al., 2015). 

This study argues that the actual ownership of the device can affect employees’ perceptions of 

whether they are in their work or life domain. This perception can be affected by whether 

individuals feel they have crossed a psychological boundary between the domains; different 

individuals view the integration and segmentation of the two domains in different ways (Clark, 

2000; Dén‐Nagy, 2014). Therefore, while one individual might perceive their state to be in the 

work domain or in the life domain depending on the device ownership, another individual 

might be unable to segregate the two, resulting in a blurry state. Cavazotte et al. (2014) claimed 

that company-owned smartphones used by employees had a negative effect on the life domain. 

Additionally, Duxbury et al. (2014) showed that, based on the different boundary management 

strategies adopted by individuals, the usage of a company-owned smartphone can lead to a 

struggle to segment the life domain from the work domain, or it can be used as a boundary 

management tool. Similarly, the usage of an individual’s personal device in the work 

environment may affect his/her ability to segment the work domain from the life domain. 

Device ownership, as a contextual factor, is foundational in BYOD because it differentiates the 

traditional employee usage of ICT devices that are owned by the organization from the 

relatively new practice of using an employee-owned ICT device. Accordingly, the first BYOD 

contextual factor that this study puts forward relates to whether the device is owned by the 

employee or the organization. This study thus posits the following: 

H1: Device ownership (i.e., whether owned by the employee or the organization) impacts 

employees’ perceptions of whether they are in the life or work domain. 
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3.1.2 Employee’s Location 

The second BYOD contextual factor this study proposes relates to location. This contextual 

factor relates to the spatial boundary between the life and work domains (Ashforth et al., 2000; 

Clark, 2000). With BYOD, individuals can work from anywhere due to the flexibility ICT 

enables. Duxbury et al. (2014) show that one of the boundaries that individuals may use to 

manage the integration or segmentation of their work and life domains is physical location. It 

can act as a domain border that individuals use to make sense of which domain they perceive 

themselves to be in (Clark, 2000). For example, an employee who is still in the workplace will 

tend to perceive that s/he is in the work domain, while an employee who is in the living room 

of his/her home will tend to perceive that s/he is in the life domain. Therefore, the second 

hypothesis in this study is posited as follows: 

H2: An employee’s location while using the device (i.e., using the device at home vs. using the 

device in the workplace) impacts the employee’s perceptions of whether they are in the life or 

work domain. 

3.1.3 Time of Activity 

With the wide application of internet technologies and mobile devices, ‘working time’ has 

experienced a great change (Fonner and Stache, 2012). For instance, telecommuting permits 

employees to work from any location, eliminating or reducing long commute times in heavily 

populated areas while zero-hour contracts pay workers only for those hours worked and have 

no minimum hour guarantees. In such cases, employees have more flexibility to determine their 

working time, which is not necessarily the same as the working time defined by their 

organizations. However, the widespread adoption of smartphones has also created an 

expectation that employees will both be available and will perform work-related activities 

outside of their contracted working hours (Dén‐Nagy, 2014; Garba et al., 2015). These changes 

allow employees to enjoy more autonomy or flexibility with their working time, and employees 

thus tend to be more proactive in distinguishing between their working and non-working times 

(Ylijoki, 2013). As a result, the temporal boundary is one of the boundaries that people cross 

to determine whether they are in the work or the life domain (Ashforth et al., 2000; Clark, 

2000). This flexibility of being connected all the time is also applicable to BYOD, where 

employees can use their own devices at any time, whether during or after working hours. 

Therefore, time is defined as the third BYOD contextual factor. The study puts forward the 

following hypothesis: 
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H3: Time of device usage by the employee (i.e., using the device outside normal working hours 

vs. using the device during normal working hours) impacts employees’ perceptions of whether 

they are in the life or work domain. 

3.1.4 Activity Type 

With personal devices, employees may perform either personal or work-related activities. 

When performing work-related activities, an employee might have a higher level of awareness 

of organizational restrictions (e.g., rules, procedures, access rights, and other security controls); 

however, such regulations may not be relevant when employees are performing personal tasks 

(Li and Siponen, 2011). Park et al. (2011) stated that a behavioral boundary is needed to 

manage the segmentation and integration of the work and life domains. In the same manner, 

BYOD allows the usage of personally-owned devices for different types of tasks. The type of 

task—whether work-related or personal—will affect the individual’s perception of whether 

they are in the work or life domain. As a result, this study posits the following hypothesis: 

H4: The type of activity performed by the employee (i.e., personal-related activity vs. work-

related activity) impacts employees’ perceptions of whether they are in the life or work domain. 

3.1.5 Data Sensitivity 

The sensitivity of the information that employees are processing or storing on their devices 

also affects their perceptions of the work-life domains. In relation to BYOD, the reference here 

is to the type of information stored on or processed by the device, whether personal or work-

related information. Therefore, the sensitivity of these data may also trigger psychological 

ownership because people experience a sense of relation to different objects—physical or 

nonphysical—which occurs when they feel that they own the object (Anderson and Agarwal, 

2010). The psychological boundary is also discussed in the work-life literature (Clark, 2000). 

Accordingly, data sensitivity is proposed as one of the contextual factors of BYOD that applies 

to two data sets, one owned by the company and the other owned by the employee. As such, 

this study posits the following hypotheses: 

H5a: Employees’ perceptions of the sensitivity of organization-owned data processed on the 

device (i.e., non-sensitive organization data vs. sensitive organization data) impacts 

employees’ perceptions of whether they are in the life or work domain. 
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H5b: Employees’ perceptions of the sensitivity of personally-owned data processed on the 

device (i.e., sensitive personal data vs. non-sensitive personal data) impacts employees’ 

perceptions of whether they are in the life or work domain. 

3.1.6 Research Model 1 

Following the previous hypotheses and drawing from the literature on work-life boundaries, 

this research argues that employees make sense of whether they are in the life or work domain 

through their interpretations of different BYOD usage scenarios, based on their work-life 

segregation and integration strategies. Specifically, those who rely on temporal distance to 

separate the two domains tend to give more weight to time when making sense of the BYOD 

usage scenario, while those who usually rely on physical location for work-life segregation 

might be more sensitive to place than to the other contextual factors. Thus, employees rely on 

contextual factors—namely, device ownership, employees’ location, time of activity, activity 

type, and data sensitivity—to make sense of whether the BYOD usage scenarios come under 

the work or life domain and this sense-making relates to employees’ work-life segregation 

strategies. 

Accordingly, Figure 5 shows the research model that was developed to achieve the first aim of 

this study. The model relates to an understanding of the impact of BYOD contextual factors on 

employees’ interpretations of being in the work or life domain. In addition to the above 

hypotheses, this study adopts a set of controls from existing studies in relation to gender (Park 

and Jex, 2011; Berkowsky, 2013; Xie et al., 2018), age (Berkowsky, 2013; Xie et al., 2018), 

marital status (Park and Jex, 2011; Berkowsky, 2013; Xie et al., 2018), education (Berkowsky, 

2013), experience (Johnston et al., 2015), position (Berkowsky, 2013), organization size 

(Bulgurcu et al., 2010a), industry (Bulgurcu et al., 2010a), job role (Herath and Rao, 2009b), 

tenure (Son, 2011), and IT knowledge (Bulgurcu et al., 2010a). 
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FIGURE 5: RESEARCH MODEL 1 

EFFECT OF BYOD CONTEXTUAL FACTORS ON EMPLOYEES’ PERCEPTION OF WORK-LIFE DOMAIN 

In this section, the thesis defined its first research model, which explains how BYOD 

contextual factors affect employees’ perception of the life domain or the work domain. This 

thesis posits that employees’ perception of life and work domains affects their information 

security-related behaviors. Therefore, the second model in the next section will study how 

employees’ information security behaviors are affected by their perception of life and work 

domain.  

3.2 The Impact of Work-Life Domain Perception on Information Security Policy 

Compliance 

As stated in the introduction to this chapter, the second step of this research aims to understand 

the impact of employees’ perceptions of the work-life domain on their information security 

compliance behaviors. Accordingly, a research model is developed to examine this impact, 

based on protection motivation theory (PMT) which was illustrated in the literature review in 

Chapter 2 to be the most dominant theory used in similar studies. This section first defines the 

dependent variable (i.e., intention to comply with the information security policy) and then 

discusses the relationship between the PMT variables and the dependent variable. Related 

hypotheses will also be presented.  
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3.2.1 Dependent Variable: Intention to Comply with Information Security Policy 

The dependent variable in the second proposed research model is the intention to comply with 

the information security policy. Although it would be more accurate to measure the actual 

behavior, doing so has been deemed too difficult, and most studies have thus measured 

intention rather than actual compliance behaviors (e.g., Herath and Rao, 2009b; Bulgurcu et 

al., 2010a; Johnston and Warkentin, 2010; Warkentin et al., 2011; Ifinedo, 2012; Vance et al., 

2012; Dang and Pittayachawan, 2015). The difficulties manifest in the measurement of 

compliancy behaviors, where asking participants to self-report their actual compliance might 

not produce accurate responses due to fear of exposing nonconforming behaviors.  

To overcome this challenge, information security studies have mostly adopted intention 

because it has been proven in the existing literature to be one of the most significant predictors 

of behavior. According to the theory of reasoned action (Fishbein and Ajzen, 1975; Ajzen, 

1991; Fishbein, 2000; Fishbein and Ajzen, 2010), individuals perform behaviors when they 

have an intention to perform those behaviors. This relationship has been tested in many 

disciplines and has shown its validity. This finding is illustrated in a meta-analysis conducted 

by Armitage and Conner (2001), which revealed a mean correlation of 0.47 between intention 

and behavior among 48 studies examined. Similarly, Notani (1998) conducted a meta-analysis 

of 45 studies and found an average correlation of 0.41 between intention and behavior. Another 

meta-analysis of 98 studies found an average correlation between intention and behavior of 

0.45 (Randall and Wolff, 1994) while Sheppard et al.’s (1988) meta-analysis of 87 studies 

found a correlation of 0.53 between intention and behavior. These meta-analyses covered 

behaviors in many domains including drug and alcohol usage, recycling, political behaviors, 

smoking, public transportation usage, condom usage, and food and beverage-related behaviors. 

As the results of these meta-analyses demonstrate, the correlation between intention and 

behaviors ranged from 0.41 to 0.53, thus suggesting with a level of confidence that if an 

individual forms the intention to perform a behavior, the probability of performing that 

behavior is very high. 

This support of intention as a predictor of actual behaviors provides more confidence in its use 

as the dependent variable. Such practice, as discussed, is common across existing information 

security studies. Therefore, this research uses intention—the intention of employees to comply 

with the organization’s information security policy—as the dependent variable.  
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3.2.2 Independent Variables: Protection Motivation Theory 

As presented in the literature review, PMT is one of the most widely applied theories explaining 

employees’ compliance behaviors relating to the information security policy in their 

organizations (e.g., Boss et al., 2009; Herath and Rao, 2009b; Herath and Rao, 2009a; Bulgurcu 

et al., 2010a; Johnston and Warkentin, 2010; Siponen et al., 2010; Ifinedo, 2012; Johnston et 

al., 2015). It was also used in the two BYOD studies that investigated security-related behaviors 

(Crossler et al., 2014; Dang and Pittayachawan, 2015). Accordingly, PMT was adopted for this 

research due to its capacity to explain protection-related behaviors (i.e., information security 

policy compliance). Based on PMT, this study proposes a research model to test the impact of 

employees’ perceptions of the work-life domain on their information security compliance 

behaviors and examines how work-life domain perception shaped by BYOD could affect the 

relationship between PMT variables and intention to comply with information security policy. 

According to PMT, employees’ intention to comply with information security policy is 

influenced by an assessment of the consequences of non-compliance as well as the individual’s 

capability to comply. Three variables capture the employees’ assessment of the consequences 

of non-compliance (i.e., threat appraisal), namely, perceived threat vulnerability (the 

probability of a threatening event in case of non-compliance), perceived threat severity (the 

gravity of event consequences in case of non-compliance), and rewards associated with 

compliance. For the estimation of the individual capability of compliance (i.e., coping 

appraisal), three variables are used: response efficacy (the effectiveness of reducing or 

removing the threat to security if s/he complies with the security policy); self-efficacy 

(individual’s capability to perform the required actions needed to comply with the security 

policy); and response cost (the cost associated with complying with the information security 

policy, whether this cost is losing money, time, or effort, affects his/her intention to comply). 

For example, if an employee feels that their non-compliance with the policy would make the 

organization highly vulnerable to security attacks (i.e., high perceived threat vulnerability), 

their intention would likely be more favorable toward complying. Similarly, if an employee 

perceives that complying with the information security policy would make performing work 

more difficult (i.e., response cost), and this outweighs the employee’s beliefs about the 

advantages gained from complying, the employee’s intention will likely be less favorable 

toward complying. 
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3.2.3 Research Model 2 

Prior empirical research using PMT variables has reported inconsistent results, which could be 

explained by the employees’ differing perception of the work-life domain as shaped by BYOD 

contextual factors. Depending on whether they interpret a specific BYOD usage scenario as 

being part of their work or life domain, employees’ security behavior will likely be impacted 

by different factors. 

Ownership of the device(s) used could influence the factors that affect information security-

related behavior changes. For instance, the positive effect of perceived threat severity on 

compliance with information security policy was only supported when employees were using 

organizational devices (Vance et al., 2012; Pahnila et al., 2013; Siponen et al., 2014; Johnston 

et al., 2015), and not their own devices (Crossler et al., 2014; Dang and Pittayachawan, 2015). 

In addition, the significant impact of perceived threat vulnerability on employees’ intention to 

comply with information security policy was not supported when employees were using their 

personal devices (Crossler et al., 2014; Dang and Pittayachawan, 2015). 

This evidence was also shown for the contextual factor of location. Li and Siponen (2011) 

argued that the variables influencing information security behavior at home are different from 

those influencing it in the workplace; thus, usage of the device at home differs from usage of 

the device in the workplace regarding information security-related behavior. For example, an 

employee in the workplace has a different sense of awareness of factors, such as organizational 

information security monitoring controls, sanctions, rewards, and reputation, compared to an 

employee at home or otherwise outside of the workplace. This change in their sense of 

awareness can affect employees’ information security compliance behaviors. Dang-Pham and 

Pittayachawan (2015) studied the impact of this contextual factor by examining students’ 

information security compliance behaviors when at home and at university. The results 

indicated that certain factors have different impacts on information security behaviors; for 

example, perceived threat vulnerability had an impact on students’ information security 

compliance behaviors when they were located at the university but had no impact on their 

information security compliance behaviors at home. 

Notably, the same arguments apply to the type of activities and data sensitivity. Previous 

information security behavior literature has examined the influencing factors with regard to 

BYOD work-related activities (Crossler et al., 2014), and personal activities (Dang and 

Pittayachawan, 2015). In the workplace setting, Crossler et al. (2014) found that perceived 
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threat vulnerability did not affect employees’ intention to comply with information security 

policy when they performed work-related activities, while Dang-Pham and Pittayachawan 

(2015) showed that for non-work activities, it did have an impact. In addition, Crossler et al. 

(2014) investigated the impact of information sensitivity on information security behaviors 

using the nature of the participants’ jobs as a proxy for data sensitivity: they argued that 

accountants deal with more sensitive information compared to non-accountants. The result of 

their study showed that perceived threat severity affected policy compliance behavior for 

accountants, while the effect was insignificant for non-accountants. 

Existing research on information security has shown that users are influenced by different 

factors depending on whether they are in the work or the home environment. Thus, depending 

on whether they interpret a specific BYOD usage scenario as being part of the work or the life 

domain, employees’ security behavior will likely be impacted by different factors. However, 

in some BYOD usage scenarios, a blurred border between the life and work domains might 

cause employees to blend the two, in line with border theory. Despite the limited evidence due 

to a paucity of studies, it seems that BYOD contextual factors alter the relative importance of 

other factors in explaining security behavior. This research argues that making sense of BYOD 

usage scenarios from the work-life domain perspective is one of the underlying reasons for 

such a difference. For instance, perceived threat vulnerability is more relevant to BYOD usage 

scenarios that are interpreted as being in the work domain rather than the life domain. This 

might be due to the perception the employees might have due to the usage of organizational 

assets and his/her heightened fear of a breach. In such a case, the perceived threat vulnerability 

factor will shape employees’ behavior when they are at work, but not when they are at home. 

The same argument can be made for perceived threat severity—that it might be relevant in the 

work but not in the life domain.  

Based on the above arguments and on PMT, this research puts forward the following 

hypotheses: 

H6: The effect of employees’ perceived threat severity on their intention to comply with the 

information security policy differs depending on their perceptions of whether they are in the 

work or in the life domain resulting from BYOD. 



 

79 

H7: The effect of employees’ perceived threat vulnerability on their intention to comply with 

the information security policy differs depending on their perceptions of whether they are in 

the work or in the life domain resulting from BYOD. 

H8: The effect of employees’ anticipated rewards on their intention to comply with the 

information security policy differs depending on their perceptions of whether they are in the 

work or in the life domain resulting from BYOD. 

H9: The effect of employees’ perceived response efficacy on their intention to comply with the 

information security policy differs depending on their perceptions of whether they are in the 

work or in the life domain resulting from BYOD. 

H10: The effect of employees’ perceived self-efficacy on their intention to comply with the 

information security policy differs depending on their perceptions of whether they are in the 

work or in the life domain resulting from BYOD. 

H11: The effect of employees’ response cost on their intention to comply with the information 

security policy differs depending on their perceptions of whether they are in the work or in the 

life domain resulting from BYOD. 

Based on the above hypotheses, Figure 6 shows the second research model that was developed 

to achieve the second aim of this study. The model aims to understand the impact of employees’ 

interpretations of whether they are in the work or life domain on their security-related behavior. 

This model adopted the same control variables as those used in Model 1.  
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FIGURE 6: RESEARCH MODEL 2 

THE IMPACT OF WORK-LIFE DOMAIN PERCEPTION ON INFORMATION SECURITY POLICY COMPLIANCE 

3.3 Chapter Summary 

Based on the review of the literature, this chapter proposed the use of BYOD contextual factors 

based on border theory. There are five contextual factors: 1) device ownership—capturing 

whether the device is owned by the employee or the organization s/he works with; 2) employee 

location—capturing whether the employee is on the work premises or not; 3) time of activity—

whether it is during working hours or not; 4) type of activity—whether it is work-related or 

personal; and, 5) sensitivity of the data—whether this data is personally owned or owned by 

the organization. 

Based on bring your own device contextual factors, two research models were presented in 

order to address the gaps identified in the literature. The first model aims to examine the effect 

of each contextual factor on employees’ perception of the work-life domain. The second model 

uses protection motivation theory in order to show how employees’ perception of whether they 

are in the life or work domain affects variables influencing their intention (or not) to comply 

with the information security policy. These two models will provide a conceptual illustration 

of how, ultimately, bring your own device contextual factors affect employees’ intention to 

comply with information security policies. 

The next chapter discusses the research methodology and presents how these models will be 

tested.  
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CHAPTER FOUR: RESEARCH METHODOLOGY 

To address the research question, the previous chapter discussed the two research models 

proposed in this study and presented the hypotheses associated with the two models. This 

chapter presents the research methodology, including the philosophical assumptions, sample, 

procedure, instruments, and statistical techniques used to test the research hypotheses. 

4.1 Philosophical Assumptions 

Depending on the philosophical assumption adopted, positivist, interpretive and critical are 

three possible paradigms for conducting research (Crotty, 1998; Scotland, 2012). The positivist 

paradigm assumes objectivity of reality, which can be measured independently from the 

researcher, and this paradigm aims to improve the predictive understanding of phenomena by 

testing theories (Crotty, 1998; Scotland, 2012; Cohen et al., 2013). The interpretive paradigm 

assumes the subjectivity of reality, which differs for each individual, and this paradigm aims 

to uses the meaning individuals assign to the phenomena in order to better understand it (Crotty, 

1998; Scotland, 2012; Cohen et al., 2013). The critical paradigm assumes that history shapes 

reality, which is constructed socially, and this paradigm aims to seek human emancipation by 

examining the conflicts in contemporary society (Crotty, 1998; Scotland, 2012). Each of these 

paradigms has its own advantages and disadvantages and affects how research is conducted 

and the principles it should adhere to (Crotty, 1998; Scotland, 2012; Kumar, 2019). 

Based on the research question and objectives of this study, the underlying philosophical 

assumption for this study is classified as a positivist paradigm. The positivist paradigm’s 

ontological position, as stated above, is that of realism which has the view that objects exist 

independently from the researchers (Crotty, 1998). Thus epistemologically, positivist studies 

aim to research certain and demonstrable knowledge about an objective reality that is not 

influenced by the researcher’s conscience (Crotty, 1998). In positivist studies, the phenomena 

are researched to provide causal inferences for the relationship between the independent 

variable and one or more dependent variables based on empirical tests (Cohen et al., 2013). 

Looking at the research question and objectives of this study, they fall into the positivist 

paradigm as they showed a relationship between multiple variables that can be empirically 

tested, and the answer to this research question has the potential to add to the existing body of 

knowledge.  
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Due to the nature of the positivist paradigm that aims to provide predictions and generalize the 

results, usually the methods used will generate quantitative data (Scotland, 2012). Accordingly, 

quantitative methods are one of the main methods used in positivist studies (Crotty, 1998; 

Kumar, 2019). Quantitative methods are of an objective nature that is best used if the sample 

size is big, and if the study is seeking generalization of the result (Myers, 2009). Thus, this 

study will adopt a quantitative approach to design the research and test the hypotheses. 

The method, regardless of which is selected, will shape the whole aspect of the study design 

(Kumar, 2019). The next section will provide details on the research design and the quantitative 

methods used to conduct the study. 

4.2 Research Design 

To test the proposed research models, four steps were followed (see Figure 7). First, a base 

hypothetical scenario was developed to aid the employees when responding to the survey and 

to encourage them to avoid concealing their true intentions (e.g., Higgins et al., 2005; D'Arcy 

et al., 2009; Hu et al., 2011). Then, the scenario was developed to capture the BYOD contextual 

factors and to determine the impact of the employees’ interpretations of the work-life domain. 

Third, a survey was developed as the primary tool for obtaining the required data to test the 

two models proposed in this study. According to Fishbein and Ajzen (2010), a self-reporting 

mechanism is ideal for investigating general behaviors. In addition, a survey is a common 

method for collecting data to study information security behaviors (e.g., Herath and Rao, 

2009b; Bulgurcu et al., 2010a; Ifinedo, 2012), and a survey panel was used for the data 

collection. Finally, a regression analysis was used to analyze the collected data.  

The following sections describe the behavior of interest (complying with the information 

security policy), scenario development, measurement development, and the sampling and data 

collection.  

 

FIGURE 7: RESEARCH DESIGN 
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4.2.1 Scenario Development 

Because this research relies on self-reporting as the primary method for data collection, certain 

limitations are expected; for example, an employee might not reveal their true intentions about 

complying with the information security policy in their organization. Bulgurcu et al. (2010a) 

suggested using scenarios to minimize the impact of this limitation. Using scenarios is a 

technique that “present[s] subjects with written descriptions of realistic situations and then 

request[s] responses on a number of rating scales that measure the dependent variables of 

interest” (Trevino, 1992, pp.127–128, cited in Myyry et al., 2009). Therefore, many studies use 

scenarios to overcome such limitations (e.g., Higgins et al., 2005; D'Arcy et al., 2009; Hu et 

al., 2011).  

In addition, scenarios provide the required tool to answer the research question and achieve the 

objectives of this research because they allow the creation of a realistic situation where some 

factors can be manipulated and tested more effectively. In this research, the scenarios provide 

a realistic situation that reflects the BYOD contextual factors and the different usage scenarios 

they create. The aim is to categorize the respondents into one of three groups based on their 

perceptions of the work-life domain resulting from the BYOD contextual factors. The first 

group (i.e., the life domain group) will mostly interpret the scenario as a life domain; the second 

(i.e., the work domain group) will interpret the scenario as a work domain; and the third (i.e., 

the gray area group) will tend to capture a grayer interpretation of BYOD usage scenario by 

blurring the boundaries between the life and work domains.  

To develop the required scenarios, first, a common and important behavior relevant to the 

domain of the study needs to be selected. A review of the different behaviors related to the 

study was, therefore, conducted to shortlist the most important and common behaviors to use 

in the scenarios. In previous studies, some authors have used open-ended web-based 

questionnaires to elicit the specific behaviors of interest (Siponen and Vance, 2010; Vance and 

Siponen, 2012; Vance et al., 2012), while others have conducted a review of the literature to 

define the behavior of interest (Guo et al., 2011; Guo and Yuan, 2012; D'Arcy et al., 2014). 

Based on an extensive review of the literature, this research adopted the latter approach where 

behaviors used in previous studies’ scenarios were reviewed and selected to be part of this 

thesis’ scenario development. 

Table 4 lists the 13 key behaviors identified in the literature review. The most used behavior 

was ‘USB Drive Usage,’ which was used in seven articles, followed by ‘Password Sharing’ 
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and ‘Unauthorized Access,’ which were used in six articles. ‘Logging Off’ was the next most 

used behavior, which was identified in five articles. ‘Writing Down Passwords’ and 

Unauthorized Software Installation’ were both used in three articles. ‘Public Network Usage’ 

and ‘Unauthorized Modification’ were employed in two articles, and ‘Password Change,’ 

‘Failure to Report Security Incident,’ ‘Usage of Device by Unauthorized Users,’ ‘Performing 

Non-Work Related Activities,’ and ‘Unauthorized Disclosure’ were each used once. 

TABLE 4: IDENTIFIED BEHAVIORS USED IN PREVIOUS SCENARIOS IN THE LITERATURE REVIEW 

Behavior 
Number of 

Articles 
Articles 

USB Drive Usage 7 

Siponen and Vance (2010); Guo et al. (2011); Guo and 

Yuan (2012); Vance and Siponen (2012); Vance et al. 

(2012); D'Arcy et al. (2014); Johnston et al. (2015) 

Password Sharing 6 

Myyry et al. (2009); Siponen and Vance (2010); Vance 

and Siponen (2012); Vance et al. (2012); Barlow et al. 

(2013); D'Arcy et al. (2014) 

Unauthorized 

Access 
6 

D'Arcy and Hovav (2007); D'Arcy and Hovav (2009); 

D'Arcy et al. (2009); Vance et al. (2012); Cheng et al. 

(2013); Johnston et al. (2016) 

Logging Off 5 

Siponen and Vance (2010); Vance and Siponen (2012); 

Vance et al. (2012); D'Arcy et al. (2014); Johnston et al. 

(2015) 

Writing Down 

Passwords 
3 

Guo et al. (2011); Guo and Yuan (2012); D'Arcy et al. 

(2014) 

Unauthorized 

Software 

Installation 

3 
D'Arcy et al. (2009); Guo et al. (2011); Guo and Yuan 

(2012) 

Public Network 

Usage 
2 Guo et al. (2011); Guo and Yuan (2012) 

Unauthorized 

Modification 
2 D'Arcy and Hovav (2009); D'Arcy et al. (2009) 

Password Change 1 Johnston et al. (2015) 

Failure to Report 

Security Incident 
1 Vance et al. (2012) 

Usage of Device by 

Unauthorized Users 
1 Vance et al. (2012) 

Performing Non-

Work Related 

Activities 

1 D'Arcy et al. (2009) 

Unauthorized 

Disclosure 
1 D'Arcy et al. (2014) 
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Based on the results of the literature review, and in support of the objectives of this research, 

the most relevant behavior was considered to be “logging off”. Some of the behaviors were 

excluded due to their inability to accommodate all the defined BYOD contextual factors. For 

example, ‘password sharing’ behavior, although used relatively frequently in the information 

security literature, was not considered an optimal behavior for this study because one of the 

contextual factors is conducting work-related and personal activities and it was assumed that 

employees would not see organizational information security policies as applying to their 

personal data. A similar situation arises with ‘Unauthorized Access’ behavior because it is 

unlikely that this behavior is applicable to personal activities. Although ‘USB Drive Usage’ is 

applicable to all BYOD contextual factors, its relevance might not apply to all organizations 

that do not apply this usage to employees’ personal devices; if this usage can be blocked by 

default, or if the employee does not have the freedom to choose whether to comply or not with 

the information security policy then it will not provide the right scenario to test these research 

hypotheses. ‘Logging off’ behavior was thus selected as the behavior for the scenario 

development because it applies to all BYOD contextual factors and is used frequently in the 

information security literature.  

After defining the behavior to be used in the scenarios, the scenarios need to be developed to 

ensure that they contain the required context for the study objectives in terms of the behavior 

and manipulation to be examined. The scenarios can provide the required context, state a 

certain behavior that has been performed, and/or provide a mechanism for manipulating the 

BYOD contextual factors. While Myyry et al. (2009) used scenarios only to provide a context, 

other researchers stated that the actor in the scenario has to perform a certain behavior to 

overcome the challenge of employees’ tendency to conceal their true information security-

related intentions (D'Arcy et al., 2009; Siponen and Vance, 2010; Vance and Siponen, 2012; 

D'Arcy et al., 2014). Further, other studies have used scenarios to manipulate factors related to 

the behavior of interest (D'Arcy et al., 2009; Chen, 2012; Barlow et al., 2013). Accordingly, as 

shown in Table 5, the scenario for this study was developed based on scenarios used in prior 

literature (Vance and Siponen, 2012; Barlow et al., 2013; D'Arcy et al., 2014; Johnston et al., 

2015) and includes a base scenario to provide a context in which the behaviors of interest for 

this research can be performed and tested. In addition, the scenario includes a non-compliant 

information security behavior that was performed by an actor to facilitate capturing the true 

intention of the respondents. Further, the manipulation statements related to the BYOD 

contextual factors and their placeholder in the base scenario are defined. 



 

86 

TABLE 5: BASE SCENARIO AND BYOD CONTEXTUAL FACTORS STATEMENTS 

XYZ company have recently adopted a bring your own device policy. The company 

provides its employees with the option of providing them with a company-owned laptop or 

the employees can choose to bring their own laptop. If an employee opted to bring his/her 

laptop, then the laptop will be granted access to the company’s information systems in order 

for the employees to be able to perform their day-to-day tasks and will be subjected to 

company’s information security policy.  

John is an employee at XYZ company. [Insert Device statement here]. Due to the nature of 

his job, John is aware that his laptop contains [Insert Sensitivity statement here]. [Insert Data 

statement here]. One day at [Insert Place statement here] [Insert Time statement here], John 

logs into the laptop to [Insert Activity statement here]. “After some time, John is in need of a 

restroom break. He is aware of the company’s policy that requires users to log off their 

laptop when not in use. However, John hates the inconvenience of logging out and logging 

back in again, so he does not log off his laptop when he leaves to visit the restroom.” 

(D'Arcy et al., 2014 p.313) 

Device 

ownership  

Owned By Employee:  Owned By Organization:  

He is one of the employees who 

choose to bring their own laptop and 

integrate it with the company’s 

information systems  

He is one of the employees who 

choose to use a company-owned 

laptop.  

Employee’s 

Location  

Home:  Work:  

Home  Work  

Time of 

Activity 

Non-Working Hours:  Working Hours:  

After working hours  During working hours  

Activity Type  

Personal:  Work Related:  

Book his vacation  
Complete a task requested by his 

direct manager  

Data Sensitivity 

-Company Data  

Low Sensitivity  High Sensitivity  

Only non-sensitive company data  Sensitive company data  

Data Sensitivity 

-Personal Data  

Personal Data (sensitive):  Personal Data (non-sensitive):  

In addition, John has sensitive 

personal data stored on the laptop  

In addition, John has non-sensitive 

personal data stored on the laptop  

 

To ensure that the contents are clear, relevant, and realistic and that they provide the required 

manipulation of BYOD contextual factors to test the research hypothesis, both information 

security experts and academic professionals were asked to review the developed scenarios. The 

scenarios were updated based on their feedback. This expert review aligns with prior research 

in which reviews of the developed scenario with panels or security experts and academics were 
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conducted to ensure their realism and manipulation effect (Vance and Siponen, 2012; Vance et 

al., 2012; Barlow et al., 2013). 

Further, the survey included a set of items to check that respondents found the scenarios 

realistic and to confirm the accuracy of the manipulation. Some prior studies have used items 

to check the scenarios’ realism (e.g., Siponen and Vance, 2010; Barlow et al., 2013; Johnston 

et al., 2016) and in this study, four items were used to measure the scenario’s realism (i.e., the 

situation described in the scenario could occur in real life). In addition, others have deployed 

items in order to ensure that the manipulation of factors has been effective on the participations 

when reading the scenarios (Johnston et al., 2016). In this study, six items were used to ensure 

the effectiveness of the scenarios’ manipulation, one for each contextual factor (i.e., device 

ownership, sensitivity for company data, sensitivity for personal data, place, activity, and time). 

Based on the existing literature, items were adopted and included in the final survey, as shown 

in the next section and presented in Appendix C, Measurement Items.  

After defining the behavior to be used in the scenarios, a decision was made about how many 

scenarios to present to each respondent. Prior research has used multiple methods, such as using 

one scenario for all respondents, presenting each respondent with one of a random set of 

scenarios, or showing each respondent several scenarios. Myyry et al. (2009) used one scenario 

for all respondents and reported this as a limitation. Other researchers presented each 

respondent with more than one scenario (e.g., Chen, 2012; Barlow et al., 2013; Johnston et al., 

2016); however, this can cause response fatigue because it requires each respondent to take 

more than one survey. To overcome the challenges of these two approaches, many studies 

developed more than one scenario but presented only one randomly selected scenario to each 

respondent (e.g., Siponen and Vance, 2010; Guo et al., 2011; Guo and Yuan, 2012; Vance and 

Siponen, 2012; Vance et al., 2012; D'Arcy et al., 2014; Johnston et al., 2015). Similar to this 

stream of research, this study presented each respondent with one scenario selected randomly 

from a pool of scenarios that were built from a combination of the base scenario and the 

manipulation statements related to the BYOD contextual factors. 

4.2.2 Measurements Development 

As stated at the beginning of this chapter, this study used a survey method for the data 

collection; this aligns with existing literature in this domain that mostly used surveys to study 

information security behaviors (e.g., Herath and Rao, 2009a; Bulgurcu et al., 2010a; Ifinedo, 

2012). Further, it is recommended to use already tested and validated survey questions to 
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improve the reliability of the results (Straub, 1989; Boudreau et al., 2001; Straub et al., 2004). 

Accordingly, an extensive literature review was conducted to identify items that could be used 

to test the two proposed research models. Only measurements with high validity and reliability 

were selected from the literature; a total of 50 items (see Appendix C) were used to measure 

the two proposed research models. Hair et al. (2010) recommend a minimum of three items per 

variable, although four items are preferable. These items are measured on a seven-point scale 

as recommended in the literature (Fishbein and Ajzen, 2010). The study adheres to this 

recommendation, whenever possible, to measure the constructs in the proposed models. 

For the first model, the perception of work-life balance was used as the dependent variable and 

was measured using two items. The items asked the respondents to evaluate whether they 

believed the scenario presented was in the life domain or in the work domain. Their evaluation 

was captured by presenting the following two items to the respondents: “If I were using the 

laptop in the same scenario, then I would believe that I am in my work/life [choose one] 

domain” and “In the scenario presented, John’s usage of the laptop feels more like he is in his 

work/life [choose one] domain”. 

To measure the BYOD contextual factors, one item was used for each, and the respondents 

were asked to define the BYOD contextual factor presented in the scenario. For device 

ownership, respondents were asked whether the actor in the scenario used his own device or a 

company-provided device. For data sensitivity, the respondents were asked to describe whether 

the action involved sensitive or non-sensitive and whether it was company or personal data. 

They were also requested to define the type of activity performed by the actor in the scenario 

as either personal or work-related and to identify the location the activity was performed in –

at home or at work. Finally, for the time factor, respondents were asked to state whether the 

activity in the scenario was performed during working or non-working hours. 

For the second model, to measure the employees’ intentions to comply with the information 

security policy (i.e., the dependent variable for the second model), three items were used 

(Ifinedo, 2012). The participants were asked to evaluate their intention to comply with the 

information security policy by responding to sentences such as, “It is possible that I will comply 

with the requirements of my organization’s information security policy to protect the 

organization’s information systems.”  
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To measure the PMT variables, 24 items were selected. Each PMT variable was measured 

using four items. Perceived threat severity was measured using items such as, “I believe that 

protecting my organization’s information is . . .” (Ifinedo, 2012 p.92). Perceived threat 

vulnerability was measured by asking participants to respond to statements such as, “I know 

my organization could be vulnerable to security breaches if I don’t adhere to the requirements 

of my organization’s information security policy” (Ifinedo, 2012 p.92). The reward component 

comprised items such as, “My pay raises and/or promotions depend on whether I comply with 

the requirements of my organization’s information security policy” (Bulgurcu et al., 2010a 

p.537). With regard to response efficacy, participants were asked to evaluate their perception 

of the effectiveness of security measures and their compliance with the information security 

policy by responding to statements such as, “Every employee can make a difference when it 

comes to helping to secure the organization’s information security” (Workman et al., 2008 

p.2808; Herath and Rao, 2009b p.122; Ifinedo, 2012 p.92). Response cost was measured by 

asking participants to evaluate the cost associated with the security measures and their 

compliance with the information security policy by responding to statements such as, “The 

impact on my work from recommended security measures is . . .” (Workman et al., 2008 

p.2809; Ifinedo, 2012 p.92). Finally, for perceived behavioral control, four items were used, 

including measurements for both the capacity (e.g., judgment of how easy or how difficult is it 

for the employee to comply) and the autonomy (e.g., judgment of whether compliance is within 

the control of the individual) aspects of perceived behavioral control (Fishbein and Ajzen, 

2010). Participants were also asked to evaluate themselves by responding to statements such 

as, “For me to comply with the requirements of my organization’s information security policy 

would be . . .” (i.e., capacity aspect of perceived behavioral control) and “The number of 

external influences that may prevent me from complying with the requirements of my 

organization’s information security policy are . . .” (i.e., autonomy aspect of perceived 

behavioral control) (Sheeran and Orbell, 1999 p.356; Al-Omari et al., 2013 p.3027).  

In addition to the measures selected for the main constructs in the two proposed models, 

participants were asked to respond to demographic questions relating to gender (Park and Jex, 

2011; Berkowsky, 2013; Xie et al., 2018), age (Berkowsky, 2013; Xie et al., 2018), marital 

status (Park and Jex, 2011; Berkowsky, 2013; Xie et al., 2018), education (Berkowsky, 2013), 

experience (Johnston et al., 2015), position (Berkowsky, 2013), organization size (Bulgurcu et 

al., 2010a), industry (Bulgurcu et al., 2010a), job role (Herath and Rao, 2009b), tenure (Son, 
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2011), and IT knowledge (Bulgurcu et al., 2010a). These data were required to classify the 

responses and to consider their effects when testing the models. 

Prior to starting the data collection process, two academics and two practitioners reviewed the 

measurements to ensure that the items were relevant and to confirm their face validity. Hair et 

al. (2010, p.710) stated that “face validity is the most important validity test” and similar 

information security studies have also performed this step to review the measurements and 

ensure the content validity of the items contained in the survey (e.g., Lee and Larsen, 2009; 

Vance et al., 2012). Based on the review, the items were modified and updated.  

After concluding the review process, a pre-test was conducted. Because the items used in this 

research are borrowed from different studies, it is recommended to test them with a population 

close to the targeted population prior to conducting the data collection process (Hair et al., 

2010). The pre-test also helps to purify the measurements (Hair et al., 2010). Such practices 

have also been used in the information security literature (e.g., Vance et al., 2012; Vance et al., 

2013). A sample of 50 was used for the pre-test. After completing the pre-test and confirming 

the adequacy of the measurement model, the study proceeded with the data collection process. 

4.2.3 Data Collection 

Existing information security literature has often used web-based surveys to collect data (e.g., 

Zhang et al., 2009a; Bulgurcu et al., 2010a; Yoon and Kim, 2013; D'Arcy et al., 2014). This 

thesis also did so, the survey questionnaires being prepared and then uploaded to the web-based 

survey tool, Qualtrics.  

To improve the response rate and reduce the refusal rate, Malhotra (2010) suggests notifying 

the participants about the objectives of the research prior to them starting the survey. 

Accordingly, the final questionnaire included a participant information sheet presenting the 

purpose of the research, the researcher’s name and contact details, the requirements of the 

participants, and possible risks and discomforts. The information sheet also provided an ethical 

review, complaint process and requested their consent to participate. A motivational message 

was also included in the participant information sheet to inform the respondents of their 

importance to the success of the research and to explain how the research will contribute to 

society in terms of helping to improve organizational data security. 
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The survey was designed to reduce measurement error by paying attention to the survey layout, 

format, and order (Ng et al., 2009). In addition, each question was identified with a numeric 

label, and the questions were organized into sections to minimize confusion. 

Each participant was randomly presented with one scenario based on the BYOD contextual 

factors, which was generated by the survey tool, Qualtrics. After reading their scenario, all 

participants were presented with the same set of questions, divided into two main sections. The 

first section comprised items that capture the concepts for the two models in this research. The 

second section obtained demographic and control items. After completing the survey, the 

participants were presented with a thank you note. 

An online panel service was used to recruit the participants for the data collection. Behrend et 

al. (2011) state that an online panel provides a better representation of the target sample for 

research that targets employees, rather than university-based samples, as it can obtain older, 

more diverse, and more experienced respondents. Further, they stated that samples from panels 

could provide reliable data that can be better than university-based samples, and they showed 

that, from a social desirability viewpoint, panels provide better results than those obtained from 

university sample-based research. Their study provided evidence that the data captured through 

the panel study is of at least as good quality as that captured by other social science research 

that uses undergraduate students to represent the employee segment. Other studies have 

reported similar results, showing that online panels are a reliable tool for data collection (e.g., 

Paolacci et al., 2010; Alonso and Baeza-Yates, 2011; Barger et al., 2011; Buhrmester et al., 

2011). 

The usage of online panels to recruit participants is evident in several information security 

studies. D’Arcy, Herath, and Shoss (2014) used a market research firm to recruit participants 

for their data collection; they stated that panels are far advantageous over other methods with 

regard to ensuring anonymity, thus increasing the probability of obtaining more honest 

responses, especially to questions that may prompt participants to respond with what they think 

are more socially desirable answers. Further, they stated that panels are able to provide a sample 

from various organizations with diverse demographics that would be difficult to get from other 

methods, thus reducing the potential bias that may occur from unique organizational factors. 

Similarly, Posey, Bennett, and Roberts (2011) stated that for topics as sensitive as information 

security, it is difficult to obtain accurate responses, and many organizations may also prevent 

external parties from studying this topic. They therefore utilized an online panel provider to 
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recruit their participants who were guaranteed anonymity in order to provide better quality 

data. Burns et al. (2017) also used online market research to collect data due to its ability to 

provide increased anonymity; respondents are aware/reassured that their privacy is protected 

and they can complete the survey outside of their work environment. These conditions provided 

by anonymity and the off-site access to self-reporting surveys are recommended by 

methodologists to eliminate common methods bias and have been adopted by many studies of 

a sensitive nature (Burns et al., 2017). Further, Burns et al. (2017) stated that panels increase 

representation of the sample of the targeted population. Bulgurcu et al. (2010a) adopted a 

similar approach by using a professional market research company to obtain their sample. 

Barlow et al. (2013) also recruited participants through a market research firm which identified 

qualified survey respondents. Other information security studies have also used such services 

for the data collection process (e.g., Posey et al., 2015; Johnston et al., 2016; Tsai et al., 2016; 

Yazdanmehr and Wang, 2016; Han et al., 2017; Menard et al., 2017; Sharma and Warkentin, 

2018). Following the same approach, this research used the online panel provider, Prolific 

(https://www.prolific.co), to recruit the desired sample.  

This study also offered a monetary incentive to participants. Malhotra (2010) suggested 

providing incentives to the participants to increase the participation rate, provided that the 

actual amount offered does not enhance the response bias. This approach has been adopted 

effectively in previous behavioral studies (e.g., Brubaker and Fowler, 1990; Sanderson and 

Jemmott, 1996). Providing incentives to participants to increase the response rate is common 

in information security behavioral studies irrespective of whether participants were recruited 

via online panel provider or directly (e.g., Boss et al., 2009; Herath and Rao, 2009a; Herath 

and Rao, 2009b; Ng et al., 2009; Posey et al., 2011; Guo and Yuan, 2012; Barlow et al., 2013; 

Cheng et al., 2013; D'Arcy et al., 2014; Shropshire et al., 2015). This study offered a minor 

monetary incentive, where each participant was paid £0.85 for successfully completing the 

survey. This aligned with prior studies in information security behavioral and other behavioral 

studies. 

To increase the data quality, eligibility criteria were applied. The first eligibility criterion was 

based on the approval rate of potential participants’ previously submitted responses to other 

studies. In order to increase the quality of data gathered by reducing the chance of receiving 

responses from participants who are disengaged or who give random answers, only participants 

with an approval rate equal to or higher than 90% could participate in this research. In addition, 
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using an online pool of participants allowed us to target specific groups of participants. This 

research targeted employed individuals to capture their perceptions of and beliefs about 

information security compliance in relation to BYOD. Accordingly, the eligibility criteria 

included employed status as another criterion for participation in the survey. Based on these 

two eligibility criteria, prolific identified a total of 12,962 eligible participants out of its 68,772 

participant pool during the one month period in 2017 that the survey ran.  

Further, the usage of incentives, the eligibility criteria, and the assurance of participants’ 

anonymity reduced any effect of non-response bias. Additionally, as stated above, the use of 

online panels for data collection enhances the quality of collected data and better reaches the 

desired sample.  

From the 12,962 eligible participants, 3,035 responses were collected. All the questionnaire 

items were completed. As presented in Table 6, the descriptive analysis shows that there were 

more female respondents (59.1%) than male (40.9%). Most of the participants were middle-

aged individuals (40.5%), with 72.2% aged 25–44, 6.5% aged younger than 25, and 21.4% 

older than 44. Just over half were married (50.3%), while just under 40% had never been 

married (39.9%). More than half of the respondents had a bachelor’s or higher degree (66.6%), 

and the remainder either had a high school degree or had not finished high school. Around half 

of the respondents had over 10 years of work experience (51.9%), 22.45% between 5 and 10 

years, 15.9% 2 to 5 years, and the remaining 9.8% less than 2 years’ work experience. Almost 

60% of the respondents were mid-level personnel (58.45%), almost one-third identified 

themselves as junior staff (27.7%) and the remainder were top management personnel 

(13.95%). In terms of organization size, 35.2% of the respondents worked in organizations with 

fewer than 100 staff members, 18.6% in organizations with 100–499 staff, 10.5% in 

organizations with 500–999 staff, 13.3% in organizations with 1,000–4,999 staff and the 

remaining 22.5% in organizations with more than 5,000 staff. Most of the respondents held 

non-IT positions (76.8%), and the remainder worked in the IT field (23.2%).  
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TABLE 6: DEMOGRAPHICS AND CHARACTERISTICS OF THE SAMPLE (N = 3,035) 

Variable Category Percentage  Variable Category Percentage 

Gender 
Male 

40.9  

Rank 

Top management 

personnel 
13.9 

Female 59.1  Mid-level personnel 58.4 

Age 

18–24 6.5  Junior staff 27.7 

25–34 40.5  

Organization 

Size 

Fewer than 100 35.2 

35–44 31.7  100–499 18.6 

45–54 15.3  500–999 10.5 

55–64 5.6  1,000–4,999 13.3 

65–74 0.4  5,000–10,000 8.3 

75–84 0.1  More than 10,000 14.2 

Marital 

Status 

Married 50.3  

Industry 

Education 13.9 

Widowed 0.9  Financial services 8.1 

Divorced 6.7  Government 7.6 

Separated 2.2  Food/beverage 3.5 

Never married 39.9  Healthcare 10.5 

Religion 

Christian 47  Manufacturing 8 

Jewish 1  Non-profit 4.9 

Muslim 2.4 
 Medical, 

biotechnology, 

pharmacology 

1.9 

Buddhist 2.2  Real estate 1.9 

Hindu 0.8  Services 14.2 

Atheist 30.3  Information 

technology 
12 

Other 16.4  Telecommunications 2.7 

Nationality 

South America 1  Travel 1.9 

North America 24.6  Wholesale/retail 8.7 

Europe 70  
Role 

IT 23.2 

Asia 3.3  Non-IT 76.8 

Africa 0.2  

Tenure 

Less than 3 months 4.2 

Australia 0.8  3–6 months 5.4 

Education 

Lower than high 

school 

1.3  6–12 months 
9.4 

High school 

graduate 

32.2  12–60 months 
35.4 

University or 

bachelor’s degree 

45.5  More than 60 

months 
45.7 

Master’s degree 16.9  

IT 

Knowledge 

Very Low 0.8 

Doctorate degree 4.2  Low 2.7 

Experience 

Less than 6 

months 

1.5  Somewhat Low 
6.8 

6–12 months 3  Medium 15 

1–2 years 5.3  High 33.4 

2–5 years 15.9  Somewhat High 23.8 

5–10 years 22.4  Very High 17.6 

More than 10 

years 

51.9  
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Almost half of the respondents had worked in their current organizations for more than five 

years (45.7%), one-third for one to five years (35.4%), and the remainder for less than one year 

(19%). In addition, the respondents came from different industries, with the majority working 

in the service industry (14.2%); the industries with the fewest participants were medical, real 

estate, and travel (1.9% each). The majority identified themselves as having high to very high 

knowledge of IT (81%), the others claiming medium to low knowledge of IT (19%). Table 6 

summarizes the participants’ demographics and characteristics. Based on the demographics, 

the sample was considered a fairly representative target because it included employees of 

different ages, genders, and marital statuses, with different education levels (e.g., high school, 

bachelor, PhD), different job levels (e.g., manager, mid-level, entry), and different years of 

experience, tenure, and roles (e.g., IT, non IT), and from different organizations and industries. 

4.2.4 Data Analysis 

Multiple regression analysis is a multivariate technique that makes it possible to examine the 

relationship between multiple independent variables with a single dependent variable (Hair et 

al., 2010). Many prior studies of employee compliance with information security policy have 

adopted this technique (e.g., Harrington, 1996; Skinner and Fream, 1997; Siponen et al., 2007; 

D'Arcy and Hovav, 2009; Myyry et al., 2009; Ng et al., 2009; Posey et al., 2011; Sommestad 

et al., 2015). Therefore, in order to test the two models used in this study, the data were 

analyzed using multiple regression analysis. 

4.3 Ethical Consideration 

All participants were provided with a participant information sheet that provided the required 

information about the study. Their privacy was assured as all the information collected was 

anonymous and could not be tracked to any individual participant. Further, consent was 

requested from the participants in order to use the provided data. All ethical guidelines provided 

by the University of Wollongong in Dubai were followed, and ethical approval was gained 

from the university. 

The participants were presented with an information sheet which defined the research’s 

purpose, and stated the researcher’s name and contact details, the expected requirements of the 

participants, and possible risks and discomforts. It also included the details of the ethical review 

process and the complaint process. Finally, consent was requested from all participants. 
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Since data were collected anonymously, confidentiality was maintained thoughout the 

research. All research data were only accessible by the researchers and none of these data can 

be traced back to the participants. Any access to these data from any party will only be provided 

after getting approval from the ethics department at the University of Wollongong in Dubai. 

4.4 Chapter Summary 

The chapter discussed which research methodology was suitable for the study and the choice 

of quantitative methods from a positivist paradigm perspective was explained. Similar to many 

other studies focused on information security behaviors, a base scenario was developed to be 

presented to the participants that would 1) provide the context via a hypothetical situation, 2) 

manipulate the BYOD contextual factors, and 3) reduce social desirability bias. In addition to 

the scenario, an online survey was developed based on previously tested items from other 

information security studies in order to capture all the data related to the two models of this 

study. In addition, the survey was reviewed by two information security professionals and two 

academics to ensure face validity and clarity for the participants. The data was collected using 

an online platform service in order to provide better anonymity and higher quality data as 

recommended in many other studies. Each participant was supplied with a participant 

information sheet that contained all of the required information about the study, contact details 

for the researcher and the ethical committee in UOWD, assured their anonymity and asked 

them to provide consent. Once the participants had read the participant information sheet and 

agreed to participate, they were presented with a random automated generated scenario based 

on the designed manipulation from BYOD contextual factors. After reading the scenario, 

participants were provided with the survey and, upon successfully completion of the survey, 

paid a monetary incentive. The data collected from this procedure will be analyzed using 

multiple regression analysis in the next chapter.  
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CHAPTER FIVE: DATA ANALYSIS AND RESULTS 

The previous chapter presented the research design, describing the process of scenario 

development, the output of this process, the instrument used to conduct the survey, and the 

method of data collection. This chapter will provide a detailed data analysis and describe the 

results of this analysis. It will start by describing the technique that was used to analyze the 

data. Then it will detail how the data were prepared for analysis. Finally, the models in this 

study will be tested, and the results will be presented. 

5.1 Data Preparation 

To prepare the data, it was first exported from the Qualtrics website; 3305 responses were 

included. The data were then imported into SPSS, where each piece of data was coded with an 

acronym to simplify interactions with the data. Before analysis, the data were prepared for 

multiple regression analysis. Therefore, the data were examined to address issues of missing 

data, to ensure adherence to multiple regression analysis assumptions, and to confirm the 

validity and reliability of the instruments.  

5.1.1 Missing Data 

From the data imported into SPSS from Qualtrics, 270 responses were deleted because they 

were found to be incomplete, resulting in a total of 3035 usable responses. A test for missing 

data was conducted to check for unengaged observations. As stated by Hair et al. (2010), an 

observation that is missing less than 10% of the data can be ignored. The test for missing data 

showed that no responses contained more than 10% missing fields. All of the missing values 

were in the control variables.  

To address the 21 cases that were missing data for 11 variables, missing data were imputed. 

Hair et al. (2010) recommend the use of imputation methods when less than 10% of the data 

are missing. A mean substitution method was used to replace the missing values as 

recommended when relatively low amounts of data are missing (Hair et al., 2010). Using the 

mean substitution method, the missing values were replaced with the series mean in SPSS for 

all 21 cases. 

5.1.2 Item Reliability 

As this study uses multiple items to measure the constructs, it was critical to ensure the 

reliability of these items before testing the two models used in this study. Cronbach’s alpha 
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was used to measure their reliability. Based on Hair et al. (2010), a Cronbach’s alpha value 

higher than .70 was considered acceptable. Other studies have also adopted the same thresholds 

(e.g., Ng et al., 2009; Posey et al., 2011; Alshare et al., 2018) 

The reliability test for the four items used to measure Scenario Realism (SR) yielded a 

Cronbach’s alpha of .902, which is higher than .70 and therefore exceeded the lower limit of 

acceptability (Hair et al., 2010). Similarly, the four items for Perceived Work-Life Domain 

(PLWD) resulted in a Cronbach’s alpha of .756, which is also acceptable. The Cronbach’s 

alpha for items used to measure Perceived Self-Efficacy (SE) was also acceptable: .761. In 

addition, the four items measuring Perceived Threat Severity (PTS) resulted in an acceptable 

Cronbach’s alpha of .864. The four Perceived Threat Vulnerability (PTV) items also had an 

acceptable Cronbach’s alpha of .876. Reward (RWD) was also measured with four items and 

had an acceptable Cronbach’s alpha of .897. Likewise, the four items for Response Efficacy 

(RE) had an acceptable Cronbach’s alpha of .830. Intention (INTR) was measured with three 

items and yielded a Cronbach’s alpha of .928, which is also higher than the acceptable limit. 

However, for Reliability Response Cost (RC), the Cronbach’s alpha was .642, which is not 

satisfactory. One item was dropped, resulting in a Cronbach’s alpha of .796, indicating 

acceptable reliability for the remaining three items. The results of the reliability test are shown 

in Table 7; these items were included in the next step. 

TABLE 7: RELIABILITY STATISTICS 

Construct 

Cronbach’s 

Alpha 

Cronbach’s Alpha 

Based on Standardized 

Items 

No. of 

Items 

Scenario Realism (SR) .893 .902 4 

Perceived Work-life Domain 

(PLWD) 
.756 .756 4 

Perceived Self-Efficacy (SE) .750 .761 4 

Perceived Threat Severity (PTS) .866 .864 4 

Perceived Threat Vulnerability 

(PTV) 
.875 .876 4 

Reward (RWD) .894 .897 4 

Response Efficacy (RE) .829 .830 4 

Response Cost (RC) .797 .796 3 

Intention (INTR) .928 .928 3 
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5.1.3 Exploratory Factor Analysis 

Next, the validity of the measurements was confirmed through an Exploratory Factor Analysis 

(EFA). The results of the EFA indicate the level of confidence in the validity of measurements 

used (Hair et al., 2010). An EFA has been used in previous studies prior to conducting a 

regression analysis test (e.g., Posey et al., 2011). Therefore, an EFA test was conducted in the 

present study. 

All of the items that passed the reliability check were included in the EFA (Principal 

Component) in SPSS. First, the Bartlett test of sphericity was used to determine the 

appropriateness of factor analysis (Hair et al., 2010). The test was statistically significant (i.e., 

.000), which indicates that there are sufficient correlations among the variables. This was also 

supported by the result of the measure of sampling adequacy (MSA); the result of this test was 

.882, which exceeds the acceptable threshold of .50 (Hair et al., 2010). 

Next, Hair et al. (2010) recommend that the communalities be examined to assess whether the 

items are at an acceptable level. They recommend a threshold of .50, which indicates that half 

of the variance of each variable was taken into account; if the communality is less than .50, the 

items do not have sufficient explanation. All items passed this threshold except the fourth item 

used to measure Perceived Work-Life Domain (PLWD4R = .465) and the fourth item used to 

measure Perceived Behavioral Control (SE4 = .466). Hair et al. (2010) suggest that such items 

may be considered for deletion; however, they may also be retained when there is theoretical 

support, and the items have demonstrated their reliability and validity through use in prior 

studies. Therefore, the pattern matrix was examined next. 

According to Hair et al. (2010), most researchers use a factor pattern matrix to validate the 

contribution of each item to the construct. The pattern matrix presented in Table 8 includes 

eight factors instead of nine; Perceived Threat Severity (PTS) and Perceived Threat 

Vulnerability (PTV) load on the same factors. Since these factors are theoretically different, 

and the items have been used and tested in prior studies, two EFAs were conducted. The first 

excluded these two factors, and the second was conducted on only these two factors. 
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TABLE 8: PATTERN MATRIX – ALL VARIABLES 

 Component 

1 2 3 4 5 6 7 8 

PTS3, Perceived Threat Severity .990        

PTS4, Perceived Threat Severity .953        

PTS2, Perceived Threat Severity .922   -.303     

PTV1, Perceived Threat Vulnerability .646        

PTV2, Perceived Threat Vulnerability .610   .341     

PTV4, Perceived Threat Vulnerability .568   .372     

PTS1, Perceived Threat Severity .514        

PTV3, Perceived Threat Vulnerability .481   .427     

RWD4, Reward  .944       

RWD3, Reward  .943       

RWD2, Reward  .879       

RWD1, Reward  .756       

SR2, Scenario Realism   .914      

SR1, Scenario Realism   .893      

SR4, Scenario Realism   .865      

SR3, Scenario Realism   .837      

RE1, Response Efficacy    .916     

RE2, Response Efficacy    .877     

RE4, Response Efficacy    .606     

RE3, Response Efficacy    .554     

INT5R, Intention     .971    

INT4R, Intention     .943    

INT6R, Intention     .919    

SE3, Perceived Behavioral Control      .762   

SE1, Perceived Behavioral Control      .758   

SE2, Perceived Behavioral Control      .702   

SE4, Perceived Behavioral Control      .642   

PLWD2, Perceived Work-Life Domain       .860  

PLWD3R, Perceived Work-Life Domain       .811  

PLWD1, Perceived Work-Life Domain       .686  

PLWD4R, Perceived Work-Life Domain       .681  

RC4, Response Cost        .910 

RC3, Response Cost        .903 

RC2, Response Cost        .710 
 

The EFA results for both PTS and PTV were positive. The Bartlett test of sphericity was 

statistically significant, and the MSA was .902, which exceeds the acceptable threshold of .50 

(Hair et al., 2010), indicating that there are enough correlations among the variables. 
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Furthermore, the communalities for all items exceed .50 and are considered acceptable (Hair 

et al., 2010).  

The pattern matrix shows that PTS1 had cross-loading on two components. Accordingly, PTS1 

was dropped, resulting in high loading of the individual items on their variables, as shown in 

Table 9. There were no signs that items loaded on other variables, which provides confidence 

in the discriminant validity. Convergent validity was also checked; there were no indications 

that any items had less than 0.6 loadings on their related variables. 

TABLE 9: PATTERN MATRIX – PTV AND PTS DROPPING PTS1. 

 Component 

1 2 

PTV2, Perceived Threat Vulnerability .893  

PTV4, Perceived Threat Vulnerability .852  

PTV3, Perceived Threat Vulnerability .822  

PTV1, Perceived Threat Vulnerability .821  

PTS2, Perceived Threat Severity  .930 

PTS4, Perceived Threat Severity  .873 

PTS3, Perceived Threat Severity  .871 
 

Next, an EFA was run for all factors except PTS and PTV. The Bartlett test of sphericity was 

statistically significant. The MSA also exceeded the acceptable threshold of .50 with a result 

of .805 (Hair et al., 2010). Therefore, there are enough correlations among the variables. 

Furthermore, with only two exceptions, the communalities for all items exceeded .50 (Hair et 

al., 2010) and are considered acceptable; the two exceptions are the fourth item used to measure 

Perceived Work-Life Domain (PLWD4R = .465) and the fourth item used to measure 

Perceived Behavioral Control (SE4 = .466). As stated above, they were retained as these items 

have been used in prior studies that proved their reliability and validity.  

Finally, the pattern matrix (see Table 10) shows that all the items load on their respective 

variables. There are no signs that any items load on other variables, providing confidence in 

the discriminant validity. There are also no signs that any items load less than 0.6 on their 

related variables, indicating convergent validity. 

After PTS1 was dropped, a reliability test was run for PTS without PTS1. This resulted in a 

Cronbach’s alpha of .884, which is higher than the acceptable level of .70 (item reliability). 

The final reliability results for all of the variables are presented in Table 11. 
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TABLE 10: PATTERN MATRIX – WITHOUT PTV OR PTS 

 Component 

1 2 3 4 5 6 7 

RWD3, Reward .945       

RWD4, Reward .944       

RWD2, Reward .868       

RWD1, Reward .728       

SR2, Scenario Realism  .915      

SR1, Scenario Realism  .893      

SR4, Scenario Realism  .869      

SR3, Scenario Realism  .840      

INT5R, Intention   .969     

INT4R, Intention   .940     

INT6R, Intention   .918     

RE2, Response Efficacy    .935    

RE1, Response Efficacy    .934    

RE4, Response Efficacy    .648    

RE3, Response Efficacy    .628    

SE1, Perceived Behavioral Control     .818   

SE3, Perceived Behavioral Control     .794   

SE2, Perceived Behavioral Control     .782   

SE4, Perceived Behavioral Control     .677   

PLWD2, Perceived Work-Life Domain      .859  

PLWD3R, Perceived Work-Life Domain      .810  

PLWD1, Perceived Work-Life Domain      .686  

PLWD4R, Perceived Work-Life Domain      .681  

RC4, Response Cost       .914 

RC3, Response Cost       .908 

RC2, Response Cost       .719 
 

TABLE 11: RELIABILITY STATISTICS 

Construct 
Cronbach’s 

Alpha 

Cronbach’s Alpha Based 

on Standardized Items 

No. of 

Items 

Scenario Realism (SR) .893 .902 4 

Perceived Work-life Domain (PLWD) .756 .756 4 

Perceived Self Efficacy (SE) .750 .761 4 

Perceived Threat Severity (PTS) .884 .884 3 

Perceived Threat Vulnerability (PTV) .875 .876 4 

Reward (RWD) .894 .897 4 

Response Efficacy (RE) .829 .830 4 

Response Cost (RC) .797 .796 3 

Intention (INTR) .928 .928 3 
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5.1.4 Developing Summated Scales 

As this study uses multiple regression analysis to test the two proposed models, it is critical to 

ensure that measurement error concerns are addressed. A summated scale can be used to 

address this (Hair et al., 2010); it is a key approach when dependency on a single item to 

measure a variable is reduced by the use of multiple items to measure this variable. According 

to Hair et al. (2010), summated scales are becoming more common in academic research as 

they increase the reliability of the measurement.  

A summated scale can add value if the items used to represent the construct were good (Hair 

et al., 2010); that is, if they pass the empirical tests and there is theoretical justification for their 

use. As described in the previous sections, an EFA was used to empirically test the items in 

this study and provided the required assurance for the convergent validity and discriminant 

validity of the items. Further, in the reliability test (Table 11), all of the items passed the 

required threshold of .70 (Hair et al., 2010), indicating that a summated scale can be created. 

Therefore, the requirements to create the summated scale were met. In a summated scale, the 

average of the different variables for each concept is used in the analysis (Hair et al., 2010). 

Accordingly, these averages were computed and a summated scale was developed for each 

concept. 

5.1.5 Multiple Regression Analysis Assumptions 

It is crucial to check the regression analysis assumptions prior to running the actual test. Hair 

et al. (2010) state that issues with normality, linearity, and homoscedasticity assumptions can 

affect and weaken the observed correlation. Multicollinearity should also be diagnosed to avoid 

any issues with the test (Hair et al., 2010). Therefore, we tested the normality of the variables 

in addition to checking for multicollinearity, linearity, and homoscedasticity. These tests were 

conducted for both models proposed in this paper. 

5.1.5.1 Model 1 Assumptions 

Beginning with Model 1, a visual examination was performed to check the normality, linearity, 

and constant variance of the error term assumptions. For this purpose, a histogram, a normal 

P-P plot, and a scatterplot for the residuals were generated from SPSS. A visual examination 

of the histogram and normal P-P plot can provide reasonable assurance that the variables are 

relatively normally distributed. Therefore, it was concluded that the normality assumption was 
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not violated in Model 1. A visual examination of the P-P plot also did not reveal any apparently 

nonlinear relationship. Therefore, it was concluded that the linearity assumption was not 

violated. A visual examination of the scatterplot did not reveal any signs of heteroscedasticity, 

so it was concluded that the constant variance of error term assumption was not violated. 

Next, multicollinearity was tested for Model 1. Hair et al. (2010) state that multicollinearity 

can have a severe effect on the regression interpretation as it may reduce the overall R2, confuse 

the estimation of the regression coefficients, and negatively impact the statistical significance 

of the coefficient tests. Two key tables were produced to examine multicollinearity in Model 

1: Table 12 shows the correlation, and Table 13 shows the VIT. As shown in Table 12, all of 

the variables have correlation values of less than 0.7 with each other, indicating that there are 

no issues with multicollinearity. The VIT table also shows that all variables have a VIF score 

below the threshold level suggested by Hair et al. (2010), indicating that there are no signs of 

multicollinearity.  

After all the assumptions required for regression analysis were examined (normality, linearity, 

and homoscedasticity) and multicollinearity had been ruled out, it was determined that Model 

1 was ready for the next step, the regression analysis.  
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TABLE 12: MODEL 1 – CORRELATIONS 

 Perceived 

Work-life 

Domain 

(PLWD) 

Gender Age Marital 

Status 

Education Experience Position Organization 

Size 

Industry Job 

Role 

Tenure IT 

Knowledge 

Scenario 

Realism 

(SR) 

Device 

Ownership 

(MCDevice) 

Company 

Data 

Sensitivity 

(MCCData) 

Personal 

Data 

Sensitivity 

(MCPData) 

Employee’s 

Location 

(MCPlace) 

Activity Type 

(MCActivity) 

Time of 

Activity 

(MCTime) 

Perceived 

Work-life 

Domain 

(PLWD) 

1 -0.007 0.004 -0.056 -0.047 0.04 -0.003 0.007 0.001 
-

0.005 
0.032 0.019 0.05 0.148 -0.079 0.069 0.324 0.523 0.334 

Gender -0.007 1 0.044 -0.005 -0.158 0.052 0.18 0.008 -0.158 0.244 0.026 -0.232 -0.072 0.004 -0.001 -0.015 0.044 -0.044 0.058 
Age 0.004 0.044 1 -0.285 -0.032 0.495 -0.152 -0.038 -0.045 0.087 0.266 -0.097 -0.044 -0.009 0.036 0.006 0.029 -0.046 0.009 
Marital Status 

-0.056 -0.005 
-

0.285 
1 -0.106 -0.221 0.176 0.009 0.035 0.037 -0.168 -0.039 -0.023 -0.026 0.036 0.002 -0.004 -0.012 0.012 

Education 
-0.047 -0.158 

-

0.032 
-0.106 1 -0.049 -0.219 0.034 -0.102 

-

0.105 
-0.033 0.158 0.152 0.021 0.073 0.044 -0.014 -0.021 -0.06 

Experience 0.04 0.052 0.495 -0.221 -0.049 1 -0.172 0.083 -0.022 0.079 0.419 0.017 0.026 -0.039 0.057 0.004 0.061 0.017 0.046 
Position 

-0.003 0.18 
-

0.152 
0.176 -0.219 -0.172 1 0.14 -0.104 0.21 -0.18 -0.217 -0.084 -0.046 0.014 -0.011 0.016 -0.021 -0.004 

Organization 

Size 0.007 0.008 
-

0.038 
0.009 0.034 0.083 0.14 1 -0.058 0.02 0.14 0.021 -0.04 0.004 -0.006 -0.005 -0.021 0.024 -0.029 

Industry 
0.001 -0.158 

-

0.045 
0.035 -0.102 -0.022 -0.104 -0.058 1 

-

0.178 
-0.02 0.101 0.025 0.002 0.013 -0.02 0.009 -0.003 0.014 

Job Role -0.005 0.244 0.087 0.037 -0.105 0.079 0.21 0.02 -0.178 1 0.033 -0.38 -0.066 -0.032 0.054 -0.005 0.048 -0.028 0.037 
Tenure 0.032 0.026 0.266 -0.168 -0.033 0.419 -0.18 0.14 -0.02 0.033 1 0.012 0.018 -0.046 0.02 -0.014 0.024 0.025 0.034 
IT Knowledge 

0.019 -0.232 
-

0.097 
-0.039 0.158 0.017 -0.217 0.021 0.101 -0.38 0.012 1 0.132 0.021 -0.048 -0.018 0.013 0.009 0.002 

Scenario 

Realism (SR) 0.05 -0.072 
-

0.044 
-0.023 0.152 0.026 -0.084 -0.04 0.025 

-

0.066 
0.018 0.132 1 0.073 0.01 0.023 -0.021 -0.055 -0.013 

Device 

Ownership 

(MCDevice) 
0.148 0.004 

-

0.009 
-0.026 0.021 -0.039 -0.046 0.004 0.002 

-

0.032 
-0.046 0.021 0.073 1 -0.209 0.204 0.085 0.16 0.116 

Company Data 

Sensitivity 

(MCCData) 
-0.079 -0.001 0.036 0.036 0.073 0.057 0.014 -0.006 0.013 0.054 0.02 -0.048 0.01 -0.209 1 0.175 -0.066 -0.075 -0.071 

Personal Data 

Sensitivity 

(MCPData) 
0.069 -0.015 0.006 0.002 0.044 0.004 -0.011 -0.005 -0.02 

-

0.005 
-0.014 -0.018 0.023 0.204 0.175 1 0.062 0.046 0.099 

Employee’s 

Location 

(MCPlace) 
0.324 0.044 0.029 -0.004 -0.014 0.061 0.016 -0.021 0.009 0.048 0.024 0.013 -0.021 0.085 -0.066 0.062 1 0.25 0.601 

Activity Type 

(MCActivity) 0.523 -0.044 
-

0.046 
-0.012 -0.021 0.017 -0.021 0.024 -0.003 

-

0.028 
0.025 0.009 -0.055 0.16 -0.075 0.046 0.25 1 0.298 

Time of 

Activity 

(MCTime) 

0.334 0.058 0.009 0.012 -0.06 0.046 -0.004 -0.029 0.014 0.037 0.034 0.002 -0.013 0.116 -0.071 0.099 0.601 0.298 1 
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TABLE 13: MODEL 1 – VIF 

Variables 

Collinearity Statistics 

Tolerance VIF 

Gender .871 1.148 

Age .691 1.447 

Marital Status  .876 1.142 

Education .859 1.164 

Experience .641 1.561 

Position .788 1.268 

Organization Size .928 1.078 

Industry .920 1.087 

Job Role .790 1.265 

Tenure .784 1.276 

IT Knowledge .790 1.265 

Scenario Realism (SR) .946 1.057 

Device Ownership (MCDevice) .866 1.155 

Company Data Sensitivity (MCCData) .886 1.129 

Personal Data Sensitivity (MCPData) .899 1.113 

Employee’s Location (MCPlace) .628 1.594 

Activity Type (MCActivity) .872 1.147 

Time of Activity (MCTime) .604 1.654 
 

5.1.5.2 Model 2 Assumptions 

The same approach as that used with Model 1 was used to test the assumptions of normality, 

linearity, and constant variance of error terms for Model 2. In this case, a visual examination 

of the histogram of residuals did not clearly indicate that the normality assumptions were met. 

According to Hair et al. (2010), normality impacts the validity of the results of the statistical 

tests. This effect becomes more apparent when the sample is smaller than 200. However, when 

the sample size exceeds 200, the impact of normality diminishes (Hair et al., 2010). Therefore, 

in this study, with a sample size of 3035, it was decided to proceed with the regression analysis 

but to interpret the results with caution. A visual examination of the P-P plot showed that there 

were signs of a relatively linear relationship, so it was concluded that the linearity assumption 

was sufficient. Finally, a visual examination of the scatterplot did not reveal any signs of 

heteroscedasticity, so it was concluded that the constant variance of error terms assumption 

was not violated. 

Before proceeding with the regression analysis, multicollinearity was examined for Model 2. 

Table 14 shows the correlations for Model 2; no correlation between different variables exceeds 

0.7. Further, the results of the VIT score (shown in Table 15) are all below the threshold level. 

Therefore, it was concluded that there were no signs of multicollinearity. 
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TABLE 14: MODEL 2 – CORRELATIONS 

 
Intention 

(INTR) 
Gender Age 

Marital 

Status 
Education Experience Position 

Organization 

Size 
Industry 

Job 

Role 
Tenure 

IT 

Knowledge 

Scenario 

Realism 

(SR) 

Perceived 

Threat 

Severity 

(PTS) 

Perceived 

Threat 

Vulnerability 

(PTV) 

Reward 

(RWD) 

Response 

Efficacy 

(RE) 

Response 

Cost (RC) 

Perceived 

Self 

Efficacy 

(SE) 

Intention 

(INTR) 
1 0.152 0.111 -0.032 -0.086 0.128 0.018 0.003 0.002 0.043 0.081 -0.013 0.007 0.296 0.312 -0.094 0.314 0.103 0.282 

Gender 0.152 1 0.044 -0.005 -0.158 0.052 0.18 0.008 -0.158 0.244 0.026 -0.232 -0.072 0.13 0.115 -0.155 0.109 0.041 0.113 

Age 0.111 0.044 1 -0.285 -0.032 0.495 -0.152 -0.038 -0.045 0.087 0.266 -0.097 -0.044 0.116 0.147 -0.009 0.142 0.101 0.077 

Marital Status -0.032 -0.005 
-

0.285 
1 -0.106 -0.221 0.176 0.009 0.035 0.037 -0.168 -0.039 -0.023 0.022 -0.075 -0.134 -0.086 -0.05 -0.033 

Education -0.086 -0.158 
-

0.032 
-0.106 1 -0.049 -0.219 0.034 -0.102 

-

0.105 
-0.033 0.158 0.152 -0.08 -0.06 0.044 -0.045 0.042 -0.098 

Experience 0.128 0.052 0.495 -0.221 -0.049 1 -0.172 0.083 -0.022 0.079 0.419 0.017 0.026 0.136 0.145 -0.117 0.136 0.085 0.089 

Position 0.018 0.18 
-

0.152 
0.176 -0.219 -0.172 1 0.14 -0.104 0.21 -0.18 -0.217 -0.084 0.032 -0.035 -0.184 -0.06 -0.051 -0.008 

Organization 

Size 
0.003 0.008 

-

0.038 
0.009 0.034 0.083 0.14 1 -0.058 0.02 0.14 0.021 -0.04 0.057 0.077 -0.071 0.058 0.065 0.002 

Industry 0.002 -0.158 
-

0.045 
0.035 -0.102 -0.022 -0.104 -0.058 1 

-

0.178 
-0.02 0.101 0.025 -0.023 -0.001 0.135 0.001 -0.021 0.013 

Job Role 0.043 0.244 0.087 0.037 -0.105 0.079 0.21 0.02 -0.178 1 0.033 -0.38 -0.066 0.059 -0.004 -0.178 -0.041 -0.018 0.006 

Tenure 0.081 0.026 0.266 -0.168 -0.033 0.419 -0.18 0.14 -0.02 0.033 1 0.012 0.018 0.094 0.117 -0.015 0.117 0.057 0.072 

IT 

Knowledge 
-0.013 -0.232 

-

0.097 
-0.039 0.158 0.017 -0.217 0.021 0.101 -0.38 0.012 1 0.132 0.025 0.089 0.124 0.085 0.066 0.048 

Scenario 

Realism (SR) 
0.007 -0.072 

-

0.044 
-0.023 0.152 0.026 -0.084 -0.04 0.025 

-

0.066 
0.018 0.132 1 0.132 0.121 0.003 0.151 0.07 0.122 

Perceived 

Threat 

Severity 

(PTS) 

0.296 0.13 0.116 0.022 -0.08 0.136 0.032 0.057 -0.023 0.059 0.094 0.025 0.132 1 0.615 -0.112 0.462 0.239 0.375 

Perceived 

Threat 

Vulnerability 

(PTV) 

0.312 0.115 0.147 -0.075 -0.06 0.145 -0.035 0.077 -0.001 
-

0.004 
0.117 0.089 0.121 0.615 1 0.138 0.669 0.316 0.476 

Reward 

(RWD) 
-0.094 -0.155 

-

0.009 
-0.134 0.044 -0.117 -0.184 -0.071 0.135 

-

0.178 
-0.015 0.124 0.003 -0.112 0.138 1 0.156 0.069 0.017 

Response 

Efficacy (RE) 
0.314 0.109 0.142 -0.086 -0.045 0.136 -0.06 0.058 0.001 

-

0.041 
0.117 0.085 0.151 0.462 0.669 0.156 1 0.341 0.563 

Response 

Cost (RC) 
0.103 0.041 0.101 -0.05 0.042 0.085 -0.051 0.065 -0.021 

-

0.018 
0.057 0.066 0.07 0.239 0.316 0.069 0.341 1 0.276 

Perceived 

Self Efficacy 

(SE) 

0.282 0.113 0.077 -0.033 -0.098 0.089 -0.008 0.002 0.013 0.006 0.072 0.048 0.122 0.375 0.476 0.017 0.563 0.276 1 
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TABLE 15: MODEL 2 – VIF 

Variables 

Collinearity Statistics 

Tolerance VIF 

Gender .847 1.180 

Age .684 1.461 

Marital status .859 1.164 

Education .857 1.167 

Experience .629 1.590 

Position .779 1.284 

Organization Size .918 1.090 

Industry .915 1.093 

Job Role .787 1.271 

Tenure .784 1.275 

IT Knowledge .783 1.277 

Scenario Realism (SR) .920 1.086 

Perceived Threat Severity (PTS) .563 1.776 

Perceived Threat Vulnerability (PTV) .408 2.449 

Reward (RWD) .809 1.236 

Response Efficacy (RE) .450 2.225 

Response Cost (RC) .850 1.176 

Perceived Self Efficacy (SE) .641 1.559 
 

The tests conducted on Model 2 to examine the assumptions required for regression analysis 

(normality, linearity, and homoscedasticity) did not indicate any presence of multicollinearity. 

It was therefore concluded that Model 2 was ready for the next step, the regression analysis.  

5.2 Testing Research Model 1 

In the next step, a regression analysis was conducted on Model 1. The control variables were 

entered into the regression analysis first, and then the remaining variables were entered to 

capture the impact of the control variables. First, the validity of the model was checked. In the 

ANOVA results (see Table 17), the p-value is less than .05, so the null hypothesis was rejected 

in favor of the alternative hypothesis. Therefore, there is good reason to infer that the model is 

valid.  

Following the recommendations of Hankins, French, and Horne (2000), the adjusted R2 was 

used to interpret the results of the regression analysis. As shown in Table 16, the adjusted R2 

was .331. This means that 33.1% of the variation in the dependent variable (i.e., Perceived 

Work-Life Domain) is explained by the independent variables (i.e., BOYD contextual factors 

and the control variables). However, 66.9% of the variation in the dependent variable remains 
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unexplained. Of Model 1’s explanatory power of 33.1%, 0.7% results from the control 

variables, while the remaining 33.1% is the effect of BOYD contextual factors. 

TABLE 16: MODEL 1 SUMMARY 

Model R R 

Squared 

Adjusted 

R Squared 

Std. Error 

of the 

Estimate 

Change Statistics 

R 

Square 

Change 

F 

Change 

df1 df2 Sig. F 

Change 

Control 

Variables 

.105 .011 .007 1.45466 .011 2.802 12 3022 .001 

Full 

Model 

.579 .335 .331 1.19411 .324 244.784 6 3016 .000 

 

TABLE 17: MODEL 1 ANOVA 

Model Sum of 

Squares 

df Mean Square F Sig. 

Control 

Variables 

Regression 71.150 12 5.929 2.802 .001 

Residual 6394.693 3022 2.116   

Total 6465.843 3034    

Full 

Model 

Regression 2165.361 18 120.298 84.367 .000 

Residual 4300.481 3016 1.426   

Total 6465.843 3034    
 

The coefficient results presented in Table 18 enable an examination of the effect of each 

independent and control variable on the dependent variable and the significance of those 

effects. Of the control variables, only marital state, education, and scenario realism had a 

significant impact on the dependent variable; the other control variables were insignificant. 

Marital state had a negative effect of -.051 on the dependent variable. Education had a negative 

effect of -.045. However, scenario realism had a positive effect of .082 on the dependent 

variable. 

An examination of the BYOD contextual factors showed that device ownership had a 

significant effect of .036 on the dependent variable. Therefore, H1 is supported. Similarly, 

employee location had a significant effect of .142 on the dependent variable, supporting H2. 

H3 is also supported: Time of activity had a significant effect of .106 on the dependent variable. 

Furthermore, activity type had a significant effect of .451; therefore, H4 is supported. However, 

both company data sensitivity and personal data sensitivity were insignificant. Accordingly, 

H5a and H5b are not supported.  
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Figure 8 illustrates the overall explanatory power of Model 1, the significance of the 

relationship of each variable with the dependent variable, and the effects of each of these 

relationships based on the results of the regression analysis. 

 

FIGURE 8: MODEL 1 – RESULTS SUMMARY 
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TABLE 18: MODEL 1 COEFFICIENTS 

Model 

 
Standardized 

Coefficients 

t Sig. 

Correlations 
Collinearity 

Statistics 

Std. 

Error 

Beta Zero-

Order Partial Part Tolerance VIF 

C
o

n
tr

o
l 

V
ar

ia
b

le
s 

(Constant) .341  12.559 .000      

Gender .057 
-.013 -.693 .488 -.007 -.013 -

.013 

.878 1.139 

Age .031 
-.029 -1.334 .182 .004 -.024 -

.024 

.695 1.438 

Marital Status .015 
-.061 -3.149 .002 -.056 -.057 -

.057 

.880 1.137 

Education  .034 
-.064 -3.312 .001 -.047 -.060 -

.060 

.871 1.148 

Experience  .028 .031 1.390 .165 .040 .025 .025 .646 1.548 

Rank  .047 .006 .310 .757 -.003 .006 .006 .792 1.263 

Org Size  .015 .004 .234 .815 .007 .004 .004 .931 1.075 

Org Ind  .006 
-.008 -.419 .675 .001 -.008 -

.008 

.923 1.083 

Role  .070 
-.001 -.035 .972 -.005 -.001 -

.001 

.794 1.259 

Tenure  .028 .014 .676 .499 .032 .012 .012 .786 1.272 

IT Knowledge  .023 .015 .738 .461 .019 .013 .013 .794 1.260 

Scenario Realism (SR) .020 .054 2.903 .004 .050 .053 .053 .956 1.046 

F
u

ll
 M

o
d

el
 

(Constant) .316  .628 .530      

Gender .047 
-.003 -.207 .836 -.007 -.004 -

.003 

.871 1.148 

Age .026 .011 .616 .538 .004 .011 .009 .691 1.447 

Marital Status  .012 
-.051 -3.222 .001 -.056 -.059 -

.048 

.876 1.142 

Education  .028 
-.045 -2.824 .005 -.047 -.051 -

.042 

.859 1.164 

Experience  .023 .001 .052 .958 .040 .001 .001 .641 1.561 

Rank  .039 .017 1.031 .303 -.003 .019 .015 .788 1.268 

Org Size  .012 .004 .271 .786 .007 .005 .004 .928 1.078 

Org Ind  .005 
-.003 -.221 .825 .001 -.004 -

.003 

.920 1.087 

Role  .058 .001 .046 .963 -.005 .001 .001 .790 1.265 

Tenure  .023 .004 .216 .829 .032 .004 .003 .784 1.276 

IT Knowledge  .019 .010 .620 .535 .019 .011 .009 .790 1.265 

Scenario Realism (SR) .017 .082 5.365 .000 .050 .097 .080 .946 1.057 

Device Ownership 

(MCDevice) 
.082 

.036 2.243 .025 .148 .041 .033 .866 1.155 

Company Data 

Sensitivity (MCCData) 
.047 

-.022 -1.374 .169 -.079 -.025 -

.020 

.886 1.129 

Personal Data 

Sensitivity (MCPData) 
.054 

.026 1.658 .097 .069 .030 .025 .899 1.113 

Employee’s Location 

(MCPlace) 
.064 

.142 7.559 .000 .324 .136 .112 .628 1.594 

Activity Type 

(MCActivity) 
.047 

.451 28.328 .000 .523 .458 .421 .872 1.147 

Time of Activity 

(MCTime) 
.060 

.106 5.530 .000 .334 .100 .082 .604 1.654 
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5.3 Testing Research Model 2 

5.3.1 Cases Categorization and Approach 

In order to test Model 2, the respondents were first categorized into three groups. The first 

contained respondents who perceived the scenario as a life domain, the second those who 

perceived the scenario as a work domain, and the final group those who found it difficult to 

determine which domain the scenario fell into and described it as a gray area. Four hundred 

and ninety-four respondents perceived the scenario as a life domain; 940 considered it a work 

domain, and 1601 viewed it as a gray area. 

Model 2 was tested using a similar approach to that used with Model 1. First, the control 

variables were entered into the regression analysis, and then the remaining variables were 

entered to capture the impact of the control variables. However, for Model 2, three regression 

analyses were conducted, one for each domain group.  

5.3.2 Testing Effect of Being in Life Domain on Information Security Behaviors 

The ANOVA results for the first group, the life domain (shown in Table 20) support the validity 

of the model. Since the p-value is less than .05, the null hypothesis was rejected in favor of the 

alternative hypothesis, and it can be inferred that the model is valid.  

The adjusted R2 shown in Table 19 is .181. This indicates that, for the life domain group, 

18.1% of the variation in the dependent variable (i.e., intention to comply with the information 

security policy) is explained by the independent variables (i.e., the PMT variables and control 

variables); 81.9% of the variation in the dependent variable remains unexplained. Of this 

18.1%, 6.3% of the variation in the dependent variable results from the control variables, while 

the remaining 11.8% is the effect of the PMT variables. 
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TABLE 19: MODEL 2 – LIFE DOMAIN SUMMARY 

Model R R 

Square 

Adjusted 

R Squared 

Std. Error 

of the 

Estimate 

Change Statistics Durbin–Watson Statistic 

LWDG = 1 

(Selected) 

LWDG ≈ 1 

(Unselected) 

R 

Squared 

Change 

F 

Change 

df1 df2 Sig. F 

Change 

LWDG = 1 

(Selected) 

LWDG ≈ 1 

(Unselected) 

Control 

Variables 

.293  .086 .063 1.53126 .086 3.759 12 481 .000   

Full Model .460 .328 .211 .181 1.43124 .126 12.596 6 475 .000 2.061 1.988 
 

TABLE 20: MODEL 2 – LIFE DOMAIN ANOVA 

Model Sum of Squares df Mean Square F Sig. 

Control 

Variables 

Regression 105.774 12 8.814 3.759 .000 

Residual 1127.832 481 2.345   

Total 1233.605 493    

Full Model 

Regression 260.593 18 14.477 7.067 .000 

Residual 973.012 475 2.048   

Total 1233.605 493    
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Figure 9 shows the results of the regression analysis for Model 2 for the life domain group. The 

figure demonstrates the overall explanatory power of Model 2, the significant relationship of 

each variable to the dependent variables, and effect of each of these relationships. 

 

FIGURE 9: MODEL 2 – LIFE DOMAIN RESULT SUMMARY 
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TABLE 21: MODEL 2 – LIFE DOMAIN COEFFICIENTS 

Model 
 

Standardized  

Coefficients 

t Sig. Correlations Collinearity 

Statistics 

Std. 

Error 

Beta Zero

order 

Parti

al 

Part Toler-

ance 

VIF 

C
o

n
tr

o
l 

V
ar

ia
b

le
s 

(Constant) .948  5.247 .000      

Gender .158 .163 3.385 .001 .201 .153 .148 .824 1.213 

Age  .078 .079 1.399 .162 .116 .064 .061 .595 1.682 

Marital Status  .039 -.074 -1.571 .117 -.097 -.071 -.068 .865 1.157 

Education  .088 -.034 -.731 .465 -.093 -.033 -.032 .886 1.128 

Experience  .081 -.021 -.352 .725 .070 -.016 -.015 .550 1.818 

Rank  .120 .094 1.937 .053 .083 .088 .084 .802 1.247 

Org Size  .039 .050 1.076 .282 .082 .049 .047 .887 1.127 

Org Industry  .017 -.012 -.256 .798 -.058 -.012 -.011 .875 1.143 

Role  .195 -.088 -1.828 .068 -.018 -.083 -.080 .817 1.224 

Tenure  .075 .056 1.106 .269 .084 .050 .048 .736 1.359 

IT Knowledge  .059 .009 .174 .862 -.058 .008 .008 .751 1.331 

Scenario Realism (SR) .051 -.111 -2.448 .015 -.149 -.111 -.107 .920 1.087 

F
u

ll
 M

o
d

el
 

(Constant) 1.064  .696 .487      

Gender .150 .110 2.422 .016 .201 .110 .099 .800 1.250 

Age .074 .044 .831 .406 .116 .038 .034 .582 1.717 

Marital Status .037 -.065 -1.473 .141 -.097 -.067 -.060 .857 1.167 

Education  .083 -.002 -.056 .955 -.093 -.003 -.002 .870 1.149 

Experience  .076 -.045 -.824 .410 .070 -.038 -.034 .545 1.836 

Rank  .115 .085 1.831 .068 .083 .084 .075 .773 1.294 

Org Size  .037 .046 1.055 .292 .082 .048 .043 .867 1.153 

Org Industry  .016 -.002 -.036 .972 -.058 -.002 -.001 .863 1.159 

Role  .187 -.031 -.675 .500 -.018 -.031 -.028 .779 1.284 

Tenure  .071 .032 .669 .504 .084 .031 .027 .728 1.374 

IT Knowledge  .056 -.012 -.264 .792 -.058 -.012 -.011 .745 1.343 

Scenario Realism (SR) .048 -.075 -1.743 .082 -.149 -.080 -.071 .901 1.110 

Perceived Threat 

Severity (PTS) 
.104 .050 .948 .344 .247 .043 .039 .598 1.671 

Perceived Threat 

Vulnerability (PTV) 
.090 .074 1.202 .230 .323 .055 .049 .433 2.307 

Reward (RWD) .047 .060 1.372 .171 .100 .063 .056 .858 1.165 

Response Efficacy 

(RE) 
.093 .191 3.176 .002 .374 .144 .129 .459 2.177 

Response Cost (RC) .053 -.019 -.422 .673 .173 -.019 -.017 .791 1.265 

Self Efficacy (SE) .079 .141 2.877 .004 .313 .131 .117 .691 1.447 

 

5.3.3 Testing Effect of Being in Gray Area on Information Security Behaviors 

The results of the ANOVA for the gray area group are shown in Table 23. The ANOVA p-

value is less than .05, so the null hypothesis was rejected in favor of the alternative hypothesis. 

Accordingly, the model is inferred to be valid. Since the model is valid, the adjusted R2 was 

then examined. Table 22 shows that the adjusted R2 for the entire model is .113 while the R2 

for only the control variables is .046. This indicates that, for the gray area group, 11.3% of the 

variation in the dependent variable is explained by the independent variables, but 88.7% 

remains unexplained. Of the 11.3%, 4.6% in the variation of the dependent variable results 

from the control variables, while the remaining 6.7% is caused by the PMT variables.  
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The coefficients for the gray area domain group of Model 2 (Table 24) show that gender is the 

only control variable that has a significant impact on the dependent variable, with an effect size 

of .072. However, all of the PMT variables are significant. Perceived threat severity had an 

effect of .092 on the dependent variable, perceived threat vulnerability an effect of .129, and 

perceived response efficacy an effect of .126. Response cost had an effect of .079 on the 

dependent variable. However, reward and perceived self-efficacy had negative effects on the 

dependent variable: -.166 and -.073, respectively. Figure 10 shows the results of the gray area 

domain of Model 2. 

 

 

FIGURE 10: MODEL 2 – GRAY DOMAIN RESULT SUMMARY 
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TABLE 22: MODEL 2 – GRAY DOMAIN SUMMARY 

Model Summary 

Model R R 

Squared 

Adjusted 

R 

Squared 

Std. Error 

of the 

Estimate 

Change Statistics Durbin–Watson Statistic 

LWDG = 2 

(Selected) 

LWDG ≈ 2 

(Unselected) 

R 

Squared 

Change 

F 

Change 

df1 df2 Sig. F 

Change 

LWDG = 2 

(Selected) 

LWDG ≈ 2 

(Unselected) 

Control 

Variables 

.213  .046 .038 1.78379 .046 6.312 12 1588 .000   

Full 

Model 

.398 .343 .158 .149 1.67829 .113 35.320 6 1582 .000 2.036 1.953 

 

TABLE 23: MODEL 2 – GRAY DOMAIN ANOVA 

Model Sum of Squares Df Mean Square F Sig. 

Control 

Variables 

Regression 241.028 12 20.086 6.312 .000 

Residual 5052.856 1588 3.182   

Total 5293.884 1600    

Full Model 

Regression 837.930 18 46.552 16.527 .000 

Residual 4455.954 1582 2.817   

Total 5293.884 1600    
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TABLE 24: MODEL 2 – GRAY DOMAIN COEFFICIENTS 

Model 

Unstandardized 

Coefficients 

Standardized 

Coefficients 
t Sig. 

Correlations 
Collinearity 

Statistics 

B 
Std. 

Error 
Beta 

Zero-

order 
Partial Part Tolerance VIF 

C
o

n
tr

o
l 

V
ar

ia
b

le
s 

(Constant) 3.193 .571  5.591 .000      

Gender  .532 .096 .145 5.509 .000 .157 .137 .135 .870 1.150 

Age  .088 .055 .046 1.586 .113 .087 .040 .039 .709 1.411 

Marital Status .010 .025 .010 .396 .692 -.008 .010 .010 .858 1.166 

Education  -.132 .058 -.061 -2.279 .023 -.087 -.057 -.056 .829 1.207 

Experience  .140 .045 .095 3.120 .002 .128 .078 .077 .650 1.539 

Rank  -.001 .081 .000 -.010 .992 .020 .000 .000 .758 1.319 

Org Size  .008 .026 .007 .291 .771 .013 .007 .007 .936 1.068 

Org Industry  .004 .011 .009 .374 .709 -.006 .009 .009 .935 1.070 

Role  .014 .115 .003 .125 .900 .059 .003 .003 .790 1.266 

Tenure  .009 .046 .006 .201 .841 .061 .005 .005 .770 1.299 

IT Knowledge  -.008 .039 -.006 -.217 .828 -.049 -.005 -.005 .778 1.285 

Scenario Realism 

(SR) 
.052 .035 .038 1.493 .136 .011 .037 .037 .936 1.069 

F
u

ll
 M

o
d

el
 

(Constant) 2.121 .592  3.586 .000      

Gender  .265 .093 .072 2.850 .004 .157 .071 .066 .832 1.201 

Age  .019 .052 .010 .369 .712 .087 .009 .009 .697 1.435 

Marital Status  -.018 .024 -.018 -.725 .469 -.008 -.018 -.017 .824 1.213 

Education  -.080 .055 -.037 -1.465 .143 -.087 -.037 -.034 .820 1.220 

Experience  .075 .043 .051 1.744 .081 .128 .044 .040 .628 1.591 

Rank  -.045 .077 -.016 -.587 .557 .020 -.015 -.014 .745 1.343 

Org Size  -.019 .025 -.018 -.757 .449 .013 -.019 -.017 .920 1.086 

Org Industry  .010 .010 .024 .979 .328 -.006 .025 .023 .919 1.089 

Role  -.043 .109 -.010 -.391 .696 .059 -.010 -.009 .780 1.281 

Tenure  -.010 .043 -.006 -.222 .825 .061 -.006 -.005 .767 1.304 

IT Knowledge  -.045 .037 -.032 -1.214 .225 -.049 -.031 -.028 .766 1.306 

Scenario Realism 

(SR) 
-.052 .033 -.038 -1.562 .118 .011 -.039 -.036 .883 1.132 

Perceived Threat 

Severity (PTS) 
.146 .051 .092 2.831 .005 .283 .071 .065 .505 1.979 

Perceived Threat 

Vulnerability (PTV) 
.207 .060 .129 3.446 .001 .272 .086 .079 .379 2.642 

Reward (RWD) -.171 .027 -.166 -6.256 .000 -.166 -.155 -.144 .753 1.329 

Response Efficacy 

(RE) 
.217 .061 .126 3.546 .000 .257 .089 .082 .424 2.361 

Response Cost (RC) -.102 .036 -.073 -2.823 .005 .046 -.071 -.065 .800 1.250 

Self Efficacy (SE) .141 .053 .079 2.653 .008 .237 .067 .061 .596 1.677 

 

5.3.4 Testing Effect of Being in Work Domain on Information Security Behaviors 

Finally, for the work domain responses, the model was valid; the ANOVA result (Table 26) 

had a p-value below .05. The adjusted R2 (Table 25) was .157. This indicates that for the work 

domain group of Model 2, the independent variables account for 15.7% of variation in the 

dependent variable, while 84.3% remains unexplained. Of this, 15.7%, 3.7% of the variation 

in the dependent variable results from the control variables, while the remaining 12% is the 

effect of the PMT variables. 
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TABLE 25: MODEL 2 – WORK DOMAIN SUMMARY 

Model R R 

Squared 

Adjusted 

R 

Squared 

Std. Error 

of the 

Estimate 

Change Statistics Durbin–Watson Statistic 

LWDG = 3 

(Selected) 

LWDG ≈ 3 

(Unselected) 

R 

Squared 

Change 

F 

Change 

df1 df2 Sig. F 

Change 

LWDG = 3 

(Selected) 

LWDG ≈ 3 

(Unselected) 

Control 

Variables 
.223  .050 .037 1.56811 .050 4.040 12 927 .000   

Full 

Model 
.416 .350 .173 .157 1.46763 .123 22.880 6 921 .000 2.086 1.911 

 

TABLE 26: MODEL 2 - WORK DOMAIN ANOVA 

Model Sum of Squares df Mean Square F Sig. 

Control 

Variables 

Regression 119.205 12 9.934 4.040 .000 

Residual 2279.475 927 2.459   

Total 2398.680 939    

Full Model 

Regression 414.895 18 23.050 10.701 .000 

Residual 1983.785 921 2.154   

Total 2398.680 939    
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The coefficients (Table 27) show that the organization’s size and industry are significant; 

organization size had a negative effect of -.067 on the dependent variable, and industry had a 

positive effect of .065. However, none of the other control variables are significant. Of the 

PMT variables, reward and response cost were found to be insignificant. Perceived threat 

severity had a significant effect of .119 on the intention to comply with the information security 

policy. Similarly, perceived threat vulnerability had a significant effect of .101 on the 

dependent variable, and perceived response efficacy a significant effect of .150 on the 

dependent variable. Finally, perceived self-efficacy also had a significant effect of .116 on the 

dependent variable. Figure 11 summarizes the findings of the regression analysis for the work 

domain group of Model 2. 

 

FIGURE 11: MODEL 2 – WORK DOMAIN RESULT SUMMARY 
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TABLE 27: MODEL 2 – WORK DOMAIN COEFFICIENTS 

Model 

Unstandardized 

Coefficients 

Standardized 

Coefficients 
t Sig. 

Correlations 
Collinearity 

Statistics 

B 
Std. 

Error 
Beta 

Zero-

order 
Partial Part Tolerance VIF 

C
o

n
tr

o
l 

V
ar

ia
b

le
s 

(Constant) 3.068 .681  4.503 .000      

Gender  .384 .110 .118 3.483 .001 .103 .114 .112 .900 1.111 

Age  .124 .060 .079 2.067 .039 .114 .068 .066 .710 1.409 

Marital Status  .025 .029 .029 .849 .396 -.016 .028 .027 .899 1.113 

Education  -.064 .066 -.032 -.966 .334 -.056 -.032 -.031 .906 1.104 

Experience  .080 .057 .054 1.409 .159 .108 .046 .045 .688 1.453 

Rank  -.034 .091 -.013 -.370 .711 -.037 -.012 -.012 .822 1.216 

Org Size  -.048 .029 -.056 -1.673 .095 -.059 -.055 -.054 .921 1.085 

Industry  .027 .013 .072 2.138 .033 .057 .070 .068 .905 1.105 

Role  .156 .140 .041 1.121 .263 .021 .037 .036 .779 1.284 

Tenure  .089 .057 .055 1.561 .119 .090 .051 .050 .839 1.192 

IT Knowledge  .135 .044 .109 3.076 .002 .071 .101 .098 .820 1.220 

Scenario Realism 

(SR) 
.003 .040 .002 .069 .945 .006 .002 .002 .970 1.031 

F
u

ll
 M

o
d

el
 

(Constant) -1.036 .770  -1.345 .179      

Gender  .187 .105 .057 1.788 .074 .103 .059 .054 .875 1.143 

Age  .064 .057 .041 1.129 .259 .114 .037 .034 .696 1.437 

Marital Status  .019 .027 .023 .716 .474 -.016 .024 .021 .892 1.122 

Education  .060 .063 .030 .946 .345 -.056 .031 .028 .872 1.147 

Experience  .052 .054 .035 .968 .333 .108 .032 .029 .672 1.487 

Rank  -.043 .086 -.017 -.501 .616 -.037 -.017 -.015 .807 1.239 

Org Size  -.059 .027 -.067 -2.146 .032 -.059 -.071 -.064 .909 1.100 

Industry  .025 .012 .065 2.051 .041 .057 .067 .061 .898 1.113 

Role  .083 .131 .021 .630 .529 .021 .021 .019 .770 1.298 

Tenure  .077 .053 .047 1.443 .149 .090 .048 .043 .837 1.195 

IT Knowledge  .074 .042 .060 1.777 .076 .071 .058 .053 .801 1.249 

Scenario Realism 

(SR) 
-.067 .039 -.054 -1.748 .081 .006 -.058 -.052 .939 1.065 

Perceived Threat 

Severity (PTS) 
.236 .070 .119 3.351 .001 .255 .110 .100 .718 1.394 

Perceived Threat 

Vulnerability (PTV) 
.177 .074 .101 2.384 .017 .304 .078 .071 .499 2.005 

Reward (RWD) -.043 .031 -.045 -1.379 .168 .013 -.045 -.041 .853 1.172 

Response Efficacy 

(RE) 
.253 .069 .150 3.650 .000 .318 .119 .109 .528 1.894 

Response Cost (RC) .040 .033 .037 1.201 .230 .134 .040 .036 .921 1.086 

Self Efficacy (SE) .198 .060 .116 3.323 .001 .263 .109 .100 .740 1.351 

 

5.3.5 Results of Model 2 Hypothesis 

In order to examine research hypotheses 6 to 11, which were the basis for Model 2, Table 28 

was generated from the results of the regression analyses for all three sample groups. The table 

compares the effects of the independent variables from protection motivation theory on the 

intention to comply with the information security policy (the dependent variable) for each 

sample group. The effects of perceived threat severity and perceived threat vulnerability on the 

dependent variable differ across the sample groups. These effects were significant for the gray 
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area and work domain groups but insignificant for the life domain group; therefore, H6 and H7 

are supported. H8 and H11 are also supported: Both rewards and response cost were only 

significant for the gray area domain group; their effects were insignificant for the other two 

groups. Perceived self-efficacy remained significant for all groups, but the direction of its effect 

changed for the gray area domain group, supporting H10. H9 was not supported. The effect of 

perceived response efficacy remained significant and unchanged for all three domain groups. 

TABLE 28: MODEL 2 – HYPOTHESIS RESULTS 

 Life Gray Work Hypotheses 

 
Significance 

Effect 

Size 
Significance 

Effect 

Size 
Significance 

Effect 

Size 

 

Perceived 

Threat 

Severity 

(PTS) 

NS NS P < .01 .092 P < .01 .119 
H6: 

supported 

Perceived 

Threat 

Vulnerability 

(PTV) 

NS NS P < .01 .129 P < .05  .101 
H7: 

supported 

Reward 

(RWD) 
NS NS P < .001 -.166 NS NS 

H8: 

supported 

Response 

Efficacy 

(RE) 

P < .01 .191 P < .001 .126 P < .001 .150 

H9:  

not 

supported 

Self Efficacy 

(SE) 
P < .01 .141 P < .01 -.073 P < .01 .116 

H10: 

supported 

Response 

Cost (RC) 
NS NS P < .01 .079 NS NS 

H11: 

supported 

 

5.4 Chapter Summary 

This chapter presented the approach to and results from analyzing the collected data. First, the 

data were screened and treated for any missing values. All the items used for the two models 

of this study were checked for reliability, and only those with high reliability were used in the 

analysis. In addition, exploratory factor analysis was performed on the items to ensure their 

convergent and discernment validity. Once the validity and reliability of items had been 

assured, a summated scale was developed to reduce the risk of any measurement error. After 

that, both models were tested using multiple regression analysis. The result of the test showed 

that all the hypotheses were supported except for H5a, H5b, and H9 as shown in Table 29. The 

results are discussed in the next chapter. 
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TABLE 29: HYPOTHESIS RESULTS 

No Hypothesis Supported 

H1: 

Device ownership (i.e., whether owned by the employee or the 

organization) impacts employees’ perceptions of whether they are in the 

life or work domain. 

Yes 

H2:  

An employee’s location while using the device (i.e., using the device at 

home vs. using the device in the workplace) impacts the employee’s 

perceptions of whether they are in the life or work domain. 

Yes 

H3:  

Time of device usage by the employee (i.e., using the device outside 

normal working hours vs. using the device during normal working hours) 

impacts employees’ perceptions of whether they are in the life or work 

domain. 

Yes 

H4:  

The type of activity performed by the employee (i.e., personal-related 

activity vs. work-related activity) impacts employees’ perceptions of 

whether they are in the life or work domain. 

Yes 

H5a:  

Employees’ perceptions of the sensitivity of organization-owned data 

processed on the device (i.e., non-sensitive organization data vs. sensitive 

organization data) impacts employees’ perceptions of whether they are in 

the life or work domain. 

No 

H5b: 

Employees’ perceptions of the sensitivity of personally-owned data 

processed on the device (i.e., sensitive personal data vs. non-sensitive 

personal data) impacts employees’ perceptions of whether they are in the 

life or work domain. 

No 

H6:  

The effect of employees’ perceived threat severity on their intention to 

comply with the information security policy differs depending on their 

perceptions of whether they are in the work or in the life domain resulting 

from BYOD. 

Yes 

H7:  

The effect of employees’ perceived threat vulnerability on their intention 

to comply with the information security policy differs depending on their 

perceptions of whether they are in the work or in the life domain resulting 

from BYOD. 

Yes 

H8:  

The effect of employees’ anticipated rewards on their intention to comply 

with the information security policy differs depending on their 

perceptions of whether they are in the work or in the life domain resulting 

from BYOD. 

No 

H9:  

The effect of employees’ perceived response efficacy on their intention to 

comply with the information security policy differs depending on their 

perceptions of whether they are in the work or in the life domain resulting 

from BYOD. 

Yes 

H10:  

The effect of employees’ perceived self-efficacy on their intention to 

comply with the information security policy differs depending on their 

perceptions of whether they are in the work or in the life domain resulting 

from BYOD. 

Yes 

H11:  

The effect of employees’ response cost on their intention to comply with 

the information security policy differs depending on their perceptions of 

whether they are in the work or in the life domain resulting from BYOD. 

Yes 
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CHAPTER SIX: DISCUSSION & CONCLUSION 

The previous chapters presented the research models, the approach to testing these models, and 

the results of these tests. This chapter will discuss these results and present the findings of this 

thesis. It will also discuss the theoretical and practical implications, describe the research 

limitations and outline recommendations for future research. The chapter will conclude by 

presenting the closing statement. 

6.1 Summary of the Research 

With today’s increasing dependency on ICT, information security is becoming one of the most 

critical areas of concern that organizations need to address to ensure their business 

sustainability. Adherence to security practices by employees is one of the major challenges 

faced by organizations as employees have been defined as security’s weakest link (e.g., Sasse 

et al., 2001; Bulgurcu et al., 2010a; Caldwell, 2012). Therefore, there is a great deal of effort 

by both practitioners and researchers to keep information security policies relevant and to adopt 

new methods and techniques to ensure employees’ behaviors are compliant with these policies.  

One of the new strategies introduced by ICT in organizations today is the concept and practice 

of bring your own device (BYOD). In this strategy, organizations allow their employees to use 

their own devices to do work-related activities from any place at any time. In 2020, this has 

become more widespread due to the COVID-19 pandemic, where work from home became the 

de facto way of operation, resulting in many employees using their own devices to work from 

home. Although BYOD promises organizations benefits such as employee satisfaction, 

usability, mobility, efficiency, productivity, and lower operational costs, it also comes with 

many challenges, information security being a key one. 

Traditionally, information security policies and strategies have been designed to regulate 

employees’ behaviors to ensure compliance with information security policies. However, such 

policies are usually designed to regulate employees’ behaviors in the work domain only and 

assume a clear boundary between the work and life domains. BYOD, though, blurs the 

boundaries between the two, increasing the complexity of usage scenarios, and creating 

ambiguity in work ethics which leads to employees’ developing their interpretation of BYOD 

concerning the work-life domain and adopting their own rules and norms. 
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The information security literature has employed several theories to better understand 

employee behaviors; however, most of these studies focused mainly on organizational settings, 

with only a few examining information security outside of the work domain and just two the 

phenomenon of contextual aspects of BYOD: not all of the unique factors related to BYOD 

have been fully investigated and discussed. Moreover, no study had put forward a 

comprehensive framework that captured the complexity of BYOD and defined related 

contextual factors that influence employees’ interpretation of BYOD as a life domain or work 

domain, and nor had the implications of these factors for information security-related behaviors 

been identified. Hence, this thesis asks, “How do bring your own device contextual factors 

affect employees’ compliance with information security policies?” In order to answer this 

question, four objectives were set by this study: 1) to develop a comprehensive 

conceptualization of BYOD contextual factors, 2) to empirically validate the effect of the 

BYOD contextual factors on employees’ interpretation of the work-life domain perspective, 3) 

to examine the impact of employees’ interpretation of BYOD on compliance with the 

information security policy, and 4) to empirically validate the research model.  

To answer the above research questions, this thesis draws on literature from both information 

security, to extend border theory, and from work-life domain management literature with two 

additional factors, i.e., device ownership and data sensitivity, as BYOD contextual factors. 

Then, the validity of extended BYOD contextual factors was empirically examined. To 

investigate the third and fourth questions, PMT, one of the most widely-used theories to explain 

compliance with information security policy, was used as a base model to develop and 

empirically examine the impact of employees’ perceptions of being in the life domain, work 

domain, or the gray area. 

To test the research models, a scenario-based survey was designed for data collection. The 

survey was published through an on-line platform to recruit participants and an incentive was 

offered as a reward for completing the survey. Only participants with a high rating based on 

their previous survey participation in other studies were allowed to take the survey. Each 

participant was requested to read a randomly presented scenario and then complete the survey. 

A total of 3035 usable responses were captured, and multiple regression analyses were used to 

test the two models of this study. 

The empirical results show that only four factors can be considered as border-defining factors. 

The first is device ownership, which captures whether employees are using devices provided 
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by their organization or their personally-owned devices. The second factor, employees’ 

location, is related to whether the employees are on or outside work premises. The third BYOD 

contextual factor is the time of activity, reflecting whether the activity was performed during 

working or non-working hours. The fourth is the activity type: work-related or personal-related 

behavior. A fifth factor, data sensitivity, was not found to be significant. Therefore, BYOD 

contextual factors were shown to affect employees’ perception of work-life domain. Activity 

type was the most influential factor in employees determining whether they are in the life 

domain, work domain, or are unable to differentiate between the two, an area this study referred 

to as the gray area. This was followed by employees’ location, time of activity, and finally 

device ownership, in terms of their effect on employees’ perception of work-life domain. 

When it comes to the impact of work-life domain interpretation of BYOD, the results showed 

that most PMT variables changed their effect on employees’ intention to comply with the 

information security policy based on whether they were in the life domain, the work domain, 

or the gray area. In particular, when a BYOD usage scenario is considered as a work domain, 

the perceived threat severity and perceived threat vulnerability factors were found to be 

significant in affecting employees’ intention to comply with information security policy. When 

BYOD usage scenario is interpreted as a life domain, response efficacy and self-efficacy 

factors remain significant but with a much stronger effect size while perceived threat severity 

and perceived threat vulnerability factors lose their significance. For scenarios considered as 

grey, all PMT factors were significant. Only perceived response efficacy had a consistent effect 

on employees’ intention to comply with information security policy regardless of the 

employees’ perception of work-life domain. 

6.2 Discussion of Findings 

This section will provide a discussion of the findings of this thesis, mainly focusing on the two 

proposed models. It will start by discussing the first model proposed in this thesis, highlighting 

how BYOD contextual factors affect the perception of employees when it comes to being in 

the work domain or in the life domain. After that, the discussion will focus on the second model 

in order to show how employees’ perceptions of being in the work domain or in the life domain 

affect their information security compliance behaviors.  
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6.2.1 Impact of BYOD Contextual Factors on Employees’ Perception of Work-Life Domain 

This thesis aimed to define BYOD contextual factors and examine their effect on employees’ 

perception of being in the life domain, work domain, or being unable to define which they were 

in. Accordingly, BYOD contextual factors were developed based on border theory (Clark, 

2000). Border theory defines three borders: physical, temporal, and psychological. The first 

two are very clear, and their adoption in different studies is a straightforward activity. Most 

prior studies have focused on social and behavioral aspects when defining the psychological 

border (e.g., Ashforth et al., 2000; Olson-Buchanan and Boswell, 2006; Park and Jex, 2011; 

Fonner and Stache, 2012); however, in this thesis, two additional borders relevant to the context 

of BYOD were defined and used as psychological boundaries—device ownership and data 

sensitivity.  

The result of the study showed device ownership to have a significant impact on employees’ 

perception of whether they were in the life or work domain. This is the result of employees 

adopting different strategies to manage their integration or segmentation of the work-life 

domain, in particular when it comes to crossing a psychological boundary (Clark, 2000; Dén‐

Nagy, 2014). Some employees infer that they are in a work domain due to them using company-

owned devices while others infer being in a life domain because they are using their personally-

owned devices; yet others found themselves unable to make sense of the domain they are in, 

the so-called ‘gray area’. 

Previous studies had showed that employees’ usage of company-owned smartphones had a 

negative effect on the life domain (Cavazotte et al., 2014; Duxbury et al., 2014). This thesis 

confirms their findings: the results showed a positive correlation between employees using 

their company-owned devices and their perception of being in the work domain. This thesis 

also examined the effect of using personally-owned devices and showed that there is a positive 

correlation between employees using their own devices and their perception of being in the life 

domain.  

Examining these results through the lens of border theory provides a new interpretation of how 

device ownership can affect the work and the life domains. Border theory states that people are 

border-crossers and that they can either be segmentors or integrators (Clark, 2000). Their 

success at crossing depends on the strategies [they] adopt, the strength and flexibility of each 

border, and the permeations that affect the people (Clark, 2000). As this thesis showed that 

device ownership affects employees’ perception of being in the work domain or life domain, 
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then, as a psychological border, device ownership is considered a strong border that affects 

employees’ border crossing. As stated in border theory, allowing individuals to work from any 

location and at any time means a high degree of flexibility for physical and temporal borders. 

This had become the case with many work arrangements due to increased demands from 

employers and, more recently, has become even more the norm during the 2020 COVID-19 

pandemic. In such a flexible work arrangement, both the temporal and physical borders might 

prove insufficient as a means for employees to segment their work and life domains and might 

even contribute to their blending. Adding device ownership as an additional border can help 

researchers to examine work-life studies from a fresh perspective.  

Further, the usage of company-owned devices can trigger a spillover from the work domain to 

the life domain, and BYOD can trigger a spillover from life domain into the work domain. This 

spillover affects how employees segment the work domain from the life domain when using 

their own devices in both the work environment or the life environment. The spillover, as 

indicated by prior studies, can have a negative effect on work-life balance (Chesley, 2005). 

Therefore, organizations should be aware of such effects and ensure that their employees are 

educated and trained to address such issues in order to improve their wellbeing.  

This is one of the key contextual factors that differentiates BYOD from normal technology 

usage by employees in organizations. In a normal organizational setting, to carry out work 

activities, employees use technologies provided by the organization, while in organizations 

adopting BYOD strategies, employees can use their personally-owned devices. Therefore, this 

result shows that BYOD impacts employees, specifically when it comes to how they interpret 

the work-life domain and their ability to segment and integrate these domains.  

This thesis also suggested another new border—data sensitivity—but did not find any 

significant effect for it. This study posited that based on the sensitivity of the data being 

processed by employees, i.e., whether this information is owned by the organization or 

personal, their perception of work-life domain will be affected. However, the result of the 

analysis did not support this, as both Hypotheses 5a and 5b were found to be not supported. 

Data sensitivity has been hypothesized as triggering employees to cross a psychological 

ownership boundary (Clark, 2000; Anderson and Agarwal, 2010). However, the result suggests 

that whether the employees perceive the data being processed as sensitive or not does not affect 

whether they perceive themselves as being in the life or work domain. One aspect that might 

have led this result to be insignificant is employees having both sensitive personal data and 
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sensitive company data on the same device, making it difficult to assess the effect of each data 

sensitivity.  

The other factors adopted from border theory to develop BYOD contextual factors (employees’ 

location, type of activity, and time of activity) were also supported by the results of this thesis. 

This means that employees’ location—being on the work premises (such as in the office) or 

being away from work premises (such as being at home)—will affect their perception of being 

in the work or life domain. This accords with previous findings that employees have to manage 

the spatial boundary (Ashforth et al., 2000; Clark, 2000; Duxbury et al., 2014) in order to 

integrate or segment the work and life domains. Based on how individuals manage this 

boundary, their making sense of being in a life domain or work domain may differ and affect 

which of the two domains (or the gray area) that they perceive themselves to be in.  

Similarly, the time of using the device was found to have a significant impact on employees’ 

perception of the work-life domain. Based on the time employees use the device, their 

interpretation of the work-life domain will change. This accords with the literature where the 

temporal boundary was identified as a key boundary that individuals need to cross to make 

sense of being in a life domain or a work domain (Ashforth et al., 2000; Clark, 2000). The 

impact of time has increased nowadays with new emerging technologies that are highly 

dependent on the internet. Employees are more flexible about doing personal activities during 

working hours and work activities after working hours. In addition, unless employees adopt a 

specific strategy to segregate the two domains (e.g., such as turning off their mobile phone after 

working hours), they will be available almost 24/7 due to such technologies. This availability 

will also be expected by the organizations after working hours and at the weekends (Dén‐Nagy, 

2014; Garba et al., 2015) and this expectation can affect employees’ ability to manage their 

transition from one domain to another. 

The type of activities being performed by the employees was found to significantly impact their 

perceptions of the work-life domain, supporting Hypothesis 4. This accords with Park et al.’s 

(2011) claim that managing the segmentation and integration of the work and life domains 

requires a behavioral boundary. With BYOD, employees can perform both personal and work-

related activities at any time. Accordingly, employees may cross the behavioral boundary to 

perceive being in a work domain or being in a life domain. They may respond to a personal 

email, followed by responding to a work email; they may read a work-related document, then 

share a post on social media. All of this can have a varying impact on how employees make 
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sense of where they fall in terms of work-life domain at the moment of performing the 

activities. For some, their segmentation strategies may be more stringent, and they may 

delineate between the two domains; others may totally integrate the two domains, while some 

may fall into a gray area. 

When it comes to the control variables, marital status, education, and scenario realism were 

found to have a significant effect on employees’ perception of the work-life domain, the 

strongest effect coming from marital status. Married employees were reluctant to perceive 

themselves to be in the work domain, and more eager to interpret themselves as being in the 

life domain. It might be that due to the employees’ commitment to their family, they aim to 

segregate the two domains more. Nevertheless, in one study, married employees with more 

children were found to be more worried about work during non-working hours than married 

employees with fewer children; the study also concluded that married employees would have 

more difficulty managing work-life balance than those that are unmarried (Vasumathi et al., 

2015). This might be the reason why the effect of marital status was negative. However, further 

study may be required to investigate this and shed more light on the effect of marital status.  

The results show that level of education also had a negative effect on employees’ perception 

of work-life domain, meaning that the higher their education level is, the more they will be 

inclined to interpret themselves being in the life domain, while less educated employees will 

lean more toward the work domain. More studies may also be required on this to determine the 

reason for this result. It may be due to more educated employees having more job security, 

which is why their work commitment is less than those with less education that feel less secure 

about their job and think about it after working most of the time. Another reason may be that 

the more educated individual will have better time management skills and more focused mental 

capabilities to segregate the two domains in comparison to those that have less education. Other 

explanations might exist; however, more qualitative studies would be better able to explore this 

domain. 

Listing the BYOD contextual factors in order of effect size, type of activity comes first 

followed by employees’ location, time of activity and finally device ownership. As a result, 

employees’ perception of work-life domain will be mostly influenced by the type of activities 

they are performing—meaning in many cases, even if the employees are in the office (i.e., the 

location most associated with the work domain) during working hours (i.e., the time of activity 

mostly associated with the work domain), and using work-provided devices (i.e., device 
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ownership mostly associated with the work domain), if they are performing personal activities 

such as calling their spouse or posting on social media (i.e., the type of activity mostly 

associated with the life domain), employees may associate themselves with being in the 

personal domain. However, this might not be the case for most employees, as each may be 

more influenced by one of the other factors. Moreover, the aspect of each factor may also have 

a huge impact. For example, a personal activity such as calling a spouse may not have the same 

effect on the person’s perception of work-life domain as posting on social media or even 

reading a comic book. This is an area that may merit further investigation by future research. 

In addition, as we do not live in a linear world, BYOD contextual factors coexist, and different 

mixes of aspects from each BYOD contextual factor will come together. For example, an 

employee might be in the office, after working hours, doing work-related activities using his 

own device. These mixes of aspects from each BYOD contextual factor will have different 

effects for different employees. Some may have a stronger ability to segregate their work and 

life domains, while others may completely blend the two and fall into a gray area. 

Based on the above results, the proposed BYOD contextual factors were revised by removing 

the data sensitivity. The four main revised BYOD contextual factors that this study proposed 

in order to address the first research question are shown in Table 30. Based on the work-life 

balance literature (Ashforth et al., 2000; Clark, 2000; Olson-Buchanan and Boswell, 2006; Park 

and Jex, 2011; Fonner and Stache, 2012) and the result of the analysis for Model 1, we find 

that employees use psychological, physical, temporal, and behavioral boundaries. Device 

ownership is a psychological boundary that employees need to manage to determine their 

presence in one or other of the work-life domains; thus, device ownership was defined as a key 

BYOD contextual factor. Whether the device is owned by the organization or by the employee 

will affect how the employees make sense of their work-life domain. 

Similarly, an employee’s location is a physical boundary that influences their perception of 

work-life domain and, therefore, was stated as a second BYOD contextual factor. Being on or 

outside of the work premises is another determinant for employees’ ability to define and 

manage their work-life domain transition. The third BYOD contextual factor is the time of 

activity, which is a temporal boundary between the life domain and the work domain. 

Performing activities on the device during working or non-working hours is another aspect that 

influences employees’ work-life domain perceptions. The final BYOD contextual factor is 

related to the behavioral boundary, which is the activity type performed by the employee. 
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Doing personal activities will have a different influence on employees’ work-life domain 

perceptions than doing work-related activities.  

Further, the results also showed that each BYOD contextual factor has an aspect that can 

influence employees’ perception of life or work domains. For example, looking at activity type 

as a BYOD contextual factor, individuals performing work-related activities such as writing a 

report or undergoing a job performance review will trigger employees toward associating 

themselves as being in the work domain while employees performing personal activities such 

as reading the news or browsing social media will lean toward associating themselves with the 

life domain. 

This summarizes the four BYOD contextual factors that are posited by this study, namely 1) 

device ownership, 2) employees’ location, 3) time of activity, and 4) activity type. Each 

contextual factor has aspects that influence employees’ perception of themselves as being in 

either the life or work domain. 

TABLE 30: REVISED BYOD CONTEXTUAL FACTORS 

BYOD 

Contextual 

Factors 

Life-Associated Aspects of BYOD 

Contextual Factors 

Work-Associated Aspects of BYOD 

Contextual Factors 

Device 

Ownership 

Employees use their personal devices 

(e.g., smartphones, laptops, tablets) 

rather than devices owned by their 

organization. 

Employees use the organization’s 

devices (e.g., workstations, 

smartphones, laptops, tablets). 

Employees’ 

Location 

Employees use the devices in a non-

work environment (e.g., home, coffee 

shops, hotels). 

Employees use the devices on the 

organization’s premises (e.g., office, 

meeting rooms, other branches). 

Time of 

Activity 

Employees use the devices during non-

working hours. 

Employees use the devices during 

working hours. 

Activity 

Type 

Employees use the devices to work on 

personal tasks (e.g., social media, 

personal emails, reading news, 

browsing the internet). 

Employees use the devices to perform 

work-related tasks (e.g., developing 

reports, processing transactions, 

responding to work emails). 
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This result is highly relevant to the context of the 2020 COVID-19 pandemic. Where feasible, 

almost the whole world has adopted work from home, and BYOD contextual factors provide a 

lens through which to view this phenomenon. More specifically, in this phenomenon, 

employees are working (i.e., type of activity) from home (i.e., employees’ location), during or 

after working hours (i.e., time of activity), and using their personal or work devices (i.e., device 

ownership). 

Organizations that are aiming to ensure their employees’ wellbeing with a balanced work-life 

balance and thus gain more productive and loyal employees, can benefit from the above results. 

ICT has been shown in prior studies to be a tool that can both affect the work-life balance 

negatively and also be used to manage the two worlds (Golden and Geisler, 2007; Hubers et 

al., 2011; Sayah, 2013). These organizations can implement awareness strategies to assist their 

employees to use their devices as a way to segment the domains and ensure that a balance 

between work and life is reached. 

6.2.2 Compliance with Information Security Behavior from the Work-Life Domain 

Perspective 

The second objective of this thesis is to show whether employees’ perception of work-life 

domains affects their compliance behaviors in regard to information security policies. Model 2 

adopted the variables of protection motivation theory to test their relationships with employees’ 

intentions to comply with their organization’s information security policy. This relationship 

was tested in three different groups: those individuals that perceived themselves to be in the 

life domain; those who perceived themselves to be in the work domain; and, those that were 

not able to define which domain they are in and found themselves in the gray area between the 

two. The variables from protection motivation theory were shown to have a different effect 

from one group to another, as shown in Table 31.  
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TABLE 31: MODEL 2 – RESULTS SUMMARY 

 Life Gray Work 

Perceived Threat 

Severity (PTS) 
Not Supported Supported Supported 

Perceived Threat 

Vulnerability (PTV) 
Not Supported Supported Supported 

Reward (RWD) Not Supported 
Supported  

(Negative Direction) 
Not Supported 

Response Efficacy (RE) Supported Supported Supported 

Self-Efficacy (SE) Supported 
Supported  

(Negative Direction) 
Supported 

Response Cost (RC) Not Supported Supported Not Supported 

For example, the relationship between perceived threat severity and employees’ intention to 

comply with the information security policy changed based on their perception of which 

domain they were in. In the life domain, the perceived threat severity was shown not to have 

any significant effect on employees’ intention to comply with information security policy; in 

the work domain, however, it had a significant effect. This result supports the argument of this 

thesis that employees’ cognitive processes to formulate their intention to (non-)comply with 

information security policy differs and is affected differently in the work domain in comparison 

to the life domain. For example, perceived threat severity had a significant effect on compliance 

with information security policy when employees use organizational devices (Vance et al., 

2012; Pahnila et al., 2013; Siponen et al., 2014; Johnston et al., 2015), but not when they use 

their own devices (Crossler et al., 2014; Dang and Pittayachawan, 2015). However, each of 

these studies focused on only one aspect of the device ownership, whether the device was 

owned by the organization or by the employees, and did not compare these two aspects of 

device ownership as suggested here. Furthermore, this thesis used border theory to show how 

device ownership affects the perceptions of being in the work-life domain, and subsequently, 

how this perception affected employees’ information security policy. This provides a way to 

interpret the changes in the effect for different variables in a different context that prior studies 

did not discuss.  

An interesting and unexpected finding from the results is that out of all the variables from 

protection motivation theory, only one factor remained constant in the three groups. While 

perceived threat severity, perceived threat vulnerability, rewards, perceived response efficacy, 
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perceived self-efficacy, and response cost all had a different effect on employees’ intention to 

comply with information security policy based on their perception of work-life domain, the 

relationship between employees’ perceived response efficacy and their intention to comply 

with the information security policy was found to be significant regardless of employees’ 

perceptions of the work-life domain. This result is consistent with prior research where the 

location of usage was included in the research model (e.g., Dang and Pittayachawan, 2015). In 

line with prior research on information security (e.g., Herath and Rao, 2009a; Johnston and 

Warkentin, 2010; Ifinedo, 2012; Siponen et al., 2014; Sommestad et al., 2015; Hanus and Wu, 

2016) this result shows that the impact of perceived response efficacy could be generalized to 

both the life and work domains.  

The results above are related to PMT variables; however, similar results might occur if different 

theories were used. Some of the common theories in the information security behavioral 

literature, such as the theory of reasoned action and deterrence theory, are good candidates for 

future studies to use to test the effect of employees’ perception of work-life domain on their 

intention to comply with information security policy. Such studies could further support the 

results of this study and shed light on those factors that remain constant regardless of the 

domain employees perceive themselves to be in. In addition to investigating employees’ 

intention to comply with information security policy, future research can investigate the effect 

of employees’ perception of work-life domain on other types of employee behavior and 

perceptions such as performance, job satisfaction and quality of life. With the widespread 

adoption of ICT, employees’ perception of work-life domain is a critical factor in their day-to-

day operations; therefore, such studies will provide more insight into how it affects them and 

offer recommendations that contribute positively to this phenomena, both for employees and 

organizations.  

Practically, the results provide evidence of the importance of employees’ perception of the 

work-life domain as it affects how they perform their work and comply with their 

organizations’ information security policy. Organizations will need to ensure that their 

information security policies address the usage of personal devices and the different BYOD 

contextual factors. Further, organizations’ communication strategies should focus more on 

those factors that remain constant regardless of the employees’ perception of work-life domain 

as these will have a stronger effect on their behavior. 
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6.3 Theoretical Implications 

This thesis offers several theoretical contributions. First, it has developed a comprehensive 

view of BYOD contextual factors that offers a fresh perspective and an opportunity to re-

examine the usefulness of existing theories in explaining BYOD-related employee behaviors. 

The empirical validation of the BYOD contextual factors in employees’ perception of the work-

life domain refines and updates the existing framework by identifying four important factors 

and suggesting the existence of the gray area where the interpretation might be ambiguous. 

This contributes to existing border theory by enriching the border factors and enhancing its 

ability to accommodate new technological developments. This extension also shows the 

complexity of separating work from life, similar to prior studies (e.g., Chesley, 2005; Leung, 

2011). With the increasing penetration of technologies into people’s daily lives, the work-life 

boundary will be further fragmented and blurred, and hence the assumption that people can 

clearly distinguish between the work and life domains needs to be challenged and investigated 

in future research. As indicated in this thesis, it was difficult to classify some scenarios as 

clearly one or the other. This reflects the ongoing challenges of making sense of new 

technologies and coping with the gaps between increasing individual computing power and 

now outdated organizational policies (e.g., Garba et al., 2015; Palanisamy et al., 2020a; 

Palanisamy et al., 2020b). 

This thesis further shows how the work-life domain perception induced by BYOD could alter 

the explanatory power and findings of existing theories in information security. While the 

majority of existing literature is on information security-related behavior in an organizational 

context, using organizational devices while being in the work-domain, the results of this thesis 

suggest that information security research also needs to accommodate and investigate non-

work domains (Li and Siponen, 2011). In this study, PMT was selected and tested when 

employees perceived themselves to be in life or work domains, and in the gray area. The results 

reveal that, apart from response efficacy, the PMT variables do not have consistent explanatory 

power across three groups, confirming our hypotheses. In other words, since individuals follow 

different rules and norms in different domains, their interpretation of technologies in use would 

imply different sets of meta-cognition. Thus, the work-life domain is a valid theoretical 

boundary that may limit the generalization of existing information security research, and future 

research should take this into account.  
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6.4 Practical Implications and Recommendations 

With the increased adoption of ICT by organizations to run their day-to-day operations and by 

employees as a necessity in their daily activities, the perception of work-life domain has 

become a critical area that needs to be taken into consideration. Further, evidence shows that 

dependency on ICT will only increase in the future. The introduction of new devices with more 

capabilities and factors (such as connectivity via 5G) only makes it even more important that 

both practitioners and academics better understand the effect of BYOD contextual factors. 

Therefore, more research is required to provide more insight into this phenomena. The results 

of this study play a role in that by guiding practitioners in the field of information security, in 

general, and (more specifically) in BYOD implementation. 

Practically, the results provide evidence of the importance of employees’ perception of work-

life domain in its effect on how they perform their work and comply with their organizations’ 

information security policy. Organizations will need to ensure that their information security 

policies address the usage of personal devices and the different BYOD contextual factors. 

Further, organizations need to be informed about home-user studies and information security 

behaviors in order to reflect their findings in their information security policies and ensure that 

they remain relevant. 

In addition, the results of this study support organizations in designing their security behavioral 

change programs. Such intervention programs—whether delivered in the form of training, 

awareness programs, or introductions to new policies—can be tailored to capture the unique 

contextual factors of BYOD. Further, response efficacy was found to remain constantly 

relevant in influencing employees’ intention to comply with information security policy. This 

will help practitioners to design intervention messages in their information security awareness, 

communications, and training to target this specific factor to promote compliant behaviors. 

Other PMT variables can be included based on the particular objectives of these intervention 

programs, the work-life domain they are targeting, and the organization’s appetite for risk. 

Therefore, a better understanding of the impacts of the different factors will contribute to the 

effectiveness of these programs in achieving their objectives. For instance, the consistent result 

of the impact of response efficacy across the work-life domains suggests that this should be a 

key focus in developing communication strategies to influence employees’ compliance with 

information security policies. Such communication strategies can include key messages 

demonstrating the effectiveness of various actions in protecting the devices they are using. 
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Future research could focus on defining which factors that emerge from testing different 

variables in different contexts that can be proved to be more effective in changing employees’ 

behavior. 

The results of this study are even more relevant today with the 2020 global adoption of work 

from home (WFH) due to COVID-19. The majority of the population in the world has been 

working from home, many using their own devices. Extant information security policies were 

not written to address this aspect, and many organizations have begun to share awareness 

communications to ensure that their employees adopt information security behaviors that will 

assure the protection of organizations’ assets. It is expected that work from home will remain 

as the approach adopted by many organizations in post-COVID-19 times and this concept 

might even be expanded to be replaced with work from anywhere (WFX). Such a change would 

certainly bring new challenges and security threats. It is highly unlikely that our pre-pandemic 

normal day-to-day life will survive; it has already been replaced with different ways of 

working, interacting, and engaging, what is already being referred to by many as the ‘new 

normal’ (Papageorghiou, 2020). This thesis, based on the BYOD contextual factor it posits, 

provides a starting point for future studies to examine different work-related behaviors from a 

new perspective to support these practices and the adoption of new technologies in the future. 

More specifically, this thesis can guide organizations in the new normal to address the new 

security challenges they will face as a result of new business models and technology adoptions.  

6.5 Limitations and Future Research 

There are a few limitations that may prevent generalization of the results of this thesis, which 

also imply interesting future research. First, in this study, the focus was on limited aspects of 

each BYOD contextual factor. For example, for employees’ location, home and work were 

used. However, other locations such as a coffee shop or a mall may have a different effect and 

may contribute to a different perception of employees’ work-life domain. Similarly, with 

device ownership, the device might be borrowed from a friend or a co-worker instead of being 

a personally-owned or company-provided device. In addition, this thesis only used laptops as 

a testing device. Given the diversity in computing devices, such as mobile devices, it might be 

worthwhile to study the usage of different technologies because each technology will bring its 

own unique characteristics. For example, an employee might feel more intimate with the usage 

of a smartphone that s/he carries all the time and has mixed usage of personal and work 

activities rather than with a laptop. Therefore, such aspects might provide another dimension 
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that may have a significant influence on employees’ perception of work-life domain. In 

addition, future studies could further investigate the different aspects of each BYOD contextual 

factor. 

Second, the sample in this thesis consisted of full-time employees. The type of employment 

may contribute to further complexity, e.g., freelancers or contract-based employees. One 

possible impact might be the different weight of BYOD contextual factors in defining work-

life domains. For those organizations with more open and flexible human resource 

management, it would be worthwhile replicating this research to investigate how employees 

with different employment relationships may have different interpretations of BYOD.  

It would also be interesting to study factors other than BYOD contextual factors that influence 

employees’ perception of work-life domain. The results showed that BYOD contextual factors 

were responsible for only 33.1% of the changes in employees’ perception of the work-life 

domain. Therefore, 66.9% remains unexplained. Accordingly, this study urges future 

researchers to investigate further the other factors that play a role in formulating employees’ 

perception of the work-life domain. 

Fourth, in testing the impact of work-life domain perception induced by BYOD, this thesis 

chose PMT as an example due to its popularity in information security research. Future studies 

could also test the effect that employees’ perception of work-life domain has on information 

security behavior based on other theories. This study focused only on PMT; however, other 

theories have been used in the information security literature to understand the predictors of 

information security-related behaviors and the factors influencing these behaviors, for 

example, the theory of reasoned action or deterrence theory. This was also suggested by other 

studies (Palanisamy et al., 2020a). These studies could further support the results of this study. 

In addition, they could define additional factors that remain constant regardless of the domain 

employees perceive themselves in, such as perceived response efficacy. These constant factors 

could be a key area for organizations to use in their communication strategies to influence 

employees’ behavior toward complying with information security policy. 

An interesting area to be further investigated is the effect of the gray area on employees’ 

intention to comply with information security policy. The results showed how the effect of the 

factors influencing employees’ intention to comply with information security policy changed 

from one domain to another. As the majority of studies available focus exclusively on the home 
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or work setting, further studies on the gray area will provide better insight into how this area 

affects employees’ information security behavior. 

Future studies could also examine the effect of employees’ perception of work-life domain on 

other behaviors. This study only focused on the effect of employees’ perception of work-life 

domain on their intention to comply with information security behavior. However, a similar 

effect might appear for other behaviors, for example relating to knowledge-sharing, 

absenteeism, turnover, or job performance. With the high dependency of organizations on ICT, 

and as the effect of BYOD contextual factors can be introduced by different devices regardless 

of their ownership, where in some cases, employees will build a sense of ownership of the 

device even if it is provided and owned by the organization, it would be interesting to determine 

how BYOD contextual factors can affect different behaviors. 

6.6 Closing Statement 

In conclusion, the field of information security is growing day by day. With this growth, one 

of the most challenging factors in the information security field is human behaviors. Many 

previous studies used several theories in order to understand employees’ behaviors in regard to 

complying with information security policy. This study contributed to this field of research by 

defining a new phenomenon brought about by a new trend of employees bringing their own 

devices to use in work-related activities. The study provides evidence of the effect that BYOD 

contextual factors have on employees’ perception of the work-life domains. In addition, it 

showed the effect of this perception on employees’ intentions to comply with information 

security policy. This opens the path for many future studies to examine BYOD contextual 

factors further and provide more recommendations to improve information security practices.  
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APPENDIXES 

APPENDIX A: Comparison Between Positive and Negative Employees 

Information Security Behavior Studies 
Total 

No. of 

Studies 

Positive Studies 

No. of 

Positive 

Studies 

Negative Studies 

No. of 

Negative 

Studies 

82 Lee et al. (2004); Chan et al. 

(2005); Siponen et al. (2006); 

Pahnila et al. (2007b); Pahnila et 

al. (2007a); Siponen et al. (2007); 

Boss et al. (2009); Bulgurcu et al. 

(2009); Herath and Rao (2009b); 

Herath and Rao (2009a); Myyry 

et al. (2009); Ng et al. (2009); 

Rhee et al. (2009); Zhang et al. 

(2009a); Bulgurcu et al. (2010b); 

Bulgurcu et al. (2010a); Johnston 

and Warkentin (2010); Siponen et 

al. (2010); Son (2011); Chen 

(2012); Hu et al. (2012); Ifinedo 

(2012); Vance et al. (2012); Al-

Omari et al. (2013); Pahnila et al. 

(2013); Yoon and Kim (2013); 

Ifinedo (2014); Siponen et al. 

(2014); Boss et al. (2015); 

Humaidi and Balakrishnan 

(2015); Johnston et al. (2015); 

Posey et al. (2015); Safa et al. 

(2015); Shropshire et al. (2015); 

Sommestad et al. (2015); Hanus 

and Wu (2016); Ifinedo (2016); 

Rocha Flores and Ekstedt (2016); 

Sohrabi Safa et al. (2016); 

Warkentin et al. (2016); 

Yazdanmehr and Wang (2016); 

Aurigemma and Mattson (2017); 

Bélanger et al. (2017); Burns et 

al. (2017); Han et al. (2017); 

Menard et al. (2017); Amankwa 

et al. (2018); Chen et al. (2018); 

Chua et al. (2018); Hwang and 

Cha (2018); Sharma and 

Warkentin (2018); Torten et al. 

(2018); Yoo et al. (2018); Ahmad 

et al. (2019); Dodel and Mesch 

(2019); Li et al. (2019); Rajab 

and Eydgahi (2019) 

57 Straub Jr (1990); Harrington 

(1996); Skinner and Fream (1997); 

D'Arcy and Hovav (2007); Dugo 

(2007); Workman and Gathegi 

(2007); Workman et al. (2008); 

D'Arcy and Hovav (2009); D'Arcy 

et al. (2009); Siponen and Vance 

(2010); Guo et al. (2011); Hu et al. 

(2011); Posey et al. (2011); Cox 

(2012); Guo and Yuan (2012); 

Vance and Siponen (2012); Barlow 

et al. (2013); Cheng et al. (2013); 

D'Arcy et al. (2014); Johnston et al. 

(2016); Alshare et al. (2018); 

Kajtazi et al. (2018); Moody et al. 

(2018); Lankton et al. (2019); 

Merhi and Ahluwalia (2019) 

25 
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APPENDIX B: Descriptions and Results of Most Used Concepts In Employees’ Information Security Behavioral Studies 
 

 
Positive Security Behaviors Negative Security Behaviors 

Relationship with Intention Relationship with Behavior Relationship with Intention Relationship with Behavior 

Name 

Usages in 

Information 

Security 

Applications 

Definition in 

Information 

Security Studies 

Supported 
Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 

Self-Efficacy 35 Employees’ beliefs 

in their own ability 

to perform the 

behavior of 

complying with the 

information 

security policy 

17 Applications 

Siponen et al. 

(2006); Pahnila 

et al. (2007b); 

Siponen et al. 

(2007); Boss et 

al. (2009); 

Herath and Rao 

(2009b); 

Bulgurcu et al. 

(2010a); 

Johnston and 

Warkentin 

(2010); Siponen 

et al. (2010); 

Son (2011); 

Ifinedo (2012); 

Vance et al. 

(2012); Al-

Omari et al. 

(2013); Siponen 

et al. (2014); 

Johnston et al. 

(2015); Rocha 

Flores and 

Ekstedt (2016); 

Warkentin et al. 

(2016); Yoo et 

al. (2018) 

6 Applications 

Pahnila et al. 

(2013); Ifinedo 

(2014); Boss et 

al. (2015); 

Bélanger et al. 

(2017); Menard 

et al. (2017); 

Rajab and 

Eydgahi (2019). 

9 Applications 

Chan et al. 

(2005); Ng et al. 

(2009); Rhee et 

al. (2009); Safa 

et al. (2015); 

Hanus and Wu 

(2016); Torten 

et al. (2018); 

Ahmad et al. 

(2019); Dodel 

and Mesch 

(2019); Li et al. 

(2019) 

- 1 Application 

Moody et al. 

(2018) 

1 Application 

Johnston et al. 

(2016) 

1 Application 

Workman et al. 

(2008) 

- 
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Positive Security Behaviors Negative Security Behaviors 

Relationship with Intention Relationship with Behavior Relationship with Intention Relationship with Behavior 

Name 

Usages in 

Information 

Security 

Applications 

Definition in 

Information 

Security Studies 

Supported 
Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 

Response 

Efficacy 

26 Employees’ beliefs 

in their own ability 

to perform the 

behavior to comply 

with the 

information 

security policy 

14 Applications 

Siponen et al. 

(2006); Siponen 

et al. (2007); 

Herath and Rao 

(2009a); 

Johnston and 

Warkentin 

(2010); Ifinedo 

(2012); Vance et 

al. (2012); 

Pahnila et al. 

(2013); Boss et 

al. (2015); 

Johnston et al. 

(2015); Posey et 

al. (2015); 

Sommestad et 

al. (2015); 

Burns et al. 

(2017); Menard 

et al. (2017); 

Rajab and 

Eydgahi (2019) 

5 Applications 

Pahnila et al. 

(2007b); 

Siponen et al. 

(2010); Siponen 

et al. (2014); 

Boss et al. 

(2015); 

Warkentin et al. 

(2016) 

4 Applications 

Posey et al. 

(2015); Hanus 

and Wu (2016); 

Torten et al. 

(2018); Li et al. 

(2019) 

- - 2 Applications 

Johnston et al. 

(2016); Moody 

et al. (2018) 

1 Application 

Workman et al. 

(2008) 

- 
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Positive Security Behaviors Negative Security Behaviors 

Relationship with Intention Relationship with Behavior Relationship with Intention Relationship with Behavior 

Name 

Usages in 

Information 

Security 

Applications 

Definition in 

Information 

Security Studies 

Supported 
Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 

Attitude 23 Employees’ 

evaluation of 

performing a 

behavior to comply 

with the 

information 

security policy in 

terms of 

favorability and the 

expected outcome 

16 Applications 

Pahnila et al. 

(2007a); 

Bulgurcu et al. 

(2009); Zhang et 

al. (2009a); 

Bulgurcu et al. 

(2010a); Hu et 

al. (2012); 

Ifinedo (2012); 

Al-Omari et al. 

(2013); Yoon 

and Kim (2013); 

Ifinedo (2014); 

Siponen et al. 

(2014); 

Sommestad et 

al. (2015); 

Rocha Flores 

and Ekstedt 

(2016); Sohrabi 

Safa et al. 

(2016); 

Aurigemma and 

Mattson (2017); 

Bélanger et al. 

(2017); 

Amankwa et al. 

(2018) 

2 Applications 

Herath and Rao 

(2009b); Rajab 

and Eydgahi 

(2019) 

1 Application 

Safa et al. 

(2015) 

- 4 Applications 

Dugo (2007); 

Guo et al. 

(2011); Cox 

(2012); Moody 

et al. (2018) 

- - - 
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Positive Security Behaviors Negative Security Behaviors 

Relationship with Intention Relationship with Behavior Relationship with Intention Relationship with Behavior 

Name 

Usages in 

Information 

Security 

Applications 

Definition in 

Information 

Security Studies 

Supported 
Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 

Injunctive Norms 22 Employees’ beliefs 

about the 

expectation of 

significant others 

(e.g. executives, 

colleagues, peers 

etc.) of them when 

it comes to 

complying with the 

information 

security policy 

13 Applications 

Pahnila et al. 

(2007b); Pahnila 

et al. (2007a); 

Herath and Rao 

(2009b); Herath 

and Rao 

(2009a); 

Bulgurcu et al. 

(2010a); 

Siponen et al. 

(2010); Hu et al. 

(2012); Ifinedo 

(2012); Al-

Omari et al. 

(2013); Ifinedo 

(2014); Siponen 

et al. (2014); 

Rocha Flores 

and Ekstedt 

(2016); 

Aurigemma and 

Mattson (2017) 

3 Applications 

Zhang et al. 

(2009a); 

Bélanger et al. 

(2017); Rajab 

and Eydgahi 

(2019) 

1 Application 

Safa et al. 

(2015) 

- 5 Applications 

Dugo (2007); 

Cox (2012); 

Guo and Yuan 

(2012); Cheng 

et al. (2013); 

Moody et al. 

(2018) 

- - - 
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Positive Security Behaviors Negative Security Behaviors 

Relationship with Intention Relationship with Behavior Relationship with Intention Relationship with Behavior 

Name 

Usages in 

Information 

Security 

Applications 

Definition in 

Information 

Security Studies 

Supported 
Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 

Perceived Threat 

Severity 

21 Employees’ 

assumption of the 

magnitude of harm 

that may be caused 

by the threatened 

event if they didn’t 

comply with the 

information 

security policy 

10 Applications 

Siponen et al. 

(2006); Ifinedo 

(2012); Vance et 

al. (2012); 

Pahnila et al. 

(2013); Siponen 

et al. (2014); 

Boss et al. 

(2015); Johnston 

et al. (2015); 

Sommestad et 

al. (2015); 

Warkentin et al. 

(2016); Burns et 

al. (2017) 

4 Applications 

Boss et al. 

(2015); Posey et 

al. (2015); 

Menard et al. 

(2017); Rajab 

and Eydgahi 

(2019) 

2 Applications 

Posey et al. 

(2015); Torten 

et al. (2018) 

2 Applications 

Hanus and Wu 

(2016); Li et al. 

(2019) 

- 2 Applications 

Johnston et al. 

(2016); Moody 

et al. (2018) 

1 Application 

Workman et al. 

(2008) 

- 

Perceived 

Severity of 

Sanctions 

20 Employees’ beliefs 

of harshness of 

punishment for not 

complying with the 

information 

security policy 

7 Applications 

Siponen et al. 

(2007); Herath 

and Rao 

(2009b); Herath 

and Rao 

(2009a); Chen 

(2012); Johnston 

et al. (2015); 

Ifinedo (2016); 

Chen et al. 

(2018) 

5 Applications 

Pahnila et al. 

(2007a); Son 

(2011); Ifinedo 

(2014); Johnston 

et al. (2015); 

Rajab and 

Eydgahi (2019) 

1 Application 

Pahnila et al. 

(2007b) 

- 3 Applications 

D'Arcy et al. 

(2009); Cheng 

et al. (2013); 

Johnston et al. 

(2016) 

2 Applications 

Hu et al. (2011); 

Vance and 

Siponen (2012) 

2 Application 

Skinner and 

Fream (1997); 

Alshare et al. 

(2018) 

- 
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Positive Security Behaviors Negative Security Behaviors 

Relationship with Intention Relationship with Behavior Relationship with Intention Relationship with Behavior 

Name 

Usages in 

Information 

Security 

Applications 

Definition in 

Information 

Security Studies 

Supported 
Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 

Perceived Threat 

Vulnerability 

19 Employees’ beliefs 

of the probability 

that a threatening 

event may occur if 

they do not comply 

with the 

information 

security policy 

7 Applications 

Siponen et al. 

(2006); Ifinedo 

(2012); Pahnila 

et al. (2013); 

Siponen et al. 

(2014); 

Sommestad et 

al. (2015); 

Warkentin et al. 

(2016); Rajab 

and Eydgahi 

(2019) 

5 Applications 

Vance et al. 

(2012); Pahnila 

et al. (2013); 

Boss et al. 

(2015); Johnston 

et al. (2015); 

Menard et al. 

(2017) 

3 Applications 

Ng et al. (2009); 

Torten et al. 

(2018); Li et al. 

(2019) 

1 Application 

Hanus and Wu 

(2016) 

2 Applications 

Johnston et al. 

(2016); Moody 

et al. (2018) 

- 1 Application 

Workman et al. 

(2008) 

- 

Response Cost 15 Employees’ 

evaluation of the 

cost (e.g. time, 

effort, money, etc.) 

associated with 

either performing 

or not performing 

the behavior to 

comply with the 

information 

security policy  

7 Applications 

Vance et al. 

(2012); Boss et 

al. (2015); 

Posey et al. 

(2015); 

Sommestad et 

al. (2015); 

Burns et al. 

(2017); Chen et 

al. (2018); Rajab 

and Eydgahi 

(2019) 

2 Applications 

Ifinedo (2012); 

Menard et al. 

(2017) 

1 Application 

Torten et al. 

(2018) 

2 Applications 

Posey et al. 

(2015); Hanus 

and Wu (2016) 

- 2 Applications 

Johnston et al. 

(2016); Moody 

et al. (2018) 

1 Application 

Workman et al. 

(2008) 

- 

Perceived 

Certainty of 

Sanctions 

14 Employees’ 

assumptions of the 

probability of being 

punished for not 

complying with the 

information 

security policy 

3 Applications 

Herath and Rao 

(2009b); Herath 

and Rao 

(2009a); 

Johnston et al. 

(2015) 

5 Applications 

Son (2011); 

Ifinedo (2014); 

Johnston et al. 

(2015); Ifinedo 

(2016); Rajab 

and Eydgahi 

(2019) 

- - 1 Application 

Johnston et al. 

(2016) 

4 Applications 

D'Arcy et al. 

(2009); Siponen 

and Vance 

(2010); Hu et al. 

(2011); Cheng 

et al. (2013) 

- 1 Application 

Skinner and 

Fream (1997) 
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Positive Security Behaviors Negative Security Behaviors 

Relationship with Intention Relationship with Behavior Relationship with Intention Relationship with Behavior 

Name 

Usages in 

Information 

Security 

Applications 

Definition in 

Information 

Security Studies 

Supported 
Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 

Rewards 12 Employees’ beliefs 

of the benefits they 

will gain by 

complying with the 

information 

security policy, 

whether these 

benefits are 

tangible or 

intangible, or 

intrinsic or 

extrinsic. 

4 Applications 

Chen (2012); 

Vance et al. 

(2012); Posey et 

al. (2015); 

Burns et al. 

(2017) 

2 Applications 

Siponen et al. 

(2014); Posey et 

al. (2015) 

1 Application 

Posey et al. 

(2015) 

4 Applications 

Pahnila et al. 

(2007b); Pahnila 

et al. (2007a); 

Siponen et al. 

(2010); Posey et 

al. (2015) 

1 Application 

Moody et al. 

(2018) 

- - - 

Perceived 

Behavioral 

Control 

10 Employees’ beliefs 

as to whether they 

have the control to 

decide whether or 

not to comply with 

the information 

security policy and 

have the required 

capabilities to 

perform it. 

4 Applications 

Zhang et al. 

(2009a); Hu et 

al. (2012); 

Sommestad et 

al. (2015); 

Aurigemma and 

Mattson (2017) 

1 Application 

Rajab and 

Eydgahi (2019) 

- 1 Application 

Safa et al. 

(2015) 

3 Applications 

Dugo (2007); 

Cox (2012); 

Moody et al. 

(2018) 

- 1 Application 

Cox (2012) 

- 

Moral Norm 8 Employees’ 

perception of how 

moral it is to 

comply with the 

information 

security policy. 

2 Applications 

Al-Omari et al. 

(2013); Yoon 

and Kim (2013) 

- - - 6 Applications 

D'Arcy and 

Hovav (2009); 

D'Arcy et al. 

(2009); Guo and 

Yuan (2012); 

Vance and 

Siponen (2012); 

D'Arcy et al. 

(2014); Lankton 

et al. (2019) 

- - - 
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Positive Security Behaviors Negative Security Behaviors 

Relationship with Intention Relationship with Behavior Relationship with Intention Relationship with Behavior 

Name 

Usages in 

Information 

Security 

Applications 

Definition in 

Information 

Security Studies 

Supported 
Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 

Descriptive 

Norm 

5 Employees’ beliefs 

whether the 

significant others 

(e.g. executives, 

colleagues, peers 

etc.) would or 

would not comply 

with the 

information 

security policy if 

they were in the 

same situation. 

3 Applications 

Herath and Rao 

(2009b); Herath 

and Rao 

(2009a); Chen et 

al. (2018) 

- - - 1 Application 

Cheng et al. 

(2013) 

- 1 Application 

Merhi and 

Ahluwalia 

(2019) 

- 

Perceived 

Celerity of 

Sanctions 

4 Employees’ beliefs 

of how fast the 

punishment for 

non-compliance 

with information 

security policy will 

occur. 

- 2 Applications 

Johnston et al. 

(2015); Rajab 

and Eydgahi 

(2019) 

- - - 1 Application 

Hu et al. (2011) 

1 Application 

Alshare et al. 

(2018) 

- 

Shame 4 Employees’ feeling 

of embarrassment if 

others find out that 

they are not 

complying with the 

information 

security policy. 

- - - - Moody et al. 

(2018) 

Siponen and 

Vance (2010) 

Hu et al. (2011) 

Moody et al. 

(2018) 

- - 
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Positive Security Behaviors Negative Security Behaviors 

Relationship with Intention Relationship with Behavior Relationship with Intention Relationship with Behavior 

Name 

Usages in 

Information 

Security 

Applications 

Definition in 

Information 

Security Studies 

Supported 
Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 
Supported 

Not 

Supported 

Habit 3 Information 

Security Behaviors 

that are being 

performed by the 

employees' 

unconsciously or 

automatically 

without mindful 

instructions or 

consciousness. 

1 Application 

Pahnila et al. 

(2007a) 

- - - 1 Application 

Moody et al. 

(2018) 

1 Application 

Moody et al. 

(2018) 

- - 
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APPENDIX C: Measurement Items 
# Construct Model Theory Item Derived from  

1 Scenario Realism 1 Both 
Scenario Realism 

Items 

How believable do you think the above scenario is 
New 

not believable:___1___:___2___:___3___:___4___:___5___:___6___:___7___: believable 

2 Scenario Realism 2 Both 
Scenario Realism 

Items 

The above scenario is a realistic one 
New 

Not realistic:___1___:___2___:___3___:___4___:___5___:___6___:___7___: realistic 

3 Scenario Realism 3 Both 
Scenario Realism 

Items 

I could imagine a similar scenario taking place at work 
New 

disagree:___1___:___2___:___3___:___4___:___5___:___6___:___7___: strongly agree 

4 Scenario Realism 4 Both 
Scenario Realism 

Items 

The situation described in the scenario could occur  
New 

disagree:___1___:___2___:___3___:___4___:___5___:___6___:___7___: strongly agree 

 

5 Device Ownership Model 1 
BYOD Contextual 

Factor 

In this scenario, John was using 

New a. his own laptop 

b. company owned laptop 

6 
Sensitivity Company 

Data 
Model 1 

BYOD Contextual 

Factor 

According to this scenario, John was aware that the laptop he is using contains 

New a. company Owned Sensitive data 

b. company Owned Insensitive data 

7 
Sensitivity Personal 

Data 
Model 1 

BYOD Contextual 

Factor 

Per this scenario, John was aware that the laptop he is using contains 

New a. his personal Sensitive data 

b. his personal Insensitive data 

8 Place Model 1 
BYOD Contextual 

Factor 

John was using the laptop 

New a. at home 

b. at work 

9 Activity Model 1 
BYOD Contextual 

Factor 

In this scenario, John was using the laptop to 

New a. perform personal task 

b. perform company task 

10 Time Model 1 
BYOD Contextual 

Factor 

John was using the laptop 

New a. after working hours 

b. during working hours 

 

11 Work Life Balance 3 Model 1 Work Life Balance 
If am using the laptop in the same scenario, then I believe that am in my 

New 
work domain:___1___:___2___:___3___:___4___:___5___:___6___:___7___: life domain 

12 Work Life Balance 4 Model 1 Work Life Balance 
In provide scenario, John usage of the laptop feel more like he is in his 

New 
work domain:___1___:___2___:___3___:___4___:___5___:___6___:___7___: life domain 

 

13 Self-Efficacy 1 Model 2 
Protection 

Motivation Theory 

For me to comply with the requirements of my organization's information security policy would be Sheeran and Orbell 

(1999) very difficult:___1___:___2___:___3___:___4___:___5___:___6___:___7___:very easy 

14 Self-Efficacy 2 Model 2 
Protection 

Motivation Theory 

If I want to I will easily be able to comply with the requirements of my organization's information security policy Sheeran and Orbell 

(1999); Al-Omari et 

al. (2013) 
strongly disagree:___1___:___2___:___3___:___4___:___5___:___6___:___7___:strongly agree 

15 Self-Efficacy 3 Model 2 
Protection 

Motivation Theory 

The number of external influences that may prevent me from complying with the requirements of my organization's information 

security policy are 
Sheeran and Orbell 

(1999) 
numerous:___1___:___2___:___3___:___4___:___5___:___6___:___7___:none at all 

16 Self-Efficacy 4 Model 2 
Protection 

Motivation Theory 

How much control do you think you have over your ability to comply with the requirements of the information security policy in your 

organization? 
Sheeran and Orbell 

(1999) 
absolutely no control:___1___:___2___:___3___:___4___:___5___:___6___:___7___:complete control 
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# Construct Model Theory Item Derived from  

17 
Perceived Threat 

Severity 1 
Model 2 

Protection 

Motivation Theory 

I believe that protecting my organization's information is 
Ifinedo (2012) 

unimportant:___1___:___2___:___3___:___4___:___5___:___6___:___7___:important  

18 
Perceived Threat 

Severity 2 
Model 2 

Protection 

Motivation Theory 

Having someone successfully attack and damage my computer (at work) is 
Ifinedo (2012) 

harmless:___1___:___2___:___3___:___4___:___5___:___6___:___7___:harmful  

19 
Perceived Threat 

Severity 3 
Model 2 

Protection 

Motivation Theory 

Threats to the security of my organization’s information are 
Ifinedo (2012) 

harmless:___1___:___2___:___3___:___4___:___5___:___6___:___7___:harmful  

20 
Perceived Threat 

Severity 4 
Model 2 

Protection 

Motivation Theory 

I view information security attacks on my organization as 
Ifinedo (2012) 

harmless:___1___:___2___:___3___:___4___:___5___:___6___:___7___:harmful  

 

21 
Perceived Threat 

Vulnerability 1 
Model 2 

Protection 

Motivation Theory 

I know my organization could be vulnerable to security breaches if I don’t adhere to the requirements of my organization's information 

security policy Ifinedo (2012) 

strongly disagree:___1___:___2___:___3___:___4___:___5___:___6___:___7___:strongly agree  

22 
Perceived Threat 

Vulnerability 2 
Model 2 

Protection 

Motivation Theory 

I could fall victim to a malicious attack if I fail to comply with the requirements of my organization's information security policy 
Ifinedo (2012) 

strongly disagree:___1___:___2___:___3___:___4___:___5___:___6___:___7___:strongly agree  

23 
Perceived Threat 

Vulnerability 3 
Model 2 

Protection 

Motivation Theory 

I believe that trying to protect my company’s information will reduce illegal access to it 
Ifinedo (2012) 

Strongly disagree:___1___:___2___:___3___:___4___:___5___:___6___:___7___:strongly agree  

24 
Perceived Threat 

Vulnerability 4 
Model 2 

Protection 

Motivation Theory 

My organization’s data and resources may be compromised if I don’t pay adequate attention to the requirements of my organization's 

information security policy Ifinedo (2012) 

Strongly disagree:___1___:___2___:___3___:___4___:___5___:___6___:___7___:strongly agree  

 

25 Reward 1 Model 2 
Protection 

Motivation Theory 

My pay raises and/or promotions depend on whether I comply with the requirements of my organization's information security policy Bulgurcu et al. 

(2010a) Not at All:___1___:___2___:___3___:___4___:___5___:___6___:___7___:Very Much 

26 Reward 2 Model 2 
Protection 

Motivation Theory 

I will receive personal mention in oral or written assessment reports if I comply with the requirements of my organization's 

information security policy 
Bulgurcu et al. 

(2010a) 
Not at All:___1___:___2___:___3___:___4___:___5___:___6___:___7___:Very Much 

27 Reward 3 Model 2 
Protection 

Motivation Theory 

I will be given monetary or non-monetary rewards if I comply with the requirements of my organization's information security policy Bulgurcu et al. 

(2010a) Not at All:___1___:___2___:___3___:___4___:___5___:___6___:___7___:Very Much 

28 Reward 4 Model 2 
Protection 

Motivation Theory 

My receiving tangible or intangible rewards are tied to whether I comply with the requirements of my organization's information 

security policy 
Bulgurcu et al. 

(2010a) 
Not at All:___1___:___2___:___3___:___4___:___5___:___6___:___7___:Very Much 

 

29 Response Efficacy 1 Model 2 
Protection 

Motivation Theory 

The preventative measures available to me to prevent people from damaging my information system at work are Workman et al. 

(2008); Ifinedo 

(2012) 
Inadequate:___1___:___2___:___3___:___4___:___5___:___6___:___7___:Adequate 

30 Response Efficacy 2 Model 2 
Protection 

Motivation Theory 

The effectiveness of available measures to protect my organization’s information from security violations are Workman et al. 

(2008); Ifinedo 

(2012) 
Ineffective:___1___:___2___:___3___:___4___:___5___:___6___:___7___:Effective 

31 Response Efficacy 3 Model 2 
Protection 

Motivation Theory 

Every employee can make a difference when it comes to helping to secure the organization’s Information Security. Herath and Rao 

(2009b) Strongly Disagree:___1___:___2___:___3___:___4___:___5___:___6___:___7___:Strongly Agree 

32 Response Efficacy 4 Model 2 
Protection 

Motivation Theory 

If I follow the organization IS security policies, I can make a difference in helping to secure my organization’s IS. Herath and Rao 

(2009b) Strongly Disagree:___1___:___2___:___3___:___4___:___5___:___6___:___7___:Strongly Agree 
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# Construct Model Theory Item Derived from  

33 Response Cost 1 Model 2 
Protection 

Motivation Theory 

Enabling information systems security measures in my organization is/would be time consuming 
Ifinedo (2012) 

Strongly disagree:___1___:___2___:___3___:___4___:___5___:___6___:___7___:Strongly agree 

34 Response Cost 2 Model 2 
Protection 

Motivation Theory 

The impact to my work from recommended security measures Workman et al. 

(2008) exceeds benefits:___1___:___2___:___3___:___4___:___5___:___6___:___7___:outweighed by benefits  

35 Response Cost 3 Model 2 
Protection 

Motivation Theory 

The inconvenience to implement recommended security measures Workman et al. 

(2008) exceeds benefits:___1___:___2___:___3___:___4___:___5___:___6___:___7___:outweighed by benefits 

36 Response Cost 4 Model 2 
Protection 

Motivation Theory 

The cost to implement recommended security measures Workman et al. 

(2008) exceeds benefits:___1___:___2___:___3___:___4___:___5___:___6___:___7___:outweighed by benefits 

 

37 Intention 1 Model 2 
Protection 

Motivation Theory 

I would follow the requirements of my organization's information security policy whenever possible 
Ifinedo (2012) 

very unlikely-very likely 

38 Intention 2 Model 2 
Protection 

Motivation Theory 

I am likely to follow the requirements of my organization's information security policy in the future 
Ifinedo (2012) 

agree-disagree 

39 Intention 3 Model 2 
Protection 

Motivation Theory 

It is possible that I will comply with the requirements of my organization's information security policy to protect the organization’s 

information systems Ifinedo (2012) 

agree-disagree 

 

40 Gender Both Control 

Gender 
Bulgurcu et al. 

(2010a) 
a. Male 

b. Female 

41 Age Both Control 

Age 

Bulgurcu et al. 

(2010a) 

a. Under 20 

b. 20–25 

c. 26–35 

d. 36–45 

e. 46–55 

f. 56–65 

g. 66 and above 

42 Marital Status Both Control 

Marital Status 

New 

a. Married 

b. Widowed 

c. Divorced 

d. Separated 

e. Never married 

43 Education Both Control 

Highest level of education 

Johnston et al. 

(2015) 

a. Less than high school 

b. High school degree 

c. University or Bachelor’s degree 

d. Master’s Degree 

e. Doctorate’s Degree 

44 Experience Both Control 

Total Years of experience? 

Johnston et al. 

(2015) 

a. Less than 6 months 

b. 6 months to 12 months 

c. More than 1 year to 2 years 

d. More than 2 years to 5 years 

e. More than 5 years to 10 years 

f. More than 10 years 

45 Position Both Control 

Current Rank (position) in your organization  

Ifinedo (2014) 
a. Top management personnel  

b. Mid-Level personnel 

c. Junior Staff 
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# Construct Model Theory Item Derived from  

46 Organization Size Both Control 

Size of your Organization 

Bulgurcu et al. 

(2010a) 

a. Fewer than 100 

b. 100-499 

c. 500-999 

d. 1,000-4,999 

e. 5,000-10,000 

f. More than 10,000 

47 Industry Both Control 

Organization Industry 

Bulgurcu et al. 

(2010a) 

a. Education 

b. Financial Services 

c. Government 

d. Food/Beverage/CPG 

e. Health Care 

f. Manufacturing 

g. Nonprofit 

h. Medical, Bio-Technology, Pharmacology 

i. Real Estate 

j. Services 

k. Information Technology 

l. Telecommunications 

m. Travel 

n. Wholesale/Retail 

o. Other —————————————————————————————————— 

48 Job Role Both Control 

Job role 
Herath and Rao 

(2009b) 
a. IT  

b. Non-IT 

49 Tenure Both Control 

How long have you been with your current organization? 

Son (2011) 

a. Less than 3 Months 

b.3 months to 6 months 

c. More than 6 months to 12 months 

d. More than 12 months to 60 months 

e. More than 60 months 

50 IT Knowledge Both Control 
Knowledge of computers and IT  Bulgurcu et al. 

(2010a) low :___1___:___2___:___3___:___4___:___5___:___6___:___7___: high 
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