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Abstract

The idea of research is a representation of the nonlinear pseudo-random generators using state-space
equations that is not based on the usual description as shift register synthesis but in terms of matrices.
Different types of nonlinear pseudo-random generators with their algorithms have been applied in order to
investigate the output pseudo-random sequences. Moreover, two examples are given for conciliated the
results of this representation.

1. INTRODUCTION NLFSR Algorithm
Pseudo-random generators (PRG) are used as Isrfgﬁtl

spectrum modulations for direct sequence spread
spectrum design for digital communication system,
in wireless technique and as a key in encryption to
produce the ciphertext in cipher systems. The
sequence appears random in nature but in reality, it
is deterministic and available to the privileged users

(1) The length (n) of the NLFSR.

(2) The initial state of the NLFSR as
[So S1... Sn.1].

(3) The nonlinear feedback function
f (Sk, Sk+1,. - - ,Sk+ n-l)-

[1] Step 2
: . . Set k=0
The state space equations SSE has emerged in the Step 3

last fifty years in the field of control theory. This
method uses vector and matrices for system
representation, so it permits a simple notation that is
easily accepted and processed by digital computer

Shift the bits in the register by one position to the left
and calculate the feedback bit si+ »  from the
nonlinear function f (Sk, Sk+1,...,Ske n-1).

; h . Step 4
[2]_. In this work the nonlinear PRGs were viewed Seta new state [Sker Skez . . . Sken] OF NLFSR.
using SSEs. Step 5
5 pseudo-Random Generators PRG If;;]e g(te(\)/\;)state is equal to the initial state then :
2.1 Nonlinear Feedback Shift Register (NLFSR) .
Generators [3,4] b) Print the output s« , K=01,2,...
A NLFSR of length n is commonly used for of NLFSR.
producing PR-sequence. It is made up of two parts: c) Print the period (k+1) of the sequence
shift registers (SR) and a feedback function. The SR of NLFSR.
is a storage element of a sequence of (n) bits. These else
(n) binary storage are called the stages of the SR. a) k=k+1
The algorithm is shown below. b) go to (step 3).
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Example

Consider the following NLF function (3-stage):

f (Sk ,Sk+1 ,Sk+2 ): SktSk+1tSk+1.Sk+2+1

with initial state 101. The output sequence can be
generated by applying NLFSR algorithm the
produced sequence is : 10100011 .

2.2 Hadmard Generator HG [5,6]

n-stage shift register

A nonlinear generator consists of two LFSRs, one
with (n-stage ) and the other with (m-stage) where
the gcd (m,n) =1 and each of which produces a
sequence with maximal period. The two LFSR’s are
combined with nonlinear function “AND” to
produce a nonlinear sequence with period ((2"-1) x
(2M-1)) as illustrated in figure (1).

Linear sequence

with linear feedback
function .

m-stage shift register
with linear feedback

AND )_Nonlinear sequence

Ll

Linear sequence T

function .

Figure(1) Hadmard generator.

Hadmard Algorithm

Step 1:

Input:

(1) The (n,m) stages of two LFSR’s.

(2) The initial states of them .

(3) The coefficients of the linear feedback
functions of them .

Step 2:

Use (step 1) and call LFSR algorithm to find their
sequences.

Step 3:

Combine the two linear sequences in (step 2) with
“AND” function to produce the Hadmard
sequence .

3. State - Space Equations SSE [7,8,9,10]

The SSE of the linear system is:

X(k +1) = Ax(k) + Bu(k) (D
y(k) = Cx(k) + Du(k)

Where A is (N X N) matrix, B is the (N X M)

input matrix, C isthe [P XN output matrix and D

isthe pPxm transmission matrix.

A mathematical model of a nonlinear system was

described using SSE as follows:

Xk+l: f(Xk’uk)} , k:0,1,2,... (2)
Y =h(x,,u,)

where X, is the state of the system, uk is the input

of the system and yi is the output of the system.

4. SSE of Non-Linear PRG:
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If we have NLFSR n-stage with nonlinear feedback
function f (Sk, Sk+1,..., Sken-1 ) , Where Siin = (S,
Skl ..., Sken-1 ), K=0,1,2,... ; then the nonlinear
SSE can be derived using Eq.(2) as:

X (k+1) = f(x (k) ) ...(3)

y() =h(x(k) , k=012,.. (@)
where ,

_Xl(k) Sk

x(ky=| 28 =] S
_Xn(k) Sk+n—1
therefore,

[x(k+D) % (k)

< D ()

=f(x(k)) ...(5)
while the output equation of the nonlinear state
space model is

y(k)=s, =x,(K)=h(x(k)) , k=0212,....

...(6)
When the nonlinear PRG is constructed from a
nonlinear combination of two or more LFSR’s, the
state space model can be derived as follows
Let X1, X2,..., Xj be j LFSR’s, j>1 with ng,
N2 ,...,n; stagesand fi(x), fo(x),..., fj(x)
characteristic polynomials respectively , where :
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f,(X) = Cp +CX+C X7 +--- 4+, X"+ X™

£,(X) = Gy +CX+CX7 4+ 4+C X"+ X" -(7)
_ 2 nj-1 n;
f,(X) =Cy +CX+CX° + +Cy XX

The linear recursion relations of the above LFSR’s
are .

n -1

s,(k+n) = Zcisl(k +i)

n,-1

s,(k+n,) = Zcisz(k +1)

nj—l
s;(k+n;) = Zcisj(k+i)
i=0

...(8)
where k=0,1,2,...
The state variables are:

x, (k) =S5, (k)
X, (k) =5, (k +1)

Xy, (K)=s,(k+n, -1
Xn1+l(k) = SZ (k)
Xn 42 (K)=s,(k+1)

Xn1+n2 (k) = s2 (k + nz 71)
Xn1+n2+~--+nJ 1+l(k) = Sj (k)

x. a(K)=s;(k+n; -2)

Ny +Ny+o40;

X (k)=s;(k+n; -1

NNy 440

...(9)

...(10)

From Eq.(8) and Eq.(9) the SSE is
x(k +1) = Ax(k)
where x (k), k>0 is the state vector :

X, (K)
X, (k)

Xn, .(k)
Xn1+1 (k)

x(k) =
X 4, (K)

an+nz+~~+ni—1 (k)
| Xnnen, () |

(Ny+np+e+nj )<L
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and A is (n, +n, +-+n,)x( +0n, +---+n;))

matrix

[0 1 0 .. 0 00 - 0
001 ..0 00 0

G & C . Gy 00 -0

A= '

0 010 0

0 00 1 0

00 0 G G C .. G

1
37 (g e (i 0y )

The nonlinear output equation of SSE can be
obtained by using Eq.(2)
y(K) = h(x(k)) =% (K) X, 11 (K) Xy 1,1 (K) oo X 0 (K) k=012

.(11)
5. Test Examples

Example (1)
Retrieval the example in section (2.1). To represent
the NLFSR by using SSE, use Eq.(5) and Eq.(6):

¥ (k+1) %, (K)
X(k+1) =| x,(k+1) | = X3(K) =
X (k+2) | [ X, (K) + %, (k) + X, (K), (k) +1
f (x(K)
y(k) = x (k) = h(x(k))-
Example (2) :

Consider HG with two LFSRs

f,(x)=x*+x+1  With initial state 100 ,

and f,(x)= x2 + x+1Wwith initial state 10 .

By applying Hadmard algorithm, the following
nonlinear sequence with period (2% —1) x (22 -1) is
obtained :

Seq (Hadmard ) = 100101100000101001001

Use Eq.(10) and Eq.(11) to represent HG by using
SSE

x(k+1) = Ax(k)

X, (K +1) 01 0 0 O x(k)
X, (k+1) 0 01 0 0fx,(k)
X;(k+1) =1 1 0 0 O x,(k)
X, (k+1) 0 00 0 1| x,(k)
X5 (k+1) 0 0 0 1 1| x(Kk)

and the output is y(k) = x, (k)x, (k) = h(x(k)) -

Conclusion
State space models have been derived to
represent PRG’s. From solving some test examples,
the following points are included:
1- State space model represent nonlinear PRG’s in
a simplified mathematical way using matrices of
first-order difference equations.
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2- State space model of PRG gives rapid generation
because its simple logic where it is computed
easily in digital computer.
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