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ABSTRACT   

The process of hiding secret data within a host signal is known as steganography; its design parameters are 

imperceptibility, concealment capacity, and recovered data quality. A case of images, one of the existing 

methods based on modification of the host image pixels is called Block Pixel Hiding Method (BPHM), which 

has good imperceptibility and high-capacity concealment but does not guarantee the quality of the secret 

image recovered. This article proposes a method that improves results BPHM based on band selection and 

search algorithm global called Improved Pixel Hiding Method (IPHM). According to the simulations carried 

out, the results obtained with IPHM are better than those obtained with BPHM. They are similar to one of 

the more popular methods in imaging steganography known as Quantization Index Modulation (QIM). 

Steganography is the method of hiding hidden data within a host signal, with imperceptibility, concealment 

capacity, and retrieved data quality as design criteria. In the case of images, Block Pixel Hiding Method 

(BPHM) is one of the available methods based on modifying the host picture pixels, which has good 

imperceptibility and high-capacity concealment but does not guarantee the quality of the hidden picture 

recovered. Improved Pixel Hiding Method is a method proposed in this article that improves BPHM 

outcomes by using band selection and a global search algorithm (IPHM). The results obtained using IPHM 

are better than those achieved with BPHM, according to simulations. They're related to Quantization Index 

Modulation, which is one of the most widely used picture steganography techniques (QIM). 
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1. Introduction  

Transmit information securely through any channel always it has been a necessity in communications. In many 

cases, when public channels are used, an intruder can intercept the information transmitted, accessing sensitive 

content or manipulating the information. An alternative to this problem is data hiding (data hiding), to hide 

sensitive or secret information (steganography) or embed a trademark for copyright protection (watermarking). 

Although steganography is an ancient technique, Digital steganography has had a great boom with applications 

in new scenarios such as digital media[1-3], computer networks, and telecommunications services. Regardless 

of the steganographic method used, three conditions must be guaranteed, in their order: high imperceptibility 

seen as the non-generation of suspicion of the existence of the secret message hidden, adequate concealment 

capacity to embed the information secret, and high quality of the recovered information in terms of similarity 

to the original secret information. In the case of watermarking, the imperceptibility is not the main condition 

and robustness takes its place, seen as resistance to passive attacks intended to eliminate or impair the embedded 

mark to prevent the author from proving that he is the owner of the protected information [3]. In both cases, 

steganography and watermarking, multimedia signals such as audio, text, video[4-7], or image can act as hosts 
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for secret information. When this procedure is done with images, the secret information is inserted within the 

host image, resulting in a new picture known as a stego image. 

The stego image can be obtained from different methods, classified into two large groups: methods in the 

domain spatial and transform-based methods. The first group covers methods that directly modify pixel values 

in the host image based on the secret image's pixel values. The second group includes methods that use 

transformed to conceal the information in the frequency domain or space-frequency[3, 8-12]. Among the most 

common methods in the domain of space are highlighted the following: 

• LSB (Least Significant Bit) method. Replace some of the bits less significant of a host image pixel 

with bits coming from of the secret image. The number of bits to modify in the host image depends 

on imperceptibility and concealment capacity desired. The higher the number of modified bits, the 

smaller the imperceptibility, but more significant the concealment capacity. Conventionally, LSB-

based schemes are reversible. It is said that the recovered image is the same as the secret image 

original[2, 13, 14]. 

• BPHM method (Block Pixel Hiding Method). Split the host image into N square blocks of equal 

size, where N is similar to the secret image's total number of pixels. A sweep is performed in each 

of the guest image blocks (from left to right and from top to bottom) until a matching, or similar 

pixel is found with the secret image's pixel value to hide, which replaces the pixel, respectively. 

The process continues until all pixels are reached in the secret image (and therefore the totality of 

blocks in the host image). The result of this substitution process generates the stego image and a 

key that records the positions of the pixels where the information was hidden[15-17]. 

• QIM method (Quantization Index Modulation). This method is based on a quantization process to 

hide binary information (0/1). Each pixel in the host image can hide one bit of the image secret. 

The pixels in the host image are quantized according to to a quantization rule and to a pre-defined 

step value (). A quantization rule is used to hide a '0' and another to hide a '1'. In general, the 

quantized pixels will belong to data set [0;∆ ; 2∆; …n∆] wؤhen a '0' is hidden and when set [∆/ 2; 

3 ∆/2; …. n∆ / 2] when a '1' is hidden. The method QIM generates better results in terms of image 

quality recovered with respect to the BPHM method and better imperceptibility of the stego image 

in relation to the LSB and BPHM methods; without However, the maximum concealment capacity 

may be less [2, 9, 10, 13-18]. 

On the other hand, among the transform-based methods, the most common are: 

• DCT (Discrete Cosine Transform). In this case the carrier image is separated into sub-bands with respect 

to their frequency components (high, medium and low frequency) obtaining the DCT coefficients. The 

coefficients whose value does not exceed a given threshold, determine the susceptible locations for the 

insertion of the secret information [12, 19-22]. 

• DWT (Discrete Wavelet Transform). DWT is applied to the image host, obtaining four sub-images or 

sub-bands, corresponding to the approximation, horizontal, vertical and diagonal details of the original 

image. Of these four sub-bands, the one with the lowest frequency (approximation) is the most like the 

original image, while the high frequency sub-bands (detail) only relate information edges, textures, 

among others. For this reason, typically the data secrets are embedded in the host image detail 

coefficients to generate the least possible distortion in the stego image[23]. 

Other alternatives include spread spectrum techniques, methods statistical or adaptive steganography. Although 

transform-based methods may have greater imperceptibility than the methods in the spatial domain, the 

computational cost of the former is greater than that of the latter, both for the stage concealment, as for the 

recovery stage. In this context, proposes an improvement to a method in the spatial domain, specifically to the 

BPHM method, with the aim of increasing the imperceptibility of the stego image and the quality of the 

recovered secret image, without deteriorating the maximum concealment capacity of the original method. 

Expected with the proposed improvement, achieve results similar to those obtained with the QIM method in 

terms of imperceptibility and quality, and improve the maximum QIM concealment capacity. 
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2. Proposed method 

The proposed method is based on the BPHM method, which will be called de hereinafter referred to as IPHM 

(Improved Pixel Hiding Method). As well is part of the methods in the spatial domain based on the modification 

pixel of the guest image. The main differences between the method proposed, IPHM, and the original method, 

BPHM, are: the image data 

secret are hidden in a single band which is selected according to the similarity between the color band of the 

host image and the secret image; the pixel search process is not carried out by blocks but in the entire selected 

band; there is no concealment capacity restriction 

areas of the host image, that is, the modification of pixels within the selected band; a replacement criterion is 

added in case of not finding a pixel in the selected band that is like the pixel of the secret image. 

The stealth and retrieval modules are explained below. 

2.1.  Concealment module 

The objective of this module is to insert a secret image in scale of gray within a color host image, obtaining a 

stego image, which should be as similar as possible to the original host image. The inputs to the module are a 

colour guest image of N1 ×M1× 3 and asecret grayscale image of N2 ×M2. The steps of the module are (see 

Figure 1): 

 
Figure 1. Concealment module 

 

a) The key is initialized with three pieces of information: the total of the rows of the secret image,  the total 

columns of the secret image and the average value of the pixels of the secret image.  

b) Separate the three color bands of the host image and select  the most suitable band for inserting secret 

data. The selection  is based on the correlation criterion between the image histogram  secret and the 

histogram of each of the bands of the host image. The histogram of the band with the highest degree of 

correlation  (similarity) with the histogram of the secret image, will determine the band selected. 

c) The number of the selected band is included in the fourth position of the code in the previous step, like 

this: 1 if the band is red, 2 if it is green and 3 if it is blue. 

d) The search process for a pixel of the selected band is carried out  of the host image that is like the secret 

image pixel a  hide. The criterion of similarity implies that they should not necessarily  the two pixels 

are equal, but a certain margin of error is tolerated. This margin of error is known as the range, so that 

the value of the pixel being searched is between the pixel value of the  secret image the range value. 

e) When the pixel that satisfies the search criteria is found, the  replaced by the pixel value of the secret 

image and saved in the  Key in the absolute position of the modified pixel. For example, if you have  a 
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host image of 100 rows 80 columns and the modified pixel is  find in the second row, seventh column, 

the absolute position of the  pixel making a zigzag sweep from left to right and up  bottom is 87 (80 

positions of the first row plus 7 positions of the  second row). To modifying the pixel only once  selected 

from the host image, this pixel is locked and skipped for future searches. 

f) If no pixels in the host image meet the search criteria,  then the value of 0 is saved in the key. In the 

extraction module  It will explain what value is substituted in the recovered image when the key has a 

0. 

g) Steps d-f are repeated for each pixel in the secret image. At the end of the search process, there is a band 

of the image  host that presents modifications in some of its pixels and two  gangs that did not undergo 

changes in the information concealment process. The total positions of the key are equal to the total 

data of  complementary information (4 values corresponding to N2, M2, average, selected band) plus the 

total pixels of the secret image (N2× M2). 

h) With the band modified and the remaining two unmodified, it is reconstructed. 

The color image which corresponds to the stego image. This picture  together with the password it is transmitted 

by two independent channels to the user authorized. 

 

2.2. Recovery module 

This module allows to extract the secret image contained within the image  stego by means of the secret key. 

The module has as inputs  the stego image of dimensions N1×M1× 3 and the key of (4 + N2 ×M2) elements. 

The steps to recover the secret image are: 

a) Identify the band in which the secret image is contained: the image  stego decomposes into the three 

color bands (R, G, B) and to Next you select the number of the band that was stored in  the key. This 

information was recorded in the fourth position of the  key in the concealment process. 

b) With the information contained in the code, starting from the fifth position, the band pixels of the host 

image that were  modified and containing the secret image information. I know  sweeps in a zigzag from 

left to right and top to bottom to  extract modified pixels. This sweep is done in the same way  than in 

the concealment module, since the value of the positions of  the modified pixels correspond to the 

absolute position within the band. 

c) If the value of 0 is found in the key, it means that the pixel of the  secret image could not be hidden 

within the selected band of the host image. In such a way that, it is assigned to that pixel of the image  

secretes the average of the pixels, which was previously stored in  the key in the third position. This 

average is very similar to the value  expected from the image (the one with the highest probability of 

occurrence), but computationally less costly. 

d) After completing the pixel extraction process, a vector of  N2 ×M2 elements. This vector is resized 

according to the information  contained in the first two positions of the key ((number  rows and columns 

of the secret image). 

A schematic of the recovery module is shown in Figure 2. 

 
Figure 2. Recovery module 
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3. Methodology and results 

For the validation of the proposed method, 10 images were selected from  color (RGB) and 10 grayscale images. 

Image databases  were taken from the website http://www.imageprocessingplace.com/, in particular those 

corresponding to chapter 6 of the Digital Book 

Image Processing, 3rd edition by González and Woods [20] and the images  standard test, offered by that same 

website. Color images  were cropped to 512× 512 pixels and grayscale image  resized to 128 ×128 pixels. The 

pixel ratio of the image host versus the number of pixels in the secret image is 16: 1. 

The test protocol used to validate the three methods under study is as follows: 

a) The first secret image is hidden in each of the host images. The imperceptibility of the generated stego 

images is calculated. 

b) From the stego images and the corresponding keys, we obtain  the secret images recovered. The quality 

of the recovered images. 

c) Steps a and b are repeated for each of the secret images. 

d) At the end of step c, 10 stego images are obtained for each image  secret, that is, a total of 100 stego 

images are obtained for each method. 

For the three methods, the total number of simulations carried out was 300.  BPHM and IPHM worked with a 

range of 20, while the method  QIM with a step of 10. With the 100 simulations per method, we calculate  the 

following evaluation parameters: 

Imperceptibility: your goal is to quantify how different the stego image of the host image and if there are areas 

in which the  distortion is appreciable. The similarity between the images is measured with the  normalized 

correlation coefficient (NC) and distortion by means of the  degree of variation between neighbors (GVD). A 

good stego image is that which has a high NC (the closest to 1) and a low GVD (the closest  to 0). 

To calculate the value of GVD the following equations [9] are used: 

 GN(x, y) =
∑[𝑆(𝑥,𝑦)−𝑠′(𝑥,𝑦)] 2

4
                                                                    (1) 

GN is a matrix that corresponds to the difference in Gray level between the central pixel and its four 

neighbouring pixels. S (x; y) is the evaluated pixel  at the coordinates (x; y) and S0 

(x; y) are the four neighbours of the central pixel, neighbours being understood as the right pixel, the left pixel, 

the pixel upper and lower pixel. 

The total of GN values in an image of size N ×M is  (N2) (M2), since the first and last are excluded from the 

calculation  column, and the first and last row of the image.  Subsequently, the average difference in gray level 

is calculated, 

given by the equation: 

𝐴𝐺 = ∑ ∑ 𝐺𝑁(𝑥, 𝑦)
𝑗−1
𝑦=2

𝑖−1
𝑥=2                                                                      (2) 

Where AG is a scalar. 

To obtain the overall distortion level between the stego image and the  host image, the GVD between them is 

calculated by means of the equation: 

𝐺𝑉𝐷 =
𝐴𝐺′−𝐴𝐺

𝐴𝐺′+𝐴𝐺
                                                                                  (3) 

Being AG the average value of the stego image and AG the average value of the host image. GVD is a scalar. It 

is highlighted that if the image stego was the same as the host image, the value of GVD would be 0, and as the 

stego image becomes more distorted, the value of GVD becomes moves away from 0. 

Recovered Secret Image Quality - In Recovery Module  

how similar is the recovered image in relation to the  original secret image and how much data was lost in the 

process. The  similarity is measured through the normalized correlation coefficient (NC)  between the original 

secret image and the host image, and the amount of data  that are lost in the process is measured through the 

BER (Bit Error Rate). The BER quantizes the number of erroneous bits in the recovered image. 

It is conventionally expressed as a percentage value. 

http://www.imageprocessingplace.com/
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Figure 3. Example 1. (a) - (d) Host image and stego images. (e) - (h) Image  secret and recovered images 

3.1.  Preliminary results 

In order to illustrate the performance of the proposed system, Figures 3 and  4 show the results of each of the 

three methods, along with the  corresponding quality indices.  In Figure 3, the QIM method obtained NC = 

0.9994, GVD = 0.3064 in  the stego image and NC = 1, BER = 0% in the recovered image. For his  On the other 

hand, the IPHM method obtained similar results, with NC = 0.9991, GVD = 0.0277 in the stego image and NC 

= 1, BER = 0.03% for the recovered image.  Finally, the BPHM method obtained the following results,  for the 

stego image NC = 0.9999, GVD = 0.02 and for the recovered image NC = 0.5047, BER = 31.78%. 

 
Figure 4. Example 2. (a) - (d) Host image and stego images. (e) - (h) Image  secret and recovered images 

 

In Figure 4, the results are very similar and were as follows: 

test: QIM: Stego image (NC = 0.9987, GVD = 0.4895) and recovered image (NC = 1, BER = 0%). For IPHM, 

the image stego (NC = 0.9981, GVD = 0.0570) and in the recovered image (NC = 0.9999, BER = 0.13%). In 

BPHM, the stego image obtained (NC = 0.9997, GVD = 0.0014) and the image recovered (NC = 0.5998, BER 

= 32.92%). 
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According to the results of Figures 3 and 4, it can be corroborated that  all three methods has a high 

imperceptibility value, but only  QIM and IPHM allow to recover the secret image in large part or in its  whole. 

It is important to note that the BPHM method does not guarantee  the hiding of all the pixels of the secret image, 

and consequently,  the recovered image may be incomplete. 

 3.2 Consolidated results in terms of imperceptibility 

For each of the methods used in the validation phase,100 stego images, which are compared against host images  

original, using the parameters NC and GVD. Figures 5 (a) and 5 (b)  present the consolidated results by means 

of graphs of rank of  trust. In these graphs, each “box” contains 95% of the results  by method. 

 
(a) NC between host image and stego image 

 
(b) GVD between host image and stego image. 

 

Figure 5: Consolidated imperceptibility: NC and GVD.  

According to the results obtained, in the three methods the values of  similarity are above 0.998 and distortion 

is very low. The method with less distortion is BPHM and the values for QIM and IPHM are very Similar. 

3.3. Consolidated results in terms of quality of the recovered image 

To measure the quality of the recovered image, the parameters  from NC and BER. The image with the best 

quality is the one with an NC  high (closest to 1) and very low BER (closest to 0%). Of  Again, confidence charts 

are used to show the range in which they locate 95% of the results, for each of the evaluated methods. Figure 6 

presents the consolidated in terms of NC. According to  the results, the quality of the image recovered with the 

proposed method. 
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IPHM is very high as with the QIM method. The quality of the method BPHM is low. 

 
Figure 6. Consolidated quality in terms of NC 

 

Figure 7 presents the consolidated in terms of BER. Both in the  QIM methods as in IPHM, the BER value is less 

than 5%, while that with the BPHM method values close to 40% are obtained. 

 
Figure 7. Consolidated quality 

 

Figure 7. Consolidated quality: in terms of BER by analyzing the imperceptibility and quality results together 

From the recovered image, it can be concluded that the BPHM method generates  less distortion in the stego 

image because it is the method that hides fewer pixels in the secret image. That is, the BPHM method does not 

guarantee that all secret information is hidden and therefore that  can be retrieved by the authorized user. On the 

other hand, the distortion  in the stego image and the quality in the recovered image are very similar  between the 

QIM and IPHM methods, fulfilling the objective of the present  investigation. 

 

3.4. Advantages of IPHM over QIM 

According to the imperceptibility and quality results, the performance  of the QIM and IPHM methods is very 

similar and superior to that of the BPHM. This section discusses the advantage of the IPHM method over QIM 

in the third evaluation parameter of a steganography scheme: the  concealment ability. 

From various tests carried out with IPHM, it was found that the  minimum size ratio between host image and 

secret image is 4: 1, that is, for every 4 pixels of the selected band of the  Host image can hide a pixel from the 

secret image. With the above relationship, suppose you want to hide a secret color image 24-bit within a 24-bit 

color guest image, so  that in each band of the secret image a band of the image is hidden in color (keeping the 

4: 1 ratio). In this way, in IPHM the capacity  total concealment is 1 pixel of the secret image for every 4 pixels  

of the host image, that is, a hiding capacity of 25%.  On the other hand, in the QIM method a single bit of the 

image can be hidden  secret in each pixel of the host image, i.e. to hide one pixel  8 pixels of the host image are 

required from the secret image, and therefore both its concealment capacity is 12.5%. 

When comparing the previous results, it is concluded that the maximum capacity  concealment of the IPHM 

method is twice the maximum capacity  concealment of the QIM method, or in other words, that with the  IPHM 

method can hide a secret image twice the size of the image that is hidden in QIM [25-26]. 
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Steganography based on Internet of Things (IoT) and cloud computing [27-29], are feasible future trends to 

develop this study in terms of security and communication. 

4. Conclusions 

This research describes the IPHM method, which raises a  upgrade to one of the image-scale steganography 

methods  Gray on colour images, known as the BPHM method. The best  performed to the method were based 

on the following conditions: selection of  the band that hides the secret image according to a similarity criterion  

histograms, global search, and replacement criteria in the data that  they cannot be hidden. Although the proposed 

method is not completely  reversible, the amount of information lost is less than 5%, which  allows to recover 

the secret image with a high similarity with respect to the  original secret image. In terms of imperceptibility, 

results are obtained  like those obtained with one of the most widely used methods in  steganography of images 

in images, the QIM method. Further, the proposed method allows a greater concealment capacity than  the QIM 

method, consolidating itself as a solution that allows a good  balance between the three design criteria of a 

steganography scheme:  imperceptibility, quality of retrieved information and capacity  concealment. 
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