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Abstract: The topic of information security of public administration, and, in particular, 

of public authorities, is relevant all over the world. Modern public administration 

becomes vulnerable without ensuring an adequate level of information security on a 

par with the level of military equipment. The article shows that the high rates of the 

formation of the global information space and the informatization of all spheres of 

society's life have created the prerequisites for the intensive use of the information 

sphere for the implementation of public administration, and at the same time for the 

emergence of new threats to the information security of states. The steady growth of 

these threats necessitates the improvement of doctrinal approaches to ensuring national 

security in the information sphere, in particular, in the field of legal support. 

Generalization of the practice of creating a system of legal regulation of information 

security and scientific and practical research of the problems arising in this area 

showed numerous shortcomings associated with the lack of sufficient theoretical 

foundations of legal support for information security. 

 

Keywords:  Cyber threat, European Union, Information security, Public authorities, 

Ukraine. 

 

 

1 Introduction 

 

One of the most important factors determining the development 

of modern society is the ongoing information revolution, thanks 

to which the possibilities of realizing the human right to freedom 

of information activity have significantly expanded. New social 

relations are emerging, the objects of which are information and 

information infrastructure, and, as a consequence, conditions 

arise for the transition of society to a new, post-industrial phase 

of its development, often called the information society. 

There have been qualitative changes in the content of national 

interests, which are largely associated with the active 

participation of Ukraine in the formation of the information 

society, with the development of modern information 

technologies and their use to ensure sustainable economic 

growth, increase public welfare, maintain national harmony, 

strengthen democracy and stability. The protection of these 

interests from threats increasingly determines the content of 

national and international information security. 

In the face of global challenges, the main strategic national 

resource that determines the economic and defense power of the 

state is information and information technology, on which all 

spheres of life of Ukrainian society depend decisively: 

production and management, defense and energy, transport and 

communications, banking and finance, science, education, and 

many others [1-7]. At the same time, insufficient security of 

information resources leads to the leakage of the most important 

political, economic, scientific, and military information. 

 

2 Literature Review 

 

The need to improve the organization of the work of executive 

authorities to implement the main directions of domestic and 

foreign policy of the state, the steady increase in the needs of 

government bodies for objective, reliable and timely information 

about the real state of affairs in a particular industry, sector of 

the economy, region, city, enterprise, determines updating the 

processes of informatization in the field of public administration 

[22-24]. 

The urgency of the problem of ensuring the security of 

information in the structures of executive authorities is due, in 

addition, to the need to make effective, adequate to political 

tasks, management decisions. First, we note that dependence on 

information and information technology is becoming one of the 

qualitative conditions of the emerging society [9-13, 16, 35]. 

Possession of timely, accurate, reliable data is an extremely 

important factor in the effectiveness of managerial decision-

making both at the state level and at the level of regions. 

Information becomes a strategic value of both the state and any 

administrative structure in the system of political administration. 

Ultimately, the quality of functioning and security of the 

information sphere, as well as the state of legal regulation of 

relations in this area, determine the level of development of the 

state. As a strategic resource, information requires a special state 

attitude, not only in terms of its development and accumulation, 

but also protection. 

Provision of information security is associated with issues of 

ensuring the technological security of the country. It is also of 

significant interest to consider the problem of the correlation 

between the capabilities of protective equipment and means of 

unauthorized collection, processing and access to information 

resources, the availability of protocols for the interaction of users 

and information, taking into account the degree of its importance 

and secrecy, the state of the socio-economic and socio-political 

situation in the country and its subjects [26-28]. All this taken 

together, as well as the scientific search for comprehensive 

measures, means and methods for improving the information 

security system of political structures, increasing the 

management potential, mainly of national and regional executive 

authorities, determines a high degree of relevance of the study. 

The development of the concept of an information security 

system for public authorities is aimed at increasing the efficiency 

of public authorities, protecting the interests of Ukraine, as well 

as protecting public authorities from unauthorized access to 

available information resources. 

At the same time, information security of public authorities will 

contribute to the achievement of the following results [8, 46]: 

 An increase in citizens' confidence in electronic services, 

which are provided on the portals of state bodies of 

Ukraine; 

 Strengthening state guarantees of privacy when using 

information and telecommunication technologies; 

 Strengthening cooperation between civil society, business 

and the state in various fields (including the use of 

electronic technologies); 

 Information support of citizens' participation in state 

governance; 

 Development and implementation of information 

technologies in government bodies; development of 

communication services and information processing 

provided to citizens and organizations; ensuring the 

protection of national interests in the information sphere 

from internal and external threats. 

 

It should be noted that the formation of the information security 

system of public authorities in Ukraine should be based on the 

international experience of other countries, and, therefore, a 

comparative analysis of the situation in the field of legal support 

of information security of public authorities in Ukraine and the 

European Union, the appropriate experience and best practices 

seems to be highly relevant. 

 

3 Materials and Methods  

 

Informatization in all spheres of activity in Ukraine on the basis 

of the wide use of software and hardware of foreign production, 

in the absence of a unified centralized methodology for building 

departmental and territorial information and communication 
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systems, led to the uncontrolled creation and duplication of 

information resources, the emergence of many hard-to-detect 

access points to them [30-33]. These circumstances, in the 

conditions of well-developed technical means of reconnaissance 

and wide opportunities for their practical official use, as well as 

the low quality of existing means of protection, led to the 

emergence of a wide range of threats, the formation of 

unconventional technical and other channels of information 

leakage, as well as methods of unauthorized access to it. 

Some implications of historical and comparative methods are 

used. The theoretical basis of the research is represented by the 

general theory of national security, information theory, security 

theory, theoretical developments of domestic and foreign 

scientists in the field of information, information technology and 

information security. 

The methodological basis of the study is a system of both 

general scientific and special research methods of socio-political, 

legal and other humanitarian problems. 

4 Results  

 

According to the Doctrine of Information Security of Ukraine 

(hereinafter – the Doctrine), information security is an 

independent sphere of ensuring the national security of Ukraine 

and at the same time an integral component of each of its 

spheres. The main goal of the Doctrine is to create a developed 

national information space in Ukraine and protect its information 

sovereignty. 

Recently, the term “cyber warfare” has been appearing 

increasingly more often in the national information space. The 

confrontation in the Internet space is becoming a constant 

companion of other, “earthly” hotbeds of tension [36, 37, 50]. 

The weak relevance of the defense doctrine, as well as the lack 

of real steps to implement the doctrine of information security of 

Ukraine, make the state vulnerable to cyber threats. Despite the 

presence of appropriate units to counteract them in individual 

law enforcement agencies, objective factors are gradually 

shaping private and public initiative in this area. 

With the development of the Internet of Things, according to 

futurological research by Cisco Systems, we will gradually move 

to the Internet of Everything   the inclusion of people, processes, 

data and things in a single network. In practice, this will mean 

dependence on the Network of all spheres of human life. A 

threat in such a network can be a direct threat to both a specific 

individual and groups of people. So far, cybercriminals are 

trying to ‘solve’ this problem with the help of existing cyberwar 

technologies, the main purpose of which is to disable the 

computer systems of government bodies and critical 

infrastructure facilities [25, 29]. 

Within the framework of the list of threats in modern cyberwar, 

which does not claim to be complete and consistent, the 

following can be distinguished [42]: 

 Vandalism in relation to information resources with the 

aim of misinforming the audience and discrediting, incl. 

public authorities; 

 Propaganda using fictitious social media accounts and 

news resources; 

 Hacking of information systems and accounts in public 

services in order to steal sensitive information (both 

personal data and data from state information resources); 

 Denial of Service (DoS/DDoS) attacks on public resources, 

in particular news sites, government portals, payment 

systems, telecommunications infrastructure nodes; 

 Targeted attacks aimed at disabling information systems of 

critical infrastructure facilities and, as a result, disrupting 

their operation (energy facilities, housing and communal 

services, oil and gas pipelines, etc.). 

 

Most of the threats are not new for Ukraine; they are being 

fought with varying degrees of effectiveness. However, one 

thing is clear: there is no unified policy to counteract them at the 

state level. 

A natural question arises: how has the protection of state 

information resources been carried out so far? The only 

mechanism for ensuring their security, determined by the 

domestic regulatory and legal framework, is an integrated 

information protection system (hereinafter referred to as IIPS)   

an interconnected set of organizational and engineering 

measures, means and methods of information protection. 

The criteria for assessing the security of information and 

telecommunication systems, as well as other fundamental 

regulatory documents in this area, date back to the end of the 

90s. It is quite natural that the typical models of threats 

developed within the framework of such IIPS are not even close 

to the ones listed above. IIPS is increasingly becoming the 

product of some kind of creative work of the developer, directly 

dependent on the skill of the latter. After all, while the 

requirements for the design of a set of accompanying 

documentation are more or less defined (is it worth mentioning 

that often “paper” work makes up the lion's share of the work on 

the creation of IIPS), the physical content in the form of various 

means of protection, not to mention their configuration and 

setting, often remains behind the scenes [40, 41, 47, 48]. A 

separate, but no less important point is the maintenance of such 

systems, and again we are faced with problems, both personnel 

and qualifications. As a result, well-documented IIPS, with clear 

and detailed instructions, effective and adequate software and 

hardware protection, functioning along with the personnel as a 

truly complex and unified system, are now rare. At the same 

time, certificates of compliance with the requirements of the 

technical protection system of information are multiplying, since 

the process of state examination of the IIPS is in many ways not 

devoid of formality. 

The organization of response to computer incidents, supported 

by an up-to-date legal framework, also deserves special 

attention. Of course, at the first stage, both qualitatively different 

financing of this activity and close interaction between the 

regulator, law enforcement agencies, public and commercial 

organizations will be required, however, everybody must 

understand the need to form a new defense strategy both in terms 

of general and cybersecurity. 

 

5 Discussion 

 

Cybersecurity issues are extremely relevant for Ukraine, but 

measures to counter challenges and threats in this area are at an 

early stage and are not comprehensive. 

In June 2017, within one day, the “Ransom: Win32/Petya” 

computer virus attacked the private and public sectors of the 

Ukrainian economy, in particular banks, airports, the state 

railway company, television companies, telecommunications 

companies, large chain supermarkets, energy companies, state 

fiscal services, public authorities and local self-government 

bodies, etc. The virus also affected private and public entities of 

other states, but experts in this field agree that Ukraine has 

suffered the most [14]. 

The current version of the legislation introduces important basic 

concepts in the field of cyber security and cyber security and 

defines the rights and obligations of government agencies 

regarding cyber security. However, the analysis of its text shows 

that many provisions are of a declarative nature, it is overloaded 

with provisions that deal with intentions and principles, which is 

inappropriate for the law. 

Moreover, the project duplicates the provisions of the 

Cybersecurity Strategy of Ukraine, approved by the Decree of 

the President of Ukraine dated March 15, 2016 No. 96. 

Even in the opinion of the Main Legal Department of the 

Verkhovna Rada of Ukraine, it is necessary to finalize the 

conceptual apparatus of the law, since the introduction of new 

terminology into the legal field should be carried out in a 
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comprehensive manner and be consistent with the existing one. 

Indeed, the proposed definitions of terms are too complex, since 

their formulation is carried out using words, expressions and 

terms, the meaning of which is no more clear or known than the 

term itself. 

With regard to the definition of the functions and powers of 

public authorities in the field of cyber defense, the law provides 

for the following distribution of scope, tasks and responsibilities 

[29, 34, 38]: 

1. The State Service for Special Communications and 

Information Protection of Ukraine will provide cyber protection 

of critical information infrastructure facilities; coordinate the 

activities of other cybersecurity actors; ensure the creation and 

operation of the national telecommunications network; prevent, 

detect and respond to cyber incidents and cyberattacks and 

eliminate their consequences; inform about cyber threats and 

methods of protection against them; provide information security 

audit at critical infrastructure facilities, establish requirements 

for information security auditors, determine the procedure for 

their certification and recertification. The State Special 

Communications Service retains control over the observance of 

legislation in the field of information protection, the conduct of 

state inspection in this area in accordance with the Law on the 

Protection of Information in Information and 

Telecommunication Systems, in force today. This law also 

provides for the creation of the State Cyber Defense Center. 

2. Subordinate to the State Special Communications Service, the 

Governmental Team of Response to Computer Emergency 

Events of Ukraine CERT-UA is intended to analyze data on 

cyber incidents and maintain their register; help prevent, detect 

and eliminate the consequences of cyber incidents; organize and 

conduct seminars on cyber defense; prepare and post on its 

website recommendations on countering cyber attacks and cyber 

threats; process information about cyber incidents; assist state 

bodies, local self-government bodies, military formations, 

enterprises, institutions and organizations, regardless of the form 

of ownership, as well as citizens of Ukraine in resolving issues 

of cyber protection and countering cyber threats. For these 

purposes, as the legislator plans, CERT-UA, will interact with 

law enforcement agencies, timely informing them about cyber 

attacks; with foreign and international organizations on cyber 

incident response; with Ukrainian teams of response to computer 

emergency events, as well as other entities, regardless of their 

form of ownership, carrying out activities to ensure the security 

of cyberspace. 

Specialists of the Situation Center for Cybersecurity of the 

national security body in June of this year stopped and 

neutralized 76 cyber attacks on the information systems of 

public authorities [14]. Even under such conditions, 

comprehensive scientific research in the field of the theory of 

legal regulation of relations related to information security in 

Ukraine has not yet been carried out. 

Meanwhile, an analysis of the experience of legal regulation of 

relations in the field of countering threats to the security of 

national interests in the information sphere shows that a correct 

understanding of the nature of these relations and the patterns of 

using methods of legal influence on them is possible only on the 

basis of a theoretical understanding of the entire problem area 

and all legislation governing actions through which threats are 

manifested. 

Without this, the authorized state bodies are unable to correctly 

determine the priority areas of legislative activity. Taking into 

account the terminological richness of the regulatory framework 

governing the relations under consideration, and its importance 

for identifying events associated with the manifestation of 

information security threats, it became necessary to 

comprehensively assess this activity, define a number of 

important concepts related to the subject of legal regulation, and 

create a scientifically grounded system of such concepts [44, 45]. 

The multidimensionality of the country's interests in the 

information sphere, the significant variability of the 

manifestations of threats and the variety of mechanisms of legal 

regulation of the relations arising in this connection require the 

development of special approaches to the study of the problem 

[52-56]. It seems that the solution of issues arising in this area is 

possible on the basis of the theory of legal support of 

information security, as well as analysis of best practices and 

benchmarking. The examples of the EU countries are the best 

targets for this, due to some similarity of legal approaches and 

existing threats, respectively. 

In the legal doctrine of the European Union (as well as the 

United States), the definition of “information security” is carried 

out through the enumeration of specific elements of the 

information sphere, which it is aimed at protecting, and is linked 

to the legal principles of confidentiality, integrity and 

accessibility of information and information systems [14, 19, 

49]. The implementation of these principles makes it possible to 

ensure a balance of interests of various participants in legal 

relations, thus acting as a guarantee of human rights in the field 

of information security. 

Subject to the principle of confidentiality, familiarization with 

confidential information, its processing and presentation of a 

request for its provision are allowed only for a person who has 

the right to access such information. The role of the 

confidentiality principle is to prevent harm that can be caused to 

public relations as a result of the unlawful provision and 

dissemination of information kept secret due to its importance 

for the safety of an individual, society or state. This principle 

corresponds to a kind of right to “conceal” information, i.e., keep 

it secret, restrict third party access to it, control its intended use 

[21]. 

The domestic legal literature also uses the definition of 

“information safety” through the state of security of the 

information sphere, in which it is impossible to implement 

known threats in relation to its constituent elements [39]. In this 

case, the concept of “information safety” is considered as a more 

general category in relation to the concept of “information 

security’, in which the emphasis is on a set of measures and 

actions aimed at ensuring the security of information [15, 17]. In 

this case, we are talking about the state of information security, 

and not the interests of the individual, society and the state. 

In mid-December 2020, the European Commission presented a 

new EU Cybersecurity Strategy, which aims to strengthen 

Europe's collective resilience to cyber threats. The 

implementation of these principles allows ensuring a balance of 

interests of various participants in legal relations, thus acting as a 

guarantee of human rights in the field of information security 

and ensure that all citizens and businesses can make full use of 

reliable and trustworthy services and digital tools. The strategy is 

intended to lay down new principles for the development of the 

cybersecurity sector for the next decade. 

The strategy will also enable the EU to set international 

cybersecurity norms and standards and strengthen cooperation 

with partners around the world to promote an open, stable and 

secure cyberspace. The European Commission has also made 

proposals to improve the cybersecurity of critical physical 

objects and networks, including the protection of infrastructures 

that may be subject to cyber attacks, such as transport, energy, 

health care, the financial system and many other sectors [43]. 

Thus, the Strategy aims to address current and future online and 

offline risks, from cyberattacks to cybercrime or natural 

disasters. 

The European Commission also proposed the creation of an EU 

cybersecurity operations department to coordinate the actions of 

all countries of the community, deploy a network of operations 

centers in the EU using AI for early detection and counteraction 

of cyber attacks, and develop new integrated principles for 

protecting the entire infrastructure of the EU countries. 

Primarily, the new cybersecurity strategy aims to protect the 

global and open Internet, but at the same time offers guarantees 

not only to ensure security, but also to protect European values 
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and fundamental rights of everyone through regulatory, 

investment and policy initiatives [20]. 

In public law relations, specialized state information systems are 

increasingly used, for the full functioning of which it is 

necessary to expand the powers of authorities in the field of 

processing various types of personal information in an 

automated mode. These processes, along with measures taken to 

ensure national security, lead to the formation in legislation of 

restrictions on the right to privacy. At the same time, the 

prevention of illegal interference in private life and abuse by the 

authorities is becoming one of the priority areas for ensuring the 

information security of an individual. 

Currently, the document of interest is a proposal for a Directive 

of the European Parliament and of the council concerning 

measures to ensure a high common level of network and 

information security across the Union, submitted by the 

European Commission in February 2013. The directive defines 

the main goal of harmonizing approaches to information security 

in the EU member states. The directive contains requirements for 

private companies to provide information on information 

security incidents. The number of companies includes operators 

of critical infrastructure in the field of energy, transport, 

financial industry, healthcare companies providing Internet 

services. Annex 2 of the Directive includes in the range of 

regulated entities operators of critical infrastructure facilities   

organizations whose activities in the EU are defined by the term 

“information society services”: e-commerce platforms; 

companies providing access to Internet payment systems; social 

networks; search engines; companies working in the field of 

cloud computing; application stores. In October 2014, when the 

draft directive was before the EU Council, the draft directive 

included Internet traffic exchange points, domain name registrars 

and web hosting companies [51]. 

It is expedient to note that the development of legal regulation 

and the harmonization of relevant standards for ensuring 

information security, including the security of information 

technology, in the countries of the European Union began to 

develop much earlier than in Ukraine, therefore it has a fairly 

systemic and thorough character. In addition, the regulation of 

information security in the EU is clearer and more structured: 

first of all, the basic concepts and categories are clearly defined, 

a list of relevant threats to information security has been 

presented, for example, personal data of an individual, and the 

like. German legislation is characterized by a detailed 

development of a system of various types of information with 

limited access, clear formulations of their definitions in federal 

legislation. In particular, according to the Law “On Security 

Verification”, the system of classified information includes state 

secrets (information marked “top secret” and “secret”) and 

departmental secrets (information marked “confidential” and 

“for official use”), which, unlike other types of secrets 

concerning the confidential sphere of individuals, is due to the 

interests of the external security of the state. Confidential 

information is considered especially important and subject to 

special protection. The leading role in ensuring information 

security in Germany is played by the Federal Information 

Security Service (BSI).  

According to the Law on the Federal Office for Information 

Systems Security, BSI collects and evaluates information 

regarding cybersecurity threats of the state, detects new types of 

cyber attacks, and analyzes appropriate countermeasures [43]. 

Also, BSI, in cooperation with NATO and the EU, is responsible 

for the following functions: risk assessment of the introduction 

of information technologies; development of criteria, methods 

and test tools for assessing the degree of security of national 

telecommunication systems; checking the degree of security of 

information systems and issuing appropriate certificates; 

issuance of permits for the implementation of information 

systems in important state facilities; implementation of special 

security measures for information exchange; propaganda of the 

need to ensure information security. 

As we can see from the above, in order to achieve the goal of 

ensuring information security in any sphere of public life, a clear 

and well-coordinated functioning of the subject of ensuring such 

security, which is endowed with exclusively specialized powers, 

is necessary. It is a specialized body (department, institution, 

enterprise) that can most effectively observe information 

security, since it accumulates special experience, improves the 

educational, technical, material, practical basis, as well as the 

result from interaction with other subjects of legal relations in 

the state and subjects of international law. Also, using the 

example of Germany, it is clearly possible to determine that the 

proper basis for the further effective functioning of the 

administrative and legal mechanism for ensuring information 

security in the state is, first of all, effective and high-quality legal 

regulation.  

In Poland, the national information policy is focused on building 

a free open society, introducing the concept of free cross-border 

circulation of information, ensuring human rights. The 

Homeland Security Agency (ABW) plays a key role in ensuring 

cyber security. In 2013, ABW developed the Polish 

Cybersecurity Strategy and initiated the creation of the 

Cryptology Center under the Ministry of National Defense, 

which is tasked with information security, cyber defense and 

offensive cyber operations [17]. ABW has also established a 

Government Computer Incident Response Team (CERT) [15], 

whose main task is to ensure and develop the capabilities of 

government agencies to protect against cyber threats, in 

particular, from attacks on infrastructure consisting of IT 

systems and computer networks, or destruction which can 

significantly threaten the life and health of people, national 

wealth [20]. Civil society is actively involved in ensuring 

information security in Poland. An important trend that can and 

should be borrowed from Poland in the context of ensuring 

information security is the active involvement of non-state actors 

in this process, especially members of civil society. It is positive 

and common with the experience of other leading countries that 

information security is ensured by adopting, first of all, a key 

strategic document that guides the activities of all subjects of 

information security, determines the key areas of these activities 

and the tasks set for the information security mechanism. 

6 Conclusion 

 

The interests of the state in the information sphere are to create 

conditions for the harmonious development of the Ukrainian 

information infrastructure, for the implementation of 

constitutional rights and freedoms of man and citizen in the field 

of obtaining information and using it in order to ensure the 

inviolability of the constitutional system, sovereignty and 

territorial integrity of Ukraine, political, economic and social 

stability, in the unconditional provision of law and order, the 

development of equal and mutually beneficial international 

cooperation. 

Thus, information security of a country is a state of protection 

from internal and external threats to national interests in the 

information sphere, which is determined by a set of balanced 

needs in ensuring the sustainable development of the individual, 

society and the state [18]. 

The information security of Ukraine is inextricably linked with 

the information security of the state bodies of the country, and 

namely the state authorities represent the force for ensuring the 

information security of Ukraine, using technological, legal, and 

organizational means. 
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