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ABSTRACT

Cryptographic ciphers depend on how quickly the key affects the output of the
ciphers (ciphertext). Keys are traditionally generated from small size input (seed) to a
bigger size random key(s). Key scheduling algorithm (KSA) is the mechanism that
generates and schedules all sub-keys for each round of encryption. Researches have
suggested that sub-keys should be generated separately to avoid related-key attack.
Similarly, the key space should be disproportionately large to resist any attack on the
secret key. To archive that, some algorithms adopt the use of matrixes such as
quasigroup, Hybrid cubes and substitution box (S-box) to generate the encryption
keys. Quasigroup has other algebraic property called “Isotophism”, which literally
means Different quasigroups that has the same order of elements but different
arrangements can be generated from the existing one. This research proposed a
Dynamic Key Scheduling Algorithm (KSA) using isotope of a quasigroup as the
dynamic substitution table. A method of generating isotope from a non-associative
quasigroup using one permutation with full inheritance is achieved. The generic
quasigroup string transformation has been analyzed and it is found to be vulnerable
to ciphertext only attack which eventually led to the proposal of a new quasigroup
string transformation in this research to assess its strength as it has never been
analyzed nor properly implemented before. Based on the dynamic shapeless
quasigroup and the proposed new string transformation, a Dynamic Key Scheduling
Algorithm (DKSA) is developed. To validate the findings, non-associativity of the
generated isotopes has been tested and the generated isotopes appeared to be non-
associative. Furthermore, the proposed KSA algorithm has been validated using the
randomness test proposed and recommended by NIST, avalanche test and has
achieved remarkable result of 94%, brute force and correlation assessment test with -
0.000449 correlations. It was fully implemented in a modified Rijndael block cipher to

validate it performance and it has produced a remarkable result of 3.35332 entropy.
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ABSTRAK

Cipher kriptografi bergantung kepada kepantasan kunci yang mempengaruhi
pengeluaran cipher (ciphertext). Kekunci dihasilkan secara tradisional daripada input
yang bersaiz kecil kepada bersaiz besar secara rawaknya. Algoritma penjadualan
utama Key Scheduling Algorithm (KSA) adalah mekanisme yang menjana dan
menjadualkan semua sub-kunci untuk setiap pusingan penyulitan. Penyelidik telah
disarankan bahawa sub-kunci perlu dijana secara berasingan untuk mengelakkan
serangan dari kunci yang berkaitan. Begitu juga dengan ruang kekunci seharusnya
besar untuk menentang sebarang serangan terhadap kunci rahsia. Untuk
mencapainya, beberapa algoritma perlu mengamalkan matriks seperti Quasigroup,
kiub Hibrid dan kotak penggantian substitution box (S-box) untuk menghasilkan
kunci penyulitan. Quasigroup mempunyai beberapa algebra lain yang dipanggil
&quot;lsotophism&quot;, yang secara literal bermaksud Quasigroup yang berbeza
dan mempunyai susunan elemen yang sama tetapi pengaturan yang berbeza dapat
dihasilkan dari yang ada. Kajian ini mencadangkan Algoritma Penjadualan Kunci
Dinamik (Dynamic Key Scheduling Algorithm (KSA)) menggunakan Isotop dari
Quasigroup sebagai jadual penggantian dinamik. Satu kaedah untuk menghasilkan
Isotop dari Quasigroup bukan sekutu adalah dengan mengunakan satu permutasi
dengan warisan yang penuh pecapaian. Transformasi dari Quasigroup generik telah
dianalisi dan didapati terdedah terhadap serangan ciphertext yang akhirnya
membawa kepada cadangan transformasi rentetan Quasigroup baru dalam kajian ini
untuk menilai kekuatannya kerana ia tidak pernah dianalisis atau dilaksanakan
dengan baik sebelum ini. Berdasarkan Quasigroup yang tidak berbentuk dinamik dan
transformasi rentetan baru yang dicadangkan, Algoritma Penjadualan Kunci Dinamik
telah dibangunkan. Untuk mengesahkan penemuan, bukan bersekutu Isotop yang
dihasilkan telah diuji dan Isotop yang dihasilkan kelihatan tidak bersekutu. Selain itu,
algoritma KSA yang dicadangkan disahkan menggunakan ujian Randomness yang

dicadangkan dan disyorkan oleh ujian NIST, ujian Avalanche dan telah mencapai
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hasil sebanyak 94%, ujian Brute Force dan ujian penilaian korelasi dengan -0.000449
korelasi. la telah dilaksanakan sepenuhnya dalam cipher block Rijndael yang telah
diubah suai untuk mengesahkan prestasi dan menghasilkan hasil yang luar biasa iaitu
entropi 3.35332.
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CHAPTER 1

INTRODUCTION

1.1  Background

Networking has become a very important aspect of every one’s life if the rate of
Internet usage is considered. Information is usually being sent through the Internet
and sometimes shares classified data (Campbell, 2016). Some of those classified
information contains account numbers, meeting venue, addresses, and other crucial
information that need confidentiality. Likewise the information may contain some
banks and academic related documents that require some privacy. In most cases,
senders of those messages are not really concern about the security of the
communication channels (Abu-salma et al., 2017). Malicious individuals could tap
into the unsecured channel of the communication illegitimately, to make illegal use
of the resources (compromises confidentiality) or to temper (compromises
availability and integrity) with the data (Conti et al., 2017).

To secure the reliability of the communication channel, restriction methods
can be applied on the channels so that only the original sender and intended receiver
can unlock and decode the message. However, user might like to make sure that the
message at the destination is the same as the original from the source, which means
to ensure the integrity of the message (Agrawal, Chang, & Sanadhya, 2015). In this
case, some sort of pad lock has to be applied to lock the data. This could not only be
done on a physical surface, can also be applied on logical or digital data as well, but
only with the help of some mathematical and algebraic algorithms called
cryptography. However, the idea of locking of messages such that any individual

with the key can access the message is called cryptography.
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The word cryptography came from Greek word “kryptos” and “graphein” which
means hidden and writing respectively (Sharma et al., 2012), this means converting a
written message (plain text) into unreadable form (cipher text) to prevent its
confidentiality (Jamel, Herawan & Deris, 2010). It is also the art and science of
using mathematics and logics to prepare a coded or protected communication that
can only be understood by the sender and intended recipient (Sharma et al., 2012).
The sender encrypts the message using a key such that the receiver needs to possess
the key in order to decrypt the message into its original readable form.
Cryptographic algorithms are categorized into two categories, stream ciphers and
block ciphers. Graphical representation of the categories can be visualized in Figure
1.1.

Block Cipher

It encrypts Bit By Bit

Example: AES, HiSea,

Example: RC4, Trivium, Blowfish, RC5, RC6
Scream, Rabbit
Symmetric key
encryption
One Key: Secret key Two keys: Public and Private Key

Figure 1.1: Encryption System

There are two criteria to logically use the cryptographic key, symmetric (secret key)
and Asymmetric (two keys, public and private) key cryptography (Gaurav, Pal &
Dilbahar, 2013) as shown in Figure 1.1, while Figure 1.2 visually described the
symmetric key encryption technique.

Encryption started with simple pen-and-paper methods based on letter
substitutions. Then it further evolved into special machines built to encrypt
messages. Today we have moved away from the more physical methods, and the
focus is on digital encryption that can only be done using computers (Gaurav et al.,



3

2013). With the help of secured cryptographic algorithms, two people can
communicate with each other securely (Jamel & Deris, 2011). Eavesdropper could
find it difficult to intercept or eavesdrops the message. It further moves to ensure

message integrity, authentication and digital signature.

Q

—_—

- Plaintext | Ciphertext | Plaintext
3 > S

Sender Encrypt Decrypt Recipient

Sama kKey s used 1o encrypt
and decrypt message

\ e
o)

Shared Secrat Key

Figure 1.2: Symmetric Key Encryption

Nowadays recipient of a message can check if the message sent was not modified by
the interceptor or eavesdropper and the message he received was the actual message
from the original source (Rogaway & Shrimpton, 2004).

Encryption techniques can be divided into two classes: traditional encryption
techniques and modern encryption techniques. Traditional encryption techniques are
pen-and-paper based techniques developed when computers did not exist, although
some of these ideas can be, and have been, transformed into computer-based
algorithms (Gaurav et al., 2013). With the beginning of the Computer Era, which
can be marked with the appearance of the first computer encryption techniques
underwent a major change. Encryption techniques were being specifically designed
for computer usage and used ‘bits’ instead of alphabets. These encryption techniques
are called modern encryption techniques (Jamel & Deris, 2011; Mushtag, Jamel,
Mohamad, Kamal & Deris, 2017).

The modern day cryptography is not only to provide confidentiality, but
simultaneously authenticates and verifies the integrity of the message and the sender
respectively (Agrawal et al., 2015). That ability can also be attributed to

cryptographic keys as strength of most ciphers rely on the keys (Jamel & Deris,
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2011). Key Scheduling Algorithm (KSA) is a cryptographic algorithm that generates
and manages session keys for all the rounds of encryption and decryption.
Researches were conducted to provide a powerful key to withstand related key attack
and increase the difficulty to cryptanalyze and to recover secret key (Gaurav et al.,
2013; Biryukov et al., 2010). It leads to the use of matrices and groups to
proportionately enlarge the key space (possible key) so as to make a brute force
attack computationally difficult. Hybrid cube, cubicle hybrid cube and encryption
based on rotation of Magic cube are some of the recent encryption algorithms that
are based on matrices (Jamel & Deris, 2011). The key space depends solely on the
size of the matrix or cube. Some of those matrices are empirically sufficient in terms
of key space but generating them requires high powered machines and that could be
costly. However, static matrices can be vulnerable to attack, an adversary may
recover the encryption key by determining the exact matrix used. Cubicle Hybrid
Cube proposed cube rotations to convert the static nature of Hybrid Cube to
dynamic, thus increases the complexity of the algorithm (Rajavel & Shantharajah,
2012; Mushtag, Jamel & Deris, 2017b).

This research proposed a dynamic Key Scheduling Algorithm from a highly
non-associative non-commutative Quasigroup to convert the static nature of matrix
based KSAs. A quasigroup is an n x n matrix (n number of rows and n number of
columns) where each row and column is a permutation of n elements and each
element appears only once in each row and column (Belyavskaya, 2014). The terms
non-commutative and non-associative simply means that the entries of the
quasigroup are highly nonlinear and are being chosen at random (Krape, 2017). On
the other hand, isotope is a quasigroup generated from another, such that both the
quasigroup and the isotope have the same size and elements in entirely different
arrangement (Belyavskaya, 2014). Quasigroup string transformation has been used in
cryptography as one of the efficient substitution technique used in transforming input
into an unpredictable output (Pindar et al., 2015a). The nature and shape of the
quasigroup (non-linearity) described as associativity and commutativity also plays a
vital role in making sure that the output of the transformation is pseudorandom
(Olsson, 2017).

The proposed algorithm is primitively based on All-Or-Nothing Key
Derivation Function (AKDF). The AKDF is a function built based on quasigroup

string transformation that accepts a small size input from user and produces a
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disproportionately large pseudorandom output with potentials of being used as
encryption key(s). The proposed algorithm uses the user-given key alongside
predefined quasigroup to generate isotope as a dynamic substitution table. A new
method of generating isotope from highly non-associative non-commutative
quasigroup is achieved using one permutation. The proposed DKSA has been
implemented as a standalone program to generate sample keys to validate its strength
and resistance to cryptanalysis. There is also a need to practically observe the
behavior and impact of the proposed algorithm in existing block cipher. Therefore
Rijndael block cipher has been employed with reduced rounds of encryption and
without the mix-column function, the proposed DKSA is integrated into it to clearly
visualize the impact of the encryption keys on the ciphertext.

The validation process begins with testing the strength and resistance of
individual components to statistical analysis and attacks scenarios. The non-
associativity and non-commutativity of the generated isotope is analyzed first and
appeared to have inherited all the properties of the parent quasigroup. The output of
the proposed DKSA has also been analyzed based on correlation assessment,
avalanche effect, NIST (National Institute of Standards and Technology) test suit,
brute force and entropy. Similarly, the output of the encryption algorithm is also

analyzed based on test mentioned above, and it has achieved a remarkable result.

1.2 Problem Statement

The mechanism behind any cryptographic algorithm is the number of possible
combinations in a set of characters (Key space). Ciphers use substitutions and
transposition to produce the encryption and decryption keys (Jamel et al, 2010;
Mushtaq et al., 2017). Algorithms should have both substitution and transposition
integrated together to enhance the complexity and strength of algorithm (Wang,
Chang & Lin, 2003). Whatever technique is used, the requirement is always
confusion (effect of key on ciphertext) and diffusion (effect of algorithm on
ciphertext) in the cipher. Key scheduling algorithm (KSA) is the mechanism that
generates encryption key and all other round keys for each round of encryption.
Traditionally, Key Scheduling Algorithms (KSAs) concatenate private strings with
predefined public string in the process of generating the key(s) (Chuah, Dawson &
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Simpson, 2013), thus reveals the secrecy of the secret key, it has been the case in the
current block cipher standard (Advance Encryption Standard (AES)), (Kumar &
Tewari, 2017) when a round key is recovered, all other round keys could easily be
recovered. Logical operations such as Exclusive-Or (XOR) and Arithmetic
operations are the common techniques used in mixing the private with the public
string (Nag et al.,, 2011) in KSAs and KDFs rather than substitution techniques,
SIMON Block Cipher is a good example of algorithms that relies on such operations
(Kolbl, Leander & Tiessen, 2015) and those operations are easily reversible with
little effort. With those kind of operations in an algorithm, an adversary may study
the behavior and relationship between all round keys to find a loophole (Fluhrer,
Mantin & Shamir, 2001; Kolbl et al., 2015) and launch his attack. This issue has to
be addressed in order to produces a resilient cryptographic algorithm that resists the
attack using substitution operation. Substitution is one of the confusion elements that
provides unpredictability in algorithms and one of the most widely used in
cryptography (Matsui, 1996).

Researches were conducted to produce a powerful non-linear encryption key
to withstand related key attack and increase the difficulty to cryptanalyze and recover
secret keys. The use of matrices and groups to proportionately enlarge the key space
so as to make a brute force attack harder was employed. Hybrid cube, cubicle hybrid
cube and encryption based on rotation of magic cube are some of the recent
encryption algorithms that are based on matrices (Rajavel & Shantharajah, 2012;
Krawczyk, 2010; Mushtaq, Jamel & Deris, 2017a). The key space depends solely on
the size of the matrix or cube. But generating those matrices empirically requires a
high speed processing capacity (Jamel et al., 2010) which can be costly to resource-
constrain environments. However, static matrices can be vulnerable to attack too, an
Adversary may recover the encryption key(s) by determining the exact matrix used.
Cubicle Hybrid Cube proposed cube rotations to convert the static nature of Hybrid
Cube to dynamic, thus increases the complexity of the algorithm (Rajavel &
Shantharajah, 2012; Mushtaq et al., 2017). Similar loopholes have been discovered in
the Advance Encryption Standard algorithm (AES) (Gaurav et al., 2013; Kumar &
Tewari, 2017) and many other algorithms, if an adversary manages to recover any of
the round keys, all other keys could easily be recovered due to the static nature of the
algorithm (Ferguson; Niels, 2010), thus makes algorithms susceptible to related key

attack and other attack scenarios. This weakness has to be addressed using a light
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weight dynamic substitution table to produce highly unrelated, unpredictable and
random encryption keys that is resistant to all the above mentioned attacks.

This research will investigate the potentials of non-associative and non-
commutative quasigroup as a dynamic substitution table to nurture the problems
highlighted in AES, Hybrid Cube, TCE etcetera, in producing pseudorandom
numbers as a primitive to key derivation function and key scheduling algorithms. It
will also study the generic quasigroup string transformations to evaluate its strength
and to eventually propose a robust quasigroup string transformation if the existing
scheme is found vulnerable. This is based on the efficiency of quasigroup in

developing cryptographic algorithms advocated by researchers.

1.3 Objectives of the Study

The objectives of this research are as follows:

) To study the Key Scheduling Algorithm, quasigroup string transformation
and asymmetric block cipher.

i) To model a dynamic key schedule algorithm based on the key derivation
function and dynamic substitution table, and implement it into an existing
block cipher.

iii)  To evaluate the proposed key schedule algorithm and the block cipher best on
the test tailored for KSAs and block ciphers.

1.4 Scope of the Study

This research concentrates on the development of dynamic key scheduling algorithm
using non-associative non-commutative quasigroup which is used in the development

of new block cipher.

15 Contributions

Encryption algorithms play an important role in ensuring the confidentiality of
information from adversary while on transit. Such algorithms requires unpredictable

encryption key to be shared between the sender and receiver to ensure the
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confidentiality. Notable researchers in this field have reaffirmed that the strength of
encryption algorithm solely depends on the strength of its key. Therefore this
research has produced a key scheduling algorithm and implemented it in a modified
Rijndael block cipher and the ultimate goal is to contribute to the body of knowledge
and society.

The contribution given by this research to the body of knowledge is the fact
that it has introduced the use of highly shapeless quasigroup as a dynamic
substitution table for generating encryption key(s). A highly shapeless quasigroup is
generated from existing quasigroup using a single permutation. In the proposed
scheme, all generated quasigroups from predefined quasigroup appear to have
inherited all the properties of the parent quasigroup. The quasigroup string
transformation was analyzed to explore vulnerabilities and it is found prone to attack
as such, a new string transformation technique is proposed to suit the proposed Key
Derivation Function (KDF). The research further proposed a dynamic key scheduling
algorithm from the above mentioned components. The proposed KSA adopted the
AKDF as the mechanism for stretching the key. All generated keys and sub keys
have been tested using a modified Rijndael algorithm and proved to have a
reasonable randomness.

On the other hand, construction of a secured encryption algorithm for
protecting confidentiality of information is a huge contribution to the society. The
proposed algorithm has displayed a significant improvement over the world must
popular encryption algorithm (AES) which is the current standard of block cipher at
the moment. This will serve not only as robust alternative to the existing algorithms,
but will also nurture the restriction problem that prevented other algorithms to be
used elsewnhere.

The future work of this research is to developing a secured lightweight
authenticated encryption algorithm from the proposed modified Rijndael algorithm.
Mathematical proof will also be considered in the future work to obtain the

mathematical view of its performance.



1.6 Thesis Organization

This thesis section described how the thesis is being organized and what is contained
in each chapter. The following is the outlines of the thesis.

Chapter 1 is the introduction part that defined what a key scheduling
algorithm is all about, how it is being used in asymmetric block cipher. It also
highlighted the problems of existing algorithms and proposed solutions to the
existing problems. Importance and benefits of the proposed solutions are also part of
this chapter. Similarly, the scope and objectives of the research has also been
highlighted in the chapter.

Chapter 2 describes related literature reviews which are relevant in the
design, development and suitable security analysis for the proposed key scheduling
algorithm and the block cipher. Previous researches and related works have been
discussed in this chapter with examples and figures to ease understanding. Various
techniques for evaluating the security and resistance to attacks for key scheduling
algorithm and block cipher are also presented in this chapter.

Chapter 3 presents theoretical concepts related to the design of the dynamic
key scheduling algorithm, the block cipher and the overall framework of this
research. This chapter is divided into two sections. The first section outlines the
concepts, design and process of generating the isotope, the key derivation function
and the key scheduling algorithm. The second section discusses the design of and
integration of key scheduling algorithm into a block cipher, with pilot test of the
encryption and decryption algorithm.

Chapter 4 provides the implementation of the new modified block cipher.
This chapter is also divided into two sections. The first section describes the
implementation of the Key Scheduling algorithm, Encryption and Decryption
algorithm while the second phase gives the account of the full implementation of the
proposed block cipher.

Chapter 5 contains the security analysis of the proposed algorithm to examine
its strength and reliability. Several standardized test and attack scenarios were used
for the test. The results from the analysis are presented and discussed to verify the
strength of the proposed algorithm.

Chapter 6 provides conclusion and direction for further research on symmetric key

cryptography.
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