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ABSTRACT

File carving tools are essential element of digital forensic investigation for recovering
evidence data from computer disk drives. Today, JPEG image files are popular file
formats that have less structured contents which make its carving possible in the
absence of any file system metadata. However, completely recovering intertwined
Bifragmented JPEG images into their original form without missing any parts or data
of the image is a challenging due to the intertwined case might occur with non-JPEG
images such as PDF, Text, Microsoft Office or random data. In this research, a new
carving framework is presented in order to address the fragmentation issues that often
occur in JPEG images which is called RX_myKarve. The RX_myKarve is an extended
framework from X_myKarve, which consists of the following key components: (i) an
Extreme Learning Machine (ELM) neural network for clusters classification using
three existing content-based features extraction (Entropy, Byte Frequency Distribution
(BFD) and Rate of Change (RoC)) to improve the identification of JPEG images
content and support the reassembling process; (ii) a genetic algorithm with Coherence
Euclidean Distance (CED) matric and cost function to reconstruct a JPEG image from
a set of deformed and fragmented clusters in the scan area. The RX_myKarve is a
framework that contains both structure-based carving and content-based carving
approaches. The RX_myKarve is implemented as an Automatic JPEG Carver (AJC)
tool in order to test and compare its performance with the state-of-the art carvers such
as Revlt, myKarve and X_myKarve. It is applied to three datasets namely DFRWS
(2006 and 2007) forensic challenges datasets and a new dataset to test and evaluate the
AJC tool. These datasets have complex challenges that simulate particular
fragmentation cases addressed in this research. The final results show that the AJC
with the aid of the RX_myKarve framework outperform the X_myKarve, myKarve
and Revlt. The RX_myKarve is able to completely carve 23.8% images more than
X_myKarve, 45.4% images more than myKarve and 67% images more than Revlt in

which AJC tool using RX_myKarve completely solves the research problem.
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ABSTRAK

Peralatan ukiran fail (file carving) adalah merupakan elemen yang penting dalam
penyiasatan forensik digital bagi memulihkan data bukti storan cakera komputer. Pada
masa ini, fail JPEG adalah merupakan format fail yang popular yang mempunyai
kandungan yang kurang berstruktur yang membolehkan process ukiran fail boleh
dilakukan tanpa adanya sebarang metadata sistem fail. Walau bagaimanapun,
pemulihan fail JPEG yang telah dipecahkan kepada beberapa fail atau serpihan
(fragmented) merupakan suatu cabaran dan tidak mudah untuk diatasi memandangkan
kerumitan proses mendapatkan semula serpihan imej JPEG terutamanya intertwined
JPEG. Dalam penyelidikan ini, sebuah rangka kerja baharu bagi carving dibentangkan
bagi menangani isu serpihan (fragmentation) yang sering berlaku dalam fail imej JPEG
yang dipanggil RX_myKarve. RX_myKarve adalah rangka kerja tambahan terhadap
X_myKarve, yang terdiri daripada komponen utama berikut: (i) sebuah rangkaian
neural mesin pembelajaran Ekstrim (Extreme Learning Machine atau ELM) yang
mengklasifikasi kelompok untuk menambahbaik proses mengenal pasti kandungan
imej JPEG dan menyokong proses pencantuman semula; (ii) Algoritma Genetik untuk
membina semula imej JPEG daripada set kluster yang rosak dan berpecahan dalam
scan area. RX_myKarve adalah sebuah rangka kerja yang komprehensif yang
mengandungi kedua-dua ukiran berasaskan struktur dan pendekatan ukiran berasaskan
kandungan. RX_myKarve dibangunkan sebagai alat Automatic JPEG Carver (AJC)
bagi menguji dan membandingkan prestasinya dengan carving tool seperti Revilt,
myKarve dan X_myKarve. lanya telah diuji pada dataset DFRWS (2006 dan 2007)
dan satu dataset baru. Dataset-dataset ini mempunyai cabaran kompleks yang
mensimulasikan kes-kes serpihan tertentu seperti yang dinyatakan dalam penyelidikan
ini. Hasil akhir menunjukkan bahawa AJC dengan bantuan rangka kerja RX_myKarve
mengatasi X_myKarve, myKarve dan Revlt. RX_myKarve dapat mengukir gambar

23.8% lebih imej berbanding X_myKarve, 45.4% lebih imej berbanding myKarve dan
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67% lebih imej berbanding Revlt, di mana AJC dengan menggunakan RX_myKarve
dapat menyelesaikan sepenuhnya masalah imej Bifragmented JPEG.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Studies show that the number of people that are using digital devices such as
smartphones and computers from 2000 to 2017 have been increased up to 49.6%. This
tremendous growth results from the technology advancements of high internet speed
and large storages capacity (Kenney & Gortmaker, 2017). Subsequently, the
multimedia files of digital images and documents have become the current trends in
retaining important information or memories of digital devices (Pahade et al., 2015).
In some cases, the files are exposed to deformation or damage due to many reasons
including device failure, deliberate destruction or human errors. Moreover, the digital
forensic investigation encounters purposely deleted data of criminal actions such as
terrorism, stolen goods, child pornography and theft (De Bock & De Smet, 2016).
The recovery of deformed Joint Photographic Experts Group (JPEG) images
(damaged, fragmented or deleted) is a very important issue to the related users (Pahade
et at.,, 2015). Recovery of data files including JPEG, Text, Microsoft Office and
etcetera when their system information missing is a challenging research issue (Uzun
& Sencar, 2015; Tang et al., 2016). The recovery process entails methods that analyze
the structure and contents of each individual file blocks / clusters. Conventional data
recovery methods use file system information (metadata) to recover such files. In the
case of the absence of the file system metadata or the damage of file system itself,
conventional methods of data recovery are unable to recover these files (Abdullah et
al, 2016). As an alternative, few carving techniques are proposed to deal with the case

of the absence of the file system metadata or the damage of the file system.
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There are three categories of files’ carving approaches: signature-based,
structure-based and content-based. Each category has a number of advantages and
disadvantages. Therefore, none of the categories are perfect and can provide
comprehensive solutions (Qiu et al., 2014).

A signature-based carving is a straightforward approach that has been
successfully proven to carve contiguous files. This approach works on the header -
footer data of the image i.e., header and footer (Nadeem Ashraf, 2013). However, in
many cases, the signature block / cluster is damaged or disconnected due to storage
damage or system fragmentation process (Uzun & Sencar, 2015; Hilgert et al., 2019).
Identifying the files type is an essential step to recover the files with missing or
damaged file system information (Amirani et al., 2013). As a result, it lacks handling
fragmented data in both consecutive, contiguous, non-consecutive, and non-
contiguous order cases as explained in Section 2.5 (Nadeem Ashraf, 2013).

A structure-based carving approach has been used to carve the fragmented file,
by identifying and deleting the fragmented portion of the file in the scan area (Metx &
Mora, 2006). This approach does not cover fragmented data files that have some non-
contiguous and/or non-linear order cases (Kloet, 2007).

A content-based carving approach attempts to handle some cases of fragmented
data files. This approach recovers files by analyzing the contents of the scan area. The
carving process includes identification, indexing, matching, and reassembling the
fragmented portions of the files. The content-based approach of file carving is still in
its preliminary stages and not fully explored (De Bock & De Smet, 2016). There are
only a limited number of carving methods that reconstruct files based on the content
of the scan area of images (Li et al., 2011). For example, Karresand & Shahmehri
(2008), Abdullah et al. (2016) point out the importance of focusing on the
fragmentation problem of the scan area in which the fragmentation point is located
after Start of Scan (SOS) marker. Because, any non-JPEG clusters after the Start of
Scan (SOS) can cause image distortion or corruption. Therefore, this thesis focusses
on recovering of JPEG images with the absence of the file system metadata. The study
adopts file carving as an advanced approach that recovers files in the absence of file
system metadata. Through file carving, file contents of the scan area can be recovered
as long as they are not corrupted or overwritten. The JPEG images are very suitable
for carving due to their inherent file structure (Lewis, 2012). The aim of this research

is to provide a reassembling technique to solve fragmentation scenarios in the scan
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area of a JPEG image with/out Restart marker (RSTm) and a JPEG image with/out
thumbnail(s) in which the JPEG image is split into two fragments (Bifragment) as
maximum and/or a JPEG image intertwined with other non-JPEG images (i.e., the
intertwined Bifragmented JPEG images) in the scan area. The following section
presents the research motivation. The rest of the chapter presents a research problem,

objectives, scope and research organization.

1.2 Research Motivation

Nowadays, digital forensics aims to provide an assistant for making the decision about
a crime by analyzing data evidence and then looking at a file content which usually
involves image files. There are many image formats such as Graphics Interchange
Format (GIF), Bitmap Image File (BMP) and A Joint Photographic Experts Group
(JPEG). A Joint Photographic Experts Group (JPEG) files are very popular because
they have the features of easily compressed data, speed up transferring processes and
efficient for internet in terms of speed and bandwidth (Li et al., 2011). It is also one of
the image file formats that has less structured contents which makes its recovery
possible in the absence of file system metadata. Additionally, a lot of files on
computers or smartphones are valuable such as documents and memorial photos. The
files are exposed to unintentionally “permanently” deletion by end-users or corruption,
by malware or hardware failure for instance (Hand et al., 2012).

The modern operating systems store files contiguous, but a missing file can
easily become fragmented due to the operating system fragmentation process. Kloet
(2007) defines a fragmented file as a file that has been split into two or multiple parts
where all parts are stored in different locations (non-contiguous) on a hard disk.
Although, the percentage of fragmented files is relatively small (10%) these are usually
the files that are of interest for forensic purposes (Garfinkel, 2007). Reassembling of
fragmented file in files recovery is a hard task and not all recovery methods can handle.
The fragmented files entail advanced recovery methods to identify, add, delete, match,
and link files clusters (Xu & Dong, 2009; Durmuset et al., 2019).

Karresand & Shahmehri (2008) introduced a technique to reassemble
fragmented baseline sequential JPEG images using RST marker. The reassembly is

performed by measuring the validity of a joint between two fragments. Qiu et al.
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(2014) propose a new Multimedia File Carving (MFC) method using Parallel Unique
Path (PUP) reassembling technique. The aim of the MFC method is handling high
entropy file fragments with high recovery accuracy. File carving, in general, has three
main procedures which are the identification of a file information, verification for the
collected information of the file, and reassembly of the file (Tang et al., 2016). De
Bock & De Smet (2016) define reassembling as a process of detecting a fragmentation
point of a fragmented file and then starting point of the following fragment.

In terms of a digital forensic tool of the reconstruction of fragmented objects
problem, which we call reassembling fragmented files has received little attention.
Therefore, there are limited number of reassembling methods that reconstruct files
from a collection of randomly mixed fragments. Most digital forensic tools concentrate
on carving contiguous fragments of a fragmented data file with many false positive of
their results (Abdullah et al., 2016). For instance, Mohamad et al. (2010) propose
myKarve as a technique to carve fragmented JPEG images caused by other file formats
such as Word, PDF, and Excel which are called Garbage. Carrier (2005) propose a
Digital Forensics Research Workshop DFRWS (2006) dataset that includes files with
different carving challenges including contiguous and fragmented files. It is used by
research for reassembly of fragmented files to check strengths and weaknesses of the
different techniques in relation to fragmented and partial files.

Therefore, effective and efficient reassembling algorithms are needed to be
investigated in order to improve the carver accuracy of the files carving and ultimately
the recovery process. To overcome some of the limitations of the conventional image
carving frameworks and algorithms, this research adopts machine learning and
evolutionary algorithms in its main carving components of identification. Validation
and reassembling. It is because the traditional algorithms are not able to overcome the
Bifragmented and intertwined cases in the scan area of the images. It is due to the
complexity of the problem search space and the solution derivation options which
entails machine learning and evolutionary algorithms that have heuristic capabilities.

The Extreme Learning Machine (ELM) is a feedforward neural network with
one hidden layer that its proposed by (Huang et al., 2015). The weights of the hidden
layer are chosen randomly and never updated. The weights of the output layer are
learned in one iteration. It is used to solve complex problems in the classification,
prediction and clustering domain and some example are Roux (2008) and Zhang al et.

(2016). In this work, the identification and validation techniques encompass the ELM
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