®

- §| .
I SSC21-WKIi-04 - -
SSA TELLITE ° Q °

4
-
Online Small-Sat Knowledge Repositories

and Modeling Tools for Risk Reduction

and Enhanced Mission Success

1Arthur Witulski, 'Brian Sierawski, 'Gabor Karsai, "Nag Mahadevan, '"Robert Reed,
"Ronald Schrimpf, 2Allyson Yarbrough, 3Neil White, “Michael Campola, ‘Rebekah Austin,
“Michael Johnson, 4Kaitlyn Ryder, °Craig Burkhard, °Robbie Robertson

"WVanderbilt University, 2The Aerospace Corporation, 3Laboratory for Atmospheric
and Space Physics (LASP), *Goddard Space Flight Center (GSFC), NASA,
SAmes Research Center (ARC), NASA, 6Sedaro Technologies



O

Small Sat Mission Success Online Ecosystem 0-60-0
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Radiation Guidelines for

Notional Thread
Identification o

and Classification

https://vanguard.isde.

vanderbilt.edu/RGentic/

t Small Satellite Reliability

Systems Engineering

Assurance and Modeling
https://modelbasedassurance.or
a/

PMPedia

Cosmic Ray Effects on Parts, Materials, and

Microelectronics (CREME)

https://creme.isde.vanderbilt.edu https://pmpedia.space/

Initiative Knowledge Base °
O https://s3vi.ndc.nasa.gov/ssri-kb/

Processes Encyclopedia

What are Small-Sat
best practices?

How do | know the
radiation vulnerabilities
of electronic parts?
How can | construct a
radiation assurance
case?

What is the radiation
environment in my
orbit?

Where can | find
radiation test data for
parts?



SSRI Knowledge Base: Overview 0-60-0

SSRI KNOWLEDGE BASE

RESOURCES FOR SMALLSAT SUCCESS

« Public-private collaboration led by the SSRI and NASA’s S3VI

 Crowdsourced website providing resources and guidance on a broad
range of smallsat topics

* Final moderation of all content by the SSRI, not the user community
« Publicly available now at https://s3vi.ndc.nasa.gov/ssri-kb/

wvasa  SSRI KNOWLEDGE BASE

RESOURCES FOR SMALLSAT SUCCESS
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SSRI Knowledge Base: Structure 0-0-0
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SSRI KNOWLEDGE BASE

RESOURCES FOR SMALLSAT SUCCESS

Mission Confidence Framework

Order, structure, context

Best practices & lessons
learned

User interfaces for
submitting feedback
and recommendations

Section

Topic
Topic

Topic

Section
Topic P - Smallsat context
Topic  Ratings
\ y,

~——— Resource Library ———

* Third-party content

* Articles, books,

software tools, white

paper-s, standards, and
websites

Access to resource




SSRI Knowledge Base: Upcoming Enhancements

SSRI KNOWLEDGE BASE

RESOURCES FOR SMALLSAT SUCCESS

« Expanded content -

additional 18 topic pages and

180 unique resource items

« Application Programming
Interface (API) - to allow
access from other software
programs & websites

* Improved interfaces for user
Input
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RESOURCES FOR SMALLSAT SUCCESS

Resource Search Results

( fticle Book Software Too White Paper Standard Xebsit Filter |

wasx  SSRI KNOWLEDGE BASE

RESOURCES FOR SMALLSAT SUCCESS

Help Grow the Knowledge Base! Please conlribule by raling resous
bottom of this topic page.

rces and providing recommendations and feedback at the

MCF > Conceptual Design >

Mission Architecture Design

he first rating
Scope and Description
This topic he concept ty (REF). REF
o of contact

Best Practices and Lessons Learned




R-GENTIC: Overview

“RADIATION GUIDELINES FOR NOTIONAL THREAT IDENTIFICATION
AND CLASSIFICATION (R-GENTIC)”

Tool Guide:

This tool is meant to be used as guidance for understanding the radiation risks that apply to a specific set of circumstances, not to replace modeling one's own environment or replacing the need to test a
device. When used from start to finish you can get guidelines to help mitigate radiation effects and understand where you can avoid risks, based on simplified inputs, for a parts list in question

Each Navigation Tab is a step in the process:

1. User Mission - Begin with selecting the options that apply to you for an intended mission, each input will directly impact the output of the tool that is to follow. At any time, you can choose to begin
again, or follow the path for a new mission design under question. By selecting a mission class, lifetime, orbit, and architecture you are returned an environment severity with contributions and the EEE
threats the tool will focus on.

2. Environment Comparison - Using the inputs from section 1, the tool displays past mission modeling efforts that have been done. It returns the details of a mission that has been calculated to be
close to yours when normalized for one year. This panel allows selection of multiple missions to compare and explore. It should be noted that the Solar cycle has an impact on the dose based on the
launch year, and the normalization is for approximation. This piece of the tool is to show how shielding can be used to mitigate dose levels, and how mission characteristics impact your SEE concerns
Two plots are available, the TID vs. shielding depth curve and the GCR spectra. The tool also returns data tables for all plots rendered

3. Device Response -Using the top level selections from section 1, the device susceptibility and basic radiation concerns are called out when the user inputs the device information. Here the tool
returns examples of the most prevalent radiation concerns through plots and references of similar components where possible:

4. Guidelines -The final step captures radiation line of questioning that is tailored to the user inputs, the major concerns are clarified and the user is presented with mitigation strategies. You can also
see a listing of class guidelines with respect to radiation using the dropdown. In an effort to document failure modes and reduce the threat/risk to the system from a radiation standpoint, a line of risk pre
and post mitigation is returned. This output can be saved and added to a table in the summary.

Due to the fact that radiation effects are application specific, this guidance is notional, generalizations cannot cover the entire state-space and the user will benefit from a more detailed analysis.

Proceed with Notional Guidance

User inputs
Mission Info

* Length

* Orbit, etc.
Output is basic
guidance on
radiation risks

Publicly available: https://vanguard.isde.vanderbilt.edu/RGentic/



R-GENTIC: Typical Use Case

R-GENTIC Flow:

1.

2.

User Mission — input orbit,
mission lifetime, risk tolerance

Environment Comparison -
radiation environments from
known missions with similar
orbits

Device Response — input
electronics device types of
interest, basic radiation
concerns are given

Guidelines — major concerns are
clarified, radiation specific class
guidelines are given

Notional Radiation Risks

Mission Description:

Orbit:

LEO (Equatorial) ~

Sun Cycle

SolarMax v

Lifetime:
® short (<1 Year)
O Medium (1-3 Years)
O Long (> 3 Years)

Type in Altitude(km):

Class:

Do No Harm

Architecture:

® single spacecratt, no

redundancy

Overview:

Environment Severity: Low

Threat Presence
Trapped Electrons  Moderale
Trapped Protons Moderate
Solar Protons No

Galactic Cosmic Rays  Moderale

EEE Focus on:

single Event

O single spacecraf, with

redundancy
O swam

Next Step

Many thanks to Ken LaBel & Jonathan Pelish

How do Similar Devices React?

Device:

Assign a Reference Designator or
Unique 1D

Famiy. Function
ClockTiming Gircuit-

Based_

Oscllator

Enter Device Process if Known (for
ocumentation)

Critcaty
© Low (Device degradationfoss of
functionaly acceptable)
O Medium (Some degradation or
upsets acceptable, but no loss of
device)
O High (Device must perform within
specifications for successful mission)

NASA Radiation Report Resource Links (first place to look for

IASA GSFC Radat

Data:

your part number)

P

For Your Device Inputs of:

ClockTiming Circuit-Based Oscillator

Mission specific Radiation Concerns by Family are:

ypical responses:

SEU. SET MBU, SEFI, SEL

Reliabilty of clock fiming may degrade, or have nterruptions,

Next Step
Many thanks to Kaitiyn Ryder

Cickin i Bt Conpare oner

What does a Similar Environment Look Like?

Inspect & Compare: DD G o 0

Youromit  Similar to E
npat; Lo :
n

LEO 1000k, 6ceg. 21

060,21,
o)
LEG @07k, ssdeg 5y,

L£0 (se0km, 87ce3. 2
2025

LEO (850, S, 291
5

Poar (o0km. 4, :

Potr 624k, 90 7080

Results can be found using toois ke SPENVIS CREME OMERE , TID # for a program is

usually quoted behind 100mis Al

What should you do to bring down the risk?

The typical line of radiation questioning for:
ClockiTiming Circuit-Based Oscillator with
regard to SEU, SET, MBU, SEFI, SEL
Device may exnibit Latch-up. i there redundancy? Vil
You be able to power cycie? SETs are a concen. No
concer for SEFI. Goncem. Goncern

Citcality vs. Environment:
COTS upsereeningfiestng optional, do no ham (1o
iers)

NASA Class Do No Harm Guidelines:
Selective radiation effects evaluation shal be performed
vith emphasis on mission- and safety-crtcal components
and assemblies. Fight o radiation testng for mission-
and safety-criical components and assemblies is
suggested. Faullolerant designs for COTS pars are
suggested. There wil be known risks that cannot be
quantiied. Impacts include cost, schedule. and nigh
technical isk acceptance:

Save to Summary Sheet || Add my next part

& Download Summary Sneet

Considered for Low criticality component on a
Single spacecraft, no redundancy ...

Your Radalion  Grealest  Asis  Post
Pat  concems  System RSk Rec
Rad Risk

Concem
SEUSET  Singe Lo Low

BU SEFI,  Event
E=8

Recommendation and Guidelines:

1f SETs are not tolerable. look for a crystal based oscilator
s a replacement with good rad data

Piease send questions and feedback {0
michac | campola@nasa gov

Addtionally a Model Based Mission Assurance Tool Can
extend this analysis - SEA

& Download JSON it Sheet

Your tailored table summary of saved runs has Rows:




SEAM Details ®

Modeling paradigm and tool ©-0:©
-

e Web-based R
collaborative platform :

e A set of linked o
modeling languages - e
to evaluate impact of —
part-level radiaption o | Mede! Editor '\4‘?::'
effects on system Browser

functions

¢ |ntegrates Radiation
Hardness Assurance
activities into overall
system design
process

modelbasedassurance.org

Attributes
Panel



https://modelbasedassurance.org/

SEAM

Overview of Modeling Languages Used

@

©- -0
CE-

Bayes Netor FT

« Specification of systems
through standard notation

« Added fault propagation
paths

« Visual representation

of argument

» Goals, Strategies,

and Solutions

* Nodes describe probabilities of

states

e (Calculate conditional

probabilities from observations

&
Goal:1
Isolate and contain Latch

Strategy:1

Containment by load
switches.

_"J.-—'-____‘\-‘_“_
d Single Event Environment _:)

S ]

v

up fault effects close to
— ﬂ
o -l

Goal:2

Solution:1

The load switch on
v3p3_uC detects high
current conditions (>1A)

and shuts down the power

bus.

Results from IUCF: When
the beam was pointed at
the microcontroller, high-
current conditions
resulted in the v3p3_uC to
be shut down.

o SEU
] Vdd [ Input
Absent 50% [
Correct 100% || Present50% ] 0 Correct 100% |
Low 0% g ' Incorrect 0% T
O Data @} Word
Cean  80% | Correct 100% ]
Corrupted 20%|| ¥ Wrong 0%

i

/

Bad 16%|

O  SRAMData

Good 34% [ |

M




SEAM e

T
SysML Model with It ti =4
ysS odel with Fault Propagation ©-0-0
== Block == == Block == == Block ==
VYUC::PowerBus U3::Load Switch U4:LinearRegulator
BusVo... [ {3 VIN VouT Eﬁi-) Vin Vout [
S| ON FLAGB [3— ——{3]on/off TID _n
e o . 5
\ | Resist... A ilability
== Block == \ —)LJ<— P < %
U1::uController F HighCurrent
ON_S... [ clElaEE
pomer. I U2:SRAM
ower... /i ) — SEL
Flag_f ¢ Jvdd
Conyfl.. | P3| Control "
adgfe... : \\ :’: Address | HighCuprent =1 A
pffta_... | pl)| Data
oo |

ReadDuringWrite
vdd gw

System Model -

IncorrectControl

i

e WriteDuringRead Correctness
Control
IncorrectD ata h > @
\l
[ ] [ ] L] n Ds IncorrectAddress l \
Mitigation Modelin ddrees WhongHWordRead
Address
IncorrectData
LowlnputWoltage PowerCutOff-Ref 2 PowerDisconnect Ds ==
Data CofruptedDataStored
VIH LowVin vouTt
OffSignal HighCurrent Incorrectplt
3
Sp IncorrectData . ‘ \ ‘
S ! CorruptedDataRead
OH H HighCurrent
i .
= Fault Modeling
Nominal HighSignal s
SetHigh FLAGB
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wiPed PMPedia.space

A crowd-sourced alternate-grade EEE parts radiation knowledge repository

Home About Guidance Parts Upload test data Forums Documentation

Crowd Sourced repository
Alternate Grade* EEE Parts Space Selection Guidance

Selecting or testing alternate grade EEE (electrical, electronic, electromechanical) parts for a space application? Answer a few
questions about your mission in a simple decision tree, and quickly get the guidance to help you.

» Harness the capabilities of the most advanced electronic devices

Workflow « Accelerate design decisions

» Focus only on testing worth the investment

based On  Balance risk and grow design ~nrfidanaa
MiSSion *e.g., automotive, aviation, commercial, il o I\Enylronm:ent ° \Dukratiloni - o Sf)%'styrfc‘)lerance o sisﬂlit‘c‘)le;r’zianc? e Results

attributes: Environment
Content will ! (l)lrbit { Qe

c Select a part type to view test guidance.

evolve as- user Dura tion, What is the risk tolerance fa Assembly level Discrete semiconductors Microcircuit generic Passive generic

Communlty Cost, RiSk Select tolerance for only one individu: Shock Com m On- v

experts Offer O Low Random Vibration v

upda tes and O Medium Sinusoidal Vibration (for units when sine vibration pres&ns e’ v

] O High , , _ .

ref'nemen ts Acoustics (for acoustically sensitive units) ta ’Io re d v
+  Facilitates meeting requirement flow-downs =~ 1ce -
 Reduces duplicative and/or non- va/ue-added testlng and analyses 5
* Accelerates alternate grade parts decision-making ¢

«  Workflow mirrors that in NASA’s modeling-tool, R-GENTIC v



O
Alternate Grade EEE Parts Test Data Repository :

Analog-to-Digital Converter, 16-Bit, 1.33 MSPS PulSAR in MSOP/QFN

Add to compare

CMOS

Approximate cost: $$

Technology type:

Datasheet specs

o 16 bit
e Throughput: 1300 kS/sec
e Max Power Dissipation: 12 mW

Radiation tests

SEE test — LASP, 2015

TID test — LASP, 2014

SEE test — LASP, 2015

Test date:
Data source:
Test facility:
Test objective:

Results summary:

Test details

As-tested part number
Sample size ?
Radiation type

Flux
Fluence
SELLET@

LETth 2

2015
LASP
TAMU
SEE

Tested up to 55 MeV-cm2/m¢

AD7983BRMZ
3
Heavy lon

1.00E+04 particles/s

1.00E+07 particles/cm?/s

greater than 55 MeV-cm?/mg

55 MeV—cmzlmg

Example part data

TID test — LASP, 2014

Test date:
Data source:
Test facility:

Test objective:

Results summary:

Test details

Alternate
Grade Part
Construction,
Test & Usage
Data
2014
LASP
ATC UMass Lowell
TID

Tested up to 50 kRad(Si). No degradation at 30 kRad(Si). Slight increase in noise a.
kRad(Si).

iing at 50

As-tested part number  AD7983BRMZ

Sample size ? 3
Radiation type Gamma
Dose rate

13000 mrad/s

TID 2 50 kRad(Si)

Max allowable TID ‘2

Other test conditions

30 kRad(Si)

4 units, decapped, monitor current draw on 3.3V and 5V ADC power lines

* Growing list of part types. (We need more, please!)
« Data types: radiation test data (TID, SEE, SEU), physical analyses
« Suggestions for for upcoming radiation tests are welcome

12



Alternate Grade EEE Parts User Discussion Forum @

0-0-0

~

ra
7wny PMPedia Admin

Suggestions, Observations and Lessons Learned

In some sense, extremely short missions seem simpler than other types, just by virtue of their duration. Alternate-grade
EEE parts’ mean time to failure may far exceed the mission duration itself. On the other hand, these missions can be very
challenging because the stakes are so high in the event of an anomaly. Therefore, prudent approaches to mitigating a
mission-ending event might be to employ overly conservative redundancy schemes; selectively upgrade to higher- reliability
devices for mission-critical functions; perform independent testing on a statistically significant sample of parts identical
those in the mission or leverage heritage flight data, if it exists. However, these options incur costs which, in aggregate,
must be weighed against the cost savings of procuring the alternate- grade part.

In reply to: Are the parts used in an application that is mission-critical?

e
smny PMPedia Admin

Suggestions, Observations and Lessons Learned

In a single-point failure or mission-critical part application, a few options are available to prevent premature end of the
mission. The designers could significantly derate the part, consider selective use of a higher-quality part, add selective
redundancy or invest in independent testing of identical samples.

Also as part of your architecture design and risk trade studies, it is important to evaluate the option of a single string of
highly reliable units vs use of lower reliability, redundant units.

In reply to: What scope of power-on/turn-on data do you review? SearCh for “Part Rel Iablllty”

-
e Moderated forum
e Q&A
e Parts application
advice
e Common practices
e Experience sharing
e User feedback on
Improvements to

PMPedia™ content and
usability
PMPedia is a collaboration between The
Aerospace Corporation and Univ of CO-

Boulder’s Laboratory for Atmospheric and
Space Physics
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CREME Website 0-0-0

* Single event effects are unwanted
Or erroneous responses in a
semiconductor device, triggered
by the passage of a high energy
particle

« Vanderbilt ISDE hosts the CREME
tool suite for predicting on-orbit
error rates and proton total
lonizing dose in microelectronics

* Publicly available at
https://creme.isde.vanderbilt.edu

14



CREME Radiation Environments

Galactic Cosmic Rays

Protons and ions energies as high
as multiple GeV

Solar Energetic Particles

Protons with energies as
high as 100s MeV

Trapped Protons
and Electrons
Protons with
energies as high as
100s MeV

Shielding effective at reducing low-energy electron and proton fluxes,
but even 100 MeV proton can penetrate 10 cm of aluminum!

Irhage credit: NASA
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CREME Radiation Environments °0-0-0

0o

Flux |m:~s~9,r-!\1cV'mCI

Particle flux vs. energy
for different ion types
from CREME

10’ 10’ 10” 10" 10° 10’
Kinetic Energy (MeV/nucleon)

Near-earth rad environment
modulated by magnetosphere
Many ions are deflected
Protons and electrons particles
trapped in radiation belts
Transport software shows how
energetic particles interact with

spacecraft materials

* Low energy particles stopped

« High energy particles slowed
Information for single-event error rate
prediction

16



Summary: Small Sat Mission Success Online Ecosysten@

6 -0
(-
Radiation threat
identification for
Modeling of radiation electronic parts
impacts on system
functions, ﬁ
Hardness assurance case
“Wikipedia for
Satellites”
. - Knowledge base

Best practices

Y 4 %

Part Selection guidance
Repository rad test data
User Discussion Forum

Characterize radiation
environment for given
orbit, material transport
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