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. Radiation Vulnerability Assessment (RVA): 4
Earlier vs. Later in Spacecraft Development g.fﬂl

Vanderbilt Engineering

Later in Spacecraft Development

(Conventional Flow) * Assuming lots of
physical data for
If changes need to be made D parts
+ Significant
RVA & Rad-Hard
- » Prototype » Test?ng A radiation testing
« Commercial parts Earlier in Spacecraft Development (Novel Flow)

 Little physical data @

 Limited radiation testing If changes need to be made

» » Prototype » Rad-Hard
Testing
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 Teams most likely to:

counterparts

 These groups include:

Expected Users of Radiation Vulnerability A
A men
ssessment JShe
. 1l |— . 24
« Use commercial-off-the-shelf 217/ ElFE N R =
3 5 =0 22 2 23[]WR
(COTS) components s o1 “E aEm
C ey C =— D3 Al == "= o =it
- Lack (at least initially) radiation = D2 20 2 <2 S, =
—g bl CLK_2 17 o, .7 18 Tew,
effects experts 5 DO ouT 2 ol v Blowr,
To | CLE_O GATE_2 735 axocg‘ we[]i,,ugz
* Rad-hardened components are more 1112075 0 GAtETL amn o,
expensive than their non-rad-hardened o cur_tjT—  *eHE e
Renesas Electronics Intel 8254: Non-
HS1-82C54RH-Q: rad-hard
Rad-hard vs. Programmable
« Small satellite (e.g., CubeSat) teams Programmable Timer Timer
Price: ~$3,100 Price: ~$7.00

« Academic design teams

« Satellite startups

Lead Time: 21 Weeks
and 2 Days

Lead Time: In Stock
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. Assessing A
Radiation Vulnerability Assessment /DR
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Radiation
Vulnerability
Assessment

User-Input

 Spacecraft’'s mission

environment o
* Model of radiation-

induced fault
propagation through
spacecraft’s electronic
parts

 Spacecraft’'s
electronic part
portfolio
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Radiation Fault Propagation A
Model Template 78Dk

User Information

 Part List

e Detailed

* Part numbers, manufacturer numbers
» System Information:

« Bias conditions

« Mitigation techniques

* Mission Profile

RGENTIC Parts List
Part List:
 Radiation assessment for —
each vulnerability per part |
type

SEAM Fault Model Templates

« Part type models

 Contains radiation-induced faults
for typical part types

§ =" -

SEAM SysML Model

User can interconnect part type models
according to their design and complete
system architectural models in SEAM
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. Interfacing RGENTIC and SEAM A
K/47113
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RGENTIC SEAM

* Creates a part list Transferred via  Allows user to create
associating Config. File fault propagation
components with rad
risks based on user-
specified environment

model through
spacecraft system
through part list
matching

N
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RGENTIC’s Part Type Families A
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« Families Present (66 total part types):  « Radiation Concerns Present:

» Clocks/Timing (4 part types)

« Digital (5 part types)
« Discrete (4 part types)

» Discrete Power (7 part types)

« Discrete RF (8 part types)
« Embedded (4 part types)
« Interfaces (6 part types)

« Linear (5 part types)

* Logic (2 part types)

* Memory (4 part types)

« Mixed Signal (5 part types)
« Opto-Electronics (4 part types)
« Power Hybrid (4 part types)

« Sensors (4 part types)

Single Event Latch-up

Single Event Burnout

Single Event Transient

Single Event Function Interrupt
Single Event Gate-Rupture
Single Event Upset

Multiple Bit Upset

Total lonizing Dose
Displacement Damage Dose
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RGENTIC: Radiation GuidelinEs for Notional
Threat Identification and Classification ¢

&V

* Free platform developed at NASA Tool Guide:

This tool is meant to be used as guidance for understanding the radiation risks that apply to a specific set of circumstances, not to

. replace modeling one's own environment or replacing the need to test a device. When used from start to finish you can get
O a r pa Ce Ig e n e r guidelines to help mitigate radiation effects and understand where you can avoid risks, based on simplified inputs, for a parts list in

question.

Vanderbilt Engineering

Each Navigation Tab is a step in the process:

L] L] L]
Y P rOV I d eS u I d a n Ce O n a SseSS I n rad - 1. User Mission - Begin with selecting the options that apply to you for an intended mission, each input will directly impact
the output of the tool that is to follow. At any time, you can choose to begin again, or follow the path for a new mission
design under question. By selecting a mission class, lifetime, orbit, and architecture you are returned an environment

h a rd n eSS Of E E E CO m po n e n tS severity with contributions and the EEE threats the tool will focus on.

2. Environment Comparison - Using the inputs from section 1, the tool displays past mission modeling efforts that have
been done. It returns the details of a mission that has been calculated to be close to yours when normalized for one year.
This panel allows selection of multiple missions to compare and explore. It should be noted that the Solar cycle has an

impact on the dose based on the launch year, and the normalization is for approximation. This piece of the tool is to show

how shielding can be used to mitigate dose levels, and how mission characteristics impact your SEE concerns. Two plots
n
[ J R G E N I I ‘ : P rO Ce S S are available, the TID vs. shielding depth curve and the GCR spectra. The tool also returns data tables for all plots rendered.
L]
3. Device Response -Using the top level selections from section 1, the device susceptibility and basic radiation concerns
PY M - - are called out when the user inputs the device information. Here the tool returns examples of the most prevalent radiation
S e r I S S I O n concerns through plots and references of similar components where possible.
4. Guidelines -The final step captures radiation line of questioning that is tailored to the user inputs, the major concerns are

L] L]
[ ] E n VI rO n ' I l e nt ‘ O I I I p a rl S O n clarified and the user is presented with mitigation strategies. You can also see a listing of class guidelines with respect to

radiation using the dropdown. In an effort to document failure modes and reduce the threat/risk to the system from a
radiation standpoint, a line of risk pre and post mitigation is returned. This output can be saved and added to a table in the

L]
* Device Response
VI
L] L]
o G u I d e I I n e S Due to the fact that radiation effects are application specific, this guidance is notional, generalizations cannot cover the entire

state-space and the user will benefit from a more detailed analysis.

Proceed with Notional Guidance

https://vanguard.isde.vanderbilt.edu/RGentic/
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Step 1: User Mission
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1. Mission

ISES Solar Cycle Sunspot Number Progression

Notional Radiation Risks

150 & = Mission Description: Overview:
5 = =
_G : : N - !
S = = Orbit: Type in Environment
Z 100 5 /| = Altitude(km): Severity: High
8 — = LEOQ (Polar) *
o ] — 410 Threat Presence
= —
2 —
— = Trappad Moderate
50 % ! E Sun GTCIE Class: Electrons
— E Solar Max Trapped Yes
o 24 25 k A i Protons
L asa L Solar Yes
2010 2015 2020 2025 2030 Lifetime: Archactime: Protons
Universal Time _) Short (< 1 Year) :
- : | Single spacecraft, Galactic Yes
® Medium (1-3 no redundancy Cosmic
1800 1900 2000 Years) T Rays
i ® Single spacecraft,
M . L ARLTOG e 3 Yoee with redundancy

EEE Focus on:
Swarm

-+ Monthly Values — Smoothed Monthly Values — Predicted Values Degradation & Single Event
Space Weather Prediction Center
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Dose Depth Curve for TID GCR Spectra Plot for SEE Dose Depth Table Spectra Table

Step 2: Radiation Environment Comparison

Vanderbilt Engineering

Dose Depth Curve for TID GCR Spectra Plot for SEE Dose Depth Table Spectra Table

Normalized TID vs. Shielding Depth GCRvs. LET

103 T Mission 5 F ]
F B LEO Polar (500 km, 94deg, 3yrs, 2017).total 1 r 1
r I LEO Polar (650 km, 98deg, 3yrs, 2017).total E E
I LEO Polar (650 km, 98deg, 3yrs, 2017).total r .
~ 102 - I LEO Polar (705 km, 98deg, 3yrs, 2017).total 4 100 :
D : LEO Polar (824 km, 98.7deg, 3yrs, 2017).total 3 3
b7 g b W LEO Polar (828 km, 98.7deg, 3yrs, 2017).total r 1
go o LEO Polar (900 km, 98deg, 3yrs, 2017).total ; 1
@© ) r 1
— 2 3 E
< 10! - E N e -
o o 1 <E Mission
8 1 ) £ [ LEO Polar (500 km, 94deg, 3yrs, 2017).GCR SMAX 3
> E/ 10> - W LEO Polar (650 km, 98deg, 4yrs, 2014).GCR SMAX 1
o S © W LEO Polar (705 km, 98deg, 5.25yrs, 2011).GCR SMAX
o 10° 13 1 T r [ LEO Polar (824 km, 98.7deg, 7yrs, 2017).GCR SMAX 1
8 L J !_ I LEO Polar (828 km, 98.7deg, 5yrs, 2013).GCR SMAX _!
) [ ] © I LEO Polar (500 km, 94deg, 3yrs, 2017).GCR SMIN 3
®) r [ LEO Polar (650 km, 98deg, 4yrs, 2014).GCR SMIN .
@] © g LEO Polar (705 km, 98deg, 5.25yrs, 2011).GCR SMIN 5
107 © E £ LEO Polar (824 km, 98.7deg, 7yrs, 2017).GCR SMIN 3
F 1 Lo-10 g_. I LEO Polar (828 km, 98.7deg, 5yrs, 2013).GCR SMIN ]'
0 200 400 600 800 0.1 1.0 10.0 100.0

Depth (mils) LET (MeV.cm”2/mg)

Nederlander, 35t Annual Small Satellite Conference, 2021 10



Step 3: Mission-Specific Device Vulnerability A

48Dk
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* |nput device type so RGENTIC
can identify radiation concerns

* Device susceptibility to various
potential radiation concerns are

shown

« Only generic part-types
considered

How do Similar Devices React?

Device:

Assign a Reference Designator or

Unigque ID
DUTH
Family: Function:
Opto- :, Disc: rete
electronics LED

Enter Device Process if Known (for
documentation)

M/A

Criticality:
Low (Device degradation/loss of
functionality acceptable)

@ Medium (Some degradation or
upsets acceptable, but no loss of
device)

() High (Device must parform within

specifications for successful mission)

Data:

MNASA Radiation Report Resource Links (first place to look for
your part number):

MNASA GSFC Radiation Effects and Analysis Group
PMPedia

For Your Device Inputs of:
Opto-electronics Discrete LED
Mission specific Radiation Concerns by Family are:
TID, DDD, SET, SEB, SEGR

Typical responsas:

Tend to be significantly impacted by DDD, which takes form in CTR
degradation and/or power output for LEDs. Can exhibit transients as well
depending cn application.
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Step 4: Risk Mitigation Guidelines
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* Top-left box:

« Typical line of radiation
questioning for Family of device

« Device-specific information
given beneath

* Lower-left box:
« Recommendations based on:
« Part’s criticality
« Environment’'s severity
« Mission class

What should you do to bring down the risk?

The typical line of radiation questioning for: Opto-
electronics N/A Discrete LED with regard to TID,
DDD, SET, SEB, SEGR

No concern for SEB. SETs are not a concern. No concern for TID. No
concern for SEGR. Can the design deal with reduced optical output?

Criticality vs. Environment:

Level 1 or 2, rad hard suggested. Full upscreening for COTS. Fault
tolerant designs for COTS.

NASA Class A Guidelines:

Components shall be radiation-hardened with guarantees for TID,
DDD, and SEE performance designed to meet mission requirements
for the specified orbit/trajectory. All required radiation testing (TID,
DDD, and/or SEE) shall be on the flight lot and conducted at the part
level. Fault-tolerant designs required for COTS parts. Impacts
constrained to cost and schedule.,

Considered for Medium criticality component on a
Single spacecraft, with redundancy ...

Your Radiation Greatest As-is Post
Part concems System Rad Risk Rec
Concern Risk
DuT TiD, DDD, Degradation & Medium Low
SET, SEB, Single Event
SEGR

Recommendation and Guidelines:

Most LEDs have slow on/off times making Single events negligible
on the power output of the device.

Please send questions and feedback to:
michael j.campola@nasa.gov
Additionally a Model Based Mission Assurance Tool Can extend this
analysis - SEAM

[ Save to Summary Sheet ] Add my next part & Download Summary Sheet & Download JSON fmt Sheet

Your tailored table summary of saved runs has 1 Rows:

) Undo d
Show |10 | entries Search:
Mission Environment Device Highest As-is Pos
delete Orbit RefDes Function mitigation
Architecture Severity v Criticality Threat Risk _::g
L
Single
2 Degradation
LE spa ft, Discret : 4
@ o P High DUTA e Medium & Single Medium Low
(Polar) with LED :
Event
redundancy
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SEAM: Systems Engineering and A
Assurance Modeling JSht
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* Free platform used to
evaluate any
spacecraft system

« Useful for radiation
fault modeling and

radlatlon case is a web-based collaboréfuddélmg platform for
development modeling assurance cases integrated with the models of
the system.
« Applications with Try it now!
short development 000000
timeframes and
COTS usage https://modelbasedassurance.org/
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. SEAM: Systems Engineering and A
Assurance Modeling fsn[
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GSN Arguments

Functional Reliability Fault Tolerance, Mitigation

Functional Model <—>System Design/ Fault Model

Implementation

« SEAM incorporates SysML internal block diagrams
« SEAM has the following capabilities:

« Assessment of radiation performance of a spacecraft without relying on
iIntensive radiation testing campaigns

* Does not require extensive physical knowledge of the electronic components
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SEAM Templates Based on RGENTIC A
Part Categories SDe
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« SEAM mode_l of Disc_rete Discrete LED
LED shown in the editor "
Annotation
canvas. « Main radiation concerns intaE:iscrete LEDs: DDD, Each part
+ Note: Degraded_Brightness is a decrease in output light. tvpe
. « Possible input failure labels: Degraded_Bias, Incorrect_Bias yp
* Engineers can choose I o reviewed by
mode"ng elements from the « Date updated: 5/13/2020 by KLR radiation
» Date checked: eXpe rtS
model parts panel on the 5
same page as this figure.

- SEAM allows users to create @ E—’G Sredied Frowe S @
DDD

pI’OjeCt |Ibl’arleS fOI’ bOth Po\wer Degraded | Enghtness \ Output Light
components and failure Power Port Fault An-::um.':uljg.iF Failure Label

labels.
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SEAM Output A

Vanderbilt Engineering Radiati Fault C
adiation rau ause

L —

Step Power Change @(—@ Pe rfo rm a n ce
Input_Power Sustained_High_Current SEL / An oma I y

I OR } Transient_Signal_Error

Y

v
.

Input_Read/Write_Signal SET Incorrect_Data
Power Port _EI @ .
Address_Signal Incorrect_Operation NG T el E IE
Gradual_Power_Change =
[ \ Output_Data
S i g na I Po rt Input_Data SEU Incorrect_Data

A Loss_of_Signal
OR Stuck_Signal_Error

Incorrect_Data

@ e ﬁ Signal Port

Increased_Power_Consumption Device_Failure

Propagation Failure

Output for Microprocessor Label
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Sensor Part-Type Output from SEAM

>

Power_In

<< Block >>
Sensor
7)11 Power In Sensor

|

Degraded_Signal

Q Parametric_Signal_Change
OR
Step_Power_Change

Sensor_Output

Transient_Signal_Error

HighCurrent E

Trangient_Incorrect_Signal

Systems Engineering and Assurance Modeling (SEAM): A Web-Based Solution for
Integrated Mission Assurance, Kaitlyn Ryder et. al, Electronics and Energetics, 2021

S
$,
&
S,
$
/She
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. Conclusion A
J/Shk

Vanderbilt Engineering

« Radiation vulnerability assessment can reduce total time and money required
to complete a spacecraft system

« RGENTIC and SEAM are two tools that provide early radiation assessment

« RGENTIC helps users identify radiation vulnerabilities based on mission
parameters

« SEAM allows users to build a model of the radiation fault propagation in a
system and a radiation assurance case

Nederlander, 35t Annual Small Satellite Conference, 2021 18



	Connecting Mission Profiles and Radiation Vulnerability Assessments
	Radiation Vulnerability Assessment (RVA):�Earlier vs. Later in Spacecraft Development
	Expected Users of Radiation Vulnerability Assessment 
	Assessing �Radiation Vulnerability Assessment
	Radiation Fault Propagation �Model Template
	Interfacing RGENTIC and SEAM
	RGENTIC’s Part Type Families
	RGENTIC: Radiation GuidelinEs for Notional Threat Identification and Classification
	Step 1: User Mission
	Step 2: Radiation Environment Comparison
	Step 3: Mission-Specific Device Vulnerability
	Step 4: Risk Mitigation Guidelines
	SEAM: Systems Engineering and Assurance Modeling
	SEAM: Systems Engineering and Assurance Modeling
	SEAM Templates Based on RGENTIC Part Categories
	SEAM Output
	Sensor Part-Type Output from SEAM
	Conclusion

