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Abstract

A message is a form of conveying information. Various ways are used to secure the information conveyed in the form of messages
either in encrypted form or in the form of applying a password in the message. Messages can also be encrypted and embedded in
other media such as images (steganography). This research aimed to insert a message into the form of an image by combining the
Modified Least Significant Bit (MLSB) method in encrypting messages and reshape modification technique to determine at which
position the message encryption will be embedded in the image. Tests were carried out to obtain the quality of the encryption
process using the parameters of Fidelity, mean square error, peak signal to noise ratio, testing on file type, robustness, and
comparison of message contents. The results of the tests showed that the files that can be used are files with the image file type in
the lossless compression category, the rotation can be done at 90, 180, 270 without destroying the message in it, and changing the
pixel in the image file will destroy the message inside.
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Introduction

A message is a medium of information sent to another party. Messages can be categorized into 2, general messages
and secret messages. Secret messages can be distributed to individuals or can also be distributed to an institution.
Secret messages are equipped with a series of encryption treatments to form a message that is not easily read by other
irresponsible parties. In today's digitalization era, messages can be distributed in a computerized manner and are very
vulnerable to data theft actions. Then the encryption treatment or message encoding must be applied. Many forms of
message encoding can be done. Encoding a message can also use the ABE schema and combined with other schemas
using the charm library to provide better encryption and decryption capabilities [1]. Apart from using the ABE schema,
message encryption can also use Message-Locked Encryption (MLE) where the encryption and decryption keys utilize
the message itself. Sample-Extract-Encrypt (SXE) was used to construct the MLE schema [2].

Encryption can also be built using or based on identity-based encryption (IBE) from novel primitives or also known
as chameleon encryption. IBE can also be built from One-Time Signature with Encryption (OTSE). OTSE is useful
in constructing keys that depend on messages, either a secure public key or a secure private key [3]. The encryption
of a message has undergone many updates, one of which is using encryption based on the multi-receiver identity. But
this method does not guarantee the safety of the encrypted data. In this research, an anonymous multi-receiver identity-
based encryption scheme was applied by adopting a lagrange interpolating polynomial mechanism in the encryption
process where the results of this research cannot display the identity of the sender [4].

In addition to encryption using MLE, IBE and OTSE, the encryption or message encryption mechanism also uses
the message insertion technique on digital image media. This technique is referred to as steganography. The Modified
Least Significant Bit (MLSB) method is one of the methods used for digital image steganography, which is a
modification of the Least Significant Bit (LSB) method [4]-[6]. In recent studies, MLSB has been combined with
another method (water marking) to hide the message inside images [7]. Another test, the MLSB method is also used
in the insertion of messages on digital image media using the BMP file type as the image object [8]. This research
uses the MLSB method, where 8-bit ASCII numbers will be converted into 5-bit numbers and an image is inserted
using file types of bmp, jpeg, png and tiff.
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This research focused on the modified LSB method and modification of image reshaping. The modification was
done to randomize the position of the message inserted. Generally, the image reshaping process converts 2-
dimensional images into 1-dimensional vectors, MxN images into 1xN vectors (arranged lengthwise). In this research,
modification of image reshape with spiral pattern transposition technique was done by dividing part of the image into
several levels or more, where the message starts to be inserted at the outer level to the inner level of the image. In
other words, the message insertion pattern is spirally inserted.

Method
A. Digital Image

An image defined as information in visual form. An image has characteristics that text data does not have, namely
the image is rich with information. There is a proverb that says "a picture is worth more than a thousand words". It
means that of course a picture can provide more information than the information presented in the form of words [9].
An image is a representation, similarity, or imitation of an object. An image as the output of a data recording system
can be optical in the form of photos, analog in the form of video signals such as images on a television monitor, or
digital in nature which can be directly stored on a storage medium. Digital images are images that can be processed
by a computer. Some of the most common digital image formats are BMP, JPEG, GIF, PNG, and others [10].

B. Steganography

Steganography is the art of hiding messages in digital media. Digital steganography uses digital media as a
container, for example, images, audio, text and video[11], [12]. Figure 1 is a simple illustration of the process of
storing messages into digital image media and producing a new image with the message in it.

+ secret data

stego object

collection container

Figure 1. [llustration of Storing Confidential Data into Digital Media[11]

C. Modified Least Significant Bit

Modified Least Significant Bit (MLSB) or modification of the LSB algorithm is used to encode an identity into
the original image. MLSB uses some manipulation of the insertion bits before encoding the message [13]. The
Modified Least Significant Bit (MLSB) method is a method based on the development of the existing LSB method.
In this MLSB method, the numbers used are the 5-bit numbers converted from the 8- bit numbers used in the LSB
method. Then the 5-bit number is inserted into the container image using the LSB method [14]. The process involves
converting the image value into binary data (8 bits), then 1 bit of the message is inserted from the rightmost row of
each image binary value. The insertion of LSB in a 24-bit image can be seen in Figure 2.
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Figure 2. Insertion of LSB at 1 Color Pixel[14]
How the Modified Least Significant Bit (MLSB) algorithm works is as follows:
1. Normalization with the control symbol table.

Control symbol data that represents message characters to group a data line, as shown in Table 1.

Tabel 1. Control Symbol [13]

Hex Operation
Representation
1Bh Define small letter
1Ch Define capital letter
1Dh Define space
1Eh Define number
1Fh Define end of text

a. 6lh—7Ah (Small Letter)
If the message characters to be inserted represent lowercase letters, first insert the first 5 bits to 1Bh and
continue inserting the results of the 8-bit to 5-bit message conversion thereafter.

Barovih, et. al. (Steganographic techniques using modified least significant bit and modification reshape transposition methods)
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41h — 5Ah (Capital Letter)

If the message character to be inserted represents a capital letter, first insert the first 5 bits into 1Ch and
continue to insert the message conversion results from 8 bits to 5 bits thereafter.

20h (Space)

If the message character to be inserted represents a whitespace character, the whitespace is replaced by
the first 5 bits to become 1Dh.

30h — 39h (Number)

If the character of the message to be inserted represents a number, first insert the first 5 bits to 1Eh and
continue to insert the message conversion results from 8 bits to 5 bits thereafter.

End of Text

If the inserted message has ended, inserted 5 bits at the end becomes 1Fh.

2. The process of changing the ASCII value to 5 bits. For example, the message to be inserted is a text message

"STEGO with 05 bits".

a. The message "STEGO with 05 bits", if converted into ASCII binary requires a memory of 18 x 8 bits =
144 bits.

b. In this algorithm the message "STEGO with 05 bits" is converted into hexadecimal values: 53h, 54h,
45h, 47h, 4Fh, 20h, 77h, 69h, 74h, 68h, 20h, 30h, 35h, 20h, 62h, 69h, 74h , and 73h.

c. Normalize the message with the Control System table and XOR it with the smallest tens value in ASCII.

c.

e Divide the group on the insert message with a white space (20h).
e The first group, the capital letters sequence is 53h, 54h, 45h, 47h, and 4Fh. Then XOR with the

smallest characters in capital letters, namely 41h ('A"), the XOR results are obtained, namely 1Ch,
12h, 15h, 4h, 6h, Eh, and 1Dh.

e The second group, the lowercase sequence is 77h, 6%h, 74h, and 68h. Then XOR with the smallest

characters in lowercase letters, namely 61h ('a'), the XOR results are obtained, namely 1Bh, 17h, 8h,
15h, 9h, and 1Dh.

e The third group, the number sequence is 30h, 35h. Then XOR with the smallest character in

numbers, namely 30h ('0"), the XOR results are 1Eh, Oh, 5h, and 1Dh.

e The fourth group, the lowercase letters are 62h, 69h, 74h, and 73h. Then XOR with the smallest

characters in lowercase letters, namely 61h ('a'), the XOR results are obtained, namely 1Bh, 3h, 8h,
15h, and 12h.
Combined the first, second, third, and fourth groups. So that the message to be inserted becomes 1Ch,
12h, 15h, 4h, 6h, Eh, 1Dh, 1Bh, 17h, 8h, 15h, 9h, 1Dh, 1Eh, Oh, 5h, 1Dh, 1Bh, 3h, 8h, 15h, 12h, and
1Fh. Converting this message into ASCII binary requires 23 x 5 bits = 115 bits of memory.
The message will be converted into binary data and pasted using the LSB technique.

3. The process of returning the original message, namely by XORing back the message bytes according to the
group of numbers and removing the Control Symbol value.

D. Message Inserting Process Flow

There are several important steps involved in message insertion. The first stage is a reshaping process, then
conversion of text messages into 8-bit binary data followed by the process of encoding 8 message bits into 5 bits using
the MLSB method until the last stage, namely message insertion using the LSB method. The flow of the message
insertion process can be seen in Figure 3.
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Figure 3. Message Insertion Process Flow with the MLSB Method
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E. Reshape Image
The process of reshaping an image aims to transform a 2-dimensional image into a simpler form. Reshaping a two-

dimensional image can be seen in Figure 4.
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Figure 4. Two-Dimensional Image Reshaping [15]

F. Spiral Pattern Transposition
The use of the spiral reading method is a combination of two reading methods horizontally and vertically, and the

use of the spiral reading method will produce a string of image pixels that makes it more complicated to read compared
to using the horizontal or vertical reading method alone [16].

The spiral transposition technique was used to determine which part of the text message image to be inserted. The
4x4 image is divided into several levels with the number of levels depending on the dimensions of the image. Then
the levels were arranged lengthwise into a 1x16 vector. The message insertion was carried out on the result of the
reshape process, namely the 1xN image vector. The image reshaping process can be seen in Figure 5.
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Figure 5. Image Dimensions Before and After Reshaping

After the insertion process was carried out, the re-wrapping process was run. Figure 6 shows the process of
converting the dimensions from 1xN to MxN where the length and width of the original image are known.
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Figure 6. Restoring Image Dimensions

Results and Discussion
A. Types of Research and Data Sources

The type of research used was experimental research, that is, research by recording directly the results of the tests
or experiments carried out. The conclusion or the way to collect data was to measure the image quality using the MSE
method, PSNR, and test the resilience of the image resulting from external attacks. This research used object data in
the form of images. The types of images used were * .bmp, *.jpeg, * .png and * .tiff with a resolution of 512x512
pixels which was obtained from the internet. The maximum capacity of the message depended on the size of the image.

The image sample used consisted of two images with different objects and the same dimensions. The image used
can be seen in Figure 7. The Lena image sample was used because due to its texture, detail, and shading. Meanwhile,
the second image sample was determined randomly which can be found on the internet.

a. Lena b. Sunflower
(512x512) (512x512)

Figure 7. Sample Test Image

B. Testing the Quality Aspects (Fidelity)
1. Mean Square Error (MSE)
MSE is a measure used to assess how well a method performs reconstruction or restoration of an image
relative to the original image [17], [18]. The smaller the MSE value shown in equation (1), the image
processing results will be closer to the original image.

MSE = = 5¥ 5 [f1003) = f200 )] v

2. Peak Signal to Noise Ratio (PSNR)
PSNR is a measure of the comparison of the maximum value of the image bit depth measured by the
amount of noise that affects the signal shown in equation (2), the noise value is represented by the MSE
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72 ILKOM Jurnal llmiah Vol. 13 No. 1, April 2021, pp.67-77 E-ISSN 2548-7779

value[19]. PNSR was used to improve image quality after inserting a message or modifying the image

[20], [21].
PSNR = 20L 259 2
= 0910 (Jﬁ) 2
Tabel 2. PSNR Value[22]
PSNR Value Image Quality
60dB Excellent, no noice
50dB Good, There is some noise, but image quality is still good
40dB Reasonable, there are fine grains or snow-like in the image
30dB Poor picture, there is a lot of noise
20dB Unusable

C. Robustness Testing

Endurance testing was done to see how reliable the message insertion algorithm was on a digital image, in
this case an image [23].

Tabel 3. Image Resilience Level Testing[24]

Basic Operation Change of Value Target PNSR Test Result (dB)
Brightness -5t0+25 Success/Failed >=40dB
Sharpness -5 to +25 Success/Failed >=40dB
Rotation 90°/90°/270° Success/Failed >=40dB
Resize Enlarged 2x Success/Failed >=40dB

The test used 4 24-bit image samples, namely images of bmp, jpeg, png and tiff types with the same dimensions.
The image of the attack test results is said to be successful if the message embedded in the resulting image is not
damaged after decoding using the MLSB method.

D. Testing Against Comparison of Message Content
Testing was done by comparing the content and size of the message before and after the steganography process.

This test can be said to be successful if the original message and the decoded message are exactly the same in terms of
both the content and size of the message.

E. Generated Program
A steganography application was produced with the Modified Least Significant Bit (MLSB) method and the spiral
pattern reshaping technique in the Python 3.7 programming language.
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Figure 8. Display of generated program
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Figure 8 is a display of software designed to implement the MLSB method and the transposition reshape
modification technique in a spiral pattern. The application allows the user to specify an image as a container for text
messages in * .txt format and the user can specify the insertion point or point from the starting point, namely A to
point D.

Figure 9. Display of Message Insertion Information

Message insertion and extraction information shown in Figure 9 will be displayed on the command-line interface
with information in the form of MLSB process, read and write MLSB bits on RGB values, insert and extraction
processing times and MSE and PSNR calculations.

F. Test Result

The test results on two images with different objects were successfully carried out with a PSNR value of more
than 40 dB (image without noise), insertion time of 0.169 - 0.173 seconds and extraction time of 0.169 - 0.175 seconds.
The test results on two different images can be seen in Table 4.

Tabel 4. Test Results Based on Different Image Objects

Image Message | Size File (Bytes) Running Time (s) PSNR
(512x512) Length | Original | Stego Insertion | Extraction MSE (dB)
Lena.bmp 96 786,486 786,486 0,169 0,171 0,00035 117,19
Sunflower.bmp 96 786,486 786,486 0,173 0,175 0,00035 117,10

Test results were for different file types, including bmp, jpeg, png and tiff. In the jpeg type image the test results
failed. This is because the jpeg image is a lossy compression image where data is lost during the compression-
decompression process. Specific data damage is on the RGB value where 1 bit of data has been inserted. There will
be a change in the LSB value during the compression process and this will affect the MLSB message in it. As a result,
the original message and the extracted message are completely incompatible or the data is corrupt. The results of
testing different file types can be seen in Table 5.

Tabel 5. Test Results Based on Different File Types

Image Message|  Size File (Bytes) Running Time (s) PSNR Test
(512x512) Length | Original | Stego Insertion | Extraction | MSE (dB) result
Lena.bmp 96 786,486 786,486 0,432 0,438 0,00035 117,19 Success
Lena.jpeg 96 786,486 786,486 0,175 0,171 0,037 77,45 Failed
Lena.png 96 325,562 326,010 0,169 0,177 0,00035 117,19 Success
Lena.tiff 96 786,572 786,572 0,185 0,179 0,00035 117,19 Success

Barovih, et. al. (Steganographic techniques using modified least significant bit and modification reshape transposition methods)
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Image Message|  Size File (Bytes) Running Time (s) PSNR Test
(512x512) Length | Original | Stego | Insertion | Extraction | MSE (dB) result
Sunflo...bmp 96 786,486 786,486 | 0,653 0,533 0,00035 | 117,19 Success
Sunflo...jpeg 96 42,226 42,175 0,188 0,219 0,835 54,88 Failed
Sunflo...png 96 398,624 398,671 | 0,219 0,196 0,00035 | 117,19 Success
Sunflo... tiff 96 786,572 786,572 | 0,222 0,203 0,00035 | 117,19 Success

The PSNR value obtained was above 40 dB (image without noise) and the test results on images other than the
jpeg type were successfully carried out without any damage (corruption) on the message with insertion time of 0.169
- 0.653 seconds and extraction time of 0.171 - 0.533 seconds. The test results for different message lengths were
successfully carried out without any damage (corruption) on messages with a PSNR value above 40 dB with an
insertion time of 0.199 - 0.251 seconds and an extraction time of 0.174 - 0.688 seconds. The test results based on the
message length can be seen in Table 6.

Tabel 6. Test Results Based on Message Length

Image Running Time (s) PSNR
(512x512) Message Length Insertion Extraction MSE (dB)
18 0,199 0,198 6,612 131,76

96 0,196 0,218 0,00035 117,19

Lena.bmp 233 0,223 0,174 0,00087 109,33
1000 0,245 0,688 0,00361 96,96

18 0,229 0,183 6,993 131,31

96 0,243 0,197 0,0035 117,19

Sunflo...bmp 233 0,248 0,674 0,00083 109,73
1000 0,251 0,753 0,03625 96,946

The test results of brightness attack by increasing and decreasing the brightness between -5 to +25 failed. As a
result, increasing or decreasing in the brightness can spoil the message inside with a PSNR value of less than 40 dB.
The results of testing the image resistance to brightness can be seen in Table 7.

Tabel 7. Image Resistance Test Results Against Brightness

Image Brightness PSNR
(512x512) Score Test Extraction Time (s) MSE (dB)
results
-3 Failed 0,202 9,0 29,045
Lena Pesan +5 Failed 0,196 25,0 20,172
1000.bmp
Sunflower -3 Failed 0,195 8,676 29,369
Pesan +5 Failed 0,199 24,536 20,337
1000.bmp

Tests were also conducted on image resistance to sharpness attacks with a value of 2 (sharp) and 0.05 (blurry). As
a result of this attack, it can destroy messages in it with a PSNR value of less than 40 dB. The results of testing image
resistance to sharpness can be seen in Table 8.

Tabel 8. Image Resistance Test Results Against Sharpness

Image Sharpness PSNR
(512x512) | Value (Factor) Test Extraction Time (s) MSE (dB)
results
2 Failed 0,2059 19,435 22,594
Lena Pesan 0.05 Failed 0,2149 16,821 23,881
1000.bmp
Sunflower 2 Failed 0,2139 14,825 25,099
Pesan 0.05 Failed 0,1849 15,140 24,770
1000.bmp

Testing the image resistance to rotational attacks with degrees of 90, 180 and 270 were successfully carried out
without any damage (corruption) to the message with the PSNR value not reaching the target of 40 dB. The PSNR
value is below 0 because the pixel value in the image does not change but only changes places due to rotation.
However, the spiral reading technique makes it possible to determine the angle where the hidden message is located.
Angles of degree other than 90, 180 and 270 cannot be reached and it is difficult for the system to perform and also
the image dimensions are different from the dimensions of the resulting image, so MSE and PSNR calculations cannot
be performed. The results of testing the image resistance to rotation can be seen in Table 9.

Barovih, et. al. (Steganographic techniques using modified least significant bit and modification reshape transposition methods)
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Tabel 9. Test Results of Image Resistance to Rotation

Image Rotation PSNR
(512x512) Value (degree) | Test results Extraction Time (s) MSE (dB)
90/180/270 Success 0,1829 4621 -24,54
Lena Nilai lain (15) Failed 0,4008 - -
90/180/270 Success 0,1664 6630 -25,13
Sunflower Nilai lain (45) Failed 0,5091 - -

Testing the resilience of the image to the scale by enlarging the scale on the image pixel fails with the message
that the extracted results are completely incorrect or the data is corrupt and also the dimensions of the scale image are
different from the dimensions of the resulting image, so the MSE and PSNR calculations cannot be done. The results
of testing image resistance to resize (scale) can be seen in Table 10.

Tabel 10. Image Resistance Test Results Against Resize (Scale)

Image Resize PSNR
(512x512) Value (Factor) Test Extraction Time (s) MSE (dB)
results
Lena.bmp Enlarged x2 Failed 0,8527 - -
Sunflower.bmp Enlarged x2 Failed 0,7787 - -

Comparison of the message before insertion and the extracted message is identical, so the encryption process and
message description are said to be successful. The match between the original message and the extracted message can
be seen in Figure 10.
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Figure 10. Comparison Results of Original Messages Before and After Extraction on Successful Testing

A comparison of the original message and the extracted message that suffer damage from a failed test. The results
of the extraction message are damaged by tagging the messages that are random. The characteristics of the message
damage from the extraction can be seen in Figure 11.

Barovih, et. al. (Steganographic techniques using modified least significant bit and modification reshape transposition methods)



76 ILKOM Jurnal llmiah Vol. 13 No. 1, April 2021, pp.67-77 E-ISSN 2548-7779

4% Mase36. txt X

0 | 0001 0203 0405 06 07 08 09 Oa Ob Oc Od (e Of
5465 7260 €164 €1 6e 6720 @ 69 74 6l 20 64 Serkadang kita g
€575 €a €9 20 €2 75 6b €l 60 2075 6e 74 75 €  iusu buban untuk
2064 €5 6¢ 7S €e €A 7S Eb 6d 61l &e 20 &b &S Ec zenunjukian kel
€5 6d €168 €16 20(b €576 6120 465 74 6L emsham kit tefa  ()rjoinal Message
7068 2075 €= 74 75 6b 20 6d €5 é €5 €4 75 € Pe untub menceut
6l 62 20 @ €S b 756l 7461 6e 20 € §F 74 §1 20 kefuatan kita

4> “UHidden Message txt X

00000000 | 00 01 02 03 04 05 06 07 08 05 Oa Ob Oc 0d Oe Of

00000000 | @20 20 20 20 20 20 20 &4 76 77 €b 76 7a &d &4 mrwkvzmd

00000010 | 72 20 20 39 r 9

00000020

00000030

<

File Companzon

e ory | T | 7

CRllGE 6 9

Type Offset (Source)  Offset (Dest) See

Maiched 5 15 ' Ovrder alter extraction

Figure 11. Damage characteristics of the Extraction Result Message on a Failed Test
Conclusion

This research introduced the MLSB method and modification of image reshape with spiral pattern transposition
technique. Based on the results obtained from the test, it can be concluded into following points. The starting point of
message insertion and extraction can be determined. Points and directions can be keys to steganography. The type of
image file that can be used is types of lossless compression images, namely * .bmp, * .png and * .tiff. Images can be
rotated with 90, 180, 270 degrees without damaging the message inside. The embedded image is not resistant to
changes in the value of the pixels which may result in the message inside being damaged or the data being corrupted.
However, the performance of steganography techniques needs to be improved for better message insertion and

extraction.
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