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Foreword

With the rise of machines talking with machines in the Internet of Things, a new category 
of applications will demand evolutionary changes in the infrastructure of networks. 
Traditional networks were built to keep the enterprise at the center, resulting in star 
topologies and round-trip communications from edge devices to the servers at the center 
of the network. The Internet was similarly designed around information at the center of 
the network connected to people at the edges.

But machines are different from people, with different communications needs. 
Machines operate more independently in real-time and their actions affect the physical 
world immediately. Feedback and control of these local actions is critical for top 
performance and safety. Unlike the traditional end-to-end Internet, the Internet of Things 
must address these deterministic local control loops to insure business process reliability.

The different needs of machine communications can be seen in three aspects: real-
time response, deterministic performance, and security and safety. All three aspects make 
demands on networking – closed control loops near the machines (to reduce latency), 
reduced costs of data transmission (in light of the rapidly expanding population of 
machines), and segregation of communications (to reduce noise and increase security).

With the increased number of devices and variety of applications, Metcalfe’s Law is 
exploding with the number of new machines and the amount of data they generate. The 
only way for technology to keep up with the coming expansion of the Internet of Things is 
to manage the machine data flows differently from the way human application-oriented 
traffic has been handled with current protocols.

This book describes a critical new approach for the Internet of Things that makes 
it possible to extract meaning in context from the billions of new data sources that will 
emerge. This new approach recognizes the different demands of machine-to-machine 
networks and proposes an evolutionary three-tiered architecture to enable the next phase 
of the Internet.

Francis daCosta is distinctively qualified to develop this new IoT architecture. His 
diverse background in autonomous robotics, embedded systems, big data analysis, 
and wireless networking places him at the center of the all of the different technologies 
which must combine to address the Internet of Things. When Francis talks about 
communications realms, segregation of data streams, determinism, security, and control 
loops, I know that he is taking an innovative and disruptive approach in the evolutionary 
world of networks. This new architecture provides the urgently needed tools to address 
the expanding needs of the machines that join the physical world to the digital world in 
the Internet of Things.

Alok Batra
CEO, MQIdentity, Inc.

Former CTO & Chief Architect, GE Global Software Center, Industrial Internet Platform
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Introduction

I didn’t set out to develop a new architecture for the Internet of Things (IoT). Rather, I 
was thinking about the implications of control and scheduling within machine social 
networks in the context of Metcalfe’s Law. The coming tsunami of machine-to-machine 
interconnections could yield tremendous flows of information – and knowledge.

Once we free the machine social network (comprised of sensors and an 
unimaginable number of other devices) from the drag of human interaction, there is 
tremendous potential for creating autonomous communities of machines  that require 
only occasional interaction with, or reporting to, humans.

The conventional wisdom is that the expansive address space of IPv6 solves the IoT 
problem of myriad end devices. But the host-to-host assumptions fossilized into the IP 
protocol in the 1970s fundamentally limited its utility for the very edge of the IoT network. 
As the Internet of Things expands exponentially over the coming years, it will be expected 
to connect to devices that are cheaper, dumber, and more diverse. Traditional networking 
thinking will fail for multiple reasons. 

First, although IPv6 provides an address for these devices, the largest population of 
these appliances, sensors, and actuators will lack the horsepower in terms of processors, 
memory, and bandwidth to run  the bloated IP protocol stack. It simply does not make 
financial sense to burden a simple sensor with all of the protocol overhead needed for 
host-to-host communications.

Second, the conventional implementation of IP protocols implies networking 
knowledge on the part of device manufacturers: without centrally authorized MAC 
IDs and end-to-end management, IP falls flat. Many of the hundreds of thousands of 
manufacturers of all sizes worldwide building moisture sensors, streetlights, and toasters 
lack the technical expertise to implement legacy network technology in traditional ways. 

Third, the data needs of the IoT are completely different from the global Internet. 
Most of the communications will be terse machine-to-machine interchanges that are 
largely asymmetrical, with much more data flowing in one direction (sensor to server, 
for example) than in the other. And in most cases, losing an individual message to an 
intermittent or noisy connection will be no big deal. Unlike the traditional Internet, 
which is primarily human-oriented (and thus averse to data loss), much of the Internet 
of Things traffic will be analyzed over time, not acted upon immediately. Most of the 
end devices will be essentially autonomous, operating independently whether anyone is 
“listening” or not.

Fourth, when there are real-time sensing and response loops needed in the Internet 
of Things, traditional network architectures with their round-trip control loops will be 
problematic. Instead, a way would be needed to engender independent local control 
loops managing the “business” of appliances, sensors, and actuators while still permitting 
occasional “advise and consent” communications with central servers.
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Finally, and most importantly, traditional IP peer-to-peer relationships lock out 
much of the potential richness of the Internet of Things. There will be vast streams of 
data flowing, many of which are unknown or unplanned. Only a publish/subscribe 
architecture allows us to tap into this knowledge by discovering interesting data flows and 
relationships. And only a publish/subscribe network can scale to the tremendous size of 
the coming Internet of Things.

The only systems on earth that have ever scaled to the size and scope of the Internet 
things are natural systems: pollen distribution, ant colonies, redwoods, and so on. 
From examining these natural systems, I developed the concept of a three-tiered IoT 
architecture described in this book: simple end devices; networking specialist propagator 
nodes, and information-seeking integrator functions. In these pages, I’ll explain why 
terse, self-classified messages, networking overhead isolated to a specialized tier of 
devices, and the publish/subscribe relationships formed are the only way to fully distill 
the power of the coming Internet of Things.

Francis daCosta
Santa Clara, California, 2013 
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