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Artificial Intelligence and Information System
Resilience to cope with Supply
Chain Disruption

Shivam Gupta, Sachin Modgil, Régis Meissonierc, and Yogesh K. Dwivedi

Abstract—Artificial intelligence (Al) as a technology has the
potential to interpret and evaluate alternatives where multi-
dimensional data is involved in dynamic situations such as supply
chain disruption. This study aims to explore the role of resilient
information systems (RIS) in minimizing the risk magnitude in
disruption situations in supply chain operations. The study is
conducted in the qualitative mode through semi-structured
interview schedule for professionals of supply chains. Thematic
analysis has been used to create emerging categories. The findings
of this work present critical gaps in current information systems
and demonstrate how Al-oriented systems can facilitate the
ecosystem of disrupted supply chains to save costs and drive
efficiency on multiple parameters. The study also proposes a
conceptual framework where organizational values and
architectural components can be viewed jointly for quick and
adequate business decisions in the complex and uncertain
disruptions. The framework presents the relationships among Al,
information systems and supply chain disruption. Installing
appropriate Al-based data acquisition, processing and self-
training capabilities along with information system infrastructure
can help organizations lessen the impact of supply chain
disruption while aligning the transportation network and ensuring
geographically-suitable supply chains and cybersecurity. Finally,
the implications for theory and practice with the limitations and
scope for future research are described.

Index Terms—Artificial Intelligence; Covid-19; Information
System Resilience; Supply Chain Disruption

I. INTRODUCTION

Disasters are one of the key contributors to supply chain
disruption [1]. For instance, General Motors was not able to run
its plants in the U.S. due to its inability to source auto-
components from Japan following a tsunami in 2011; it incurred
millions of dollars in losses [2], [3], [4]. In another example, the
eruption of the Bardarbunga volcano in Iceland had a
considerable impact on air commerce and resulted in huge
revenue losses of billions of dollars [5], [6], [7].
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The worldwide supply chains are being disrupted due to Covid-
19, where suppliers, distributors and manufactures have to
change their strategies frequently and hence they need more
information from enterprise resource planning (ERP), customer
relationship management (CRM), and electronic data
interchange (EDI) [8],[9]. Existing literature lack in exploring
information systems as an enabler for supply chain disruptions
caused due to diverse events including Covid-19 due to
traditional information systems. Hence, traditional information
systems may not have sufficient analytical power to make
supply chains resilient [10], [13]-[20] due to their limited risk
prediction and guidance towards alternatives [11], [12]. A
system is defined as resilient if it quickly and efficiently guards
its acute capabilities from a disruption triggered by contrary
events and circumstances [36]. Due to the availability of large
data, organizations are adopting Al-based technologies to
address supply chain disruptions despite numerous challenges
[78]. It may therefore be interesting to know how organizations
are employing Al to minimize supply chain disruptions.
Artificial intelligence (Al) is the intelligence demonstrated by
computers and machines to perform tasks that require typical
human intervention [28].

RIS can contribute significantly to the return to normal or
transform the operations of a business due to a disruption as
soon as possible [81]. The literature indicates the strategies
around information systems and their alignment to business
[74], [55]. However, the literature lack to identify the
capabilities of resilient information systems that can facilitate
the response to global disruptions. We therefore propose the
investigation of the first research question:

RQ1. What are the capabilities of resilient information systems
that help respond to global disruptions?

Information systems can be viewed as instruments that refer to
a model that guides processes to transform the inputs into the
outputs of a system [34], [36]. The self-organizing autonomy of
information systems demonstrates the independence of
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operations and cooperation between parties to run the business
even under extreme conditions [11], [86]. To be resilient, an
information system needs to be stable and in working condition,
even in a dynamic environment and with regard to its
relationship with other organizational elements. EXxisting
studies lack in classifying organizational elements that can help
achieve information system resilience [11], [62]. We therefore
propose the second research question:

RQ2. Which organizational elements are critical to ensuring
resilience in information systems?

The complexity of supply chains is visible from the complex
product portfolios and their flow in the chain especially in the
time of disruption [80], [81], [82]. Disruptive events expose
different supply chains, be they physical or e-commerce-based
[46], [70]. Disruptions ranging from natural disasters to Covid-
19 like pandemic create a sudden surge in demand disturbing
procurement, production, logistics and distribution schedule
[48], [54], [80], [86]. Recent studies emphasize the role of Al
in supply chains but lack to present its role in addressing or
minimizing disruptions [28], [71], [82]. We therefore propose
the third research question:

RQ3. How can supply chain disruption be minimized and
addressed with the help of Al?

The remainder of the paper is organized as follows: the next
section presents the background of the study. Section Il
discusses the role of information systems and their relationship
to supply chain disruptions. Section IV explains the research
design. Section V presents the key findings of the study. Section
VI discusses the findings of the study. To end this, we present
the conclusion in section VII.

Il BACKGROUND

Organizations with dynamic capabilities can successfully
develop, integrate, and reconfigure external and internal
proficiencies and capture adequate resilience to deliver long-
term performance in the era of disruption [17], [22], [23], [34].
Firms with RIS are able to sense changing customer demand
patterns and customize their schedules and processes to develop
the required products via real-time feedback systems through
social media, newspapers, and blogs [25], [26]. Information
systems can facilitate resilience in supply chains in three ways:
(i) day to day supply chain operations (ii) support for network
optimization and (iii) identify opportunities to deploy internet
of things (10T), blockchain, and artificial intelligence (Al) [27],
[28], [29], [30], [31]. Therefore, it is important to have
intelligent and flexible information systems that can facilitate
discovery, recovery, and redesign of supply chain operations
when a disruptive event strikes [76], [79].

I11. INFORMATION SYSTEMS RESILIENCE AND SUPPLY CHAIN
DISRUPTION

Recent disruption across the globe, ranging from natural

disasters to environmental changes, Covid-19, government
policy changes, cyberattacks, or tax related changes are
observed [32], [33]. All of these events have a direct impact on
traditional supply chains, and therefore felt the need of RIS,
which in turn can help firms sense the length and breadth of the
disruption to take appropriate actions [17], [21], [22]. The sub-
section below discusses the role of information system
resilience and supply chain resilience.

A. Information systems resilience

Today, in the era of digital transactions enhanced further due
to Covid-19, almost every organization is dependent on and
driven by information systems that are complex and integrated
with other systems [34], [35]. These systems can be relied on to
provide a continuous decision support to top executives of the
company and middle management along with suppliers and
customers [18], [19], [20], [21]. If an interruption occurs due to
technical or natural reasons such as Covid-19, then it disrupts
operational activities and has cascading effects on the overall
supply chain [36], [37], [38], [39].

Information systems have a significant impact on the
performance of critical assets and resources of an organization
along with support to innovation in situations like Covid-19
[40], [41], [42], [43]. Though interruptions like Covid-19 and
natural disasters rarely occur, but the magnitude of such
catastrophes can cause severe problems for supply chains and
public systems.

B. Era of supply chain disruption

It has been observed that substantial disruptions in supply
chains reduce the share price of affected organizations by nearly
7% [7], [44]. In another event, recently microchip shortage have
disrupted the automobile supply chain across globe. Supply
chains are entering the era of disruption and facing fragile
supply networks [45], [46]. Unfortunately, organizations do not
bother to find the root cause of disruption unless the corollaries
actually occur [47] and sometime it becomes too late to respond
to a disruption that was visible in many organizations during
Covid-19 [48], [49]. For instance, demand planning has
collapsed dynamically in the digital shopping era, Covid-19
peak, lockdowns etc. which surpassed all the predictions
concerning the purchase and consumption of products.
Concurrent planning and focus on platforms, ecosystem, and
customer centricity are important and critical components of an
advanced supply chain strategy. Hence, Al-based modern
information systems can offer better resilience to withstand
supply chain disruptions.

IVV. RESEARCH DESIGN

The qualitative approach undertaken in this study proposes
exposing the potential of RIS to resolve and minimize supply
chain risk-related issues [46], [50]. Detailed discussion with
executives from logistics and supply chain fields concerning
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various aspects of supply chain disruption and information
systems were interviewed. Such research is exploratory rather
than explanatory [47], [48]. A flexible approach is helpful in
creating comprehension and insights into a phenomenon for
which hardly any research has been conducted, hence smaller
samples are recommended to generate in-depth insights [48],
[49]. As per the guidelines [48], we interviewed 29 executives
(masked from R1 to R29). Thematic analyses was used to
classify promising subjects. The qualitative records and data
helped generate themes using the inductive theory approach.
Data arrays were recognized and three-layered coding used to
arrive at main themes.

The respondents considered for the interview have the
experience of supply chains in recent floods in the Maharashtra,
Kerala, Assam, and Punjab states of India [52]. For reliability
and validity of the findings, we followed an approach described
by Brink and referred to the articles and industry reports
indicated in Table 1 and Table 2 [74], [75], [87]. To address the
issue of researcher bias we adopted, triangulation approach
(Table 2) through a variety of sources that ensures the rigor and
adequacy of the research findings supported by research design
presented in Figure 1. In this study, we ensured reliability and
validity through stability, consistency, and equivalence as
suggested by Brink [87]. To ensure stability, we asked similar
questions at different times to examine the consistency (the
second and fourth question are intended to examine the stability
of responses shown in Table 1).

Primary data Semi-structured
collection interview
+ Syst ti di
. ystematic coding
Thema_tu: for themes
analysis
v Resilient
Abstraction information
of insights systems
v
Framework Dechlng _the
relationships
v
Triangulation Validation

Figure 1. Steps followed for qualitative enquiry and
thematic analysis

To ensure consistency, we examined the concordance of a
respondent throughout the interview and presented through the
views of 10th respondent. We also tested equivalence when we
compared our findings with those of other researchers. Table 1
indicates the measures of reliability and Table 2 the validity
through triangulation.

Table 1. Measures of reliability

Stability

Consistency

Equivalence

Q.2 How do you

think modern

technologies and

information

systems can help

tackle these
disruptions?
Q.4 How

important it is to

develop
resilience in
information

systems through

artificially
intelligent
technologies to
prevent

disruptions in the

supply chain?

For example,
Respondent 10
explained that
Al can be
helpful in
developing the
best capabilities
of an
information
system, and
also said that it
may initially
look complex
and require a
large
investment, but
could help
reduce
disruptions in
supply chains.

Referring to the
findings of [19],
[36] and [85], RIS
can offer more
flexibility,
adaptability, and
transforming
capability for a
supply chainina
disruptive
environment.
Furthermore, RIS
can proactively
help identify
potential failure
stages and
appropriate action
[82].

Table 2. Validity through triangulation

Reports Articles Emerging
Themes

A report from | System resilience -Cybersecurity
TCS [75] involves having the -Data
highlights the | capabilities to acquisition
role of develop the trust, -Data
information governance, privacy, | processing
system and security of the -Geopolitical
capabilities to | supply chain. Both information
address flexible and resilient | -Risk
unplanned and | elements can help minimization
unanticipated supply chains -Self learning

disruptions.
Therefore,
resilient
information
systems do not
only offer
proactive
solutions, but
also facilitate
sharing secure
and relevant
information
that is timely
even during a
crisis to enable
further actions
across the
globe.

function adequately
during disruption
[74]. The success of
information systems
depends on
employing data
acquisition
technologies for
processing and
learning capabilities
[55].
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V. FINDINGS

After the interview process, the data were analyzed
qualitatively to generate sub themes and main themes. These
themes are explained in the following sub-sections.

A. Gaps in traditional information systems

We asked our respondents to give examples of operational-
level challenges with typical information systems referring to
disruption. The issues raised by our respondents are described
below.

1) Handling of multi-dimensional data with speed and
accuracy

Respondents indicated that at times it becomes difficult to get
information on time to process and make decisions to avoid the
impact of disruption. The data are generated in the form of e-
mails, phone calls, audio, video, networks and maps of the
supply chain. As Respondent R23 (Senior Manager from the
FMCG sector) noted, “in disruptive events, we have a multitude
of data coming from the internet, print media and our suppliers,
customers and other social media platforms in different forms
ranging from images of floods/fires/lockdowns of affected
areas to videos and phone conversations and it becomes
extremely difficult for us to combine all the data for accurate
and fast decisions. Additionally, it reduces the efficiency of our
supply chain and poses challenges to business continuity”.
Therefore, the handling of multidimensional data not only
affects the productivity of supply chains, but also costs firms in
terms of reducing service levels and the availability of
necessary products in affected areas.

2) Lack of insight generation

Built-in, pre-defined boundaries drive traditional system
operations. It was pointed out by the respondents that the
existing systems play an important role in day-to-day, routine
supply chain operations, but not enough for disruption
scenarios. As Respondent R27 (Vice President in the logistics
and supply chain field) noted, “the mission of our business has
been redefined to meet the current challenges of supply chain
disruption through our information systems, where we are
employing machine learning and Al-based algorithms to detect,
respond and recover early on”. Our respondents explained that
there had been instances when they required information that
was not a part of the existing system and database, and due to
central bias, these types of scenarios are ignored by traditional
information systems [54], [78].

B. Dynamic decision-making capability

The role of information becomes critical in the decision-
making process during supply chain disruption [84]. Hence, the
RIS can play a key role in mitigating the risk involved in
disruption events.

1) Integration of physical operations and computing

characteristics

Supply chains typically run through the physical network,
where the movement of goods becomes a challenge when
disruptions occur. In this regard, Respondent R9
(Manufacturing and Supply Chain Director in the FMCG
domain in a conglomerate) noted that, “the design of our
distribution network and its seamless integration with our
information system and its flexibility in providing access to
system data, components, and external assets helps us to be
aware of any potential vulnerabilities early on”. On similar
lines, Respondent R24 (Supply Chain Director from a
confectionary firm) noted that, “digital twin-like simulation
models can help our supply chain planners experiment with
disruption scenarios and their impact on the physical supply
chain to safeguard against the disruption impact”.

2) Self-learning mechanisms

Our respondents highly recommended the utilization of
learning and logical reasoning competencies of modern
technologies such as Al, big data analytics, 10T, blockchain and
machine learning. These technologies can assist firms in
collating unstructured data and making decisions in uncertain
environments [59]. In this regard, Respondent R26 (Senior
Manager from the personal care field in the FMCG industry
handling supply chains) noted that, “Geomaps-based location
tracking and causes of supply disruption can be identified
through blockchain, whereas Al and machine learning can help
recognize demand and supply”. In case of emergency, advanced
information systems can play a significant role in terms of
resources and asset allocation.

C. Cooperation among stakeholders towards resilience

Modern information systems can help rebuild trust and
capture market share by choosing more accurate forecasts and
appropriate modes of supply with the help of different
stakeholders. However, our respondents indicated that many
supply chains lack the desired characteristics for resilience
based on the support of information systems.

1) Lack of process maturity across the value chain

Supply chain network success depends on the maturity of
informed supply chain nodes to ensure visibility and demand on
a collaborative basis. Respondent R14 (Purchasing Manager
from an electrical equipment company) noted that, “value chain
stakeholders should consider appropriate elements for supply
chain integration and extension with Al technologies to bring
end-to-end visibility. For instance, with the rising need for
customization, there are multiple stock keeping units (SKUSs),
so to account for large amounts of data, too many applications
and various intelligent systems are required”. The success of
any supply chain in a disrupted environment depends on what
needs to be achieved in the situation. Therefore, it is important
for all partners to define and adhere to the common objectives
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of the value chain.
2) Lack of trained workforce

To handle data driven environment, firms require data-
literate professionals who can interpret data and make decisions
quickly [72]. In this regard, Respondent R18 (Vice president in
a retail company) noted that “today’s firms are looking for data
science talent and Al professionals to stand out from the crowd,
whereas organizations are not training their workforce on recent
technologies; instead they prefer to hire externally”. Hiring the
right person has been always a challenge for companies seeking
to meet certain expectations.

D. Information system resilience as the basis for a firm’s
orientation

The appropriate degree of resilience in information systems
helps firms recover quickly, maintain the customer base and
develop a growth orientation. Our respondents indicated how
they view the RIS and their fit in the firm’s strategy.

1) Potential support for strategic assessments

Today, information systems are designed with room to
extend and enhance multi-dimensional capabilities in the
future, if required. Our Respondent R28 (Manufacturing
Director in an FMCG company) noted that “the design of
information systems both from soft and hard perspectives is
being considered to maximize risk intelligence and to have a
long-term effect, through characteristics of sensing,
comprehending, acting and learning, where in learning,
approaches from deep learning to genetic programming can be
adopted. This strategic orientation can be infused with modern
information systems with the help of interconnected devices.

2) Potential support for operational assessments

The information systems decode and analyze the data of
company operations and present them to the decision maker to
make the final call. Our Respondent R13 (Senior Executive
from the Food & Beverage Industry) noted that “an information
system can evaluate and forecast figures on the basis of current
expenses, workforce, manufacturing activities, and sales. For
instance, with the recent floods in the region, our information
systems indicated an approximate production figure with 95%
confidence to divert and plan manufacturing activities, which
has further helped us to make changes in our supply chain”. The
decisions depend on the data and assumptions made during
analysis by information systems. Modern information systems
can help make decisions when multiple options are available.

3) Opportunity to restore customer loyalty
In the recent past, there have been numerous catastrophic

events including Covid-19 that have caused serious disruptions
in the supply chain and attracted the attention of firms to refine

the recovery strategies. Our Respondent R15 (Purchasing
Manager from an FMCG company) noted that “disruption
retrieval processes affect value chain relationships through the
level of accessibility, ethical behavior, and sensitivity towards
the delivery of goods to affected areas, and Al-driven systems
can employ natural language processing to deliver goods to the
exact location and customers”. If a supply chain fails or slows
down, then customer satisfaction is at risk and an opportunity
can be lost.

E. Enriching the capability of Al for RIS

Al uses the computer network to simulate human intelligence
and collect data from sensors to make appropriate decisions.

1) Al learning from other disciplines

Al is being used today in the form of automatic
programming, neural networks, natural language processing
and predicting market competition with case-based reasoning.
Our Respondent R3 (Supply Chain Senior Executive from a
business services company) noted that “Al can be used to detect
fraud in a business and can help improve customer relationship
management with a rule-based approach, where intelligent
systems can make use of interdepartmental and external
information to find gaps”. Al can also use Bayesian networks
and machine-learning techniques to detect fraud. As indicated
earlier, Al simulates human intelligence and can learn from
other disciplines.

2) Human interface

The analytical capability of Al and psychological and
emotional elements of practitioners can be combined to make
more accurate decisions. Our Respondent R16 (Logistics and
Supply Chain Manager in the oil and gas sector) noted that “Al
assists firms in creating products and services by helping
remove their focus from data and the difficulty of drawing
insights from big and different types of data”. Supply chain
disruption and other firm operations generate multi-format data
that may be extremely difficult for a working executive to
manage.

F. Challenges of Al with regard to RIS

The impact on labour and control of complex systems is a
challenge that AI poses for today’s information systems.
Certain on-site adoption challenges are delineated in the sub-
sections below.

1) Non-inclusion of experience of senior managers

Al does not include their experience and emotional quotient
in decision making and predicting the scenarios. Our
Respondent R26 (Supply Chain Senior Manager from the
FMCG industry) noted that “the action of top management
shapes the behavior and interaction among employees, whereas
Al may not have that capability of affecting the behavioral
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characteristics in the organization, on the supplier side or even
the customer side”. The experience of customers and practicing
executives at firms is of the utmost importance and plays a
significant role in strategic decisions.

2) High initial investment

Many cloud-based services require greater Al infrastructure
and a huge investment. Investment in Al is multi-dimensional.
Our Respondent R10 (Senior Manager in a third-party logistics
company) noted that “Al being in its initial stages of
implementation, there is a shortage of Al researchers and
programmers that can design customized supply chain
solutions”. Certain industries such as the pharmaceutical
industry require heavy investment and the probability of the
return on investment is usually low. Al can enhance the
efficiency of manufacturing via digital twins that can recognize
movements and anomalies for better prediction. In addition to
this, it has also been noted that the integration of functions and
values into Al is a challenge.

3) Fear of not acclimatizing to new technologies

Many organizations are training their workforce with the
help of consultants to utilize Al systems, but many firms want
to substitute them with new, young people who are good at
programming and extracting insights. Our Respondent R21
(Demand Planning Manager from a consumer healthcare firm)
noted that “companies today are looking for the right
combination of talent, who can perform managerial as well as
technical tasks to accelerate the value chain and strengthen the
resilience of their information systems and understand the
technical know-how of the value chain”. Many organizations
are living in fear that they may not be able to adapt to new
technologies such as Al and they want others to experiment first
to see the results of adoption.

V1. DISCUSSION

Information systems cannot work in isolation and require a
holistic approach to develop, maintain, and enhance the
resilience of information systems to combat unforeseen
disruptions [14]. The traditional systems have a narrow scope
of resilience due to their limited analytical capabilities [36].
The current generation of rapid and multi-dimensional data
poses a challenge to the existing systems to drive value chain
operations and have a direct or indirect impact on the firm’s
performance [56], [57], [58]. The findings also indicate that Al-
supported information systems can help firms restore customer
loyalty and attract new customers when accurate data collection
and filtration processes are in place across multiple locations
around global supply chains. This filtered data can further act
as a dynamic capability of producing more useful insights for
different geographical locations, though it requires a high initial
investment. This answers the first research question.

Though predictive analytics and other approaches like big
data analytics offer a range of data handling competencies, the
information systems exceed their functionalities in terms of
interpretation, the extent of data and the type of data processing
to determine logical solutions [59], [60]. When responding to a
disruption scenario, the systems need to be fast, accurate and
holistic. Therefore, information systems coupled with an
appropriate degree of intelligence can pave the way to tackle
supply chain disruptions with sufficient resilience [41]. The
present state of information systems can facilitate strategic
planning with an accurate forecasting vision, whereas Al-
enabled information systems have the potential to uncover other
areas that can help lower the risk of disruption along with other
applications that are unexplored in the pre-Covid era [12]. The
degree of resilience of the information systems will define the
analytical capacity of the system, even in worst case disruption
scenarios [62], [63]. Therefore, we find that RIS dictate the
orientation of firms so that they are committed to the
exploration of new and innovative solutions via integration of
different value chain elements [64]. This answers the second
research question. Being differently focused organizations, they
can still pursue a collective vision of integrating the information
systems [59], [61]. This therefore leads towards an all-inclusive
analysis of information and can offer intelligent and innovative
solutions during disrupted events in the value chain.

The analytical capabilities of resilient systems offer working
executives room to focus more on implicit business and supply
chain aspects, such as employee training and building trust
among customers and stakeholders during disruption situations
such as Covid-19 [49]. The results of the study led us to develop
a conceptual framework presented in Figure 2 indicating the
sequence of information acquisition, analysis, and
interpretation in a supply chain disruption scenario with the
help of RIS and have two perspectives (i) RIS are capable of
data acquisition and self-learning and (ii) organize itself to
match to vision of the organization for supply chain [36], [65],
[66]. Additionally, potential of joint action with the experience
of professionals and the analytical capabilities of Al offers an
ideal solution to minimize the risk of huge losses during the
disruption. This answers the third research question. In this
way, Al can facilitate modern information systems to offer
resilience at the system level and drive agility if disruption
strikes.

A. Implications for theory

Al-based information systems have the potential to cope with
increasing complexity in the supply chain environment and
specifically during unpredictable events. The present study
highlights key problems and challenges with respect to the
contextual problems of resuming operations, analyzing impact
and designing a strategy to recover faster from supply chain
disruption. It offers an opportunity for researchers and
practitioners who are working in the field of resilience and
supply chain disruption and who consider Al and information
systems to be an integral part of this. This leads us to further
explore methods for using technologies such as Al and its
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integration with other technologies as a strategic front against
any kind of disruptions [29]. The resilience of information
systems ensures the sustainable growth of a supply chain [36].
As Al is in its initial phases, in order to minimize and predict
the degree of supply chain disruption such as Covid-19, the
present study contributes by providing the experience of
industry people in terms of issues and challenges for Al-
induced information systems [39]. Additionally, the unique
application of Al systems for the development of resilience and
in turn the reduction of supply chain risk is explored. This study
contributes to dynamic capabilities and organizational
preparedness literature in terms of its observed and potential
benefits with the help of emerging technologies. Based on the
statements of the respondents, it is also clear that Al-supported
information systems have considerable potential for systemic
integration with other platforms to become closer to reality
[68]. It therefore develops an understanding of how Al-devised
information systems can ensure resilience and further help
firms design operations in view of a probable disruption [69].
The present study presents the implications for scholars of
information systems, supply chain operations and humanitarian
logistics. From the capability studies view, it indicate the
potential how the unique capabilities of Al can be built and
exploited when needed to serve the end consumer in extreme
and complex situations such as Covid-19. In addition, it
advances the understanding on role of organizational
information processing theory in collaborative decision making
quickly [70].

Data acquisition is a first step towards data quality
management, whereas Al helps in identifying the right sources
and putting the right technologies in place [15]. After the
adequate data acquisition, analysis is performed quickly with
algorithmic capabilities and data processing technologies that
help identify pattern recognition and useful insights with large-
scale heterogeneous data [30], [31]. In summary, an advanced
information system architecture is flexible and agile and can
facilitate quick allocation of resources to respond to disruptive
environments. Due to continuous monitoring and adaptation
capabilities, modern information systems must be self-
organized and able to handle multi-objective data to reduce
supply chain disruptions. These points led us to the first
proposition:

P1: Artificial intelligence facilitates the robustness and
flexibility of modern information systems that are capable of
quick data acquisition and processing along with training itself
based on data patterns for better decision making and reduced
disruption impact.

A resilient information system can contribute towards the
objective of an organization, even in complex and highly
uncertain situations such as Covid-19. A resilient information
system  meets requirements such as availability,
interoperability, security, reliability, safety, robustness, and
usability [6]. Any deficiency in these characteristics can lead to
a disruptive impact and compromise the system. Modern

information systems should resist any kind of adversity and
offer continuous support in degraded mode, despite disturbance
and emergency situations [7]. Resilient information systems are
capable of recovering quickly from the destruction that the
disruption may have caused and still be able to model different
operations options to service the supply chains in complex
environment as Covid-19, natural disasters and political
instability [36]. To develop resilient information systems, one
needs to ask what kind of capabilities should be developed so
that the system can continue to provide them during and after
the disruption. What could the outcome of the disruption be?
What kind of adversity could interrupt the maintenance of
critical capabilities? Addressing these concerns appropriately in
information systems can provide the necessary resilience at
different supply chain nodes via timely execution and
deployment. This further helps in reducing supply chain risk
and keeping functions running those are critical for situation
like Covid-19. In summary, resilient information systems can
help supply chains to manage crises in difficult times such as
the Covid-19 pandemic, where supply chains are at higher risk.
Therefore, along with the self-training capabilities of Al-based
information systems, it is critical that information systems offer
alternative scenario planning and strategic execution to
minimize supply chains risks in disruptive environments. These
highlights lead us to the second proposition:

P2: Resilient information systems help supply chains with
better modeling options and significantly reduce risk when
executing supply chain operations.

A disaster whether it is natural disaster or Covid-19 or
semiconductor chip shortage like situation, it causes extensive
damage to people, networks, and physical infrastructure that is
invisible to many people, even in the organization, in terms of
scale and extent. That means that different sources of possible
disruption have not been appropriately evaluated, resulting in
minimal preparation [62]. One important area for supply chains
is the transportation network. The transportation network is a
critical component in the supply chain, since it connects
different stakeholders such as suppliers, distributors, and
customers [12]. Transportation enables the movement of the
right kinds of raw materials, semi-finished, and finished
products towards the customer and is critical in the disruptive
environment such as Covid-19. Therefore, an upstream and
downstream balance in geographic status can help supply
chains maintain a suitable cycle time. Over the last two decades,
supply chains have been oriented towards digitization, where
access to information is convenient for all stakeholders. With
this convenience, the safety and security of information risks
being compromised, leaving supply chain data exposed to a
possible disruption. Due to Covid-19, many supply chains go
digital and confidential information is at risk [47], creating
threats in terms of cyber risk, counterfeit parts, and supply chain
ethics leading to supply chain disruptions [67]. A Covid-19-
impacted supply chain represents uncertainty and changes in
consumer preferences that can be further influenced by cultural
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elements of organization reflected in the supply chain. In
summary, the geographical and geopolitical aspects of supply
chains have been highlighted both at the global and regional
level. The impact of a disruption can be felt more strongly due
to poor transportation networks, weak cybersecurity and
staggered business culture. Hence, to prepare for supply chains
disruption, firms need to align their information systems across
functions. These points lead us to the third proposition:

P3: A better understanding of geopolitical status, the degree
of cybersecurity requirements, the transportation network, and
business ethics can help reduce the impact of supply chain
disruption. Modern and resilient information systems can help
reduce this impact significantly.

The proposed model in Figure 2 indicates the crucial
elements of Al-sustained information systems for handling the
supply chain. Though the adoption of Al in the disruptive
business environment is quite recent, the findings suggest that
Al can be explored by managers to design and develop RIS for
complex situations.

B. Implications for practice

Al-based systems have the ability to extract required
information from different sources and apply suitable
algorithms to explore a novel avenue for a specific supply chain
disruption scenario. The study offers exclusive implications for
working executives, since it provides a comprehensive
framework for connecting the architectural and conceptual
elements of supply chain operations. This framework also
indicates the potential role it can play in offering practical
insights. The applications of Al are evolving, and the insights
of this study can help firms design their strategies to tackle
complex business issues such as supplying products and
services during and after a disruption incident of complexity
such as semiconductor chip shortage or Covid-19. The
investment orientation of a firm towards Al can impact the
strategic and operational decisions and ultimately the
performance of a business. This impact of Al in terms of supply
chain performance can act as a basis for working executives to
consider the shift towards more resilient and intelligent systems
[71]. The present study offers managers and working staff an
understanding of how Al-oriented information systems are
helpful for their supply chain operations in an increasing
complex and uncertain environment. The study highlighted the
different capabilities of these systems and their contribution
towards restoring trust between customers and the supply chain
during and after disruption. Hence such systems can be utilized
to simplify and manage the available knowledge and
information to make informed decisions. Professionals from the
engineering and management fields can come together to create
more capabilities such as cyber-resilience, that can help with
quick responses to risks and disruptions, especially for
digitally-operated business activities. In global and complex

networks, the management and technical teams should focus on
interoperability, due to the different types of information
technology interfaces in different countries. Hence,
professionals (from developers to users) should work to ensure
the easy connection and collection of information from varied
sources, such as the customs administration, trade
documentation, and dissemination of real-time information
among stakeholders. The executives in information systems and
supply chains can work on utilizing the synergies of both to
achieve ambidexterity in operations. Ambidexterity will
promote the exploitation of current infrastructure while
deploying Al-based systems to advance its role during
disruptive supply chain scenarios.

The involvement of executives in adopting Al systems can
be ensured once they are aware of how and to what extent it can
augment their decision making and what degree of complexity
is considered now learned from Covid-19 [72]. This study
offers useful assistance to professionals who are working in
designing and implementing Al systems in firms to ensure
uninterrupted supply in every situation and to manage the
supplier and customer sides of the supply chain. Apart from
suppliers and customers, information systems are critical for the
adequate allocation and utilization of resources such as raw
materials and equipment and hence require resilience through
technologies such as Al to address the uncertain situations such
as semiconductor chip shortage or Covid-19. Al-based systems
can detect signals towards any abnormal behavior that may lead
to an unprecedented scenario. Data-oriented platforms and
systems exhibit behavior that is helpful in solving problems,
discovering new knowledge and manipulating supply chain
data when needed for quick and precise decision making in
situations like blockage of Suez Canal. Nevertheless, the firms
in a developing country like India have a long way to go to
develop a robust and sustainable Al infrastructure for supply
chain. Infrastructure facilitation and support need to be in place
before starting any Al adoption and implementation. Therefore,
chief information officers (ClOs) and top management along
with practicing managers need to design Al systems to improve
productivity in each scenario. A final important implication of
this study is the inevitability of Al adoption and the
involvement of the programmer and developer during designing
in order to pay attention to critical components of the supply
chain network and existing infrastructure that need close
coordination between developer and user. If organizations aim
to reduce the impact of disasters and other disruptive events
including Covid-19, then it is necessary to conceptualize,
design, and develop systems that are capable of learning,
reasoning, and performing tasks similar to humans with more
speed and quicker recovery to transform supply chains. The
lessons from different disruptions (Covid-19, Suez Canal or
Semiconductor chip shortage) can be considered to develop the
resilient information systems.

C. Limitations and scope for future research
In this study, we adopted a conceptual and exploratory
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approach. The study offers a more contextual scenario since
most of the respondents were from the manufacturing sector.
The support of empirical research is necessary to generalize the
results. Supply chain disruptions present a rich background for
the design and development of Al-based systems to develop
resilience. However, the present study involved a single
respondent per firm and similar designations at different
organizations. Future research can consider other aspects of the
functional view of the organization, such as finance (measuring
market sentiments, investment decisions), marketing
(consumer sentiments and requirements for new product
development), and production (scheduling and maintenance).
This type of research could also observe the level of adoption
at the firm and individual level. The correct adoption and
implementation approach can be further supported with large-
scale empirical studies. Such research can be based on the
involvement of multiple variables in the adoption and
implementation of Al systems for supply chain operations.

V1. CONCLUSION

Our study investigates the role of resilient information
systems in reducing the risk of disruption in the supply chain.
We have gathered the data through a semi-structured approach
of interviews and transcribed them into main content to further
analyze them. We used the thematic analysis approach, where
we first identified the gaps in the traditional information
systems leading to how Al can help develop a strong
architecture of resilient information systems. Furthermore, we
identified the challenges of Al in achieving resilient
information systems. Our study proposes how Al elements can
offer an ecosystem support to modern and resilient information
systems. Our study provides a framework, where architectural
components used together can help reduce supply chain
disruptions and prepare it for dynamic scenarios.
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