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 These days, the oil industrial industry is leaning toward employing smart 

field improvements to streamline various activities in the midstream area. 

Oil transportation over large distances via pipelines has a cheap cost and 
high efficiency in this sector. If pipelines are not properly maintained, they 

may fail, potentially causing catastrophic, long-term, and irreversible 

consequences on both natural and human conditions. Low power wide area 

networks (LPWANs) are without a doubt one of the domains that cause the 
most from industrial fields when it comes to realizing the vision of the 

internet of things (IoT). Long-range (LoRa) is an emerging LPWAN 

technology that is particularly useful for transmitting data over long 

distances. The goal of this work is to offer a methodology for managing oil 
pipelines over long distances utilizing the LoRa communication protocol and 

the installation of sensor nodes and LoRa gateways along the pipeline. We 

also used the optimized network engineering tools (OPNET) simulator to 

examine various simulation findings of LoRa performance. 
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1. INTRODUCTION 

In the oil sector, there are three tiers of activities: upstream, midstream, and downstream. To bring 

crude oil to the surface, the upstream sector participates in the search for raw materials and exploration from 

underground and underwater sources [1]. The conveyance of crude oil by pipelines, train, trucks, and other 

means to processing stations or refineries in downstream sectors is referred to as the middle stream subdivision. 

The downstream industry plays a significant role in the purification and refining of crude oil. Items made from 

raw petroleum and combustible gas are marketed and distributed at this stage. Buyers receive goods such as 

petroleum, kerosene, diesel oil, and a variety of petrochemicals through downstream processes. Attia and 

Balhassan [2] studied the challenges and advocated that oil flow be carried out smoothly in pipelines. The 

responsibilities performed by the three subdivisions of the oil industry are depicted in Figure 1. In this article, 

we look at a few of the major issues that the petroleum industry is facing in the midstream sector, particularly in 

terms of maintaining a long-distance pipeline. They entail a global network spanning more than 3 million 

kilometers. Pipeline and hazardous materials safety administration (PHMSA) failure has substantial 

implications in the United States [3]. According to the facts, there were 432 oil pipeline failures between 2010 

and 2015, as indicated in Figure 2. Corrosion, pipe material, and hardware problems are the causes of oil 

pipeline leaks [4]. Corrosion is a major cause of pipeline failure in oil pipelines. External corrosion, principally 

galvanic erosion, accounts for approximately 60% of these, whereas inside corrosion is mostly caused by 

microbial consumption [4]. Figure 3 depicts the number of barrels of liquid leaked from 1985 to 2015. 

https://creativecommons.org/licenses/by-sa/4.0/
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Figure 1. Oil and gas industrial operation sectors 

 

 

 
 

Figure 2. Oil pipeline causes [3] 

 

 

 
 

Figure 3. Year wise barrels of liquid spilled [3] 

 

 

2. OVERVIEW OF LoRa COMMUNICATION TECHNOLOGY 

The long-range (LoRa) is a communication protocol that uses a spread-spectrum technique [5]. This 

protocol utilizes unlicensed Indian summer monsoon (ISM) groups, i.e., 433 MHz in Asia, 868 MHz in 

Europe, and 915 MHz in North America. The consequent signal has low noisy levels, engaging high check 
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adaptability, and is difficult to stick or recognize [6]. Few works which show highlights of LoRa innovation 

and detailed data about low power wide area network (LPWAN) innovation and the physical layer (PHY) is 

portrayed by different parameters like code rate (CR), bandwidth (BW) spreading factor (SF), and 

transmission power [7]-[10]. Further, messages transmitted using particular spreading components can be 

gotten simultaneously by long-range (LoRa) base stations [11]. LoRaWAN offers bi-directional availability 

over multi-kilometers go and with a bit rate between 0.3 kbps to 50 kbps. Regardless of whether the 

correspondence is bi-directional the uplink traffic, from gadget to arrange, is liked [12]. Investigation of the 

highlights of LoRa innovation and its usage in different application fields has been detailed in various works 

[13]-[19]. Physical layer measurement is given in reference [20], which includes the bit error rate (BER), 

signal to noise ratio (SNR), network energy consumption, and received signal strength indicator (RSSI). 

LoRa uses a “wait and listen” scheme rendering it half-duplex in [21]. Some authors in [22]-[24] proposed a 

home automation prototype and mobile application framework using LoRa technology. Birajdar et al. [25] 

proposes building fire detection methodology using LoRa communication protocol. The transmission 

bandwidth of a technique is called spread spectrum if it is greater than the minimum necessary information 

transmission bandwidth [26]. Swain et al. [27] development of LoRa tested for agriculture is extracted. 

Figure 4 shows the basic infrastructure of LoRaWAN. 

 

 

 
 

Figure 4. Infrastructure of LoRaWAN 

 

 

The chirp spread spectrum (CSS) modulation technique is used in LoRa communication. Chirp is a 

signal that alternates between increasing or decreasing in frequency over time. The number of chips used to 

display a symbol is determined by the SF value [28]. The relationship between SF and BW is given as (1): 

 

𝑇𝑆= 
2𝑆𝐹

𝐵𝑊
 (1) 

 

where 𝑇𝑆 is the symbol period. The CR carries actual data and ensures that there will be minimal interference 

during transmission [16]. It is used for forwarding error correction (FEC) and has a range of CR1 to CR4. CR 

represented as (2), 

 

𝐶𝑅 =
4

4 + 𝑛
 

(2) 

 

where n ranging from CR1 to CR 4. Time on air (ToA): The amount of time that passes until a receiver 

receives a signal is referred to as time on air (ToA). A packet's ToA is measured using a combination of BW, 

CR, and SF. LoRa packet structure is shown in Figure 5. The length of the preamble is given as (3). 

 

𝑇𝑃𝑟𝑒𝑎𝑚𝑏𝑙𝑒 = (𝑛𝑃𝑟𝑒𝑎𝑚𝑏𝑙𝑒 + 4.25)𝑇𝑆𝑦𝑚𝑏𝑜𝑙 (3) 

 

The rate at which bits are transmitted from one place to another is referred to as bit rate or data rate. The data 

rate of LoRa is represented as (4), 
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Rb= 
𝑆𝐹∗𝐵𝑊

2𝑆𝐹∗𝐶𝑅
 (4) 

 

where 𝑅𝑏 is nominal bit rate. 

 

 

 
 

Figure 5. LoRa packet structure 

 

 

3. PROPOSED SYSTEM ARCHITECTURE 

In this section, an integrated system for pipeline monitoring is introduced. Figure 6 shows the hybrid 

architecture of a future oil pipeline monitoring system. Mainly this system includes the pipeline section, 

monitoring section, and end-user section. Moreover, LoRa communication protocol plays a prominent role in 

transfer information. Here LoRa is one of the wireless communication protocols which fit to transmit and get 

information as much as more than 10 kilometers. The primary advantage of this wireless communication 

protocol is its emphasis on long-range information correspondence with less power utilization. The received 

information from sensors will be imparted to servers employing LoRa gateway. 

 

 

 
 

Figure 6. Future oil pipeline monitoring architecture 

 

 

3.1.  Hardware implementation 

The block diagram for a customized hardware sensor node is shown in Figure 7. A LoRa SX1278 

transceiver and an ATmega 328P microcontroller are embedded in the sensor node. The controller is used to 

obtain sensor data and dissect it, after which the data sent to the wellness activity controller and end-client 

through LoRa communication protocols. 

The Lora based gateway's block diagram, schematic view, prototype, and the deployment of sensor 

node on the pipeline shown in Figure 8. The gateway, SX1278 LoRa transceiver, and ESP 8266 Wi-Fi 

module all have an ATmega 328P interface. The gateway aims to send data over multiple communication 

protocols; in this case, the data received by the SX1278 LoRa transceiver, and the ATmega 328P controller 

triggers the ESP 8266. The parameters, such as temperature, pressure, humidity, flow rate, and the vibration 

of the pipeline, are monitored and displayed on the liquid crystal display (LCD). 
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Figure 7. Sensor node 

 

 

 
 

Figure 8. LoRa gateway and deployment of sensor node 

 

 

4. PERFORMANCE ANALYSIS 

4.1.  LoRa simulation environment  

The main objectives of this simulation study various quality of service (QoS) boundaries of a 

network. Here, riverbed modeler variant 17.5 (optimized network engineering tools-OPNET) is utilized for 

planning and usage of LoRa organization. We have considered a grounds network having a distance of  

10 km. The designed network comprises fixed and mobile devices, gateways, cloud, and end servers as 

shown in the Figure 9. The parameters are as per the following that appeared in the Table 1. 

 

 

Table 1. LoRa network parameters 
Parameter Value 

Spreading factor  SF7 to SF12  
Channel bandwidth  125 KHz, 250 KHz, 500 KHz 

Code rate  4/5  
Channel. Payload 433 MHz, On 
Start and stop time Uniform (20, 21), Infinity 
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Figure 9. LoRa simulation environment 

 

 

4.2.  Simulation results 

Figure 10 shows the test results for the received signal strength of the information signals 100 dB 

with expanding distance from the gateway. We can conclude that the most extreme correspondence range 

becomes around 4.8 km in this environment. Figure 11 shows ToA increases with payload size with various 

SF. ToA is high with SF-12 400 bytes with 35 bytes of payload and less with SF-7. This implies that the end 

sensor node consumes more capacity to send information. It is observed that the signal-to-noise ratio (SNR) 

decreases with distance increases. Up to 3 km, it shows a strong signal and after 3 km it decreased to below 

20 dB. But still gives considerable signal strength as shown in Figure 12. 

In Figure 13, simulation results show packet error rate (PER) with various payload sizes. It is 

observed that slotted Aloha in LoRa with a payload size of 20 bytes for SF-7 and SF-12 PER is almost 5% 

and 25%. With the same parameters, it is observed PER is 80% for SF-12 and 60% for SF-7 in [14].  

Figure 14 presents output power with the LoRaWAN range with various SF. It is seen that, with SF=7, the 

sensor hub needs 25 dBm to communicate information for 0.5 km with little aggravations. In any case, the 

sensor needs 10 dBm to send similar data to a similar distance with SF=12. 

LoRa sensitivity: The sensitivity of power is usually expressed as a negative number, such as 

-130 dBm, with a value greater than this indicating decrease insensitivity. The sensitivity from SF 7 to SF 12 

is shown in Figure 15. The SF 7 has the maximum sensitivity at BW 10 (500 kHz), and the SF 12 has the 

lowest sensitivity at BW 1 (8.5 kHz). Table 2 illustrates the summarization of simulation results of LoRa 

performance. 

 

 

  
 

Figure 10. RSSI vs distance (m) 

 

Figure 11. ToA vs payload at different SF 
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Figure 12. SNR vs distance 

 

Figure 13. PER vs payload size with various SF 

 

 

  
 

Figure 14. Required output power vs range 

 

Figure 15. LoRa sensitivity 

 

 

Table 2. Summarization of simulation results 
Characteristic Specification 

RSSI 100 dB 

ToA ToA is good at S-12, 400 ms with 35 bytes of payload 

SNR 20-25 dB 

Packet Error rate payload size of 20 bytes for SF-7 and SF-12 PER is almost 5% and 25% 

Output power Sensor hub needs 10 dBm to communicate information for 0.5 km with SF-12 

LoRa Sensitivity The SF 7 has the highest sensitivity power at 500 kHz. 

 

 

5. CONCLUSION 

LoRa protocol plays a prominent role in wireless communication and internet of things technology 

to meet the needs of long-range communication and low power consumption. In this paper, we proposed 

architecture and implemented hardware LoRa sensor node and gateway customized boards for monitoring 

various parameters of the oil pipeline management using IoT and Lora WAN. Using the OPNET simulator, 

we performed simulations on LoRa WAN and evaluated various parameters i.e., SNR, ToA, sensitivity, 

output power, RSSI, and packet error rate at various spreading factors are plotted. 
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