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1.

INTRODUCTIONM

This is the second auarterly pronress report rrepered on

the

Cearaia Tech Rezearch Froaran in Fully Tastriauted

Processing Systems (FDES),

e

be

Program Descriptione.

The “eorais Tech Regearch Proaram in Fully Ddstributed
Processin: Systems s a comprehensive investication cof
data processing systems in which borth the physical and
logical comporents are extremely loosely couplec while
operating with a hiah degree of control suteromy at
the component Level. The definition of the svecific
class of multiole computer systems beine dinvestivatod,
and the operational characteristics and features of
thnse systems is motivated hy tho desire o advance
the state=-pf-the-art for that class of systems that

will deliver a hisr proportiocn of the benefits
currently beings claimed for distributed crocessing
systems, The scope of individual tepics heina
investinanted wuntser this pro~ram ranvscs from tormel
rodelina and thecretical studios to empirical
examinations of rnrototyne gsysters and simulation
Todelse Also included within Ye scope of the rrogran

are areas such as the utilization of FOFS*s and their
interaction with manazxement operations and structurca.

Program Supporte.

The principle support for the proasram is & Selected
Rescarch Opportunity contract from +the 0ffice of Maval
Regsecarchi howevery there are a numbhasr of other sources
ot funding which also support the rcraagrame & complote
List of these is aiven belowe

Titie: "Research on Fully Sistrinhuted Nata Frocesginag
Systems®

Fundino Agency: 0Nffice of Maval Pesearch (4GNHF)

Contract Numbher: NOOQ14-79

TIT Frofect NMoe: BFO=-642

Principle Investizator: Phitin He Tnelowe Jra

Title: "Research on Distributed Contrel™
Funrina Agency? UeSe Adr Force Rome Air Tevyelonpmant
Center EADLC

Contract Number: F30602-78=-0=-01219
GIT “roiect MNoel GZL=(:47
Frincicle Investiaator: Philir He fngtowsy Jrea

Cange =1-



heg Research Trooram Luarterily Sroo Freoapt 2

Title: "Aarcement By and Zetween I”” and GTEIH
Fundin~ Azsency: International Lsiness srhinesy

seneral Systems \visirn {151
Contract Numher: 530 Aarecement ?uw er Zinlew

ZIT Project number: (36-440
Frinciple Investicator: Philin Hae Fnslowse irae

Title: "foundationsg of Peterministic Scheduliny of
“rocesses for Paralleal Txecution®
Funding Axency?! Hational Science Foundation (NSF)
ontract Nunmber: MCCTT-28ACE

(Unive of Hisce. subcontract number: 144=L72%)
ZIT Freoiect Numher: CRE-£30
Frinciple Investiiator: Pichard As DeMillo

Title: "Theory of Systems of Asynchronaous Farallel
“rocessorst
Funding Aaency?: eSS
Contract Mumber: NAAG
GIT Proiect Mumbor: 62Z
Princinle Investiaator:

Pecearch Hffice (&R0

ney Lynch

Title: “*Support of MILPERCEXN Tata Storanse foncept®

Fundina Aacency: UaSe 2rmy Tnstitute for Fescarch in
Manaaemeont Tnfarmstion ard Coxmputer
Sgience (ATRMICS)

Contract Number: DAAKTO=79=-"=0087

CIT ZProfect MNumbher: G3u=-447

Frinciple Tnvestinator: Qe Joensgen

Administrative Changes

Purina this guarters additional research cortracts
supportinn the FOPS  proaran  have heen awardeda

Specificallys these are the FADCs THEEe HI9F AR e and
A1RMTICS contracts described aboveae Alee cdurine this
cuarter the final report  on ane contract WS
publisheds completine that proiect.
Titirn: "Interpgrocess Communicationr in Hiahly
Distributed Svstems® (2 Yorkshep?
Funding Aucency: Ue®e Lfrmy Regsearch Office (283)

Contract wumber: NAARPI=T79=C=0010
GIT Project Neol G36-632
S rinciple Investicator: Philin e Inslowve Jre
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ORGANIZATION AND STAFFING

Faculty
The followina members of the 109 Faculty have been
jdentified as particinants in the FNES Fegeoarch Froosrate

Crewss Phillin-=-Assistant Profrossor
Temilloe Pichard fe-~Associate Profesgsor
Fnslows Philin He Jre==frofessor
Criffethe Hancy-=~ssistant Profescer
Le3lance ?ichard~--Assicstant Frofescar
Liveseys Jon~=3ssigtant Professor
(effective Sentember,s 1990}
Lynche Hanecy=-=fsscciate Professor

i
v
v
<
W
—
[¥2]

Yost of these dindgdiv are presently workint  on
specific orrojects in the oproarame  while others =2re
completinag other work already in oroosresss

Staff

Jensens Alton Fe==Prince Rese Fnc.
Melonells Sharon--Sr. Secvs

Myerse Jeanette-=-Fesg, Scientist
Pimions *ancy=--Part-time Secy.

Students
s in the

r)th.!.

[od
orics in

There are 30 students working on variocus project
FOPS Reszearch Froarare DOFf thegey 12 are in  th
i t

prooram  and 5 are prenarine thedir 98 Thesis on
FR" S

The specific research projects have been ornanizeg int
the major areas jdentified in the basic nrozrarm proposal e

83

~

Ae TIheoretical and Formal Studies

i

«1 Studies of the Theory of Asynchronocus “rocessors
£.2 Decomposition of Parallel Systers
Ae% Reliable Syctems
Ass Time FPerformance of Distributed Systems

Page =3=
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Re®™ Audit Alaorithms

Aenn Ticket Systems

Ae? Synchronoue Simulation

4e% TDistributesd Fescurce Alleocaticr

Be Physical Interconnection and Metworking

Fe1 Heterocgeneous Vetworkinn
Ne2 Local detworkinag in Fully Distributed Processing
Systamsg

C. Distribuied Operating Systems

Cel Decentralized and Distributed Tontrol

Ce? Resgaurce Allocaticn and York Districution in  an
Fu=s

Ca® Fully Oistributed fperating System - Irnitial

Considerations

Cett TEA (Distributec Oreratin~ Systemsi

Ce% Pruocess Support in Ndsgtributed Systoms
CTefs Mon=Homoaeneous DNperatinn “ystersg

Ca7 FDOS = Preldminary Implementatiaon “tudiecs

De Distributed Data Bases

Tel Tmplementation of Tistributed Tatahase Systems
De2 Support of “ILFFRCEN Data “torasoe Concenot

Ee Fault=-Tolerance

Fe Special Hardware to Support EDPS

Ge Application of Digtributed Processing

Hae

(%]

ystem Design Methodologies
Hel FDPA Regyirerents Cnaineerine lechnicues
He? Coordinatin~s Larae Troaramminae Frojects
I. System Utilization
Tel 2 Lanvtyaae for Distrihuted Frocramminn
Te7 System Implementation Lanatusae Develogrent
Je Security

Jel Process Structures

Ke System Management
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Evaluation and Comparison

EDPS Testbed

el Tatablishment of FOPS Testhed Taecitity

g2 Remote lLoad Tmulator

MeZ Fully IZfdstributed fNperating Syetem  Shdmplation
Testhed

4o SUMMARY QF PROGRESS

Al.1

Ae3

Studies of the Theory of Asynchronous Processors
(Lynche Fischer, Lamport, Lazowskas Schl8nhagee
Arjomandi)

dork continues in the development of wmodelss
decomposition technicuess angd comolexity  analysis
technicues for distributed systems, Visitors this
auarter have ircluded Fischery tamports Lazowskay
Schhnhagcey and Arjomandi. Recent work has ingnired
nrojfects A«ly fade Lal g Aubn Aaty AeTs ared Lef
described helouwe

ST

Decomposition of Parallel Systems (Lynchsy Fischer)

Synchronization alnorithms are decowposed usina tuo
stane modelss with simulation wused to eliminate
initial simplificationse such ag rentralizes control
and multinle shared variabloeg,.

Reliable Systems (Lynche Fischerey Lamport)

Pedundancy  is  used to  alleviate the effects of
Bohutdown®y, toeathn, and "ralicious foiluren of
nrocecsses, Agresement with faulty innuts s difficult
and slowe reguirina  K+1 "rounds® of inforeation
exchanade to protect asainst uc to ¥ faultse “vecicl
cases are hedina consideorede.

Time Performance of Distributed Systems (Lynchy
Fischery Lazowskasy Sch8nhage)

application of ceomplexity theory in developine tools
to measgsure worst=-~case and expected performance of
distributed systems under specified crerating
conditions. Analysis of arbiter groblems dincludes
Wwork on Lower {(time) boundse with restricted cccess
to communication variablose
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Ae5

Aesb

Ae?

>

Audit Algorithms (Griffethy Fischery Lynch)

Neveloprent of alaecrithers for auciting  distributed
assets without delayinn transsctionss ar
contradicting  danformaticon oronaagated througth the
system hy ohtainina =z balance that could nect have
existed at any zpoint in timee.

Ticket Systems (Lynchs Fischers Griffeth)

Desicen and analysis of atroritnms far ticket
distributions inctudin~ careful statement of

correctness and performance recuirerentses

Synchronous Simulation (Lynche Fischers Arjomandi)

Development and analysis of techniques for converting
synchronouss naratlel alaorithms inte ecuivalent
asvynchronous alnorithmse by devising proteocols which
insure proaress of each oroc s without actually
stonpina computation to achieve synchronjzatiocn.

b

Distributed Resource Allocation (Lynch)
Development of a simole mut realistic medel of the

resaource allocation problers o fast solutions and
time analysis of the solution.

Heterogeneous Networkinag (Crewsy Braye Greenee
Tuberville)

The IN% Series/1 has bheen connected to the Feg

tegt=hed (PR1MMI  P=400%c) throuah & unidirectional
communication pathe. This poth has faciliteted file
transfer from the testhed to the “Serips/ly and
consequently has oprovided necessary software to

initiate work on the common commanc lansuaase focility

and snftware toolsa tt the same timey a8 Link has
heen established hetween the Series/1 and CYROK

system, and work is underway to estabilish an
interface &t the nhysical codee opeorating systems and
prooramming Lanzuace Level.

Local Networking in FDPSs (Enslow)

&t survey of the state~gf-the-zrt in Llocael retwork
technolony and ecuipnent has heen dnitisted It

-
Appears that the primary Wweaknasses ot systersg
currently available or nroposed are in the arcas of
host interacticn with the Local network and

Fost=~tn~host interaction.
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Cel

Ce3

Cet

Ce5S

“S Research Troaram Sunrterly Ve Ronapt O
Decentralized and Distributed Control (Enslows

LeBlance Crewss Saponases Wice)

The first geal of this nroiect is 1o characterize an
analyze models of distributed iand decentrazlize
control applicahle to hiohly distrinuted systerse
major problem facina the research ‘tearm s the
develonuent of & technicue nr frazrework by which
various control models can he described and
catalonueds. The principle effort thus far in this
project has been focusea onn drfentifyine various
possihle models and comparing  ond analyzing these
models with the noal of developiny & basis for a
complete  taxonomy. Yajor prooress has been made in
this first sters and a o
P

o3 )

.

j
raper is  beine preparcd  for
presentation at the TTEL Commputer Society TOMRPCZON in
Septembere 1920,

Resource Allocation and Work Distribution in an FDPS
(Enslowsy Sharp)

tctivity durino this period bas focused an developing
a descriptive framework suitable for preparinag a2

taxonomy of allocation and distrinution modelse. The
annproach taken has heen to vrecaore cdeoscriptions of as
many models as pessible and then to work backwerds to
develon the frarmeworka. Ay initial framework has heen

orepared and is being refined.

FDOS - 1Initdal Considerations (Enslows LeBlance
Crewses Akine Flinne Forsythe Fukuokas Myerse Pitts,
Saponass Skowbos Spaffords Wice)

The goraantzation and outline for the corplete
srecification of ann FNCS dis beinag rrecarcde.

TBA - Distributed Operating Systems (Livesey)

Yo activity this cquartera

Process Support 4n Distributed Systems (Enslows
Skowbo?}

& survey and analysis of communication proteocole has
been itnitiated teo displate essertial features for
supoort of rdistributed CrocesSsesSe Tmplications of
transoport nrotocols for the TIPC fdnterface are beinn~
studieds

Cane «7=
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Ce6 Non-Homogeneous Operating Systems (Ratzel)

No sienificant activity this cuartere “roject
still in nreliminary staces.

is

Ce7 FDOS = Preliminary Implementation Studies (Myersy

Enslows Gaithers Le Newells Se Newelly Hice)

The desian and dimnlementation of the FONS  has  heen
initiated, The approach beina  taken is te firzst
address those arcas on  which there is ceneral

agreerent as  to the functionality recuircc/desireds
The first area beins desizned dis that of Meegsane

transport®,

Del Implementation of Distributed Database Systems

(Griffeth)

This project is olanned to commence in Junes 1990,

De2 Support of MILPERCEN Data Storage Concept (Jensens

Doyles Gehls Bingham)

Annlicable Literature and referonce documentation
been collected. A site wisit to the .5,
Military Personnel Tenters Slexandriae Yiroiniss
heen mades durina which briefinas were presentoed
intervicws teld,.

has

LrTy

has

and

Hel FDPS Requirements Engineering Technigues {Underwoody

Corley)

Mo siagntficant activity this cuarteor,

He2 Coordinating Large Programmina Projects (Enslows

Smith)

5 questionnaire to be utilized to tather bhistordical
f

information and marager®s cercention o

the problems

and possitle solutions has peen prepareds This draft

acuestionnaire has bheren circulated to & number
individuals for comment and recormmendations
wider population te survevy.

of

on o

Ie«el A Language for Distributed Programming (LeBlancye

Maccabes Forsyth)

Txisting Llanauasces with features related tn our 20alg

are  currently bhbeinag studied. This dncludes

the

imolementation of nmulti-process oroarams tn CODUL A

s

Pane =8=-
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in order to nain cexperience Wwith intercroceas
communication groblems. n precaration for our
lannuaae desian workae desian apals have been
identified and a cerputational wmodel on  whice  the

I.2

Jel

Me?2

Med

Lannuaase will be based has been establisherd. ropape
entitled "A4 Lasnnauaoce Heodel for Tully Jdistributed
Systems" tag been submitted to CO¥ECON FEG Falle
Another naper is being prenzreod for submission ta the
ACM  Pacific 70 Conferences which has distrinhuted
arpcessing as its theme.

System Implementation Language Development (LeBlancs
Akine Strickland)

Hu=Tacecal is bheinag transported to the FR1IYT =400 with
extensions to support the FIPS  deyelormente Ao
significant prosress this cuarters.

Process Structures (DeMitlos Liptons Millery Davida)

Investiasation =of several aspects of paraltlel and
distributed system desione including multilevel
securityy models of synchronizatiocny and efficiency
of dinterrracess communicationa

Establishment of FDPS Testbed Facility (Myers,
Elshoffse Gaithersy Howes FLinnsy Le Newelly Se Newelly
Wice)

The subroutines comprising the Trimenet interyrocess
communication facility are beina used and tested by
student proarammerse and will be used in the near
future to implement TesSsaANe transport =nd messane
handlinoe

Remote Load Emulator (Myerss Enslows Forsyth, Houwe)

Programmable "seripts® have been devised to deccrice
a variety nf Loads, Student oreasrammers  have
corpleted a Llexical analyzer and parser to translate
scriots for fast dinternoretationa

FDOS Simulation Testhed (LeBlancy Gaithers Maccabes
Myersy Se Newellse Wice)

The FH0S simulation testhed will previde an
environment for the initial testine and arnalysis of
operating system algorithms currently heing
developede. The oaverall desian is completel a more

detadiled desian is peins writtene utilizira SIMULA

constructsy and s din itgs final stadesg.

Pane =0-
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Se

IRAVEL RELATED TO THE EDPS EROGRAM

Dates of Trip: 1 Fehruarys 1920

Individuals Travellina: James Skowbos Steve Newell
Itinerary: Atlantas Seoroia

furpose: Sttend 2CM sponsored Professional Teveleo

Seminar - Distributed Frocessin: Systenms

Dates of Irip: 14 F‘ehrl.earv» 1

In”wviduaLs TravaLwn Philin fﬂftﬁw

It?ﬂer“rv. dtlantae Covrﬂwn

Purpgsoes “rosent briecfing non FIFS rrocram and other

2529 Februarys 19810
ravellino: Phillis Crews
Tranciascos California
CAYPCAON 90 Sorin:

2ates of Tript 27=-028 Fehruarvse 19010

Individuals Travellino:? 4474 Jensens John  Gohly
Joyle

Itinerary: Alexandriae Virasinia

Purposet Site survey of MILPERCEN Date Facilitiese.
VISITORS

Dates of Visit: 1 Jdaruary - 31 Marchy 1940
yigjggg: Michael Fischer

Purpnset! Research Collaboration

Individual Centacted: Nancy Lynch

Gates of Visit: 11 Januarye. 1988

Visitor: Rede Licton

furpese: Research Tollaboration

InZiyvidual Contacted: Fichard Dedillo

Dates of Visit: 1l4-16 Januarys 1500

YVisitor: Pabert Cookse Ua Hisrces Tadicon

Purpese To discuss sroaramnine  lancuece  zesion
operatina system simulation work beino done at Yisco
Indiyidual Contacted: Richard Lezlznecs “hilip tn
Phillin Crews

Dates of Visit: 21-25 Januarys 1920

Visitor: Leslie Lamports Stanferd Research Tnstitut
Purposet Fesearch eollaboration on  rroblems  inus

prozrammin: in an environment includinea f
pracessorse and choeice of nrimitive ornerations for n»
of Aasynchronous systemse

ITn'fvidual Contacted! Mancy Lynchs Michasl Fizcher

Page =10~
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Te

Dates of Ei£i£= 4=¢ February, 1987

Visitor: Tdward Lazowskas Unive of ghinaton

Purposc: Pesearch collaboration on rsroblems dnvolvin:
performance cvatuations of distributed sycstemsa and
desian of arbitration protocols.

Individual Contacted: Mancy Lynche Migchaeol Fisacher

Dates of Visit: 18-21 Februarys 19280

gl_lgg; Tshrat Ariomandie York Univee Torontoe Canada
Purpose: Fesearch collaboration on yproblems dnvolving
retationshins hetween synechronous and zsynchronocus rodels
for parallal computations and desicon of distributed 3raph
alecrithms.

Individual Contacted: Mancy fLynche Michael Ficscher

Tates of Vigit: 21 Fehruaryas 1980

Visitor: Tadaaki Pandohs tHitachi Research Loboratorys

Jasane.

Purpose? Ziscuss Zandob?¥s work in daotaflow machines anc

our work in FDPS&,

Inzividual Contacted: Pe Enslowe Jo Myrrse e Fukuokas
15

Ay )
Ne Fittsey Te Saconace D Sharne Je Skoubog o AiCE.

Dates of Visit: 2% February = 14 %srchy 1990

Visitor: Arrnold Schbnhages Unive of Tubinaens Cerwanvy
Furpose:® Fesearch collaboration on oroblems dnvolvina

models for perallel computoations stochastic =nalysis of
cistributed systemse desitn of arbiter systemssy and
technicues for provinn~ Lewer  hounds for arbitration
problems.

Individual Contacted! *ancy Lynchs Michael Figscher

PUSLICATIONS

Authoris): FeHe Fnelows Re Sordon

Titteo: IPZ Workshero Rencrt

Murher: GIT=1ICS=-79/11

Date: Decerbers 1778

Author(sd: Rele Deotillce Rede Liptons ReFe *iller
Titler Stochastic Synchranization

Tatel  Junes 1950

_’\_g:t_f;g_g(s)‘ Rele NeMilloy "els Tavidase Rede Livton

L

Titler Secure ¥ey Distribution

TIycet Zfonference Tane

Date: ZAprils 1970

Cormentst Tn he nresented at 1978 TFEL Symposium on

Security and Privacye

Authaor(s): Petta Enslow

Titlet fiuarterly Procress Report - Number 2

Iyce: Juarterly Prooress Repeort
Date: Aprile 1¢20

FPace =11-
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A. Statement of the F;roblem Studied

I studied the problem of formal modelling and analysis of distributed algorithms.

B. Summary of the Most Important Results

There was a very large amount of interesting work which resulted from this grant. The specific
results have been described in detail in the earlier progress reports. Here, | include a brief overall

review which describes the general results of the project.

The earliest work focussed on mutual exclusion and other distributed resource allocation probiems.
These problems had previously been studied informally, but there had been little work which was
rigorous enough to allow correctness proofs, formal complexity analysis, or proof of impossibility
results. Our work provided this area with a rigorous basis, and proved several interesting complexity
results. In particular, we proved light upper and lower bounds for shared space (bandwidth)
requirements for implementing various resource allocation problems. (We included treatment of

fault-tolerance properties.)

Our experience with formal modelling of concurrent resource allocation systems led us to develop a
general model for asynchronous parallel computing, suitable for formal description of arbitrary
asynchronous algorithms. We proved basic results about this model, such as a fundamental

difference in complexity between synchronous and asynchronous parallel systems.

After developing our model for asynchronous computing, we proceeded to study several typicai
distributed problems within the model. Among the first of the problem areas we examined was
distributed database concurrency control. We considered sources of performance problems. In
particular, we devised two ways of generalizing the usual strategies for concurrency control in
distributed databases, allowing fast processing of read-only transactions, and weakening the usual
notion of serializability. We carried out exlensive studies of the nested transaction model for

concurrent computing.

We worked on distributed network resource allocation algorithms, devising interesting algorithms
which had running time which was independent of the size of the distributed network. Aigorithms
were devised for special cases of the general network resource allocation problem: one in which
resource requirements are predeélared. resources are ali distinct and are returned after use (e.g.
computing resources in a local-area network), and one in which resources are all identical and are
not returned (e.g. tickets to a sporting event). The algorithms themselves appear to be of practical
value. The analysis techniques also appear to be new and interesting.



L

We studied the very important problem of distributed consensus (in an error-prone environment),
obtaining some very interesting and important results. The most important was a very fundamentai
limitation of the asynchronous computational model - its inability to soive the basic problem of
distributed consensus in the presence of even a single faulty process. This fundamental result has
alrepdy led to a fair amount of related work of other researchers, in trying to understand its
ramifications. Other results include upper and lower bounds on time and communication

requirements to solve the problem in a synchronous system.

Work in progress includes software clock synchronization, computing in a model that uses time
explicltly, theory of specification of distributed systems, and fault-tolerance.

C. List of all Publications and Technical Reports Published

BLICAT

Bublished Papers in Refereed Journals:

Techni r i ithms Whi ingle Shared Vari
(with M. Fischer).
Journal of Computer and System Sciences 27, 3
{December 1983)

flici h Vv r istri
{with E. Arjomandi and M. Fischer).
Journal of the Associaton For Computing Machinery 30, 3
(July 1983) 449-458.

A Lower Bound for the Time to Assure Interactive Consistency
(with M. Fischer).

Information Processing Letters 14,4

(June 1982) 183-186.

Global St f a Distributed Syst
(with M. Fischer and N. Griffeth).

IEEE Transactions on Software Engineering SE-8,3
(May 1982) 198-202.

ficient Algori r Byzantine A m ith Aythenti
(with D. Dolev, M. Fischer, R. Fowler, and H. Strong)
Information and Control 52, 3
(March 1982) 257-274.

hared Variabl
(with J. Burns, M. Fischer, P. Jackson, and G. Peterson).
Journal of the Association for Computing Machinery
(January 1982) 183-205.



r Bounds § i All ion i istri
Journal of Computer and System Sciences 23,2
{October 1981) 254-278.

fi h i lementation istri

{with M. Fischer).
Theoretical Computer Science 13
(1981) 17-43.

n eedi

Reaching Approximate Agreement in the Presence of Faults

Proceedings ol 3rd Annual IEEE Symposium on Reliability in Distributed
. Soltware and Database Systems
(1983)

ncurren ntr r ili Tran i
Proceedings of Second ACM Symposium on Principles of Database Systems
(March 1883)

ibili istri nsen wi n ity P
(with M. Fischer and M. Paterson)
Proceedings of Second ACM Symposium on Principles of Database Systems
{March 1983)

impl icient B in Is Al
(with M. Fischer and R. Fowler)
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