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Abstract—We in Yippelia attempt to automatically identify
deep bugs in hardware designs by symbolically exploring hard-
ware designs for one clock cycle and then stitching the generated
simple paths to form a multi-cycle path from the reset state to the
buggy state. Compared to a state-of-the-art symbolic execution
engine, Yippelia has an average speedup of at least four orders
of magnitude on finding deep bugs on the up-down counter
hardware design.

I. INTRODUCTION

This thesis presents Yippelia, a hardware-oriented sym-
bolic execution framework that automatically finds property-
violations in hardware designs. Given a hardware design and a
property, Yippelia can find a property-violation and generate a
sequence of instructions which triggers the property-violation
by taking the hardware design from the reset state to the
property-violated state.

Hardware is the fundamental trust of computer systems.
Recent attacks such as Spectre [1] and Meltdown attacks [2]
have demonstrated that attackers can utilize vulnerabilities in
hardware to compromise the security of the overall systems
even though softwares and systems are proven to be safe.
Attackers can exploit the hardware security vulnerabilities to
gain the credential information of the users and even threaten
people’s physical safety in the case of embedded and cyber-
physical systems. Moreover, while most software bugs can be
resolved by software patches or the release of a new version
of the software, fixing some hardware bugs requires recalling
and replacing all products, causing a great amount of loss of
money — the Pentium FDIV bug [3] which is rooted in the
floating-point unit of Intel’s Pentium processor caused Intel
half a billion dollars to recall and replace all shipped products.
Therefore, it is important to eliminate hardware bugs in the
early stages of the hardware development.

The research community responds to this challenge with
various approaches, one of which is assertion-based verifica-
tion. Assertion-based verifications formally prove that a design
satisfies some security-critical properties. In the hardware
security community, works have been done to automatically
generate security properties from design specifications [4], [5],
[6], [7]. However, state-of-the-art verifiers that are designed
to prove these properties are limited by their poor scalability

to large and complex real-world designs. We respond to this
challenge by presenting Yippelia, a light-weight verifier that
can evaluate complex hardware designs efficiently.

Yippelia uses symbolic execution to systematically explore
hardware designs and identify property violations. Compared
to model checking, symbolic execution sacrifices rigorousness
for scalability. Similar to other hardware-oriented symbolic
execution engines such as Coppelia [8], Yippelia is sound but
not complete. If Yippelia finds a property violation, then the vi-
olation indeed exists. On the other hand, Yippelia cannot give
any guarantee that the design is bug-free even if Yippelia does
not find any property violation. In other words, Yippelia can
trigger, but cannot prove the absence of, property violations
in hardware designs. The sacrifice in completeness provides,
with symbolic execution, good scalability on covering complex
designs in return.

Even though symbolic execution is one of the most scalable
formal methods, the application of symbolic execution is
still limited by the complexity of the hardware designs. This
limitation is due to the severe path explosion problem in
the context of hardware. Because a processor can run in an
infinite number of clock cycles, akin to an infinite while loop
in software, the number of paths grows exponentially as the
number of clock cycles increases towards infinity. Therefore,
the application range of normal symbolic execution engines is
limited to small-size hardware designs [9].

To handle symbolic execution’s scalability problem in hard-
ware, Zhang et al. presented Coppelia [8], an end-to-end tool
that automatically generates exploit programs for processor
designs utilizing a backward search strategy that was proposed
in [10]. However, Coppelia performs symbolic execution on
every clock cycle, so Coppelia’s scalability is still limited
by the number of clock cycles a trigger program consists
of. We in Yippelia attempt to improve the scalability of
hardware-oriented symbolic execution engines by performing
symbolic execution on hardware designs only once and for one
clock cycle. Then, Yippelia reuses the results of the symbolic
execution to build a path from a reset state to a property-
violation state in the hardware design. The key contributions
of this thesis are as follows:

e We propose a framework to apply symbolic execution



to hardware designs. This framework saves execution
time on finding deep property violations in hardware by
running symbolic execution only once on the design for
one clock cycle. The framework incorporates techniques
from the Al community to stitch a multi-cycle path from
the reset state of the hardware design to a property-
violated state. Combining these two aspects, our frame-
work can increase the efficacy and scalability of finding
deep property-violations in hardware.

o We develop Yippelia, a hardware-oriented symbolic ex-
ecution tool that implements the framework described
above. Compared to KLEE [11], a state-of-the-art sym-
bolic execution engine, Yippelia has an average speedup
of at least four orders of magnitude on finding deep
property-violations on an up-down counter design.

The rest of this thesis is organized as follows: we first
introduce an up-down counter design as the motivating ex-
ample in Section II. Section III presents Yippelia’s design.
Section IV describes Yippelia’s implementation. We evaluate
Yippelia’s performance in Section V. We then discuss threats
to Yippelia’s validity as well as the future work from Yippelia
in Section VI. Section VII presents a review of research
topics that are relevant to Yippelia in Section VII. Finally,
Section VIII concludes the thesis.

II. EXAMPLE

In this section, we introduce the up-down counter, a type
of hardware designs that can either counts up or counts down
in one clock cycle. Throughout this paper, we use the up-
down counter as an example to demonstrate the key ideas of
Yippelia.

An up-down counter is a type of counter in which a register
called value either increments or decrements based on an input
signal called inst. The range of the register value is between O
and a pre-defined maximum value. When the counter reaches
the maximum value and still counts up, it overflows to O;
similarly, when the counter reaches O and still counts down,
it overflows to the maximum value.

Figure 1 shows the schematic design of the up-down counter
and Figure 2 shows the corresponding RTL design imple-
mented in SystemVerilog [12]. The up-down counter takes
as inputs a clock signal, a reset signal, and an inst signal.
It displays a 32-bit value signal as the output. Internally,
the counter maintains a 32-bit register called internalvalue.
Whenever reset is 1, internalvalue is reset to be 0. Otherwise,
at each clock cycle, internalvalue increments if inst is 0 and
decrements if inst is 1. The output value always displays the
current value of internalvalue.

We use the up-down counter as the example to showcase
our ideas because the design is both simple and nontrivial. The
design is simple in that it only has two program paths within
one clock cycle: the counter either increments or decrements.
On the other hand, the design is nontrivial because 1) the
design consists of sequential logic in that the register value
does not only depends on the current input but also depends on
its value in the previous clock cycle, and 2) the design consists
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Fig. 1. up-down Counter’s Schematic Design
module updowncounter (
input wire clock,
input wire reset,
input wire inst, it
output wire [31:0] value
):
logic [31:0] internalwvalue;
always ff @ (posedge clock) begin
internalvalue <= reset ? 32'b 0:
inst ? internalvalue - 1 :

internalvalue + 1:

end

assign value = internalvalue;

endmodule

Fig. 2. up-down Counter’s RTL Design

of more than one path in one clock cycle, so the number of
program paths grows exponentially with respect to the number
of clock cycles. The fact that the design has a stateful register,
i.e. the register value, enables us to use symbolic execution to
check properties across multiple clock cycles. The exponential
grow of the program paths with respect to the number of
clock cycles reveals the main challenge for symbolic execution
in both hardware and software domain, the path explosion
problem [13]. Therefore, the simplicity and the non-trivialness
of the up-down counter allows us to highlight the key ideas
in Yippelia.

III. DESIGN

A. Overview

Yippelia takes an input a hardware design at the regis-
ter transfer level (RTL) and a set of assertions represent-
ing security-critical properties. If Yippelia does not find a
property-violation in the design, Yippelia issues a certificate.
Otherwise, Yippelia outputs a sequence of instructions that
trigger the assertion violations in the hardware design. Figure 3
shows Yippelia’s high-level input-output workflow.

Yippelia consists of a 4-stage pipeline: preprocessing, sym-
bolic execution, optimization, and search, as shown in Fig-
ure 4. Yippelia first translates the RTL hardware designs to
C++ in the preprocessing stage. Then, Yippelia performs a
one-cycle symbolic exploration to gather all possible atomic
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Fig. 4. The Architecture of Yippelia

paths of the designs within one clock cycle in the symbolic
execution stage. To handle the case in which the symbolic
paths are too long for SMT solvers to handle efficiently, we
in the optimization stage constructs a compiler called KPiler to
shorten the symbolic paths with equivalent semantic meanings.
Lastly, Yippelia formulates the problem of finding a multi-
cycle property violation as a search problem and uses our
search engine to solve it in the search stage. In the following
sections, we describe each stage of the pipeline in detail.

B. Preprocessing

To begin with, Yippelia translates the RTL hardware design
implemented in SystemVerilog [12] to a piece of code in
C++ [14] that is semantically equivalent to the RTL hardware
design. The reason to translate the hardware design to C++ is
that we can utilize KLEE [11], a popular software symbolic
execution engine, to run symbolic simulation on the C++ code
(Section III-C).

To translate the hardware design to C++, we utilize Veri-
lator [15], an open-source, matured hardware simulator that
translate hardware designs specified in hardware description
language (HDL) such as Verilog and SystemVerilog to C++
or SystemC. However, Verilator does not perform a direct
translation because of the intrinsic difference of hardware
and software: while the hardware is parallel, the software is

sequential by default. Because blocking statements in HDL
are originally sequential, Verilator is able to perform a di-
rect translation. However, for non-blocking statements which
perform parallel assignments, because instructions in C++
have a temporal order, Verilator needs to introduce temporary
variables in C++ so that assignments in the same clock cycle
will not influence one another. Algorithm 1 illustrates this
strategy. Verilator also performs other optimizations such as
eliminating dead codes and matching width lengths during the
translation.

Algorithm 1 Parallel assignments

1: procedure PARALLEL-ASSIGN(x,¥)
2: temp_x <y + 10 > assign temporary variables

3 temp_y < x + 10

4: T temp_x > load the new values back to x, y
5 Y — temp_y

6 return z,y

The resulting C++ code consists of one C++ class for each
module in the RTL design. In addition, Verilator requires users
to attach a C++ wrapper file to instantiate the top level module
of the design during the simulation. This wrapper file supports
linking to external libraries, so we use this file as a chance
to run symbolic execution engine and perform a symbolic
simulation on the design (Section III-C). In the wrapper file,
we interact with the top level module via a function eval
(). eval () propagates inputs and calls necessary functions to
simulation the clock transition at the boundary. Therefore, two
calls to eval() with opposite clock values correspond to the
simulation of the design for one clock cycle.

Threats to Validity. Although Yippelia is sound, Yip-
pelia is not complete with respect to finding vulnerability by
adopting this preprocessing scheme. As indicated by Zhang et
al. [10], Verilator may eliminate bugs during the compilation
of the hardware design, because the compilation is not always
faithful due to compiler optimization. As a result, even though
Yippelia is sound in that every bug that is found by Yippelia
is a true property violation, Yippelia is incomplete in that it
may miss some bugs in the hardware designs. To mitigate
this threat, our group is developing native symbolic execution
methods on hardware that apply symbolic execution directly
to the RTL hardware designs. We encourage the community to
further explore this direction to circumvent the incompleteness
problem.

C. Symbolic Execution

In the symbolic execution stage, Yippelia takes the output
code from Verilator and performs symbolic execution on the
hardware design for one clock cycle. We use KLEE [11],
a matured symbolic execution engine that is widely used
in the software domain, to perform the one-cycle symbolic
exploration of the hardware design. Prior to running symbolic
simulation, Yippelia concretely simulates the hardware design
in reset state for one cycle to obtain the root state of the
hardware design. Running the hardware code in reset state also



ensures that the symbolic execution starts with all registers
initialized to their default values. In the case of the up-down
counter, Yippelia sets the reset input to be 1 and simulates the
design for one clock cycle.

With all registers initialized to their reset values, Yippelia
runs KLEE to perform a one-cycle symbolic execution on the
hardware design. After finishing each path during the symbolic
executions, Yippelia asks KLEE to print out the symbolic
expressions of a set of predefined signals that includes all
register signals in the target property. Each set of symbolic
expressions represents one symbolic atomic path from one
symbolic state of the hardware design to another in one
clock cycle. In the case of the up-down counter, KLEE first
makes the register value in the parent state symbolic, e.g.
value = a. Then, after KLEE finishes the one-cycle symbolic
execution, Yippelia gathers one symbolic expression for each
path: value = o« 4 1 for the path where value increments and
value = o — 1 for the path where value decrements. Figure 5
shows the symbolic tree representing the one-cycle symbolic
exploration on the up-down counter. Table I shows the two
symbolic expressions representing two symbolic atomic paths
of the up-down counter. The symbolic atomic paths, which
are represented by the sets of symbolic expressions, are the
building blocks for all longer paths spanning multiple clock
cycles. We describe how Yippelia utilizes these building blocks
to form a path from the reset state to the property-violated state
of a hardware design in Section III-E.

Within the symbolic execution stage, Yippelia performs a
sub-stage called fast validation to make sure that property is
not violated within one clock cycle. If the property is violated,
then Yippelia will terminate and return as result the single
instruction corresponding to the atomic path that leads to the
assertion violation. Otherwise, Yippelia continues by sending
the collection of symbolic atomic paths to the optimization
stage (Section III-D) and then to the search engine that is
described in Section III-E to form a path that spans several
clock cycles and ends at an assertion-violated state. The reason
behind this sanity check is that one-cycle symbolic execution
is able to find those one-cycle property violations, so Yippelia
does not need to spend time on the later stages. Also, the
sanity check ensures that the search engine (Section III-E)
only searches for multi-cycle property-violations, so our search
engine does not need to handle corner cases caused by one-
cycle property violation.

Threats to Validity: Yippelia relies on KLEE to perform the
symbolic exploration of hardware designs within one clock
cycle. Although KLEE is a matured, well-maintained sym-
bolic execution engine on the software domain, the symbolic
expressions that are printed out by KLEE are lengthy. As a
result, the query formed by the symbolic expressions often
require a nontrivial amount of time to be solved by an SMT
solver. To mitigate this threat, we performed optimizations to
shorten the symbolic expressions (Section III-D). We leave as
future work to explore other open-source symbolic execution
frameworks such as angr [16], [17], [18].
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Fig. 5. Symbolic Tree for the Up-down Counter in One Cycle

TABLE I
TWO SYMBOLIC EXPRESSIONS REPRESENTING TWO ATOMIC PATHS OF
THE UP-DOWN COUNTER.

Instr Atomic path
0 value = o+ 1

Symbolic expression
(Eq leaf_value
(Add w32 1
(ReadLLSB w32 0 value)))
(Eq leaf_value
(Add w32 4294967295
(ReadLLSB w32 0 value)))

1 value = a — 1

D. Optimization

In this section, we describe our optimization methods to
shorten the length of symbolic expressions that are produced
by the symbolic execution stage (Section III-C). While the
symbolic expressions produced by KLEE for the up-down
counter example has reasonable sizes (231 bytes on average),
the symbolic expressions for the complex real-world hardware
designs are significantly large: for a single-cycle MIPS pro-
cessor, the average size of a set of symbolic expressions is
14187 bytes. After we formed queries based on the symbolic
expressions (see Section III-E3 for the details of forming
queries), the longest query takes up to 48 minutes to be solved
by the query solver (Table X).

The aim of this stage is to shorten the length of the
symbolic expressions produced by the previous stage so that
Yippelia can scale to larger hardware designs. We perform two
optimizations to achieve this goal.

1) Optimization 1: The first optimization is on the query
level: we delete unused symbolic expressions in a query to
make the query shorter. We observed that over all sets of
symbolic expressions, the expressions of the input signals
do not change semantically. The reason is that the symbolic
execution stage (Section III-C) only runs symbolic execution
for one clock cycle, and the input signals stay stable within
one clock cycle. Because the input signals do not change, the
symbolic expressions corresponding to the input signals do not
semantically impose any additional constraints on the query.
Therefore, we can safely delete in each query the symbolic
expressions corresponding to the input signals. The new query
without the symbolic expressions with respect to the input



signals is semantically equivalent to the original query, i.e.
the new query is valid if and only if the original query is
valid.

2) Optimization 2: While the first optimization (Sec-
tion III-D1) is on the query level to delete unused symbolic
expressions, the second optimization is on the expression level:
it aims to shorten a single symbolic expression by deleting
unused parts of a symbolic expression.

This optimization is based on a common pattern in the
symbolic expressions: a significantly large portion of array
updates are unused. For example, let us consider the follow-
ing symbolic expression: (Read w8 10 [10=0, 5=0, 0=0]@
const_arr7). Because the expression only reads the element at
index 10 of the updated version of a constant array, we can
safely delete the updates to index 5 and index 0. In practice,
these unused updated statements are often very lengthy, so
the query can be shortened significantly if all unused update
statements are removed. As a result, the execution time to
solve these optimized queries can be significantly reduced.

To automate the step of removing unused update statements
for symbolic expressions, we construct a compiler called
KPiler for expressions in the KQuery language, a language
that is used by KLEE to represent constraint expressions [19].
KPiler takes in a query in the format of KQuery language and
produces an optimized query that is semantically equivalent
to the original query. The optimized query is equivalent to the
original query in that the optimized query is valid if and only if
the original query is valid. The length of the optimized query
is the same or shorter than the original query so the time for
the query solver to solve the optimized query is expected to
be shorter.

The workflow of KPiler is shown in Figure 6. KPiler
consists of three parts: the front-end, the analyzer, and the
back-end.

a) Front-end: In the front-end, we first developed a
program called KLexer to tokenize the expressions. Then,
we collected the grammar of KQuery both from the partial
specification in [19] and from the symbolic expressions that
are generated by KLEE. Figure 7 summarizes the grammar for
KQuery. Based on this grammar, we created a parser called
KParser. KParser generates an abstract-syntax tree (AST) for
each expression in the query. Figure 8 shows our design of
the AST for KQuery. In addition, KParser also generates a set
of ASTs for declarations that are appeared in the expression.
With this set of declaration nodes, we are free to delete any
unused update statements without worrying about deleting any
declaration within the unused update statements.

b) Analyzer: In the analyzer part, we developed three
analysis tools for the purposes of debugging and exper-
imenting: KAST_Display, KAST_Depth, and KAST_Size.
KAST_Display visualizes an AST node by printing out the
current node and recursively printing out its children nodes
with proper indentations. KAST_Depth and KAST_Size cal-
culates the depth and the number of nodes of the AST,
respectively. All three analysis tools implement a common
interface called KVisitor. KVisitor systematically visits the
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Fig. 6. The architecture of KPiler, a compiler for KQuery that is used in
KLEE

whole AST through a visiting method for each type of the
AST node.

¢) Back-end: In the back-end, we developed a program
called KTransformer which performs the actual optimization
step of deleting unused update statements. KTransformer takes
as inputs an AST node corresponding to the target symbolic
expression and a set of AST nodes corresponding to the dec-
larations that are appeared in the target symbolic expression.
KTransformer recursively analyzes each AST node (the AST
node for the symbolic expression and the AST nodes for
the declarations) and deletes the unused update statements
within them. KTransformer also transforms the modified AST
nodes for the declarations (i.e. DeclExpr in Figure 8) to
comparison AST nodes (i.e. CompExpr in Figure 8) so that
these declarations can be included in the optimized query.
Lastly, we developed a program called KGenerator which
takes as input an AST node and generates the corresponding
symbolic expressions in the format of KQuery. KGenerator
follows the grammar of KQuery (Figure 7) strictly to faithfully
translate the AST nodes to expressions in KQuery. Same as the
analysis tools in Section III-D2b, KTransformer and KGen-
erator also implement the interface KVisitor to recursively,
systematically visit all parts of an AST node.

3) Threats to Validity: We consider potential threats to
the validity for our optimization methods. First, our modified
version of KQuery grammar is complete but not sound. We
sacrifice soundness for the ease of implementation. As a result,
our KPiler tool can accept all correct KQuery expressions, but
it may also accept some incorrect expressions. We mitigate this
threat by assuming that the symbolic expressions produced by
KLEE are correct with respect to the grammar. Within each
step of KPiler’s workflow, we do not perform any operation
that makes a correct expression to be incorrect. Therefore, the
output of KPiler should still be correct KQuery expressions
even though our grammar is not sound. Second, our KPiler tool
may consist of implementation bugs. We mitigated this threat
by testing our tool against 162 long queries with an average
query size of 14187 bytes. We also performed thorough code
review for our tool.



KQuery Grammar
(expression) = (identifier) *:’
(identifier)

({number) | *C (type) (number) *)’)

' (arithmetic-expr-kind) (type) (expression) (expression) ‘)’

T ‘Not’ [ (type) | (expression) *)’

(bitwise-expr-kind) (type) (expression) (expression) )’
(comparison-expr-kind) [ (type)] (expression) (expression) ‘)’
' ‘Concat’ | (type) | {expression) (expression) ‘)’

" ‘Extract’ (type) (number) {expression) )’

' ‘ZExt’ (type) (expression) ‘)’

T 'SExt’ (type) (eapression) )’

' ‘Read> <type> <expression> <version> ‘)’

' ‘Select’ (type) (expression) (expression) (expression) ‘)’

T ‘Neg’ [ (type) | (expression) ‘)’

' ‘ReadLSB’ (fype) (expression) (version) )’

’ ‘ReadMSB’ (type) (expression) (version) ‘)’

(expression)

AN AN AN AN A A S AN A A S

(identifier) ::= ‘la-zA-Z_] [a-zA-Z0-9._]%’

(number) := ‘true’ | ‘false’ | (signed-constant)

(signed-constant) ::= [+ | ‘=" ] ( (dec-constant) | (bin-constant) | (oct-constant)
| (hex-constant) )

(dec-constant) = ‘[0-9_]+
(bin-constant) ::= ‘Ob[01_1+
(oct-constant) := ‘00[0-7_]+

(hea-constant) ::= ‘0x[0-9a-fA-F_]+

(type) = ‘wl[0-9]+
(arithmetic-expr-kind) == ( ‘Add’ | ‘Sub’ | ‘Mul’ | ‘UDiv’ | ‘URem’ | ‘SDiv’ | ‘SRem’)
(bitwise-expr-kind) = ( ‘And’ | ‘0r’ | ‘Xor’ | ‘Shl’ | ‘LShr’ | ‘AShr’ )

(comparison-expr-kind) = ( ‘Eq’ | ‘Ne’ | ‘Ult’ | ‘Ule’ | ‘Ugt’ | ‘Uge’ | ‘S1t’ |
‘Sle’ | ‘Sgt’ | ‘Sge” )

(version) = (identifier) *:* (wersion)
| (identifier)
| ‘0 [ (update-list) | ‘1" ‘@' (version)

(update-list) ::= (update-stmt) | *," (update-list) |

(update-stmt) ::= (ezpression) ‘=" (expression)

Fig. 7. The modified grammar of KQuery
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E. Search

1) Overview: In the search stage, we use the symbolic
atomic paths as the building blocks to form a multi-cycle path
that brings the hardware design from a reset state to a property-
violated state. The symbolic atomic paths are represented by
queries that are formed by the symbolic expressions which are
produced in the symbolic execution stage (Section III-C) and
then optimized in the optimization stage (Section III-E3 for
details in query formulation).

To form a path from the reset state to the property-violated
state, we explore various techniques from the artificial intelli-
gence research community. We first formulate the problem as
a search problem. We then explore various search algorithms
to solve this search problem: Depth-first Search (DFS), Depth-
limited Search (DLS), Iterative Deepening Search (IDS), and
Greedy Search (see Chapter 3 in [20]). We also formulate
this problem as a Constraint Satisfaction Problem (CSP, see
Chapter 4 in [20]), but this formulation is not yet scalable for
complex hardware designs. Figure 9 presents the high-level
overview of the search engine.

2) Search Problem Formulation: We formulate the problem
of finding a property violation in a hardware design as a search
problem. In our formulation, the states are the sets of values
that are assigned to the registers in the processor design. The
initial state of the search problem is the set of register values
in the reset state of the processor design. We retrieve the initial
state by setting the reset signal to be 1 and concretely simulates
the hardware design for one clock cycle. The initial state of
the up-down counter is the state such that the register value
= 0. The goal state of the search problem is a state in which
a property that is provided by the user is violated. If there
is a property for the up-down counter saying that the register
value # 10, then the state in which value = 10 is the goal
state. In more complex hardware designs, we state the goal
state implicitly with a goal test which checks if the current
state satisfies the property.

The operators in our search problem formulation are the
atomic paths that brings the design from one state to another
immediate state, i.e., another state that is reachable from the
original state within one clock cycle. Each atomic path cor-



TABLE II
SEARCH PROBLEM FORMULATION

States
Initial states
Goal states

Sets of register values
Reset states of the hardware designs
Property-violated states

Operators Atomic paths
Path cost function 1 (uniform cost function)
Solutions Multi-cycle paths from reset states

to property-violated states
S

Search space

responds to a set of instructions that satisfy a path constraint.
We obtain these atomic paths from the symbolic execution
stage (Section III-C) by combining the current states, the
symbolic expressions, and the path constraints to form queries
in the KQuery language [19]. We solve these queries by
Kleaver [21], a query solver that is used by KLEE [11]. We
also use Z3 [22] as the back-end SMT solver of Kleaver. The
solution of the query is a new state that is the result of applying
the atomic path to the current state.

We also consider a path cost function for each path. Cur-
rently, we assign a uniform path cost for each atomic path
because we do not want to have preference over each atomic
path, but in the future we will assign the path cost of each
atomic path to be proportional to the time an SMT solver
takes to solve the query corresponding to the atomic path. In
this way, our search engine will prefer to explore paths with
shorter query.

Moreover, the solution of our search problem is a multiple- °

clock-cycle path from one of the reset states of the hardware

designs to a property-violated state. We don’t consider single- s

clock-cycle paths (i.e. the atomic paths) as our solutions °

because they are handled by KLEE [11] in the symbolic

execution stage (Section III-C). Lastly, the state space of our

search problem is infinite because hardware designs can run
an infinite number of clock cycles. Table II summarizes our
search problem formulation.

3) Query Formulation: After describing our search problem
formulation, we describe how to transit from one state to
another state in one clock cycle. To perform the transition, the
search engine first forms a query in the format of KQuery [19].

The query consists of constraints over a concrete state, a set
of symbolic expressions produced and optimized by previous
stages, and the path constraints corresponding to the set of
symbolic expressions. The symbolic expressions and the path
constraints correspond to the same atomic path, which is the
operator in our search problem formulation. The solution of
this query is a new state that is the result of applying the
atomic path to the original state.

Let us consider an example query on the up-down counter.
Suppose the search engine starts with the reset state where
the register value is 0. Moreover, the search engine follows
the atomic path in which value is incremented, i.e. the input
signal inst is 0. The query has two parts: the query constraints
and the query body. The query solver checks whether the
query body is valid or not assuming the query constraints. The

TABLE III
QUERY CONSTRAINTS

Constraint

(Eq w320
(ReadLLSB w32 0 value))
(Eq w32
(ReadLLSB w32 0 leaf_value)
(Add w32 1
(ReadLLSB w32 0 value)))
(Eq 0 (ReadLSB w32 0 inst)

Description

Current State

Symbolic Expression

Path Constraint

query constraints consist of a KQuery expression regarding the
current state (value = 0), and symbolic expressions as well
as path constraints regarding the symbolic atomic path. We
set the query body to be false. Therefore, by the principle
of explosion (ex falso quodlibet: from falsehood anything
follows), the query is valid if and only if the query constraints
are unsatisfiable. On the other hand, if the query is invalid, then
the query constraints are satisfiable. Then, the query solver
will provide a counterexample as a reason to the invalidity of
the query; this counterexample is a satisfying assignments to
the query constraints. In this case, the query solver will give
a counterexample indicating that the value register will be 1
in the next clock cycle. Table III shows the constraints in the
query that is described in the scenario above. Listing 1 shows
the complete query.

array inst[4] : w32 -> w8 = symbolic
array value[4] : w32 -> w8 = symbolic
y array leaf_value[4] : w32 -> w8 = symbolic
(query [
(Eq w32 0
(ReadLSB w32 0 value))
(Eg w32
(ReadLSB w32 0 leaf_value)
(Add w32 1 (ReadLSB w32 0 value)))
(Eg O
(ReadLSB w32 0 inst))
] false [] [leaf_value])

Listing 1. A query that applies an atomic path the reset state of the up-down
counter

The reason for us to form our queries in the format
of KQuery instead of an SMT interface format (such as
SMTLIB2) is that the symbolic expressions and the path
constraints are in the KQuery format. Instead of translating
the expressions to an SMT interface format, we formed the
query in a way such that the query is invalid if and only if the
constraints in the query is satisfiable. We used Kleaver [21],
the built-in query solver for KLEE, to solve the query. Since
we use Z3 [22] as the back-end SMT solver for Kleaver, the
speed of Kleaver is comparable to the state-of-the-art SMT
solver.

4) Backward Recursive Search: Having described how to
transit from one state to another through query formulation
(Section III-E3), we now propose solutions to the search
problem that is formulated in Section III-E2.



We begin with a backward recursive search strategy that
is proposed by Zhang et al. (see Algorithm 1 in [10]). This
strategy starts with the property-violated state, i.e. the goal
state in our problem formulation, and attempts to search for
the reset state, i.e. our initial state. Figure 10 shows a symbolic
execution tree in which the root node is the reset stare and one
of the leaf node is the property-violation state.

From the concrete property-violated state, We find the par-
ent node of the current node by solving the query representing
an atomic path. Which atomic path to choose depends on the
heuristic search policy we use (Section III-E8). We iterate this
process to find the parent node of each current node until we
reach the root node representing the reset state of the hardware
design.

5) Depth-first Search: Under the Backward Recursive
Search strategy, we adopted the Depth-first Search (DFS)
algorithm (see Section 22.3 in [23]). In the symbolic execution
tree (Figure 10), a general DFS starts with the root node and
recursively explores each child node in sequence. Only when
DFS fully explores the subtree rooted at the first child node
will it move to the second child node. Therefore, DFS always
explores the deepest nodes first whenever possible. Under
the Backward Recursive Search strategy (Section III-E4), we
started with the property-violated node instead of the root
node. We recursively explored the neighbor nodes until we
reached the root node.

Let us consider the time complexity of DFS. Let b be the
number of branches and m be the maximal depth. Then the
time complexity of DFS is 1 + b+ b2 + % + b + ... + b™ =
O(b™). Because hardware can run an infinite number of clock
cycles, the depth is unbounded, i.e. m = oco. As a result, DFS
may get stuck in a subtree and never terminate if the target
node is in another subtree.

6) Depth-limited Search: While DFS can explore a sym-
bolic execution tree deeply, the drawback of DFS is that it
will not stop and backtrack until it reaches a leaf node. Since
in theory hardware designs can run an infinite number of clock
cycles, DFS will never reaches a leaf node. As a result, DFS
will never find a bug in the subtree rooted at the second child
node because it will spend all time exploring the subtree rooted
at the first child node. To overcome this drawback, we adopted
Depth-limited Search (DLS) which allows the user to set a
maximal depth limit for DFS to explore in any subtree. The
condition for DLS to stop exploring and start to backtrack is
that DLS reaches a leaf node or it exceeds the maximal depth.

In the search engine, we implemented DLS under the strat-
egy of the Backward Recursive Search strategy. The drawback
of DLS is that it requires the user to provide a maximal
depth limit which is based on the user’s empirical knowledge.
While it is easy to obtain a reasonable maximal depth for
simple hardware designs such as the up-down counter, it is
difficult if not impossible to figure out the maximal depth
for a complex property in a complex, real-world, open-source
hardware designs.

7) Iterative Deepening Search algorithm: DLS’s need for
empirical experience to set a good depth limit can be satisfied

by the Iterative Deepening Search algorithm (IDS). IDS sets
the depth limit from O to co and runs DLS in sequence. We
leave as future work to include IDS into Yippelia’s search
engine.

8) Greedy Search: Greedy Search (GS) is a heuristic search
algorithm that chooses to first explore the node that appears
to be closest to the target node (see Chapter 16 in [23] for
details). Specifically, GS uses a heuristic function / that takes
as input a node n and outputs h(n), the estimated cost from
n to the goal node. Then, GS chooses the node n with the
smallest h(n) to explore first. As a result, GS always chooses
the node that appears to be the closest to the goal node.

Yippelia’s search engine implemented GS along with DLS
and the Backward Recursive Search strategy. Our heuristic
function is the sum of normalized differences between registers
in the current state and those in the reset state. Equation 1 is
the formal definition of our heuristic function:

zk: |register;(n) — register;(reset_state)|

h(n) = (1)

— size(register;)

In Equation 1, n is an arbitrary state, k is the number of
registers in the concerning hardware design. register;(n)
gives the value of the i*” register in the state n. size(register;)
gives the size of the 7' register in the hardware design.

The reason behind Equation 1 is our observation that in
practice, two states with similar register values are more likely
to reach one another. Equation 1 is by no means the only
heuristic. For example, we can use Hamming distance, which
calculates the number of different bits in two registers, to
replace the subtraction in Equation 1. We leave as future work
to explore different heuristic functions.

9) Constraint Satisfaction Problem Formulation: Instead of
using various search algorithms to solve the search problem,
we formulated the problem as a Constraint Satisfaction Prob-
lem (CSP) and then used an industrial CSP solver in a push-
button manner to find a solution to the search problem. A CSP
consists of a set of variables X, a set of Domains D such that:

D = {D; = domain(X;)|X; € X}

and a set of constraints C. A problem is solved if for each
variable X;, there exists a value from the corresponding
domain D; such that all constraints in C are satisfied (see
Chapter 6 in [20] for further details).

Let us consider the up-down counter example.The set of
variables, X, consists of signals inst and value, each of which
is represented by an array of variables whose element is the
value of the signal at the clock cycle indicated by the index of
the element. For instance, inst[i] represents the value of the
signal inst at the i*" clock cycle. Table IV presents the set of
domains D for X the variable set. Table V presents the set of
constraints C.

10) Threats to Validity: The search engine may not be
efficient because it spends the majority of the time on solving
SMT queries. Although the queries are optimized by the opti-
mization stage, the queries for complex, real-world processor



TABLE IV
CSP DOMAIN

Variable X;
insts|[i]
values[i]

Domain D;

[0,1]
[-clock_cycle_number, clock_cycle_number]

TABLE V
CSP CONSTRAINTS

Constraints Reasons

values[0] == 0 In the reset state,

the initial value for register value is 0.

— insts[i] — When inst is 0,

values[i+1] == values[i] + 1 the counter counts up.

insts[i] — When inst is 1,
values[i+1] == values[i] - 1 the counter counts down.
values[last] == assert_value This constraint represents the assertion.

design may still be lengthy and SMT solvers may still take
a long time to solve them. To mitigate this threat, we use
as our SMT solver Z3 [22] that is one of the state-of-the-
art SMT solver. To further reduce the size of queries, we
leave as future work to explore other symbolic execution in
the software domain that can produce more compact symbolic
expressions than KLEE.

Our current formulation of the CSP is not scalable to
complex hardware designs because our formulation requires to
abstractly implement the control flow of the hardware design
in the CSP solver. We attempted to mitigate this threat by
utilizing properties of hardware-oriented symbolic execution
that are formulated by Zhang et al. (see Section 4.1 in [10] for
details). However, the formulation of these properties require
more powerful problem formulation such as Constraint Logic
Programming. We leave as future work to explore general
Constraint Logic Programming. formulation that does not
depend on the knowledge of the design.
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Fig. 10. The Symbolic Execution Tree as a result of the Backward Recursive
Search Algorithm

TABLE VI
TIMES FOR Z3 TO SOLVE 162 YIPPELIA’S QUERIES.
time (minutes) [45,00) | [10,45) | [1,10) [0,1)
number of queries 2 4 7 149
percentages 1.2% 2.5% 4.3% | 92.0%

IV. IMPLEMENTATION
A. Overview

Yippelia is implemented in Python [24], [25] and C++ [14].
We consider RTL hardware designs in SystemVerilog [12].
We used Verilator [15] to translate the RTL hardware designs
to C++. We also wrote C++ script to symbolically simulate
the hardware designs for one clock cycle by KLEE [11]. The
KPiler tool in the optimization stage and the search engine are
implemented in Python.

B. Preprocessing

In the preprocessing stage, we used Verilator [15] to trans-
late RTL hardware designs in SystemVerilog [12] to C++ [14].
Verilator has different levels of compiler optimizations. Ver-
ilator’s optimization trades completeness for efficiency. Ver-
ilator’s optimization simplifies the control logic, flattens the
designs, and eliminates some signals. As a result, Verilator’s
optimization is possible to eliminate bugs in the RTL designs,
making the symbolic execution more incomplete. On the other
hand, the compiler optimization can shorten the length of the
design in C++, so KLEE can finish the one-cycle symbolic
execution in a shorter time. Zhang et al. used Verilator’s
compiler optimization in [8] because their tool requires to run
symbolic execution multiple times, one time for each clock
cycle. In Yippelia, we only run symbolic execution one time
for one clock cycle, so Yippelia can afford a more expensive
but more complete symbolic execution. We leave as a user
input to let the users decide whether they would like to enable
Verilator’s compiler optimizations when running Yippelia.

C. Symbolic Execution

Yippelia uses KLEE [11] as the symbolic execution engine
to symbolically explore a hardware design for one clock
cycle. KLEE has four search modes: Depth-First Search
(DFS), Random State Search, Random Path Selection, and
Non Uniform Random Search (NURS). Yippelia uses the
DFS heuristic, and the reasons are twofold. First, because
we need to fully explore a hardware design for one clock
cycle, in which order to explore the states will not make a
difference in execution time; no matter which heuristic we
use, the total number of states KLEE needs to visit is the
same. Moreover, we prefer KLEE’s exploration to be in-order
and deterministic because this provides convenience for us to
match the symbolic expressions with the path constraints. As
a result, Yippelia uses DFS as KLEE’s search mode.

D. Optimization

1) Optimization 1: In Yippelia’s implementation, we
moved the first optimization to the symbolic execution stage.



Before symbolic execution, we filtered out the input signals
from the set of signals that is pre-calculated for KLEE to
produce their symbolic expressions. By filtering out the input
signals early, Yippelia saves time by not printing out the
symbolic expressions for inputs signals which eventually will
not be used to form the queries.

2) Optimization 2: KPiler is implemented in Python. Our
implementation strictly follows the compiler workflow that is
described in Chapter 4 (Syntactic Analysis) and Chapter 7
(Code Generation) in [26]. We skipped the Contextual Anal-
ysis section because we assume that KLEE produces correct
KQuery expressions. The front-end part of KPiler implements
the Syntactic Analysis part. It utilizes a Python package
called ply which implements the lex and yacc parsing tool in
Python [27]. The back-end part of KPiler implements the Code
Generation part. Both tools in the back-end (KTransformer and
KGenerator) implements a visitor interface that systematically
and recursively explores each node in the AST. The analyzer
of KPiler also implements the visitor interface to visualize and
analyze the AST. We have not finished the implementation of
KPiler since KTransformer has an unresolved implementation
bug. We leave as future work to fix the bug.

E. Search Engine

The search engine, including the search algorithms and the
constraint satisfaction problem formulation, is implemented in
Python.

1) Query Formulation: We describe in Section III-E3 how
we combine symbolic expressions to form queries. In this
section, we describe our solution to a technical challenge
in combining the symbolic expressions. The challenge is,
two symbolic expressions may contain the same identifier
name but they refer to two different identifier declarations.
Therefore, when we put the two expressions into the same
query, the query will have a duplicate declarations bug. We
overcame this challenge by renaming the identifiers in each
symbolic expression. Our solution is based on an observation
that identifiers names in the symbolic expressions produced
by KLEE are in sequence. For example, if an expression
contains 10 identifiers, the identifiers are named by N1, N2,
N3, ..., N10. We also utilized the idea of segmentation in
the operating system community which translates a virtual
address to a physical address by adding a base register to the
virtual address. We implemented a similar translation process
for identifier names in a Python script. We have a base register
that is initialized to be 0. Every time we add a new symbolic
expression to the query, we first add the base register to all
occurrences of identifier names; we then increment the base
register by the number of identifier declarations. As a result,
within one query, there does not exist two expressions with
the same identifier.

2) CSP Formulation: To formulate the search problem as
a CSP and solve it, we utilized Google OR-Tools, an open
source package for combinatorial optimization [28]. We used
the interface in Python as a third-party library. We added our
constraints (Table V) to the Constraint Programming Solver,

and asked the solver to return a satisfying solution in a push-
button manner.

V. EVALUATION
A. Research Questions

In this section, we answer the following research ques-
tion: How much time can Yippelia save in finding property-
violations in hardware designs compared to the state-of-the-art
symbolic execution engines?

B. Experimental Setup

Before we answer the research questions, we first describe
our experimental setup.

1) Hardware Designs: We evaluated Yippelia on two hard-
ware designs. The first design is the up-down counter that is
detailedly described in Section II. The design of the up-down
counter is simple in that it only has two program paths in one
clock cycle, but the design is nontrivial in that it is stateful.
Therefore, we used the up-down counter as a playground to
explore and demonstrate the workflow of Yippelia.

The second design is our own implementation of a single-
cycle processor which implements the MIPS architecture de-
scribed in [29]. The design complexity of the MIPS processor
is at the same level as other open-source processor designs
such as the RISC-V processors and the OR1200 processor
which implements the OpenRISC 1000 architecture. The MIPS
processor is a single-cycle design in that all instructions are
finished within one clock cycle. We leave as future work to
perform experiments on a larger range of open-source proces-
sor designs that include multi-cycle and pipelined designs.

2) Properties: The properties we considered for the up-
down counter simply assert that the register value does not
equal to certain value X. The absolute value of X also deter-
mines the optimal number of clock cycles the search engine
requires to find a property-violation. For example, the property
—reset — value # —10 asserts that the register value does
not equal to —10. The violation to this property can be found
within 10 clock cycles. Table VII presents example properties
for deep bugs and shallow bugs for the up-down counter.

For the MIPS processor, we infer from the MIPS In-
struction Set [30] a property about the store-word instruc-
tion. store-word stores a register’s value to the memory.
Because this instruction does not write to the register file,
the signal werf, which indicates whether the register file is
write-enabled, should be set to 0. Formally, the property is:
(=((instr & ‘hFC000000) >> 26) == 43) || (werf ==
0) || (reset == 1). This property says that when the processor
is not in the reset state, if the instruction is store-word, then the
signal werf is 0. We inserted a bug to the MIPS processor that
violates this property whenever the processor runs a store-word
instruction. Since the property violation can be found within
one clock cycle, we disabled the fast validation sub-stage
in the symbolic execution stage (Section III-C). As a result,
Yippelia needs to find the property violation in the search
engine instead of finding it early in the symbolic execution



TABLE VII
EXAMPLE SHALLOW AND DEEP PROPERTIES FOR THE UP-DOWN COUNTER

Shallow Property | —reset — value # —2
Deep Property —reset — value # 980

TABLE VIII
COMPARISON ON EXECUTION TIME FOR YIPPELIA AND KLEE IN FINDING
SHALLOW AND DEEP BUGS

Shallow bugs Deep bugs
Yippelia 6.74 seconds 18.31 seconds
KLEE 4.16 seconds | didn’t finish after 121 hours

stage, so we are able to test the optimization stage and the
search engine using this property.

3) Running Experiments: We wrote scripts to automatically
run tests on both hardware designs and collect data that
measure execution time. We performed the experiments on a
machine with Intel Core i5-3337U 4-core 1.80GHz CPU and
3G available RAM.

C. Up-down Counter

We evaluated Yippelia on the up-down counter design
(Section II) against KLEE [11], a matured, open source, and
well-maintained symbolic execution engine in the software
domain that represents the state-of-the-art symbolic execution
engines. In our experiments, KLEE uses the default search
heuristic which is the Random Path Selection interleaved with
Non Uniform Random Search (NURS) with Coverage-New
heuristic (see Section 3.4 in [11]). Same as Yippelia, KLEE
uses Z3 [22] as its back-end SMT solver.

Table VIII presents a comparison on Yippelia and KLEE
on finding shallow bugs and deep bugs. In Table VIII, we
define the shallow bugs to be property-violations that can be
found within 10 clock cycles, and deep bugs to be those that
can be found from 980 to 990 clock cycles. Table VIII shows
that while KLEE has comparable timing performance with
Yippelia on shallow bugs, Yippelia has an average speedup of
at least four orders of magnitude on deep bugs.

Figure 11 presents a comparison on execution time between
Yippelia and KLEE on finding property violations from 1 to
1000 clock cycles. Figure 11 shows that while KLEE’s exe-
cution time grows exponentially, the growth rate of Yippelia’s
execution time is close to linear with respect to the number of
clock cycles. Figure 12 and Figure 13 are parts of Figure 11
in that Figure 12 focuses on Yippelia’s graph while Figure 13
focuses on KLEE’s graph.

D. MIPS processor

While Yippelia has efficient performance on the up-down
counter design, Yippelia took a significantly large amount of
time to finish execution when we evaluated Yippelia on the
MIPS processor without the optimization stage (Section III-D).
While Yippelia can find the property-violation, Yippelia took
198.9 minutes to finish the process. The reason for Yippelia
to take such a long time is that, for a complex, industrial-level
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processor design such as the MIPS processor, the symbolic
expressions generated from KLEE are too lengthy. As a result,
Yippelia’s back-end SMT solver is not able to efficiently solve
queries made up of these lengthy symbolic expressions. To
provide a sense of the execution time for solving the queries,
we performed experiments on using Z3 [22] to solve 162
queries formed by the symbolic expressions from the MIPS
processor. The results are presented in Table X. Specifically,
3.7% of the queries take more than 10 minutes. Within
them, 2 queries in particular need more than 45 minutes.
This performance makes Yippelia without the optimization
stage not practical in finding property-violations on the MIPS
processor.

E. Optimizations

To reduce the execution time for our SMT solver to solve
the queries for the MIPS processor, Yippelia performs 2
optimizations in the optimization stage (Section III-D). The
first optimization removes from the queries the symbolic
expressions constraining the input signals. Table IX shows
that the first optimization reduces the overall execution time
by 70%. In comparison with Table X, Table XI also shows
the time for Z3 [22] to solve the 162 queries formed by
the symbolic expressions from the MIPS processor, but with
Optimization 1 enabled. Table XI shows that the percentage
of the 162 queries which take more than 10 minutes shrinks
from 3.7% to 0.6%. Moreover, the execution for the longest
query (the bottleneck) shrinks by 61.3%. Therefore, the first
optimization greatly improves the scalability of Yippelia on
complex hardware designs. Because the implementation of the
second optimization is still in progress, we leave as future
work to evaluate the speedup of the second optimization.

TABLE IX
TIME COMPARISON FOR YIPPELIA WITH AND WITHOUT OPTIMIZATION 1
TO FIND THE PROPERTY-VIOLATION REGARDING THE STORE-WORD

INSTRUCTION
no Optimization 1 | with Optimization 1
Time (min) 198.9 60.2
% regarding Yippelia 100% 30%
without Optimization 1
TABLE X

TIMES FOR Z3 TO SOLVE 162 QUERIES FOR THE MIPS PROCESSOR WITH
THE OPTIMIZATION STAGE DISABLED

time (minutes) [45,00) | [10,45) | [1,10) [0,1)
number of queries 2 4 7 149
percentages 1.2% 2.5% 4.3% | 92.0%

VI. DISCUSSION
A. Threats to Validity

1) Incompleteness: With respect to finding property viola-
tions, though Yippelia is sound in that every bug it reports is
a true property violation, Yippelia is incomplete in that there

TABLE XI
TIMES FOR Z3 TO SOLVE 162 QUERIES FOR THE MIPS PROCESSOR WITH
OPTIMIZATION 1 ENABLED

time (minutes) [10,18) | [5,10) | [1,15) [0,1)
number of queries 1 2 8 151
percentages 0.6% 1.2% 5.0% | 93.2%

may exist a property violation which Yippelia cannot find.
The source of Yippelia’s incompleteness is threefold. First,
the number of clock cycles that is required to reach certain
property violation is significantly large. In the case of the up-
down counter, this type of property would be asserting that
the register value equals to 219°°. Yippelia will time-out in
this case. The second type of incompleteness rises from the
preprocessing stage (Section III-B). As indicated by Zhang et
al. [10], Verilator may eliminate bugs during the compilation
of the hardware design, because the compilation is not always
faithful due to compiler optimization. To mitigate this threat,
our research group is developing so called the native symbolic
execution approach on hardware which runs symbolic execu-
tion directly on the RTL hardware designs (Section VI-B3).
Lastly, Yippelia may miss a bug because our search heuristics
(Section III-E) do not explore the correct path. We leave as
future work to develop better search heuristics.

2) Symbolic Expressions: As described in Section III-C,
Yippelia relies on KLEE to perform the symbolic exploration
of hardware designs within one clock cycle. Although KLEE
is a matured, well-maintained symbolic execution engine on
the software domain, the symbolic expressions that are printed
out by KLEE are lengthy. As a result, the query formed by
the symbolic expressions often require a nontrivial amount
of time to be solved by an SMT solver. As a result, the
query formed by the symbolic expressions often require a
nontrivial amount of time to be solved by an SMT solver. To
mitigate this threat, we performed optimizations to shorten the
symbolic expressions (Section III-D). We leave as future work
to explore other open-source symbolic execution frameworks
such as angr [16], [17], [18].

3) KPiler: We consider potential threats to the validity for
our query optimization tool, KPiler (Section III-D2). First,
our modified version of KQuery grammar is complete but
not sound: our KPiler tool can accept all correct KQuery
expressions, but it may also accept some incorrect expressions.
We sacrifice soundness for the ease of implementation. We
mitigate this threat by assuming that the symbolic expressions
produced by KLEE are correct with respect to the grammar.
Within each step of KPiler’'s workflow, we do not perform
any operation that makes a correct expression to be incorrect.
Therefore, the output of KPiler should still be correct KQuery
expressions even though our grammar is not sound. Second,
our KPiler tool may consist of implementation bugs. We
mitigated this threat by testing our tool against 162 long
queries with an average query size of 14187 bytes. We also
performed thorough code review for our tool.



4) Search Engine: The search engine may not be efficient
because it spends the majority of the time on solving SMT
queries. Although the queries are optimized by the opti-
mization stage, the queries for complex, real-world processor
design may still be lengthy and SMT solvers may still take
a long time to solve them. To mitigate this threat, we use
73 [22], one of the state-of-the-art SMT solver, as Yippelia’s
back-end SMT solver. To further reduce the size of the queries,
we leave as future work to explore other symbolic execution in
the software domain that can produce more compact symbolic
expressions than KLEE.

5) Constraint Satisfaction Problem: Our current formula-
tion of the Constraint Satisfaction Problem is not scalable to
complex hardware designs because our formulation requires
to abstractly implement the control flow of the hardware
design in the CSP solver. We attempted to mitigate this
threat by utilizing properties of hardware-oriented symbolic
execution that are formulated by Zhang et al. (see Section 4.1
in [10] for details). These three properties define a sequence
of path constraints which takes the hardware design from
a reset state to a property-violated state. Therefore, we can
replace the constraints in our CSP formulation with these
three properties. However, the properties involve set operations
such as set membership, intersection, and sub-set relations.
As a result, we cannot express the properties as constraints in
CSP. Constraint Logic Programming (CLP) [31], [32], which
combines logic programming with CSP, can represent the
set relations with the knowledge representation in the logic
programming. Therefore, CLP has the potential to express
the three properties in logic programming, incorporate them
as constraints, and solve the problem in a similar manner as
CSP. Once we finish the problem formulation, we can utilize
the industrial CLP solvers such as SAS-OR tool to solve the
problem in a push-button manner. We leave as future work
to explore general Constraint Logic Programming formulation
that does not depend on the knowledge of the design.

6) Implementation: The search engine (Section III-E) will
encounter a stack-overflow error after 1000 clock cycles for
the up-down counter design. The reason is that the search
algorithms in the search engine are implemented in a re-
cursive manner. This problem can be solved by translating
the recursive implementation to an iterative implementation.
The translation is achievable because a recursive algorithm
can always be represented by an iterative algorithm. However,
because of the tremendous engineering work to perform the
translation, we decided to leave it as a future work.

7) Evaluation: Our evaluation of Yippelia is not thorough.
We attempted to evaluate Yippelia on the up-down counter
(Section II) and the MIPS processor [29]. Because we did
not finish the implementation of KPiler (Section III-D2),
we were not able to complete the evaluation on the MIPS
processor, so the efficacy of Yippelia on complex hardware
designs is still doubtable. Because the MIPS processor follows
the single-cycle architecture, we cannot evaluate Yippelia
against complex properties whose violations cross multiple
clock cycles. We leave as future work to evaluate Yippelia on

designs with multi-cycle and pipeline architecture. Moreover,
Yippelia is compared with KLEE [11]. Although KLEE is
a state-of-the-art symbolic execution engine on the software
domain, KLEE is not designed for hardware. In the future, we
plan to compare Yippelia with the state-of-the-art hardware-
oriented symbolic execution engine such as Coppelia [8].
We also plan to compare Yippelia’s performance with other
formal verification techniques such as model checking [9] and
concolic execution [33].

B. Future Work

1) Massive-Properties Symbolic Execution on Hardware:
In the real world, hardware designers often need to check
multiple properties on a hardware design simultaneously. The
current workflow of Yippelia only checks one property at
a time, but Yippelia can be fine-tuned to efficiently check
multiple properties. When checking multiple properties, Yip-
pelia needs to run the preprocessing stage (Section III-B), the
symbolic execution stage (Section III-C), and the optimization
stage (Section III-D) only once. The set of registers that
Yippelia uses in the symbolic execution stage is the union of
the sets of registers for all properties. Although Yippelia needs
to run the search engine (Section III-E) once for each property,
Yippelia can save time on verifying massive properties by
running the previous stages only once.

2) Evolutionary Hardware-oriented Symbolic Execution:
Similar to regression testing in the software domain, hardware
designers often need to run tests and check properties on
multiple versions of a design. Inspired by the Evolutionary
Runtime Verification approach proposed by Lengunsen et
al. [34], we propose the Evolutionary Hardware-oriented
Symbolic Execution technique. This technique reduces the
runtime overhead of using symbolic execution to verify differ-
ent versions of hardware designs by first finding the property-
violations that are rooted in the change of the design. We
propose a three-stage pipeline for the approach. First, the
approach performs a change-of-impact analysis to determine
which part of the hardware design is changed. Second, the
approach performs a mapping from the change of the design
to the program paths produced by the symbolic execution
stage (Section III-C) in Yippelia. Lastly, we add as a heuristic
to Yippelia’s search engine III-E to prioritize exploring the
paths corresponding to the change of the design. Therefore,
instead of spending time finding the old bugs, the Evolutionary
Hardware-oriented Symbolic Execution approach prioritizes
finding the new property-violations which are caused by the
change of the design. This approach increases the scalability
of symbolic execution in the real-world hardware development
cycle, not by finding a single property-violation faster, but by
reducing the search space of the property-violations to the
new property-violations which are rooted in the change of the
hardware design.

3) Native Symbolic Execution on Hardware: To mitigate
the threat of incompleteness (Section VI-Al) which arises
from the compiler optimization in the preprocessing stage
(Section III-B), our research group is developing an approach



called the Native Symbolic Execution on Hardware. To cir-
cumvents the incompleteness problem caused by Verilator, the
native symbolic execution approach directly builds a symbolic
execution engine for the RTL hardware designs. Although this
approach cannot fully mitigate the incompleteness problem as
the incompleteness is rooted in the general symbolic execution,
this approach eliminates the part of the incompleteness that is
caused by Verilator’s compiler optimization.

VII. RELATED WORK
A. Overview

The recent emergences of the Spectre [1] and Meltdown
attacks [2] have emphasized the importance of security ver-
ification at the design phase of hardware. Assertion based
verification is one of the most popular techniques to verify the
security of hardware designs. To perform the verification, one
needs to answer two questions: 1) how to generate assertions
encoding security critical properties of hardware designs, and
2) how to verify that assertions are not violated in hardware
designs. Recently, several answers to the first question has
been proposed in [4], [5], [7], [6], and we will review these
answers in Section VII-B.

We in Yippelia propose a partial answer to the second
question by triggering an assertion violation in hardware
designs. Although we cannot prove the absence of assertion
violation, we can in the most time trigger the assertion
violation if the assertion is indeed violated by the designs.
To automate the process of triggering assertion violations, we
propose a strategy to perform symbolic execution techniques
on hardware designs. Recent works on applying symbolic
execution to hardware designs are reviewed in Section VII-B.

Although software symbolic execution techniques only ex-
plore a hardware design for one cycle, a processor can run
for an infinite number of clock cycles, resulting a severe path
explosion problem [13]. Therefore, heuristic search algorithms
toward the assertion violation are needed in the symbolic
execution process. Section VII-D reviews several search al-
gorithms and their applications to solving problems in various
research areas.

B. Hardware Symbolic Execution

First purposed as a software technique in [35], symbolic
execution has been widely applied to hardware recently in [9],
[36], [101, [8], [37], [38], [39], etc.

Path explosion [13] is a prevalent problem in the field of
applying symbolic execution to hardware. This problem is
severe in the context of hardware symbolic execution because
of the intrinsic properties of hardware designs. Mukherjee
et al. [9] made the first attempt to apply forward symbolic
execution to hardware verification, but this method is limited
to small-size hardware designs because of the path explosion
problem. Spectector [36], a countermeasure for the Spectre
attack [1], can detect speculative leaks or prove their absence.
However, Spectector [36] is not scalable for verifying large,
complex designs because it limits the number and the lengths

of symbolic paths it can explore in order to circumvent the
path explosion problem.

Zhang et al. tackled the path explosion problem [13]
by proposing a recursive, backward search algorithm for
hardware-oriented symbolic simulation [10], [8]. In a symbolic
tree as shown in Figure 10 representing all symbolic paths of
a design, to find a path from the root node to the error node,
the algorithm starts with the error node and recursively finds
the parent node until it reaches the root node. The algorithm
counters the path explosion problem [13] by utilizing an
intrinsic property of the tree structure: any node has at most
one parent node while it can have a much larger number of
child nodes. Zhang et al. implemented this recursive symbolic
simulation strategy in Coppelia [8] for automated exploit
generation. However, Coppelia [8] runs symbolic simulation
on the same processor design once for every clock cycle, thus
performing redundant work. Moreover, Coppelia has only been
evaluated on processors but not general hardware designs.
Meng et al. recently extended the verification scope from
the processor core to a whole System-on-Chip (SoC) design.
Meng et al proposed RTL-ConTest [33], a framework that first
extracts the process flows of the designs as control flow graphs
(CFGs) and then performs concolic execution on the CFGs.

Symbolic simulation is often combined with concrete sim-
ulation to generate functional tests. Lyu et la. [39] automated
the generation of directed tests with a combination of symbolic
simulation and concrete simulation. They showed that their
approach is more scalable than the state-of-the-art model
checking technique [9] because of its lower requirement on
memory resource. STAR [37] uses a hybrid approach between
symbolic simulation and concrete simulation in RTL level
as well to generate functional input vector. However, its
performance is limited by the number of unrolling cycles.
PACOST [38] also combines symbolic simulation and concrete
simulation to generate functional input vectors that specifically
covering hard-to-reach states. PACOST [38] handles the prob-
lem of unrolling cycles in STAR [37] by using the abstract
distance to the target state to approximate the optimal number
of unrolling cycles.

C. Security Property Generation

Historically, security properties have been manually gener-
ated [40], [41], [42], [43]. These manually-developed prop-
erties are then used as an initial set of properties for
SCIFinder [4] to semi-automatically find security properties
utilizing statistical learning techniques. In addition to proposi-
tional properties generated by SCIFinder [4], UNDINE [5]
can find properties in the form of linear temporal logic.
However, the property generation process is not still semi-
automated because both SCIFinder and UNDINE require an
initial set of manually-developed properties.

Deutschbein et al. fully automated the property generation
process in Astarte [7]. Astarte infers security properties from
their relevance with safety-critical control signals, instead of
using an initial set of manually-written security properties in
previous works [4], [5], so that it can eliminate human efforts



in the process. However, the scope of Astarte is limited to
closed-source, CISC designs (such as x86 processor designs).
To handle this problem, Zhang et al. presented Transys [6], a
tool that can automatically translate security properties on one
design to equivalent properties on another design. Therefore,
properties on CISC designs generated by Astarte [5S] can be
translated to other processor designs as well. However, the
semantic equivalence rate of the translation is low (less than
50%) for assertions related to information flow tracking and
processor cores.

The generated security properties are useful for light-weight
verification of existing designs, as well as for guiding new
secure designs. In this work, we use the security properties
to generate exploits for existing designs. Farzana et al. [44]
showed an approach to use the security properties to guide the
new, secure designs of system-on-chips.

D. Search Algorithms

Dijkstra’s [45] and A-star [46] are among the most popular
shortest path algorithms. Dijkstra’s finds the optimal solution
but takes a longer time, while A-star can find a solution in
optimal time but the solution is not always optimal [47].
In practice, heuristic search algorithms are used in various
areas including motion planning [48], [49], constraint opti-
mization [50], [51], and computational biology [52], [53], [54].
In this work, we utilize various heuristic search algorithms to
find a path from the root node to the error node in the symbolic
tree.

VIII. CONCLUSION

This thesis presents Yippelia, a hardware-oriented symbolic
execution tool that automatically triggers property-violations
in hardware designs. Starting with a RTL hardware design
and a property, Yippelia first translates the RTL design to
the semantically equivalent software code. Yippelia then runs
symbolic execution on the software code for one clock cycle to
produce a set of symbolic expressions for each program path.
Next, Yippelia optimizes the symbolic expressions and uses
them to form a search problem and a Constraint Satisfaction
Problem (CSP). Lastly, Yippelia solves the search problem
through various heuristic search algorithms and the CSP
through the industrial CSP solver.

The secret sauce of Yippelia is twofold. First, Yippelia
only runs the expensive symbolic execution on the hardware
design only one time for one clock cycle. So, compared to
Coppelia [8] which runs symbolic execution for each clock
cycle, Yippelia can save execution time on running symbolic
execution especially when finding deep bugs. This feature not
only makes Yippelia efficient to verify a single property, but
also enables Yippelia to verify a massive amount of properties
simultaneously (Section VI-B1). Second, by running the one-
clock-cycle symbolic execution, Yippelia obtains all possible
atomic paths which consist of one clock cycle. With all
the building blocks in hand, Yippelia can easily utilize the
techniques from the Artificial Intelligence community, such as
the heuristic search algorithms and the Constraint Satisfaction

Programming, to form the target multi-cycle path. Having
all atomic paths in hands, Yippelia also has the potential
to borrow ideas from the software engineering community
to perform evolutionary verification which prioritizes finding
new property-violations in a new version of the design (Sec-
tion VI-B2).

We evaluated Yippelia on two hardware designs — the up-
down counter (Section II) and the MIPS processor [29]. For
the up-down counter design, Yippelia has an average speedup
of at least four orders of magnitude on finding deep bugs
compared with KLEE [11]. Because we have not finished
the implementation of the KPiler (Section III-D2), we did not
complete the experiments on the MIPS processor yet.
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